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ABSTRACT (MAX. 200 WORDS):

Smart city is a phenomenon here to stay and constantly evolving and expanding and is fast be-
coming a paradigm for the transformation of connected cities. More and more parts of cities
are being connected and with it, the risks and issues are on the rise. However, smart city pro-
jects often overlook the pervasive cyber security risks and threats that permeates these initia-
tives. The endeavour of this research paper is to explore and identify the various factors af-
fecting the lack of focus on cyber security in smart cities. The study found multiple factors
that had implications upon the amount of focus on cyber security. The study outlines an intri-
cate web of factors for lacking cyber security in smart cities that have multidirectional effect
upon each other. The paper also acknowledges that there is an intrinsic issue in regards to
what level of cyber security is sufficient, but suggests that the current focus on cyber security
IS reactive rather than proactive, which creates innate and critical problems for the future.
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1 Introduction

Smart cities is a highly contemporary phenomenon with vast amounts of resources and time
being spent on developing various application areas with connected technology. The main aim
of these projects is to increase quality of life for inhabitants in urban areas and comes as a re-
sponse to the many different problems that comes with densely populated urban areas. Smart
city as a phenomenon being practiced has for three decades been developed and practiced
(Pierce, Ricciardi and Zardini, 2017). The smart city projects vary in their application areas,
ranging from connected waste bins to ‘smart’ building automation appliances.

Even though the term ‘smart city’ is being widely noted and used, it is a surprising challenge
to exactly define the boundaries of this concept, something, which many agrees upon (Hol-
lands, 2008; Nam and Pardo, 2011; Zanella et al. 2014;). Despite this, Curry et al. (2016) de-
fines the concept of smart cities as a “Complex Socio-technical system of systems” which will
be aptly named as a constellation of systems further on in this paper. Yadav et al. (2017) de-
scribe smart city as a concept where difficult city issues are tackled by integrating information
and communication technologies (ICT) with the urban city infrastructure in order to create a
equitable and sustainable system.

There are several broad spectra initiatives from high instances such as from the European Un-
ion called the European Initiative on Smart Cities but also smaller initiatives such as EU-
gugle and Smart City Sweden. The main focus of these initiatives is to create smart and sus-
tainable city solutions.

The potential for an increased well being with smart city initiatives is great (Chakravorti and
Chaturvedi, 2017) and can be applied to different areas, as previously mentioned. Examples
range from more effective traffic flows, more efficient waste management, less energy con-
sumption - especially in both housing and offices, which is seen as an incredible decrease in
energy consumption as buildings in general constitutes two thirds of general energy consump-
tion (Dell and Intel, 2016). Zanella et al. (2014) offers the explanation that smart cities aim to
improve and be a part of a wide range of new services offered to citizens, companies as well
as public administrations. They argue that automation in both homes and industries, as well as
medical aids and elderly assistance, intelligent energy management and smart grids will be af-
fected and more effective.

Many believe that the ‘smart society’ that we are moving toward is similar to the ones fea-
tured in sci-fi movies and other culture mediums, which is something Chakravorti and Chatur-
vedi (2017) describes as while being farfetched to some degree, it is no less vivid. They in-
stead conclude that the smart city projects are subtler in its” way of affecting our everyday
lives in various useful and present ways. Chakravorti and Chaturvedi (2017) claim that there
are three main results of smart city projects, namely; the overall wellbeing of citizens of urban
areas, increased efficiency of institutions as well as a more powerful economy.
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Zanella et al. (2014) assert that smart cities are founded on information communication tech-
nology (ICT) as well as Internet of things (I0T) devices. They mention that the IoT devices,
everyday objects filled with “micro-controllers, transceivers for digital communication, and
suitable protocol stacks....” have had a revolutionary impact and is a paradigm for the future.
The goal, they mention, is to achieve are more immersive and pervasive Internet. They do,
however, conclude that there is a lack of standardised policies and best-practice because of its
“novelty and complexity” which is something that has to be overcome for the bright future of
smart cities to be realised.

1.1 Cyber Security

According to The International Telecommunications Unions (Telecommunication Standardi-
zation Sector of ITU, 2008), cyber security is defined as:

"Cyber security is the collection of tools, policies, security concepts, security safeguards,
guidelines, risk management approaches, actions, training, best practices, assurance and
technologies that can be used to protect the cyber environment and organization and user’s
assets.”(ITU-T, 2008, p. 2)

Elmaghraby and Losavio (2014) defines cyber security in the aspect of cyber security as such;
“Security includes illegal access to information and attacks causing physical disruptions in
service availability.”

Cyber security is often analogous to the term information security and used together to de-
scribe the security of an organisation’s information infrastructure. Von Solms and van
Niekerk (2013) argue that while the two concepts are heavily similar, they are not, however,
exactly the same. Instead, they mention, cyber security encompasses yet another dimension of
security, namely the one of defending human lives from cyber attacks, which is something
that is highly current considering the pervasiveness of information systems in critical infra-
structure, especially in smart city urban areas where incidents may affect human lives ad-
versely.

Our interpretations of the two separate terms are very similar considering the nature of this
paper’s research area. By protecting the information systems in smart city applications (infor-
mation security) human lives are, likewise, safer (the added aspect of cyber security) consid-
ering the physical actuation of these systems in the real world. We are, then, expanding the
term of information security in the application of smart city contexts which then becomes
analogous to cyber security due to the latter’s goal of protecting human lives.
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1.2 Problem Area

The smart city initiatives are often associated with an increase of connectedness, by way of
connected devices often named “Internet of Things” (Kyriazis et al., 2013; Petrolo, Loscri and
Mitton, 2014). Internet of things (I0T) devices are described by Jin et al. (2013) as excellent
data gathering tools and communicating this data to a central location for further use. loT are
often found as sensors or actuators - where they can command and control simple things in
the “real world” from a digital command.

As with almost all new technologies, however, there are of course drawbacks. The main one,
many would argue, is the fact that a more connected society and everyday life leaves more
openings on being attacked digitally in an emerging new crime category called ‘cybercrime’
(ar, 2006). One thing attributed to 10T is the lack of security and EY (2016) mentions in a
report the lack of hardware security as an insecure feature in smart city societies. Potoczny-
Jones (2015) also argues for the insecure ways of l1oT, arguing that [oT went for “the lowest-
hanging fruit of security” that is passwords which has led to massive attacks using the hacked
devices as slaves performing a distributed denial of service attacks (DDoS) like Mirai and a
very recently discovered new huge botnet (Check Point Research, 2017).

Cyber security incidents seem to be be occurring with increased frequency (Yar, 2006) and
there are multiple examples pertaining smart cities. A rather recent example of this is an inci-
dent in 2011 where a water pump was destroyed due to a cyber attack on a city water station
in the town of Springfield, Illinois (Zetter, 2011). Another example also happened in the U.S.
which targeted Dallas, Texas (Rosenberg and Salam, 2017) and the attackers assumed control
of the warning sirens of the city and proceeded to activate them for several hours during the
night. Another, more life-threatening example was found by an employee of Kaspersky Labs,
Denis Legezo (2016). During an investigation on the security of connected traffic lights, he
succeeded in his attempt of hacking and accessing the traffic lights in central Moscow which
gave him complete control of said traffic lights.

An example of 10T and the risk of contamination from unsecure devices for the greater whole
occurred earlier this year (Williams-Grut, 2018) in which hackers succeed in infecting and
hacking a fish tank thermometer in the lobby and from it managed to access the casino’s high-
rollers database and export it.

Pierce and Andersson (2017) highlight several different challenges for smart cities to over-
come and list information security as one of these, as well as one of the three most occurring
challenges in regards to the technical challenges domain. They mention that smart cities will
need to have urban systems that achieves and upholds a high-level interoperability because of
the fusions of ICT and IoT. Due to the high complexity and interdependency of these systems,
Al-Dairi and Tawalbeh (2017) argues that there is a greater attack area for malicious actors.
John-Green and Watson (2014) mention that there is a certain hyperconnectivity of 10T de-
vices and urban systems and acknowledge that this entails various problems, which they cate-
gorise in four different characteristics, namely hyperconnectivity, loss of boundary, complex-
ity and industrialised hacking.
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Cyber security needs to be a primary focus in smart cities in order to counteract building
buggy and brittle cities (Townsend, 2013; Kitchin, 2014). Furthermore, Townsend (2013)
state that it is not a matter if the digital foundation of smart cities will fail, it is when and how
much damage it will cause. With that in mind, previous cyber-attacks that target the city infra-
structure have already caused damage. For instance, in Israel hacktivists managed to cause a
traffic congestion for eight hours (Paganini, 2013). Khatoun and Zeadally (2016) conclude
that with the threat of cyber attacks, cyber security needs to be addressed in a proactive man-
ner when implementing smart city projects.

Yet with everything that has been established above, cyber security is often not considered as
a challenge, which is something Pierce and Andersson (2017) and Wenge et al. (2014) con-
clude. Furthermore, information security or cyber security is not a challenge that is men-
tioned, alternatively previously recognised but rather as a non-challenge for smart city initia-
tives by practitioners and decision makers (Bakici, Almirall and Wareham, 2013; Pierce and
Andersson, 2017). After an extensive literature review, no studies have been found that indi-
cate that cyber security in a smart city is a challenge, actively treated or untreated, recognised
by decision takers.

This research paper will explore the focus or attention on cyber security actions that have
been taken in smart city projects. By focus, this paper denotes the amount of attention or con-
sideration given to an issue and also the amount of attention the solution is given. Previous
literature has presented that the issue with cyber security is a non-challenge (Pierce and An-
dersson, 2017) and that it is not usually a primary concern nor a focus in smart city projects.
We are interested in finding out why. We are limiting ourselves to ‘cyber security’ issues, and
disregard the possible ethical concerns of privacy in smart cities.

1.3 Research Question
What are the reasons for the lack of focus on cyber security in smart city projects?

This research question is based on prior research ascertaining that cyber security is not a pri-
mary concern for smart city projects which has been established in the previous paragraphs.

1.4 Purpose

What is concluded is that cyber security is important as the consequences from breaches range
from mortal danger to large economical losses. The literature rarely looks into the combina-
tion of smart city phenomena and cyber security and has failed to reach a conclusive paradigm
regarding these two concepts which is why we want to explore why there is a certain lack of
focus on cyber security in smart city projects according to previous literature.

In order to achieve this purpose, the study follows a qualitative approach by way of semi-
structured interviews. As an outline for the interviews, a theoretical model based on previous
literature will be used. The model will identify factors and categorize these in common, over-
arching themes for a clearer structure. The interviews will follow a script formed with the
model as a basis. The interviews will then serve as the data collection and be analysed with

4
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the help of coding formed from the common themes identified earlier. Thereafter, a discussion
will be formed about the experiences from the respondents and compared with previous litera-
ture.

The endeavoured contribution to the IS field of study is to explore the reason why there is a
lack of focus on cyber security within the smart city context, especially when security is a
pressing issue in most other IS fields.

1.5 Delimitation

The study will be limited to cyber security, which is defined as:

”Cyber security is the collection of tools, policies, security concepts, security safeguards,
guidelines, risk management approaches, actions, training, best practices, assurance and tech-
nologies that can be used to protect the cyber environment and organization and user’s as-
sets.” (ITU-T, 2008 cited by von Solms and van Niekerk, 2013).

This study will only focus on cyber security and will not discuss the ethical issues with pri-
vacy involved with cyber security.
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2 Smart city and cyber security

When conducting our extensive literature review we found that the lack of a proper and uni-
fied definition of the concept smart city and its components which became the first objective
(see 2.1). Next, this paper explores the cyber security of the 10T devices (see 2.2), which are
widely used and crucial to smart cities (EImaghraby and Losavio, 2014).

In smart city initiatives project leaders do not perceive cyber security as a challenge (Wash-
burn and Sindhu, 2010; Wenge et al. 2014; Pierce and Andersson, 2017) and since no re-
search has explored the reasons behind the lack of focus specifically in smart city projects,
this study resulted in a framework of different possible factors that lead to the project leaders
lack of focus (see 2.4 for the descriptions of the factors and 2.5 for the framework).

2.1 Smart city

The concept of smart cities lacks a common definition (Hollands, 2008; Negre, Rosenthal-Sa-
broux, Gasco, 2017), which leads to a variety of smart city definitions. Yadav et al. (2017) de-
scribe smart cities as a concept that handles difficult city issues with the help of advanced ICT
(information and communication technologies) and the urban infrastructure, citizens and city
managers in order to create an equal and sustainable city. Furthermore, Curry et al. (2016) de-
scribe smart cities as a “Complex Socio-technical System of Systems”. Baccarne, Mechant
and Schuurman (2014) describe smart cities as a city of the future with digital technologies
enabling cities to become more green, accessible and liveable. This study’s perception of
smart cities argues that as stated by Harrison et al. (2010) that smart cities involve the cities
which connect physical, social, business and IT infrastructure in order to leverage the intelli-
gence of the city as a whole. Furthermore, the overall goal is to improve the quality of life and
operational efficiency with the help of emerging technology (Harrison et al., 2010). Thus, the
three components for powering smart city initiatives are physical infrastructure, social infra-
structure and technology.

The next section will describe these three components in further detail in order to clarify the
meaning of each component. The physical infrastructure can, for instance, include roads,
bridges, water, power and airports (Hall et al., 2000). The social infrastructure consists of re-
sources that assist education, health care, intellectual capital and social capital (Nam and
Pardo, 2011). Lastly and most important in smart cities is the component of technology.
Prominent municipalities have taken advantage of technology in order to create efficient ser-
vices for their citizens by utilizing sensors, data storage devices, computers and extensive
analysis (Jin et al. 2013). The authors describe 10T (Internet of Things) as a core pillar in
smart cities, which enables the possibility to create a urban information framework which pro-
vides interoperability between services in the city. The wireless and broadband network as
well as service-oriented information systems etc. is vital for leveraging the collective intelli-
gence in smart cities (Chourabi et al., 2012).

However, as mentioned by Pierce and Andersson (2017) technology does not achieve the sole
purpose of smart cities on its own. Rather, technology is a mean to support integration be-
tween the other elements involved in order to achieve stated goals. Nam and Pardo (2011) ar-
gues that smart city initiatives require urban planning based on governance with involved

6
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stakeholders and institutional preparations in order to be successful. Furthermore, global sus-
tainability is expected to embrace an international and over-border approach in order to con-
nect companies and territories for success (Attour et al., 2015). Mauser et al. (2013) similarly
describe that global sustainability is created in interaction between civil society, governments
and other stakeholders and does not emerge soly from science. Thus, this paper argues that
smart city initiatives is leverage through collaboration between cities in line with what Pierce
and Andersson (2017), Mauser et al. (2013) and Attour et al. (2015) describe.

2.1.1 Smart city actors

Although the components of smart cities are rather clear, the actors, which are involved, are
not always as evident. Yadav et al. (2017) describes citizens as crucial actors in the smart city
context. Moreover, Dameri and Rosenthal-Sabroux (2014) also argue that in order to enable
smart cities, citizens play a vital role for the social and technical transformation needed for
this. That is to say, the citizens are both producers and consumers of the generated infor-
mation in smart cities (Dameri and Rosenthal-Sabroux, 2014). Furthermore, smart cities aims
at increasing citizens’ life quality and thus, a smart city requires a comprehensive security of
the highest level to ensure the stability of this quality of life (Bartoli et al., 2011). Leydesdorff
and Deakin (2011) describe three other actors by applying the triple-helix model - shown in
figure 2.1.1.1 below - to cities. The authors outline that interactions between universities, in-
dustries and their government generate an constantly changing premise for cities. In other
words the general goal of smart cities outlined by Harrison et al. (2010) describe the three
components for powering a smart city initiative; physical infrastructure, social infrastructure
and technology. The four actors that collaborate with the identified components in order to
tackle the challenges of growing urbanization are; the government, industries, universities and
the civil society.

Tri-lateral networks and
hybrid organizations

Academia

State Industry



Cyber Security in Smart Cities — Not a primary concern Jansater and Olsson

Figure 2.1.1.1: The Triple Helix Model of University—-Industry—-Government Relations. (Etzkowitz and
Leydesdorff, 2000, p. 111)

The next section will describe the actors shown in previous figure 2.1.1.1; universities, gov-
ernments and industries, in further detail in order to clarify the meaning of each actor. Firstly,
universities are not only a platform for education, it can also work as a platform for network-
ing which results in connecting entrepreneurs, companies and scholars in order to create inno-
vative solutions for urban problems at hand (Kraus et al., 2015).

The government controls the platform upon which the smart city projects are built and also
connects stakeholders as well as determine the interaction between the other actors (Dameri
and Rosenthal-Sabroux, 2014). Furthermore, both transnational and national governments
have provided funding and support for smart city initiatives (Baccarne, Merchant and Schuur-
man, 2014). The governmental support of smart city projects boosts the initiatives worldwide
(Baccarne, Mechant and Schuurman, 2014) and thus, both the national and transnational gov-
ernment have a key role in decisions and strategies of smart cities. With that said, municipali-
ties also play a key role in concerning smart city support, decisions and strategies but require
support from EU-programs as well as industries due to financial limitations (Dameri and
Rosenthal-Sabroux, 2014).

Cooke and De Propris (2011) describe that industries have a central role in creating regional
and national value as well as innovation. The industries have pressure to innovate in order to
stay competitive which results in innovation spiral (Baccarne, Mechant and Schuurman,
2014). Thus, the emerging technology from industries is required to further develop and ena-
ble new technical solutions in smart cities.

In conclusion, smart cities are influenced by the collaboration between the three components;
physical infrastructure, social infrastructure and technology and the four actors; government,
industries, universities and the civil society. Smart cities are also influenced by the collabora-
tion between smart cities, and it is in the constellations of smart cities that development and
innovation thrive.

2.2 Smart city and loT

Elmaghraby and Losavio (2014) claim that loT and smart cities are tightly knit together and
Baig et al. (2017) argues that IoT is an enabling technological innovation combined with
cloud platforms. The way these devices communicate is by way of machine-to-machine com-
munication. Klinpratum et al. (2014) assert that M2M communication is essential for the ex-
istence of 10T. Cha et al. (2009) note that machine-to-machine (M2M) communication is the
eventual paradigm in wireless communication and that there is currently a monumental in-
crease of machine-to-machine equipment (M2ME) which will continue to increase in the
forthcoming years. Potsch et al. (2013) agrees and explains that M2M communication tech-
nology is mainly machines communicating to with each other without the intervention of hu-
mans. They argue that M2M communication will be pervasive in various application fields
and areas. They mention that research and standardisation has yet to reach formal conclusions
when it comes to the structure of M2M communication and the equipment using it.
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2.2.1 Cyber security and IoT

Jin et al. (2014) proposes a framework for 10T integration with complete urban ICT systems
and note there are several problems to overcome before unlocking a complete smart city area.
One of these problems is the unsecure features of 10T devices for a large scale applicable use
as, in an industry report by EY (2016) note the lack of standardisation and overall insecurity
of these devices which then leads to the greater risk of potential antagonists to feed fake data,
hack 10T devices completely, cause signal failures or interruption of critical services for the
populace. Baig et al. (2017) argue that because of common unencrypted links between sen-
sors, actuators and wireless sensor networks wherein all the communication is transmitted
there are severe risks of security lapses.

A reason given for the lack of security measures in 10T devices, Boison et al. (2017) provide,
is the reason that in hypercompetitive markets where products are launched daily, the speed of
releasing new products with a high convenience factor for customers is essential to stay com-
petitive. In general, security measures have a tendency to cause vexatious or cumbersome ex-
tra steps for users and are generally slower to the market because of added complexity (Boi-
son et al., 2017). Also mentioned by Boison et al. is the lack of willingness by consumers/us-
ers of 10T devices where they do not have proper incentive to demand higher security.

This is also something that is mentioned by Plachinkova, Vo and Alluhaidan (2016) where
they argue that security features often inhibit in the overall satisfaction of usage of devices.
This in turn reflects poorly on the vendor / brand which in turn affect sales and competitive
advantage. Thibodeaux (2017) reflects upon the same ideas and writes; “While investment in
smart technology has gone up, many of these innovations are deployed without robust testing
and cyber security is often neglected.” Also weighing in on the matter are Sveen, Torres and
Sarriegi (2009) who claim that new technology is evolving rapidly and in a speed that makes
it difficult for most - even the designers themselves, they mention - to understand, and espe-
cially the secure side of it.

Another explanation as to why most 10T devices are generally unsecure stems from the fact
that most 10T devices are relatively small and often has a low power consumption, claim Pla-
chinkova, Vo and Alluhaidan (2016). Because of this, additional security features and encryp-
tion is hard to implement into the devices. LaBuda and Gillespie (2017) contend that the lack
of sufficient security standards for 10T is the main contributor for the overall insecurity of
loT, something also Boison et al. (2017) claim and goes on to suggest that only with a com-
mon and shared set of security standards will 10T pose enough secure measure against
breaches.

2.3 Cyber security in smart cities

As head of the cyber security department in Swedish Civil Contingencies Agency (Myn-
digheten for samhallsskydd och beredskap, (MSB) Richard Oehme (2017) highlights that with
an increase in general digitization, what follows is an increase of vulnerabilities. These vul-
nerabilities are found in devices, equipment, systems and are constantly on the rise. He writes;
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“An example of antagonism are cyberattacks aimed toward socially important
functions. It happens daily and in great numbers. There are a few examples where
antagonists have committed distributed denial of service (DDoS) attacks, with the

intention to create interruptions in businesses, theft of information or encrypting
information with the purpose to demand ransom.” (Oehme, 2017)

Kuilboer and Ashrafi (2016), as well as Al-Dairi and Tawalbeh (2017) agree with the senti-
ment and Al-Dairi and Tawalbeh (2017) argues that with a cumulative increase in digitization
in a city, the attack surface follows suit. This stems from the emergent integration of different
technologies, systems, networks and more which creates a highly complex, interdependent
and communication intense web of digital resources. This in turn is a dangerous phenomenon,
Ferraz and Ferraz (2014) points out. They point toward the effect which they call a “Viral ef-
fect in urban environment”, which is where an entry point for a hacker gives an opportunity
for the malignant actors to reach other, dependent system. They argue that there is a high risk
of contamination from the intense and complex communication patterns of an urban smart
area. An entry point into one individual system, then, could be used as an entry point toward
the smart city constellation of systems in a smart city.

The systems often used in a smart city area is the ones called SCADA, or supervisory control
and data acquisition, which are core components in industrial systems (Brenna et al., 2012;
Vlacheas et al., 2013; Thibodeaux, 2017). Thibodeaux (2017) highlights SCADA systems as a
highly volatile and insecure part in smart cities and argues that if these systems were to be tar-
geted, they could potentially threaten public health and safety and bring a digitised city to a
grounding halt. In effect, this creates a problem as SCADA are characteristically insecure and
do not feature many cyber security features (Igure, Laughter and Williams, 2006; Munro,
2008; Gold, 2009; Bradbury, 2012; Syed et al., 2017). They are often prevalent in cities where
the infrastructure is comparatively old and the smart city initiatives are being implemented in
on already existing analogue infrastructure, which is something Syed et al. (2017) contend.
They report that industrial control systems of which SCADA systems are apart of, are often
antique in today’s rapid technological advancement and therefore lack the proper measures of
security that is needed when connected to internet, local networks etc.

They reach the conclusion that there is a severe need for actions to be taken to heighten secu-
rity in industrial control systems, but contend that the most optimal and secure way would be
to entirely scrap decades old systems and implement completely new ones with a more stable
and secure architecture.

Considering the complex array of various systems and devices that constitute a smart city, it
complicates cyber forensics - that is, the action of investigating and analysing the trail of
events that lead to a cyber incident, notably cyber attacks. Baig et al. (2017) claim that this
will be and already is a crucial part in a smart city, something that Ferraz and Ferraz (2014)
affirm as well. They also insist, however, that as of yet there are still major difficulties in trac-
ing infections and other malicious acts and also the actions for data recovery in smart cities.

In some part, this is because of the issue of hyperconnectivity that John-Green and Watson
(2014) emphasize. They state, “Cyberspace will be a vital component for cities of the future
as infrastructures go on-/ine” meanwhile reminding us that there are several barriers and dif-
ficulties with this, stemming from the four different categories which they divided the engi-
neering risks; hyperconnectivity, messy complexity, loss of boundary as well as industrialised
hacking. Furthermore, just like Ferraz and Ferraz (2014) claims, there is a lack of analysis
tools and techniques available for smart cities to use to mitigate these threats.
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Kuilboer and Ashrafi (2016) urges organisations and people to consider cyber security as a
pressing matter and claim “Moving forward without addressing the privacy/security hurdle
could derail the safe adoption of the technology.” which is something that also Syed et al.
(2017) and Boison et al. (2017) agree with. There is an overall suggestion that cyber security
is something that needs to be included at an early stage in projects, regardless of their nature,
when it concerns important systems, products and projects.

2.4 Lack of focus on cyber security in smart cities

Even though the fact that cyber security is important has been established; that cyber security
is crucial in information heavy environment, cyber security is not one of the primary concerns
and considered as a non-challenge in a smart city sphere (Washburn and Sindhu, 2010;
Wenge et al., 2014; Pierce and Andersson, 2017). The following section will discuss different
reasons for lack of cyber security focus into the category of factors; knowledge and aware-
ness, organizational, financial, outsourcing. The reasons for these categories were that there
were common identifiable themes throughout the literature that have plausible effects on the
consideration of cyber security. Knowledge and awareness category pertains to a more per-
sonal level, the perception of individuals, as it is hard to gauge the knowledge and awareness
of a complete organisation. The organisational category is then used to catch the non-per-
sonal factors and pertains to organisation wide decisions, structure and strategy. The financial
category includes factors related to factors more economical in nature, which could poten-
tially lead to a lack of decisions taken regarding cyber security. Finally, the outsourcing cate-
gory highlights different factors connected with suppliers and contractors.

2.4.1 Knowledge and awareness

Firstly, awareness and knowledge of possible cyber security deficiency is needed in order to
impose suitable counteractions. Building a smart city also includes building the foundation for
the future systems and integrations describe that a smart city is built in order to improve the
quality of life for citizens and that the infrastructure within smart cities need the highest level
security in order to secure the smart city objectives (Bartoli et al., 2011; Heo et al. 2014). Fur-
thermore, Wenge et al. (2014) describe cyber security as a key factor for a successful smart
city project. Townsend (2013) describes that the digital foundation of smart cities will fail, it
is only a matter of when and how much damage it will cause. Thus, the smart city infrastruc-
ture needs to include security as a prioritized feature from the beginning, which requires
knowledge of smart cities and a long-term perspective.

Smart cities are evolving from innovative technical solutions that create additional security
threats and challenges (Chourabi et al., 2012; ElImaghraby and Losavio, 2014). Accessibility,
high cost of security applications, privacy of data and threats from hackers, viruses, worms,
trojans are some of the smart cities challenges (Chourabi et al., 2012). Smart cities are gener-
ally undefended and therefore a target for cyber attacks (Khatoun and Zeadally, 2016). Lack
of cyber security testing, lacking security features in devices, poor implementation of security
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features and out-dated encryption are some of the causes for successful cyber attacks (Kha-
toun and Zeadally, 2016). 10T devices, which a large amount of smart cities initiatives are
built on, faces particularly challenges within security and standardization and scalability, in-
teroperability, reliability are factors to consider (Khan et al. 2012). Pierce and Andersson
(2017) elucidate the fact their interviewees did not find cyber security as a hard solved prob-
lem. This paper argues that another reason for lack of focus on cyber security is, similarly to
what Pierce and Andersson (2017) found, that organisations acknowledge cyber security in
smart cities as a non-challenge.

Heo et al. (2014) describe that there are challenges related to the interoperability between de-
vices, which requires a common protocol, and data formats. However, when the systems are
built they need to have expandability, which requires planning for future implementations and
agreeing to well performing standards (Heo et al., 2014). Goles, White and Diedrich (2005)
also note that there exists a lack of awareness of the infrastructures interdependencies as well
as the weaknesses. Therefore, interoperability is declared as a challenge for smart cities (Khan
et al., 2012; Chourabi et al., 2012) and a failure in the infrastructure put citizens at risk and
thus the management of the systems is of utmost importance (Schaffers et al., 2011).

Singh et al. (2013) describe that information security risks should be identified, compared and
rated on the severity of the risk in order to explore how the different risks should be ap-
proached. In order to identify these risks, Chabinsky (2010) suggests risks analysis to break
down the problem into smaller components. The author argues that anyone involved in some
kind of cyber security strategy, law, policy or research should complete the so-called Cyber
security Vectors and Risk framework. Firstly, the organisation needs to explore how an organ-
ization can prevent an incident to happen at all; this can include law enforcement, diplomatic
or intelligence efforts (Chabinsky, 2010). An organisation can also focus on reducing the vul-
nerability by security practices, education or more robust security design (Chabinsky, 2010).
Lastly, measure should be taken in order to reduce the harm done when the system is
breached (Chabinsky, 2010).

In short, this chapter concerning knowledge and awareness describes that:

« When building a smart city to improve the life quality of citizens the digital founda-
tion for future implementations is also built and cyber security should be prioritized
from the start, which requires knowledge and long-term perspective.

o Firstly, new innovative technical solutions lack standards and create new security
challenges that cities need to be aware off, when not taken into account leaves smart
cities undefended. Secondly, one of these challenges is Interoperability, which re-
quires both planning and risk awareness in order to keep systems from failing. Lastly,
cyber security risks should be identified and rated in order to create awareness and for
effective interactions in order to reduce the threat, vulnerability and consequences of a
security breach.

« Previous studies presented that cyber security is not considered as a challenge, instead,
cyber security is perceived as an matter that will be handled when issues occur, thus, a
non-challenge.

The identified factors within the category knowledge and awareness: knowledge, risk aware-
ness and non-challenge are included in the theoretical model, coding and further utilized in
order to discuss each subcategory in the rest of the research paper.
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2.4.2 Organisational

Pearlson and Saunders (2009) highlight the three different domains of an organisation’s strat-
egy; organisational, business and information strategy. They argue that success in organisa-
tions can only be achieved when the three components are designed into the strategy and sup-
portive of each other. The business strategy is the overall plan for where the business is
headed and how it aims to reach there; it’s a way to communicate its’ goals and is formed as a
response to external and internal influences, like market forces, customer demands as well as
organisational capabilities. The organisational strategy is a blueprint for the design of the or-
ganisation as well as the definitions and how-to’s in order to control the organisation’s work
processes - how the organisation is organised. The organisational strategy forms the way of
how the organisation is formed in order to implement its business strategy and how it reaches
the business goals. The information strategy comprises the plan of how the organisation uses
information services and as organisational strategy tells a story of how its business strategy is
implemented.

Pearlson and Saunders continues and mention that when organisations fail to consider infor-
mation systems strategy when planning business strategy as well as organisational strategy it
has a negative effect on the business in one of three ways;

1. The information systems (IS) fail to support business goals
2. IS will fail the organisational systems
3. There will be a misalignment between business and organisational strategy.

Pearlson and Saunders describe strategic alignment when an organisation’s business strategy
IS “enabled, supported, and unconstrained by technology”. (Pearlson and Saunders, 2009, p.
24) The thoughts of strategic alignment stems from Henderson and Venkatraman (1993)
where they outline the lack of realisation of value from IT investments to a lack of alignment.
Both Pearlson and Saunders (2009) and Henderson and Venkatraman (1993) argue that in or-
der for an organisation to achieve an effective business, managers need to have a clear grasp
on IT in the organisation; mainly how IS are used and managed.

Pearlson and Saunders (2009) conclude that business strategy is the overall driving factor for
both organisational and IS strategy and the organisation and its IS should be both enabling the
business strategy. In this research, we extricate the two concepts of aligning business and IT
(Business alignment) as well as the alignment of organisation and IT (Organisational align-
ment) in order to more closely study these factors on focus on cyber security.

To achieve an effective, general information security solution, Kayworth and Whitten (2010)
argues that a mix of different factors needs to be focused on. They list an encompassing stra-
tegic alignment, a pervasive organisational awareness of information security matters and top
management support. These are all heavily pointed toward the more soft values, and not
strictly technological actions or focus. Strategic alignment is the key factor, Chen et al. (2008)
argues, in order to achieve any success with initiatives with a connection to IT. Johnston and
Hale (2009) directly links efficient security through organisational alignment and the utilisa-
tion of an information security governance (ISG) in order to achieve strategic alignment. They
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note that the biggest difference between 1SG implementers and non-implementers is the active
support of business process owners in an effort of a security culture.

Wang, Ali and Kelly (2015) is in line with these thoughts in regards to handling security is-
sues in smart cities. They conclude there needs to be a more encompassing strategy to han-
dling risks, not merely a technological solution. They divide risks into four different catego-
ries;

e One, more technical, that includes system architecture, firewalls and software patches,
« One that concerns softer values, such as malware, security policies and human factors
e Another that includes third-party chains and insider threats

o As well as database schemas and various encryptions available for the organisation.

McFadzean, Ezingeard and Birchall (2007) found that the lack of focus on cyber security in
general stems from a lack of knowledge or awareness or simply the top level managers per-
ception of risk, which then creates an individual basis for measures taken to heighten infor-
mation security by managers. They argue that information security needs to be a board level
issue and handled by managers in a structured way, which is something that Kwon et al.
(2012), Ma, Schmidt and Pearson (2009) and Johnston and Hale (2009) also agrees with.
Sveen, Torres and Sarriegi (2009) also conclude that security management has not been ele-
vated to a strategic level.

When conducting a study with scenario-based tests, Goles, White and Dietrich (2005) found
that there was a plentitude of issues with cyber security and gives three critical recommenda-
tions. One of these was “view cyber security as a business issue”” which relates to the board
level prioritisation. This is something that Singh et al. (2013) also found, as well as Kayworth
and Whitten (2010), who conclude; “...effective security is achieved holistically through the
application of multiple organizational and social alignment mechanisms combined with com-
petence in technology as part of an overall socio-technical strategic focus to information se-
curity.” However, Knapp et al. (2006) found that this is not the case in most organisations and
contribute this phenomenon to the lack of top management support and conclude that “Per-
haps an organization’s overall security health can be accurately predicted by asking a single
question: Does top management consider security important? If they do not, it is unlikely the
rest of the organization will either.”(Knapp et al., 2006, p. 57). They also note that “Manage-
ment frequently does little but pay lip service to security; it is viewed as a cost and a hin-
drance, not a critical business component.” (Knapp et al., 2006, p. 54) in bigger organisa-
tions. Although in the study, they found that top management support was less of a cited issue
in bigger organisations than medium and small sized organisations. Also claimed by the au-
thors is the fact that government move slowly when addressing intricate concepts like cyber
security.

Chan and Lin (2007) and Bulgurcu, Cavusoglu and Benbasat (2010) both highlight the need
for policies and a pervasive secure practice of technological assets, as they also argue that
cyber security is not an issue that is easily solved by merely the use technology. Instead, an
organisational alignment between departments and employees is needed. This is something
also agreed upon by Siponen, Mahmood and Pahnila (2009) who claims that the visibility and
tangibility of security policies affects the employees’ behaviour for policy compliance. This is
also confirmed by Doherty, Anastasakis and Fulford (2009) and Puhakainen and Siponen
(2010), who emphasizes that non-compliant employees pose serious security risks. Soomro et
al. (2016) argue that organisational policies and guidelines has to be established to reach a
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pervasive cyber security strategy. Also interesting to note is the argument brought forth by
Alawadhi et al. (2012) who claim that municipalities and the public sector is not an attractive
workplace for IT professionals considering the major upswing in the IT labour market.

In conclusion, the organisational part describes that:

« Business alignment is a key factor for successful projects that involve IT. A lack of fo-
cus on information security could stem from the top-level managers perception of the
risk and needs to be a board level issue. Top management support is needed in order to
view cyber security as a business issue.

« Organisational alignment is needed in order to achieve a focus and an optimal cyber
security. Competence in IT and a social alignment needs to be combined in general
projects in order to achieve an effective cyber security.

o The organisation needs policies and training in order to create awareness and affect
employees’ behaviour. Compliance of employees in an organisation, regardless of po-
sition, is needed.

2.4.3 Financial

Pierce and Andersson (2017) demonstrate the issues in general with cost-benefit analyses of
smart city initiatives, which then has a certain effect on something that is not considered as
functional in nature - cyber security, that is. Literature already raise the problems of a finan-
cial nature (Ferrer et al., 2013; Vilajosana et al., 2013; Manville et al., 2014; Breuer, Walra-
vens and Ballon, 2014) and Ferrer et al. (2013) connects the issue of the risk profile of smart
city projects, which is where initiatives such as the Risk Sharing Finance Facility (RSFF) to
help fund smart city projects, even with the projected business and economic risk profile. Ala-
wadhi et al. (2012) agree, and also mention insufficient support as a key challenge for smart
city initiatives and that there have been several city governments that lost key technology per-
sonnel and other cities miss opportunities of updating and upgrading pivotal technical systems
for smart cities.

Chourabi et al. (2012) constructed a framework of factors, which, likewise, includes the high
cost of IT professionals and consultancies beyond the mentioned factors of high cost of gen-
eral IT as well as installation and maintenance costs. Soomro, Shah and Ahmed (2016) specif-
ically links the effectiveness of cyber security to top management support, and notes that fi-
nancial provision is one key deciding factor. This is also something Kayworth and Whitten
(2010) points out, that the lack of alignment between security groups or departments as well
as business departments often result in budgets not reflecting the need for security financing.
This is something that is mirrored in Gordon et al. (2005) where they mention there are sev-
eral budgeting issues with cyber security measures as well as the existence of an economy of
scale phenomenon to cyber security. Rowe and Gallagher (2006) and Alawadhi et al. (2012)
also point out that cyber security is a costly investment. Sommestad, Ekstedt and Holm (2013)
continue on these thoughts and argue that specialists, experts and consultants in cyber security
are costly. In contrast to this, however, Rowe and Gallagher (2006), Alawadhi et al. (2012)
and Kuypers, Maillart and Paté-Cornell (2016) mention that cyber security breaches and inci-
dents have costly consequences, where Kuypers, Maillart and Paté-Cornell (2016) not only
mention pure financial damage as an outcome, but in conjunction lists business interruption,
reputation damage, intellectual property loss and other costs. Notably, it has been proven that
a cyber security breach has a tenuous effect on stock prices (Campbell et al., 2003; Kannan,
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Rees and Sridhar, 2007; Kuypers, Maillart and Paté-Cornell, 2016) which lends support to
reputation damage as a severe consequence.

Conclusively, the financial part depicts that:

e There is a general issue with cost-benefit analysis in smart cities and that features that
are not direct functions like cyber security can be affected. Cyber security is costly and
could be an issue when prioritising business goals.

e High cost of IT professionals and consultants can be overseen and budgets do not re-
flect the need of security financing. Budgets do not often reflect the need of cyber se-
curity.

2.4.4 Outsourcing

Mitton et al. (2012) outlines security as a core feature in devices themselves, instead of an
overarching cyber security strategy in smart cities. They highlight that there is a specific lack
of homogeneous standards for interoperability between different systems and devices, which
they intend on bettering in the suggestion of forming an infrastructure architecture standard
for different communication. This is also something mentioned by Al-Hader and Rodzi
(2009), where they highlight a need for common and shared architecture by the contractors for
smart city initiatives. In relation to this, EImaghraby and Losavio (2014) write that there is a
certain problem that comes with an absence of clear standardised best practice and also relates
this to what regulations there is for smart city systems; both best practice as well as the power
regulation.

Chabinsky (2010) notes the rapid expanse of purchasing services in a global market, in re-
spect to an organisation’s supply chain, and its’ benefits for rapid invention and innovation as
well as lower prices. However, it has also given rise to a higher vulnerability for manipula-
tion, and he specifically mentions computers or architecture that they rely on might already be
manipulated or have severe security flaws (Chabinsky, 2010). Furthermore, Gonzalez (2005)
describe cyber security as a complex field where the amount of experts is unsaturated, how-
ever, only a few organisations have enough resources or motivation to have a full cyber secu-
rity defence within the organisation. Moreover, it becomes necessary for organisation to out-
source cyber security processes (Gonzalez, 2005). Thus, organisations that buy services, prod-
ucts or systems from vendors alternatively contractors rely on their ability to provide suffi-
cient cyber security measures. However, organisations need to carefully consider the decision
to outsource cyber security since the decision has both pros and cons, such as loss of control
(Khalfan, 2004). Furthermore, an organisation should choose a service provider carefully and
evaluate the quality and level of the vendor, considering that the consequences of a security
breach will harm the business and possibly create judicial sanctions (Khalfan, 2004). Wenge
et al. (2014) and Khalfan (2004) argue that there has to be specific security contracts in order
for this vulnerability to be overcome. Furthermore, Khalfan (2004) describe that the contracts
need to involve robust provision for cyber security, especially in the service-level agreement.
However, the private sector that provides the cyber services are not willing to be responsible
or accountable for national security breaches (Carr, 2016). Thus, this paper argues that if gov-
ernments have problems handling cyber security, local governments probably have the same
challenges.

In essence, the outsourcing section outlines that:
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o Intoday’s competitive climate, organisations trust their suppliers’ ability to provide
sufficient cyber security. However, the private sector is not willing to be held account-
able or responsible of national security breaches.

« One way of combating security flaws when buying services or products is by way of
extensively developed and comprehensive contracts that detail cyber security as a de-
mand.

2.5 Theoretical model

The theoretical model was constructed from the sections 2.4.1 2.4.4 in the literature review,
further description of the process is outlined in section 3.2. In the theoretical model four dif-
ferent categories: knowledge and awareness, organisational, financial and outsourcing are
shown the left column, while the 10 factors including descriptions within the categories are
represented in the right column.

Table 2.5.1 The Lack Of Focus On Cyber Security Theoretical Model

The Lack Of Focus On Cyber Security Theoretical Model

Category Factors

Knowledge and Awareness - Knowledge, building a smart city to improve the life quality of
citizens the digital foundation for future implementations is
also built and cyber security should be prioritized from the
start, which requires knowledge and long-term perspective.

- Risk Awareness, new innovative technical solutions lack stand-
ards and create new security challenges that cities need to be
aware off, when not taken into account leaves smart cities un-
defended. Secondly, one of these challenges is Interoperability,
which requires both planning and risk awareness in order to
keep systems from failing. Lastly, cyber security risks should
be identified and rated in order to create awareness and for ef-
fective interactions in order to reduce the threat, vulnerability
and consequences of a security breach.

- Non-challenge, cyber security is not considered as a challenge,
instead, cyber security is perceived as a matter that will be han-
dled when issues occur.

Organisational - Business alignment is a key factor for successful projects that
involve IT. A lack of focus on information security could stem
from the top-level managers perception of the risk and needs to
be a board level issue. Top management support is needed in
order to view cyber security as a business issue.

- Organisational alignment is needed in order to achieve a focus
and an optimal cyber security. Competence in IT and a social
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alignment needs to be combined in general projects in order to
achieve an effective cyber security.

Policies and training are needed in order to create awareness
and affect employees’ behaviour. Compliance of employees in
an organisation, regardless of position, is needed.

Financial

Cost Issue, there exists a general issue with cost-benefit analy-
sis in smart cities and that features that are not direct functions
like cyber security can be affected. Cyber security is costly and
could be an issue when prioritising business goals.

Not in budget, high cost of IT professionals and consultants
can be overseen and budgets do not reflect the need of security
financing. Budgets do not often reflect the need of cyber secu-
rity.

Outsourcing

Trust, in today’s competitive climate, organisations rely on
suppliers’ ability to provide sufficient cyber security. However,
the private sector is not willing to be held accountable or re-
sponsible of national security breaches.

Contracts, a way of combating security flaws when buying ser-
vices or products is by way of extensively developed and com-
prehensive contracts that detail cyber security as a demand.
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3 Research method

In order to deepen the knowledge about the reasons for lack of focus on cyber security in
smart city initiatives this paper explores smart cities, cyber security and factors that can ex-
plain why smart city project managers, coordinators and leaders do not consider cyber secu-
rity as a challenge. In order to validate replicability of this paper, the methodological path for
gathering literature for the literature review and the empirical data gathering process is de-
scribed in detail in this part of the paper. Firstly, we present how the literature used in this pa-
per was gathered (see 3.1). Secondly, the research design choice is described and motivated.
Thirdly, the selected informants and their criteria is motivated, as well as the interview struc-
ture and the pilot interview. Next, the data analysis procedure for the empirical results is de-
scribed, and lastly, research quality and ethical aspects of the paper are discussed.

3.1 Literature collection

The key words used to find the literature were: smart cities, smart city, cyber security, tech-
nology, digitalisation, Internet of things, 10T or a combination of these. In order to gain a bet-
ter understanding of the smart city initiatives in Sweden we could also explore the different
municipalities websites and deepen our knowledge of city digitalization in a near environ-
ment.

First and foremost a vast amount of literature was reviewed in order to gain an understanding
of both cyber security, smart cities as well as the interrelationship between the concepts. A
comprehensive literature review is a needed foundation in order to find potential gaps or ap-
propriate research problems. Bartunek et al. (2006) describe that by increasing the amount of
effort into research, it has a direct causal effect on the level of interest. Therefore, for our re-
search we chose a subject that we are genuinely interested in which we believe is the bedrock
of interesting research. In order to find interesting papers on the subject we primarily search
in the so-called basket of eight. The basket of eight are the eight top management information
systems journals that are selected by the Association of Information Systems and focus on be-
havioural and business oriented IS research. These journals are appropriate for our research
field and education but are also peer reviewed and highly regarded in the IS community as a
whole. Furthermore, the search engine LUBsearch provided by Lund University as well as
Google Scholar was used to find additional literature. When using a source that was not in-
cluded in the basket of eight, we utilized the Norwegian list to confirm the validation of the
source; anything that did not have rank 1 was not included.

Table 3.1.1 presents the final result of the literature review that could explain reasons why cit-
ies tend to not prioritise cyber security grouped into the different categories knowledge and
awareness, organisational, financial and outsourcing. The justification of the different factors
was previously explained in chapter 2.4.
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Table 3.1.1 Category Model

Category Model

Knowledge and Awareness [Chourabi et al., 2012; Chabinsky, 2010; EImaghraby and Losavio,
2014; Goles, White and Diedrich, 2005; Heo et al., 2014; Johnston and
Hale, 2009; Khan et al., 2012; Schaffers et al., 2011; Singh et al., 2013;
Townsend, 2013; Wenge et al., 2014]

Organisational [Bulgurcu, Cavusoglu and Benbasat, 2010; Chabinsky, 2010; Chang
and Lin, 2007;Chen et al., 2008; Doherty, Anastasakis and Fulford,
2009; Goles, White and Dietrich, 2005; Johnston and Hale, 2009; Kay-
worth and Whitten, 2010; Knapp et al., 2006; Kwon et al., 2012; Ma,
Schmidt, & Pearson, 2009; McFadzean, Ezingeard and Birchall, 2007;
Puhakainen and Siponen, 2010; Singh et al., 2013; Siponen, Mahmood
and Pahnila, 2009; Wang, Ali and Kelly, 2015]

Financial [Alawadhi et al., 2012; Breuer, Walravens and Ballon, 2014; Campbell
et al., 2003; Chabinsky, 2010; Chourabi et al., 2012; Ferrer et al., 2013;
Gordon et al., 2005; Kannan, Rees and Sridhar, 2007; Kuypers, Maillart
and Paté-Cornell, 2016; Kayworth and Whitten, 2010; Manville et al.,
2014; Sommestad, Ekstedt and Holm, 2013; Soomro, Shah and Ahmed,
2016; Vilajosana et al., 2013]

Outsourcing [Carr, 2016; Chourabi et al, 2012; Chabinsky, 2010; Khalfan, 2004;
Mitton et al., 2012; Wenge et al., 2014;]

3.2 Developing the theoretical model

As previously outlined, the research paper sets to describe the reasons for the lack of focus in
cyber security in smart cities. Previous literature does not describe factors that explain why
cyber security is not regarded in a smart city context; however, common reasons for other set-
tings are explained. Thus, this paper needed theoretical guidance in order to answer the re-
search question.

The previously described Category Model (table 3.1.1) the reasons found in the literature re-
view was grouped into the different categories knowledge and awareness, organisational, fi-
nancial and outsourcing. Furthermore, the factors within each category that could explain
smart cities lack of focus were identified which resulted in a list of factors. However, a lot of
the listed factors were overlapping or phrased differently and in the end the initial factors
were aggregated into 10 problem factors, knowledge, risk awareness, non-challenge, business
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alignment, organisational alignment, policies and training, cost issue, not in budget, trust and
contracts.
The process of identifying the factors within a category is presented below.

To extract summarizing data from the literature review, a table was formed in order to give an
easy and understandable structure of the literature used for the categories. The category then
lists corresponding references, which discuss this topic. An extract of this can be seen in the
following table 3.2.1.

Table 3.2.1: Extract from the category framework from 3.1

Categories for lack of focus on cyber security

Organisational [Bulgurcu, Cavusoglu and Benbasat, 2010; Chabinsky, 2010; Chang
and Lin, 2007;Chen et al., 2008; Doherty, Anastasakis and Fulford,
2009; Goles, White and Dietrich, 2005; Johnston and Hale, 2009; Kay-
worth and Whitten, 2010; Knapp et al., 2006; Kwon et al., 2012; Ma,
Schmidt, & Pearson, 2009; McFadzean, Ezingeard and Birchall, 2007;
Singh et al., 2013; Siponen, Mahmood and Pahnila, 2009; Puhakainen
and Siponen, 2010; Wang, Ali and Kelly, 2015]

The table 3.2.1 then gave rise to a more summarizing and concluding table, named the The
Lack of Focus on Cyber Security Theoretical Model, which briefly explains the different fac-
tors in that category. An example of this can be found in table 3.2.2

Table 3.2.2. Extract from the theoretical model

The Lack Of Focus On Cyber Security Theoretical Model

Category Factors

Organisational - Business alignment is a key factor for successful projects that
involve IT. A lack of focus on information security could stem
from the top-level managers perception of the risk and needs to
be a board level issue. Top management support is needed in
order to view cyber security as a business issue.

- Organisational alignment is needed in order to achieve a focus
and an optimal cyber security. Competence in IT and a social
alignment needs to be combined in general projects in order to
achieve an effective cyber security.

- Policies and training are needed in order to create awareness
and affect employees’ behaviour. Compliance of employees in
an organisation, regardless of position, is needed.
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3.3 Research design

The aim of this study was to acquire a deeper understanding as to why decision makers in
smart city initiatives do not usually focus on cyber security. Due to this, the chosen method
for the study was qualitative because of the rather unexplored research area of these two key
concepts combined, “smart city and cyber security”. The approach was also interpretivist in
its nature because of the potential to better gain an understanding of practitioners’ perspective
(Orlikowski and Baroudi, 1991; Gummesson, 2003; Bhattacherjee, 2012).

The research field is a multifaceted topic due to the combination of two highly complex topics
by themselves. Cyber security has a varying degree of intricacy owing to its interdisciplinary
background consisting of perspectives of organisational, behavioural science, technological,
business science and more. Similarly, the research field of smart city combines a variety of
research fields into one interdisciplinary field, including scientific fields of sustainability, or-
ganisation, information science and more. Heightening the complexity of the research area is
the wide variety of practional actors.

Considering the multifaceted topic that “smart city cyber security” is, the interpretivist ap-
proach was positive for its viability of gaining an understanding from the perspective of our
research subjects by embracing their various experiences (Orlikowski and Baroudi, 1991,
Gummesson, 2003; Bhattacherjee, 2012)

Within the qualitative data collection method, Recker (2013) mentions that an interview is the
most prominent method. The outline for the data collection in this study is descriptive inter-
views, where Recker argues descriptive interviews has a high potential for describing phe-
nomena as perceived by the interview subjects. The aim of the study is to rationalise the
thoughts and perceived notions about cyber security in smart cities and infer a deeper
knowledge as to why cyber security might not be a prioritised area of smart cities. Consider-
ing our aim to rationalise the focus of decision makers in smart cities, interviews is an excel-
lent way to gather data, Bhattacherjee (2012) argues, as it could create a potentially intriguing
narrative.

The chain of evidence, as can be explored in the previous chapter, started from the conducted
literature review from which a brief theoretical model was created. The theoretical model lead
to the creation of an interview guide with questions corresponding to common themes
throughout the varying literature.

3.4 Informant selection
The selection of informants was a process of which began with a sampling of case cities based
on two criteria, namely the city has to;

e Be within the European Union
e And actively pursuing smart city projects / has previously pursued and implemented
smart city initiatives
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The aim of the sampling was to have a geographical spread and to give further depth within
the given time of conducting the study. This is because a range of cases serves as a strength-
ening action for the results, and benefits pattern matching and the robustness of the study
(Recker, 2012). We explicitly chose the cities that were undertaking or had undertaken previ-
ously projects in the area of smart cities.

Our criteria of the smart city being European stems from the fact that there are several initia-
tives on a European level concerning smart cities, including EU-Gugle (eu-gugle.eu) and Step
Up Smart Cities (stepupsmartcities.eu). Many smart city projects are also funded by various
European Union programmes, such as Horizon 2020 (Papa, Gargiulo and Galderisi, 2013;
ec.europa.eu/inea) and there are initiatives designed to assist cities in their smart city endeav-
ours, with the European Commission's Strategic Energy Technologies Information System
(SETIS) European Initiative on Smart Cities (Marsal-Llacuna, Colomer-Llinas and Meléndez-
Frigola, 2015; setis.ec.europa.eu) being one of these. In effect, all of these different factors
have an impact on the smart cities and are likely to share a set of commonly used standards
within technology, legislation and more, which creates a stronger comparative foundation for
our study.

Examples of lists that were used to find the case cities in Europe were different federations or
coalitions for smart city initiatives. One of these was Smart City Sweden who explain that
they are a “... national export and import platform for smart and sustainable city solutions.”
(www.smartcitysweden.com) Provided was a multitude of reference cases within various “fo-
cus areas” ranging from smart waste management, smart mobility and more and which cities
were featured. This gave us an understanding of which cities were partaking in smart city pro-
jects. Another list of smart cities was the one featured in the Grow Smarter initiative, which
also featured reference cases. We were also assisted by the study conducted by Caragliu, Bo
and Nijkamp (2011), which gives an overview of different smart cities in Europe. In table
3.4.1, an overview of the different cities selected is shown.
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Table 3.4.1 Smart Cities Sampling

Smart Cities Sampling

City Country
Aalborg Denmark
Aarhus Denmark
Copenhagen Denmark
Odense Denmark
Helsinki Finland
Turku Finland
Cork Ireland
Amsterdam Netherlands
Rotterdam Netherlands
The Hague Netherlands
Utrecht Netherlands
Oslo Norway
Gothenburg Sweden
Helsingborg Sweden
Jonkdping Sweden
Lund Sweden
Malmo Sweden
Stockholm Sweden
Umea Sweden
Uppsala Sweden
Orebro Sweden
Liverpool United Kingdom
London United Kingdom
Manchester United Kingdom
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3.4.1 Selection of interview subjects

Once a selection of a wide range of cities was made, what followed was a standard approach
to contact the different cities with a mail for further contact details. The mail followed a
standard outline with a brief introduction of ourselves followed by a brief of the topic of the
interview. To be able to find a corresponding theme throughout our interviews, the focus was
on interviewing with an overarching view of the details of smart city projects taken within the
city or decision makers themselves. The mails also provided a few of the roles we were inter-
ested in interviewing, namely; project manager, city planning manager, city manager and co-
ordinator. Due to the role’s pervasive but at the same time vague nature, the title of our inter-
view subjects is at times hard to define exactly. Instead, we gave, as mentioned above, a brief
overview of the interviewee’s responsibilities we intended to interview. In table 3.4.1.1, an
overview of the interview subjects can be found.

Table 3.4.1.1 Overview of participants in the study

Overview of participants in the study

# City Role Date Duration
1 (Pilot) Malmdg IT architect 2018-05-03 55:36
X Strategic develop- .

2 Umea ment coordinator 2018-05-03 48:58

3 Stockholm Head of Department/ 2018-05-03 31:02
Coordinator

4 Stockholm Project leader for 2018-05-04 35:45
digitalisation

5 Jonkoping Project manager mo-  2018-05-04 44:13
bility management

6 Aarhus Smart city project 2018-05-09 37:01
lead

3.4.2 Language used in interviews

Due to initial issues in finding willing participants at an early stage of our research, we de-
cided to try contact municipalities and cities in Sweden in Swedish in an assumption there
was a slight unwillingness of participating in English. The second attempt was received in a
better light and participants were found with more ease. Because of this, most interviews have
been conducted in Swedish and the quotes, which are used in the empirical results section,
were translated with meticulousness. There were no language barriers present and with our
backgrounds as researchers and experience in academic English, it was not considered as a
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problem when analysing the interviews and translating coded parts into English for the
reader’s understanding.

3.5 Interview structure

The interviews have been conducted as semi-structured or unstructured interviews (Bhattach-
erjee, 2012) because of the need to further explore the unknown themes that might arise from
the interviews. Kvale (2006) argues that the interview method is beneficial for relatively un-
explored fields lacking established theories. As mentioned in 3.1, the interviews were based
on an interview guide or protocol. The interview guide served as the basic outline for the in-
terviews, which then gave an opportunity to adapt and deviate from in the sense of follow-up
questions depending on the answers given by the informant. The semi-structured interview
method is beneficial for this matter as well as correlational questions, which was beneficial
for a deeper understanding, especially considering the relatively unexplored area of our re-
search.

The interview was composed of both close-ended and open-ended questions, where the poten-
tial of a semi-structured interview gave the researchers an opportunity to create follow-up
questions to the answers of the close-ended questions for further details. Bhattacherjee (2012)
mentions that probing questions even if these are not in the protocol is necessary to provide
qualitative data. Recker (2013) also argues that interview questions need to be simple in usage
of technical words and without any jargon to ensure an understandable tone and language.

3.5.1 Interview Conduct

By the guidelines offered by Bhattacherjee (2012), interviews were conducted with a confi-
dent tone and were readily booked in advance to avoid confusion. A brief overview of the
study was given by the researchers ahead of time and also explained ahead of the actual inter-
view in a succinct manner. Measures were taken to explain the offer of confidential data
ahead of the actual interview and the participation was asked yet again before the interview
was started.

No questions were excluded and the order of the questions was followed, in order to fulfil a
rigorous interview process. The interview followed the structure of the script with it deviating
when follow-up questions were posed for further clarification or bidirectional understanding
of relatable topics. Bhattacherjee (2012) highlights follow-up questions as beneficial for con-
textual understanding and further understanding of correlations between constructs. Probing
techniques offered by Bhattacherjee (2012) were used for this manner. The researchers used
neither a wholly disapproving nor approving tone during the interviews to focus on the expe-
rience of the interviewee.
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3.5.2 Interview questions

From the different categories of factors, some questions were proper to ask considering the
red threads that could be found in the literature. These questions are meant to explore each
category of factors individually and try to distinguish the most deciding factors for the lack of
focus on cyber security in smart city projects. The questions can be found in the following ta-
ble categorised in five different categories as well as the corresponding source.

Table 3.5.2.1 General Questions

General Questions

Category Question Described Source

General Do you experience that in the smart city initia- Section 2.4 E’Zlgrlc;) and Andersson

tives in your city, there is sufficient focus re-

. S
garding cyber security? Wenge et al. (2014)

Woashburn and Sindhu
(2010)

The general question was an endeavour to hone the participant’s attention to the area and start
slowly with an overarching question, which pertains to our research area. This enabled us to
have a background for our participant’s answers about the general experience regarding cyber
security in the respective cities and the smart city initiatives.
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Table 3.5.2.2: Knowledge and awareness questions

Knowledge and awareness questions

Category Question Source
Knowledge & What possible risks of smart city initiatives do Chourabi et al. (2012)
Awareness you see?

Elmaghraby and Losavio (2014)
Described in
section 2.4.1 Townsend (2013)

Do you follow any security standards when im- Wenge et al. (2014)
plementing smart city projects?
Khan et al. (2012)

Do you conduct any risk analysis when consider-  Chabinsky (2010)
ing smart city projects?
Singh et al. (2013)

When considering interconnectedness / interoper-  Heo et al. (2014)
ability, do you consider security flaws?
Schaffers et al. (2011)
Khan et al. (2012)
Chourabi et al. (2012)

Goles, White and Diedrich (2005)

Do you have any employees working with cyber Chourabi et al. (2012)
security in smart city initiatives?
Johnston and Hale (2009)

With the questions regarding awareness and knowledge the aim was to research the percep-
tion of our participants and explore the concepts together with our participants pertaining to
cyber security in the smart city projects.
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Table 3.5.2.3: Organisational questions

Organisational questions

Category Question Source

Organisational Do you have overarching cyber security strategy? ~ McFadzean, Ezingeard and Birchall (2007)
Kayworth and Whitten (2010)

Described in Wang, Ali and Kelly (2015)

section 2.4.2 Puhakainen and Siponen (2010)
Ma, Schmidt and Pearson (2009)
Singh et al. (2013)

Is cyber security considered when discussing new ~ Chen etal. (2008)
strategies or new projects? Johnston and Hale (2009)

McFadzean, Ezingeard and Birchall (2007)

Kayworth and Whitten (2010),
McFadzean, Ezingeard and Birchall (2007)
Wang, Ali and Kelly (2015)

Kwon et al. (2012)

Is cyber security seen as an overall business secu- ~ Goles, White and Dietrich (2005)
rity issue? Kayworth and Whitten (2010)

Kwon et al. (2012)
Chabinsky (2010)
Wang, Ali and Kelly (2015)

Avre there cyber security policies and/or projects ~ Knapp et al. (2006)
for creating user awareness and training within Ma, Schmidt and Pearson (2009)

your organisation? Johnston and Hale (2009)
Chang and Lin (2007)
Ma, Schmidt and Pearson, (2009)
Singh et al. (2013)
Siponen, Mahmood and Pahnila (2009)
Doherty, Anastasakis and Fulford (2009)
Puhakainen and Siponen (2010)
Bulgurcu, Cavusoglu and Benbasat (2010)

The questions concerning organisational factors were meant to explore the organisational per-
ception of cyber security and what existed in the organisation in terms of strategies, policies
and alignment in relation to cyber security.
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Table 3.5.2.4: Financial questions

Financial questions

Category Question Source

Financial Do you budget for cyber security? Specifically in ~ Soomro, Shah and Ahmed (2016)
smart city projects?

Described in Kayworth and Whitten (2010)

section 2.4.3

Alawadhi et al. (2012)

Gordon et al. (2005)

Is the cost an issue when considering cyber secu-  Chourabi et al. (2012)
rity measures?

Gordon et al. (2005)
Do you feel enough money is being spent on
cyber security? Alawadhi et al. (2012)

Chabinsky (2010)

What percentage do you consider you spend on Gordon et al. (2005)
pure cyber security measures?

The aim with the questions regarding financial factors was to explore the participants’ experi-
ences with costs and budgets in correlation to cyber security measures.
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Table 3.5.2.5: Outsourcing questions

Outsourcing questions

Category Question Source
Outsourcing How much trust do you put on suppliers/contrac-  Carr (2016)

tors on their security?
Described in Chabinsky (2010)
section 2.4.4

Khalfan (2004)

Mitton et al. (2012)

Do your SLAs feature cyber security as a factor? Chabinsky (2010)
Chourabi et al. (2012)
Wenge et al. (2014)

Khalfan (2004)

The questions regarding outsourcing were meant to explore how much of cyber security was
left upon the suppliers/contractors and therefore may affect the considerations given to it in a
project.

3.6 Pilot interview

A pilot interview was held in order to assure the quality of the script (Bhattacherjee, 2012).
The act of pilot testing is extremely important, Bhattacherjee notes, as it highlights flaws or
potential problems in the instrumentation or research design. This was done by way of inter-
viewing an expert practitioner in a smart city context. The goal was to examine and evaluate
the structure, questions and the clarity of the questions to the interviewees. We were also in-
terested in ascertain the level of motivational factor for the interviewees to further elaborate
answers. The pilot interview offered an opportunity to conduct an evaluation for optimal col-
lection of rich data. The pilot testing was held on Skype, just as the others were meant to be as
well, in order to test the script in its’ intended manner. The wording of questions was slightly
changed and introduction to our concepts was given before asking if the interview could be
recorded.
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3.7 Data analysis

The interviews were conducted by Skype and recorded with software. The interviewees were
asked for consent for recording beforehand in line with ethical considerations. The interviews
were then transcribed verbatim in accordance with principle of accuracy of data. The text was
then analysed by intense scrutiny as the result of the analysis is highly dependent on the re-
searchers (Bhattacherjee, 2012). The aim of the qualitative analysis understands a phenome-
non, Bhattacherjee mentions, which then lends itself handily for our research question.

An open coding was conducted as per Bhattacherjee’s (2012) guidelines and be done with an
open mind without any pre-existing expectations or biases. Corbin and Strauss (1990) also
highlight the use of open coding, with its’ potential of using corresponding themes throughout
interviews, and how it could be applied. With the use of the open coding method we found
common themes, events, ideas and coded as concepts in the raw data. To ensure optimal cod-
ing, coding was done separately by both researchers and then matched by combining the two
transcriptions for further accuracy and rigour by complementing the results of the open coding
(Bhattacherjee, 2012). The concept of “cross-checking” facts, which is also detailed by
Bhattacherjee, was followed, and similar concepts and patterns were analysed ignoring con-
textual differences to prevent idiosyncratic conclusions (Bhattacherjee, 2012). The aim was to
develop a more inclusive and generalizable study, in the goal of a higher transferability
(Recker, 2013).

After the open coding was conducted we turned to coding in themes in order to find relation-
ships as help to explain the phenomenon and correlate data found. This was used to analyse
interpretively, as per Bhattacherjee’s (2012) guidelines, in order to provide a narrative of the
phenomenon that can explain and communicate the reasons behind the way participants acted
the way they did. The researchers conducted this in a method of recurrent, intense debating
sessions.

The way the coding was done was a loose way of combination of following the concepts of a
priori and grounded coding, which is one of the most common ways of coding, according to
Stuckey (2015) and detailed in Fereday and Muir-Cochrane (2006) as inductive and deductive
coding hybrid. Mostly, this followed the way of having concepts that were ordained in previ-
ously established theoretical model and then concepts found that were not included in these
models.
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Table 3.7.1. Codes that were used analysing the data

Codes that were used analysing the data

Category Factor Code
Knowledge & Awareness Risk Awareness K&A-RA
Knowledge K&A-K
Non-challenge K&A-NC
Organisational Business Alignment O-BA
Organisational Alignment O-OA
Policies and Training O-PT
Financial Cost Issue F-Cl
Not in Budget F-NB
Outsourcing Trust OS-T
Contracts 0Ss-C
Other Inputs Ol

3.8 Research gquality

For an optimal degree of rigour and high research quality, general guidelines, principles and
recommendations were followed. Multiple case cities were chosen and interviews were cho-
sen with practitioners with analogous responsibilities to achieve triangulation in the data col-
lected (Hevner and Chatterjee, 2010; Recker, 2013). The interview guidelines provided by
Recker (2013) and Bhattacherjee (2012) were adhered to, for a higher quality of research.
Furthermore, the script was pilot tested (Bhattacherjee, 2012) and improved upon as a conse-
quence. In order to achieve a higher reliability and quality coding, coding was done separately
and compared in sessions (Bhattacherjee, 2012; Recker, 2013). In essence, dependability was
achieved in the cross-checking and the structured coding, credibility by way of transcriptions
and triangulation, conformability by way of structured interviews with different hypotheses as
well as transferability by choosing several different cities and rich, detailed descriptions of the

research contexts (Bhattacherjee, 2012; Recker, 2013)
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A member check was also conducted throughout the interview process in order to validate our
data, as Krefting (1991) outlines as a technique of increasing rigour. Informants were in-
formed of specific and integral concepts of our study beforehand and after transcription was
done, a copy of the transcription was sent to the participants in order to decrease the chance of
misrepresentation, in line with Krefting’s (1991) writings.

3.9 Research ethics

To ensure an ethical research, the guidelines provided by Recker (2013) were followed
throughout the research. The four rules of ethicality, responsibility, accountability, liability
and due process was adhered to. The right to anonymised data, or confidentiality of the data,
was given to our participants to ensure an ethical data collection and utilisation of said data in
the research.

Also important was the right of voluntary participation of the interviewees. The first question
about this started in the initial contact but was also repeated before the interviews as well as
the right of consent to being recorded. Participants were informed of known potential risks.
As the result of this study will be made public, participants were also informed of this fact
(Brinkmann and Kvale, 2005). Considering the public nature of our participants (working in
municipalities and in the public sector), there were minor complications of this.

The data was then stored with secure procedures and require proper login information to ac-
cess and will be erased as soon as the need of use of said data is terminated. Ethical obliga-
tions of honesty and complete reporting were followed strictly and transcriptions were done
verbatim to the best of our capabilities as researchers. When doing the interpretive analysis,
the researchers play a crucial part in the discernment of meaning from the collected data, as
the core is that knowledge of reality stems from human actors and knowledge is a constructed
concept (Walsham, 2006).

Regarding the ethical issues in writing that Recker (2013) mentions, measures were taken to
conduct the research according to principles. Correct referencing to combat plagiarism was
followed by structure of the Harvard Style for Lusem. Also considered was the ethical frame-
work for information systems researchers (Bhattacherjee, 2012; Recker, 2013), which was in-
tegrated into our conduct throughout the entire research process as a mind-set.
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4 Empirical results

This chapter will present the results from the interviews. The results are divided into different
sections, which are based on the framework and subcategories based on the coding. The rea-
son for this is to facilitate reading and have a pedagogical structure for easier understanding of
the data.

4.1 Knowledge and awareness

A main theme of the literature review was that a lack of knowledge and awareness of security
risks in smart cities could be reasons for lack of focus on cyber security. This part will de-
scribe the interviews answers to the questions regarding knowledge, risks of implementing
smart city solutions as well as if it is a non-challenge.

4.1.1 Risk awareness

The literature describe that a common reason for lack of emphasis on cyber security is de-
pendent on the top managers perception of the risk. Therefore, this part of the paper describes
the interviewees’ answers regarding their awareness of the possible risks that can oppose a
threat for smart cities.

Interviewee 2 states that there are cyber security risks of smart cities and smart city initiatives,
but is unable to describe specific risks (IP2:5) or the general threat against smart cities
(IP2:7), however, the organisation as a whole prioritises handling these risks (IP2:5). Further-
more, the risk analysis is grounded on the requirements of the EU-commission which funds
the projects and a specific cyber security risk analysis is not conducted (IP2:13). More or less
interviewee 2 described that smart city projects is handled in the same way as other city pro-
jects and follows the same structure and similar projects in the city (IP2:13).

“To be perfectly candid, smart city projects is to great extent just like our ordinary projects,
there is no difference. We see ourselves as a smart city, with our strengths and weaknesses..."”

1P2:13

Interviewee 3 divides the risks in three categories when asked if he experiences any threats
toward smart city initiatives but mentions privacy and personal integrity foremost (IP3:17).
The other two categories he mentions is the security with losing information and the recovery
of data and systems and the third is systematic errors in collection of data.

He argues that data collection in some level has been conducted for a long time and that there
is no difference between now and in the past and merely mentions that there is a larger quan-
tity of data. He notes:

“In reality, there is no difference now in regards to earlier, it’s just that we are gathering
more data now because it’s easier to collect it and also easier to put in controls. There are
both problems and possibilities.” (IP3:17)
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Interviewee 4 sees no real threats concerning smart cities as of this moment. IP4 mentions that
they are trying to plan ahead for the journey of smart city Stockholm and mentions they are
trying to establish an ethics council in order to “do right” (IP4:8) which includes representa-
tives from different departments in the city.

Interviewee 5 recognised the privacy issues when specifically asked about the perception of
cyber and information security risks, and mentioned that the privacy and personal data is the
thing to protect. IP5 highlighted GDPR in this matter and argued that the highest priority is
making sure that the organisation does not break any rules or laws.
“Well, privacy has to be the one, the thing to think about and how to secure it in various
ways. We are already faced with this today because of GDPR. No, there’s something - that’s
the real big part. That we simply do not break any rules or laws.” (IP5:15)
When specifically prodded about any threats IP5 acknowledged that this is a matter that is
more important when the smart parts of a city is more in control (IP:17) but did not
acknowledge any plans regarding any strategy for the future. IP5 did not recognise any major
threats;
“For our part the risks are maybe not that big. We are not involved in that (smart parts that
control physical infrastructure) yet, that’s a lot of operation that’s about. Were looking at
more behavioural change and things like that, and there, I don’t know, if someone were to
feed data into some apps or something similar that people are going to take the car instead of
taking the bike, that’s not what we want, really, but it’s no catastrophe if someone would do
that, so to say.” (IP5:17)
IP5 was not certain if there are any risk analyses done in the regard of cyber security in any of
the previous projects or if that is part of the procedure.

Interviewee 6 highlighted a dilemma between creating better services, not surveilling citizens
and creating secure solutions, however, the interviewee do not think that the smart city pro-
jects affect any crucial infrastructure yet. Therefore, there has not been any discussion about
protecting human lives (IP6:5). Furthermore, 1P6 described that the digitizing of services
leads to more vulnerability but not to the point where it threatens people's lives, at least not
yet (IP6:7). IP6 also illuminated that fact that organisations may need some kind of accident
in order to focus on cyber security risk analysis and measures (1P6:34).

“We haven't had any accidents since the big one in 2014. But I mean, sometimes it takes

something like that for the attention on it to be sharpened, again.”
(IP6:34)

Lastly, IP6 described that smart cities is the next step and with new technology solutions and
innovations comes bigger risks (IP6:34).

4.1.2 Knowledge

This section describes the interviewees’ answers regarding their own knowledge of cyber se-
curity in smart cities.
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Interviewee 2 deflected a few questions but was generally aware to some degree of the prob-
lems and risks of interoperability of smart cities. However, the main focus here was instead
personal integrity and the point of cyber security was not a heavily focused one. IP2 was more
informed, both internally within the organisation, but also externally, the overarching chain of
communicating personal data. (IP2:21). IP2 describes that there exists an IT-strategy, how-
ever, knowledge of what it consists of is lacking (IP2:53).

Interviewee 3 was rather sceptical toward a complete connected society and that a connected
infrastructure communicating with everything was a “dream for engineers”. (IP3:27) He men-
tions an example of smart lamp posts that light up when humans approach and the complexity
of there already being four different systems for this available from vendors and recognised
there were ‘problems’ with this but didn’t know the specifics. He did not acknowledge any
cyber security flaws or risks with it and instead mentioned that it’s something that needs to be
worked upon in the future, with further procurement. IP3 recognises no risks with a more con-
nected infrastructure with higher interoperability and instead focuses on the problems of
reaching an optimal interoperability between different parts. (IP3:29)

Interviewee 4 had a rather comprehensive knowledge of cyber security in smart cities, how-
ever, IP4 lacked knowledge of the security standards in the city. Furthermore, IP4 describe
that a person with knowledge about cyber security is present throughout the projects (1P4:11).

Interviewee 5 was generally a bit uncertain what parts of cyber security detailed into the daily
work and instead focused more on the privacy matter (IP5:4). There were few mentions of the
more cyber security aspects, even with explanations and further reminders of what it entailed
earlier on in the interview. Even though some information was given for projects, deflections
were made as well when it came to cyber security matters (IP5:9). Also done in I1P5:19, he re-
fers to others when he says he is not involved in cyber security matters. When it came to the
overarching cyber security strategy he was rather uncertain as to what existed (IP5:21) but
mentioned “I would assume it was so, but I'm afraid to give a direct answer.” (IP5:21). He
gives this assumption once again pertaining to cyber security as overall business risks; “My
feeling is that yes, that (cyber security) has to be a catch-all security matter.” (IP5:33). IP5
recognises some issues with interoperability and brings to light an example of protection of
information - personal data - where they have worked with an external actor. He mentions that
when it comes to the delivery to external actors he has faith in the IT-department who are re-
sponsible for the direct communication and delivery of personal data. He does, however, ad-
mit that he is not aware of an increase in security flaws when it comes to delivery of infor-
mation to external actors and instead directs us to someone else in the organisation. (IP5:25)

4.1.3 Non-challenge

Interviewee 2 had already stated that there are cyber security risks and especially so when the
ambitions for smart cities arise. Even though 1P2 recognises the risks and problems concern-
ing cyber security, he states that there had been no real threat and neither recognises or states
that the threats might continue in the future. Also expressed is that the solutions come as an
answer to a problem and how they work. “I have no reason for, there has been nothing so far
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that we feel - that the cyber security has been challenged so far. Nothing that I know of, any
way.” (IP2:37) His experience is that instead the focus has been on other things and used the
example of Ruggedised smart city project, that cyber security is in parts included, but the fo-
cus had instead been upon the deliverable. (1P2:41).

Interviewee 3 acknowledged cyber security risks and problems but instead prioritised other
risks instead of cyber security on separate and multiple occasions. (IP3:25, 27, 42, 50) When
asked about the budget and if cyber security was budgeted specifically, IP3 said: “Not more
than what I have described earlier. That information security is a part of it, but there are
many other risks that we consider are bigger and more comprising. In projects like these, we
receive 25 million euros, that is to say quarter of a billion for the project and then it’s the
matter of making sure that the project goes smoothly and reaches the end, so we get the fi-
nancing that was considered, so it’s a big economical risk that we handle in projects like
these. It’s very important to handle time plans and get past potential delays and so on.”
(IP3:42) He also acknowledged that cyber security has not been featured in the top during risk
analyses (IP3:50). Another quote later on during the interview was also of note: “In these con-

tracts it’s very important to, that those risks that we see are vastly more than cyber security.”
(1P3:64)

Interviewee 6 describes that other companies focuses on cyber security and puts it high on
their agenda, however, cyber security is not a major issues for their organisation (IP6:47). In-
stead, focus is shifted towards the present challenges of the city and how it could be solved
with technology (1P6:36)

“I mean, some companies of course have it very high on their agenda because they need to.

But it is not something that is a major issue for us.”
(IP6:47)

4.1.4 Summary — knowledge and awareness

In regard to risk awareness three of the respondents acknowledged that there could be threats
in the future, however, in the present there are not any real threats. One respondent knew that
risks exists but could not be specific and another respondent described that there is no differ-
ence between pre and post smart city initiatives, it is just a larger amount of data. Another in-
teresting answer described that smart city projects do not affect critical infrastructure but
when it does, more risks will come.

Three of the respondents had some knowledge about how cyber security was dealt with in the
city. However, the privacy aspect was being prioritized rather than cyber security. The
knowledge about cyber security in smart cities differed quite drastically where one respondent
had a comprehensive knowledge and one respondent viewed a connected infrastructure as not
probable and did not acknowledge any cyber security flaws or risks in smart cities.

Three of the respondents stated that cyber security is not a major issue for their cities.

One respondent described cyber security is not a major issues, the issue is how to solve chal-
lenges with technology. Another respondent described that they have not had any problems so
far and that the focus is rather on the deliverable mentioned that in the contracts, there are
other risks that are vastly more important than cyber security.
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4.2 Organisational

Another reason for lacking focus on cyber security is the organisational factors. Business stra-
tegic alignment is crucial and cyber security needs to be viewed as a business issue and not
merely a technology issue. Therefore, the organisation needs to acknowledge and include
cyber security in an early stage of planning and included in overall business risks. This part
of the paper describes the interviewees’ answers regarding the organisational factors, business
strategic alignment, organisational alignment and policies.

4.2.1 Business alignment

Interviewee 2 described that there is not, to the interviewees knowledge an overarching strat-
egy of cyber security (IP2:45). Furthermore, IP2 describes that the IT-department should be
able to give more accurate answers (IP2:45). In a later stage of the interview IP2 explains that
the IT-department manages the cyber security related procurement while they procure accord-
ing to the law of public procurement (1P2:62).

When asked about security standards that were followed concerning cyber security, IP3 de-
flected the question and answered that there probably were standards that were followed but
that we would have to direct further enquiries to another department (1P3:19). Concerning the
“place at the table” given to cyber security when it comes to planning a project, IP3 men-
tioned that it was part of the application to the commission for financial aid for the smart city
initiative but once again mentioned other risks as more important. IP3 also highlighted
(1P3:35) the fact that the individual projects did not include cyber security at a planning stage.
When asked about a secure modus operandi IP3 expressed that they were heavily invested and
focused upon quality assurance and the quality of the output and mentioned that they should
have to effectivise their work. (IP3:35) IP3 noted that there were, sometimes, someone from
the digital development department could be included or asked in separate projects but im-
plied it happened rarely.

Interviewee 6 confirmed that the is no cyber security strategy in the organisation but a there
exists a policy handling these issues (IP6:24). Furthermore, IP6 states that the policy is fo-
cused on digitalisation in general and not specific for smart city initiatives. Smart city initia-
tives affects the organisation’s systems and is usually a collaboration between different actors
such as university and companies and thus, a policy for these projects is needed (1P6:24). IP6
also describes that when the decision is made that a project will be carried out, they discuss
the cyber security risks involved in the project (IP6:45). IP6 mentions that the cyber security
discussion is carried out by the IT department in collaboration with the relevant department to
the smart city initiative 1P6:65.

Moreover, if the project is perceived as a high risk project, the cyber security discussion
should already have been done (1P6:45). IP6 describes future digital health systems as a high
risk project.

“So once we connect this data on health, there will be some, discussions I guess since this

will be very complicated so. That should be interesting in concern to security as well.”
(1P6:45)
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4.2.2 Organisational alignment

Interviewee 2 did not acknowledge that there were any particular threats toward smart city in-
itiatives and mentioned that he was unable to estimate the general threat level and deflected
this to their security coordinator (1P2:7). IP2 highlighted the fact that there are, in these smart
city projects, different phases and different responsible authorities which he regarded as one
of the greatest challenges (IP2:19).When asked about the main responsible for cyber security,
IP2 mentioned that the IT department in the city were the ones to talk to if a general overview
or more information was needed (IP2:24). IP2 deflected to people with more knowledge and
mentioned that the responsible employees with security did not need to involve them.

“We meet our IT department regularly, our sister unit, we meet up regularly but then, it’s
more of a question that they don’t need to, the ones responsible for cyber security, don’t need
to involve us if you say it like that, really. I think there are others who know significantly more

than I do.” (IP2:28)
When prodded about the different departments and the different spheres of responsibility, he
acknowledged that the municipality was heavily divided as an organisation, and, beyond that,
that they were very dependent on external partners. “Yes, that’s the way it is. It’s very, the
municipality is heavily divided as an organisation and then beyond that we are very reliant on
collaborations with external partners.” (IP2:68)

Interviewee 3 (IP3:31) mentioned that the I1T-department which is responsible for cyber secu-
rity is rarely directly involved in smart city projects, merely involved when deciding what
platforms to use. IP3 continues and notes that they might be participating as observers or
asked questions at times.

Interviewee 5 stated that cyber security is not a part of the interviewees work and is instead
handled by the IT-department (IP5:19). The interviewee describes if an overarching cyber se-
curity exists it was probably the IT department interest and responsibility, (IP5:21) however,
the communicators and information department may also be included (IP5:27). Overall IP5
has a trust in the IT departments security measure both with handling external actors and their
own cyber security (IP5:25). In the initial phase of smart city initiatives, no member from the
IT-department or knowledgeable within cyber security is included (IP5:29). Furthermore, IP5
mentions that they are not mature as a smart city and that emphasis on smart city projects and
the cyber security involved will probably grow with time (IP5:29).

Interviewee 6 brought forth the security task force and that they have a set of written stand-
ards for their processes. IP6 did not recall them all by heart, however. (1P6:20) IP6 mentioned
that there were a lot of people working with cyber security, but attributed that they did so
when working with the digitisation of the city.

They were not dedicated cyber security personnel, but could be included in smart city projects
(1P6:38) IP6 does note, however, that the departments are decentralised and that each depart-
ment had their own digitalisation units with overall strategic decisions concerning digitalisa-
tion was laid upon the mayor’s department.

4.2.3 Policies and training

Interviewee 4 mentioned that they had policies concerning cyber security but all the same was
unsure about the effect of them or if they were good (IP4:29) IP4 recognised that there are
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people that do not follow their policies as they are a big organisation with 70 000 employees.
He acknowledged that there are risks when not all employees follow policies and noted that
the risks were “not that great, but they were there, of course.”

When asked about cyber security training and policies, interviewee 5 was generally uncertain
and said that it was possible that it existed in the organisation but was really informed. IP5
acknowledged that the overall level was not that high, nor was the awareness and noted it was
hard to get employees to follow general guidelines of not opening spam mails and such
(IP5:35).

Interviewee 6 described that there is an introduction for every new employee where the infor-
mation security policy is included (IP6:51). In addition, there is a one hour course that de-
scribe how an employee should behave in the workplace. However, there seems to be a lack
of continued education of the employees (1P6:51).

“...every time we hire a new person you have to watch security videos before you get started,
so in the introduction of new employees, there is also a one hour course, in term of how to be-
have at the workplace. However, | have been here for some years, and there has not been any

follow-up, so.”
(IP6:51)

4.2.4 Summary — organisational

Three of the respondents describe that there was not any overarching strategy of cyber secu-
rity in their cities. However, in two cases the I1T-department manages the cyber security part
of the procurement. One respondent described that in their smart city projects cyber security is
not a part of the planning stage with the exception of a few rare instances. Two respondents
describe that the risks related to cyber security is not perceived as high in these projects and
therefore, there is no need to include it in every smart city project.

On questions regarding risk awareness, the general theme was that cyber security is handled
by the IT-department and was not a part of the project leader's tasks. At the same time, one
respondent described that no one of the IT-department or knowledgeable of cyber security is
included in the start of smart city initiatives. Furthermore, when asked about the cyber secu-
rity risks in smart cities most respondents recommended us to talk to someone from the IT-
department.

Lastly, three respondents described that there exists policies regarding cyber security and in-

formation security, although, the quality and effectiveness of them were questioned. Two re-
spondents described that it was hard to make every employee in a large organisation to com-

ply with the policies. It was also acknowledged that, even though employees receives policy

education when employed, there is a lack of follow-up.

_ 41—



Cyber Security in Smart Cities — Not a primary concern Jansater and Olsson

4.3 Financial

Financial factors might be a reason as to why cyber security is not a prioritised focus area,
with some variety in this category as well. Literature note there is a generally high cost of IT -
both implementation and maintenance and provide a reason as to why securing these assets
and tools might be an under prioritised focus area when compared to other business and eco-
nomical risks. This part of the chapter highlights these issues when interviewing the partici-
pants of the study.

4.3.1 Costissues

Interviewee 2 recognised that cost is a problem (IP2:45), but notes that all development work
costs money and that it is a question that they need to evolve on. IP2 highlighted that this is
one of the reasons as to why the city applied for collaborations, both nationally and interna-
tionally. IP2 noted that since municipalities and cities are tax funded there is a constant need
for a scale and different needs are weighed against each other. IP2 mentioned that the focus
has been skewed from cyber security (IP2:56) and believes that the focus could be more di-
rected toward cyber security. P2 experienced that the financing possibilities did not steer to-
ward a higher grade of cyber security: “It’s a little bit of a question of definition, but the fi-
nancing possibilities has not steered toward cyber security, so to speak.” (IP2:56)

Interviewee 3 mentioned that information security is included as a cost factor but is not a pri-
mary concern in this aspect. The emphasis is on other economical risks such as overdue date
of delivery or other circumstances that could trigger exceeding costs of the project (IP3:25).
IP3 further clarifies the other circumstances: “In the case of these projects, we get EUR 25
million, that is, a quarter of a billion for the project, and then we need to ensure that the pro-
ject goes smoothly and arrives so we get the funding as planned, so it's a just as big a finan-
cial risk as we do with such projects. It is very important with time management and get past
any delays and so on.” (IP3:42).

4.3.2 Not in budget

Interviewee 2 stated that the ICT component of smart city initiatives is about a third of the to-
tal budget and that there is a consistent cyber security budget in each of these projects
(IP2:56). Furthermore, IP2 describes that there could be more focus on cyber security but pro-
claims that primarily, focus is not on cyber security (IP2:56).

IP3 describes that estimating the percentage of the budget the involves cyber security is diffi-
cult, but reckons it is under 5% of the project budget (IP3:54).

Interviewee 4 claimed that cyber security is included as an obvious part of the ICT budget
(1P4:31) but did not mention that there were any specific budget posts for cyber security. IP4
instead hinted toward that the cyber security that was in place was from the products and sys-
tems from the suppliers.
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Interviewee 5 also alluded to cyber security as being “a part of”” the regular work (IP5:39), but
didn’t know if cyber security was left any room in the specific budgets (IP5:37).

Interviewee 6 could not answer if the cost has been a factor in the past that made the city dis-
regard cyber security (IP6:57). IP6 mentioned that cyber security and the trust of the citizens
were high on the agenda and considered that if cost was an issue that would lead to discarded
cyber security that project would be ignored.

4.3.3 Summary — financial

The financial aspect was not really acknowledged as a problem in cyber security for the re-
spondents. However, one respondent described that it is a problem and in order to reduce
costs the city applied for collaborations, both nationally and internationally. One respondent
described that information security is a cost factor and included in the budget, however, other
economical risks are prioritised. With this in mind, one respondent described that if cost
would lead to discarded cyber security the project would be ignored. Another respondent de-
scribed that cyber security was a part of the budget but that the proclamations do not focus on
cyber security.

4.4 Outsourcing

Outsourcing is the last of the category of factors that could affect the prioritisation of cyber
security in smart cities according to the literature overview. Considering the amount of collab-
orations with external partners as suppliers or contractors, which builds the digital infrastruc-
ture, there is a need for a high degree cooperation and affinity between organisations. Differ-
ent factors for lack of focus on cyber security could be a high degree of trust on the external
parties where cyber security is left as an inherent feature in supplied devices, systems or ser-
vices. The other factor could be that the contracts are exhaustive and specify and detail differ-
ent forms of cyber security as a part of the contract.

4.4.1 Trust

Interviewee 2 responded positively to the question of whether or not they trusted their suppli-
ers and contractors and mentioned that only when thing happen and risks are found that it
comes into question (IP2:66). As of yet, IP2 had not found any reasons to mistrust the city’s
suppliers or contractors. IP2 responded that there is still a degree of ignorance when it came to
the handling of data - both externally and internally and noted that there was a work of chang-
ing this.

Interviewee 4 recognised that the organisation has a person in charge of information security,
but that security that involves protection of the system from cyberattacks is probably provided
by the vendor that sold the system (IP4:23). The cities expertise is not to prevent hacker at-
tacks, we buy that service from the vendors or the suppliers of the systems (1P4:23).
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Interviewee 5 acknowledged that they from the outset assume that information security from
suppliers and contractors is good (IP5:43), which has in turn created problems. “Yes, because,
| think we assume that IT security is good, but it has been shown that in some contexts it
hasn’t been as good as we primarily thought. But then we have, in those contexts we have dis-
covered this, we have steered it in the right direction.”(IP5:43).

4.4.2 Contracts

Interviewee 2 mentioned that there have been situations in Germany in smart cities that there
have been issues regarding who was ultimately responsible for cyber security and regarded
the general discussion around open data as ‘naive’ (IP2:15). IP2 highlighted that the fact that
the naivety created situations where the issues of cyber security were put on external parties,
big IT firms, which did not have the same interest as cities and municipalities (IP2:17). IP2
explained that this created greater issues in cities not being able to deliver the expected re-
sults, which created a higher drive in increasing rules and best practices in EU initiatives. 1P2
noted that this discussion had not yet reached Sweden, however, and that the same problems
were found in IP2’s city. “The municipality has not stepped up and taken responsibility and
told what everyone were going to do, which then lead to that you were sometimes in the hands
of big IT-firms. This has happened in Germany, for example. This has then lead to the fact
that you have not been able to deliver the proper results, which then lead to them being in ne-
gotiation with a data provider who do not have the same interests, that is, the interest of the
public. They were very clear with that this has to be tightened, that discussion has not yet
been here but in parts of our system we also have that problem.” (IP2:17) IP2 recognised
there were still contracts that were not in line with the organisation’s policies and that the
knowledge of where data was stored was relatively uncertain. As a cure, IP2 suggested better
procurement contracts. (IP2:66)

Interviewee 4 described that cyber security is a natural part of the budget as well as the pro-
curement although it is not explicitly listed (IP4:31). IP4 describes that depending on the pro-
ject the the risks involved the emphasis on cyber security in the contracts vary (1P4:31). IP4
also describes that cyber security is an incorporated in how the organisation works: “So, we
spend money on cyber security - it is involved in everything we work with.” (1P4:31)

When asked about the trust put in external parties, interviewee 6 mentioned that it is a very
important criteria and that they had to live up to certain standards to be able to deliver prod-
ucts or services to the city.

4.5 Other inputs
Other inputs denote interesting points and especially themes that were not found in the litera-

ture but were likewise themes that could explain or give insight into why cyber security is not
a prioritised focus area for smart cities.
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45.1 External directives

Both Interviewee 2 (1P2:13, 17, 33) and Interviewee 3 (IP3:42, 62, 64) mentioned external de-
mands from external financiers such as the European Union. This formed a basis for much of
the work that was done in a smart city context and there was a focus toward functionality and
the deliverable in these projects instead of a safe, stable and secure foundation for further
smart city initiatives. IP2 experienced that there was a general naivety in the commission for
smart cities in the European Union and that there were improvement areas when it came to
open data (IP2:15, 17). 1P2 also mentioned that the risk analyses that were done on projects
with directives from the EU were based on an outline provided by the European Union. IP2
mentioned that many of these questions are also set by the state as well as the EU as these
projects were financed and driven by the external financing. (IP2:32) The sponsors set the
agenda and cyber security was added on by the city as part of their daily work. A noteworthy
quote was from IP3 which was previously mentioned in 4.3.1:

“Not more than what | have described earlier. That information security is a part of it, but
there are many other risks that we consider are bigger and more comprising. In projects like
these, we receive 25 million euros, that is to say quarter of a billion for the project and then
it’s the matter of making sure that the project goes smoothly and reaches the end, so we get

the financing that was considered, so it’s a big economical risk that we handle in projects like

these. It’s very important to handle time plans and get past potential delays and so
on.”(IP3:42)

Interviewee 3 states that the financing they receive is given and that the city will have to make
sure that it runs smoothly (IP3:42). IP3 points toward and argues that they have to be able to
make sure that they receive their financing, which they consider as their main risk. When
asked about functionality above anything else, IP3 agrees and notes that functionality is top
priority. Also mentioned by IP3 is that demands set by external financiers (IP3:62) are in a
contractual attachment and that the risks in these demands and that the city see are not priori-
tised, instead there are a great deal of other risks which are given more space (IP3:64)

4.5.2 Maturity of smart cities

The last common theme of the empirical data involved the smart city maturity. IP4 stated that
the strategy for becoming a smart and online city was taken in April and started implementing
smart city initiatives in November (IP4:4). Therefore, IP4 described that they are considering
new projects, but it only exists in a small scale right now (IP4:4). IP4 also claimed that they
were not often exposed to cyber threats (IP4:35) and used this as a reason when asked if 1P4
experienced that enough money was spent on cyber security.

When asked about the involvement and closeness of the IT department in smart initiatives, In-
terviewee 5 stated that they were not that close (IP5:29). He argued that this is because the
city had not come far regarding smart initiatives. He noted that the drive for further connect-
edness and ‘smart’ are on their way but stated that in IP5’s experience there was no real pro-
gress so far.
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4.5.3 Previous incidents

Another interesting theme this paper identified was that cities that have experienced incidents
prior were more aware of the risks and had more comprehensive cyber security measures. 1P4
described that cyber security was very important for the city because of the high amount of
attacks all the time (IP4:25). IP6 mentioned that a security breach in their system lead to
changed cyber security policies as well as more attention to smart city projects and cyber se-
curity (IP6:53). IP6 further describes that: “...hackers accessed our open data portal and in
2014 we actually had an accident where some data was leaked which was personal. And after
that we sat down and, security task force in the city that runs through every smart city initia-
tive and has certain criteria that has to be fulfilled. So that’s a lot of attention to that.”
(IP6:2). IP4 further mentioned that it is generally easier to prioritise cyber security in larger
cities (IP4:25).
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5 Discussion

This section of the paper will go through an in-depth analytical discussion regarding the em-
pirical findings in relation to prior research. This part will also strive to elucidate the thoughts
and prioritisation of decision makers in smart city projects in regards to cyber security. The
chapter is divided into the same categories as found in earlier chapters in an endeavour for
higher pedagogy.

5.1 Knowledge and awareness

As smart cities evolve, new technological innovative solutions create additional security
threats and challenges (Chourabi et al., 2012; ElImaghraby and Losavio, 2014). Chourabi et al.
(2012) outlines high cost of security applications, accessibility, privacy of data, viruses,
worms, threats from hackers and trojans as some of the challenges from smart cities. These
need to be considered when building smart cities since it includes building the foundation for
future systems (Heo et al., 2014). In order to improve the quality of life for its citizens the cit-
ies requires the highest level of security (Bartoli et al., 2011) because it is only a matter of
time before the digital foundation of smart cities will fail (Townsend 2013). Thus, smart cities
require a proactive cyber security while Johnston and Hale (2009) describe that organisations
tend to utilize reactive cyber security approaches.

5.1.1 Risk awareness

McFadzean, Ezingeard and Birchall (2007) describe that a common reason for lack of empha-
sis on cyber security is dependent on the top managers perception of the risk. Therefore, the
respondents’ perception of present and future risks of smart cities could be of interest in order
to explain contributing factors for the lack of cyber security focus. In the empirical findings,
three respondents acknowledged that the future holds threats for smart cities but in the present
state there exists no real threats. Thus, the perceptions of the present risks are generally rather
low, which could explain why cyber security is not prioritised. Although the present threat
may not be considered as a high priority, smart city initiatives require to account for the future
systems that will be built or communicate with the implemented systems which this papers
empirical findings did not recognize. Therefore, the respondents’ statements contradict the
proactive approach of building a safe foundation, which Heo et al. (2014) and Bartoli et al.
(2011) suggest. Furthermore, IP3 described that there is no comprehensive difference between
pre- and post-smart city initiatives; the only real difference is the amount of data. Further-
more, the respondents did not seem to acknowledge the fact that they are building the founda-
tion of smart city that Heo et al. (2014) and Bartoli et al. (2011) describe but rather consider
smart city initiatives as any other city project. Thus, the respondents did not seem to view the
smart city initiatives as a comprehensive change of the city, which could explain the lack of
the long-term perspective.
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From the outlined risks of smart cities, the respondents only really focused on the privacy is-
sues with smart cities and not the high cost of security applications and threats from hackers,
viruses, worms and trojans outlined by Chourabi et al. (2012). These interviews were carried
out at the same time as an EU regulation regarding data protection and privacy, which could
potentially skew the considerations. However, if these risks are not addressed there is a high
probability for undefended smart cities, something which Khatoun and Zeadally (2016) de-
scribe as high value targets for cyber attacks. Smart cities need to test their cyber security, de-
vices, features and encryptions in order to become resilient to cyber attacks (Khatoun and
Zeadally, 2016).

5.1.2 Knowledge

A smart city should improve the life quality of its citizen’s though innovative solutions (Heo
et al., 2014) while also building a robust digital foundation for future implementations where
cyber security is prioritized from the start (Bartoli et al., 2011). This requires knowledge and a
holistic long-term perspective from the project leaders. However, a proactive thinking about
cyber security is not mirrored in the empirical results. Instead one of the respondents did not
acknowledge any cyber security flaws or risks in smart cities and the rest of the respondents
had a general knowledge of privacy issues with possible information leaks rather than secur-
ing the systems. As described by Johnston and Hale (2009) too many organisations tend to
utilize a reactive approach to cyber security planning which in turn helps moulding the buggy
and brittle smart cities that Townsend (2013) and Kitchin (2014) describe. Since the respond-
ents seemed to lack a long-term perspective, chances are that the respondents would build
smart cities that are reactive instead of proactive. Thus, lacking knowledge, which includes
long-term perspective of smart city development, could be identified as a contributing factor
for the lack of focus on cyber security.

5.1.3 Non-challenge

According to Singh et al. (2013) cyber security risks need to be identified, compared and rated
in order to efficiently approach the array of different risks specifically. Chabinsky (2010) also
suggests risks analysis in order to break down cyber security issues in to the smaller compo-
nents.

However, the majority of the respondents described that cyber security is not a major issue for
their organisation. Instead, they alluded to other more prioritised issues that have more direct
effect on the smart city projects. According to one respondent the risk analysis is grounded on
the requirements of the EU-commission and apart from this risk analysis featured no further
specific cyber security risk analysis. The EU-commission is described as the financier of the
smart city initiatives in the respondent’s city and if the demanded risk analysis from the EU-
commission does not acknowledge issues with cyber security, additional cyber security analy-
sis was probably not conducted.

Furthermore, it is hard to catch hold of more specific details about the risk analysis conducted
in the respondents’ organisations, thus, it is hard to discuss whether the cities risk analysis in-
volved identifying, comparing and rating cyber security risks as Singh et al. (2013) and
Chabinsky (2010) prescribes. However, cyber security was not perceived as a major issue or
challenge in the respondents’ organisations risk analysis.
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5.2 Organisational

From the theoretical model that the literature overview gave, it is suggested that in order for
an organisation to reach a favourable level of cyber security, it needs to be considered as an
overall business matter (Goles, White and Dietrich, 2005; Johnston and Hale, 2009; Kwon et
al., 2012; Chabinsky, 2010; Wang, Ali and Kelly, 2015). This is highly related to strategic
alignment between business and information technology strategy. The informants generally
had issues naming a specific cyber security measure, which lends support to the assumption
that, the cities and municipalities did not have pervasive governance of cyber or information
security. By not having an Information Security Governance (ISG), according to Johnston and
Hale (2009), it has an adverse effect upon the alignment of business and IT risk management.
This is something that Kayworth and Whitten (2010) argue is negative for effective cyber se-
curity in an organisation, obviously. Also important to consider, as pointed out by Doherty,
Anastasakis and Fulford (2009) and Puhakainen and Siponen (2010), is the compliance of em-
ployees throughout an organisation. Kayworth and Whitten (2010) conclude in their study that
effective cyber security is applied by pervasive organisational and social alignment mecha-
nisms together with an overall competence in technology and a socio-technical focus on cyber
security. By creating a security culture in an organisation, compliance comes naturally and
will likely be a prioritised matter.

5.2.1 Business alignment

Three of the informants mentioned that they had no overarching cyber security strategy and
the informants were in most cases deflective when trying to explain the cyber security strate-
gies or guidelines. IP3 directly voiced that cyber security was seldom included at a planning
stage in individual projects, merely at procurement and application stage. This is intriguing
considering the recommendations by many, notably by Bulgurcu, Cavusoglu and Benbasat
(2010) and Wang, Ali and Kelly (2015) who state clearly that cyber security needs to be in-
volved not only in the technological sphere, but also in softer values such as in security poli-
cies, human factors, third-party chains, insider threats and more. A correlation could be drawn
to the argument of McFadzean, Ezingeard and Birchall (2007) who claims that the lack of fo-
cus on information security stems from top-level management perception of cyber security
risk. Nothing was mentioned by our informants regarding meetings with top-level manage-
ment about cyber security.

The focus in smart city projects, experienced from interviewing our participants, was often on
the functionality; the business goals and the deliverable. It seemed cyber security was often
overlooked because of this. This is something that is bound to happen when cyber security is
not considered as an overall business risk or aligned into the overall strategy (Goles, White
and Dietrich, 2005; Singh et al., 2013). Johnston and Hale (2009) strongly recommend align-
ing core business goals, processes and assets with cyber security as a complete enterprise gov-
ernance process when considering cyber security in an organisation.

As mentioned by some of the respondents (IP4, IP5), they often alluded some cyber security
issues to the phenomenon of a ‘big organisation’ which is interesting, considering the findings
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of Knapp et al. (2006) that big organisations had less issues when it came to top management
support regarding cyber security when the organisation had more than 10.000 employees.
They do, however, claim that top management support is the main issue in most cases, which
IS interesting as there were few mentions of top management, merely in cases when directives
came from a higher instance like the state or the EU.

Von Solms and Von Solms’ (2005) thoughts apropos information security and that it needs to
be a board level responsibility and the argument that cyber security should instead be named
‘business security’ is poignant during this part of the discussion. This is because the inform-
ants in the study conducted demonstrated there is a clear divide between business goals and
ensuring the security and safety of these projects in regards to cyber security risks.

The respondents often expressed (IP2, IP3, IP6), as previously mentioned in the knowledge
and awareness section, that there were other aims or focuses that were more important. John-
ston and Hale (2009) attribute in their study that a disparate in perspectives between ISG im-
plementers and non-implementers has multiple sources. They name top management, a sup-
portive organisational culture and a general awareness and responsibility by employees. Em-
ployees need to have a higher grade of training in cyber security, then, in order to achieve a
higher awareness. We believe that high integrated work processes between different depart-
ments and employees in smart city projects is to prefer to establish a higher, general cyber se-
curity level. This is something that, as of yet, seems to be hard to enact, which we will discuss
further in the next section.

5.2.2 Organisational alignment

There was an overall distance from the decision makers in these projects and cyber security
and instead reliance upon personnel or departments ‘tasked with’ cyber security instead. This,
however, creates a problem due to the fact of a high decentralisation and segregation in the
organisation between the different departments, which all of the respondents answered or
hinted toward. Kayworth and Whitten (2010) argue that in order to achieve a decent degree of
cyber security an organisation has to have employees with an overall competency in technol-
ogy and measures of organisational and social alignment mechanisms in regards to cyber se-
curity. This is also an argument by Singh et al. (2013) who mention that technology is abso-
lutely a part of the solution, but one that is only accomplished together with organisational
and human measures and actions. By the empirical data found, there seems to be an insuffi-
ciency of these organisational and human measures in smart cities.

Noteworthy was that IP2 mentioned the problem of there being different phases with different
responsible authorities as one of the top challenges to overcome in regards to smart city pro-
jects. IP2 and IP3 claim that the IT departments and personnel tasked with cyber security are
rarely involved directly in projects. IP5 specifically mentioned that no members of the IT-de-
partment or tasked with cyber security were involved in a planning stage.

Respondents often pivoted when asked about slightly technological matters, which also lends
credence toward an assumption regarding fractured organisations with few collaborations and
inter-departmental training and a low organisational alignment.
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Something also worth noting is the problem of having enough competent IT employees in a
public-sector organisation, according to Alawadhi et al. (2012) thoughts about the non-attrac-
tive workplace for young IT professionals. If this is the case, it might be an issue finding the
right talents needed for the work required in regards to information technology and cyber se-
curity.

5.2.3 Organisational policies and training

Cyber security policies aid organisations to create awareness and compliance of cyber secu-
rity regulations since cyber security is not a technological issue (Chang and Lin, 2007; Bul-
gurcu, Cavusoglu and Benbasat, 2010). Generally, the respondents answered that there were
no pervasive cyber security training or policies. There was a lack of follow-up and the effec-
tiveness was in doubt when asked about them. As Siponen, Mahmood and Pahnila (2009)
claim, the visibility of the policies and training has heavy implications on the employee’s be-
haviour for policy compliance. This has plausible effects on the level of cyber security in
smart city projects. However, cyber security and policies is closely related with the top man-
agement’s perception of cyber security and could be the reason as to why there are no policies
or training.

5.3 Financial

As has been noted in 2.4.3, financial factors were seen as having a critical role in smart city
initiatives. Pierce and Andersson (2017) highlight the issues of conducting cost-benefit anal-
yses in general with smart city projects also contended by Alawadhi et al. (2012). It comes as
no surprise then, when combined with the high costs of IT - personnel, implementations and
maintenance - (Chourabi et al., 2012; Sommestad, Ekstedt and Holm, 2013) as well as high
cost of cyber security (Gordon et al., 2005; Rowe and Gallagher, 2006) and a general lack of
alignment between business and security needs (Kayworth and Whitten, 2010), financial fac-
tors has a potential in greatly influencing the lack of prioritisation on cyber security.

5.3.1 Costissue

However, interesting to note is that none of the respondents cited a financial factor as being
crucial in the decision regarding cyber security implementation in spite of what has been es-
tablished by previous research. Even though IP2 recognised the problem with cost of cyber
security and IT, it was merely one of many development costs and that the focus is skewed
from cyber security. During these answers, no thought was given to the cost of breaches,
which has a potential to become tremendously costly for organisations (Campbell et al., 2003,
Rowe and Gallagher, 2006; Kannan, Rees and Sridhar, 2007; Alawadhi et al., 2012, Kuypers,
Maillart and Paté-Cornell, 2016). Even though the tenuous effect on stock prices has no real
importance to public sector organisations, reputation damage could have potential serious
consequences in a public-sector organisation.

Instead of cost as a factor for disregarding cyber security, other challenges were cited as being
more important and economical risk was often alluded to by IP3 and used an example when
external financing was given the economical risk was highly prioritised. IP6 also stated that
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functionality; the ‘present problems’ were of higher priority - namely, the functionality of the
projects. IP2 specifically mentions that the “financing possibilities” had not steered toward
cyber security, which is an interesting point to consider. The role of the financiers will be dis-
cussed below, in 5.5.1, in further detail. Also worth mentioning is the argument highlighted
by Alawadhi et al. (2012) that multiple city governments has not garnered enough financial
support and thereby lost key employees working with IT as well as missing opportunities of
upgrading and updating critical systems for smart cities. Also noting the financial support is
the thoughts of Soomro, Shah and Ahmed (2016) who specifically note that the financial pro-
vision is one of the top deciding factors whether cyber security succeeds or not.

5.3.2 Not in budget

Gordon et al. (2005) argue that there are inherent issues with budgeting for cyber security
which could create the tendency of there being problems with aligning business goals and
cyber security in budgets, which Kayworth and Whitten (2010) claim. None of the respond-
ents had any specific details about the budget for cyber security, and most assumed (IP2, IP3,
IP4, IP5) it to be an inherent part of the IT/ICT budget with no additional, overarching posts.

Making an assumption, by not having an overarching strategy for cyber security it has conse-
quences on the space left for cyber security when discussing budgets, which then affects the
amount of awareness of it in the organisation. There seems to be a negative spiral affecting
the focus on cyber security in smart city projects.

5.4 Qutsourcing

Outsourcing is the last of the category identified in the literature review, which possibly af-
fects the focus on cyber security in smart cities. Smart cities initiatives are involved with col-
laboration between different external partners such as suppliers or contractors in order to build
the digital infrastructure. Identified factors for lack of focus on cyber security includes that
cities could have a high degree of trust on the external parties and their ability to secure the
products or services. Another possible factor could be that the contracts specific in detail dif-
ferent cyber security clauses in the contracts and therefore, have outsourced cyber security to
external partners.

5.4.1 Trust

Cyber security is a complex field and only a few organisations have the adequate resources or
motivation to fully handle the cyber security defence within the organisation (Gonzalez,
2005). Hence, it has become necessary for organisations to outsource cyber security processes
and trust that vendors utilize appropriate measures. Three of the respondents described that
their organisations trust their vendors to provide sufficient cyber security in their smart cities.
One respondent described that cities’ expertise is not to prevent hackers and thus these ser-
vices need to be bought from external actors. The respondents did not find any reason to mis-
trust the cities vendors. However, one respondent mentioned that sometimes the cyber secu-
rity of their providers was not as good as they primarily thought, and in these cases where
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cyber security issues have been discovered they were remediated. However, it seems prob-
lematic that the organisations with limited cyber security knowledge need to evaluate their
own system in order to find cyber security issues.

5.4.2 Contracts

Khalfan (2004) states that when an organisation decides to outsource cyber security defences
the service provider should be thoroughly evaluated since security breaches could seriously
harm the business. Furthermore, specific cyber security contracts should be signed in order to
overcome vulnerabilities of the systems (Khalfan, 2004; Wenge et al., 2014). The contracts
should involve robust arrangements for cyber security, particularly in the service-level agree-
ment. One respondent describes that cyber security is a natural part of the budget as well as in
the procurement. However, cyber security is not explicitly listed, although if cyber security is
perceived as a high risk, the contracts could vary. Thus, cyber security seems to be something
that some of the respondents include in their contracts, to some degree. However, Carr (2016)
describe that the private sector is not willing to be held accountable or responsible for national
security breaches, which further aggravates the problem. One respondent describes an exam-
ple of how big IT firms; cities and municipalities have different interest. Therefore, better pro-
curement contracts are needed.

5.5 Other inputs

Other inputs were left in order to analyse other themes that have not been included in previous
literature. Common themes among the answers by the respondents were insinuations toward
financiers’ directives and their demands, which affected the prioritisation in smart city pro-
jects that were directly financed from external actors. Another strong theme found was the de-
flection on the maturity of the smart city status in the respondents’ cities when it came to the
amount of cyber security in place. Also found was that previous experiences set a strong prec-
edent in regards to cyber security.

5.5.1 Financiers’ directives

As Ferrer et al. (2013) mentions, funding is expectedly of great importance in order to suc-
ceed in smart city projects. Ferrer et al. do, however, mention that smart city investments are
of a high-risk level due to long expected profitability time and the large amount of money re-
quired. One can then assume that the focus will therefore be on being able to actually imple-
ment the smart city project, i.e. the functionality of it and ensure full funding. It’s also proba-
ble that focus is shifted toward the demand from financiers who might not in first stage be in-
terested in investing in cyber security, in line with what IP2 notes.

Specifically, what IP2 had experienced before when the city of Umea had been chosen for pi-
lot projects, cyber security was not of concern by the financiers and instead that the focus was
on building the platform - on the deliverable.
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This was also agreed with by IP6 who claimed that the problems were on the present and what
they could solve at the moment. IP3 also hinted toward a bigger pressure from financiers on
following through with investments in smart city projects and that the main priority was on
the deliverable and that functionality would be implemented the way the financiers wanted.
This in order to “ensure the financing” that was promised, noticeable in the quote used in
4.5.1. As Baccarne, Mechant and Schuurman (2014) states, both national and transnational
governments continue to support and provide funding for smart cities and are therefore key
actors in the decisions taken in smart city projects they set the tone and prioritisation. As 1P2
mentions, cyber security has not been a main issue and merely been glanced over and has
therefore been left on the agenda for the local governments.

5.5.2 Maturity of smart cities

An intriguing thought regarding the current threats toward smart cities is spoken by one of the
informants is the following:

“In reality, there is no difference now in regards to earlier, it’s just that we are gathering
more data now because it’s easier to collect it and also easier to put in controls. There are
both problems and possibilities.” (IP3:17)

This is most probably a shared thought of many in higher levels of management and could be
an explanation for many of the issues faced by smart cities. An unwillingness of adaptability
when faced with new problems is a dangerous mind-set, especially when considering the dan-
gerous possibilities when cities’ critical infrastructure is connected and possible to remotely
attacked.

“Far too many firms take a reactive approach to information security planning” Johnston
and Hale (2009) claim that organisations that have a proactive approach to security planning
are rare and that the proactive approach is the most common, which they claim is a critical
problem. Connected with the empirical findings, this is something that rings true in most cit-
ies. Heo et al. (2014) argue that the infrastructure and systems that are being built and imple-
mented need to be done so with expandability considered and integrated for interoperability,
which also lends itself as true for cyber security. In essence, they have to be built with exten-
sive planning for future iterations, which is not the case, found in this study.

The fact that there are so many projects and initiatives afloat already and the overall focus on
cyber security has been relatively low is intriguing considering Bulgurcu, Cavusoglu and Ben-
basat (2010) and Wang, Ali and Kelly (2015) thoughts that cyber security will never be as ef-
ficient when implemented at an early implementation stage. A parallel can be drawn to previ-
ous literature’s (Igure, Laughter and Williams, 2006; Munro, 2008; Gold, 2009; Bradbury,
2012; Syed et al., 2017; Thibodeaux, 2017) assertions of the unsecure connected SCADA sys-
tems. Infrastructure, then, is being implemented with a generally low cyber security plan or
strategy in mind, which has a high risk of producing flaws further down the road. Kuilboer
and Ashrafi (2016) and Syed et al. (2017) all emphasize that cyber security is something that
needs to be included at a planning stage of a product, system, project - anything that is con-
nected - in order to protect the products and systems, and thereby, then, information, business
and human lives.
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Even though the smart city projects might not have reached a mature stage in some cities, it is
imperative that cyber security is something that is considered at an early stage of the initia-
tives. All the respondents considered the projects by themselves and had no overall and perva-
sive cyber security strategy or process that tied different projects together. The lack of a com-
plete and general risk awareness in chapter 5.1.1 regarding cyber security could be the cause
of this as a complete picture of what is going to happen down the line, in the future, is needed
in order to close the cyber security risk hatches. This is mirrored in IP2’s thoughts about a
current naivety regarding the role of the municipalities and city governments in smart city
projects in the EU-commission for smart cities. This in turn has far reaching effects on smart
cities in Europe, presumably highly on funding from the European Union.

5.5.3 Previous incidents

Also worth noting is the thoughts expressed by IP6 where it was mentioned that there had
been a previous cyber security incident in the city which shifted attention to the issue. This
was something that also 1P4 claimed, that the priority on cyber security was because of the
previous incidents and threats. The theme seems obvious, of course, that prior experiences
sets a general precedent and if incidents have happened organisations are by necessity gener-
ally more mature in regards to cyber security. However, as mentioned in previous paragraphs,
it’s vital that cyber security be planned from the start in a proactive manner.
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6 Conclusion

The ambition of this study was to identify and understand the reasons for the lack of focus on
cyber security in smart cities. The following part of this paper will summarize the research
findings in order to answer the research question.

What are the reasons for the lack of focus on cyber security in smart city projects?

A lack of cyber security in smart cities has dire implications. The consequences from breaches
range from mortal danger to large economical losses. The literature rarely looks into the com-
bination of smart city phenomena and cyber security and has failed to reach a conclusive para-
digm regarding these two concepts.

Through our empirical findings the research paper found that possible reasons for the lack of
focus on cyber security is that there is a generally low level of strategic alignment within the
respondents’ organisations. Information systems strategy seems to be underrepresented in the
organisations, which has implications for further work with information technology and sys-
tems. Furthermore, organisational strategy is not aligned with IS strategy and the organisa-
tions were segregated; the departments were fully independent and merely had brief dia-
logues. The top management’s perception of cyber risks was also generally quite low as there
were no proper agenda for cyber security in the organisations, according to the respondents.
Cyber security was not considered a board level responsibility nor included as a business risk.
There were no proper or pervasive cyber security policies or training. Directives to the pro-
jects leaders were to mainly focus on pure business risks instead. Also found was that in smart
city projects, experienced from interviewing our participants, focus was shifted toward the
functionality, i.e. the business goals and the deliverables because the cyber security risks were
considered as insignificant in comparison. Responsibility for cyber security defence is solely
distributed to the IT-department due to segregated organisations and a misalignment between
information systems strategy and organisational strategy. Moreover, the respondents’ organi-
sations found no reason to mistrust their suppliers/contractors and some level of cyber secu-
rity is often included in the procurement contracts.

In addition, we found that financial factors did not have a direct effect on the lack of focus on
cyber security, and instead indirect effects in the form of prioritising ensuring enough funding
in the form of a deliverable focus. A possible a reason for this could be the immaturity of
cyber security perception as a whole, whereby cyber security is not acknowledged as a risk
nor a substantial post in budgets.

Infrastructure that is now being implemented will serve as the foundation of all cities in the
future, which creates an exigent need for long running strategies in order to secure infor-
mation, businesses and protect human lives. As of now, cyber security in smart cities may
seem of concern to only a small group of practitioners, however, as smart cities evolve and
expand it should in fact concern anyone who lives in a smart urban area.

The expected contribution to the IS field of study is to explore the reason why there is a lack
of focus on cyber security within the smart city context, especially when security is a constant
issue in other IS fields. This research paper outlines a complex web of reasons for lacking
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cyber security in smart cities that affect each other. However, the reasons found for lack of fo-
cus on cyber security in smart cities generally resemble previous literatures factors for lack of
cyber security, and thus, is not a unique context.

Although we grant that there exists an inherent issue deciding what level of cyber security is
enough, we still maintain from our research that the current level of focus leaves much to be
desired when considering the oncoming challenges.

6.1 Limitation

The scope for the research was limited in regard to participants involved, mainly due to the
qualitative research approach. However, the selection was random and included four different
cities in Scandinavia. Also required is the reflection upon the political climate Scandinavian
cities and the requirement of general security in comparison to other countries, which could
potentially be more, exposed to foreign powers and malicious actors. Other countries could
possibly have stricter regulations and demands on the security aspect.

Another thing worth noting is the size of the cities. The case cities inhabitants span from
100.000 to 950.000 inhabitants and thus does not include the higher or lower populated cities.
However, the paper’s emphasis is on identifying the reasons for the lack of focus on cyber se-
curity, while future research could illuminate the relation between differently sized cities and
further reasons.

6.2 Future research

The study identified three different areas for future research. Firstly, the study found that fi-
nancier’s directives has major implications on the prioritisation in smart city projects. The
study also identified there was some level of naivety in regard to cyber security according to
the respondents. The overarching leadership and responsibility of cyber security has previ-
ously been mismanaged in other EU sponsored smart city projects, which has led to an overall
confusion and lack of cyber security. Future research could potentially explore the previous
examples of EU directives on smart cities and offer explanations and offer practical implica-
tions for European Union sponsored smart city projects.

Secondly, smart city maturity and the deflection of responsibility was often experienced in the
interviews and denotes that an overall picture of the situation is lacking. The obvious explana-
tion is that most of the cities interviewed do not have comprehensive experience of smart city
projects and thus need time to mature in order to close the cyber security risk hatches.

Lastly, the empirical findings implied that cities that previously had experienced cyber secu-
rity incidents generally had more awareness and mature in regard to cyber security. However,
our study could not draw any conclusions and future research could explore how cyber secu-
rity breaches in smart cities affect taken cyber security measures
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Appendix 1 — Interview 2

Sex: Male
Age: 40 +

Alias: A

Date and Time: 2018-05-03, 08:01

Type of interview: Skype interview

Duration: 48:58

A: Interviewee

G: Gustav Jansater

J: Joel Olsson

# | Speaker

Code

1 |G

Da kommer en lite generell fraga hér att borja med. Och det ar, upple-
ver du att det finns ett tillrackligt fokus och tillrackliga aktioner tagna,
for cybersékerhet eller informationssakerhet? Vi anvander dessa be-
greppen ratt analogt, alltsa cybersakerhet och informationssékerhet.

Ja precis. Nej det gor det ju inte. Vi har flera som, vart IT kontor, jag
jobbar ju ganska aktivt med dem har fragorna, sa att. Nar vi satter ihop
smarta stader projekt sa ar det alltid en del av det, men absolut behdéver
det. Fragorna &r ju standigt aktuella,

K&A-RA

Vi har sett lite, att det blir lite mindre fokus pa just cybersakerhet i
smarta initiativ nér vi har kollat rundor, och det &r det som &r bakgrun-
den till var studie.

Men om vi fortsatter da, vilka risker ser du med smarta stader initiativ?
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5 [A Det finns flera risker, men om man kopplar det mot, man kan saga sa- | Ol
har att smarta stader, vi har ingen egen, detta ar ju en definition som
andra lagger pa oss, och det finns ganska mycket finansiering kopplat | K&A-RA
till smart stader, exempelvis inom EU. Och da ar ju smarta stader att
koppla ihop ICT infrastruktur med transport, energi, bostadsbyggande.
Sa det ar ju den rollen som jag har haft och det som, det som har varit
valdigt tydligt fran EU hallet ar balansen mellan den offentliga och pri-
vata kontrollen av data. Det som kallas for 6ppen data, dar har man ju
varit valdigt tydlig med att det &r kommunen eller det offentliga som
ska ha kontrollen éver dgandet av data och dela med sig, mycket vins-
ten med smarta initiativ ligger i det. Vi har ocksa ett nationellt projekt
kring 10T tjanster fastighetstjanster, som genom Vinova. loT Sweden
program dar den fragan ar ratt aktuell, och det kdmpar vi ganska ratt
mycket med, den balansen. Vi lyckas i vissa fall och ibland inte, det ar
mycket upphandlingar och mycket olika dataset som ligger hos manga
olika aktorer som ska samordnas, jag skulle inte sdga att vi &r i land
med detta, men det &r en stor utmaning som vi har utifran de kraven
som stéalls. Sen nar det galler cybersakerhet sa ar jag inte riktigt perso-
nen som kan uttala mig om exakt vilka risker som finns relativt det.
Men utmaningen, det & ndgot som vi har prioriterat valdigt mycket,
hur vi far kontroll pa strategisk data, och vi har ocksa kommunala bo-
lag som &r en grazonsaktor som lyder under offentlighetsprincipen, och
stora datafloéden, energibolag med flera. De arbetar mycket med att op-
timera sina processer och erbjuda tjanster till sina kunder och inva-
narna i staden.

6 |G Ké&nner du att det finns en hotbild mot de smarta projekten i staden?

7 |A N4, inte mer an alltsa, det finns, jag kan inte bedéma den generella hot- | O-OA
bilden, den &r jag inte ansvarig for sa den, var sakerhetssamordnare har
hand om den. Men det finns inget sarskilt, utan detta ar en del av vart | K&A-RA
vardagliga arbete med verksamhetsutveckling, det ar ingen generell
hotbild om de.

8 |G Nar ni har smart city projekt, har ni nagon sakerhetsstandard som ni
anvander vid inférande?

9 |A Problemet ar vél att det finns ratt manga sékerhetsstandards, nu har vi
ju ratt manga system och tanken ar att vi knyter ihop manga olika akto-
rer men vart stora lighthouse projekt som heter Ruggedised, dar &r vi 7
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olika aktorer bara i Umed, dessutom har vi andra stader runt om i
Europa. Oftast sa ar det olika fastighetségare och olika system, utan att
vara expert pa det har omradet, sa hur det kan kopplas upp mot den rol-
len som vi har da, som forvaltare av data och sahar, dar har vi ett ata-
gande gentemot EU-kommissionen. Vi ar eniga om att vi ska ge moj-
ligheterna men vi har inte hittat exakt hur det ska ga till. Jag tror det &r
manga stader som kampar med den dar utmaningen, vissa har privati-
serat detta och da har tappat kontrollen 6ver sin data och da far man
borja betala for det och ja, och vi har delvis de problemen.

10 Intressant, i Umea kommun, har ni en 6vergripande cybersakerhetsstra-
tegi?
11 Vi har en IT-strategi men vet inte om detta ingar, jag skulle vilja han- | K&A
visa det, den fragan kan ni fa ett snabbt svar av en kollega. Vissa av
dessa fragorna &r av den karaktaren att jag helt enkelt inte vet. O-BA
12 Finns det nagon av riskanalys nar ni infor ett nytt smart city projekt.
13 Det &r tva olika fragor egentligen, i alla typer av projekt s genomfor vi | Ol
nagon typ av riskanalys. Da tittar man pa saker som, hur passar detta in
i den I&ngsiktiga planen for staden och sa hér. Det &r en typ av riskana- | K&A-RA

lys, det &r det som ar lite lurigt med smart city projects, for det ar
enorma stadsbyggnadsprojekt, och ar darfér av en annan karaktér an
cybersékerhet delen av det. Sa att, det ar valdigt bra fragor. Den riska-
nalysen som vi har gjort inom smart city projekt, tror jag inte har, dar
baseras det valdigt mycket pa de fragor som kommissionen har stallt,
snarare an att vi har gjort nagon tydligt cybersakerhetsanalys. Sa den
interna som vi méter upp for att ga in i den har typen av satsningar fol-
jer ordinarie strukturer. Sa vi ger ingen sarskild riskanalys for ett smart
city projekt. Och om man ska vara helt arlig, sa ar ett smart city projekt
i stor utstrackning som vart ordinarie arbete, sa det ar ingen skillnad.
Vi ser oss som en smart stad, med vara styrkor och svagheter som vi
har i det ordinarie. Sa fungerar det ordinarie arbetet i kommunen, att
man gor analys ndr man gar in i nya satsningar, och da kan det handla
om personal, nyckelpersoner, ja, tillganglighet och sadar men exakt hur
det ser ut kring cybersakerhet, jag ar inte inne i de detaljerna i fragor,
sa jag kan inte svara pa det faktiskt.
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14

Men det ar valdigt intressant det som du namner, att det kommer fran
hogre instanser bade nationellt och internationellt i form av EU. Och
att det inte riktigt finns nagra riktlinjer kring cybersékerhet i dessa pro-
jekten.

15

Min bild, jag har varit mer involverad kring diskussioner kring 6ppen
data, och dar har jag upplevt att det finns nagon typ av naivitet for
nagra ar sen.

16

P4 vilket satt &r dom naiva?

17

Jag vet till exempel vi hade besok av EU-kommissionéren for smart
stader for nagra manader sen, da pratade hans radgivare just om det har
att, manga av deras lighthouse stader i EU, har haft problem med.
Kommunen har inte tagit pa sig ledartréjan och beréattat vad man ska
gora, sa da har man ibland hamnat i handerna pa stora IT-firmor. Det
har hant i Tyskland bland annat. Och da har man inte kunnat leverera
de resultaten sen, att man hamnar i en férhandlingssituation med en da-
taleverantor som inte har samma intressen, alltsa allmanhetens intres-
sen. De var vildigt tydliga med att detta skulle skarpas till, den dis-
kussionen har inte varit hos oss, men i delar av vart system sa har vi
ocksa det problemet. Vi har enskilda datasystem som ligger i den pri-
vata sféaren.

0S-C

Ol

18

Och det &r lite som det problemet innan, att det finns s manga olika
aktorer och ansvarsomradena kanske inte ar uppdelade pa ett tydligt
satt.

19

Ja, och att det kommer vid olika faser, det &r olika upphandlingar vid
olika faser och det ar olika huvudman och sa. Den samordningen &r
kanske det som vi ser som den stora utmaningen, eller sa som jag och
mina kollegor &r inblandade valdigt mycket i att se hur vi kan fa detta
att samverka for att skapa samhallsnytta.

O-OA

20

Det ar lite i form, vid samma beréringspunkt som det har med manga
olika aktorer och liknande. Det & manga olika saker som hander i
smarta stader, kénner du att interoperabiliteten och sambandet mellan
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olika aktorer och olika system, ser du att det finns nagra sakerhetsbris-
ter i detta?

21

Ja, dr inte ratt person att uttala mig men jag forstar att det finns pro-
blem eller risker i sdna 6vergangar, vi har varit véldigt noga med per-
sonuppgiftslagen och den datan som overfors, vi ar inte intresserade att
riskera den typen av data, integritetsfragor ar centrala for oss. Det vi &r
intresserade av att gora i en smart stad ar att optimera transport och
energifloden till exempel. Och da finns det naturligtvis massa person-
data i dom flodena, antingen om det tas upp fran mobiltelefoner eller
vad det nu ar for ndgot. Men, for att kunna optimera system sa kanske
det inte alltid behdvs s mycket individdata, man kanske kan tvatta
bort den. Energibolagen kanske gor det inom sitt och sen delar med sig
med den informationen som behdvs for att optimera sina system. Sa
den diskussionen pagar definitivt. Att minimera, ja, sen det &r en annan
typ, det finns manga dimensioner i cybersakerhet, det ar inte mitt ex-
pertomrade, utan jag svarar pa det som jag kanner till.

K&A-K

22

Det gor inget, det ar perfekt.

23

Det for oss in pa nasta fraga da, har du nagra ansvariga for cyberséker-
het i staden?

24

Det ar var IT avdelning for Umea kommun som har det ansvaret. Sen
har vi nagra, sen har vi lasbehdrighet och sadar fran olika register och
liknande som Umed kommun har. Jag skulle kunna saga att det &r i
kontakt med en av vara IT-specialister som har bast dverblick av IT-
kontoret. Sen finns det sékert andra hos honom, men om ni vill ha en
overblick sa skulle jag rekommendera att prata med honom.

O-0OA

25

Brukar de som faktiskt arbetar med cybersakerhet pa IT kontoret, bru-
kar de kallas in vid smart city projekt och ge sin vy av det?

26

Absolut sa gor de det, de tva stora projekten som vi driver just nu, da
det har som heter Ruggedised. Det &r vart stora stadsutvecklingsprojekt
just nu, i universitetsstaden Umea, dar ar de valdigt mycket fokus kring
oppen datafragorna eftersom att det ar det som, valdigt mycket av da-
tan som genereras ligger utanfor Umea kommun, inte allt, men mycket.
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Sa det handlar om att skapa en plattform som ar 6ppen for just samver-
kan med andra, sa det &r. Men det andra projektet handlar om [0T-
tjanster i fastigheter, dar ar vart fastighetskontor ansvariga framst, ar
inte lika insatt i det projektet, det ligger lite utanfor vart mandat, men
dom ligger valdigt nara varandra, vi lar oss mycket av dessa projekten,
och déar &r IT-kontoret mer involverade. De sitter som projektledare for
de projekten.

27

Hur ofta brukar det komma upp typ med da IT-kontoret angaende cy-
bersdkerheten i smart city projekt?

28

Vi traffar regelbundet IT-kontoret, med var syster enhet, vi traffas re-
gelbundet men sen, ar ju det har egentligen en fraga som inte de beho-
ver, de som &r ansvariga for cybersékerhet behdver inte involvera oss
om man séager sa egentligen. Jag tror att det finns andra som vet betyd-
ligt mer om det hér an vad jag gor.

O-0OA

29

Det ar ingen fara.

30

Men ja, det finns absolut sana som ar anstéallda med koppling till det
har.

31

Ar cybersékerhet ett amne som &r prioriterat nar ni diskuterar strategi
vid nya smart city projekt?

32

Ja, alltsd, egentligen, just med tanke pa att de har smart city projekten
har drivits ganska mycket av den har externa finansieringen, det &r ju,
att, utifran det sa skulle jag séga att, det har diskuterats litegrann, men
det har inte varit huvudfragorna, darfor att det &r inte s4, alltsa, vara fi-
nansiarer har stéllt fragorna, och eftersom det ar ett satt att, det har ar
ju saker som ingar i vart ordinarie arbete, sa i det ligger cybersakerhet,
sen har vi vaxlat upp vart ordinarie arbete i dessa olika projekten, sa
jag skulle saga att, lite som jag var inne pa tidigare, det ar.

//Samtalet bryts

Ol

F-Cl
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33

Jag vet inte riktigt var det bréts men det ar fraga for staten och EU hur
pass viktiga dessa fragorna ar, for oss ar det, sa som smart city projekt
ar utformade nu sa har inte cybersakerhet varit huvudfragan, utan det
har mer varit interoperabilitet, men jag kan tdnka mig att det har blivit
lite mer Okat fokus om det har fragorna, vi marker att de ar hogre pa
agendan nu an for ett par ar sen.

Ol

34

Okej! Finns det nagra cybersakerhetspolicies eller riktlinjer for att
skapa medvetenhet inom organisationen?

35

Ja, men det gor det. Vi har faktiskt haft traningar for alla i kommunen
med inriktning pa IT-sakerhet. Microkurser dar man gar en utbildning
varje morgon via en online kurs dar man far gora olika scenario, det ar
en ganska ambitios ansats. Och sen finns det naturligtvis dvergripande
strategier dar, fragorna berdrs, jag ska arligt erkanna att jag inte ar en
expert pa den IT strategin, sa jag kan inte svara for detaljen kring det
men, det finns absolut strategiska dokument och det gors insatser men
som omfattar alla anstallda.

36

Ja. Ar, jag tanker att vi gar tillbaka lite, vi hoppade fram en fraga dar i
tumulten av tekniska problem, men skulle du anse, ser du cybersaker-
het som en del av den Gvergripande strategin i smarta stader i Umea?

37

Mija, kanske snarare som en del av det grundldggande. Ja. Skulle jag
sdga, att det ligger i vart ordinarie, om man tanker, alltsa, det ar nog sa
vi, jag tror inte att jag skulle vilja saga, att vart utvecklingsarbete har
inte varit, jag jobbar mycket med externa projekt, dar ar det inte fokus
da, och det &r mycket med tanke pa att det inte styrts mot det. Nér sta-
ten utser Umea till en pilotkommun eller till en smarta stader eller EU
gjorde det harom aret sa &r det inte nagot de har stallt fragor kring. De
har inte tvingat oss till att trycka pa ytterligare i de fragorna da, utan
det gor vi i vart ordinarie arbete. Sen kan man nastan saga det omvénda
da, det blir ju ett, nar vi okar takten, nar vi gor ett antal nya tester, sa
staller ju det ytterligare krav pa att vi har ett grundlaggande struktur pa
plats. Det blir lite stresstest pa systemet, nar man dkar ambitionerna.
Och det ar val lite for tidigt att sdga huruvida, for vi gar val just nu in i
den fasen dar vi, dar bada initiativen som jag namnde startade upp for
ett ar sen ungefar. Sa det ar forst nu vi borjar kanna av vilka l6sningar
som det blir da, och hur det funkar. Jag har ingen anledning till, det ar
ingenting som kommit fram hittills, som att vi kdnner - att cyberséker-
heten har utmanats, nu. Ingenting som jag kanner till atminstone.

K&A-NC
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38

Nej precis, utan det &r ocksa nagonting som vi kanner, det ar ganska,
det kanske inte ar hyperaktuellt &ven om det ar aktuellt men det k&nns
som att det kan bli ndgonting i framtiden som blir bara mer och mer
aktuellt pa sa satt.

39

Ja, men den kanslan finns ju definitivt i det har att det blir ju ocksa mer
och mer komplext i och med att vi, atminstone har det blivit sa hittills i
och med att forsoka hitta nagra smarta losningar kring det har som kan
forenkla situationen men just nu sa har, det &r ju nar man éppnar upp
for alla de har parterna att samverka, nu tar jag det har éppen data ex-
emplet igen, sa blir det ju ett, liksom, en liten forvirringsfas, da.

40

Men jag tanker, det har aterkopplas lite till det du snackade innan om,
just finansiarerna. | de har smart city projekten da, i budgeten, finns det
en kategori for cybersékerhet eller &r den inkluderad i IT budgeten, i
projektet?

41

Ja, den &r inkluderad. Det &r upp till, egentligen, vi tar det stora Rug-
gedised, pa 180 miljoner. Det delar vi med tre, eller tva andra stader,
dar ligger da, en stor budgetpost handlar just om IT infrastrukturen
mycket kring datahantering sa att dar ligger ju - dar ligger absolut de
hér fragorna. Men, kénslan ar val att det har varit ganska mycket fokus
pa att bygga plattformen snarare &n att, det ar liksom leverabeln om
man séger sa.

K&A-NC

42

Ah, alltsa mer fokus pa funktionaliteten och inte det underliggande?

43

Precis. Precis. Det & min kénsla att det har varit, sa var det nar vi gick
fram med det hér, ja men sdg att det &r tva ar sen, och vi startade upp
det for ett ar sen och formulerade projektet tillsammans. Rotterdam,
Umead, Glasgow. Darav namnet Ruggedised. EU akronymer, ja.

44

Okej, sa ar kostnad ett problem nar man, nar man sa, anser du att kost-
nad ar ett problem nar man kollar pa cyber security i de har staderna.
Ar kostnaden en faktor, helt enkelt?
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45

Ja, absolut. Ja men, allt utvecklingsarbete kostar pengar och det har &r
definitivt en san fraga som vi behdver utvecklas kring. Och det &r en av
anledningarna till att vi soker de har samarbetena med nationell och in-
ternationella samarbetena att vi har inte de, jag menar, kommunerna ar
ju skattefinansierade, och det ska alltid végas, for oss sa végs alla sats-
ningar mot andra olika behov, om det ar skolan eller varden eller sa
har. Och nér vi identifierar att det har &r ett utvecklingsbehov som vi
har sa ar det valdigt ofta som vi hamnar i det att, da vi soker pengar for
det har sa vi kan gora det. Sa bygger man upp ett projekt runt om det.
Och det ar for att det &r en utmaning. Sen &r det naturligtvis sa att sa-
kerhetsfragor har en hog prioritering och man kan naturligtvis, det ar
inte som att vi star och faller med ett projekt blir beviljat eller inte.
Men just en del med de har utvecklingsidéerna och tankarna och om
det da ar en idé vi vill testa, dar brukar det generellt sett underlatta med
de externa pengarna. Och, men jag skulle inte vilja saga att vi har na-
got, det ar egentligen en fraga som du ska stalla till IT kontoret. Om
hur de ser pa deras grundlaggande uppdrag kring cybersékerhet. Men
ja.

F-CI

O-BA

46

Ja. Anser du att tillrackligt mycket pengar laggs pa cybersakerhet?

47

Jag vet inte. Den fragan kan jag inte svara pa. Vi marker ju att det fort-
farande ar en, att det dyker upp nya, nya utvecklingsbehov hela tiden,
alltsa att det finns anledningar till att testa nya I6sningar och sa. Men
det kan ju ocksa ha att gora med att det ar ett valdigt snabbt omrade
som har utvecklats. Att det ar ett omrade som haller pa att utvecklas
just nu och darfér kommer upplésningar som man behéver fundera
omkring och behoéva forhalla sig till pa olika satt. Men svaret brukar
ofta vara nej, om det ar..

48

S4, sa som jag uppfattar det sa, ni kor pa.

49

Oj, nu hor jag er lite daligt har.

50

Oj, hor du oss béattre nu?
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o1

Ja, nu hor jag er lite battre.

52

Sa som jag uppfattar det, ni helt enkelt hanterar ni de problemen som
kommer nér de kommer?

53

Nja, det vill séga, vi har en IT strategi, och dar finns det har med att de-
finiera, vi har en plan for att hur man ska hantera det men det ar bara
det att jag &r inte superinsatt i den. Det vi méter av fran var sida, det ar
just de har - nu finns det méjlighet att gora ndgonting, det har ar saker
som vi borde arbeta med. Ja men véldigt konkret vad &r det har med
Oppen data, det &r ett sadant omrade som vi maste kunna hantera pa ett
smartare satt an vad vi hade gjort tidigare. Vi sag utvecklingsmajlig-
heter, det var baserat pa da for tva ar sen, den analysen. Ja, samma sak
nar det galler de hér loT-tjansterna om hur vi bygger upp sensorer i
olika verksamheter, fastigheter och sa. Det kommer ju ifran en verk-
samhets, ett konkret verksamhetsbehov. Om det kommer fran en cy-
bersékerhetsstrategi eller inte, det ar jag lite osdker pa. Jag vagar inte
svara pa det. Men jag vet att det har varit, det har inte varit bara inom
IT kontoret som behovet har identifierats, utan oftast kommer det fran
andra aktorer. Kan ha varit, energibolag eller, alltsa. Jag vet att det var
stddservice som hade identifierat vissa behov om hur man stadar nya
fastigheter pa nya satt. Om hur man styr det pa nya sétt.

K&A-K

54

Ah, ok.

55

Ja, det &r lite, uppskattningsvis da, nar det kommer till nasta fraga, men
ungefar vilken procent skulle du tro, ar det som, laggs pa cybersakerhet
i smart city projekt?

56

Hmm. Ja precis. Jag skulle séga att, kanske att ICT komponenten i ett
smart city projekt &r ungefar en tredjedel. Den dr rétt stor. Och sen vad
man definierar som cybersékerhet i den, det ar svar. Men, man kan nog
séga att liksom, det finns absolut en budget till det och jag tror egentli-
gen att det kanske, jag tror att det skulle kunna styras till att bli mer fo-
kus pa de fragorna lite beroende pa hur att utlysningarna inte riktigt
styrt mot det. Sa att, det ar litegrann att det blir en definitions-

fraga, men finansieringsmojligheterna har inte styrt mot cybersakerhet,
sa kan man val saga.

F-Cl

F-NB
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57

Ja, men du sa att 30 % laggs pa loT, eller ICT, vad..

58

Ja, det &r ganska lika, min bedémning &r att det &r ganska lika fordel-
ningar men alltsd. Sa som EU kommissionen definierar smarta stader
handlar det om att transport, energi och ICT lésningar ska samverka.
Och da har vi, for var del skulle jag séga att det ar ganska lika delar.

59

Intressant. Da kommer vi till en annan liten kategori har. Och det dr,
nar ni har de har, alltsa, era leverantorer och vad heter det, kontrakto-
rer, heter det det pa svenska?

60

Ja, just det. Jag forstar.

61

For att, dar, i och med att det finns en hel del aktorer i det hér pro-
jektet, s da maste man jobba med dem, men hur mycket fortroende
har ni for de som ni anlitar i relation till cybersékerhet da, da?

62

Ja, det ar en bra fraga. Man far tanka pa hur det definieras egentligen.
Man kan val saga sahér, att vi har ju ett, vara sakerhets.. Hur det dar
definieras inom ramen, egentligen &r det en fraga att stalla till IT kon-
toret, hur de gor, de som verkligen &r inne i de, det & de som gor de
upphandlingarna, inte vi. Men generellt s ar det ju, vi upphandlar ju
enligt lagen om offentlig upphandling och sa, sa det &r ingen - men ja,
det ar en fraga att stalla till, da exempel Lars Sandstrom har.

O-BA

63

Men, personligen da, kanner du att du har tillit till de leverantorerna
som..

64

Oj, nu hor jag dig lite daligt igen.
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65

Ja, forlat. Det ar nu nar vi bytte mikrofon sa maste man vara valdigt
nara. Men personligen, kanner du att du litar pa era leverantérer och
liknande, om man bara rakt krasst skulle kora det utifran vad du anser?

66

Ja, men absolut. Och vi definierar ju.. Jo, men det tycker jag att vi kan
sdga att vi gor. Det finns en tilltro, men sen &r det ju alltid sa att det dar
foljer ju, man blir ju uppmarksam nér det dyker upp sakerhetsbrister,
kanske inte alltid inom ens egen organisation, vad som har hant. Sa att,
ja, jag har inte haft anledning till att kanna - att ifragasatta det hos vara
leverantorer. De som har haft den typen av uppgifter har vi, som per-
son vet jag att vi har, ja, det har funkat bra. Sa att séga. Men, det finns
ju ocksa en liten del, jag skulle vilja sdga att det fortfarande ar en del
okunskap ocksa i den egna, dven nu i organisationen kring den héar ut-
maningen om vem som hanterar datat om vi lagger det i den offentliga
eller privata sfaren. Sa att det, det pagar ett litet forandringsarbetet in-
ternt kring det. Vi har fortfarande upphandlingar som inte verkar i linje
med, dar vi inte har full kontroll pa data och det finns hos andra leve-
rantOrer vilket gor att vi inte kan sedan gora de hér korskopplingar
mellan de hér olika dataset och liknande for att skapa, for att skapa
samhallsnyttan da. Sa att, och dar kan vi med en béttre upphandling
kunnat gora béttre. Jag tror 1osningen, det ar den, atminstone enligt min
beddmning.

OS-T

OS-C

67

Ja det &r intressant, for det k&nns som att det har till viss del uppdelat
de olika ansvarsomradena.

68

Ja, sa ar det ju. Det ar valdigt, ja kommunen ar valdigt sektoriserad
som organisation och sen &r vi dessutom véldigt beroende pa samar-
beten med externa parter. Och var roll ar, det ar ju for det har som da
till exempel, anledningen till att EU kommissionen ar véldigt intresse-
rad av staderna och smarta stader ar ju véldigt mycket var roll som en
offentlig aktor nara medborgarna i Europa. Sa att det kan vara den ak-
toren som, just utvecklar, ja samhéllsnytta tycker jag ar ett bra ord. Sen
finns det ju affarsnytta ocksa, det &r inte i vart huvuduppdrag att skapa
affarsnytta det &r jatteroligt for de foretagen vi samarbetar med men det
ar inte det vi ar till for. Sa att, och dar tror jag att - vi marker av att det
finns en valdigt stor 6nskan att manga ska vara med och bidra till den
h&r samhallsnyttan och det har varit ganska mycket problem. Om man
tar energibranschen till exempel sa den privatisering som har gjorts har
inte varit i oproblematisk i manga delar av Europa. Och dér har ju vi
manga kommunala energibolag till exempel eller statligt 4gda energi-
bolag i Sverige som har lite andra, andra forutsattningar att jobba pa -
andra varden om man sager sa.

O-OA
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69 | G Du snackade innan om de har, alltsa, de offentliga upphandlingarna da
da. Men finns det beslutat i just de har, kontrakten och avtalen, klausu-
ler om cybersédkerhet eller informationssékerhet?

70 | A Ja, det gor det. Det finns, sa all dataflode, cybersakerhet foljer ju, jag
forsoker tanka litegrann nu hur det ser ut. Ja, de hér kontrakten ar ju
galet langa, men ja det gor de. Definieras till exempel, en definition till
hur vi, att just data ska vara i “the public realm” som det heter pa eng-
elska, den offentliga sfaren. Sa att, och i det ligger det ocksa att det blir
kopplat mot personuppgiftslagar och den typen av lagstiftning och sen
kommer det in. Sa ja, cybersékerhet, atminstone indirekt, finns med i
avtalen. Sen vet jag inte om det ar specifika.. Men det ar véldigt,
valdigt omfattande avtal.

71 |G Ja men perfekt. Ja, det var val egentligen alla vara fragor.

72 | A Ja. Jag kunde svara, hoppas ni kunde fa - det har &r inte mitt expertom-
rade sa jag svarar utifran..

73 |J Ja, men det var exakt det vi var ute efter, sa det var perfekt for oss.
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Appendix 2 — Interview 3

Sex: Male
Age: 60+

Alias: |

Date and Time: 2018-05-03, 15:03

Type of interview: Telephone interview

Duration: 31:02

I: Interviewee 3

G: Gustav Jansater

J: Joel Olsson

ar att jag leder en avdelning pa miljéforvaltningen i Stockholm och vi
behandlar olika typer av miljoprojekt, miljobilar, miljétillsynen och
miljofragor i byggandet ocksa. Och just vid klimatarbetet sa har vi
lyckats halvera vart utslapp i Stockholm per capita, men for att komma
vidare sd maste vi ha nya smarta losningar som involverar dom bo-
ende, eller folks resor, med liksom, tank och sa inte bara tekniska at-
garder, dom tekniska atgarderna ar lagt hangande frukt. Fjarrvarmen,
och konverteringen av den, for att gora det sa tittar vi pa hur vi kan
jobba mer med den har typen av atgarder, och da dok det upp den héar
utlysningen av smarta stader, smart cities and communities, Horizon
2020. Da satt jag ihop en ansoka efter att ha haft auditions med ett 20-
tal stader, bolag, dessutom, kommunala bostadsbolag och sé vidare. Da
fick vi ihop ett konsortium dar 2014 fick vi ihop det sista pa varen och
till hosten fick jag en hint om att vi var utvalde och sen sa startade pro-
jektet forsta januari 2015. Det heter GrowSmarter, sa det ar mest sa jag

# | Speaker Code
1 |G Till att borja da, undrar jag vilka aktioner som &r tagna och om det

finns ett tillrackligt fokus pa just cybersékerhet i smart initiativ, smarta

stader initiativ?
2 |1 Da ska jag borja med att beratta min bakgrund kanske, min bakgrund
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arbetar med smarta stader och inte sa mycket kring cyber eller IT-sé-
kerhet. Da borde ni prata med var IT avdelning istéllet egentligen.
Men utifran mitt perspektiv sa ar det ett projekt dar vi arbetar med be-
teendepaverkan och darfor sa samlar vi ganska mycket data kring an-
vandare. For att gora det, sa maste vi ocksa ha deras medgivande, sar-
skilt med GDPR som kommer har snart sa maste vi hantera det pa ett
helt annat satt &n vad vi har gjort forut. Och vi hade till exempel en at-
géard som har handlat om att ta mobiltelefon information, hur manni-
skor akte i bilar och sa vidare for att bygga nya trafikplaneringsmo-
deller, det &r ett samarbete mellan telekomoperatérerna och IBM och
trafikkontoret i Stockholm. Det fick vi dverge det eftersom att teleko-
moperatOrerna inte var beredda langre, dom hade GDPR och hantera
vilket blev problematiskt for dem. Sa da fick vi istallet anvanda en 16s-
ning som anvande sensorer, och da mer inriktad pa gang och cykel som
har fokuserat pa vissa omraden, som slakthusomradet och Globen vid
stora events och samtidigt kartlagga dessa resor. Det har daremot gatt
att 16sa utan identifiering. Sen har vi ocksa forsokt att paverka ett bete-
ende om hur man kallsorterar sitt avfall och lagger det i olikfargade pa-
sar och slanger det, da har vi gjort sa vi kan se vilka hus som &r duktiga
pa att kéllsortera och ge olika typer av feedback tillbaka till brukarna,
nu har ni sparat sa har mycket trad, eller sahar mycket biogas har ni bi-
dragit till genom ett organiskt avfall. D&r har vi avidentifierade uppgif-
ter men som anda kartlaggs per trappuppgang. Sa att den typen av upp-
gifter maste vi hela tiden hantera och se till att de hanteras pa ett kor-

rekt satt.
3 | Ja det ar Klart.
4 |1 Sen ser vi till att den typen av data som vi samlar in som kan tillgang-

liggoras, lagger vi ut i form av 6ppen data ocksa, inom projektet for att
gora mojligt for fler att kunna anvénda den datan,

Det samlar vi in. Dar har vi en lang tradition i Sverige av offentlighets-
principen att data ska vara offentlig &ven om den kanske inte alltid ar
sa lattillganglig eftersom det inte ar sa lattillgangligt.

5 |G Ja, men det &r ju bra!

6 |J Med tanke pa den tidigare forskningen som har bedrivits i detta om-
rade, sa handlar det mycket om personer i din roll, sa det ar darfor vi
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vill fraga just dig. Sa jag tror det kommer bli véldigt bra. Sa vi tankte
borja med en mer generell fraga, och da undrar vi, utifran din erfaren-
het av smarta stader och smarta stader initiativ, tycker du att det finns
ett tillrackligt fokus och aktioner tagna for cyberséakerhet?

7 Ja, men det tycker jag.

8 Har du nagot exempel pa nagot tidigare projekt dar ni kanner att det
fanns tillrackligt fokus sa att saga?

9 Ja, men vi har hela tiden fraga angdende informationssakerhet, det
handlar hela tiden ocksa om, ibland individrelaterad information och vi
tar hela tiden hansyn till att inte slappa ut sant som kan hota den per-
sonliga integriteten sa det har vi hela tiden i all var verksamhet, det har
inte bara med smarta stader att géra utan det har att gora med hur vi
hanterar information inom en myndighet som vi ér.

10 Ja, intressant, det var mer en allman fraga.

11 Da fick du ett allmant svar ocksa.

12 Hehe, da kommer vi in pa nésta kategori, eller det kanske inte &r sa
viktigt, men vilka risker ser du med smarta stader initiativ?

13 For det forsta sa ar det valdigt svart att saga generellt, det beror helt pd
hur man definiera smarta stader och det, det verkar ju ingen riktigt
kunna gora. En smart stad verkar kunna vara allt som ar lite béattre &n
nagot.

14 Precis, det ar det vi har uppfattat ocksa, det &r ett brett begrepp som

manga forsoker definiera.
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15

Ja, det dr nastan som vardeord nastan, tidigare var det hallbarhet, hall-
bara stader som gallde och nu har det blivit smarta stdder. Men, en del
inom IT-branschen, jag aker till massa massor och seminarier dar jag
blir inbjuden att prata om smarta stader och da ar det ofta, 95% av dom
som ar dar ar fran 1T-sektorn for att salja I6sningar, och sen &r 5% av
dom som kommer dit fran stader som kommer dit lite storogt och tittar
och forstar ingenting, och egentligen skulle man behéva vanda pa det.
Det skulle behdva vara nagra fran staderna som beréattar vad dom har
for behov och att IT-sidan lyssnar och tar fram I6sningar som kan till-
godose de behoven som staderna har. Sa att, sa att, manga som kopplar
ihop smarta stdder med ICT men det behdver ju inte vara det heller
egentligen. Om man tittar pa ICT sa finns det massor med bade risker
och mojligheter med den data som hanteras, det finns risker att det ska
komma ut sadant som ror individerna och dar ar ju, det kan man ju se i
just GrowSmarter projekten sa & man i Tyskland livradda for smart el-
matare. Det har inte gatt att fa genom den lagstiftningen trots att EU
har tagit beslut om att det ska vara infort, men det har dom inte fatt ige-
nom eftersom att da skulle nagon teoretiskt kunna se att just den kval-
len har jag forbrukat lite mer el och da kanske jag var hemma trots att
jag sa att jag var ndgon annanstans, da blir jag avsljad. Sa Tyskland &r
livradda for det medan nu vi i Sverige tycker, vad skont, da slipper vi
ga och lasa av matare och fylla i den dar lappen och skicka in. Samti-
digt, i Tyskland &r det inte samma debatt om nagon skriver pa Fa-
cebook eller om man handlar i nagon affar med kort som registrerar
vad man konsumerar sa att dom kan fa mer erbjudande hela tiden uti-
fran det. Ja, det finns, det finns en véldig ojamn syn pa den har saker-
heten och vad man uppfattar som sdkerhet. Folk verkar vara mer radda
for att samhéllet ska kartlagga &n for att privata aktorer ska kartlagga
en, verkar det som, utifran vad jag har sett, i min erfarenhet.

16

Kanner du att det finns en hotbild mot smarta initiativ?

17

Det ena ar det har med personlig integritet, dar kan det finnas en viss
hotbild, men jag uppfattar att folk generellt &r valdigt ojamna i riskbild
av det som jag tidigare sa, valdigt mycket kartlaggs om hur man beter
sig nar man handlar pa internet redan, sa det som offentliga kartlagger
ar ratt lite egentligen i jamforelse med det. Den andra sékerheten &r att
man far bortfall av information, att, backup system och sant dar funge-
rar inte riktigt. Det tror jag kan vara nastan ett storre sdkerhetsproblem.
Ett tredje ar att man har systematiska fel i data som man samlar in sa
att informationen blir av 1ag kvalité. Det maste man alltid ocksa jobba
med det. Det ar egentligen ingen skillnad pa nu och tidigare, det ar helt
enkelt bara att vi samla in mer data nu for det &r lattare att samla in och

K&A-RA
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det ar ocksa lattare att lagga in kontroller. Det finns bade problem och
mojligheter.

18

Okej, vad bra! Sen tankte jag sdga att, har ni nagon sakerhetsstandard
som ni foljer nar det galler informationssakerhet eller cybersakerhet?

19

Det har vi sékert inom staden rent allmant, men det far ju, det far av-
delningen for digital utveckling svara for. Inom projektet GrowSmarter
sa har vi en data management plan, hur vi hanterar var data, hur vi lag-
rar den, tillgang, vilka uppgifter som é&r tillgangliga och pa vilket satt
och sd, sa inom projektet sa har vi en data hanteringsplan.

O-BA

20

Sa ni har alltsa lite mer generella dvergripande strategier nar det kom-
mer till hantering av cybersédkerhet?

21

Det kan man saga.

22

Vid inférandet av smarta initiativ, det kan egentligen betyda vilka pro-
jekt som helst egentligen, gér ni nagon typ av riskanalyser da eller?

23

Ja det gor vi, men analysen kan blanda in andra saker ocksa, i sana har
projekt har man massa risk analyser om vad som kan ga fel i projektet,
och det har inte bara med datasakerhet att géra utan det, det ar mer att
forseningar i projektet och hur paverkar det ekonomin och hanteringen
av projektet och sa vidare, det & mer sadana risker.

24

Men 6verlag, finns det manga kategorier som behandlar da t ex saker-
hetsrisker ocksa nar det kommer till cybersakerhet i den hér riskana-
lysen?

25

Det finns val enstaka som géller informationssékerhet men mer handlar
om ekonomiska risker kring projektets eventuella férseningar eller
kostnader som kan uppsta eller sa.

K&A-NC

F-Cl

_ 75—




Cyber Security in Smart Cities — Not a primary concern

Jansater and Olsson

26

Nar du tanker pa interoperabilitet mellan olika smarta sakerna ska
kommunicera med varandra och de olika aktérerna inblandade ser du
nagra sakerhetsrisker eller brister i det?

27

Det &r en svar fraga, for det forsta sa pratas det mycket om interopera-
bilitet dar man tror att allt ska kommunicera med allt, och sa &r det inte
riktigt, det & mer nagon slags drom som tekniker har, ta en san sak
som smarta lyktstolpar med LED och sensorer som ar dimmade nar det
inte &r ndgon dar men tant till full belysning nar det kommer nagon.
Dér finns det tydligen fyra olika typer av mjukvarusystem som séljs,
jag ar inte sdker pa att dom ar helt interoperabla med varandra men,
men i samband med att man goér mer och mer upphandlingar i det of-
fentliga sa kommer det krava att dom kan samverka, sa att man inte
blir inbunden till en leverantor. Det ar ett exempel. Den smarta lykt-
stolpen sen, det samverkar inte med det smarta hemmet eller vad som
helst annars, utan den ar sin egna lilla del och dar fanns det fyra olika
mjukvaror och leverantérer, i smarta hem finns det kanske tio olika le-
verantorer och sa vidare. Sa att, jag tror inte att, det finns dom som
tycker att man ska gora nagon typ av gemensamt system och satta sig
vid ett skrivbord och ténka ut ett gemensamt system for allting, det
kommer jag inte kommer komma. Det dr som att sdga att allting ska
standardiseras till en standard, en standard for allt, och sa enkelt &r inte
varlden. Jag tror att man kommer narma sig mer standarder for olika
produkter bade nar det galler mjukvara och hardvara i med att mark-
naden efterfragar det. Vi kan ta ett annat exempel, mobiltelefoner och
deras laddare, nu har vi i alla fall USB som &r stromstyrkan men det &r
inte sa att dom har samma ladduttag sa att saga, dom &r likadana, men
det &r samma stromstyrka, och det tog 20 ar eller nagot sant sa att. Man
ska inte 6verdriva tron om att allt det dar gar att 16sa i ett nafs men
upphandlingar kommer driva det och konsumentmakt kommer driva
utvecklingen mot mer interoperabilitet.

K&A-K
K&A-NC

OS-C

28

Om man kommer dit, skulle det finns nagra risker da?

29

Det finns kanske en risk att man faller till ro och inte utvecklar lika
mycket som om det finns konkurrenter, om det bara hade funnits
Microsoft och inte Apple sa kanske PC hade stagnerat mer medan Ap-
ple har nu drivit pa, Windows 10 ligger mer likt iOS som operativsy-
stem det ar val en san utveckling, dar det, om det finns tva stycken som
konkurrerar med varandra. Sa jag tror att det &r bra, jag tror det &r bra

K&A-K
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kanske med nagra konkurrerande till och med, men garna att dom ar
interoperabla.

30

Jag tanker pa, den har IT-avdelningen som du namnde, att det var de
som holl pa med just sakerhet och liknande, brukar de tas med i de har
smarta initiativen, brukar dom vara gemensamma beslutstagare?

31

Jag kan séga, inte direkt i projekten det ar de séllan, daremot &r de med
nar staden bestammer sig for olika plattformar. Vi haller pa att inféra
en gemensam IT-plattform nu, vi har haft Volvo som blev HCLIT som
har driftat 60000 datorer i staden och hela systemen kring det och nu
har det gjorts en ny upphandling med en ny leverantdr och nar man gor
sana plattformar, system for hela staden, da ar dom garanterat med. Sa
det ar mer pa den nivan, och med ekonomisystem och personalhante-
ringssystem och gemensamma system i hela staden, dar &r man med.
Men i enstaka projekt sa finns inte digital utveckling med, utan kanske
som observatorer ibland, vi kanske fa fragor om nagot som vi undrar
éver och sa.

O-BA

O-OA

32

Vid, ndr man tilltdnker dessa smart sakerhetsprojekten, brukar cybersa-
kerhet fa plats och diskuteras vid, nar det kommer till strategi?

35

Nar vi skrev ansokan sa tog vi upp vissa informationssakerhet och sen
ocksa viéldigt manga andra risker sa det finns ett avsnitt som risker nar
vi skrev ansokan ocksa med de kontrakt som vi har med EU-kommiss-
ionen. Varije projekt som har sokt fran EU har ju behovt beskriva det
men inte sen varje, vi har typ ett femtiotal measures inom varje projekt
och dar beskrivs vart en av dem dr. Mer pa en aggregerad niva.

36

S4, finns det ndgon typ av sahar, cyber sékerhetspolicys eller projekt
for att skapa medvetenhet och sa for anstéllda inom organisationen, sa
man lar ut vilka risker som finns och sa vidare?

37

For att 6ka medvetenheten i organisationen.
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38

Om vi tar, uppgifter om personuppgifter sa har hela organisationen ge-

nomgatt en enorm inventering nar det géller allt med GDPR, vi har in-

venterat alla processer och alla uppgifter som anvands dar. Sa dar ar ett
valdigt omfattande arbete som pagar nu.

39

Hur ar det nar det kommer till da ett sakert arbetssatt?

40

Det beror pa vad man menar med sakert arbetssatt, jag skulle saga att
vi jobbar mycket mer med att kvalitetssakra vara arbetsprocesser och
vilken information som anvands dar. Ibland skulle vi ocksa behdva
lagga lite mer tid pa att effektivisera vara processer, det vill sdga att
man maste gora en avvagning mellan kvalite och kostnad. Hittills har
vi varit valdigt duktiga pa att hoja kvaliteten.

41

Da kommer vi in lite pa nasta segment har och det handlar om, om ni
budgetar for cybersékerhet i dessa projekten?

42

Inte mer &n vad jag har beskrivit hittills. Att informationssakerheten
finns med som en del, men det finns véldigt manga andra risker som vi
betraktar som storre och mer omfattande. | sana har projekt sa far vi 25
miljoner euro, det vill sdga en kvarts miljard for projektet och da galler
det att vi ser till att projektet gar smidigt och kommer fram, sa vi far ut
den finansieringen ocksa som ar tankt, sa det ar en ratt sa stor ekono-
misk risk som vi tar ocksa med sana har projekt. Det ar valdigt viktigt
att hantera tidsplaner och komma férbi eventuella forseningar och sa.

A&K-NC

F-Cl

43

Sa det ar mer fokus pa funktionaliteten och att inféra dessa?

44

Ja det skulle jag saga, det ar ett fokus pa funktionalitet.

45

Sa dr kostnad en faktor nar man tanker pa cybersékerhet i sana har ini-
tiativ?

46

Var kostnad for cybersakerhet?
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47 Ja precis, ar kostnad ett problem eller en faktor?
48 Ja, kostnad ar en faktor till allting, bade for cybersakerhet och kvalité
och dvrigt, s man maste hela tiden vaga mot kostnad, det ar darfor vi
ibland skulle behdva titta mer pa kostnad och funktionaliteten bara for
att hoja kvaliteten hela tiden.
49 Har det funnits tillfallen dar det har blivit prioriterat, dar det har blivit
bortprioriterat med just cybersakerhet for att infora funktionalitet?
50 Nej det skulle jag nog inte saga heller riktigt. Men jag kommer i alla A&K-NC
fall inte pa nagot tillfalle dar vi verkligen behdvde gora en sadan av-
vagning. P& andra sidan sa pa vara riskanalyser sa har inte cyberséker-
het av allt varit det som har kommit hogst.
51 Sa anser du att tillrackligt mycket pengar spenderas pa informationssa-
kerhet/cybersékerhet i dessa projekten?
52 Ja, det tycker jag. Ar en svar frdga men jag tycker 4nda att vi har gjort
en bra avvéagning mellan dessa delarna.
53 Det ar ocksa en lite knolig fraga, men ungefar hur mycket pengar laggs
i procent pa ren cybersékerhet?
54 Ja, det ar svart men under 5% i alla fall. F-Cl
55 Du namnde tidigare Tieto och andra leverantorer pa sa satt, sa tankte vi

fraga, hur mycket fortroende har du for dessa leverantorer i just smarta
stader projekt?
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56 | I Hur stort fortroende jag har for dom leverantérerna som vi nyttjar?

57 | G Ja nér det kommer till deras cybersakerhet och informationssékerhet?
58 |1 Ja, da skulle jag séga 4 pa en femgradig skala.

5 (G Sen ténker jag mig att det &r en hel del, offentliga uppkop, men jag tén-

ker finns det i dessa avtal och liknande med era leverantorer, finns det
klausuler som berdr just cybersakerhet eller informationssékerhet?

60 | I Dom som ar med i projektet ar bundna till avtalet med EU-kommiss-
ionen, dar ar det 172 sidor och tio punkter, det ar ratt sa omfattande
och dar finns det riskanalyser géllande data och personuppgifts saker-
het intaget i den texten. Sa alla parter ar bundna av det. Till det finns
det ocksa konsortialavtal som reglerar risker och sa vidare, men éven
andra risker som intellektuell property rights, vad heter det pa svenska?
Patentrattigheter, material ratt och, och det &r har da varit stora diskuss-
ioner kring det, for nagra trodde kanske att dom skulle uppfinna en
massa inom projektet och hur skulle dom uppfinningarna kunna hante-
ras, utan att projektet egentligen ar inriktat pa att uppfinna nagot nytt
utan det var kanske mer att anvanda nya tekniker, sa det tycker jag var
lite Gverdrivet. Sa att, vi har avtal som reglerar det har ganska val och
mycket annat.

61 |J Och det utgdr mycket da ifran vilka krav som EU eller de som finansi-
erar stéller?

62 | I Ja precis, de staller krav pa hela ansokan i en kontraktsbilaga.

63 |G Ar det ocksa lite kopplat till det som du beréttade innan, att det finns
ett stort fokus pa funktionaliteten?
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64

| dessa avtal sa ar det valdigt viktigt att saga att, att dom risker som vi
ser ar valdigt mycket annat an cybersakerheten. Det ar ocksa beskrivet
i de riskanalyser som finns i avtalet.

K&A-NC
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Appendix 3 — Interview 4

Sex: Male
Age: 40+

Alias: C

Date and Time: 2018-05-04, 13:00

Type of interview: Telephone interview

Duration: 35:45

C: Interviewee 4

G: Gustav Jansater

J: Joel Olsson

# | Speaker

Code

1 |C

Vi har ju staden, eller i Stockholm trycker vi da pa medborgarfokus,
och foretagsfokus, sa att det ska var nagot som gagnar deras nytta. Sa
att det inte fokuseras pa infrastruktur, eller framkomlighet for trafik sa
att vi forsoker bjuda pa - vi ska se skillnader for manniskorna.

Intressant.

Ja men det ar alltid roligt att se hur alla ser pa det olika. Men vi har lite
fragor da som vi har som vi tankte kora igenom. Sa forsta fragan ér,

upplever du att inom s& har smart city initiativ i din, i Stockholms stad
- att det finns tillrackligt fokus och aktioner tagna kring cybersakerhet?

Om vi sédger sa har, vi ar i en linda. Strategin for Stockholm for en
smart och uppkopplad stad togs 2017 i april. Sa vi har ju egentligen,
sen strategin antogs i kommunfullmaktige, sa bérjade vi att implemen-
tera det har programmet forsta november. Sa vi har ju inte jobbat sa
riktigt lange, men alltsa kopplat till vart program sa har vi ju ocksa en
aktion med informationssakerhetskompetens. Det vi pratar om &r ju att

Ol
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det redan att ta fram en projektplan foér de olika projekten, att vi har
med oss sakerhetsfragorna inte bara informationssakerhet utan éven
andra sakerhetsfragor i arbetet. Men arbetet dar ar det lilla, vi har ju
inte kommit sa mycket langre i det har programmet.

5 |G Ah ok, intressant. Och lite sa har, nar man kommer till smarta city ini-
tiativ da da, ser du nagra potentiella risker nar det kommer till cybersa-
kerhet eller informationssakerhet, personligen?

6 |C Nej, det ar integritetsfragan, minst sagt. Dar, om vi sager sa har, i dags-
laget sa har vi fem projekt kopplat till varandra, och alla handlar om
just plattformstanket. En plattform som ska vara nagot vi bygger vara
tjanster gentemot. Och utifran den plattformen sa far vi da data, som vi
ska anvanda for andra beslut eller for kollektiva beslut eller for poli-
tiska beslut. Och i dagslaget har vi tre stycken projekt som, hur liksom
verksamhetsprojekt - det handlar om smarta Ias, det handlar om smart
belysning och den tredje om trafikstyrning. Om vi da kollar integritet
sa kanske da det har smarta las som &r, det blir mest intressant ur det
perspektivet. Alltsa, hur hanterar vi sakerhet eller den integriteten for
den personen som bor pa det stallet dar vi gar in eller som kan behdva
stod och da pratar jag hemtjansten eller nagot som vill anvanda sig av
smarta las. Nar det galler smart belysning och smart trafikstyrning sa ar
det som sa att att, jag vet inte riktigt i dagslaget vilka typer av sensorer
som det ar vi kommer anvanda oss av i de har tjansterna. Ar det kame-
rasensorer som vi behdver, da har vi alltid det perspektivet som - det ar
inget nytt. Det har ju funnits under manga ar. Och sen, sen tror jag att -
vad ar det for fragor som dyker upp och kan de registrera, pa vilket sétt
hanterar vi den information vi far? Och det héar &r ju nagonting som
diskuteras hela tiden i vara olika projekt. Alltsd man kan ju i vissa fall
registrera information pa individniva - det vill vi ju inte lyfta upp som
Oppen data utan da ar det snarare - kan vi lyfta upp information pa kol-
lektiv nivad? Som andra kan anvanda sig av. Vi har hela tiden en dis-
kussion om det har, just i vara arbetsprocesser. Hur vi hanterar saker-
hetsfragor.

7 |G Aha ok. Men du kanner inte att det finns nagon slags hotbild nar det
kommer till smarta initiativ, eller?

8 |C Nej, det gor jag inte just nu. Sen sa forsoker vi ocksa hantera lite, vad | K&A-RA
ar det for saker och ting som kommer att uppsta i den har - under den
hér resan? FOr att vart satt, for att veta att vi gor ratt sa har vi ocksa, el-
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ler vi haller pa att etablera ett etikrad, som kommer besta av represen-
tanter fran olika delar i staden. Dar vi da kan, nar vi borjar fundera runt
om det och om det ar sa att vi da kanner osakerhet eller bara vill lyfta
upp hur vi ska arbeta sa tar vi upp det i etikradet sa att de kan komma
med en kombination av hur vi bor ga vidare. Vill man stalla det gente-
mot att man, bara for att det ar juridiskt ratt sa behdéver det inte vara
etiskt réatt.

9 Nej precis.

10 Ja. FInns det nagra sana sakerhetsstandarder som ni foljer? | sana pro-
jekt?

11 Det finns det sakert, men det ar inte ndgot som jag kanner till. Alltsa, K&A-K
jag ar relativt ny i det hér projektet. Men vi har ju sakert, eller vi har ju
personer som har informationssékerhetskompetens som finns med i,
hela tiden. Och det tror jag sékrar, att vi har den personen med redan
fran borjan av projekten sdkerstaller att vi &r pa ratt vag.

12 Aha, verkligen. Och da da, foljer ni da nagra mer dvergripande saker-
hets - alltsa, strategier eller?

13 Det finns ju rutiner i Stockholms stad som vi maste félja.

14 Ah ok.

15 Och den &r ju intressant, den dar - om du lyfter den sa finns det regler

om hur man ska forhalla sig. Men det finns ju ocksa den nya tekniken
satter ju en del av dessa regler pa spel. Att man maste folja, hur ar lag-
stiftningen - behover lagstiftningen forandras pa nagot satt? Jag har ju
inget sant sakert perspektiv men det jag har lart mig for nagonting sa
finns det ndgot som heter konsumtionsratt nar det galler el till lyktstol-
par. Sa att da den har lyktstolpen med belysning, den far bara, sa finns
det regler for att i den lyktstolpen far det bar afinnas el till sjalva belys-
ningen. Nu kanske du ser att, tdnk om vi nu sétter upp en lyktstolpe
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som har ett antal sensorer pa sig som kan registrera att, ja, morkrets in-
brott, eller sadar sa att den kan dimra ned eller om det kommer nagon
som passerar. Da behover ju de sensorerna styras av el och da far de ta
det fran den elen som ska till belysningen. Och det &r ju sana har saker
som kan stéllas pa sin spets nu. Just den har konsumtionsratten tror jag
ar fran, ska inte sdga nagot exakt, men det ar nastan hundra ar tillbaks i
tiden va. Det finns saker och ting som, ja, kommer fa séttas pa sin spets
nar ny teknik ska appliceras.

16

Ja, sd - genomfor ni nagon typ av riskanalys nar ni gér sadana héar pro-
jekt.

17

Ja, det gor vi. Vi kommer genomfora riskanalyser flera ganger under
projektet och hela tiden ténka pa, det ar ju en del man gor i informat-
ionssakerhetsarbetet och jag tror att vi pratar om att gora varje delpro-
jekt kommer vi gora tre riskanalyser pa, pa informationssékerhet.
Alltsa, inledningen av ett projekt, upphandling - vid upphandling da
och sen aven vid inférandet.

18

Nar man tanker pa sa, interoperabilitet mellan olika , ja vad heter det,
devices, system och aktorer - ser du nagra sakerhetsbrister dar, eller
eventuella problem?

19

Ja, det som vi ser, alltsd i Stockholms stad sa har vi ju ett antal system
som har valdigt mycket information om individer. Och déar &r det vik-
tigt att den informationen &r pa ratt stalle. Den ska ju inte lamnas ut, pa
individniva. Sen kanske det finns tillfallen da vi kan anvanda den pa
nagon aggregerad niva. Alltsa, vi har ju information om hur manga an-
stallda det finns i staden, vilka yrkesgrupper som finns.

20

Sa att da, da hoppar vi nastan in eller dver nasta.

21

Vi kan stélla den and4, for formularets skull.

22

Ja, men, ni hade alltsa en i projektgruppen som da jobbade med speci-
fika cybersakerhetsfragor da da?
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23

Ja, det beror pa vad du menar med cybersakerhet, for det ar ganska vitt
begrepp. Men informationssakerhet, ja dar har vi en person. Sen cyber-
sakerhet, det &r mer hur vi liksom sékrar vara system gentemot hack-
ning och sana saker. Och det ar, nu spekulerar jag lite, men jag antar att
det &r nagot sant vi behdver upphandla néar vi képer plattformar. Vi ko-
per drift av plattformar, det ar inte sant som vi jobbar - eller det ar inte
sant som vi gor i Stockholms stad, utan vi képer de fran de leverantd-
rer, eller att de ska leverera de systemen.

OS-C

OS-T

24

Men, sa cyberséakerhet ar alltsa en, eller informationssékerhet ocksa da
da, &r ett prioriterat fokus da da, nar ni diskuterar?

25

Det &r jatteviktigt, vi har alltsa blivit utsedda for attacker hela tiden och
dar behover vi ha véldigt bra leverantérer som kan det. Och dér har vi
ganska stor fordel av att var en storstad, som kan trycka pa de har
aspekterna i hogre grad &n vad manga andra mindre kommuner kan.
Gissar jag, ja.

26

Men det &r alltsa, ar det inkluderat i verksamhets, i ert verksamhetsom-
rade ocksa da att cybersédkerhet alternativt informationssakerhet?

27

Ja det ar ju en viktig del att upphandla, va. Vi jobbar ju inte s& mycket
med egna system, utan vi koper ju de flesta sakerna utifran och da be-
hover vi ha kompetens fér vad det ar vad vi ska ha for ndgot system. Vi
maste veta hur vi ska upphandla, att vi har en ratt upphandlingskompe-
tens, nar det galler cybersékerhet till exempel, sa att - det ar en viktig
aspekt for oss.

28

Har ni nagon typ av cybersakerhets- eller informationssékerhetspolicy
eller projekt for att skapa medvetenhet hos anstéllda, med traning och
liknande? Inom organisationen.

29

Ja det har vi ju. Sen vet jag inte hur bra det &r. Visst finns det ménni-
skor som inte foljer vara riktlinjer i en stor organisation, vi har 70000
anstallda och vi kan vél sdga att, &ven om svenskarna i hég grad &r

O-P
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kompetenta sa har vi ju sett hur manniskor anvander sig utav e-post sy-
stem som inte ar godkanda eller anvander, ja, hanterar saker pa och
ting pa kanske inte pa det absolut sakraste sattet. Med sina USB-sticker
och sadana saker. Det kanske inte kanns som jattestora risker men det
finns ju dér helt enkelt.

30

Budgeterar ni nagot specifikt for cybersakerhet i smarta projekt da?

31

Nej, det ingar ju som en sjéalvklar del, va. Om man séager sa har, ett
smart projekt bestar av véldigt manga delar - vi har ju en infrastruktur
del déar vi pratar om plattformar och dar har, man upphandlar en séker
plattform. Vi kommer ha ett styrsystem som styr de har smarta lasen
och da behdver vi upphandla ett styrsystem som har hog sékerhet. Sen
kanske vi upphandlar ett verksamhetssystem som ska tala om for dem
vilka det dr till som, som ska jobba med de hér personerna och behdver
komma hem till dem vissa tider. For att kunna 6ppna de héar lasen, de
behdver ocksa ha, da behdver vi ha ett verksamhetssystem som har en
hog sakerhet som inte kan hackas. Sa att det, vi lagger pengar pa cyber-
sakerhet - det ar en sjalvklar sak som ingar i alla olika delar som vi
jobbar med.

OS-C

F-NB

32

Intressant. Men sa da ar det ingen riktig faktor, i sa fall, kanske - kost-
nad ar da ingen faktor for just cybersékerhet, da eller?

33

Det finns séakert sana siffror men jag, det ar ingenting som jag kan saga
direkt pa rak arm att sa har mycket kostar det eller sa. Ja, det kostar och
vi tanker pa det i vara upphandlingar.

34

Kanner du personligen att det ar tillrackligt mycket som spenderas pa,
for att sdkra system och enheter och liknande?

35

Jag kan vél saga att det &r inte sa himla ofta vi blir utsatta for - det han-
der ju titt som tatt att det blir nagon san hér cyberattack som far vara
system att ga ner. Men, kan det vara en gang per halvar? Det ar som
sagt olika organisationer utsatta for. Och sen &r det val som alla verk-
samhetssystem, man behdver uppdatera de hela tiden - for sakerhet och
sa. Var det Twitter senast, igar va?
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36 |G Ja, det var igar ja.

37 |1 Sa du anser da att det spenderas tillrackligt mycket pengar for de pro-
blem ni har da pa cybersékerhet?

38 | C Ja, det tror jag.

39 |J Man far gissa lite saklart, men hur stor procent anser du spenderas pa
cybersékerhet i sdna har projekt?

40 | C Jag har ingen aning. Det skulle bli fel om jag séger en siffra.
41 | Ja, det saklart. Den ar lite klurig.
42 | G Men, som vi snackade om innan, just att ni har manga leverantérer och

kontraktorer dar ni, ja, far tjansterna inkdpta da da, hur mycket fortro-
ende sétter du pa era leverantorer och kontraktorer?

43 | C Ja, det dar ar en jattebra fraga, for att vi har ju - manga stora leveranto-
rer, de har man ju kontinuerlig leverantérsdialog med. Och den brukar
ju vara valdigt bra. Alltsa det, de som far leverera till Stockholms stad
det ar oftast stora foretag som ser en, ja, de &r stolta dver att leverera
till Stockholms stad - det 4r en stor... Man tjadnar sina pengar pa Stock-
holm. Och da behdver man ha en bra dialog. Man vill vara en god leve-
rantor for Stockholm ocksa. Svarare &r det, vi har kanske ocksa mindre
leverantdrer ocks. Det ar en stor stad som behdver manga olika tjanster
och mindre féretag som har svart att kanske matcha de krav som stlls.
Jag skulle kunna tanka mig att det var svarare for att driva igenom for-
andringar i de system och da kanske det inte &r just nagon viktig in-
formation som finns i dem systemen.
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44 | G Men du kénner att det finns en tillrécklig tilltro for leverantdrerna nar
det galler da just cybersékerhet?

45 | C Ja det vill jag nog pasta att vi har goda samarbeten med de leverantorer
vi har.
46 | G Ok. Perfekt. Och du namnde da de hér, vid de hr uppképen da, som

sagt, offentliga uppkdp och liknande, de hér avtalen och kontrakten
som skrivs med leverantdren - finns dar klausuler som just har bero-
ringspunkter med informationssakerhet alternativt cybersékerhet?

47 | C Jag forutsatter det. Jag har inte varit med i ndgon upphandling utav na-
gon stérre, men visst maste systemen vara sakra, jag har varit med i ar-
betet med att upphandla en plattform foér hela skolan som innehar alla
elevinformation och dér har det varit oerhort viktigt att den informat-
ionen som finns, bade de av elever som, sa att saga vanliga elever och
de elever som &r skyddade identiteter, de ar oerhort viktiga att de, att
systemen ar sdkra for alla individer. Sa att det finns sjalvklart med.

48 |1 Har du nagot mer att tillagga pa nagon fraga, eller ndgot som du kéanner
att man har missat kring detta. Generellt.

49 | C Nej, men jag tror alltsa - alla &r ganska medvetna om sékerhetsfragorna
och informationssakerhetsfragorna i de upphandlingar och det arbete
som genomforts. Dar har vi arbetat ganska centralt med hog kompetens
sa att vi prioriterar de fragorna. Jag tycker ibland att tekniken gar val-
digt fort det géller att hela tiden vara pa topp och hanga med dar.

50 |G Men &r det nagot initiativ som har tagits fran en lite hogre instans, att
det just ska bedrivas ett arbetande just i hela organisationen for ett
hogre, en hogre cybersakerhet eller eller informationssakerhet?

51 | C Ja just nu pagar det intensivt arbete med just GDPR som &r egentligen
en del av det har arbetet ocksa. For att sékerstélla att man bade arbetar
med den personliga kompetensen i var organisation, att vi gor ratt. Sa
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att vi hanterar fragor pa ratt satt. Tekniken i all &ra, men om inte man-
niskorna som anvander tekniken forstar vilken, vad som kan stalla till
med, sa ar ju det, det &r ju en lika stor riskfaktor da. Det kan man nog
ta med har, att vi behover ha - vi kan inte forlita oss alltid pa tekniken,
utan ocksa se vad man kan - vad kan varje individ stélla till med om
man gor fel.
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Appendix 4 — Interview 5

Sex: Male
Age: 40+

Alias: O

Date and Time: 2018-05-04, 10:05

Type of interview: Telephone interview

Duration: 44:13

O: Interviewee 5

G: Gustav Jansater

J: Joel Olsson

# | Speaker

Code

Ja, finns tillrackligt mycket fokus pa just cybersakerhet i just de har
smarta initiativen?

Ja, da ska vi se, om vi nu ska tanka vad vi kan gora, eller vad vi har
hér, som maste kunna klassas som smarta initiativ, ja, ar det sa har,
tanker ni direkt olika app funktioner och sadana saker eller d&ven andra
insatser dar produkter eller annat till anstéllda dar IT sidan kommer in?

Ja, det ar val lite mer generellt - i Lund har de till exempel nagot ini-
tiativ med att inféra smarta papperskorgar bland annat och de har ju
WiFi och sensorer.

Ja, vi ska se har, dér, vi kan val siga som sa har, pa den sidan dér jag
jobbar vilket ar hallbart resande, dér har vi val inte sa har, fran kommu-
nens sida har vi inte sa mycket sadana hér insatser, vi har nagra pa
gang - i alla fall sa har vi en app som &r under utveckling for att, ja,
locka folk att cykla mer eller pendla mer pa ett hallbart sétt och sa dar.
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Men den &ar under utveckling, den skulle ha varit klar har for ett tag se-
dan men tyvarr da, det har varit lite produktionsproblem med den. Sa
att den ar inte sjosatt sa dar kan jag inte saga sa mycket om den, &n sa
lange. Vi har ocksa under diskussion har att vi ska, att vi ska eventuellt
da fa in en app i var kommande resformsundersokning (?) - men den
gors nasta ar. Och da ska vi gora en kombination av vanlig pappersen-
két men sen dven fa in information da via en spridd app till kommunin-
vanarna och se vad det ger helt enkelt. Dar har vi inte heller kommit
nagon vart egentligen, sa dar kan jag inte heller saga sa mycket. Sen, ja
det &r ju fragan om, man kan inte séga att det handlar mycket om
smarta initiativ pa det sattet. IT sakerheten har vi jobbat upp ganska
mycket nar det galler vara formanscyklar och sadana saker som vi er-
bjuder vara anstéllda i kommunen da. Déar det, dar det liksom har blivit
ett okat behov av kryptering och sadana saker som kommit till och nu i
och med GDPR s4, sa har det blivit en ytterligare skarpning av hur det
har materialet ska éverlamnas och hur det ska hanteras och sa dar. Sa
att det &r en klar forandring verksamhetsmassigt. Daremot sa ar det
ingen funktion som anvands sa dagligen av kommuninvanare eller
kommunanstalld. Och, ja det ar ju inte heller nagon - vi har en pa-
gaende kampanj som vi har kort sen 2013, vilket &r en kampanj da som
heter “Inga onddiga bilresor” i den s& far kommuninvanare eller folk
som arbetar i kommunen de far ga in och ansdka om att da lana el-
cyklar pa veckobasis. Nej, men det &r ju da som sagt, kommuninvanare
kan ion och boka elcyklar pa veckobasis och dar ser vi till att, ja i sam-
band med att de tecknar det har, eller skriver upp sig for 1an av elcykel
att de godkanner att vi anvander deras uppgifter och sa. Sa att vi haller
ryggen fri, eller vad man da ska saga, sa att de ar medvetna om att de
maste stalla upp pa vissa kriterier. Men dar ar det heller ingen, sa att
saga, ingen funktion direkt annars i nagon app eller liknande som ska
leda till ett 6kat hallbart resande, utan har handlar det rent om att fa
folk att testa de har produkterna da da. Sa att, ja, dar kommer vi inte
riktigt in pa nagon sakerhetstyp att - vi gjorde en utvarderings, eller
vad ska man kalla det, en enkét som heter Shift dar Trivector som utfor
den har, om de gor den varje ar eller vartannat det vet jag inte, men hur
som helst, sa staller man upp, man skriver upp i den har enkéten som
kommun da, vad man gor pa olika satt for att fa till ett 6kat hallbart re-
sande. Och dar kommer fragor om, da kom det har med smarta 16s-
ningar och annat om hur vi jobbar med det pa olika satt. Tyvarr sa lig-
ger vi ganska lagt dar, jag tror att andra kommuner har kommit betyd-
ligt langre &n Jonkoping sa.

5 |G Jag tanker da, med den har appen da till exempel, da sparar den person-
lig information da som ni da anvénder.

6 |O Ja, du ténker den har cykel, eller vad ska man sé&ga, den har pendlings
appen. Ja den samlar information om nar du ska fardas pa ett visst satt
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eller nar du fardas pa ett visst satt och vilken fordonslag som géller.
Den ska forhoppningsvis kunna k&nna av vad det ska vara for hastig-
heter och stopp och annat och kéanna av ungefar vilken fardslag da. Hur
bra det har sen kommer funka, det vet jag inte. Det far vi se.

Men, trots att det &r, ja men jag tror att de projekten, eller det projektet
kan passa bra in pa det som vi ar ute efter, sa att vi kanske kan ha det
lite som en referensram da, jag tror &nda att det ska passa.

Ja, givet att man maste sékra just den information som finns lagrat pa
er sida.

Ja, dar sa, tyvarr dar far jag gora er besvikna. Som laget ser ut sa dar
det inte jag som jobbar med den appen. Nej, men det ar min kollega
som har hand om den appen och det &r han som har mest information
om just den, men han ar ledig idag och han &r inte har pa hela nasta
vecka, sa att - och ni &r i slutfasen av det har projektet, va? Eller hur
lag det till?

K&A-K

10

| och for sig, lite i slutfasen ar vi, men sen tycker jag inte det ar nagra
storre problem i och med att du har ju insikt i smarta stdder och vilka
initiativ som tas egentligen, generellt. Det ska inte vara nagra storre
problem.

11

Nej, det ar inte egentligen sa, det ar inte sa specifika fragor, utan det ar
mer generella fragor som kommer komma.

12

Ja, men vi kan ju testa sa kan vi se vad jag, om det ar nagot som jag
inte kan svara pa. Vi far ta det som det kommer.

13

Exakt.

14

Men ja, vad tror du - vilka potentiella risker ser du med smarta initiativ
nar det kommer till informationssakerhet eller cybersékerhet?
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15

Ja, det ar val den personliga integriteten val en, en stor bit att tanka pa
hur man kan skydda den pa olika vis. Det stélls vi redan for idag da i
och med GDPR. Nej, det &r nagon -. Det &r det riktigt stora biten. Att
vi helt enkelt inte bryter mot nagra lagar eller regler.

K&A-RA

16

Kénner du att det finns ndgon extern hotbild just, mot just smarta sta-
der?

17

Ja, om man later de smarta delarna vara mer styrande sa ar det ju klart
att kommer man at de systemen sa blir det ju mer kansligt. Just for var
del sa kanske inte riskerna ar sa stora, vi ar ju inte inblandade i den an,
det dar, det dar det ar s mycket drift det handlar om. Vi ser mer pa be-
teendeforandring och sadana saker, och dér, jag vet inte, om nagon
skulle mata in nagot i nagra appar eller liknande att folk ska ta bilen
istallet for att cykla, det &r inte riktigt vad vi vill, men det &r ju ingen
katastrof om nagon skulle gora det, kan man saga.

K&A-RA

18

Foljer ni nagra, alltsa, sakerhetsstandarder nar det kommer till inforan-
det av smart city initiativ?

19

Nej, det kan jag inte riktigt svara pa hur det ligger till. Det &r inte rik-
tigt mitt bord. Nej, just den biten &r inte riktigt mitt bord, dar har vi en
IT avdelning som far ta de beslut som behdver tas nar det galler, vad
ska man séga, de produkter som vi anvéander pa olika sétt och hur de
blir sakrade pa rétt vis.

K&A-K

O-OA

20

Har ni ndgon sa har, 6vergripande informationssékerhet eller cybersa-
kerhetsstrategi i Jonkoping?

21

Det skulle jag gissa pa i alla fall, jag trs inte svara pa rak arm. Var IT
avdelning &r ju, de brukar vara pa ta pa alla mojliga olika satt, och jag
skulle tippa pa att det finns nagot sadant dven har.

K&A-K

O-OA

22

S4, vi gar vidare tycker jag da. Gor ni nagon typ av riskanalys nar det
kommer till smarta projekt? Till exempel ni har ju lite pd gang som ni
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garna vill géra och sa, finns det nagon riskanalys som gors i samband
till det?

23

| sammanhanget, nej, det ar fragan om det gors. Nej, det tror jag nog vi
kan sdga att nar det kommer till den har appen sa har vi inte riktigt
gjort nagon riskanalys, det har vi nog inte.

K&A-RA

24

Nar man tanker pa, nar det kommer lite till framtiden sa att saga, just
manga olika smarta initiativ, och manga olika system kommer in i bil-
den - om man tanker da pa interoperabilitet, hade du sett nagra problem
eller risker med just storre integrering av olika system och projekt?

25

Ja, om man séger sa har - vi har haft lite, nar det galler till exempel
vara formanscyklar sa har vi haft en extern aktor inblandad och dar
hade vi behdvt ndgon form av integrering av vara system for att det
ska, leveransen av vara skyddade personuppgifter ska se pa ett sa sé-
kert satt som majligt. Sen &r jag inte ratt person att svara pa det, det har
blir ju en sakrare 6verlamning av personuppgifterna. Dar litar jag pa
var IT avdelning nar de sager att det ligger till pa det har sattet, sen vet
jag inte om det okar mojligheterna for externa aktorer att komma at
vara, vart material eller inte, men da ar jag inte ratt person for att svara
pa det.

K&A-K

O-0OA

26

Sa& du namnde da IT avdelningen, ar det da de som har hand om cyber-
sakerhet och liknande, alltsa sadana fragor?

27

Ja, det maste vara sa for oss. Jag skulle kunna tanka mig att det ligger
hos IT en hel del, mojligtvis nagot hos vara kommunikatcrer, informat-
ionsavdelningen eller vad man ska sdga pa kommunen. Men antagligen
sa ligger ju det mesta har hos IT sa.

O-OA

28

Jobbar de néra er i just smart initiativ?

29

Nej, det kan jag inte pastd, vi har dock inte kommit sa langt nar det
galler smarta initiativ men jag vet att det ar nagra saker, tekniska kon-
toret har till exempel har nagra papperskorgar som signalerar att dom

O-OA
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ar fulla, och vilken status som dom befinner sig i och sadar. Sen ar det
val lite andra saker som belysning och annat, dom blir smartare och
smartare kan man sdga, det galler sékert manga andra saker ocksa men
det &r inte, det ar inte sd mycket av det som jag pysslar med som har
varit smartare pa det sattet kan man saga. Det kommer det antagligen
och bli mer och mer av, men inte &n sa lange.

30

Ar cyberbersakerhet en prioriterad faktor nar det kommer till att disku-
tera nya projekt i smart stader?

31

Jag ser det som en prioriterad faktor, sen, sen som sagt, nér det géller
just smarta stader sa ar vi ju, vi har helt enkelt andra som arbetar i
kommunen mer rakt med det. Det finns ju ett och annat projekt, ut-
vecklingsomradet i staden, det hetaste utvecklingsomradet i staden just
nu &r Sodra Munksjon Utvecklings AB. Det ar det sédra Munksjons ut-
vecklingsomrade, och dar, det har &r ett omrade som antagligen kom-
mer att integrera denna typen av losningar mycket mer, eftersom att det
byggs pa scratch pa gammal industrimark. Den anvénds for att bygga
stad, och har byggs det ganska mycket och det finns, det finns mycket
planer for framtiden och dar skulle man mgjligtvis kunna se om man
kunde fa fram mer information eller om ni skulle kunna hitta mer in-
formation dar. Smuab alltsa, Sodra Munksjon Utvecklings AB.

32

Ar cybersakerhet sett som en dvergripande business risk, inom kom-
munen?

33

Ja, jag sitter lite pa fel niva for att besvara pa det tycker jag. Men min
kédnsla ar att ja, det maste vara en dvergripande sakerhetsfraga

K&A-K

34

Har ni nagon typ av cyber sikerhetspolicies eller projekt for att skapa
medvetenhet och tréna anstallda inom detta?

35

Det ar vél lite si och sa med det, det ar mojligt att det finns, men man
marker inte av det speciellt mycket. Det & manga, manga anstallda i
kommunen och de flesta handlar om mail och sadar. Det kan ibland
vara ett problem att fa folk att inte Gppna spam mail och liknande. Jag
kan saga att det, det finns ganska stora behov av att fa folk att forsta

K&A

0-P
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vad det ar dom ska 6ppna och inte ska 6ppna och sana saker. Nivan ar
kanske inte sa hog, inte heller kdnnedomen.

36

N4, precis. Vi kommer in har lite mer pa finansiella faktorer som kan
paverka cybersakerhet. Nar det kommer just till cybersékerhet, budge-
terar ni specifikt for detta eller ingar det i IT-budget?

37

Det var en bra fraga, det kan jag inte svara pa faktiskt.

Ol

38

Da kan vi fortsatta, upplever du att kostnaden ar en faktor nar man be-
aktar cybersakerhet?

39

Hittills har vi inte tagit upp det, men jag tror néstan att vi har forutsatt
att den delen av, av det som galler appar och liknande som vi vill ut-
veckla, da ser vi det nog som att det &r en del som ska inga i arbetet,
men sen vet jag inte om det de facto ar sa.

Ol

40

Okej, anser du att tillrackligt mycket pengar spenderas pa cybersaker-
het?

41

Valdigt bra fraga, men jag har nog faktiskt inget svar dar. Jag har dlig
koll pa den fragan helt allmant sa jag far avsta fran att svara pa den fra-
gan.

Ol

42

Du namnde tidigare nér att ni hade appar som tredje parter gjorde at er,
hur stor fortroende har ni for just, leverantorer eller kontraktorer gél-
lande deras sakerhet?

43

Ja, for, jag tror att vi forutsatter att IT sakerheten ar bra, men sen har
det visat sig i vissa sammanhang att det inte riktigt har varit sa bra som
vi har tankt. Men da har vi, i de sammanhangen som vi har upptackt
detta, sa har vi styrt sa att det har gatt i ratt riktningen.

OS-T
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44

Jag kan tdnka mig att det ar mycket offentliga uppkdp, i de avtalen
finns det specifika klausuler som behandlar cybersakerhet?

45

Jag &r oséker om det har gjorts tidigare men dar kan man nog séga att,
sannolikt sa ar det battre nu &n tidigare, medvetenheten om det hér pa
IT-sidan och &ven bland oss som har dgnat oss at viss upphandlingen

och tjanster och sa. Dar har vi blivit mer medvetna idag an vad vi har
varit tidigare.

46

Bara for att ga tillbaka lite snabbt, sa namnde du att ni har hittat brister
tidigare hos leverantdrer, har du nagot exempel pa vad det var eller om
du kan utveckla det lite?

47

Det ar egentligen ganska basalt, det var en http adress istallet for en
https adress. Sa det ar ett exempel da, dar fanns det, det fanns lite mer
att hamta dar. Det ar inte jag som haller pa med det specifikt men det
ar ett fall jag vet, och ja, det ar ju tillrackligt for att atgarda kan man ju
saga.

Ol

48

Ja absolut.

49

Intressant. Det var i princip alla vara fragor.
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Appendix 5 — Interview 6

Sex: Female
Age: 30+

Alias: L

Date and Time: 2018-05-09, 13:06

Type of interview: Telephone interview

Duration: 37:01

L: Interviewee 6

G: Gustav Jansater

J: Joel Olsson

# | Speaker

Code

1 |J

So, do you experience that in smart city initiatives in your city, is there
a sufficient focus and measures taken regarding cyber security?

Yes, we have I think it’s 5 years ago, or 4 years ago, we - hackers ac-
cessed our open data portal and in 2014 we actually had an accident
where some data was leaked which was personal. And after that we sat
down and, security task force in the city that runs through every smart
city initiative and has certain criteria that has to be fulfilled. So that’s a
lot of attention to that.

Ol

That’s very interesting actually.

So that’s more of a general question so now we go into more specific
questions | guess. So what possible risks of smart city initiatives do
you see?
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Well, there are of course several and there is this dilemma between cre-
ating better services and not surveilling too much or having leaks in se-
curity. But we’re not that mature in our smart city initiatives - | don't
think they affect crucial infrastructure yet. At least, it hasn’t been in
discussion in terms of human lives but of course the GDPR is big here
as well. And applied in all departments to make sure that we comply to
that. We do some experiments with separating data from person, per-
sonal identifiers so we can aggregate data and use them without being
able to link them to a certain person.

K&A-RA

Do you see that there is, as you mentioned before there was someone
who leaked the data from an early initiative. Do you think there are any
threats, external threats against smart city initiatives, as of now?

I mean, the more services that we digitize the more vulnerable they get.
But of course our health systems are more and more online but still in
distributed systems. No, I don't think lives depend on it. But | think
definitely, these years digitization of the core business of the city is
starting. Until now smart city has been primarily pilot projects, lighting
projects...

K&A-RA

Can you repeat that last part, because ... our connection seems pretty
bad right now. Let’s see. What should we do?

Not sure, can you hear us well?

10

L: Yes.

11

Because sometimes there is an interruption in the service.

12

We can do it on the phone maybe?
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13 We can try a little bit more, but if it continues we can call you on the
phone.

14 //Phone call instead.

15 Can you hear me?

16 Yes! Can you hear us?

17 Yes.

18 So, let’s just go back.

19 Yes, do you follow any security standards in your smart city initia-
tives?

20 Well, as I mentioned earlier we have this security task force - they O-0OA
have a set of written standards that they follow for all initiatives. |
don’t know them by heart, but | can send them to you.

21 Ah. I’ll try to mail you once transcription is done and you could maybe
send them to me. If you have time, that is.

22 Yes, sure. Maybe someday | will have time.

23 Ok! Do you overarching, any encompassing cyber security strategy?
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24

No, we don’t have a strategy but I am sure there is a policy. That is for
city digitalisation in general and not specifically for smart city initia-
tives. Many of the smart city initiatives are in collaboration with actors
in the city like the university, companies and so on. Usually, if it af-
fects our own systems it’s our own policy, of course, that rules. But
sometimes it’s also the university and they use facilities in the city for
example which is then another case.

O-BA

25

Ok. So I guess it’s generally the same security strategy as with all the
projects in the city, there is nothing specific.

26

Exactly.

27

And there are a lot of cooperations between the different actors in re-
gards to cyber security?

28

Not to my knowledge. | know that on a governmental level there is a
lot of collaboration between cities, regions and the national govern-
ment. But maybe you should interview our head of security - of IT se-
curity, because this person will know a lot more.

29

That’s fine, we think you’re absolutely the right person for this because
we don’t want the exact knowledge about cyber security, just to know
how much focus there is in the projects.

30

Ok. That makes sense.

31

Yeah. Do you conduct any risk analysis when considering smart city
projects?

32

It depends on the project. | mean, we run all our projects, not coordi-
nated, project by project if it’s our own organisation, so we don't have
a vote that decides what new projects should be put into the sea, it’s
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not that systematic. So we start a new project, it will have it’s own pro-
cedures and if it has something critical in terms of IT infrastructure it’s
within the city, there should be a risk analysis connected to it.

33

Ok. When you think about the, because as you mentioned before, there
were a lot of actors in the smart city initiatives, do you consider any se-
curity flaws when there are so many different actors and so many dif-
ferent systems? For the interoperability and interconnectedness, do you
see any risks there - any security flaws?

34

Probably. It hasn’t been a big part of the agenda, yet. Usually it comes
when you start to complete projects and set it up, and you have meet-
ings and you discuss what kind of risks there might be but on a general
level it hasn’t been a very big part of the agenda. Yet! We haven’t had
any accidents since the big one in 2014. But | mean, sometimes it takes
something like that for the attention on it to be sharpened, again. But
we are not very mature on smart cities and we, we have lots of initia-
tives and we are also leading in some areas but in terms of digitalisa-
tion of the core business we are not very far, and | don't think anyone is
but it is the next step for smart cities and it is also bigger risks, will oc-
cur.

K&A-RA

35

That is also something we found, there are not that many cities that are
so in the future with smart city initiatives, they are in the beginning
phase right now and there is a lot of focus on functionality. Is that the
same for Aarhus as well, more focuses on functionality than cyber se-
curity?

36

Yeah, good question. The focus is very much on what is the problem
that we want to solve and then can technology be a solution or not? So,
it’s not so much that we have this technology, where can we apply it?
It’s more we have this challenge, can we solve it with technology.

K&A-NC

37

So, do you have any - do you have any employees that are working
with cyber security in smart city initiatives?
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38

No. There are people all around on the city that works with cyber secu-
rity - digitisation of the city. They would be used for smart city pro-
jects and can be included; we don’t have any dedicated cyber security
person.

O-0OA

39

Ok.

40

And that is the IT department in the city?

41

Yes, | mean, we’re organised in six different departments. They all
have their own digitalisation units and then we have the mayor’s de-
partment, which have the overall strategic digitalisation and so on. But
it is decentralised.

O-0OA

42

But do your smart city initiatives overarch these different departments?

43

Yes, they do, depending on what project it is, we have had most of our
projects in the technical department, with the city and transportation
projects and so on. But also many in the citizen service department.
Sometimes they collaborate, three or four departments in one project.
Usually, there is one main driver that coordinates the others.

44

I know you mentioned this before but, is cyber security consider when
discussion new strategies or new projects?

45

Yes, | mean. Once projects have been deicide and are going to be im-
plemented, this usually occurs. The discussion comes up, and | guess
that if we discuss a new project that has high risks connected to it we
would probably would have had the discussion already. But | do not
think we had any this far, but it has been a major concern for us. |
would imagine that when we start our integration of our digital health
systems, where the city has some the region has some, and the regions
has hospitals and the cities have doctors and all of that. So once we
connect this data on health, there will be some, discussions | guess
since this will be very complicated so. That should be interesting in
concern to security as well.

O-BA
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46

So is cyber security seen as an overall business security issue for your

city?

47

Not really, no. I mean, some companies of course have it very high on
their agenda because they need to. But it is not something that is a ma-
jor issue for us.

K&A-NC

48

Are there any security policies or projects for creating user awareness
of cyber security in the city?

49

Yes, we have a bigger initiative called, digital trygghet. It's about feel-
ing safe and secure, for instance when you buy and sell stuff online, it's
about young people on the internet, it's about no sharing on the internet
of pornografi, sharing naked pictures among school children, so there
is lots of training programmes. We just had a huge conference for par-
ents and children parallel. About how to behave on the internet and
about understanding what children do online, where one should pay at-
tention. There was this huges case this spring where 1200 teenagers
was sued because they had shared a video of young people having sex.
So it is a pretty big issue here.

50

Do you have any projects within your organisation for increasing cyber
security awareness?

51

Yes, | mean, I’'m not completely into the entire program but every time
we hire a new person you have to watch security videos before you get
started, so in the introduction of new employees, there is also a one
hour course, in term of how to behave at the workplace. However, |
have been here for some years, and there has not been any follow-up,
S0.

O-P

52

Has this kind of policies and training change after you implemented
smart city initiatives?
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53

I think actually our leak on the open data portal did change the policies
in the city, in terms of paying more attention to new projects and espe-
cially smart city projects and security.

Ol

54

So, we are going into the financial questions about cyber security and
the first question is, do you budget for cyber security in smart city pro-
jects?

55

That is a good question, | mean, | have not been that concretely into
these projects but I would imagine that we do, but | would have to
check. I mean, if we do a type of traffic sensor data project I’'m sure
that, like I mentioned before it is all a part of the cities general standard
for introduction new projects and digital security is part of that. And
every new project has to go through this security taskforce so, it is not
a complete question but if there's tension to it, or a big risk I am sure
that there will be allocated resources to take care of that.

K&A

56

So, when cyber security has been introduced to a project, has cost ever
been a factor that made you disregard cyber security?

57

Actually, I am not able to answer that question, | do not know. But | do
know that cyber security and security of public data is a very high pri-
ority. The trust that we have towards our citizens is extremely im-
portant and it is high on the agenda, so I do not think it would happen.
If there was not enough money to secure it than | think the project
would be discarded. That is, | can not guarantee it, but that would be
my best guess.

F-CI

58

So do you feel like enough money is being spent on cyber security in
smart city projects?

59

I do not know, because | do not know what it costs in terms of. I'm not
really into the details.
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60 So you mentioned before that there are a lot of actors within smart city
projects. How much trust do you put on your suppliers and contractors
on their security when they deliver services and products to you?

61 That is very important, they have to live up to certain standards like 0OS-C
two factor identification and things like that. So in order to deliver to
the city, you have to live up to the city's security standard.

62 Is this included in the contracts with your suppliers and vendors, is this
in the contract?

63 Yes, usually it is in the tender and it will be in there so you have to
comply with this and this and this

64 Who sets the requirements? Like who decides what is enough and not
enough and so on.

65 It would be the department that does the tender, but of course the over- | O-BA
all digitisation policy is going to influence it, so it would be in the IT
department and the relevant department to do it.

66 Did the data leak incident affect the amount of emphasis you put on
cyber security?

67 Yes, and | think we were very lucky to have an incident very early.

68 Do you think it would be as much focus on cyber security as there is
today if there was no incident before?

69 No, | do not think so, the taskforce was put down because of this inci- | Ol

dent. So of course it is the interest of cyber security and its dark sides
of digitalisation has become more and more apparent to people. | have
been running an event for five years now at internet week in Denmark
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that focuses on digitalisation and this year there has been so much fo-
cus the negative sides of digitalisation, security leaks, you know the
whole Facebook-Cambridge Analytica incident and so on, so it is a lot
of attention to it. Already, three years ago we had a conference in cyber
security and it was totally overbooked so it is something that both com-
panies and municipalities and students are interested in.
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