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Abstract 
 
Information technology has become an important part of the business world. IT is 
involved in communication and business processes across departments making the 
uses dependant on the technology to perform their work. In this thesis the authors are 
focusing on how companies prepare themselves for crisis that can affect information 
technology within the businesses, and what types of crisis they are worrying about. To 
answer these questions a theoretical framework is formulated by reviewing a 
collection of crisis management literature. The theory is later compared with 
empirical findings to reveal differences and similarities. The empirical work is based 
on interviews with four managers that work with IT and is involved in the crisis 
management process. Three international enterprises with head offices in the Öresund 
region participate. 
 
The findings in this research show that the differences between theoretical and 
empirical work is limited, and the similarities are many. Both explains that gathering 
experts and decision-makers in a crisis management team that can point out possible 
critical scenarios and construct action-plans, is a key part of crisis preparation. 
Alternative ways of communication must be prepared, and user training help the 
people involved feel safe and know what to do when a critical situation occurs. All 
plans and responsibilities must be reviewed frequently so that they always are up-to-
date, old plans are of little help. Crisis preparation has to be motivated. It takes time 
and is costly.  
 
The second part of the thesis looks at what kind of IT related crisis companies’ 
worries about. This includes loss of communication such as email and intranet, failure 
of advanced information systems like ERP, and threats from malware and hackers. 
But the all agree that the biggest threat comes from inside the companies – the 
employees. Big resources are therefore spent on making the IT users more concerned 
about safer usage of company technology. 
 
This research contributes to the field of crisis management and shows that the 
growing usage of information technology in businesses demands focus. Preparation 
and planning is the first step in avoiding a crisis from happening. 
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1. INTRODUCTION 

1.1. Background and Problem Area 
 

All over the world companies integrate information technology and information 

systems into their business strategy. In the last decades IT has become an important 

enabler in improving and automating business processes. Through advanced solutions 

such as Customer Relationship Management (CRM) and Enterprise Resource 

Planning (ERP) many of a company’s departments use IT in their everyday tasks to 

create and improve efficiency, reduce costs, improve customer and partner 

relationships, and find new business solutions (Weiss, J. W. & Anderson, D. 2004). 

 

With this extended use of technology it is important to prepare that things can go 

wrong. Risk management is common when working with technology so that the 

companies can prepare for uncertain actions that might occur, but what happens when 

the problems goes from being risks to being crisis? Crisis events are unpredictable, 

but they should not be unexpected. The need for planning and dividing roles is 

necessary to tackle technology and the crisis they may lead to (Weiss, J. W. & 

Anderson, D. 2004). 

 

1.2. Purpose and Research Questions 
 

There is no guarantee for when a crisis can occur. Everything from getting infected by 

malware to a system crash can lead to a crisis. In this thesis we want to look closer at 

how companies plan and prepare for crises that are related to information technology. 

This covers defining critical systems and risks, planning how a potential crisis 

situation can be avoided and how to handle them. When an IT crisis hits a company 

there is a chance they will have to continue working without IT and information 

systems that they normally are very dependent on.  

 

We believe that it is important to focus on this area since so many companies and 

organizations have become so reliant on information technology. Just loss of e-mail 
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communication could lead to big losses and frustrated partners or customers who 

cannot get in contact with company representatives. Many companies also have parts 

of their business online, and use the Internet to for communication and as a sales 

platform towards customers. IT and information systems has taken over many 

function in order to make business processes more effective and less costly. Later in 

this thesis we try to find out how companies prepare for crisis situations related to IT. 

We have formulated two research questions to lead our work: 

 

1) How do companies prepare for information technology related crises? 

 

2) What kind of IT related crisis do companies worry about? 

 

1.3. Thesis Delimitations 

1.3.1. Discussion 
 

There are various kinds of crisis that needs different kind of management. In this 

thesis we will be looking at crisis related to information technology and information 

systems in enterprises, and how companies are preparing for them. 

 

The attention will not be on crisis management related to nature disasters, terrorism, 

destruction of to company offices, or harm to employees. These are disasters on the 

upper part of the crises scale that could lead to deaths and/or serious damage to a 

company’s infrastructure and working spaces. In this thesis the focus will be on crises 

that are more “common”. They lead to critical situation, but are not as dramatic as the 

crises mentioned above. These are the kind of crises that usually don’t makes the 

newspaper headlines or affect most people. In other words our view will be on crises 

concerning the technology, and when it fails to perform tasks as normal. This can be a 

server breakdown, loss of data/information, power failure, human errors, hacker 

attacks, serious virus and malware incidents that harms the enterprise in such a way 

that the part of, or even the whole company will have problems performing business 

as usual. 
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Since the time for conducting this research is limited to ten weeks our focus will be 

on companies in the Öresund region. Target persons for interviews are IT managers in 

larger companies in this region that has experience from their company’s crisis 

management team.   

 

1.3.2. Delimitations 
 

In our thesis we will focus on crises that arise from information technology failure or 

damage. Such as hardware or software fault, system failures, power failure, and 

similar event concerning mentioned area. 
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2. BACKGROUND AND THEORETICAL FRAMEWORK 
 

It doesn’t have to be a big happening that causes a crisis situation in the field of 

information technology. We mentioned in the introduction of this thesis that IT 

related crisis don’t make the newspaper headlines often, but in some cases the 

outcome is so serious that the public must be informed about it. Two resent events in 

Sweden and Denmark got media attention in allover Scandinavia, and shows that 

small IT incidents can lead to crisis events where companies cannot perform business 

as normal, and customers and business partners has to suffer for it. In the start of May 

2008 the National Bank of Sweden (Sveriges Riksbank) had a failure in their payment 

solution RIX that handles money transactions between banks. Luckily for them they 

had a backup system up and running fast, so there it had a limited impact on bank 

customers. But the transactions went slower than usual (DI.se, 2008-05-09). In 

Denmark things did not go that well. In the start of April 2008 the Danish IBM office 

had a server failure leaving some of their biggest customers like the Danish Bank and 

Carlsberg Brewery without important IT services. At the Danish Bank customers had 

problems using their payment cards in ATMs and stores. At Carlsberg they had to 

close the logistics and customer departments because of failure with their mail 

system, leaving 12 000 employees unable to perform their jobs most of the day. 

Carlsberg’s IT manager complained that the downtime was not acceptable since this 

was supposed to be a redundant system, meaning that a server should take over when 

the main one fails (Iversen, Claus, Business.dk 2008-04-09). This shows that even 

well-trusted IBM with all their IT knowledge and expertise still faces serious IT 

failures that have wide-reaching consequences for many people.  

 

Further in this chapter we present the theoretical framework regarding crisis 

management and preparing for IT crisis. We start by defining what a crisis and crisis 

management is, then explaining the importance of the crisis management team. Then 

we see what different authors says about preparing for IT related crisis, how to 

identify risks and threats and avoiding IT crisis from happening. The chapter is ended 

with a conclusion. 
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2.1. What is a Crisis? 
 

Defining possible critical events is one of the key parts of crisis management. It is 

important to imagine what the management team will have to struggle with in order to 

prepare strategies and techniques. To forecast exactly what types of crises that can 

occur, and how they will play out is of course practically impossible. There are too 

many possible and impossible happenings. Mitroff and Anagnos (2001 ch.2) suggests 

that before starting to define possible organizational crises it is important to 

understand what kind of events that actually is a crisis, and what the possible anatomy 

of it could be.  

 

The definition of a crisis can lead to a discussion about the whole process of critical 

situations, and a general definition is not easy to formulate. Steve Fink (1986) states 

that to understand and call a situation critical, from a business-oriented point of view, 

one will need to realize that a crisis is any prodromal situation that runs the risk of: 

(prodromal = “symptom”) 

 

1. Escalating in intensity. 

2. Falling under close media or government scrutiny. 

3. Interfering with the normal operations of business. 

4. Jeopardizing the positive public image presently enjoyed by a company or its 

officers. 

5. Damaging a company’s bottom line in any way, and will lead to worse 

operational position. 

 

2.2. Crisis Management 
 

Security and control has become a critical area of the IT investments. When a system 

fails to perform as normal, companies that depend on information technology can 

experience serious loss of business functions. The longer the systems are not working, 

the more serious the consequences are. They rely on their systems to process critical 

business transactions, and might experience a total loss of business functions if the 

systems are out more than a few days. This leads to higher preparation demands. 
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Systems often house confidential information about financial assets, job performance 

reviews, and medical records. They can also house information concerning corporate 

operations including trade secrets, product development plans and marketing 

strategies. This is all information is of great value, and loss of it will have serious 

impacts. Companies cannot only focus on their own information, but also that of their 

employees, customers and business partners. Not doing so can lead to great market 

and financial loss. Preparing for crisis and knowing what to do in these situations can 

therefore give a high return on investment (Laudon, K. & Laudon, J. 2006 ch.10). 

Information Technology plays an important role in the occurrence of crises, as well as 

in their subsequent management. Public exposure of private behavior can lead to 

mega-crisis. IT can alter the basic nature of privacy and secrecy in modern societies 

(Mitroff, I. 2001). 

 

Different authors suggest various approaches to the crisis management process. Millar 

and Heath (2004 p.39) shortly describes a simple view on the process: 

 

“Traditionally, “good” crisis management includes three elements: there must be a 
plan of action, the organization must have early warning systems to signal potential 
crisis situations, and the organization must have a crisis management team in place 
with the power to act.” 
 

These elements are the minimal of crisis preparation. They are not enough when 

making detailed preparations, but they can be used as a backbone and have some 

important aspects. Another example of the crisis management process is provided by 

Blythe (2002) in an article six steps are listed on how to prepare for critical events. 

It’s suggests first of all that analysis of possible vulnerabilities should be assessed. 

The second step is to evaluate existing procedures, if any exists. Third is identification 

of new procedures that are needed to cope with named vulnerabilities. Then the fourth 

step is to organize a crisis management plan. Fifth is to utilize the prepared plan, and 

finally step six is to inspect the company and possible levels of vulnerabilities 

constantly.  

 

There are many suggestions by different authors on how to handle crisis management. 

Whatever suggestion that is used all of them have some similarities. There are three 

phases that should be covered: pre-crisis, planning during a crisis and post-crisis 
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planning. In this research it is the first phase, pre-crisis preparations that will be 

covered. Also Millar and Heath (2004) suggest that management of inevitable events 

should be divided into three phases: before the crisis happens, during the crisis, and 

after the crisis is over. For the pre-crisis phase, there is three subparts that should be 

covered: 

 
1. Preparation: Defining possible vulnerabilities in the company and train employees for 

possible incidents. 
2. Planning: Covering action plans, responsibility assignment and establishing 

communication techniques need. 
3. Putting prepared plans to the test. 

 

Support for these ideas is found in Steven Fink’s (1986) work. Knowing about the 

possible critical incidents will help preparation for the inevitable and lead to reducing 

damage or even avoiding any damage at all. It is emphasized that it is essential to 

make as many predefined procedures as possible and write down hints during the 

preparation process so that possible mess and wasting time seeking for information is 

avoided when decisions must be made fast. In acute crisis situations the focus should 

be on solving problems, not searching for information. When putting together crisis 

plans everything that concerns a particular situation must be accounted for. Early 

alerts that could lead to a critical situation are defined, and understood by personnel 

that are responsible for the specific tasks. All that is needed must be written down and 

assembled into the plans without giving the reader information overload. The plan 

must not be too long, but provide flexibility and a framework which acknowledges 

the unpredictable aspects of any crisis situation, and give management the leeway to 

use common sense. The plans should have structure, but a loose one.” (Regester and 

Larkin, 2005).  

 

Skoglund (2002 ch. 2) says that crisis management has no value if there are no 

routines and clear definitions of who is involved in the preparation process, and is 

something that has to be worked on constantly. Policies and guidelines alone don’t 

solve crises. He provides five steps on how companies should prepare for crises: 

  
1. Identifying threats and risks 

2. Perform a consequence analysis  

3. Formulate a strategy, and organize resources 
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4. Training 

5. Following up plans. 

 

The preparation starts with identifying the risks and threats that are in the company. It 

should be based on the business goals and strategies and what that could happen. The 

difference between Risk Management and Crisis Management in this stage is that 

Risk Management focuses on incidents that are likely to happen, while in Crisis 

Management the preparation also most include worst things that could happen. This 

also makes it easier to handle the less serious crises. A good way of doing this is 

involving as many people as possible to increase the competence for the group 

(Skoglund, T. 2002).  

 

2.3. The Crisis Stages 
 

Steve Fink (1986) explains crisis by exemplifying it from points of illness. As he 

claims crisis have four stages, which is similar to medical explanations of phases in 

illness evolution: The prodromal crisis stage, acute crisis stage, chronic crisis stage 

and the crisis resolution stage. These four stages usually are dependent on illness - 

organizational conditions. How strong is the virus, how old is the patient, and how 

healthy he used to be. Then it’s the strength of the medicine, and skills of the doctor. 

The condition often defines how difficult the situation is and what stages can 

originate. Sometimes events can happen within duration of twenty-four hours, and 

evolve through all four phases, but in different cases it could be long lasting. 

2.3.1. Prodromal stage 

 

The prodromal crisis stage is the first time when crisis symptoms occur and warns 

about possible happenings. In some cases there is no warning stage at all. This period 

should be taken seriously. If warnings are missed it means that a crisis can strike fast 

and unexpected, and turn the management process into a damage control process 

instead. In many situations this name is given during the acute crisis period, when it is 

looked back and analyzed what events that had a critical outcome. Fink (1986) states 

that a warning could be rather obvious, however prodromes are not always easily 
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recognized, sometimes it doesn’t have be an alert, but an action not taken to handle 

the warning. To catch and identify prodromes is important, because: 

 

“It is so much easier to manage a crisis in the prodromal stage. Like with many 

illnesses, while it is possible to save the patient’s life during the acute stage, it is 

much safer and more reliable to take care of the problem before it becomes acute, 

before it erupts and causes possible complications.” (Fink, S. 1986 p.22). 

2.3.2. Acute stage 

 
Acute crisis stage is the point of the crisis where there is no turning back. Most people 

have this phase in mind when thinking about a crisis. That is because most people 

think that a crisis begins when its eruption is seen outside, and an end when it is 

becomes unnoticeable. But actually a crisis starts at the first alerts and ends way much 

after the eruptional outcomes are handled. Management of the acute stage is 

dependent on proper preparations made during the prodromal stage. As Fink (1986) 

writes, actions made to handle oncoming events usually leads either to unexpected 

explosion of a crisis in your face and a uncontrolled flow of it, or to timing of when 

and where it erupts. That will allow preparation and maybe even perform some 

precaution measurements, as well as to control flow, speed, direction and duration of 

the happening. The main point is to control a crisis as much as you can. If it is 

impossible, one needs to do all that can be done to influence where, when or how the 

event will occur. 

2.3.3. Chronic stage 

 

This crisis stage could also be called the clean-up phase. During this stage 

investigation, audits, explanations about the happening are done. It is also associated 

with recovery, self-analysis, healing and self-doubt. Thoughtful managers will take 

advantage of this time to improve upcoming crisis management processes by 

analyzing and examining what went wrong and how to deal with it in a proper way.  

This stage can go on for a while. One way to avoid and ease this long-lasting 

annoyance is to prepare a crisis management plan. He also introduces a survey 

conclusion which states that for companies that did not prepare crisis management 
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plans, it took around two and half times longer to cope with the chronic stage than for 

those who had (Fink, 1986). 

 

2.3.4. Resolution stage 

 

Last phase of a crisis event is the resolution stage that is reached concurring and 

managing the three previous stages. Fink (1986) discuses that to step into this phase 

one has to spot the prodrome, take control of it and calculate the fastest and most 

rational way of reaching the resolution. “Your goal is to turn the turning point into an 

opportunity for you” (Fink, S. 1986).  

 

Alerts and prodromes must be taken seriously and in anticipatory manner to prepare 

for upcoming crises, since a crisis event exceeds the properties of problems which 

usually could be understood as daily issues. This leads to a continuous process of 

preparation and planning for the inevitable. Crisis management is seen as actions that 

must be taken to avoid and suppress destructive potency of any critical events, take 

control over them and set a proper path to appropriate resolutions. One of the 

important aspects of management in the pre-crisis stage is testing and training. Glen 

and Guernsey (2003) writes: “Without regular exercises to test crisis management 

plans, these strategies become dormant and ineffectual in the event of a real crisis. A 

false sense of security can exist in the company simply because "we have a plan." The 

experience gained from training establishes the company's reputation for being 

prepared and able to survive”. 

2.4. The Crisis Management Team 
 

Business managers for the most will agree that information technology is an 

important part of commercial business, therefore failure of technology can contribute 

to loss of revenue, opportunity, customers, and even in some cases lost companies. 

Business people can feel powerless over the technology they are so dependent on, and 

the get a “leave it to IT” approach, which can be very dangerous. A well-defined 

partnership between business and IT is needed so that both parts understand who is 

accountable for what, and the dependencies in decision-making (Gillies, C. 2007). A 
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step forward in the crisis management process could be the moment of assumption 

that crises are inevitable for the organization and that it must be handled somehow. 

The assumption is the start, but is not enough. As in every personal or organizational 

daily situation, decisions must be made and implemented to reach goals. In regards to 

managing critical events, an essential part of the process is the crisis management 

team – the people who have authority to make decisions and handle.   

 

According to Glen and Guernsey (2003) in smaller businesses it is common to have 

organizational managers acting as a crisis management team, but in medium and large 

corporations that becomes inefficient and managers are left to do their daily tasks, 

while a specialist team is assigned to deal with crises. Fink (1986) points out that the 

people in the team could be permanent for all types of crises, but must be selected in 

regards of business nature. Key persons, the core of the crisis team, should consist of 

senior managers. This could be Chief Financial Officer (CFO), head of 

communication, or Chief Legal Officer (CLO). Additionally Glen and Guernsey 

(2003) provides an even wider variety of core team members. Positions that should 

represent company departments include: risk management, human resources, financial 

services, corporate security, public relations and information technology specialists. 

However, some of these positions could be seen as more specific roles that are needed 

in particular cases only. There is no need to involve someone in a crisis management 

team just to fill the space if there is no actual need for their knowledge and experience 

in a particular situation. 

 

The senior management’s role is important because the team must have a wide 

decision-making freedom which is achieved by having authoritative representatives 

involved. When the core team is grouped their first task is to name additional team 

members who have the best knowledge and competence in technical and special fields 

of the business. When those people are assigned and involved in the work, they need 

to point out a person which could step into their place as substitutes, when frontline 

experts for some reasons can not show up (Fink, 1986). 

 

Fernandes (2006) divides the crisis team into two different groups. Members who are 

specialist in their field are called “Site Response Team” with the responsibilities of:  
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• Analyzing and assessing incidents. 

• Resolving incidents. 

• Providing recommendations. 

• Executing actions to facilitate the return normal state. 

• Coordinate the return to normal operations once the threat has been concluded. 

• Initiating a post incident review to provide feedback - what went well/what did not work and 

areas for improvement etc. 

 

The other group is the core team, where the members are assigned as part of the 

management team - people who execute crisis management. The tasks of this group 

are: 
• Providing guidance to the assessors. 

• Receiving recommendations and provide approval and directions. 

• Be accountable for the direction provided.  

 

No matter how stabile and secure a company’s IT is, the managers can expect 

incidents to happen. This can be a rare business challenge, but when it happens the 

stakes are often high, and the problems must be solved while the clock is ticking 

away. The managers’ actions in these crises situations can therefore make a huge 

difference, and actions need to be taken before, during and after the incident 

(Applegate L.M, et al 2003 ch.6). 

 

2.5. Preparing for Crises 
 

In the last decades crisis management has been an important corporate discipline, with 

communication and public relations as important factors. In the later years 

information technology has also become an important part of the crisis management 

process. IT can create crisis through failure or damage, caused by accidental, 

mischievous or malicious activities. Information technology influences crisis 

management in new ways. It can be both an advantage in the sense of making 

communication easier, but it also opens up for new threats and potential crises. IT can 

help companies in crisis, and help managers understand the future shocks that it will 

bring. Risks and crisis concerning information technology is usually seen as a 

software or hardware problem that should be addressed by IT professionals. This is a 
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dangerous view, in the information age modern companies need to learn and 

understand the impacts of IT (Moore, S. et. al. 2005). The most common risks for IT 

crisis result from simple mistakes, negligence or sabotage and can include hardware 

and software malfunctions, power failures, computer viruses and hacker attacks. 

System disruptions are not the most common, but when they happen they have serious 

consequences on the business. How serious depends on how long a company can 

afford to operate without its systems. For example companies that are heavily relied 

on electronic recording of transactions cannot afford much downtime. Companies in 

industries that don't depend on continuous electronic transactions won't face the same 

serious results if their systems go down briefly. To avoid catastrophic disruptions, 

companies should continuously plan for minimizing downtime in the event of IT 

failure, and figure out how the organization can carry on without their systems for a 

limited period. Unfortunately many leaders and companies will wait with crisis 

planning until after it strikes. A reason for this is that it is hard to justify the expenses 

when they don’t see the return on investment, but when a crisis hits, planning seems 

anything but wasteful. When managers see that there is a need for planning they 

should start by developing a detailed plan that is based on analysis that show which IT 

resources are available, what they are used for, and how critical they are for the 

company. This will give an overview over what business functions that is most 

important and need to be protected first, and which business functions they can 

survive without for an extended period of time (Patrowicz, L. J. 1998). How to act 

during a crisis situation is largely determined by the planning that has been prepared. 

Applegate, et al (2003 p.446-447) gives us a list for preparation: 

 

• Infrastructure design: if the infrastructure is designed with recoverability and tolerance 

for failure in mind it is more likely that incidents can be contained. 

• Operating procedures: knowledge of the infrastructure and configurations. Good backup 

procedures in case of data loss. Perform infrastructure health audits to uncover problems 

and vulnerabilities. 

• Documentation: when procedures and configurations are documented in detail it is easier 

for the crisis managers to make their own assumptions, and it helps save time in hectic 

situations. 

• Crisis management procedures: Managing in a crisis situation is hard enough by having 

procedures and guides for managing incidents and solving problems managers will get 
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help to avoid decision-making traps, and also specify who should be involved in the 

problem-solving activities.  There is room for creativity in crisis management, but 

procedures are good bases. 

• Rehearsing response: practicing on incidents makes the decisions-makers confidant and 

effective during an actual crisis. Even if the outcome will be different in a real situation it 

helps the managers to become familiar and improvise in those situations. 

 

If everything is planned and documented well, recovery can be done fast. But if these 

records are not in place it will be a time-demanding process, with hinders along the 

way before getting systems up and running again. Some processes might have to be 

built as they go along. This can happen if a change has been done to a system, but 

plans and procedures were not updated to meet the new needs. In some cases erasing 

everything and rebuilding from scratch is needed to ensure that everything works as 

normal. After a crisis situation is over it is time to start over again. To avoid similar 

incidents in the future the managers needs to know exactly what went wrong. The can 

be a difficult and costly process, but should still be done for future avoidance 

(Applegate, L.M et al, 2003). 

 

2.6. Identifying Threats and Risks 
 

Since companies rely so much on their systems, they need to ensure that the systems 

are always available. Managers must determine the level of risk to the firm if a 

specific activity or process is no longer properly working. IT-managers should have 

an overview of points of vulnerability, frequency of problems, and the potential 

damage that might be caused (Laudon, K. & Laudon, J. 2006 ch.10). Proper risk 

management is an essential part of crisis management, and is performed in the initial 

part of the process. Smith (2006) emphasizes that the first step of crisis management 

should concern strategies to identify, prevent and respond to risks before they 

escalate. Good risk assessment leads to anticipation of potential crises that gives a 

good advantage to the company in order to fight it before it happens and be prepared. 

As other authors such as Millar and Heath (2002) and Fink (1986) agrees, noticing 

alerts and warnings of a upcoming crisis is a key point of pre-crisis preparation to 

limits the damage control or even prevent a crisis from happening at all. In general it 
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could be said that proper risk assessment and management works as background 

material needed for crisis management, and if not taken seriously the risks could end 

up evolving into a crisis situation (Smith, D. 2006). 

 

Through the Internet and other communication networks information systems in 

different locations are connected and can be accessed for almost anywhere. This 

opens for various kinds for threats, like unauthorized access, abuse or fraud. The 

threats are no longer limited to a specific location, they can come from anywhere in 

the world. When a company’s IT-systems become a part of the Internet they get more 

vulnerable to actions from outsiders. Through employee e-mails, company data can 

unwillingly be sent to outsiders. This includes financial data, valuable trade secrets or 

confident customer information. The threats does is not only externally, the truth is 

that the some of the biggest threats are inside the organization. Employees have 

access to a lot of information, and when internal security procedures are not handled 

correctly it can be easy for almost anyone to obtain access. Employees can also 

perform errors in their work by entering faulty data or not following the correct 

procedures making systems and services vulnerable. Common vulnerability threats 

can descend from technical, organizational, and environmental factors together with 

poor management decisions (Laudon, K. & Laudon, J. 2006 ch.10).  

 

Laudon and Laudon (2006 p.343) have made a table (table 1) that shows four layers 

of an organization’s IT architecture and the most common threats against them. 

Vulnerabilities exist in each of the layers and in the communication that happens 

between them. During transfers it is possible to tap into information going from one 

network to another. 

 
 

Client/User 
 
- Unauthorized 
access 
- Errors 
 

Communications Lines 
 
- Tapping 
- Sniffing 
- Message alteration 
- Theft and fraud 
- Radiation 

Corporate Servers 
 
- Hacking 
- Viruses and worms 
- Theft and fraud 
- Vandalism 
- Denial of service 
attacks 
 

Corporate Systems 
 
- Theft of data 
- Copying of data 
- Alteration of data 
- Hardware failure 
- Software failure 

 

Table 1: Challenges and vulnerabilities (Laudon, K. & Laudon, J. 2006 p.343). 
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A common threat for organizations and private IT users is malicious software, also 

known as Malware. This term covers viruses, worms, trojan horses, and spyware. This 

small piece of software spread through the Internet fast, even with the best security 

software and firewalls there is no guarantee from being infected. Malware is easily 

executed on a computer without the user’s knowledge or permission. This piece of 

harmful software has different kinds of “jobs”. Malware usually spread through e-

mails and web pages. The intention is to harm the receiver by for example deleting 

certain types of files, access classified information, or format entire hard drives 

(Laudon, K. & Laudon, J. 2006 ch.10). There are many examples where a malware 

infection has led to information technology crisis. One of the biggest incidents is 

probably SoBig.F from August 2003. This virus spread worldwide without anyone 

managing to stop it with the result of taking down corporate networks and mail 

servers across the globe. This affected emergency services, retail establishments and 

governmental services for a couple of days. A little piece of code was made to send 

itself to every person in the infected users contact list. After that the virus would 

reboot the infected computer every 10th minute so that there wouldn’t be time for the 

user to install security updates (Cherry, S. M. 2003). 

 

Cyber vandalism is also a big threat to corporate IT. A hacker is a person who tries to 

access systems without authorization. But getting access is not the only objective for 

many of them. Theft of goods and information and destroying or damaging systems or 

information also occurs. One example is denial of service (DoS) attacks. Here a 

hacker sends huge amounts of data to a server. The server will not be able to respond 

to all the data forcing it to halt normal service or crash (Laudon, K. & Laudon, J. 2006 

ch.10). A less noticeable threat is outsourcing of IT services. This is getting more 

popular in the western world, thus making it an important factor to consider in crisis 

management. Off-shoring IT jobs is growing in American and European countries. 

This means that companies transfers their IT services and information systems along 

with their assets to other companies that can do the same job cheaper. This will lead 

to critical issues to address. Businesses will be exposed to the vulnerability of the 

eternal company and regions where their services are located. Loyalty and 

commitment from contracted employees will be lower than expected from normal 

employees. If a critical event should occur it will be harder to get an oversight of all 

IT activities that is needed in such a situation, and of course geographical distances 
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and maybe even different time-zones adds to the problems (Moore, S. et al 2005 

ch.2). 

 

Helms, R. W. et. al (2006) has also looked at threats and risks related to IT, and 

identified possible incidents that might harm an organization. The incidents have two 

aspects: likelihood that an incident can occur, and the impacts it has when it occurs. 

An incident is not an isolated event but a part of a flow: threat, incident, damage and 

recovery. Where the threat is the first stage and the organization is functioning 

without any problems. The next stage, incident, something happens that can cause 

damage, which is the third step. Now the organization needs to react in order to limit 

damage. The last stage is recovering everything back to a normal state of operation. 

Then they are back to the threat stage, but hopefully have gained knowledge from 

previous events. 

 

 

Figure 1: Clustered risk map (Helms, R. W. et. al. 2006 p.3). 
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To identify possible IT threats Helms et.al. (2006) studied 20 papers on IT risks, and 

placed them in a risk map (Figure 1). The risk map can be used to visualize the risks 

that can threaten an organization. The risks that have similar locations are clustered 

together. From the figure we see that all the risks are lying in a diagonal area from the 

upper left corner to the lower right corner. Risks in the upper right area are highly 

dangerous as they have a big impact and big likelihood. In cluster 1 we also find 

dangerous risks as they have a big impact on the organization even if they are less 

likely to happen. This includes virus attacks, cyber crime, loss of data etc. Spam is a 

common risk for companies, and is placed in the lower right corner, but it has almost 

no impact on the company (Helms, R.W. et. al, 2006). 

 

Applegate et al. (2003 p.444-446) also addresses this model and says that one way of 

prioritizing is to look at the expected loss of the incident and the costs it will bring, 

and multiply them (probability x cost). The incidents with higher expected loss should 

then get higher priority. For most IT mangers risk identification is complex, and they 

look beyond the costs and probabilities. They might for example fear high-cost 

incidents so much that they will focus on these first, forgetting about the less costly, 

but more frequent incidents. It can in some cases be difficult to calculate the costs, 

and estimate the probabilities. At the same time most companies cannot afford to 

address every IT threat, and even if they could it would not make business sense. 

They will focus on some key prioritized risks, and define actions to handle them in a 

crisis situation. The costs will also include how to minimize or even eliminate risks. 

When new technologies are added new risks occur, this of course means that the 

managers need to know how these should be addressed.  

 

 

2.7. Avoiding Crisis 
 

When enterprises in a bigger scale take use of IT, they must also understand and 

manage the risks and the possibilities for crises that are involved. They have to 

integrate their IT with their business strategies to attain their business objectives, 

which is called IT governance. As in other parts of business, information technology 

is governed by best practices to ensure that the IT resources in the business are used 
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responsibly and that the risks are managed. An effective IT governance plan should 

help the business assure the security, reliability and integrity of strategic IT usage. It 

will help them protect their IT investments, including systems and networks, and 

ensure good management of information assets, which is important for the success 

and survival of the business (Lainhart, J. W, 2001). Good IT governance has a link 

between business objectives and IT objectives. Business people should be involved in 

order for IT people to understand what is most beneficial, now that IT represents an 

increasingly significant percentage of an organization’s income. A business that relies 

on IT does not know what their counterparts are doing, and then they are allowing the 

company to take more risk while increasing costs. Therefore they should make sure 

that the IT people understand the business it is facing, and that the business people 

understand the impacts of IT (Reznik, S. 2007). With IT governance there should be 

developed a structure of relationships and processes, direct and control IT resources in 

order to achieve the goals of an enterprise. IT governance has been recognized as a 

critical success factor in the achievement of corporate success by deploying 

information through application of technology (Dr. Hussain, S. J. et. al, 2005). The 

best response plan starts with standards with documented compliance to security 

standards that is maintained by the industry. If something happens and the company 

hasn’t met the standards they can face regulatory actions (Radcliff, D. 2005). In a 

survey on security professionals, Security Management Matures shows that 72 

percent of north-American companies has implemented some kind of best practice 

control and process models for their IT. It also shows that the two most commonly 

used are (Johnston, M. T. et. al. 2008): 

 

• IT Infrastructure Library (ITIL): Provides a wide range of IT operations and service 

delivery best practices including security management. It is based on ISO/IEC 17999 that 

has focus on security management and incident management (Johnston, M. T. et. al. 

2008). 

 

• Control Objectives for Information and related Technology (COBIT): The purpose with 

COBIT is to provide management with an IT governance model to help control and 

manage information and its related technology. This framework identifies which of the 

seven information criteria (effectiveness, efficiency, confidentiality, integrity, 

availability, compliance and reliability), and which of the IT resources (people, 
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applications, technology, facilities and data) are important for the IT processes to fully 

support the business objectives (Dr. Hussain, S. J. et. al. 2005). 

 

IT managers implement these best practices to increase IT predictability and 

efficiency. Both ITIL and COBIT is used by thousands of companies over the world 

of various sizes (Johnston, M. T. et. al. 2008). IT business continuity planning is also 

becoming a popular best practice among organizations and enterprises. This plan 

covers everything from smaller incidents like loss of power to disaster events like 

major floods and terrorist attacks. It is made to cover anything that causes loss of 

business. The goal of IT business continuity is to get the IT operations working as 

normal within a predefined time called MTPD, or maximum tolerable period of 

disruption. It’s a part of developing and implementing a strategy to manage potential 

harmful threats to the information technology. In many cases it can be a question of 

money and practical limitations; it should also include an evaluation of acceptance of 

a residual risk (Zambon, E. et. al. 2007). 

 

In reality business operations a more likely to be affected by everyday events like 

power disruptions or human-, system- or IT failure. According to a survey by HP the 

biggest reasons for company downtime is network/telecom related (32%) and 

hardware failure (30%) and they believe the biggest challenge today is guaranteeing 

24/7 available business processes and operations when business applications now 

handle 20-40% time more volume than a few years ago. Ensuring IT systems and 

information needs to keep the business running no matter what happens becomes 

more important, when something as simple as a network switch can cause a 

catastrophic impact on a business. Banks for example have thousands of transactions 

per minute. Just minutes of downtime can cause significant damage for them. 

(Hawser, A. 2006).  

 

To assure reliable and secure IT services redundancy is important. It can be expensive 

to achieve, and involves getting extra equipment to guard against failures. This 

decision depends on business factors. How costly would a 3 hours, or a 12 hour 

failure be? Answers will vary from different parts of the organization. Redundant 

systems are very complex and there needs to be policies on how backup systems are 

brought online, and who will be responsible for it. Modern data centers have at least 



VT2008 INFM02 MASTER THESIS              ESBENSEN & KRISCIUNAS 

26 
 

one unit ready to take over if their critical systems should break down. To ensure high 

availability modern data centers provides robust solutions. Since they house 

applications, web, databases, storage devices, mainframes and network equipment the 

environment needs to be reliable. This includes having uninterrupted power supply 

(UPS) that will provide power to the servers even if normal power supply fails. Diesel 

driven generators can also be used for longer periods of power failure. Alternative 

network connectivity is useful, meaning that the company has at least two backbone 

providers to their data center so that their systems are not dependant on only one 

provider. The data centers should also have climate control and fire protection. This 

includes cooling units that keep the temperature suitable for the computer equipment 

and smoke/heat detectors to prevent fires (Applegate, Lynda M. et al. 2003 ch.6). 

 

To protect their IT resources against inappropriate use many companies operate with 

security policies. This policy should tell people what to avoid doing because it can 

have serious outcomes. It should also tell them how to be safe. For example what kind 

of passwords are good, what services are allowed inside the company’s network, are 

the users allowed to download of the Internet and how the security policy is enforced. 

The document should not be too technical, and should be reasonable from the users 

standpoint (Applegate, Lynda M. et al. 2003 ch.6). 

 

2.8. Conclusion 
 

In this chapter we have looked at the theory of crisis management to present an 

overview on how the importance of preparing for crisis situations related to 

information technology. 

 

The first step is to gather a crisis management team that has the power to take 

decisions and the skills to identify prepare and plan to avoid IT crisis. An important 

part of crisis management is identifying internal and external risks and threats. It is 

not possible to prepare for all possible events, but having a plan helps the people 

involved by delegating responsibilities and knowing what to do. There are many ways 

to get help to prevent crisis situations. Different standards and IT governance 
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guidelines can provide useful overviews of what should be done, and how to 

communicate during a critical incident. 

 

Later in this research we will compare the theoretical framework with the empirical 

findings from interviews with crisis management representatives from three 

companies. Based on the theoretical framework we have formulated an interview-

guide which is presented in Appendix 8.1. 
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3. METHOD 
 

Design of the research could be defined as embedded case study because it is intended 

to focus on specific case of organization preparing for information technology related 

crisis. To be able rather precisely examine this case there are taken several subunits to 

obtain overall conclusion for the whole case. Subunits are needed to properly backup 

provided answers that after all will be generalized as all case study findings. The 

theory chapter is based on literature review. We have used books and articles on that 

covers crisis management and information technology. This has been done to get a 

deeper understanding of the field of research and to provide a theoretical framework. 

Keywords that has been used to find this literature is: general crisis management, 

Information technology crisis management, risk management, threat identification 

and IT governance. 

 

3.1. Data collection 
 

In qualitative research there are many ways to collect data, but one thing they have in 

common is that it should be a well-planned action, as it can be a time-demanding task.   

The Internet provides huge amounts of information that is relevant. When using this 

as a source for data collection it is wise to be critical. It can be difficult to divide 

between serious contributors and those who are less serious (Eriksson, et al, 2001). 

Our empirical data is gathered through interviews with individuals involved in their 

company’s crisis management and information technology services. Without getting 

into a discussion on what is most useful of qualitative and quantitative research in our 

case, we feel that through interviews we can get closer to the subject and get more in-

depth information then we would through quantitative methods. This gives us the 

chance to obtain knowledge on real-life experiences while interacting with the 

subjects (Kvale, S. 1996).  

 

We selected the three companies that we want to interview. The companies were 

selected based on three factors. First there is the location. Since time is limited to ten 
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weeks we decided to focus on companies in the Öresund region. Secondly we wanted 

big companies, preferably multination enterprises, since this would be companies 

with resources to have crisis management as an area of investment. The last reason is 

that we found that two of the companies had participated in a Master thesis from Lund 

University regarding crisis management some years ago; this provided us with contact 

information and an opening.  

 

To get in contact with the right persons we started by contacting the highest possible 

management we were able to get phone contact with. From there we got help to locate 

the right persons to speak with. This was a process that took some time. Many phone 

calls and emails were necessary to find the right person, and agree on a interview 

date. These are all people with busy schedules and any appointment had to be done 

early. 

 

Before conducting an interview it is important to understand the field that is being 

researched. This can be done by literature review and reading up on other research 

done in the same area, and then prepare questions for the interviews (Miles M.B et al, 

1994).  Kvale (1996) suggests an interview guide as a tool to ease the investigation 

process. It is important to incorporate such a tool to the process of interviewing that 

will lead to rich and varying information gained.  After the interview was scheduled 

we provided the interviewee with a copy of the interview guide so that they could 

prepare themselves. Each interview was planned to take between 60-90 minutes 

depending on how much information the subject could provide us with.  

 

Interviews can be done in different ways, like face-to-face, over telephone, or e-mail. 

The first alternative is preferable. This gives us the opportunity to ask follow-up 

question to get a deeper and clearer understanding. An interview is a controlled 

situation, and it is even possible to let the interviewee prepare him/herself before to 

save time. On the negative side it can be difficult to ask sensitive questions, as it can 

be questions that the interviewee does not what to answer, or can lead to negative 

information about the subject or the company being revealed. Since time is money it 

is important not to waste the interviewee’s time. Being well prepared and having clear 

questions will make the interview a fairly quick and easy process for all parts 

involved (Kvale, S. 1996). 
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At the beginning of each interview we explained our educational background and 

reason for conducting this research. Our plan was to record the interview and make 

transcripts of the results. Only one of the interviewees allowed us to do this. That 

meant that notes had to be taken during the interviews. This is not the best solution, 

but the interviewees were helpful and paused so that we had time to get everything on 

paper. Three of the interviews where done face-to-face at the companies’ offices. One 

interview was done over telephone due to the IT manager’s busy schedule. With one 

of the interviewees we also had a second meeting since the subject felt that he had to 

withhold some of the information that he provided us with in the first meeting.    

 

After each interview was done we agreed with the subjects that the transcript of the 

interview would be emailed to them within a couple of days so that them could verify 

the content, and agree on the level of anonymity. 

 

3.2. Validity and Quality 
 

Good research also requires careful record keeping. This helps keeping track of what 

has been said and done along the way. It is a good way of assuring credibility of the 

findings. There is different ways this can be done; most common is audio and video 

recording the interview session (Miles M.B et al, 1994). We have kept all records 

from the interviews without using any identifying factors, and only stored them on 

our private computers so that the data is not accusable for others. Throughout our 

research it has been important not to only focus on the knowledge being produced. 

We have also considered the rightness or wrongness of actions in relation to the 

subjects and companies taking part in the study (Miles. M. B. et al, 1994).  

 

All the interviewees has stated that they want to keep their own, and the company 

name anonymous, since crisis management involved talking about vulnerabilities and 

threats within the company. It is important to agree upon what information that can be 

used openly and what should be treated anonymously (Israel, M. et al. 2006).  

Avoiding bias is important to present quality research. This will include not focusing 

on our own believes and assumptions, but listen to the interviewees and their 
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experiences and gain knowledge from that. By using open questions, that doesn’t lead 

the subject to give answers makes the research more exciting than it really is. To 

ensure validity and reliability it is good to let the interviewee read through the 

finished product to validate that that their answers and intended meaning has been 

interpreted correctly, and that the given information is correct. All the way through 

the research process has been important to have both quality and ethical issues in 

mind so that when difficulties occurred it will was easier to find a good solution to it 

(Kvale, S. 1996).  

 

The results of the interviews are presented in chapter four: Results, and in the 

following chapter, Discussion, we compare the empirical findings with the theoretical 

framework to answer our research questions which are presented in the beginning of 

this research paper. 
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4. RESULTS 

4.1. Introduction  
 

In this chapter the results from the interviews are presented. The interview guideline 

(Appendix 8.1) is based on the theoretical framework. The questions are formulated 

so that it will be possible to compare the theory with the empirical findings later on in 

chapter 5, Discussion. This chapter is based on four transcripts (Appendix 8.2.1 – 

8.2.4) that were made from the interviews, and approved by the interviewees. The 

company names and the names of the representatives will not be used due to their 

wishes. Instead we will use the companies’ field of business when referring to them. 

(E.g. Company A will be referred to as the security company and the representative 

from the interview will be named after position: Business Assurance Manager). All of 

interviewees are involved in their company’s crisis management process and work 

with IT. The subjects have approved the following presentations: 

 

Company A: An international security company with headquarters in Sweden. The 

interview is with the Business Assurance Manager. We had two meetings before the 

material was approved. The first interview lasted for approximately four hours. After 

going through the transcript the manager wanted a new meeting to go through all the 

material together with the researchers. Much of the content was removed since the 

interviewee didn’t want all of it published in this research. (Appendix 8.2) 

 

Company B: A Swedish manufacturing and sales company with offices around the 

world. We first met with the Security Manager for the Swedish part of the company, 

but he didn’t feel like he could answer all the questions since his job was not that 

related to IT. He therefore answered what he could, and put us in contact with the 

Corporate IT Manger for a second interview. (Appendix 8.3) 

 

Company C: The last interview we met with the company’s Director of Information 

Management Security in a major Swedish processing company. This company has its 

own virtual daughter organization that handles IT infrastructure and services 

including risk management and continuity planning across the different countries 
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where the company is located. The interviewee is a manager in this organization 

(Appendix 8.4). 

 

4.2. Crisis Management Team 
 

The interviews show that there are differences in who is involved in the planning 

process. It varies from the Managing Director on the top, down to various IT service 

representatives. In the security company they see planning as an important part of the 

prevention process. The CIO is also involved in defining critical systems and taking 

part in the continuity planning process. They have a team that works on this 

consisting of the CTO, IT Operation Manager, and various IT service representatives 

that are experts in their field. To make the plan more comprehensive in some cases 

they also take inputs from other interest groups, and external vendors. The responsible 

managers for the critical systems are responsible for their own IT service continuity 

and disaster recovery planning. 

 

The manufacturing and sales company has a crisis management team that consists of 

the managers from different departments. The IT manager uses a production factory 

as an example; there a crisis team is led by the factory manager. The local IT team is 

responsible for the IT in that specific location, and some technicians might also be 

included when needed. They have security officers that are responsible for setting up 

the crisis plans; normally there is one for each location. Each department makes their 

own risk assessment which is summarized on higher level management. Governance 

and policies that explain how things need to be, and handling of crisis is delegated to 

lower level management. In the processing company they have a simpler composition 

of crisis management team. On the corporate level they have a risk manager, and then 

they have an IT security manager. They have the responsibility for global crisis 

management related to information technology.  
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4.3. Preparations and Planning 
 

Preparation helps personnel know who is responsible and everyone knows what 

needed to be done so that crisis situation can be dealt with in proper way, and limit the 

damage. Planning is a difficult part of the crisis management processes the IT 

manager from the manufacturing and sales company says, the preparation part is 

easier. They have one single system for the regions Western Europe and Northern 

American, placed in one single location and is definitely what they call a critical 

system. With 15-16 countries and 8-10 factories connected they need to have an 

alternative solution prepared in case of failure. If something happens they still need to 

make customer quotes, deliver parts and other services that are done through the ERP 

system. To do this they have a High Availability Solution (HAS) from an external 

vendor. He explains that key applications are mirrored over the network. In the case 

of the ERP system they have a second machine at an IBM center in Stockholm where 

all transactions are mirrored. The IT manager wishes that this would be enough, but in 

addition there is a lot of Microsoft SQL stuff involved too. This is also mirrored to a 

second data center at their own location, but in a different building. All critical 

services and transactions are mirrored instantly so if a breakdown occurs they should 

have backup systems up and running within 10-15 minutes without any transactions 

lost. 

 

There is no doubt that there are many scenarios to plan and prepare for. The IT 

Manager says that their smaller local offices in South America and Asia with 10-15 

employees have their own ERP solutions that demand back-up routines of their own. 

They have their own UPS equipment to be able to keep systems up and running if the 

power fails. But if the system breaks down or fails they can manage for 24-36 hours 

before it becomes a major disturbance. In those cases older technology like fax can be 

used to communicate with other offices and customers. In some countries they also 

have disaster recovery plans. They use external vendors for this, like Sun Guard. In 

that agreement the vendor will replicate the company's environment within 24 hours. 

They load all programs, data and transactions into their own equipment. They will 

also provide computers and clients on their premises if needed. 
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The IT manager for one of the other companies used a quote from a Second World 

War general to explain his thoughts about crisis planning: “It is not the plan that is 

important, it is the planning process”. The only thing that is sure he says is that the 

plan is not going to work anyway. There are too many possible scenarios and too 

many impossible scenarios to be faced with and figure out how to deal with. This IT 

manager thinks that people talk too much about IT continuity planning, and forget 

about the importance of business continuity planning. Of course there should be plans 

for IT, but there are situations where the business part is more important. In this 

company they have decided that good shell protection and redundancy in all aspects is 

the best way to prepare the company for IT related crises. The only thing that is sure 

in crisis planning is that something can go wrong, and then it's good to have 

redundancy on servers and networks that can take over the job. A second manager 

agrees that making continuity plans are an important part of the crisis preparation. To 

make the preparations even better these plans must be drilled to see that thing are 

working as they should in various situations. In this processing company they also 

perform system tests. This involves using a third party vendor to check their systems 

security levels. As a part of this the vendor also performs penetration tests so see if it 

is possible to get into the systems from the outside. 

 

How communication is handled in a crisis situation should be clear. Important 

communication methods rely on IT so having alternatives to use is necessary so that 

people can get information about what to do in a critical situation. All of the 

participants say that the most suitable and best way to communicate is through the 

company intranet or email. If the connection goes down, leaving email and the 

intranet out of order one company has key persons and super-users that will be 

responsible for informing the other employees on what is happening and get 

information spread out to all departments. 

 

In the processing company they use bulletin-board at the entrance and placed around 

the company as a non-technological way of getting information out to the employees. 

The manager in the security company says that they had made a list of which 

communication technologies to use in crisis situations, and they also use these when 

they are training. This list includes email, cell phone, land-line phone, SMS, and radio 

communication, in that order. If one doesn’t work they move to the next. 
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None of the managers sees it as likely that all communication will go down at the 

same time. In most cases email, land-line or cell phone will work, and can be used to 

communicate information to those who needs it. There should be a major crisis before 

all information and communication technologies fail. 

 

4.4. Identifying Threats 
 

To prevent a crisis situation from happening, the first step is to identify potential 

threats and risks. The companies have various kinds of systems that support business 

processes and communication. In this part the companies’ external and internal IT 

threat are presented, and which systems they see as critical. 

 

4.4.1 Critical IT and Information Systems 
 

In the security company the Business Assurance Manager says that they identify and 

makes systems specifications and recovery plans for each system depending on the 

level of criticality it is given. They see communication and the ERP system as the 

most critical. Another mangers say that all systems of course are important for the 

business, and are more or less critical to keep production and sales functions up and 

running. But he points out that the ERP system is the most critical of all. This is the 

company’s main platform and handles all sales and purchase transaction and 

information. They also get their production data from the sales numbers, so big parts 

of the company relies on this system. Further he says that for communication, e-mail 

and the company intranet also is considered as critical.  

 

In the production company they place e-mail on top of the list of their most critical IT 

services. It wasn’t like that ten years ago, but e-mail has taken a very important role in 

the company. Next on the list the IT manager places the network and IT infrastructure. 

It is important not just for traditional IT usage, but also for new types of 

communication. Today this also covers IP telephony, which they are implementing 

more of around the world. Further on all departments have special systems they rely 
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on. For example the R&D department is heavily dependent on CAD-solutions to get 

information about products out to the world. Since they are a manufacturing and sales 

company ERP also is highly critical. This system is used throughout the organization. 

Orders and customer transactions are all done through this advanced system, as well 

as performing quotations on the customers and placing orders. But the IT manager 

says that even if it is a highly critical system they are not a high transaction company, 

and they can manage for up to 24 hours of system failure before the situation becomes 

really critical. The only part of the company that highly relies on this ERP system is 

the spare-part business, which has a much higher transaction rate than other 

departments. 

 

To identify critical systems they have internal audits. This is done by seeing if there 

would be a production stop etc. as a result of IT failure. The answer to that is 

normally that they can manage a day without their systems before the situation 

becomes critical, because they have prepared documents and such so that business can 

continue more or less as usual in shorter periods of time. 

 

4.4.2. External threats 

 

There are many kinds of threats and risks related to IT, the manager in the processing 

company explains. There are more general things like flooding or fire that is not 

directly linked to IT, but still will have an effect. In the last years they have seen a 

change in threats. It used to be more viruses and hackers. But now it has evolved and 

become more professional. He compares the new generation of computer criminals 

with the mafia. Now the attacks are done to obtain economic winnings. Before people 

just wanted to show off that they could access systems of big organization like NASA 

and CIA, but it was just for fun. As for their ERP solution from SAP he doesn’t see 

any potential threats. The ERP solution has made the situation better. Before they had 

a lot of self developed software, now everything is from the same provider. A part of 

their strategy is to only work with big and solid suppliers with a stabile financial 

position, so that there is no chance that they are bought up or will disappear after 

some years. That is why they have selected Microsoft, HP and SAP as their IT 

suppliers.    
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Customer information and data security is the biggest issue in the security company, 

and therefore they see hacking as a big threat. When customers trust them to keep 

their data secure it is important to keep that trust, and do whatever it takes to protect 

their systems from outside attacks. Other threats seen as critical are failure of 

communication and power supply. The power can be backed up with diesel generators 

the Business Assurance Manager says, but it is more difficult with telecom providers, 

if there are not supporting services available. In this company they perform business 

impact analysis based on how critical the different systems are for various business 

objectives. The IT department uses those results when going through a Service Level 

Agreement evaluation. Maximum acceptable downtime is an important factor. It is the 

IT department’s responsibility to develop strategies to fulfill the service level that is 

agreed upon, both in normal day-to-day operation and in crisis situations.  

 

In the manufacturing and sales company they see viruses and such as big threats. 

They had some occasions in the past where the network has been down for up to a day 

because of malware infections. This has made them more aware, and they see 

malware as one of the biggest threats to their systems. Usually this is dealt with 

within 24 hours. When it comes to IT threats there are always things that cannot be 

foreseen, and makes it hard to take measures to prevent critical situations from 

happening. The IT manager explains that one of their local offices in another part of 

the world got a surprise visit from the police some weeks ago. They showed up with 

some documents and went in and took all their servers. The police was investigating a 

tax-case on one of their customers, and expected to find information on that company 

in the databases. The officers just took the servers and walked away. Since things like 

this are difficult to foresee, and finding ways to prevent it is impossible, this IT 

manager believes that it is too much work to define every possible threat. 
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4.4.3. Internal threats 
 

The biggest threat to IT systems is the people inside the company, the IT manager of 

the manufacturing and sales company states. Employees become risks even without 

knowing it themselves. In some cases errors are done by mistake, and in other cases 

some employee might want to harm the company to seek revenge for some reason. 

Therefore, he says, segregation is becoming more important when systems and 

networks are integrated and combined together which opens up for more potential 

threats and risks.  

 

Still they don’t want to limit their employees’ access to company IT. They want to 

have freedom within the company and are quite open with the usage of their 

computers. As long as the employees follow the law and don’t do anything illegal, 

they are free to use the company computers outside work hours for private matters. 

Every employee must go through a security program when they start working in the 

company. Information and flyers are also sent out to explain safe IT usage. Every year 

the company also goes through the security guidelines and informs their employees 

about changes. In this company the employees don’t need to sign any policy or 

agreement. We trust the employees, and don’t force anything, the manager says.   

 

In the security company they are mostly worried about threats from the outside. Strict 

rules and system monitoring is used to prevent internal threats, and teaching the 

employees to take safe IT usage seriously. Occasionally they arrange awareness 

sessions and all of the employees and users of the company’s information technology 

has to sign an IT security agreement.  

 

Global Area Network is important in threat preparation at the processing company. 

With more than 100 sites connected in the same network it is a big issue is making 

sure no one from the outside can access this network, as the whole corporate network 

will be available. But the biggest threat still comes from the inside, the IT manager 

explains. People are changing jobs very frequently and they can leave with a lot of 

information. These people’s loyalty is not always with the company. If they get more 

money somewhere else they will go. The problem is that they have access to customer 
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databases and other valuable information. Even if they don’t physically take the 

information with them, they have it in their heads. The information and knowledge 

about the company that leaves with these persons is the real threat according to the IT-

manager. 

 

To minimize internal threats they simply tell their users what not to do and the reason 

why. Certain things are not allowed, but in some cases they still find it. It is for 

example not allowed to use other setups that the once that the company provides. The 

IT manager sees that even if they spend resources on informing users about risks they 

still don’t take it serious enough. In some parts of the company they have made it 

mandatory to sign an employment agreement that regulates clearly what is allowed 

and not when using the company's IT equipment. It's not clear if that agreement has 

any legal function, but it's used as a reminder for the employees. The goal is to teach 

them that PC no longer means Personal Computer; here they are Professional 

Computers, the IT manager explains. The computers are for work purposes and not 

for private use. In order to get better control they are in the process of implementing a 

Desktop Management System. This will help them control what is on the various 

computers in a wider extent then today. This is done by distributing software over the 

network across the world onto local servers. Then everything should be automatically 

updated when a users logs on. The plans are ready but they cannot do it yet, as it will 

cause a lot of trouble, and it is not popular among the users. 

 

4.5. Avoiding Crises 
 

The companies make their own policies and guidelines to follow in crisis preparation. 

But they also follow international standards such as ITIL, COBIT and ISO, or a 

combination of them. At the processing company they follow policies from the main 

head quarters which are used as guideline for the under-divisions. It states that it is 

mandatory for all divisions in the company to evaluate risk and crisis plans, and make 

business continuity plans including IT. In addition they have a crisis communication 

plan that includes information on different crisis scenarios and how to manage them. 

General crisis management is a part of the company’s general security policy where 

the crisis team’s goals are defined. Each country also has to make local adjustments to 
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the policies to fit their needs. The security manager explains that the crisis 

management is divided into an organization chart where the crisis management 

corporate team is on the top. Then each country has its own team, for example the 

crisis management team of Sweden. Under the country teams there are local crisis 

work groups, where IT is placed. The IT manager in Sweden tells us that they have 

their own IT security and risk plans, but what guidelines they use changes depending 

on the situation. If they have any incidents that shows weaknesses in the infrastructure 

they update their plans, and also if changes are done like adding new technology.  

 

They also schedule an update twice a year. In this process they check if any changes 

must be done. Each person that has an area of responsibility receives an automatic 

reminder when it is time to update their part of the plans. Messages will be sent out 

until the updates are done. On the IT side they also use ITIL that explains how to run 

and operate IT, and a part of that is incident management, that for example covers 

what to do when a server goes down. There are strict rules on how to handle such 

events. In the first 30 minutes one group work on solving the problem, if that doesn’t 

work a new group comes in. Related to the incident management are also rules on 

how to act and communicate. It depends on what part of the company that is affected, 

and what people that is needed to contact in order to solve the incident. 

 

The crisis plans at the security company are many including: damage assessment, 

various continuity plans, damage recovery plans, continuity of operations, business 

and information services recovery, crisis communication, incident response. The 

Business Assurance Manager gives a long list without going into details about the 

plans, but he says that they train on them so that people know what their roles and 

field of responsibility are. It is important to make the employees confident when a real 

chaotic situation occurs. The crisis processes and plans are updated periodically. In 

this process they validate the content, and if changes have been made since the last 

time they will update. In this company they have three factors that decide the 

frequency of updates. One is regulations and standards they use, such as ISO, COX 

and COBIT which have guidelines on updating. The second is the company’s own 

policy on updating, and the last one is the costs of reviewing and updating. It is 

important to ask if the plan useful when it is not updated. Both the price and the 

people involved must be motivated. Based on this the security company has made a 
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rule that every time any changes are made that might impact the crisis management. 

This can for example be a new server or change of responsibility, the plans must be 

reviewed so that updates are done to fit the new changes. 

 

The manufacturing and sales company they follow a set of guideline from risk 

management, they also have policies that is used as guidelines. They have an IT 

continuity plan, but it is more general and doesn’t focus on small details and how to 

exactly solve everything. This is because things are different from location to 

location, and depends on who the external IT provider is. They also have a set of 

standards they try to follow when it comes to IT security, such as ISO 27001 27002 

etc, but they are not certified, they are just used as guidance. In addition they follow 

the Information Security Forum. What they have as guidelines, we follow, the IT 

manger says.  

 

The process owners for each part of the company have a Service Level Agreement 

(SLA). Since they are a process oriented company each of the processes are covered 

in the SLA which describes support, availability and uptime. As part of risk 

management each service also has risk assessments together with the business 

continuity plan to state the different risks involved and what can happen. Updating of 

plans happens once a year. Then risk assessment is reviewed and they see if any 

changes have been made. If that is true the team decides what action is needed to be 

taken. If the policy changes the continuity plans has to change too. 

 

To see how the companies would handle an IT crisis situation two questions were 

asked. The first one is how a system breakdown would be handled. In the security 

company they start by activating an IT service continuity plan or a disaster recovery 

plan. Then damage assessment is done. If it is needed they will notify the staff and an 

appropriate team will be mobilized. The recovery plan focuses on getting the system 

up on a temporary site until the problem is fixed, while the IT service continuity plan 

is directed to repair damages to the main system. 

 

At the processing company they first action after a system failure is getting the 

backup up and running. There are prepared plans for different situations. The team for 

that event is triggered when the situation occurs, and sent to fix the problems, and 
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replace equipment. In some cases a temporary or mobile solution can be used as 

replacement until new servers are brought in for replacement. We have a very good 

backup system so no data should be lost if this happens, the IT manager assures. An 

IT service desk is contacted when there is a system breakdown at the manufacturing 

and sales company. Then they start gathering facts on what is happening, what area is 

affects and how big the scale is. They follow a checklist and direct problems to the 

Computer Security Incident Response Team (C-SIRT). This is a team which is 

specialized in handling IT incidents and crises. Everything from breakdowns, network 

failure, intrusions etc, and they are alert 24/7. It is a virtual team with experts which 

can address the right team for the job anywhere in the world from different locations. 

 

4.6. Crisis experiences in the companies 
 

As a conclusion of the interviews we wanted to hear if there had been any IT related 

crisis in the companies. 

 

In the security company the Business Assurance Manager could proudly says that 

there hadn’t been any incidents yet. At the processing company the IT manager 

explained that they had some minor incidents. One happened several years ago. The 

situation never turned into a crisis, but could have turned into a disaster if it wasn’t 

noticed it time. The incident was caused by water leakage in the server room’s 

cooling system. Despite that there was a detection system, and the cooling system was 

one of the best on the market, a pipe broke and started to fill the server room with 

water. According to the interviewee this rarely happens, and for some reason the 

alarm system that should detect water never went off. Luckily the situation was 

notices in the last moment and handled before the servers drowned. 

  

They also had a more recent incident where the police showed up at a local office and 

took all the servers. They were investigating one of their customers, and were looking 

or information in the databases. By having back-ups of everything they prevented this 

incident from becoming a crisis, but it takes time to get everything up and running. It 

gives disturbance when such event occurs out of nowhere and without any 

explanations about when the equipment will be returned. Fortunately the police 
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returned all servers after twenty-four hours, and no harm was done. Also in the 

manufacturing and sales company they also had some incidents where they got 

attacked by fast spreading virus in one country site network. It was detected early so 

the situation never became critical, but still caused some trouble. The responsible 

team had to shut down parts of the network in order to examine the infection, since 

the situation was noticed on time it was handled within some hours.   

 

If these occasions are a result of good crisis preparation or that the managers wants to 

keep crisis situations for themselves is hard to say. But it is clear from the interviews 

that all three companies take crises preparation seriously, and they spend lots of 

resources on making sure that critical IT systems are available. People with the right 

expertise are involved to make the preparations thorough and strict guidelines and 

policies are followed. Plans and processes are updates and reviewed to prevent new 

technology and other changes leading to critical incidents.   
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5. DISCUSSION 
 

In this chapter we compare the theoretical framework from chapter two with the 

empirical findings that is presented in chapter four. Similarities and differences 

between the two will also be discussed.  

 

5.1. Preparation for information technology related crises  
 

Through the empirical findings it is clear that all the three companies take crisis 

related to information technology seriously. Securing and protecting corporate IT 

solutions and services has become very important since more and more businesses 

uses information technology extensively. They might experience a total loss of 

business function if the systems are out. This leads to higher preparation demands to 

avoid such critical situations (Laudon, K. & Laudon, J. 2006 ch.10). In these 

companies used in this research we can see that IT solutions and services have taken 

an important role in many business processes and everyday tasks. IT is used for 

production planning, handling customers and sales, communication and much more. 

 

5.1.1. Crisis Management Team 

 

To handle crisis in the company a dedicated team with persons that are skilled in their 

field should be gathered (Fink, S. 1986). Their duty is to define possible threats and 

risks that at the company can be faced with. Within the field of IT crisis, different IT 

personnel needs to be involved depending on their skills related to the threats. In order 

to address possible crisis situations properly it is important to gather competitive and 

experience crisis management team. In the literature it is suggested to divide crisis 

team in decision makers and sites response teams. Different senior manager and 

decision-makers are listed in the literature as possible members of the core crisis 

management team. When needed the team could be expanded to involve key 

departments such as corporate security and information technology (Glen and 

Guernsey, 2003). When covering IT, it is important that the business people 
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understand the IT personnel and that the IT personnel understand the business people 

to clarify responsibilities and dependencies (Gillies, C. 2007). 

 

From the interviews it is clear that representatives involved in the preparation process 

were top management. They are not necessary a part of the whole process, but have a 

say in the goals and strategy. Usually the top manger related to IT crisis preparations 

is the Chief Information Officer. If a critical IT event impacts to the whole company, 

the head of IT should be involved in overall planning process, and then delegate tasks 

to lower level managers and employees. In the security company the CIO is 

responsible for all IT related planning, strategy and preparations. In the CIOs right 

hand in this team is the IT operation manager. In addition to the two, there are various 

representatives that can support their field of expertise, such as for critical systems.  

 

Since these companies are multinational enterprises they can even have dedicated 

persons that works with continuity planning and risk management full time. For big 

companies this is common according to Glen and Guernsey (2003). In the processing 

company they have persons working with this full-time. There is the Corporate Risk 

Manager which is responsible for the whole group. Together with the IT Security 

Manager they plan and prepare for IT related crisis for the whole organization. The 

manufacturing and sales company solves the process differently. Here they gather 

teams for each department. For example in a production factory the manger of that 

site together with the local IT team is responsible for planning and preparation. The 

top management provides governance and policies, but how to handle crisis is 

delegated to lower levels in each location. None of the companies uses external 

competence in the planning process, but use external help to test IT vulnerabilities. It 

seems that all three companies takes issues regarding IT seriously throughout the 

organization. Top management is involved and takes decisions when needed, and 

delegate less demanding task down the chain. 
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5.1.2. Preparations and training 
 

When preparing and planning for crisis it should be made as many predefined 

procedures as possible and hints should be written down during the preparation stage 

to avoid chaos and wasting time seeking for help when decisions has to be made  

(Fink, S. 1986). But it is also important to remember that in an acute crisis situation 

there is not time to read loads of information to get the answers needed. It should be 

flexible and provide the framework that is needed and give a leeway for managing the 

situation. It should be a structure, but is should be loose (Regester and Larkin, 2005). 

Different from risk management, when planning for crisis it is important to see that 

risk management is about planning for things that might happen, while crisis 

management is about planning for the worst things that could happen (Skoglund, T. 

2002). 

 

To assure reliable and secure IT services redundancy is important. It can be expensive 

to achieve, and involves getting extra equipment to guard against failures. This 

decision depends on business factors. How costly would a 3 hours, or a 12 hour 

failure be? Answers will vary from different parts of the organization. Redundant 

systems are very complex and there needs to be policies on how backup systems are 

brought online, and who will be responsible for it (Applegate, Lynda M. et al. 2003) 

 

In the security company they are most eager on preparing how to handle incidents that 

can happen to their critical systems. They identify possible issues which later are 

addressed in the continuity plans. There is one plan for each system. This company is 

very serious about their continuity planning, and also involves external help. They see 

the corporate knowledge and their customers as their most valuable assets, and it is 

highly important to protect. Business impact analysis is preformed to see how critical 

different systems are. Then the IT department knows what is needed to achieve the 

business objectives related to the service level agreement. This company seems to 

have plans for every possible scenario they can think of, and have detailed plans for 

all systems. According to Regester and Larkin (2005) it can be wise to make less 

detailed plans as it can be difficult for the users to find helpful information when the 

information load is too comprehensive. 
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According to Skoglund (2002) policies and guidelines alone don’t solve crisis, 

training and following up is also needed. This is supported by Applegate, et al. (2003) 

who explains that rehearsing and practicing on incidents makes the decisions-makers 

confidant and effective during and actual crisis, even if the outcome is different. 

 

People involved in handling crisis in the security company are trained so that they 

know what to do, and know their role and field of responsibility. It is important to 

train so that those involved are confident and know what to do when the situation is 

more chaotic, according to their manager. At the processing company crisis training is 

done in a different way. They use outside vendors to test the systems security levels. 

Their crisis team is a virtual team, meaning that they are placed in different places 

around the world. They have weekly sessions where they train on the most critical 

systems. It is strictly documented and people are trained in how to handle critical 

events. The people involved in crisis management in the manufacturing and sales 

company don’t have a scheduled training arrangement, but occasionally they have 

drills to see that everything is working. Then systems are tested with the support of 

third party vendors who perform penetration tests. So in this light crisis management 

theory and company managers agree that it is essential to test and try in practice every 

plan periodically to have it up to date and make it as efficient as possible. Even 

though there are differences in the way training is done in these companies the 

important part is to drill on the plans and preparations so that the involved people 

know what to do, and feel confident in solving their tasks.  

 

According to the literature (Helms, R. W. et. al. 2006), preparation and training gives 

a constant overview of the vulnerabilities, and their seriousness which depends on 

frequency of the problem and potential damage that might be caused. It is important 

to ensure that plans are tested to make sure it doesn’t provide false feeling of safety.  

 

5.1.3. Communication 
 

Defining needs of communication techniques should be done in the planning phase 

(Millar and Heath, 2004) and since IT in many ways are responsible for both internal 

and external communication it can be wise to look at alternatives. In the security 
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company they have made a prioritized list over which communication alternatives 

they have, and which order to use them. Email is the only one related to their own IT 

infrastructure. At the processing company they prefer to use the intranet, and an 

application called Crisis Commander can be used to inform right personnel. If they 

cannot use technology to communicate they will use key persons that are responsible 

to get information out to those who need it. Bulletin boards are also used to spread 

information. 

 

In the manufacturing and sales company they have alternative communication as part 

of their continuity plan. Also here email is the first choice, and the intranet on second 

place. If no communication works they will have to run around and give messages. 

The IT manager sees it a less likely that both cell phone and land-line communication 

should fail at the same time. It’s clear that all three companies rely heavily on IT for 

communication, but they have alternative way to do this when necessary, though it 

can be hard when communication happens across different location or even countries.      

 

5.1.4. Updating and reviewing plans 
 

Skoglund (2002) says that when preparing for crisis, threats must be identified, and 

then analysis and resource planning must be done. But it is also important to follow 

up the plans that are made, so that they are up to date all the time. Also Millar and 

Heath (2004) explains that it is important to check the plans, and update regularly. 

Applegate et al. (2003) provides a rule: when new technologies are added new risks 

occur, this of course means that the managers need to know how these should be 

addressed. The companies in this research all have schedules for when they review 

and update their plans, but it is also a constant process to keep the plans up to date. In 

the security company they follow policies and standards such as COBIT, COX and 

ISO. They have also made a rule to motivate the people and the cost of updating 

plans. Every time changes are made that affects IT, the plans has to be changed. The 

manager asked himself: is the plan useful when it’s not updated?  

 

The security manager at the processing company reviews the plans twice a year, while 

the corporate IT manager does this annually, but in addition changes are made when 
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needed, when major modification in company or its IT systems happens. Also the 

manufacturing and sales company updates yearly, but if changes are made to the 

policy they also review their plans and decide what new actions that is need to be 

taken. 

 

5.1.5. Guidelines 

 

It can be seen that companies usually relay on written down procedures and plans for 

different critical situations. In regard to arisen event needed continuity or recovery 

plan is activated in order to help to cope with happening. According to Applegate, et 

al. (2003) managing in a crisis situation is hard enough, by having procedures and 

guides for managing incidents and solving problems managers will get help to avoid 

decision-making traps, and also specify who should be involved in the problem-

solving activities. There is room for creativity in crisis management, but procedures 

are good bases (Applegate, et al. 2003). We can find agreement on that in 

manufacturing and sales company IT manager’s words who say that planning is 

important for proper crisis management and in order to handle situation.    

 

Preparation to the crisis could be followed according to well known IT and 

organizational standards and regulations. That suggests possible guidelines for related 

to IT happenings handling, which could involve advices for coping with everyday 

situation and taking care of more disastrous IT events. Some of them are not just for 

crisis management, but have different sections that cover related topics such as 

disaster recovery, continuity planning and crisis communication. As Johnston, et. al. 

(2008) gives that follow international standards such as ITIL, COBIT are most 

commonly used in order to ensure control and processing of IT. Usage of such 

standards is mentioned by security company representative who told that they relay 

on some of them in planning the update and review. Wider usage was not mentioned. 

In addition to named regulations, interviewee from processing company told about 

having other guidelines for IT security ensures as ISO 27001. As he gave they are not 

certified to that standard but use it in order to address proper IT management.  
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IT continuity planning mentioned by Zambon, et. al. (2007) is part of the guidelines 

used in the interviewed companies as well. According to IT manager who told that 

sometimes it is too much focused on IT continuity and forgetting about company in 

general. In this case overall company continuity is rather properly addressed IT will 

be covered too.  

 

5.2. What kind of IT related crisis do companies worry about? 
 

It has been explained earlier that IT is important in many aspects of businesses, and 

when business systems are connected to the Internet and made available for all parts 

of the organization no matter where in the world they are located, new threats will 

also arise. According to (Laudon, K. & Laudon, J. 2006 ch.10) is usually the target of 

the possible outside intruders, as hackers, who could break into the systems to steal 

business secrets or other valuable data, or infections by malware and viruses that 

usually are targeted to destroy or steal information.  

 

Interviewed company representatives agree on the importance to secure business 

networks and systems from those intruders, but since it is becoming common sense 

precaution regarding malware protection it is usually well taken care of. Other thing is 

protection from outside intruders and hackers. According to interviewees they take 

this threat serious. They use external firms to perform penetration tests, and find 

vulnerabilities in their systems. One of the managers stated that protecting company 

knowledge and customer information was their most important task. 

 

5.2.1. External threats 

 

Through the Internet and other communication networks information systems in 

different locations are connected and can be accessed for almost anywhere. This 

opens for various kinds for threats, like unauthorized access, abuse or fraud. The 

threats are no longer limited to a specific location, they can come from anywhere in 

the world. (Laudon, K. & Laudon, J. 2006 ch.10). The companies in this research 

have big global networks, and if outsiders get inside the firewall they have access to 
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the entire corporate network. One manger says that segregation is important way of 

dealing with this problem. A hacker that gets into ha corporate network can not only 

steal loads of information, but can easily spread malware or in other ways harm the 

infrastructure.  

 

According to Moore, S. et al (2005 ch.1) outsourcing of IT services is becoming more 

common in the Western world. This gives third party vendors contracts to host parts 

of, or entire IT solutions and support for a company. In the theoretical part this is 

presented as a threat because contracted workers will not have the same affiliation to 

the company as a regular employee. None of the interviewed managers sees their third 

party vendors as a threat at all. One of them even saw it from a whole other 

perspective. Before they had software they developed themselves, but now they have 

gathered everything by using one big provider. Their strategy is actually to only work 

with vendors that have a solid financial base, that wouldn’t suddenly disappear from 

the marked. 

 

5.2.2. Internal threats 
 

Employees can also perform errors in their work by entering faulty data or not 

following the correct procedures making systems and services vulnerable. Common 

vulnerability threats can descend from technical, organizational, and environmental 

factors together with poor management decisions (Laudon, K. & Laudon, J. 2006 

p.350). 

 

On other hand writers say that even more important threats to information systems are 

inside users and employees who could cause crisis deliberately by seeking revenge to 

the company, by damaging hardware or stealing valuable information or accidently 

making mistakes that cause system breakdowns or similar things. This is seen by 

representatives as well as possible origin of the IT crisis and being handled by 

introducing IT security agreement or educating people of safe IT usage. However, not 

all companies see PC as Professional Computer and not allowing use it in personal 

needs, some let employees to use it for personal need unlit it not violates laws. Other 

site of inner problems mentioned in the literature is outsourcing, that usually is threat 
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in having lack of loyalty of employees that it is hard to reach for local worker so what 

to say when site is in other part of the world. However such problem was not 

mentioned as possible risk for the crisis by company representatives despite that they 

mentioned having outsourced some of the services.  

 

The literature (Laudon, K. & Laudon, J. 2006 ch. 10; Applegate, L. et. al. 2003 ch.6; 

Helms, R. et. al. 2006) lists many different risks for IT crises, the once that are 

common is listed in the table below (table 2). 

 

Provided by literature Identified by companies 

 
• Simple mistakes 
• Negligence or sabotage 
• Hardware and software malfunction 
• Power failures 
• Malware 
• Hacking 

 
• Power failure 
• Malware 
• Hacking 
• Employee mistakes, revenge 
• System failure 
• Fire/ flooding 

 

Table 2: IT related crisis from literature review and interviews. 

 

In addition on the left side there are potential threats mentioned by company 

representatives during the interviews. Despite our defined delimitation the companies 

see fire and flooding as possible IT crisis, however that this type of crisis could 

catastrophic not just for IT but can damage whole company building irreparably. We 

can see that other types of crisis coincide.  

 

Other thing that companies is trying to do is to prevent themselves from possible 

unneeded worries that could be achieved by choosing big, well known and stable 

service provider, who would ensure desirable system support and maintenance.
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6. CONCLUSIONS 
 

In this chapter we will answer the two research questions described in part 1.2. After 

comparing the theoretical framework and the empirical findings it is clear that there 

are many similarities, and that differences are limited in the preparation phase. The 

biggest difference found is the level of detail in the plans. In the security company 

they have very detailed plans and steps to follow for all possible scenarios they can 

identify. They follow many industry standards and internal policies. In the other two 

companies the planning is more general, and not focused down to the smallest detail 

and every possible scenario. In the literature it is stressed that the plans should not 

provide too much information as it will be hard to follow in a crisis (Regester and 

Larkin, 2005).  

 

The empirical work shows that the participating companies takes crisis preparation 

seriously, and spends big resources on it. We have addressed how companies prepare 

for information technology related crisis and kind of critical events they are worrying 

about. The theoretical framework gives an overview of the crisis preparation process 

as a very demanding and never-ending job. It requires human resources, as well as 

time and money to deal with. There are many steps to follow in order to cover all 

aspects. The right people must be involved, scenarios must be analyzed, and 

alternative solutions must be ready in order to take over when others fails or gets 

damaged. 

 

We cannot say that any of the companies in this research has had any really dramatic 

crisis situations based on what they told during the interviews. Their high level of 

preparation can explain this, but it can also be a bit of luck that none of the incidents 

mentioned turned into crises. Many companies wait until they have been through a 

crisis before they start a preparation process. One of the reasons is cost, and that it is 

seemed as a waste of resources (Laudon, K. & Laudon, J. 2006 ch.10). This cannot be 

said to be true regarding the companies that participated in this research. In the 

preparation phase these companies uses much time and resources to gather the right 

people in the crisis management team, they use a combination of their own and 

industry policies and standards as guidelines, they use outside vendors and also 
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dedicate much time in keeping their plans up-to-date. Like one of the managers said: 

how useful is a plan if it’s not updated? 

 

6.1 How do companies prepare for information technology related 
crises? 
 

It is not a small job preparing for crisis. Both the literature and the empirical findings 

are clear on that. The first step is gathering a crisis management team. This includes 

having in place a well-organized team with experts and skilled specialist from various 

fields and departments in the business. The team should also have decision-makers 

that have the authority needed to take action and divide responsibility. In IT related 

crisis the head for planning and decision-making should be CIO. The team’s job is 

identifying possible risks and crisis scenarios, take important decisions needed to 

solve them and alternative ways to work until everything is back to normal operating 

mode.  

 

Many events are unpredictable and sometimes unexpected, but the need for 

preparations is perceived and agreed on. It is better to prepare and train for incidents, 

than to wait until critical events occur. Identification of possible threats and risks, and 

noticing warning signals are essential parts of crisis preparation. As well as having 

steps by step action-plans written down and documented regarding possible crisis 

scenarios. If a crisis hits, having guidelines and a place to obtain information valuable 

when the situation becomes hectic and decisions must be made within limited time. In 

addition it should be mentioned that having plans does not solve the problem alone, 

constant training and reviewing is needed to make the people involved safe on what to 

do and their degree of responsibility. New vulnerabilities must be made clear, for 

example when changes are made, this can include a new server or an employee 

leaving the company. Therefore constant reviews and updates of plans are essential. 

Not adapting to changes can make the crisis-plans useless. All the companies had 

clear rules on this. If changes are done concerning IT, the plans have to change as 

well. The way of reviewing and updating follows different standards and policies; 

ITIL and COBIT are popular and have strict rules on how to govern all perspectives 

of IT. The companies also have internal policies that have to be followed additionally. 
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Another important part of preparing of crises is communication. Defining alternative 

ways of communication is important if IT fails to do the job. Companies are 

dependent on mediums as email and company intranet to spread information, in case 

of loss alternatives must be clear. This can be landline or mobile phones, bulletin-

boards, or spreading information through key persons in the departments without use 

of technology at all. 

 

6.2 What kind of IT related crisis do companies worry about? 
 

The second question in this research looks at what kind of IT related crisis companies 

worry about. It might not be very surprising that all interviewees mentions email and 

communication as IT service they are very dependent on, and sees are the most 

critical throughout their companies. They are dependent on email to stay in contact 

with colleagues across departments, customers and business partners. Advanced 

business solutions are also critical for the companies participating in this research. All 

of them are heavily dependent on Enterprise Resource Planning (ERP) systems. This 

advanced solution works across the departments and locations of the business, and 

thereby involves many critical business functions and processes. 

 

It is also a match between literature and empirical findings that the biggest threats 

come from the inside of the company. The employees are the once that the IT 

managers fear the most, and causes the biggest threats. To access information and 

other important company property is easier from inside. Nowadays when information 

and knowledge is becoming so valuable, keeping it secure becomes a challenge. One 

threat is employees changing jobs and leaving with company knowledge and 

information, another threat is sloppy IT usage and lack of awareness. All three 

companies have policies that the employee signs and wish to limit users’ access to the 

corporate network. On other hand external threats should not be underestimated. 

Malware and computer criminals are mentioned as outside threats that want to do 

harm or access valuable information. External vendors are hired to perform 

penetration tests on systems to uncover weaknesses. However outsourcing of IT 
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services is not seen as a threat, but more as an important partnership by using well-

know vendors that they feel can be trusted.  

 

Crisis concerning information technology is not an easy job. There are many possible 

outcomes and things that can happen. Foreseeing them all is impossible. The 

preparation and planning process never ends and demands resources, both human and 

money. But it is still important to focus on preventing crises from happening instead 

of finding a cure when it has already occurred. 

 

6.3 Further Research 
 

Since information technology is so involved in many aspects of the business world, 

companies and IT professionals needs to prepare themselves for what to do when their 

systems and services fails, and cannot continue of perform business as usual. This 

research has only touched a small part of the crisis management process, the pre-crisis 

preparations. There is still a lot of research that can be done concerning the other 

stages. A future research in this area can also go outside the limitations that are set for 

this research. The crisis management field is big, and the need to look at IT related 

crisis in other parts of the field is definitely needed.  

 

This research has focused on big multinational companies that have the possibilities 

and resources to perform these expensive and demanding tasks. How smaller 

companies with less resources are prepared, can also be a field that needs attention. It 

can also be interesting to research companies that have been through serious IT 

related crisis and perform empirical studies on what happened and how it was 

handled. This is information that can be useful for many businesses and organizations 

in the future. Especially in the banking industry where there are many issues to 

address such as security, trusts, uptime guarantees and customers availability.
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8. APPENDIX 
 

8.1. Interview Guide 
 
 
 
 
1) What kind of systems is critical for this company? 

 
2) What plans/preparations does this company have concerning IT crisis? 

 
3) What is important to have in mind while preparing for IT crisis? 

 
4) What kind of IT treats do you see as possible? 

 
5) How do you identify and prepare for possible IT crisis? 

 
6) How do you teach/tell users safe IT usage? 

 
7) Who is involved in the planning process? 

 
8) What kind of guidelines do you follow in the planning process? 

 
9) How often is the crisis plan updated/reviewed? 

 
10) In a situation where IT fails, how will communication happen? 

 
11) If an important IT-system should break down, what is the course of actions? 
 
12) Have you had any IT related crisis in this company? 
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8.2. Interview Transcripts 

 

8.2.1. Company A – Security company 
 
Q1 What kind of systems is critical for this company? 
ERP and communication systems 
 
Q2 What plans/preparations do this company have concerning IT crisis? 
The critical systems are identified and detailed system specifications and disaster recovery plans are 
developed for each system. In corporation with external companies internal and external 
assessments are conducted. The possible identified issues are planned and addressed. The 
organizational continuity plan comprises three main areas: sustain, protect and recover; covering 
continuity of operation, cyber incident response crises communication, business recovery and 
disaster recovery, etc. 
In addition IT security policies, covering among others access control, computer usage, data 
backup, monitoring, etc, are implemented to protect the users, data, systems and the company from 
being set for risks.  
The measures for possible sources of interruption such as natural, civil, criminal, fire, electricity 
and telephony failure, medical emergency, long term illness or death, biological hazard, sabotage, 
burglary, water, cooling, etc, are planned to be executer in case of occurrence. Our customers and 
the corporate knowledge are the two of most valuable assets of the company. It is highly important 
to protect this information. People trust to our company and don’t want to loose their faith.  
 
Q3 What is important to have in mind while preparing for IT crisis? 
Our IT governance is build and its effectiveness is measured by taking the recommendations from 
the current international standards in consideration.  
The IT services delivery and continuity is planned and developed with the business objectives and 
strategy as the basis.  
It is highly important that D/R is planned, updates are scheduled and predefined scenarios are 
executed periodically, in order to achieve acceptable performance in the critical situations. 
The IT services availability and data consistency is achieved by, e.g. redundancy, hot backup sites, 
data classification and storage, secure and efficient data center and computer room operation, 
Service Level Agreements (SLA), etc. 
 
Q4 What kind of IT treats do you see as possible? 
Hacking. Everything is done to protect us from outside hacking. Systems are secured from 
accessing it from outside by outsiders (not company workers).  
 
Power – having diesel generator and backups and tele failure – choosing different providers.  
But if it is due to national crisis not much could be done to overcome such crisis if you can’t get 
fuel for generator or all tele providers are not supporting services. 
 
Q5 How do you identify and prepare for possible IT crisis? 
Through the business impact analysis the critical of the systems based on their role to achieve the 
businesses, objectives and maximum acceptable down time are evaluated and appropriate 
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availability strategy for each system is developed. The IT department, among others, uses the SLA 
as the input in their evaluation. SLA is an agreement that states the level of service that can be 
expected from the IT service department. Maximum acceptable downtime is one of the important 
factors in the SLA. The IT department should develop different strategies to fulfill the services level 
both in day-to-day operation and in crisis situation. It is highly important that D/R is planned, 
scheduled and predefined scenarios are exercised periodically, to identify and address possible 
pitfalls and achieve acceptable performance in the critical situation.  
 
Q6 How do you teach/tell users safe IT usage? 
Introducing and asking to sign company IT security statement and arranging awareness sessions. 
 
Q7 Who is involved in the planning process? 
The CIO as the IT services continuity team leader, chief technical officer, IT operation management 
and critical systems and services representatives are responsible for planning of the IT services 
continuity and disaster recovery. Inputs from other interest groups might be gathered to develop a 
comprehensive crisis plan.  
 
Q8 What kind of guidelines do you follow in the planning process? 
Based on the outcomes from the damage assessment and activation criteria for each continuity and 
D/R plans, appropriate plan(s) might be activated and measures are taken to recover the normal 
operation. Continuity of operation, business and information services recovery, disaster recovery, 
crisis communication, incident response, etc, is some of the guidance that might be executed to 
address the critical situations.  
 
People involved to handle crises are trained so they know what to do and what their role is and also 
field of responsibility. Training and exercises are important so that people are confident on what to 
do when the situation is more chaotic than in normal operation mode. The department managers are 
represented and involved in the crises team to set the correct course of action. Crises team 
organization has functional organization structure. 
 
Q9 How often is the crisis plan updated/reviewed? 
The process and plans are reviewed periodically for validation of the content and update upon any 
substantial changes.  
 
The following three factors might be taken in consideration to determine the frequency of updates. 
One is regulations, and standards such as ISO, COX, and COBIT. Other is the policy of the 
company stating frequency of updates, and the last one is the cost of review and update. It is 
important to ask the question: is the plan useful when it is not updated? Both the people involved 
and the costs must be motivated. A common good rule might be – crisis plan needs to be updated 
every time something changes within related department that might have impact on the crises 
management, this can be a new server, role and responsibility changes, etc.  
 
Q10 In a situation where IT fails, how will communication happen? 
The communication plan for crises situation is followed. The communication system alternatives 
might be as following: 
 

‐ E-mail 
‐ Cell phone 
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‐ Land-line phone 
‐ SMS 
‐ Radio communication 

 
If none of these communication paths is useable, then there might be a national or multi national 
crises and the company should follow the guidance and take measures appropriate for this situation. 
 
Q11 If an important IT-system should break down, what is the course of actions? 
Recovery operations begin after the IT services continuity plan or disaster recovery plan activation, 
damage assessment completion and if necessary staff notification and appropriate teams 
mobilization.  
 
If appropriate IT services continuity plan and disaster recovery plan is activated in order to recover 
the IT service delivery. The criteria for activation of the IT services continuity plan is defined and 
documented in the plan. 
 
On the other hand disaster recovery procedures might focus on enabling IT processing capabilities 
temporary at the alternative site, while other efforts are directed to repair damages to the main 
system. 
 
Q12 Have you had any IT related crisis in this company? 
No, nothing yet. 
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8.2.2. Company B (Person A) – Manufacturing and sales company 
 
 
Q2 What plans/preparations do this company have concerning IT crisis? 
Every part of the company around the world has to perform their own risk review analysis. 
According to measured risk value from high to low, a business contingency plan is prepared and 
developed for crisis situations. 
 
This company has outsourced business software solutions services to HP, who is also responsible 
for risk evaluation and preparing for crises that can occur with this company’s computers and 
servers. They are also responsible for our SAP R/3 solution that is the part of outsourced business 
software.  
 
In regard to hackers attacks white hackers are involved for consulting and performing system 
analysis. We use external consultants that comes in and tests the companies IT security several 
times per year. This is to prevent that outsiders can get access to company systems and data. White 
hackers help to protect network by checking the vulnerabilities from outside, for inside monitoring 
there is intrusion detection system (IDS) that follows the activity of the network, and alarms when 
something is wrong, or someone is trying to get access without permission.  
 
To cope with IT crises there is an IT crisis emergency response team. This team is spread all over 
the world and is brought together (virtually) when it is needed.  So if there is some kind of 
emergency this team is delegated to handle the situation anywhere around the globe, where video 
conferences and telephone consulting is used. 
 
Q8 What kind of guidelines do you follow in the planning process 
(Here the interviewee showed us a crisis management folder that contained plans and guidelines.) 
 
The company has a security policy that every employee must follow. In this policy there is stated 
that each country site should have a crisis team, and has procedures on how to act and prepare for 
crisis. This policy is given from the main head quarters and as guidelines for the under divisions. It 
is mandatory for all companies to evaluate risks and crisis and make a business continuity plan, and 
IT is a part of this. We also have a crisis communication plan that includes information on different 
crisis scenarios, and how they can be managed, and how not to manage them. Guidelines of the 
general crisis management are provided in the company security policy that involves of defining the 
crisis communicational manual, where the crisis team goals are defined and how to manage any 
situation that appear in the way of reaching the goal. Policies procedures are provided by global 
headquarter in regards to the crisis management that need to be adapted to every country by local 
management. 
 
Each manager in every location has a crisis management folder that contains four documents (The 
interviewee showed us the different documents. He said that we could have a look, but that it 
couldn’t leave the company). 
 
First there was a document covering general guidelines for crisis management in the company. This 
included first aid, what to do in different situations, and a helpful glossary. The second document 
was a crisis check list had an alarm list over important persons with contact information that is 
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updated two times per year. This also included to the personnel that was to be contacted regarding 
IT related crisis. Then there was a business continuity plan that is made for each country separately 
according to global guidelines. The crisis team for that country is responsible planning and making 
the continuity plan. The last document was a crisis communication manual that contained 
information on how to communicate in crisis situations. 
  
Crisis management involving particular systems could be dependent on other companies that are 
usually servicing particular areas. So in some kind of crisis the company contacts them to solve the 
situation. They also have a online tool for crisis planning and situation, called the Crisis 
Commander Tool. This is run over the internet on secure server and can be access any time. It 
contains information that can be useful in different situations. Organization chart: 
 
  Crisis management corporate team 
     |  
  Crisis management Sweden team 
  /    \  
   
Crisis work group    Crisis work group 
 
 
Q9 How often is the crisis plan updated/reviewed? 
We schedule to update the procedures and plans twice a year. There is an automatic reminder for 
the person who is in charge for that, but if it is delayed the Crisis Commander Tool will keep 
sending e-mails until the updates are done. 
 
Q10 In a situation where IT fails, how will communication happen? 
If the information technology fails secure inner communication mediums such as the company 
Intranet is used. The Crisis Commander could be used to inform personnel about what is happening. 
As long as it is possible we will use the company’s intranet or webpage to communicate with. If 
that is not possible we do it without using technology. This is done by giving information to key 
persons who can spread it through the departments and to contact persons around the company. We 
also use bulletin-boards placed at the entrances and around the company sites to post information, 
so we are not dependant on technology to get information around. 
 
Q11 If an important IT-system should break down, what is the course of action (how will it be 
handled)?  
If IT systems should fail and communication cannot continue as normal the people that are needed 
it gathered, both internal and external. The first thing that has to be done is to get the back-up up 
and start it running if it is possible. There are plans for different happenings.  The team in charge is 
triggered when a crisis happen, and sent to fix the problem and replace the equipment. A temporary 
or mobile solutions can be used, but if it is needed, new servers are brought in to take over for the 
once that fail. All data is backed-up and we have a very good back-up system, so loss of data is not 
going to be a problem for us. 
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8.2.3. Company B (Person B) – Manufacturing and sales company 
 
First of I would like to tell you that IT is not the main focus of our business. It is a supporting 
activity, so my answers will be given through that perspective. The answers will also be from a 
global enterprise perspective where we are active in something like 60 countries with their own 
sales companies and something like 20-30 manufacturing sites around the world. So I will not give 
you any answers just from the Swedish part. My responsibility is for the global enterprise related to 
IT.  
 
Q1 What kind of systems is critical for this company? 
What I would list on top is e-mail communication. It has definitely taken the role of being critical 
for our company. It was not like that 10 years ago, but today it is very important. In parts of the 
organization we also run IP-telephony, of instance in the USA. This is run through the same 
network as other communication. So all the infrastructure is critical, but in this case not only for 
traditional IT usage. Otherwise I would say that like most other companies that are in developing 
products, selling products, delivering products, if we start from the R&D side we have many people 
that are heavily dependent on CAD solutions and attached to that product is the Data Management 
Solution to get the information about the products and the changes to the product out to the world. It 
is critical but not highly critical. If the system is down less than 24 hours we will still do business.  
 
The next one is definitely highly critical. That is the whole order process, you make quotations to 
customers and you take orders from these quotes. And further it takes us into the whole ERP area 
that many people depend on. We are not a high transaction company; I mean the number of sales 
per company is typically 50-100 per day or so. If you place the order today or tomorrow it’s not that 
critical, but if you go into the spare part business, the after market, there it for sure is highly critical. 
We ask us the question if there would be a major stop in production etc. if we encountered critical 
IT situations when we are doing internal audits, and typically the answer is that we can do a day, 
typically we have printed out documents and such so we know what is in the pipeline so we can 
finish this shift, but we will have a problem if the breakdown is longer than that. 
 
Q2 What plans/preparations do this company have concerning IT crisis? 
Preparations are easier than plans, so we can come back to the plans later. If you take some of those 
systems, I mean we have for instance all sales for the whole region Western Europe and North 
America placed in one single system and in one physical location. So that means that there is 
something like 15-16 countries with their sales companies plus some 8-10 factories connected to 
this, and that is what I mean by highly critical system. You need to be able to make quotes, deliver 
spare parts through this ERP solution. In this particular system we have a High Availability Solution 
from some vendors that is referred to as HAS. That means that some of this applications are 
mirrored over the WAN in this case of instance we have a second IBM machine standing with IBM 
in Stockholm where all transactions are mirrored over the network to that second machine. It is not 
only an IBM solution even if that would have been easier. There is an awful lot of Microsoft SQL 
stuff involved as well, and this part is also mirrored but we have a second data center on the same 
location but in a different building, so all services and transactions are again mirrored instantly. 
Should we get a total breakdown we are typically back up again within 10-15 minutes without 
losing any transactions.  
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Then you have the other extreme like some of our companies in South America and Asia where 
there is relatively small businesses with maybe 10-15 people in the smaller markets. They have 
local ERP solutions and of course they have normal backup procedures and UPS equipment etc. in 
order to keep the systems up and running. Should they however break down they can manage for 
24-36 hours without any major disturbance. They will fax orders or find other solutions, so they can 
manage that period of time. In some countries we have a disaster recovery plan, an agreement 
where for instance you have vendors like Sun Guard which is a relatively global player. What you 
actually do is that you sign up for an agreement where they will be able to replicate your 
environment within 24 hours. They will load your programs, data and transactions into their own 
equipment, and they will be able to host us with equipment, computers and clients on their 
premises. 
 
Q3 What is important to have in mind while preparing for IT crisis? 
My answer for that goes back to the Second World War where a general said: ”It’s not the plan that 
is important, it’s the planning process”. The only thing you can say about the plan is that it is not 
going to work anyway. To really think through the possible and impossible scenarios that you can 
be faced with and make up your mind that ok, if this happens we will have to deal with it one way 
or another, or if this happens we will handle it like this. And people tend to talk a lot about IT 
continuity planning but they forget about the business continuity planning. I mean that one thing is 
to have a good plan on the IT side, but there could be a situation where not only IT that is hurt but 
the whole business. And this tends to be forgotten very often. 
 
Q4 What kind of IT treats do you see as possible? 
We spend a lot of activities and investments related to the shell protection. We have a Global Area 
Network where we have more than 100 sites connected to it, and if you are inside there, behind the 
firewall you can reach all those sites. So of course we have put a lot of effort in to really making 
reliable and good shell protection. The most difficult part is the treat that comes from the inside. 
When I say that we have countries where the loyalty to the company not that high, people is 
changing jobs quite frequently. If you go to China for instance, if a couple of very successful 
engineers get offered a job with better pay down the street they will go. It is not only that they are 
leaving. They are actually leaving with an awful lot of information in their heads since they have 
had access to the customer databases and such, or at least they are part of it. So the knowledge that 
walks out with that person and all the contacts and the information about the company, that is the 
big treat really. So the biggest treat is from the inside, not from the outside. 
 
But there are of course viruses and such. We had a couple of occasions in the past where our 
network has been down for up to a full day, but this is usually dealt with one way or the other. It’s 
not good when it happens but I can be dealt with. There are always things that you can never 
foresee and take any measures to prevent it. We had one incident a couple of weeks ago in a country 
where the local police showed up at the office in the early morning and showed some documents 
and they just took all our servers and walked away with them. It was not because we where on the 
list for some kind of crime, but they expected that information in our database matched a certain 
company which they were investigating in a tax case. They just took their servers and walked away 
without giving any answers on when we would get them back. What do we do then? They had 
backups but its takes quite some time before you can restore everything. But in this case we were 
lucky and got them back 24 hours later. So I mean in order to prevent or have a solution you need to 
do a lot of things, and many of them are not possible. 
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Q5 How do you identify and prepare for possible IT crisis? 
Good shell protection as a must, and redundancy in all aspects. The only thing that is sure is that 
something wrong can happen, and then it’s good to have redundancy on servers and networks. It 
will take a couple of hours for the redundancy servers to get up and take over.  
 
Q6 How do you teach/tell users safe IT usage? 
Basically we do this by telling them what not to do, and why. Certain thing a definitely prohibited, 
in some cases we still find things we don’t want to find. Using other setup that the company uses 
can give access to our entire global network. Even if people are told what not to do they still ignore 
the risks. In most of our companies it is mandatory to sign an employment agreement with a part 
that regulates very clearly what they are not allowed to do related to IT use. I’m not sure if that has 
any legal function, its more a reminder for the employees. We try to teach them that PC does not 
mean personal computer any longer, it’s a professional computer. Our computers are for work 
purposes and not for private use. 
 
We are in the process where we are implementing what we call Desktop Management System in 
order to be able to control what is on the computers in a better extend. It means that we are 
distributing software all over the world, over the network down to servers locally. You get an 
update automatically when you logon to the network etc. We could take that one step further by 
total lock-down of the clients or at least selectively for some users. We haven’t do that yet, because 
we know in the first place we are going to cause so much trouble by doing it, but I foresee that we 
will have to do that at a certain point. But it is not popular I can tell you. 
 
Q7 Who is involved in the planning process? 
We do have a risk manager on the group level and we have an IT security manager and these guys 
are the once taking the lead of this globally.  
 
Q8 What kind of guidelines do you follow in the planning process? 
I’m not sure I have an answer for this. I mean we have IT security plans and we have risk plans and 
occasionally you need to update those because something happens. There could be some new 
technology or we might have had an accident that clearly showed a weakness in the infrastructure. 
What kind of rules and guidelines are changing depending on the circumstances. 
 
Q9 How often is the crisis plan updated/reviewed?  
There is an annual process were we look in to those things and ask our self do we need to make a 
change, and there is also of course ad-hoc chances coming up. That takes us back to one of the other 
questions you asked, number 2. We have a general crisis management team, which is headed by our 
HR director and with representatives from all the main functions in the company. That could be for 
any types of crises, anywhere in the world. Including major IT problems. That team is trained 
according to certain things, and all of them are always on call and are supposed to gather within one 
hour, at least by phone when it’s necessary.  I’m a member of this team my self.  
 
Q10 In a situation where IT fails, how will communication happen? 
There are super users in the organization that are supposed to locally inform about the situation. 
Another thing, which is highly used, is our intranet; of course if the WAN is down it is of little use, 
but that seldom happens. So the intranet is definitely one way, and on that intranet there is also own 
sites for critical applications so to say, to keep the people well informed. We also have Service 
Level Agreements, which clearly defines what is the contracted delivery, what uptime there is 
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supposed to be etc. We also have what is called OLA, for all the services from different vendors 
which are required delivery services, and related to that is very clear describes according to ITIL for 
the different processes. In case this happens - within 30 minutes if it is not properly fixed contact 
this person, and do that etc. It can be tricky sometimes, if we take something like our Nordic 
distribution center in Denmark we had a situation a couple of years ago where their system was 
completely down for some time and they came to this four hour limit, OK we need to take a 
decision. Some people claim - give us another 30 minutes and I think we have solved it. You think 
you have solved it, but are you sure? No, I’m not sure but I think I will be able to solve it in 30 
minutes. That actually means that you are violating the rules, because after four hours you are 
actually supposed to do something different, which is to restore the system from scratch. You know 
that you will loose a large number of transactions while giving these 30 minutes. If they are able to 
get the system up and running in theses 30 minutes you have lost nothing - What shall we do? That 
can be quite tricky, but in depends from case to case. You need to look at what is really the problem 
and what are the effects, is there a reasonable chance that we can fix it within the necessary time 
etc.  
 
Q11 If an important IT-system should break down, what is the course of actions? 
We run something on the IT side, something called ITIL, which means IT Infrastructure Library            
that was developed by they British defense to start with. It explains how to run IT, how to operate 
IT and part of that is incident management. Like for instance a server is down or something and 
attached to this are very strict rules on how to handle these things. First line support, second line 
support, third line support, and you decide on escalation rules. In the first 30 minutes one group 
works on it. If not totally resolved in this time another team is supposed to be informed and start 
working in it. So related to this framework there is actually a lot of rules on how to do what and 
how to act. Included in that is of course a communication part. It depends on what part of the 
organization that if affected, what people that needs to be contacted. What is the message we are 
going to give them, that is quite strict actually.  
 
We train on these, I would not say everyday, but at least I would say weekly. This is not for all 
applications but for all of those more critical systems I mentioned to you. For those all things are 
very strictly documented and people are trained to handle it. We also run a 24/7 setup where we 
have three data centers, one in India, one in Sweden and one in the US. There are very strict 
procedures for the handling of the process between those entities.  In case there is a low priority 
problem that is worked on people here in Sweden leave around five o'clock, there will still be 
people who are working on it in the US for a couple of hours, and if not properly solved they will 
hand it over to India. Should it be a highly critical problem then of course people will stay to work 
on it together with the Americans. This goes around the clock, one shift in Sweden, one shift in US 
and two in India to cover 24 hours.  
 
Q12 Have you had any IT related crisis in this company? 
Since I am answering this anonymously we actually had a near disaster here a few years ago in a 
newly built data center. It was a lot of bad luck. It all started with the water that is for cooling the 
data center. There is one main cooling equipment, and one other if the first one isn’t working 
properly. What happened was that the water inlet to the redundant cooling was leaking. Typically 
there are no people in the data center. This center is in the basement and nobody needs to be there, 
but by occasion a guy went down there you check something in the morning and he felt that it was 
very humid there. They then found that there was something like 20 cm of water on the lower floor, 
and all the cabling was down there, but everything was still up and running. Everything worked. 
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This was bad luck. The first thing was that this hose was breaking which it shouldn’t do, it was 
really high quality and tests proved it to be the best you could get on the marked. Second there 
should have been a detector that notices the water, but that detector never gave only indications. So 
it was a bit of luck that this guy came, had it been another half an hour or so then we would have 
had water up to the bottom of the servers. That was a near disaster really. That probably the worst 
case I have been through here. You also have the episode where the police came and took the 
servers, is of course a serious local crisis. 
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8.2.4. Company C – Processing company 
 
Q1 What kind of systems is critical for this company? 
All systems we have are of course more or less critical but the most critical is to keep the sales and 
production systems running.  
 
We have a SAP ERP system, and I would say that is the most critical for us. Where we have all 
sales and purchases. It is our main platform. Then we have SCALA on our smaller sites. Those two 
together will be the most critical.  
 
We have an internal system for production planning. The production planning comes from the sales, 
so that is the connections between them. 
For communication outlook and the intranet is important. 
 
Q2 What plans/preparations do this company have concerning IT crisis? 
Each part of the company has to put up an IT contingency plan which states what to do and who is 
responsible for doing things if something goes wrong. Every MD is responsible for having a 
contingency plan. Like a business continuity plan, and within that you also have an IT plan. A 
specific part on IT. 
 
Q3 What is important to have in mind while preparing for IT crisis? 
The idea is to keep it simple. Don’t keep it too detailed because then when you are stressed you cant 
read details, there is no time for that, and people might follow their own path. They have look at the 
situation, what crisis do we have, and what actions should be taken from that. It is not time for these 
kinds of details, and such a description is not possible. Trick is to keep it simple so people can stay 
calm and cool when something happen. 
 
The most important thing to do first if to collect facts. Get the right people and collect facts. so you 
don’t rush of and then take fast decisions. You leave the decisions unless there is a danger of lives 
involved and you need to take a decision. If there is a fire of course you call the fire department and 
things like that, but if it is not that critical keep calm and don’t take any actions or decisions before 
you have gathered the facts.  
 
Each plan has defined who is involved and all of them have a copy of it. In their briefcase, at home 
or where they might be. We don’t centralize them. 
 
Q4 What kind of IT treats do you see as possible? 
This is interesting. Threats to IT of course can also be thing like fire, flooding and those kinds of 
things but they are more general. The threats have changes a bit now. There used to be a lot of 
viruses threats and hackers and so on. Now it has switched and become more directed and more 
professional. You can almost call it a mafia, those people behind it. It is more for economic 
winnings now than what is used to be. Before people wanted to show of like look at me I can hack 
NASA or CIA or something like that. Just for fun. Now it is more directed. That is a big change in 
threats.  
 
Also internal threats. I mean the once that can make the most harm in the IT systems are inside the 
company. Segregation of duties becomes more important as all IT, networks and everything is 
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combined together and we get more integrated systems. There are more room for those kinds of 
risks. People can be risks without knowing it, mistakes can be done, or that someone is pissed off 
with the company and wants to find a way to do harm as much as you can.  
 
We don’t see any threats against the SAP solution. The threats we had before was that we had a lot 
of self made software and things like that so our strategy is to work with big suppliers which have 
stable finance and will not be bought up and then disappear after some years. That is why we have 
chosen HP, Microsoft and SAP. Those are big enough to survive and it is not likely that they will be 
overtaken by others.  
 
Q5 How do you identify and prepare for possible IT crisis? 
One preparation is of course to have the contingency plans and everything in order. Then also to 
have some drills sometimes to see that things are working. We also test the systems. Like having a 
third party checking if our systems are safe or not. We have audit for one of the big providers where 
they do penetration tests as part of the preparation.  
 
Q6 How do you teach/tell users safe IT usage? 
We have a program when people start here. Security programs where they teach safe IT usage. We 
also have some flyers with information that is sent out. We of course have policies and procedures 
and guidelines written down. Each year we have control test assessments on the companies where 
they have to go through everything and make sure that they inform the employees. That is the way 
to do it. They don’t need to sign any agreement or policies concerning IT usage. It's more about 
informing the users, and it is their own responsibility within the company to make sure that you're a 
safe user. 
 
We have freedom in our company. We trust the employees and don’t force anything. We are quite 
open with usage of our computers as well. They can use the PC for private work too as long as the 
law is followed of course, and it is not done during work hours. But if you are on a business trip for 
example there is no problem doing private task on the work laptop, sending mails and stuff like that. 
We want it to be easy, and trust the employees.  
 
Q7 Who is involved in the planning process? 
The MD is of course the responsible person for each part of the company. Then it is usually the 
management teams. It then depends on what department it is for. If you look at the production 
facilities, the factory and so on. Then it is the factory manager and the local IT team that is 
responsible and then some technicians depending from part to part. The management team together 
with security officers that usually is involved in the setup of the planning. Each part makes their 
own risk assessment and it is summarized on a higher level. Higher up is the governance and 
policies that explain how things need to be. How crisis are handled are delegated to lower level. So 
the security manager in Lund looks at the risk assessment here, he doesn’t look at the entire 
company. That is divided up. 
 
Q8 What kind of guidelines do you follow in the planning process? 
We have one set of guidelines for the risk management. How that is performed, and then we have 
the policies which is a guideline. For IT contingency planning is more general, and not focused 
down to small details on how to exactly do everything. That is also because things are different 
from site to site, and who is providing the IT services.  
 



VT2008 INFM02 MASTER THESIS                          ESBENSEN & KRISCIUNAS 

 

 73 

We are following standard when it comes to IT security. ISO 27001 27002 etc, but we are not 
certified. We use it as guidelines we also follow ISF, Information Security Forum. What they have 
as guidelines we try to follow, and they ISO standards also. We try to follow the international 
standard.  
 
For each part of the company we have a SLA agreement with process owners. For machine, 
purchasing and production and so on. We are process oriented. For each of the processes we have a 
system providing a service with is covered by written SLA that describes uptime, support and 
availability. Each service has its own risk assessment together with the business plans to state the 
different risks involved and what can happen. This is a part of the risk management. 
 
Q9 How often is the crisis plan updated/reviewed? 
The plans are updated once a year. Here we go through the risk assessments and from that we see if 
there are any changes, and if there is we decide what actions that must be taken. For course if there 
is a change in the policy then we review the continuity plans. 
 
Q10 In a situation where IT fails, how will communication happen? 
This is stated in the contingency plan. If the system is working e-mail is the first choice. If mail 
doesn’t work it is telephone and intranet. But if all of those are out we have to start to run around 
and give messages. But usually phone or outlook is working, and everybody have mobile phone, 
which usually don’t break down. So even if the main switch goes down we have other solutions.  
 
If there is a power failure we have backups for our critical systems. We have total backup for that. 
We can run a diesel generator if it is needed so that the systems can always be up. We have servers 
in Lund that gives services to other parts of the world, they will still work. Unless all the network 
providers fails, but they are similar security setup. That is out of our hands anyways. That is too big 
for us, we cannot predict everything. 
 
Q11 If an important IT-system should break down, what is the course of actions? 
If something breaks down or we get infected by virus or something the first contact will be our IT 
service desk. They have a checklist you could call it. It this... or that... they direct it to the Computer 
Security Incident Response Team (C-SIRT). That team is specialized to handle all IT incidents and 
crisis, everything from breakdowns, network failure, intrusions etc. This is a 24/7 online security 
service.   
  
We had one intrusion this spring. We had a virus coming in one country, and it started to spread. It 
took one hour from it happened until someone called it in. The security team was already in action 
and working on it together with our provider. We have to major providers, I think this one was 
Symantec. The shut down the smaller networks and brought the device to Symantec who directly 
started to work on preventions. Luckily after just some hours we had it under control.  
 
The first thing they did was to start collecting facts to see what had happened, what is the area of 
impact and how big it was. When it is needed they can call in higher management depending on the 
size of the problem. When the problem us clear we have a virtual team with experts, and they can 
address the right team for the job. That could be a team in Singapore or in Sweden or US. 
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Q12 Have you had any IT related crisis in this company? 
The one I told you about, otherwise nothing. I don’t have any other answer than that. Yes, we had a 
small one.  
 


