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ABSTRACT	
   The	
   high	
   amount	
   of	
   information	
   circulating	
   on	
   the	
   Internet	
  
and	
  the	
  consequent	
  possibility	
  to	
  monitor	
  this	
  information	
  has	
  
sparked	
  a	
  discussion	
  regarding	
  privacy	
  on	
  the	
  Internet.	
  In	
  early	
  
2012,	
  the	
  EU	
  responded	
  to	
  this	
  by	
  presenting	
  a	
  major	
  reform	
  
of	
   its	
   data	
   protection	
   legislation.	
   It	
   is	
   the	
   possible	
   source	
   of	
  
this	
   reform	
   that	
   has	
   been	
   of	
   interest	
   in	
   this	
   study.	
   With	
   a	
  
discourse	
   analysis	
   guided	
   by	
   a	
   combination	
   of	
   Laclau	
   and	
  
Mouffe’s	
   discourse	
   theory	
   and	
   a	
   sociological	
   theory	
   of	
  
lawmaking,	
   the	
   possible	
   existence	
   of	
   a	
   connection	
   between	
  
the	
   European	
   public	
   debate	
   regarding	
   Internet	
   privacy	
   rights	
  
and	
  the	
  EU’s	
  proposed	
  data	
  protection	
   legislation	
  reform	
  has	
  
been	
  examined.	
   The	
  data	
   gathered	
   from	
  EU	
  documents,	
   one	
  
British	
  newspaper	
  and	
  one	
  Swedish	
  newspaper	
   suggests	
   that	
  
the	
   EU’s	
   proposed	
   reform	
   has	
   been	
   influenced	
   by	
   public	
  
opinion.	
  There	
  are	
  also	
  indications	
  that	
  the	
  public	
  opinion	
  has	
  
changed	
  somewhat	
  during	
   the	
  period	
  after	
   the	
  EU	
  presented	
  
the	
  proposed	
   reform,	
   calling	
   into	
   question	
  how	
  effective	
   the	
  
proposed	
   reform	
   will	
   be	
   and	
   whether	
   or	
   not	
   legislation	
   can	
  
have	
  a	
  reversed	
  effect	
  on	
  the	
  public	
  debate.	
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“Having	
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1. INTRODUCTION	
  
 

Data protection in relation to privacy rights has long been an intensely discussed 

topic, which peaked somewhat during the later half of 2013 (see for example the 

introduction by Bélanger and Crossler 2011 and the discussion by Tzanou 2013). The 

PRISM scandal1 revealed by The Guardian and Washington Post on June 6th 2013 

(The Guardian 2013, Washington Post 2013) profoundly altered the general 

perception of the Internet as a place of endless anonymity. Considering the amount of 

personal, and what is often considered private, information that is being dispersed on 

the Internet on an everyday basis, it suddenly became apparent to the public at large 

that much of our online activity leaves breadcrumbs that can reveal a whole lot about 

who we are2. With all the possibilities that the Internet provides us with, we have 

come to not only use it for communication purposes but also to read news, shop, 

search for knowledge, arrange round the world travelling, watch movies and listen to 

music. These actions have led to an increasing flow of personal information from 

which we easily can tell who and what other Internet users are. Name, identification 

number, address and e-mail address are just some of the information we more than 

willingly give up in exchange for memberships in online communities and online 

shopping possibilities.  

 

There are seemingly two conflicting interests that can be discerned; the increasing 

will to monitor and regulate the Internet and the possibility for people to go about 

their personal businesses on the Internet without the fear of being watched by 

unauthorized parties. As a response to this, the European Union has proposed a major 

reform of its data protection legislation. The reform, which was presented in the 

beginning of 2012, aims to strengthen individual rights and tackle challenges brought 

on by globalization and new technology. In European legislation, data protection was 

first addressed in the Directive 95/46/EC on the protection of individuals with regard 

                                                
1	
  The	
  PRISM	
  scandal	
  refers	
  to	
  the	
  surveillance	
  scandal	
  that	
  was	
  revealed	
   in	
  June	
  2013	
  when	
  information	
  about	
  
the	
  existence	
  of	
  a	
  mass	
  electronic	
  surveillance	
  program	
  used	
  by	
  the	
  U.S.	
  intelligence	
  agency	
  the	
  National	
  Security	
  
Agency	
  (NSA),	
  was	
  leaked	
  by	
  an	
  agency	
  contractor	
  named	
  Edward	
  Snowden	
  (see	
  the	
  references	
  to	
  the	
  Guardian	
  
2013	
  and	
  Washington	
  Post	
  2013	
  for	
  more	
  information).	
  
2	
  In	
  2013,	
  over	
  2.7	
  billion	
  people	
  were	
  using	
  the	
   Internet	
  (ITU	
  2013)	
  and	
  according	
  to	
  a	
  Eurobarometer	
  report,	
  
74%	
   of	
   Europeans	
   see	
   disclosing	
   personal	
   information	
   as	
   ”an	
   increasing	
   part	
   of	
   modern	
   life”	
   (European	
  
Commission	
  2011).	
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to the processing of personal data and on the free movement of such data3, which was 

the first EU legislation designed to protect personal electronic data. Needless to say, 

much has happened since the DPD was adopted in 1995 both technology-wise and 

with the Internet in particular (Brügger 2012). Thus, an update of the legislation 

seems very fitting. Furthermore, not only has technology developed greatly over the 

last decade, the current DPD has also been implemented differently across the 

Union’s member states with different impact (see for example Poullet 2006 and 

Gilbert 2012). 

 

With the proposed reform, the EU pushes for legislative changes that involve the 

tension between personal privacy and recent technological developments. Given the 

relative recentness of these legislative changes, I am interested in the foundation of 

this legal development. Cases regarding data protection and online privacy rights are 

being widely discussed, not least in the media (see for example The Telegraph 2013), 

which clearly depicts the complexity of the issue. Seeing that online privacy has been 

and still is such an important topic among legislators as well as in the public debate, I 

find it interesting to examine the relationship between the two. Is there a connection 

between the EU’s proposed data protection legislation reform and the public debate 

regarding online privacy during the last years? And if there is, what can we tell from 

this? In order to better grasp the EU’s attitude toward the balance between protecting 

privacy and simultaneously evade any negative aspects of complete anonymity in an 

online context, this study moves away from the currently predominant legal and 

political focus on the ongoing development in the European data protection 

legislation. Instead, I opt for a social science approach based on a sociological theory 

of lawmaking and discourse theory in order to critically analyze the relationship 

between the EU’s attitude towards privacy on the Internet through their proposed data 

protection legislation reform and the public debate regarding the balance between 

privacy and surveillance.   

 

 

 

                                                
3	
  The	
  Directive	
  95/46/EC	
  on	
  the	
  protection	
  of	
   individuals	
  with	
  regard	
  to	
  the	
  processing	
  of	
  personal	
  data	
  and	
  on	
  
the	
  free	
  movement	
  of	
  such	
  data	
  will	
  hereafter	
  be	
  referred	
  to	
  as	
  the	
  Data	
  Protection	
  Directive	
  or	
  DPD.	
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 PURPOSE	
  OF	
  THE	
  STUDY	
  AND	
  RESEARCH	
  QUESTIONS	
  1.1.
 

The purpose of this study is to examine the possible existence of a connection 

between the European public debate regarding Internet privacy rights and the 

proposed data protection legislation reform that the EU presented in January 2012 and 

the subsequent why/why not of that connection. The focus lies on the discrepancies 

and/or similarities (one does not exclude the other) between the legislation and the 

public debate during the years prior and following the presentation of the data 

protection legislation reform in order to analyze the relationship between the legal 

aspect of the topic and also society’s view. The following research questions are used 

to guide the study: 

 

• How is the proposed EU data protection legislation reform discursively 
constructed?  

• How is the public debate in Europe regarding online privacy rights 
discursively constructed during the periods of 2010-2011 and 2012-2013? 

• Has the European public debate undergone any specific transformation during 
these periods and can any connection between the public debate and the 
proposed be discerned? Why/why not? 

	
  

 RELEVANCE	
  OF	
  THE	
  STUDY	
  1.2.

1.2.1. A	
  QUESTION	
  FOR	
  THE	
  FIELD	
  OF	
  SOCIOLOGY	
  OF	
  LAW	
  	
  
 

The field of sociology of law is interested in studying the law and society using 

theories and methods from the social sciences. The Norwegian sociologist of law 

Thomas Mathiesen (2005) has formulated three questions that form the fundamental 

base of sociology of law; to what extent does society affect the law and other legal 

factors, to what extent does the law and other legal factors affect society and lastly to 

what extent does an interaction between the law and other legal factors on the one 

hand and the law and other societal factors on the other hand, exist? Thus, sociology 

of law aims to examine and explain societal problems in the way legal and social 

norms interact and to what extent they correspond with each other. It is societal 

problems that are in focus but with emphasis on the relationship between legal and 

social norms.  
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With this in mind, the relevance of this study in relation to the field of sociology of 

law is connected to a societal problem that has emerged with the birth and rise of the 

Internet. It draws attention to a new area where existing rules lack authority. As will 

be presented in the next chapter4, much of previous research regarding the Internet, 

regulation of the Internet, privacy on the Internet and regulation of privacy rights on 

the Internet, has approached the topic from a legal, political and even computer 

science perspective. Thus, there seems to be a knowledge gap, which is, as previously 

mentioned, why this study opts for a different tactic where a sociology of law 

approach is the key. The importance of understanding the social conditions in order to 

create functioning and effective legislation was highlighted early on by one of the 

founders of sociology of law, the Austro-Hungarian legal scholar Eugen Ehrlich. The 

area in which Ehrlich lived and worked was a place of high linguistic and cultural 

diversity (Littlefield 1964:2). This consequently had a great influence on Ehrlich’s 

work where he observed how the Austro-Hungarian legal system in the Bukovina 

region was unable to satisfy the various needs of the region’s diverse population, 

which led Ehrlich to the conclusion that social life is mainly guided by social norms, 

not legal norms and statues alone (Deflem 2008:91). Therefore, even though some 

social norms have not been recognized as legal propositions and consequently do not 

fall under the category of juristic law, these should still be regarded as “living law” 

(ibid.). Furthermore, Ehrlich noted that the whole of living law is vital in the 

development of juristic law, much more so than the impact juristic law has on social 

relations and cultural conditions (ibid.). In order for the legal norms (juristic law) to 

be effective, they must subsequently be consistent with the social norms (living law). 

Thus, legislation, official enforcement and coercion cannot on their own transform a 

rule into a law but it must have some support by social norms to have any significant 

impact on society (Banakar 2002:43).  

Instead of focusing on what the proposed reform of the European data protection 

legislation means in terms of legal rights and responsibilities, this study is interested 

in the social norms regarding privacy, and by extension surveillance, on the Internet 

and how these compare to the proposed EU data protection legislation reform. This 

focus on a correlation of some sort between legal norms and social norms lies at the 

very heart of the field of sociology of law. Furthermore, with reference to Ehrlich’s 
                                                
4	
  See	
  chapter	
  2.2.	
  Literature	
  review	
  for	
  more	
  information.	
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early claims regarding the need of living law’s support of juristic law for it to be 

successful, this approach also places this study in a wider domain of usefulness 

outside the scientific area since it hopefully can give us some indication of how 

successful the proposed data protection legislation reform might be. 

 

1.2.2. AN	
  IMPORTANT	
  QUESTION	
  FOR	
  SOCIETY	
  AT	
  LARGE	
  
 

Continuing on the same track as the previous sub-chapter ended in, the utility of this 

study is not limited to the academic sphere since it also benefits society at large. The 

access to Internet is no longer a privilege restricted to scientific circles but have come 

to reach the status of a human right (Lucchi 2011). We use the Internet and we know 

how to use the Internet but we have very little knowledge of how to regulate the 

Internet. In order to find a way to (legally) regulate the online world, we need to 

acquire more knowledge about the online society as well as how the “real” world 

relate to the online society. Since close to 40 percent of the world’s population is 

using the Internet (ITU 2013), the regulation and development of the Internet is most 

likely an important question for the majority of society. It is probably even safe to say 

that the use of Internet is now so widely spread that it affects the additional part of the 

population in one way or another, even though they do not use the Internet directly. 

Therefore, any study that may contribute to the understanding of the Internet society, 

how it interacts with the “real” world and the regulation of Internet, should be 

considered highly relevant outside the mere sphere of academia.  

 

 DELIMITATIONS	
  OF	
  THE	
  STUDY	
  1.3.
 

As with every research project, the researcher is more or less involuntarily forced to 

draw a line somewhere and this study is of course no exception. Thus, the limitations 

of this thesis are connected to the fact that it is a qualitative study with focus on EU 

law. Before presenting the arguments for limiting the study to EU law, I find that a 

short note on studying the law would be appropriate at this point. The law is not 

something “permanent” in that it never changes. Quite the opposite, as Vago 

(2009:163) points out, the law is created and developed in an infinite process. This 
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makes the law a rather complicated object to study. However, I find that studying the 

law is not a completely hopeless task since studying a part of the “process” that is 

law, may well offer important knowledge of the deeper functions of law. This study is 

not longitudinal by design and thus only offers a snapshot of this “process”. However, 

as will be explained, the European data protection legislation is currently undergoing 

major changes and concentrating on this fixed part in the “process” can provide us 

with important information about the past, present and future relation between 

Internet, regulation and society. 

The structure of this thesis is for several reasons inductive. Due to the complex nature 

of the problem, the objective of this thesis is not to argue for any absolute certain 

conclusions but to find a possible path to continue down. The limitation of the study 

to EU legislation can mainly be motivated by the predominant US heavy part of 

previous research in the area (see for example Bélanger & Crossler 2011). Also, the 

proposed reform of current data protection legislation presented by the European 

Commission indicates that there are significant movements in European data 

protection legislation that inevitably will affect not only the European society but 

most likely have global effects as well. Any change benefits from a wider discussion 

and thus, I find that limiting this study to European legislation is highly suitable 

considering the timing of the study compared to the ongoing changes in the area in 

question. As mentioned in the previous chapter, it should be noted that this study as a 

study within the field of sociology of law is distinctly social science oriented and the 

primary focus is therefore not on the legal contents of the objects that are being 

examined. Instead it is the meaning of the texts in a wider perspective, outside the 

mere sphere of law, law making and law-interpretation that is of interest. This is a 

conscious choice executed through the study’s theoretical base and design. The 

product of this study will therefore not be a legal interpretation of the European online 

privacy rights legislation, but instead a wider analysis of the topic in relation to social 

theory. 
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 DEFINTIONS	
  IMPORTANT	
  FOR	
  THE	
  STUDY	
  1.4.
 

There are several concepts that are of special interest for this thesis and they are often 

used synonymously to one another. Thus, some clarifications regarding these 

concepts and how they are used for this particular study are in order. 

 

1.4.1. INTERNET,	
  CYBERSPACE,	
  THE	
  VIRTUAL	
  WORLD,	
  THE	
  ONLINE	
  WORLD	
  	
  
 

We tend to have many names for the things we love and the virtual world is no 

exception. For some point of departure for this thesis, the Oxford Dictionaries (2013) 

has defined the concepts of “Internet” and “cyberspace” as “a global computer 

network providing a variety of information and communication facilities, consisting 

of interconnected networks using standardized communication protocols” and “the 

notional environment in which communication over computer networks occurs”. 

Furthermore, the concepts of “virtual”5 and “online” are defined as “not physically 

existing as such but made by software to appear to do so” and “while connected to a 

computer or under computer control”.  

It is evident that all these words are in several ways related to each other all linked to 

the fact that they are all words used and born through the world of computing. With 

that said, one should not take for granted that the words are and can be used 

synonymously. However, to simplify the use of these concepts in this thesis, they are 

all strictly used with reference to the interaction that happens between individuals 

with the help of technological devices such as computers and smartphones, connected 

through computer networks, with the words internet and online used completely 

synonymously. Due to the fact that the material used in this study comes from 

different sources, I have not intentionally opted to use one concept over the other. 

 

1.4.2. PRIVACY	
  VERSUS	
  ANONYMITY	
  
 

Two other concepts whose definitions are easily confused are anonymity and privacy. 

Akdeniz (2002:224) notes that as a concept, anonymity is very much related to 
                                                
5	
  As	
  in	
  terms	
  of	
  computing.	
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privacy. Initially the meaning of the two words may seem to be the same but when 

examining the two further, one can distinguish some distinct differences. The most 

effective way of displaying this difference is by pointing to the difficulty of finding a 

balance between allowing users to private activities on the Internet and anonymous 

use of the Internet for criminal purposes (Daly 2013).  

For example, a person can be very personal while at the same time being anonymous, 

or private while being known and one can also be both anonymous and private, or 

open and known at the same time. For example, a person who sends an anonymous 

letter to be published in the local newspaper, discussing a treatment for an illness he 

or she has. This is disclosure of personal information but the information is still 

anonymous, no one can know exactly whom the information concerns. For this 

reason, there is a significant separation between how these two concepts are used in 

this thesis. By anonymous it is meant if someone knows who you are and when using 

the concept of privacy I am referring to if someone knows something personal about 

you, with or without knowing whom you are. With this distinction, this study will 

only deal with the concept of privacy while allowing the topic of anonymousness to 

support the study in the periphery. 

	
  

1.4.3. TRADITIONAL	
  SURVEILLANCE	
  VERSUS	
  ELECTRONIC,	
  DIGITAL	
  
SURVEILLANCE	
  

 

Another concept important for this study is surveillance, more specifically electronic, 

digital surveillance. In relation to this, it should be noted that digital surveillance is 

different compared to traditional surveillance. What distinguishes these two types of 

surveillance from each other can for example be explained by pointing to the 

limitations of privacy legislation. Lessig (2008:201) notes that the legal restrictions of 

privacy legislation are largely complemented by the physical barriers of the world, 

such as locked doors and bolted windows of a home. The walls and closed windows 

of a house offer efficient protection from unwanted monitoring. Only under specific 

circumstances are different surveillance methods, for example wiretapping, legally 

allowed. However, when it comes to digital surveillance, the same kind of physical 

barriers simply do not exist, ultimately leaving privacy legislation short of any help 

from obvious barriers. Instead, the traffic flow of our Internet usage has little to no 
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palpable boundaries. Therefore, it is noted that a different set of restrictions for 

surveillance should be applied when it comes to the digital kind of surveillance 

(ibid:224). 
 

In light of this short comment on the difference between traditional surveillance and 

digital surveillance, this difference in itself is not of direct interest for this study. 

Nonetheless, this distinction is useful when it comes to underlining the complexity of 

finding a balance between the will to regulate and monitor the Internet and 

safeguarding the privacy of the Internet users. Thus, this acknowledges the fact that 

the lack of physical barriers distinguishes the new electronic, digital surveillance from 

traditional surveillance, consequently making privacy legislation somewhat 

insufficient6. 
 

 ORGANIZATION	
  OF	
  THE	
  THESIS	
  1.5.
 

The first chapter of this thesis presents the introductory core of the study including a 

short introduction to the topic and the purpose and the research questions that have 

been used to guide the study. This initial chapter also contains a short discussion 

regarding the relevance, delimitations and definitions of the study. Chapter 2 presents 

more in-depth information that is useful throughout the rest of the thesis; a few notes 

on how data protection is connected to privacy and a literature review where previous 

studies on regulating the online world, privacy and surveillance on the Internet and 

European data protection legislation are brought to attention and briefly discussed. In 

chapter 3 and chapter 4 the theoretical framework and methodological outlines of the 

study is presented. These parts describe the theoretical concepts and the practical 

procedure of how data has been collected in the study. Chapter 5 is the processing 

part of the thesis where the data is being presented and analyzed. The concluding part 

of the thesis is comprised of a discussion chapter (chapter 6) and a chapter with the 

conclusions (chapter 7), which connects the points from the analysis with the purpose 

and research questions, thus joining the last part of the thesis with the first. The final 

sub-chapter of the thesis contains a few pointers for future research based on the 

findings of this study. 

                                                
6	
  The	
  legal	
  shortcomings	
  of	
  privacy	
  legislation	
  in	
  relation	
  to	
  electronic,	
  digital	
  surveillance	
  is	
  also	
  acknowledged	
  in	
  
the	
  literature	
  review,	
  see	
  chapter	
  2.2.2.	
  Privacy	
  and	
  surveillance	
  on	
  the	
  Internet.	
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2. BACKGROUND	
  
 THE	
  CONNECTION	
  BETWEEN	
  PRIVACY	
  AND	
  DATA	
  2.1.
PROTECTION	
  

 

When studying privacy rights it is important not to forget the legislative foundation 

regarding the right to privacy in the EU, which in fact is embedded in the core values 

of the EU. With the technological development during the last decades, privacy rights 

has become closely linked to data protection. However, this is not to say that data 

protection is the same as privacy rights, in fact it has been noted that they are not 

identical rights (Tzanou 2013:26). For this study, privacy rights and data protection 

are nonetheless seen as two interrelated rights. The reason for this is primarily based 

on the study’s particular focus on privacy in an online context. In this sense, privacy 

relates to personal information and on the Internet such information is data. In this 

respect, it is suitable to include a presentation of the basic EU legislation that 

currently directs privacy rights and data protection. Here follows a very brief 

summary of the fundamental right to privacy as established by a number of 

documents and a short excerpt from the DPD to show how data protection is 

connected to privacy rights. 

 
 

2.1.1. CHARTER	
   OF	
   FUNDAMENTAL	
   RIGHTS,	
   THE	
   CONVENTION	
   FOR	
   THE	
  
PROTECTION	
  OF	
   HUMAN	
   RIGHTS	
   AND	
   FUNDAMENTAL	
   FREEDOMS	
  &	
  
TREATY	
  ON	
  THE	
  FUNCTIONING	
  OF	
  THE	
  EUROPEAN	
  UNION	
  

 

The right to privacy is established by Article 8 of the Charter of Fundamental rights of 

the European Union, Article 8 of the European Convention for the Protection of 

Human rights and Fundamental Freedoms as well as Article 16 of the Treaty on the 

Functioning of the European Union. Article 8 of the European Convention for the 

protection of Human rights and Fundamental Freedoms provides the individual’s right 

to respect for private and family life and set the following directions; 

 
1. Everyone has the right to respect for his private and family life, his home 
and his correspondence. 

2. There shall be no interference by a public authority with the exercise of this 



	
  
15	
  
	
  

right except such as is in accordance with the law and is necessary in a 
democratic society in the interests of national security, public safety or the 
economic well-being of the country, for the prevention of disorder or crime, 
for the protection of health or morals, or for the protection of the rights and 
freedoms of others. 

 

This shows that the EU regards personal privacy in relation to private life, family, 

home and correspondence as a fundamental human right. However, Article 8.2 notes 

that there are some exceptions to the right in Article 8.1. The individual right to 

privacy does not have priority over things such as the interest of national security, 

public safety and disorder and crime prevention. Furthermore, it is noted that these 

exceptions are only justified if they are “in accordance with the law” and “necessary 

in a democratic society”. 

 

2.1.2. DIRECTIVE	
  95/46/EC	
  
 

Another important part of European privacy legislation is the Directive 95/46/EC on 

the protection of individuals with regard to the processing of personal data and on the 

free movement of such data, or more commonly referred to as the Data Protection 

Directive (DPD). In addition to the Charter, the TFEU and the ECHR, the DPD 

protects the rights and freedoms of natural persons with particular emphasis on “their 

right to privacy with respect to the processing of personal data” (DPD Article 1.1). 

There are a few key concepts of the DPD that are defined in Article 2. “Personal data” 

is referred to as any information relating to a natural person or ‘data subject’, 

particularly information referring to a natural person’s physical, physiological, 

mental, economic, cultural or social identity (DPD Article 2(a)). Next, the processing 

of personal data includes “any operation or set of operations which is performed upon 

personal data”, for example collection, recording, organization or storage of this 

information (DPD Article 2(b)). In order for some data processing to be allowed, the 

DPD also includes a description of when data processing is legitimate. Article 6.1(b) 

notes that personal data can be “collected for specified, explicit and legitimate 

purposes and not further processed in a way incompatible with those purposes”. 

Article 7 of the DPD states that personal data may be processed if the ‘data subject’ 

has consented to this and also if this is necessary for the performance of certain 
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contracts, for compliance with certain legal obligations, to protect vital interests of the 

data subject, for the performance of a task carried out in the public interest or for the 

purposes of legitimate interests. It is also noted that processing information regarding 

a person’s racial or ethnic origin, political opinions, religious or philosophical beliefs, 

trade-union membership and health or sex life is prohibited, of which extra 

restrictions apply (DPD Article 8). Thus, the DPD connects personal data to natural 

persons with some specific references. 

	
  

 LITERATURE	
  REVIEW	
  2.2.
 

In order to pinpoint the exact focus of this study, a systematic literature review was 

made. In doing so, yet another significant indication of the development of the 

Internet and the interest, academic as well as general, in the Internet was found. The 

amount of research devoted to this subject has increased drastically over the last two 

decades. When searching for literature, I started with direct searches in the Lund 

University Library using the key words Internet and privacy. The results depicted a 

significant development in the academic Internet discussion. Limiting the search to 

the years between 1967 and 1999 produced 3591 hits while expanding the search to 

include everything that had been published until 2013, generated over 14 000 hits. 

From my initial search using the previously mentioned key words “internet” and 

“privacy”, more key words were added in order to narrow the search result.  

After a number of searches the main key words that were used were Internet, online, 

privacy, rights, legislation, law, EU, European Union. In order to ensure only high 

quality research was included in the review, all searches were limited to peer-

reviewed articles only. From the initial articles, more research was found through a 

kind of chain sampling where references in one article or report led to additional 

material. There are a number of important themes that can be summarized from this 

literature review, which point to the utility of this specific study. The following 

chapter includes a presentation of my findings, direct as well as indirect, from this 

systematic literature review.  
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2.2.1. REGULATING	
  THE	
  ONLINE	
  WORLD	
  
 

First, previous research has established that the online world and consequently any 

interaction going on there should not be seen as something separate from the rest of 

society. One cannot claim that what happens online, stays online or that it will not and 

does not influence the part of society that exists outside the cyberspace one (see for 

example McKenna and Bargh 1999, Christopherson 2007). This is also supported by 

David Nelken (2008) in his article about Eugen Ehrlich’s living law and plural 

legalities. Here, Nelken (ibid:457) points out that “the Internet is not a world apart” 

but instead “the real and virtual worlds intersect”. However, despite the fact that there 

is an important interaction between the online world and the “real” world and that 

these two worlds apparently are quite similar, the online world does not seem to share 

the same range of predetermined norms of conduct. Allen (1999) notes that the offline 

world has had centuries to develop rules and norms. Due to the rapid development of 

the virtual world, it is hopelessly left behind in the establishment of the same rules 

and norms. This in turn creates a complex situation where the rules and regulations 

valid in the rest of society cannot be directly transferred to this new part of society, 

which consequently leads to confusion. Another relatively early article by Diane 

Rowland published in 1999 discussed the regulation of cyberspace, concluding that 

“the law may only succeed in regulating Cyberspace when the social conditions 

pertaining in cybercommunities are acknowledged and understood”. In a study 

conducted in connection to the implementation of the Swedish IPRED law 7 , 

researchers at the department of sociology of law at Lund University measured 

changes in the strength of social norms regarding copyright and file-sharing 

(Svensson & Larsson 2012). One conclusion of the study was that the IPRED law in 

fact changed the participant’s behavior regarding compliance. Svensson and Larsson 

(2012:1158) note, “[w]e know that behavioural change sometimes leads to changes in 

the social norm structures, even when the former has occurred as a result of 

enforcement strategies”. A conclusion from this is that change in behavior (on the 

Internet) caused by regulation can have altering effects on social norms. With that 

said, the results of the study also showed no sudden change in social norm strength 

                                                
7	
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regarding illegal file sharing, despite regulation changes. 

Considering the thoughts of the problematic situation with regulating the Internet, it is 

with more than a little trepidation another nebulous concept is added, namely the 

concept of privacy. Numerous studies have highlighted the problem of defining 

privacy (see for example Tzanou 2013, Thierer 2013). Balz and Hance (1996:220) 

called attention to the challenge of privacy in an online context as early as 1996, 

stating, 

Although legal privacy rights clearly obtain in the Internet context, the legal privacy 
rights of many national systems are themselves problematic, in that where they exist 
at all, the protection they offer is only partial and subject to multiple exceptions. 
Furthermore, their enforcement poses problems of a particular urgency, since a 
privacy right is one of the few things so surely and permanently lost in the case of an 
infringement. Enforcement of privacy rights is rendered yet more difficult in the 
context of the Internet by virtue of its highly decentralized nature. 

 

However, despite the authors’ distinct acknowledgement of the regulatory problems 

connected to Internet privacy, they conclude that “traditional bodies of law” still 

apply to the Internet. What is considered to be illegal behavior in the “real” world is 

still prohibited on the Internet. The obvious difficulties with translating traditional 

principles of law notwithstanding, the authors hope that these difficulties will be 

resolved by legislation and case law, concluding that until then, 

In almost every instance of legal doubt, however, self-regulation in the form of codes 
of conduct, acceptable use and site policies, contracts and the etiquette of the online 
community provides relatively clear indications of how to use the Internet 
productively and peacefully (Balz and Hance 1996:234). 

 

The ideas of Balz and Hance very much agrees with the initial note on how the online 

world relate to the “real” world. If the online world is not a world apart from the 

“real” world then naturally, the same rules must apply. This however, diverges from 

the notion that it is highly difficult to directly transfer the rules and legislation of the 

“real” world to apply to the online world as well. It should be noted that the article by 

Balz and Hance was published in 1996 and two things should thus be considered. 

Much has happened in the area of technology in general and with the Internet in 

particular since 1996, the substantial increase in the number of Internet users is 
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enough evidence of that. Consequently, the regulation of Internet was merely in its 

initial stages at that point and in hindsight it is easy to claim that Balz and Hance’s 

wish for legislation and case law to resolve any privacy issues with the Internet might 

have been slightly optimistic. Lastly, it is worth noting that the Balz and Hance article 

was published as relatively early as 1996, producing a pretty clear picture of how 

extensive the problem of regulating online privacy is since it has now been a central 

topic of discussion in the Internet regulation area for a good two decades. 

 

2.2.2. PRIVACY	
  AND	
  SURVEILLANCE	
  ON	
  THE	
  INTERNET	
  
 

In his book Code Version 2.08, Lawrence Lessig has identified two main threats to 

privacy created by the Internet, which is digital surveillance and aggregation of data. 

Due to the large amount of information that is constantly moving around on the 

Internet, including personal information such as email conversations and browsing 

history, Lessig (2008:223) points to the increasing capacity for example governments 

to “spy” on individual citizens. But the government monitoring its citizens surely 

cannot be something new? No, but Lessig (ibid:224) points out that before the 

entrance of digital technology, such surveillance depended largely on humans to do 

the actual surveillance, for example with wiretapping, making traditional legal limits 

applicable. With digital surveillance, the same legal limits are not equally effective9. 

Lessig (ibid) claims that the government will take advantage of whatever method and 

scope of surveillance that is possible.  

Similar to Lessig’s conclusion of the technological development’s impact on general 

surveillance, Frank Bannister discusses the topic of Internet surveillance by focusing 

on risk balancing in his article The panoptic state: Privacy, surveillance and the 

balance of risk from 2005. Bannister notes that the issue of Internet surveillance is 

based on the balance between the threat of crime and the threat of violating personal 

privacy and assessing which threat is greater. This risk assessment is according to 

Bannister inaccurate and that the risk for crime is exaggerated, which consequently 
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leads to an incorrect picture of the need for surveillance. For example, the threat of 

terrorist attacks is used to argue for increased surveillance, which is simply accepted 

by citizens due to the fear of such attacks. Bannister (2005:68ff) notes that the general 

surveillance is at a stage of extension, much due to recent developments of the kind of 

technology that facilitates monitoring and tracing.  

In his book Towards a Surveillant Society – The Rise of Surveillance Systems in 

Europe published as recently as 2013, Thomas Mathiesen follows the same line of 

thought as Bannister and connects the motivation of surveillance and surveillance 

systems to three so called “enemy images”. These enemy images in relation to 

surveillance in Europe are addressed as terrorism, organized crime and controlling the 

EU’s common external borders against third countries (Mathiesen 2013:61). Here it is 

noted that “an important part of the official aim for establishing the surveillance 

systems was the struggle against terrorism as well as what is called organized crime 

across the borders of the European States” (ibid.). However, Mathiesen continues the 

discussion by noting that the danger of terrorism is generally exaggerated and 

possibly a product constructed by mass media since the terrorism that does in fact 

exist is only slightly reduced by various surveillance systems (ibid:65ff). Instead these 

surveillance systems are most likely a threat to legal security as well as the protection 

of privacy (ibid.). 

 

2.2.3. EUROPEAN	
  DATA	
  PROTECTION	
  LEGISLATION	
  
 

Along with the continued development of the Internet during the last two decades, the 

research concerning Internet privacy has not surprisingly increased as well. The 

borderless nature of the Internet has drawn attention to the differences in Internet 

privacy legislation and the resulting effects. Since the Data Protection Directive 

(Directive 95/46/EC) was adopted in 1995, an abundance of studies have been 

conducted with a considerable focus on the EU-U.S. relationship with the main 

conclusion that not only does the borderless nature of the online world calls for 

harmonized legislation across nation-states, but that Internet privacy legislation as 

established by the EU has effects outside the physical borders of the EU (see for 

example Vitale 2002, Hinde 2003, Baumer et al 2004). In an article from 2002, 
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Gerhard Steinke highlighted the fact that privacy of personal data is the main concern 

among Internet users. This matches the result from a public opinion survey on 

attitudes regarding data protection and electronic identity in the European Union from 

2011. According to this survey, only a little over a quarter of social network users 

(26%) feel that they have complete control of their personal data (European 

Commission 2011:2). This number is even lower (18%) among online shoppers 

(ibid.). Furthermore, with a comparative approach, Steinke (2002) not only pointed to 

the previously mentioned effects of the Internet’s disregard of national borders but 

concluded that the data privacy regulation is managed very differently in the United 

States and within the European Union. While self-regulation is emphasized in the 

U.S., the EU applies a more strict legal approach to Internet privacy legislation. 

Connecting this to the earlier thoughts of Balz and Hance (1996), it seems like the 

regulation of Internet privacy from a global standpoint had come halfway at the 

beginning of the 21st century, consisting of self-regulation as well as formal 

legislation and case law. Furthermore, Poullet (2006) discussed the Data Protection 

Directive ten years after its implementation and detected a couple of important things. 

First, it is noted that the EU member states have interpreted the DPD differently, 

which has resulted in differences in implementation and consequent lack of 

harmonization. Poullet (ibid:207) notes, 

Certain countries have, more or less, translated the European text as such or with only 
minor modifications, whereas others have deeply modified the structure, added new 
definitions or principles or sometimes adopted sectoral or specific legislation. All 
these considerations create problems for comparison between the different national 
regimes. 

Another point is the effectiveness of the DPD, which Poullet noted was not very high. 

It seems like the data protection legislation is not concrete enough and many rules are 

too generally formulated to be effective and Poullet (ibid:208) states, 

Many members of the public find it ironic that legislation to enable them to protect 
themselves and control their environment is too difficult to understand. 

 

The European Commission’s proposed data protection reform has caused a new wave 

of discussions regarding data protection and Internet privacy. There is still a 

significant focus on the relationship between European and American data protection 
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legislation. If the proposed reform is accepted it will undoubtedly cause conflicts 

between the EU and the U.S. since parts of the proposed Regulation that would 

supersede the current Directive do not agree with U.S. legislation (Bennett 2012, 

Walker 2012, Mantelero 2013). Thus, despite the efforts with the proposed data 

protection reform, the lack of borders in the online world is still an issue. For 

example, Walker (2012) has noted that even though the right to be forgotten would 

provide citizens in the European Union with the possibility to have personal 

information removed from online databases, only a limited version of this right would 

be compatible with U.S. constitutional law. This would make the right to be forgotten 

in line with EU legislation somewhat insufficient in relation to U.S. actors. There 

have also been a number of studies focusing on what this reform will mean in terms 

of actual effects, with mixed results. De Hert and Papakonstantinou (2012) conclude 

that the proposed Regulation does indeed protect the individual right to data 

protection without interfering with the free movement of personal data and Gilbert 

(2012:34) agrees on the fact that the proposed reform will have positive effects on the 

individual right to privacy noting that “[a]ltogether, if the current provisions remain in 

the final draft, the new Regulation will increase the rights of the individuals and the 

powers of the data protection authorities”. In contrast with these conclusions, 

Mantelero (2013) does not consider the proposed right to be forgotten to be a 

“revolutionary change” in relation to current legislation. Thus, there seems to be some 

conflicts in how to interpret the proposed reform. Despite their positive attitude to the 

proposed Regulation, De Hert and Papakonstantinou (2012) also conclude that the 

Regulation is seemingly not detailed enough to tackle the problems caused by the 

diverse implementation of the Directive. This can be related to the previously 

mentioned article by Poullet (2006) and the question is how effective the reform will 

be if it has already been highlighted as somewhat abstract in relation to what it is 

supposed to accomplish.  

 

2.2.4. WHAT	
  DOES	
  PREVIOUS	
  STUDIES	
  IMPLY?	
  
 

Previous research points to a number of things that are of importance for this study. 

First is the view of the online world as part of the “real” world. The unanimous 

decision to regard the online world as a part of society and not a world separate and 
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independent from the rest of society, acknowledge the fact that events online affect 

the offline world and vice versa. This however, raises the question of why regulating 

the Internet is so problematic. Why are traditional norms of conduct to a large extent 

ineffective when applied to the Internet? And if we cannot utilize already existing 

norms then how should we manage the question of regulation? These questions can 

both be connected to more general (and somewhat philosophical) questions of how 

the Internet is positioned in relation to human action. To what extent is the Internet a 

product of and affected by human action and in turn, what effect does this position 

have on human action? 

 

Furthermore, there is the theme involving the vagueness that has been noted both in 

the current European data protection legislation and the proposed reform. The abstract 

rules and guidelines of the DPD have led to various interpretations and subsequent 

absence of harmonized legislation. In light of the proposed reform, there seem to be a 

discrepancy in the opinions regarding the meaning of this reform and this draws 

attention to underlying meanings of the proposed reform. Perhaps there is a deeper 

knowledge of the Internet regulation process that law and policy oriented studies fail 

to grasp. It should also be noted that one way of defining privacy in relation to 

Internet is the possibility to not have actions and communication via the Internet 

monitored or gathered for analysis, if such monitoring and gathering are not approved 

first. Drawing from the work of Lessig (2008) and Bannister (2005), privacy is thus 

the opposite of involuntary and to some extent uninformed surveillance. 
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3. THEORETICAL	
  FRAMEWORK	
  
 

The analytical structure of this study is based on a sociological theory of lawmaking 

and the theoretical foundation of discourse analysis, more specifically the discourse 

theory as utilized by Ernesto Laclau and Chantal Mouffe in their work Hegemony and 

Socialist Strategy first published in 1985. 

 

 LAWMAKING	
  3.1.
 

Every year, thousands of new laws are being formed to work on local, national, 

international and supranational level. Despite their number, each law has its own 

unique history and purpose. Relevant in relation to the sociology of law as presented 

through Mathiesen’s three fundamental questions10 there are a number of important 

sociological theories of lawmaking and also a handful of sources of impetus for laws 

(Vago 2009:163). In this respect, laws are not something independent from society 

but instead a process where “a way of acting” eventually becomes “the way of acting” 

(ibid:178). Thus, the lawmaking process is a complex procedure that starts long 

before it reaches the crossroad that separates administrative from judicial lawmaking. 

In line with the purpose of this study, two things are of interest here; public opinion as 

an influence on the lawmaking process and mass media as a source of impetus for 

law. 

3.1.1. INFLUENCES	
  ON	
  THE	
  LAWMAKING	
  PROCESS:	
  PUBLIC	
  OPINION	
  
 

It has been noted that public opinion does influence the lawmaking process (Carp, 

Stidham & Manning in Vago 2009:180). This influence can take three different 

forms; direct, group and indirect influences, which consequently will guide 

lawmakers to certain decisions (Vago 2009:180). The first type of influence, direct 

influence, revolves around the rewards or sanctions for the lawmakers depending on 

whether or not they comply with a certain opinion. Rewards can for example be 

election votes or financial assistance or other types of endorsements (ibid.). As the 

name implies, group influence refer to the influence organized interest groups 

                                                
10	
  See	
  chapter	
  1.2.1.	
  A	
  question	
  for	
  the	
  field	
  of	
  sociology	
  of	
  law.	
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representing a special constituency can have on the lawmaking process. These groups 

include political parties, interest groups and citizen action groups that work to forward 

rules and regulations that are in accordance with their specific interests (ibid.). This 

way, public opinion becomes organized and made specific with the hopes of gaining 

an advantage when working for specific legislative changes. Lastly, there is the public 

opinion’s indirect influence on the lawmaking process. When legislators act according 

to constituent preferences, regardless of whether or not they share these preferences, 

the lawmaking process is indirectly influenced (ibid.).  

 

3.1.2. SOURCES	
  OF	
  IMPETUS	
  FOR	
  LAW:	
  THE	
  MASS	
  MEDIA	
  
 

A key prerequisite for starting a lawmaking process is an impetus. What problems are 

most crucial at the moment? What legal changes are most acute? The answer to 

questions like this come from sources that in turn work as a catalyst for new laws. 

There are a number of, not mutually exclusive, sources; detached scholarly diagnosis, 

a “voice from the wilderness”, protest activities, social movements, public-interest 

groups and the mass media. In relation to the purpose and the material included in this 

study, a closer look at the mass media seems in order. Vago (ibid:191) notes that the 

function of mass media is similar to that of interest groups. Different parts of the mass 

media have direct interests in different public policy areas, making mass media not 

only an important courier for public opinion but also a powerful actor with their own 

agendas. Mass media also functions as a channel to broadcast opinions that can shape 

policy (ibid:192). Furthermore, mass media and particularly news media can generate 

a wider awareness of an issue in a way that alerts the public, ultimately highlighting 

some issues as problematic for a wider audience. Vago (ibid.) goes on to point out 

that since “public opinion is an important precursor of change, the mass media can set 

the stage by making undesirable conditions visible to a sizeable segment of the public 

with unparalleled rapidity”. Mass media can expose perceived injustices, thus making 

it a central player in forming public opinion. In relation to this, six essential processes 

for understanding how mass media can influence public opinion are being highlighted 

(ibid:193). 

 

1. The mass media can authenticate factual nature of events. 
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2. The mass media can validate opinions through the confirmation by a well-
known commentator or the possibility for individual persons to borrow words 
from said commentator in order to express his or hers view more effectively. 

3. The mass media can legitimize off-limit behaviors and viewpoints, making it 
possible to bring topics that were previously only discussed in private to the 
public, for example legal rights for homosexuals. 

4. The mass media can symbolize the specific individual experiences by 
translating this into specific opinions and actions and providing directing 
symbols. 

5. The mass media can focus preferences, discontents and prejudices into lines of 
actions. 

6. The mass media can organize persons, objects, activities and issues and 
classify these into hierarchies. 

 
Additionally, individual parts of the mass media are highly influential making the 

mass media as a whole an incredibly powerful tool when it comes to putting pressure 

on lawmakers. Vago (ibid:193) points to both New York Times and Washington Post 

as influential newspapers that can either “make or brake” a legislator through their 

editorial pages, while also pointing out that an endorsement by a big newspaper can 

“greatly facilitate a candidate’s chances for being elected”. Lastly, mass media also 

provides an important channel for public opinion by providing a forum where 

common concerns can be discussed and highlighted by citizens (ibid:194). For 

example, “letters to the editor” can bring attention to recently developed issues before 

legislators do, push people to take a position, show that there are people concerned 

with an issue and also enlist the support of others. 

 

3.1.3. ADDITIONAL	
  INFLUENCES	
  ON	
  THE	
  LAWMAKING	
  PROCESS	
  AND	
  OTHER	
  
SOURCES	
  OF	
  IMPETUS	
  FOR	
  LAW	
  

 

The importance of public opinion and the mass media in relation to the process of 

lawmaking aside, there are indeed other factors that need to be taken into 

consideration when studying the process of lawmaking. Additional influences on this 

process ranges from the work of interest groups to the contributions of the social 

sciences (Vago 2009:175ff). Interest groups bring attention to certain interests, 

effectively setting a process of development in motion. Examples of laws where 

interest groups have had a major influence are legislation regarding alcohol use, 

abortion bills and drug legislation (ibid.). Other sources of impetus for law include 
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influential works of scholars as well as authors, protest activity, social movements 

and public-interest groups (ibid:184ff). Thus, it should indeed be acknowledged that 

there are plenty of other sources that influence the process where the finished product 

is a new law. Nevertheless, the public debate as expressed through the mass media is 

still a powerful stimulus for new legislation. Considering the purpose of this study in 

combination with the fact that the subject matter in question has been and still is an 

important topic in the public debate, I definitely find it just to delimit the theoretical 

outline of this study to focusing solely on the public opinion through the mass media. 

 

 DISCOURSE	
  ANALYSIS	
  3.2.

3.2.1. A	
  THEORETICAL	
  INTRODUCTION	
  TO	
  DISCOURSE	
  ANALYSIS	
  
 

There are several ways of defining discourse analysis and together they depict the 

broad theoretical as well as methodological base that is discourse analysis. Esaiasson 

et al (2012:212) see discourse analysis by focusing on communication and its role in 

developing what we perceive as social reality, which much resembles the definition as 

the study of societal phenomena with focus on communication used by Bergström and 

Boréus (2005:305). The concept of discourse is in itself highly complex. Initially, 

Winther Jørgensen and Philips (2002:1) define discourse as “a particular way of 

talking about and understanding the world (or an aspect of the world)”. Philips and 

Hardy (2002:2) note that “without discourse, there is no social reality, and without 

understanding discourse, we cannot understand our reality, our experiences, or 

ourselves”. Departing from these definitions, discourse analysis is a way of studying 

social phenomena through language with the premise that language and expressions 

contribute to the creation and shaping of reality. Reality in itself and physical objects 

do exist but they only gain meaning through discourse (Winther Jørgensen & Philips 

2002:9). This means that we create representations of reality through language, which 

are products of different social contexts.  

These ideas place discourse analysis on a foundation built upon social 

constructionism, thus functioning as a theoretical gateway. Social constructionism is 

an umbrella term for theories about culture and society and it is structured around four 

fundamental principles as presented by Vivien Burr (ibid:4f). First, knowledge and 
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representations of the world should not be seen as objective truths since they are 

simply products of how we categorize the world, which outlines a critical view on 

knowledge as taken for granted. We are also historically and culturally embossed 

beings, which presents itself in that our understanding and representation of the world 

is historically and culturally specific and contingent. There is also a connection 

between knowledge and social processes since knowledge is created collectively and 

socially through social interaction through which truths and struggles over truth are 

produced. Finally, the last principle states that there is a link between knowledge and 

social action. In a particular context, some forms of action appear as natural while 

others seem unthinkable. In relation to this study, language in terms of texts is not 

seen as neutral communication. The expressions used to describe and understand a 

certain context is instead viewed as products of that context while they at the same 

time contribute to constituting that particular context. Ideas and expressions used in 

the material are simultaneously products and producers of a specific representation of 

reality. In accordance with this approach, the material included in this study enables 

an analysis of the social reality as constructed by the EU and through the public 

debate. 

 

3.2.2. LACLAU	
  AND	
  MOUFFE’S	
  DISCOURSE	
  THEORY	
  
 

The particular discourse analysis applied in this study is founded on the Anglo-Saxon 

version of discourse analysis as presented by Ernesto Laclau and Chantal Mouffe, 

sometimes simply referred to as discourse theory. Other theoretical approaches to 

discourse analysis were considered, such as critical discourse analysis or Foucault 

inspired discourse analysis. However, since this study is not primarily concerned with 

power constructions, power constellations or the deeper controlling structures of 

society, but more focused on the discursive construction of selected material, I 

considered Laclau and Mouffe’s approach a much better fit for this study, as will be 

presented in the coming sections. 

Laclau and Mouffe have given the concept of discourse a wide meaning, which means 

that it includes all social phenomena, discursive as well as non-discursive (Bergström 

& Boréus 2005:314f). First, it should be noted that Laclau and Mouffe’s discourse 
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analysis has been influenced by several traditions. A fundamental thought of 

discourse theory is that the meaning of a term or phenomenon is never completely 

fixed but is always open for discussion, an idea that is heavily influenced by the Swiss 

linguist Ferdinand de Saussare and his separation between the actual word or 

“signifier” and the content of the word or the “signified” (ibid.). Instead the meaning 

of a term or a ‘sign’ is contingent and established through a struggle between 

discourses. This struggle is referred to as antagonism where the aim is to reach 

hegemony, a state where the struggle is over and the meaning of a sign is closed 

(Winther Jørgensen & Philips 2002:47). In this sense, the aim with discourse analysis 

“is to map out the processes in which we struggle about the way in which the meaning 

of signs is to be fixed, and the processes by which some fixations of meaning become 

so conventionalized that we think of them as natural” (ibid:25f). 

In relation to this, Laclau and Mouffe introduce a number of theoretical concepts that 

can be used as analytical tools when examining discourses. A clearly defined sign 

(word or concept) in a particular discourse is called moment and its meaning is 

defined through the exclusion and subsequent reduction of other possible meanings, 

hence fixing the meaning of that sign through its relation to other signs (ibid:26ff). 

Signs whose meanings have not yet been clearly defined and thus have several 

potential meanings are called elements. At this point, Laclau and Mouffe explain 

discourse as the process of transforming elements to moments, subsequently fixing 

the meaning of the elements through excluding other possible meanings. The process 

of relating elements to each other in a certain way to give them meaning and therefore 

putting them in a particular discourse is called articulation. For example, a sign may 

be insignificant on its own but through articulation the sign can be related to other 

signs, which then forms the base of a certain discourse. In this sense, discourse can be 

defined as the “structured totality resulting from the articulatory practice” (Laclau & 

Mouffe in Winther Jørgensen & Philips 2002:26). A discourse fixes meaning through 

the reduction of possibilities, which means that a discourse is a temporary untangling 

of all the potential meanings of the elements (Winther Jørgensen & Philips 2002:26.). 

Furthermore, a discourse is formed around certain privileged signs from which other 

signs derive their meaning and these signs are called nodal points (ibid:28f). On their 

own nodal points lack meaning and they can often have different meaning depending 
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on which discourse they are inserted in. Signs that are particularly open to definition 

because of how different discourses struggle to define them within their own 

premises, are called floating signifiers (ibid.). Thus, nodal points are floating 

signifiers but the difference between them is that a nodal point is an undisputed sign 

that gives meaning to other signs within a specific discourse while the term floating 

signifier refers to the struggle between different discourses to define a specific 

concept  

The meanings that are excluded in the process of transforming elements into moments 

make up the field of discursivity and a discourse is constituted in relation to this since 

the exclusion of certain meanings creates a unity of meaning and establishes a closure 

(ibid:27). Finally we reach a place where the meaning of and the connection between 

all these theoretical concepts can be connected to the discourse theory’s fundamental 

idea that meaning can never reach a finished or complete state. All possible meaning 

that a discourse has placed in the field of discursivity through exclusion also poses a 

threat to disrupt the meaning fixed by that particular discourse, meaning that there is 

always room for struggle or antagonism (ibid:29). The established closure is therefore 

only temporary and should not be seen as a permanent fixation since articulation 

always can reshape signs by fixing their meaning in new ways (ibid.).  

 

3.2.3. CRITIQUE	
  AGAINST	
  DISCOURSE	
  THEORY	
  
 

Some critique has been directed at Laclau and Mouffe’s discourse theory, which 

mainly revolves around the focus on the possibility of change in discourse theory. It is 

claimed that the result of Laclau and Mouffe’s emphasis on contingency is that the 

significance of non-discursive constraints are being overlooked (Winther Jørgensen & 

Philips 2002:54ff). It is argued that not all individuals and groups have equal 

possibilities to rearticulate elements and therefore produce change. A discourse does 

not only rely on discursive constraints but structural conditions of class, ethnicity and 

gender, play a big part as well. These structural constraints are said to be overlooked 

due to discourse theory’s major focus on contingency. However, according to Winther 

Jørgensen and Philips (ibid.), Laclau and Mouffe understand actors as how they are 

determined by discourses. This means that an actor’s possibility of rearticulation is 
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dependent on the discourse, which can be constrained by functions such as class, 

ethnicity and gender. This study evades this critique against discourse theory mainly 

through the selection of sources and material for the data collection. By including 

texts from the EU as well as from the public debate, the analysis is never limited to 

one actor or group of actors and is thus not constrained by specific structural factors. 

The EU is constrained by its identity as an economic and political union and is 

therefore only presented with a certain possibility of rearticulation if it is to be taken 

seriously. The public debate is however, is not restricted by the same structural 

factors. 

Furthermore, the ideas of Laclau and Mouffe can be criticized for being rather 

abstract and philosophical.  They have produced a rather extensive set of theoretical 

concepts and it has been noted that Laclau and Mouffe themselves have not done 

much detailed analysis of empirical data and therefore do not provide a clear 

methodological process to follow (ibid:49). The guidelines or lack thereof luckily 

gives the researcher a large amount of freedom in terms of utilizing the method to fit 

the study in question. However, the very same freedom can also cause difficulties in 

the lack of precise guidelines and can therefore be quite challenging for the 

researcher. For this study, Bergström and Boréus (2005) and Winther Jørgensen and 

Philips (2002), which are the main references to discourse analysis in this study, are 

secondary sources to discourse theory. The decision to use these sources was made 

primarily due to the fact that they provide concrete guidance to how Laclau and 

Mouffe’s discourse theory can be applied in practice. This provides great guidance 

when applying discourse theory to this study while simultaneously managing the 

critique against the abstract nature of discourse theory. It is for this particular reason 

that I chose not to include the primary source of Laclau and Mouffe’s discourse 

theory but instead settled for two different secondary sources. Not only do these 

secondary sources thoroughly describe the theoretical foundation of discourse theory 

but they also offer practical directions, which I predicted would be crucial for a 

fruitful execution of the discourse analysis for a novice discourse analyst like myself.  
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 MODEL	
  OF	
  ANALYSIS	
  3.3.
 

Based on Laclau and Mouffe, the model of analysis that will be used in this study is 

based on the concepts nodal points, elements and chains of equivalence11. The CoE, 

which Laclau and Mouffe regards as the building blocks of discourses, are organized 

and formed through the articulation process that puts signs in relation to each other 

with the nodal point as the common denominator. Signs lack meaning on their own 

and only receive meaning through a system where the signs are fixed and separated 

from other signs (Bergström & Boréus 2005:317). A concept is only signified as that 

particular concept if it is combined with other concepts that carry a particular 

meaning, for example negative or positive, in relation to the main concept. Thus, CoE 

are a highly useful tool when trying to map how signs are related to and separated 

from each other. The CoE with the nodal points and elements identify the concepts 

that constitute the core of the discourse and also what these concepts are and what 

they are not. Departing from the theoretical framework and the purpose of this study, 

the following model of analysis has been constructed to guide the analysis. 

 

 

 

 

 

Fig. 1: Model of analysis 

 

What I am interested in is to analyze the existence of the arrows and the contents of 

the question marks. As have been presented in chapter 3.1. Lawmaking, laws are not 

something that originates out of thin air. Public opinion channeled through mass 

media presents a way to encourage and influence the lawmaking process. These 

                                                
11	
  Chains	
  of	
  equivalence	
  will	
  from	
  now	
  on	
  be	
  referred	
  to	
  as	
  CoE.	
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theoretical ideas provide a scientific base for analyzing the relationship between the 

public debate and the EU data protection legislation or the arrows with the question 

marks to refer to the model in Fig. 1. The analytical tools from discourse theory work 

as simplifiers, which will structure the material through the identification of key 

points from the EU documents as well as from the public debate. The combination of 

the analytical tools from discourse theory and the theoretical premises of public 

opinion and mass media’s influence on the lawmaking process will make it possible 

to trace the development and map potential similarities to make a comparison as to if 

and how law and society has interacted in the area in question.  

 

As previously mentioned, the nodal points are ‘special’ signs with a key role in the 

discourse. In relation to this however, I must point out that nodal points are not 

necessarily a specific word or phrase that is frequently used in the material but more 

of a overarching concept that represents a general meaning within the material. The 

reason for point this out is so that the ensuing analysis can be correctly understood. 

For example, if the analysis presents ‘home’ as a nodal point it does not necessarily 

mean that the specific word ‘home’ appears frequently and with a key importance in 

the material. Instead it can also imply that the information in the material is organized 

in such a way that the concept of ‘home’ implicitly receives a particularly meaningful 

role in the material. 
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4. METHODOLOGY	
  
 CHOICE	
  OF	
  METHOD	
  4.1.

 

Since this study is more focused on the deeper meaning of the proposed reform of the 

EU data protection legislation than providing generalizable explanations, a qualitative 

research strategy was chosen. A quantitative approach could have been possible, but 

the arguments against this option are twofold. First, studies presenting numbers and 

statistics regarding European data protection legislation and its relationship with the 

European society have already been conducted (see for example European 

Commission 2011). Studies providing more updated and more extensive hard data are 

always useful, however since the EU itself seems keen on maintaining a quantitative 

focus, the need for a qualitative approach is seemingly greater. In this respect, a study 

with a qualitative approach to European data protection will add knowledge from a 

different perspective, which could add valuable information that quantitative studies 

could never contribute with. Next, combining the information from previous research 

and other background material12 with the theoretical framework chosen for this study 

and the accessible sources for data collection, a qualitative strategy is a far better 

approach. 

The choice of method thus fell on discourse analysis as a type of content analysis. 

Svenning (2003:156) notes that today’s society is a society of information where 

messages are thrown at us from every direction. Everywhere we look, intentionally or 

unintentionally we ingest distinct or hidden messages, which consequently shapes us. 

Similar to the arguments for a qualitative approach of this study, the arguments for 

using critical discourse analysis as method are twofold. First, considering how much 

information we are bombarded with by governments, organizations and the media, 

there is much material to work with. Furthermore, Svenning (ibid.) notes that even 

though the necessity of an increased understanding and mapping of the massive scope 

of information that surrounds us in our daily life is evident, the development of this 

method remains in many aspects stagnant. As a consequence, the literature on the 

subject of discourse analysis may soon be outdated. Thus, my hopes are that this 

thesis will not only contribute to the development of the theoretical base for this study 

                                                
12	
  See	
  chapter	
  2.	
  Background,	
  for	
  further	
  information.	
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but to contribute to the methodological development as well, however small.  

 

 METHOD	
  DESCRIPTION	
  4.2.

4.2.1. SELECTION	
  OF	
  EMPIRICAL	
  MATERIAL	
  
 

Any communication that offers a solution to a problem is a good starting point for a 

study based on discourse analysis (Gill quoting Widdicombe in Bryman 2011:476). 

All documents presented in relation to the reform of the data protection legislation as 

proposed by the Commission are structured around a problem-solution structure. 

Material wise, discourse analysis does not separate material in relation to their 

scientific degree, which is also very fitting for this study since it focuses on different 

types of material. For the analysis of the proposed reform, two main documents were 

selected for analysis in relation to the purpose of the study and accessibility, the 

Explanatory memorandum in the proposed Regulation and Directive and the 

accompanying Communication. These documents were both found on the European 

Commission’s (2012) webpage regarding the proposed data protection legislation 

reform.  

A number of documents have been produced in order to present the proposed data 

protection reform13, all containing a solution (revised data protection legislation) to a 

problem or problems (currently ineffective legislation). The reason for specifically 

selecting the explanatory memorandum instead of the entire Regulation and Directive 

documents is connected to time, content and the focus of the study. The proposed 

Regulation and Directive in full are both comprehensive and very ambitious 

documents. Due to the complex and time-consuming method of this study, the scope 

of a master’s thesis simply does not offer enough time to go through the proposed 

Regulation and Directive complete with all the articles. However, the content of the 

explanatory memorandum, which is the opening text of the documents, contains a 

great amount of information on its own including detailed explanations of the Articles 

that the proposed Regulation and Directive are comprised of. The explicit focus on 

the initial part of the documents allows a deeper insight into the discussion since these 

parts of the documents contain explanations and not merely statements. Furthermore, 
                                                
13	
  See	
  European	
  Commission	
  2012	
  for	
  further	
  documents.	
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this study is not of pure legal nature but instead departs from a social science 

perspective on the discussions and arguments surrounding the proposed legal rules. 

Thus, I find that picking out the specific parts of the Regulation and Directive is much 

more in line with the purpose of this study. The Communication document was 

included in order to get a broader picture and an extended explanation to the proposed 

reform. The Communication document contains additional information about the why 

and how of the proposed reform and thus complements the information provided in 

the explanatory memorandums of the Regulation and the Directive. 

The selection of sources and material for accessing data from the public debate was 

somewhat trickier than it was with the EU documents. The public debate regarding 

privacy on the Internet and surveillance has been carried out through several different 

types of media. Therefore the first step of selection was to choose which type of 

media and source that would be best suited for this study. At a first glance, blogs, 

micro-blogs and different discussion boards seemed highly interesting. However this 

idea was soon discarded when it became clear that a proper selection could not be 

done due to the overwhelming amount of data, at least within the scope of a master’s 

thesis. After some consideration, I chose to turn to the media with specific interest in 

information that had been published online. This made the data easy to access and 

easy to manage. In the end, this information included different types of articles, for 

example debate articles as well as debate posts published on blogs run by the 

newspapers. To make things easier, all information will hereafter be referred to 

simply as “articles”.  

Two different newspapers from two different EU countries were selected, The Daily 

Telegraph from the UK and Aftonbladet from Sweden. The choice of including two 

newspapers from two different EU countries was made in order to broaden the data 

collection. Even though two countries are far from representative of the EU, two 

countries still give a more solid base when discussing “the public debate in the EU” 

than if two newspaper from the same country were included. The particular choice of 

one Swedish and one British newspaper is directly linked to language limitations. 

Since Swedish and English are the two EU languages I know best, choosing 

newspapers published in these languages seems most fitting. There are however some 
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limitations with this choice, an issue that is returned to later in the thesis14 . 

Furthermore, it should be noted that these two newspapers have different political 

orientation with the Daily Telegraph being centre-right conservative and Aftonbladet 

being left liberal. This too was a conscious choice to avoid critique connected to data 

sources being one-sided. After a few test searches I decided to make the selection of 

material based on three criteria. 

1. The articles must be found through searches using the key word “internet” in 
some kind of combination with the additional key words “surveillance, 
privacy”/”övervakning, integritet”. 

2. The primary topic of the articles must be Internet privacy and/or Internet 
surveillance. Thus, articles that only briefly touch these topics are rated as 
non-relevant for this study. 

3. The articles must have a tone of discussion to be included in the study. In 
other words, articles that are merely comprised of facts or information or news 
recaps about events related to Internet privacy and/or Internet surveillance are 
not included. 

 

ORIGINAL 
SOURCE 

TOTAL 
NUMBER OF 

HITS 
(LIMITED 

ACCORDING 
TO THE 
THIRD 

CRITERIA) 

NUMBER OF 
ARTICLES 
RELEVANT 

AFTER 
INITIAL 
READ-

THROUGH 

PUBLISHED 
2010-2011 

PUBLISHED 
2012-2013 

Aftonbladet 64 13 3 10 

The Daily 
Telegraph 

22 15 9 6 

Combined 86 28 12 16 

 

Table 1: Selection of material. 

 

 
                                                
14	
  See	
  chapter	
  7.2.	
  The	
  Future:	
  Further	
  research?	
  



	
  
38	
  
	
  

The articles found on Aftonbladet were easy to filter, both by subject and date of 

publication. The articles on the Daily Telegraph however proved to be harder to 

narrow down. There was no way to filter the articles in the same easy way as could be 

done on Aftonbladet’s webpage, which forced me to select articles that had been 

published under blogs run by the Telegraph. After two initial read-throughs a total of 

28 articles, 13 from Aftonbladet and 15 from the Daily Telegraph, were included in 

the study. 

                                                
15	
  For	
  complete	
  list	
  of	
  articles	
  included	
  in	
  the	
  study,	
  see	
  headline	
  Internet	
  articles	
  in	
  the	
  Bibliography.	
  

 
ORIGINAL 
SOURCE 

 
OFFICIAL NAME OF DOCUMENT 

 
REFERENCE 
IN THIS 
STUDY 

 
 
 
 
 
 
European 
Commission 

 
Explanatory memorandum in the Proposal for 
a Regulation of the European Parliament and 
of the Council on the protection of individuals 
with regard to the processing of personal data 
and on the free movement of such data 
(General Data Protection Regulation) 
(COM/2012/11 final) and the Proposal for a 
Directive of the European Parliament and of 
the Council on the protection of individuals 
with regard to the processing of personal data 
by competent authorities for the purposes of 
prevention, investigation, detection or 
prosecution of criminal offences or the 
execution of criminal penalties, and the free 
movement of such data (COM/2012/10 final) 

 
EC1/ 
the Explanatory 
memorandum 

 
Communication from the Commission to the 
European Parliament, The Council, The 
European Economic and Social Committee 
and the Committee of the Regions - 
Safeguarding Privacy in a Connected world, A 
European Data protection framework for the 
21st Century, COM/2012/09 final 

 
EC2/ 
the 
Communication 

 
The Daily 
Telegraph 

 
Articles published as blog entries online. 

 
T1, T2, T315... 
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Table 2: List of material included in this study. 

 

4.2.2. METHOD	
  OF	
  ANALYSIS	
  
 

Considering purpose and material and theoretical framework of this study, the 

discourse analysis was inspired by the strategy of a content analysis in order to give 

the initial stages of the analysis some sort of structure. Denscombe (2003:221) has 

summarized the general procedure of a content analysis in six logical and 

straightforward steps. First, select what material that should be included in the study. 

Here it is noted that the selection should be clearly formulated. Next, the chosen 

material should be broken down into smaller components, for example single words, 

phrases or entire parts. The third step is to develop categories needed for analyzing 

the data. Here it is important to have a clear idea of what categories or questions that 

is relevant for the study and the use of “key words” associated with the theme may for 

example be useful. Then the smaller components of the text should be linked to the 

categories so that the units are coded according to the categories. The last steps of the 

process are to count the frequency of the smaller components and analyze the text by 

frequency of and relationships between the components.  

At first glance, this process appears to be based in an exclusively quantitative 

approach. However, Denscombe (ibid.) notes that a content analysis can reveal 

several “hidden” aspects of a text, which can be completely independent from what 

the sender intended to communicate. To organize the categorization, I was inspired by 

Ulf Mörkenstam and used the analytical tool ‘problem-cause-solution’ or ‘P-C-S’ 

(Bergström & Boréus 2005:335ff). Thus, at the first stages of the analysis, the 

material was analyzed according to these questions: 

• What problem(s) can be identified? (P) 

                                                
16	
  For	
  complete	
  list	
  of	
  articles	
  included	
  in	
  the	
  study,	
  see	
  headline	
  Internet	
  articles	
  in	
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Aftonbladet 

 

Articles 

 

A1, A2, A316... 
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• What cause(s) are said to be the source of the identified problem(s)? (C) 

• What solution(s) are proposed in relation to the identified problem(s)? (S) 

 

In combination with the analytical tool P-C-S, Denscombe’s instructions provided 

concrete guidelines for the initial stage of the study. From this, the first step was to 

process the material and organize it according to the three questions posed above. 

This course of action made the material easier to process and simultaneously gave the 

presentation of the material a good structure. Additionally, by gathering data 

according to the P-C-S method, the risk of letting the analysis be affected by my own 

interpretations is highly reduced. The second part of the analysis was to create the 

CoE through the location of the nodal points and supporting elements. As previously 

discussed in chapter 3.3. Model of analysis, nodal points should not merely be seen as 

certain privileged signs that are used in their “raw form”. During this step of 

identifying the categories or what Denscombe refers to as key words, some central 

topics within the discourse emerged, which ultimately were assigned the role as nodal 

points. In other words, it should be noted that what this study refers to as nodal points 

in the analysis is not necessarily one specific word in the literal sense but more a wide 

embracing concept that signifies central ideas in the material, hence the nodal points. 

Lastly, the methodological process of this study can be described as a rearrangement 

of the steps in the general procedure of a content analysis as presented by Denscombe. 

Thus, the working process of the analysis can be summarized in the following steps. 

Part 1 Organize and present the material under the themes problem, cause and 
solution (producing overarching categories of the data). 

Part 2 Identify key words and/or central topics (nodal points) within the structured 
material. Link these to other important words and/or topics (elements) 
within the material. The result of these links is the CoE. 

Part 3 Place the CoE from the different sources of data in relation to each other by 
analyzing them with the help of the theoretical factors of influences on 
lawmaking and impetus for law 

 

Table 3: Process of the analysis. 
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 METHOD	
  DISCUSSION	
  4.3.
 

The method of discourse analysis is still somewhat controversial in the social 

sciences. This is mainly connected to the method’s reputation of being too 

philosophical, which has caused critics to question the scientific value of the method 

(Bergström & Boréus 2005:305). Furthermore, Philips and Hardy (2002:11) do not 

only point out the labor-intensive and time-consuming aspects of discourse analysis 

but also that there is a shortage of literature on the method as well as a relatively low 

level of institutionalization of the method that can cause trouble for a researcher that 

still chooses this method. However, Philips and Hardy (ibid:13) continues by listing a 

number of advantages of discourse analysis of which I find two arguments 

particularly pertinent for this study.  

First, it is noted that from the changes in society a variety of new topics of research 

have emerged that subsequently raise new challenges for researchers in for example 

categorizing and structuring new observations. Where traditional qualitative methods 

focus on the nature of these categories and quantitative methods aim to describe the 

relationship between categories, discourse analysis provides an opportunity to gain 

knowledge about what produced these categories and why they were produced (ibid.). 

Next, it is noted that traditional methods can be limited and that a “new” method such 

as discourse analysis can be used in order to see things that “have been obscured by 

the repeated application of traditional methods” or in other words “all ways of seeing 

are also ways of not17 seeing” (ibid:16). Also, not only does discourse analysis bring 

the opportunity to view things from a different perspective but it can also notice 

aspects of society that usually are taken for granted and not given much attention 

(Esaiasson et al 2012:212). Thus, the aim with this part is to show that the major 

limits and disadvantages of using discourse analysis are known and have been thought 

over. Every method has its flaws, which should never be ignored but I find that the 

possibilities of discourse analysis in relation to the aim of this study outweigh any 

limits that may exist. 

 

                                                
17	
  Italics	
  in	
  original.	
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 A	
  FEW	
  NOTES	
  ON	
  VALIDITY,	
  RELIABILITY	
  AND	
  4.4.
GENERALIZATION	
  

 

In a scientific study, concepts such as validity, reliability and generalization are 

particularly important. Reliability refers to the trustworthiness of a study’s data. This 

can be tested by replicating a study or part of a study and the results should be the 

same no matter who is conducting the study, in other words reliability concerns the 

consistency of a measure (Bryman & McNiff 2004:30). This consistency contains two 

questions, the internal consistency and consistency over time (ibid.). The internal 

consistency is concerned with the internal coherence of a scale, whether it includes 

just one idea or separate components while the consistency over time means that 

measurements must be done more than once (ibid.). Thus, if a measure has high 

reliability, it yields consistent results. Validity, on the other hand, refers to the 

possibility of controlling your study, mainly to be “sure that a measure really does 

reflect the concept to which it is supposed to be referring” (Bryman and McNiff 

2004:29). In other words, without sufficient validity the test results have no meaning. 

Together, reliability and validity tells the quality of a study meaning that it is 

important for a study to both produce stable and consistent results (high reliability) 

and examine what it is allegedly aiming to examine (high validity).  

 

Nevertheless, Trost (2007:65) notes that the use of these two terms mainly constitutes 

a building block in quantitative studies and is therefore not particularly suited for 

qualitative studies. Reliability and validity should instead be exchanged for a 

discussion regarding the credibility of the study, which is achieved by presenting a 

detailed method discussion where the researcher shows awareness of potential 

problems and demonstrate skill to manage these problems (ibid.). This chapter 

contains a thorough presentation of the methodological base of this study where I 

have explained and argued for all choices. Instead of avoiding possible shortages of 

the chosen method or worse, trying to hide them, they have been discussed in clearest 

possible manner. Svenning (2003:67ff) also notes that reliability and validity in 

relation to qualitative studies are heavily reliant on the concepts that are used in the 

study and the precision of these concepts. By using clearly defined concepts, the 

researcher can reduce the risk of misinterpretation and consequent confusion, which 

will increase a qualitative study’s validity and reliability or, using Trost’s word, 
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credibility. Apart from presenting a thorough chapter on the methodology of this 

study, I have discussed the theoretical concepts and analytical tools and translated 

them into instruments suitable for this particular study18. In this sense, validity in 

relation to this study could be defined as the ability to connect the analysis to the 

purpose and research questions of the study. As the chapters concerning this 

connection presents a great deal of reading, the summarizing conclusion in chapter 

7.1. returns to the purpose and in a short and precise manner connects this to the 

procedures and findings of the study, effectively increasing the credibility and 

validity. 

 

Another much used term in scientific studies is generalization. It deals with the 

possibility to apply the results produced by the study to the entire population of a 

particular society, all depending on the particular participants in each study. Similar to 

the relationship between reliability and validity and qualitative studies, Svenning 

(2003:68) notes that the aim of a qualitative study is not to produce generalizable data 

but to exemplify and illustrate. The aim of this study is to gain a deeper knowledge of 

the chosen topic and everything from the initial literature review to theoretical and 

methodological considerations have been made with this in mind. Therefore, the aim 

of this study is not to produce results of generalizable character and the possibility of 

generalizing the study’s result is consequently regarded as irrelevant. 

 

 ETHICAL	
  CONSIDERATIONS	
  OF	
  THE	
  STUDY	
  4.5.
 

According to Israel and Hay (2006:2), ethical behavior helps protect individuals, 

communities and environments while also offering the potential to increase the sum 

of good in the world. The majority of social science research is focused on describing 

abstract things such as experiences and interpretations and the researcher’s ethical 

role in relation to this is usually discussed in terms of consent, harm and 

confidentiality. One of the fundamental principles of ethical research is that all 

participants must agree to research before being involved (ibid:60). Another important 

thing when it comes to research is the importance of avoiding harming others, even 

                                                
18	
  See	
  chapter	
  3.3.	
  Model	
  of	
  analysis	
  and	
  4.2.2.	
  Method	
  of	
  analysis	
  for	
  further	
  discussion.	
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trying to avoid imposing the risk of harm on others (ibid:97). This is measured in 

finding the balance between what benefits and what risks that the study may produce. 

The matter of confidentiality in research involves the importance for the researcher to 

know which information that should be included in the study, and what information 

that should be excluded from the study (ibid:80). If data were to be collected through 

interviews, the researcher must make sure that the interviewee(s) agree to participate 

in the study, that the interview questions do not harm the participants by for example 

forcing them to relive bad memories and information about the participants’ identities 

should be kept confidential if requested.  

 

The empirical material of this study consists of official information from the 

European Union as well as data from the public debate collected through the media. 

The ethical issues of consent, harm and confidentiality have all been considered in 

relation to the selected material but since the documents have been produced 

independently from this study and are available to the public with unlimited access, 

the risk of breaching any issue of consent, harm or confidentiality is deemed to be 

close to nonexistent. Instead, the main ethical issue in this study is how I as the 

researcher approach and use the material. There is no risk for me to affect the actual 

production of the data since the selected material already exists. The challenge instead 

lies in how I work with the material to utilize it in relation to the purpose, theoretical 

framework and method of this study. This challenge is managed by making sure no 

information is cited out of the original context in which they were expressed. All 

information and citations that are used are systematically compared to what context 

they are being used in in the original documents to ensure minimum distortion 

possible. Furthermore, I once again stress the handiness of using the P-C-S method in 

relation to discourse theory since it greatly reduces the risk of my own interpretations 

affecting the analysis. 
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5. ANALYSIS	
  
 

This chapter presents the analysis of the study, which is divided into three parts. First, 

the material is processed with the help of the analytical tool P-C-S as presented by 

Mörkenstam (Bergström & Boréus 2005:335ff) and is thus presented under the 

headlines Problem, Cause and Solution. In relation to presentation, the P-C-S method 

creates “problem images” from the data with reference to each source. This 

effectively makes the analysis easier to digest. The second part of the analysis 

revolves around constructing chains of equivalence (CoE) based on the initial 

presentation of the material. This will allow me to map the discursive structure of the 

material, which in turn will make it possible to methodically analyze the discourse 

between the problem images and also place the analysis in a broader, non-scientific 

context. In the third part, the relationship between the EU material and the material 

from the public debate will be analyzed by examining the discursive structure from 

the second part, putting the identified CoE in relation to each other and the theoretical 

factors of influences and impetus on lawmaking.  

 

 THE	
  PROBLEM	
  IMAGE	
  CREATED	
  THROUGH	
  THE	
  5.1.
PROPOSED	
  EU	
  DATA	
  PROTECTION	
  LEGISLATION	
  
REFORM	
  

5.1.1. DATA	
  PROTECTION	
  LEGISLATION	
  REFORM:	
  PROBLEM	
  
 

The base for the proposed EU data protection legislation reform is unsurprisingly a 

problem that needs to be managed and reduced. The problem highlighted in the 

material is the difficulty of protecting personal data while also making continued 

development as well as a functioning market possible in today’s society. As 

previously mentioned, the existing EU legislation on the protection of personal data 

was adopted in 1995 and while its objectives are still considered to be relevant, much 

has happened since the current legislation was implemented and the conditions and 

demands for an effective data protection legislation have consequently been altered. It 

is noted that even though the current legislation is still a vital piece of legislation, the 

existing rules need to be modernized to fit today’s society. Therefore we need a strong 
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set of rules that are fully effective. The main problems with the current legislation in 

relation to the new demands are twofold. First, difference in the implementation of the 

current data protection legislation has not produced the legal harmonization necessary 

for a safe and sound environment for handling personal data. Furthermore, there is an 

inadequacy connected to the outdated character of the current data protection 

legislation, consequently making it incapable of ensuring the right to personal data 

protection. 

 
The current framework remains sound as far as its objectives and principles are 
concerned, but it has not prevented fragmentation in the way personal data protection 
is implemented across the Union, legal uncertainty and a widespread public 
perception that there are significant risks associated notably with online activity 
(EC1). 

Heavy criticism has been expressed regarding the current fragmentation of personal 
data protection in the Union, in particular by economic stakeholders who asked for 
increased legal certainty and harmonisation of the rules on the protection of personal 
data (EC1). 

/---/existing rules provide neither the degree of harmonisation required, nor the 
necessary efficiency to ensure the right to personal data protection (EC2). 

 

Furthermore, the need for addressing this issue on a European level instead of leaving 

it for each member state to manage on their own, only enhances the problem further. 

It is noted that “Member States cannot alone reduce the problems in the current 

situation, particularly those due to the fragmentation in national legislations”, and 

because of this “there is a specific need to establish a harmonised and coherent 

framework allowing for a smooth transfer of personal data across borders within the 

EU while ensuring effective protection for all individuals across the EU” (EC1). This 

implies that the current legislation is not harmonised and therefore is a threat to the 

safety of personal data and by extension also a threat to the individuals that own this 

information, when this kind of data crosses borders. What has been said so far is 

neatly summarized in the Communication, 

Despite the current Directive's objective to ensure an equivalent level of data 
protection within the EU, there is still considerable divergence in the rules across 
Member States. As a consequence, data controllers may have to deal with 27 different 
national laws and requirements. The result is a fragmented legal environment which 
has created legal uncertainty and uneven protection for individuals. This has caused 
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unnecessary costs and administrative burdens for businesses and is a disincentive for 
enterprises operating in the Single Market that may want to expand their operations 
across borders (EC2). 

 

In relation to this, it is noted that data protection regarded as a fundamental right and 

any problem of protecting personal data is also a threat to a fundamental right. Thus, 

regulation in this context is formed around data protection and the general message 

here is that data protection is a fundamental right. In regards to this, there are several 

statements that simply establish the data protection-fundamental right relationship as 

a fact. This right is initially drawn straight from the current DPD 95/46/EC and it is 

noted that, 

[the Directive] was adopted in 1995 with two objectives in mind: to protect the 
fundamental right to data protection and to guarantee the free flow of personal data 
between Member States (EC1). 

The right to the protection of personal data, enshrined in Article 8 of the Charter of 
Fundamental Rights, requires the same level of data protection throughout the Union. 
The absence of common EU rules would create the risk of different levels of 
protection in the Member States and create restrictions on cross-border flows of 
personal data between Member States with different standards (EC1). 

 

The accompanying Communication document also emphasizes data protection as a 

fundamental right, taking support from important documents such as the TFEU. The 

right to privacy as defined by the Charter, the TFEU and the ECHR, is such a well-

rooted right that the data protection legislation relates to it without further 

consideration.  

 
Data protection is a fundamental right in Europe, enshrined in Article 8 of the Charter 
of Fundamental Rights of the European Union, as well as in Article 16(1) of the 
Treaty on the Functioning of the European Union (TFEU), and needs to be protected 
accordingly (EC2). 

 

This is further enhanced with a number of statements. 

/---/ the principle that everyone has the right to the protection of personal data 
concerning him or her (EC1). 

/---/ the Commission concluded that the EU needs a more comprehensive and 
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coherent policy on the fundamental right to personal data protection (EC1). 

In this new digital environment, individuals have the right to enjoy effective control 
over their personal information. Data protection is a fundamental right in Europe/---/ 
(EC2). 

 

As an extension of the background discussion of the problem that calls for a data 

protection legislation reform, the problem is connected to the actual effects of the 

current legislation’s shortcomings. For example, it is maintained that personal data is 

vital for businesses but other aspects of this are added. Here the view on technology 

and all its possibilities is only regarded as beneficial in so far as it can be trusted. 

Building trust in the online environment is key to economic development. Lack of 
trust makes consumers hesitate to buy online and adopt new services. This risks 
slowing down the development of innovative uses of new technologies (EC1). 

Lack of confidence makes consumers hesitant to buy online and accept new services. 
Therefore, a high level of data protection is also crucial to enhance trust in online 
services and to fulfil the potential of the digital economy, thereby encouraging 
economic growth and the competitiveness of EU industries (EC2). 

/---/concerns about privacy are among the most frequent reasons for people not 
buying goods and services online. Given the contribution of the Information and 
Communication Technology (ICT) sector to overall productivity growth in Europe 
trust in such services is vital to stimulate growth in the EU economy and the 
competitiveness of European industry (EC2). 

 

Since the current data protection legislation is outdated, it presents itself with rather 

comprehensive effects. It is a threat to individual’s fundamental right to data 

protection, which in turn has negative consequences on society at large through the 

market sector. 

 

5.1.2. DATA	
  PROTECTION	
  LEGISLATION	
  REFORM:	
  CAUSE	
  
 

So what is the underlying cause of the problem with the data protection legislation? 

The citations so far have held hints about this and a strong connection between the 

identified problem and the rapid technological development is detected throughout the 

entire material. Here, technology is discussed and used in relation to the changes it 
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has brought with it, thus effectively displaying the approach to the relationship 

between technology and society. The importance of the technology concept is distinct 

and without technology such as the Internet, the problems forming this discussion 

would not have occurred and there would not be any base for studying this topic at all. 

The comprehensive change caused by the technological development during the last 

couple of decades is identified as a basic source for the insufficiency of the current 

data protection legislation. 

Rapid technological developments have brought new challenges for the protection of 
personal data. The scale of data sharing and collecting has increased dramatically. 
Technology allows both private companies and public authorities to make use of 
personal data on an unprecedented scale in order to pursue their activities. Individuals 
increasingly make personal information available publicly and globally. Technology 
has transformed both the economy and social life (EC1). 

The rapid pace of technological change and globalisation have profoundly 
transformed the way in which an ever-increasing volume of personal data is collected, 
accessed, used and transferred (EC2). 

During the consultations on the comprehensive approach, a large majority of 
stakeholders agreed that the general principles remain valid but that there is a need to 
adapt the current framework in order to better respond to challenges posed by the 
rapid development of new technologies (particularly online) and increasing 
globalisation, while maintaining the technological neutrality of the legal framework 
(EC1). 

 

Thus, the source of the problem lies in the changes brought on by the rapid 

technological development. The material continues to refer to these changes by 

explicitly mentioning and describing some of the changes. For example, one is the 

increased connectivity in today’s society, which is largely facilitated by technology. 

This connectivity allows us to have nearly unlimited possibilities of communication. 

We can keep our friends and family updated of our every move in the blink of an eye 

through for example so called social networks, regardless of physical boundaries. 

Adding to the communication aspect of technological changes, other tasks such as 

information storage and information searching have never been easier. The 

technological development has brought us new and much more efficient ways of 

acquiring knowledge and also spreading knowledge to the entire society, all without 

being too complicated to handle. Other newly invented technologies such as cloud 
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computing has facilitated storing of information on remote servers in a way that is 

highly efficient, both economically and time wise. Building on the previous citation, it 

is noted that, 

New ways of sharing information through social networks and storing large amounts 
of data remotely have become part of life for many of Europe's 250 million internet 
users. At the same time, personal data has become an asset for many businesses. 
Collecting, aggregating and analysing the data of potential customers is often an 
important part of their economic activities (EC2). 

 In today's globalised world, personal data is being transferred across an increasing 
number of virtual and geographical borders and stored on servers in multiple 
countries. More companies are offering cloud computing services, which allow 
customers to access and store data on remote servers (EC2). 

 

The connection between technology, change, communication and information also 

acknowledges how the material connects the technology concept to the many 

technologies, physical as well as virtual, linked to the progress of the Internet. 

Furthermore, technology, change and personal data are discussed in relation to the 

influence this has had on market opportunities.  The technological development is 

noted to have “transformed both the economy and social life” (EC1). Here, the ever-

increasing flow of personal data in Internet-based applications as a result of the 

technological development is considered to have provided businesses with new ways 

of using data.  

 
 These difficulties are also due to the sheer volume of data collected everyday, and the 
fact that users are often not fully aware that their data is being collected (EC2). 

 

In relation to changes, the impacts of technology are seemingly approached with 

positive attitude. The discussion does not display a guarded approach to technology, 

and if not a positive then at least a neutral approach to the impacts of technology and 

how technology has contributed to constructive changes. Before continuing on it 

should be noted that technology concept is seemingly used and discussed as an 

umbrella term for the technology and technological devices connected to the Internet. 

This seems fitting considering the context of the material and can even be categorized 

as such a fundamentally accepted perception that it is taken for granted. In regard to 

this, it is appropriate to pick apart the broad concept of technology through the text 
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before continuing on. A repetition of the citations below further shows how the 

technology concept is clarified by its connection to other concepts such as “social 

networks”, “internet”, “virtual” and “cloud computing”. 

New ways of sharing information through social networks and storing large amounts 
of data remotely have become part of life for many of Europe's 250 million internet 
users (EC2). 
 
In today's globalised world, personal data is being transferred across an increasing 
number of virtual and geographical borders and stored on servers in multiple 
countries. More companies are offering cloud computing services, which allow 
customers to access and store data on remote servers (EC2). 

 

Before moving on, it seems appropriate to make a quick comment on the connection 

between the identified problem and its causes. The main problem revolves around the 

inadequacy of the current EU data protection legislation. This can be split into 

different problem areas, such as lack of harmonization, but it all stems from one 

problem – legislation with either lack of effects or not the desired effects. The cause 

of this problem is connected to the vast technological development from the last 

couple of decades. Due to changed circumstances, the legislation has become 

outdated. The law has simply not been able to keep up with the changes in society.  

 

5.1.3. DATA	
  PROTECTION	
  LEGISLATION	
  REFORM:	
  SOLUTION	
  
 

The challenges brought on by the technological development are evidently connected 

to regulation, which yet again previous citations have hinted. Thus, the ‘solution’ to 

this problem goes via legislation and it is built on the premise that ensuring trust 

through legal certainty in relation to the use of technology will solve the problem. The 

focus firstly lies on individuals’ fundamental right to data protection and in order to 

secure this, legal rules need to be updated to fit the demands of today’s society. In 

relation to the problems and causes that have previously been highlighted it is noted 

that the aim of the reform is “to build a modern, strong, consistent and comprehensive 

data protection framework” which is supposed to reinforce individual’s fundamental 

right to data protection (EC2). Drawing on the challenging aspects of technology and 

data protection, it is concluded that even though the current Data Protection Directive 
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is still a vital piece of legislation, the current rules need to be modernized to fit 

today’s society and in turn we need a strong set of rules that are fully effective. It is 

developed in a line that explains the productive effects of the relation between 

personal data and data protection as a fundamental right. In this sense, data needs to 

be protected since the high level of mobility allows data to be transferred across 

national borders, both inside the EU area as well as to third countries, to a much 

greater extent than before. It is noted that through regulation, there are rewarding 

possibilities with the increasing flow and use of personal data and thus, technology 

and regulation is connected to the positive aspects of a functioning regulation. 

 
This is why it is time to build a stronger and more coherent data protection 
framework in the EU, backed by strong enforcement that will allow the digital 
economy to develop across the internal market, put individuals in control of their own 
data and reinforce legal and practical certainty for economic operators and public 
authorities (EC1). 

 

To manage the situation with legal fragmentation due to diverse implementation of 

the current data protection legislation, a Regulation is deemed to be the most fitting 

option. This is meant to “provide greater legal certainty by introducing a harmonised 

set of core rules” with two main goals, “improving the protection of fundamental 

rights of individuals and contributing and contributing to the functioning of the 

Internal Market” (EC1). It is concluded that, 

 
The new EU Regulation will ensure a robust protection of the fundamental right to 
data protection throughout the European Union and strengthen the functioning of the 
Single Market (EC2). 

 

Two things should be noted in relation to this. As previously mentioned, this suggests 

that the problem of data protection should be solved through legislation. Also, it 

suggests that the problem in question is regarded as something that should be and 

likely needs to be regulated and controlled. Furthermore, the proposed ‘solution’ 

indicates that the problem in itself is seemingly presented from two different (but not 

necessarily mutually exclusive) perspectives. This is indicated through the mentioning 

of the fundamental rights of individuals and the functioning of the Single Market. 

Here, the ‘solution’ is continuously placed in relation to the possibilities on the one 
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hand and the need on the other. The necessity of the ‘solution’ is put in relation to the 

need to protect individuals’ rights. 

 

The aim of the new legislative acts proposed by the Commission is to strengthen 
rights, to give people efficient and operational means to make sure they are fully 
informed about what happens to their personal data and to enable them to exercise 
their rights more effectively (EC2). 

The reform will first of all benefit individuals by strengthening their data protection 
rights and their trust in the digital environment (EC2). 

 

There is an even greater focus on the possibilities. The aim to simplify the legal 

environment for businesses and the wish to benefit from the result is obvious. For 

example, it is noted that the reform “is expected to stimulate the development of the 

digital economy across the EU's Single Market and beyond/---/” (EC2). The economic 

aspects of the problem, cause and solution are thus noticeable and the need and 

possibilities of the market seems to be a great influence on how the solution is 

designed. The following citations provide detailed descriptions of how the ‘solution’ 

is connected to concepts such as “asset”, “businesses” and “the Single Market”. 

 
The new rules will also give EU companies an advantage in global competition. 
Under the reformed regulatory framework, they will be able to assure their customers 
that valuable personal information will be treated with the necessary care and 
diligence. Trust in a coherent EU regulatory regime will be a key asset for service 
providers and an incentive for investors looking for optimal conditions when locating 
services (EC2). 

Modern, coherent rules across the EU are needed for data to flow freely from one 
Member State to another. Businesses need clear and uniform rules that provide legal 
certainty and minimise the administrative burden. This is essential if the Single 
Market is to function and to stimulate economic growth, create new jobs and foster 
innovation. A modernisation of the EU's data protection rules, which strengthens their 
internal market dimension, ensures a high level of data protection for individuals, and 
promotes legal certainty, clarity and consistency, therefore plays a central role in the 
European Commission's Stockholm Action Plan, in the Digital Agenda for Europe

 

and, more broadly, for the EU's growth strategy Europe 2020 (EC2). 
 
A strong, clear and uniform legislative framework at EU level will help to unleash the 
potential of the Digital Single Market and foster economic growth, innovation and 
job creation. A Regulation will do away with the fragmentation of legal regimes 
across 27 Member States and remove barriers to market entry, a factor of particular 
importance to micro, small and medium-sized enterprises (EC2). 
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Another way of putting it is that technology in relation to personal data needs to be 

regulated and if this is done ‘correctly’, it produces possibilities for development. 

Regulation is needed in order for technology and society to continue to develop. 

Therefore, the EU data protection legislation reform is proposed as a way to avoid the 

limiting effects of not updating legislation related to the Internet. 

 

 THE	
  PROBLEM	
  IMAGE	
  CREATED	
  THROUGH	
  THE	
  PUBLIC	
  5.2.
DEBATE	
  2010-­‐2011	
  

5.2.1. PUBLIC	
  DEBATE	
  2010-­‐2011:	
  PROBLEM	
  
 

The problem image created through the public debate during the years of 2010 to 

2011 runs along the same lines and thus have some similarities with the problem 

image presented through the EU documents. At this point however, the issue is put in 

relation to two problem categories, surveillance and user confusion. There are claims 

that privacy on the Internet is in danger due to the increasing amount of different 

forms of surveillance through different channels. It is noted that privacy on the 

Internet is under attack (A1, A2, A3), supported by comments such as “it is not an 

exaggeration to claim that there is a war going on against privacy” (A1, my 

translation) and that there are many actors including national as well as EU actors, 

that "work to minimize citizens’ right to privacy” (ibid, my translation).  

 

In relation to user confusion there are two top companies that are frequently 

mentioned in relation to this, Google and Facebook (T1-T8). Here it is basically 

pointed out that a big part of the difficulty with privacy on the Internet is the 

problematic situation with privacy policies. One article notes that “[t]his kind of 

confusion is understandable given the complexity of Facebook’s privacy settings” 

(T4). It goes on to note that, 

 
[Facebook] hide behind lists because people’s abstractions allow them to share more. 
When people think 'friends-of-friends' they don’t think about all of the types of 
people that their friends might link to; they think of the people that their friends 
would bring to a dinner party if they were to host it. When they think of everyone, 
they think of individual people who might have an interest in them, not 3rd party 
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services who want to monetize or redistribute their data. Users have no sense of how 
their data is being used/---/ (T4). 

 

Another article also points to some of the confusion Google has caused, for example 

through the launching of new services such as Google Buzz, noting that “[s]ome users 

were annoyed at what they saw as an invasion of privacy and many more were 

confused as to how much of their information had been made public” (T7). Other 

users “feared that their private information had been exposed and some people found 

themselves ‘connected’ to people that they had no desire to befriend” (T8). Jumping 

back to Facebook, they have also made moves that have been argued to be attempts to 

make people share more information or make information that has already been 

shared even more public. Due to invitations to reconsider privacy settings, some users 

“had adopted more public settings inadvertently” (T8). 

 

Furthermore it is noted that even the service providers have a hard time knowing what 

to do about the issue with privacy policies. First, it is noted that service providers tend 

to have a different view on privacy and how to manage the privacy of their users. For 

example, one article notes that Google’s “attitude towards our private data is a cause 

for concern, not least because Google tends to make its services ‘opt-out’, rather than 

‘opt-in’/---/. While Google is honest about wanting to “get right up to the creepy 

line”, it would also suit them if that line could be pushed ever further back” (T2). It is 

discussed whether comments such as Google policy being “to get right up to the 

creepy line and not cross it” (T2) might be norm changing by pushing back privacy 

norms (T3). 

 
All of these organisations are signing up to an ongoing discussion about how personal 
information, often collected almost unintentionally as a result of normal business and 
social activity, should be handled. Who should have access to it, how should it be 
stored, who does it benefit and who controls it, they ask (T1). 

 

To add an extra spin to the problem, it is also noted that the struggle over privacy and 

personal data has more than one dimension to it since technology companies also 

fight among themselves to get access to our information. It is noted that companies, in 

this case Facebook and Google,  
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can be criticised for the way they have handled user data in the past and both 
companies can claim to be acting in the best interests of their users this time. It’s far 
from a clear-cut situation. However, what it does illustrate is that the battle to control 
our data is not just being fought between us and the technology companies we use, 
but also between those companies themselves (T6). 

 

In short, the problem is that “[t]he protection of privacy is a serious challenge for the 

internet” (T9). The problem image created in the 2010-2011 public debate revolves 

around the threat against Internet privacy on the one hand and on the other hand, the 

confusion Internet privacy causes. 

 

5.2.2. PUBLIC	
  DEBATE	
  2010-­‐2011:	
  CAUSE	
  
 

An overarching message that runs through the public debate regarding the cause of 

the problem of Internet privacy is that our conception of privacy has changed and is 

changing along with the development of the Internet. One article notes, in relation to 

Google, that 

Google's mission is to "organise the world's information and make it universally 
accessible and useful". With such a goal it makes perfect sense to send camera cars 
around the world photographing everything they can find. The result is an 
astonishingly detailed map of the world around us, which can be used for all kinds of 
things, from satnav to just satisfying curiosity. The price of such a useful tool could 
well be our privacy. As more and more data accumulates on the internet about all of 
us, the question of privacy becomes unavoidable. It is no longer worth debating 
whether the internet will change our conception of privacy – it already has (T7). 

 

Departing from this, the cause of the problem with the alleged attack on Internet 

privacy is then addressed again by pointing to the two categories of surveillance and 

user confusion. Firstly, the debate argues that the prospect of preserving a high 

amount of Internet privacy is highly reduced in favor of services and products with 

other main interests, for example to fight criminal activity. Here, it is noted that the 

legislation and by extension, the legislators and the growing number of laws is the 

cause behind the problems of preserving privacy possibilities on the Internet. 

The Data Retention Directive means that service providers are forced to store 
information about when, where and to whom you have called, texted or emailed, to 
support the fight against criminal activity (A1, my translation). 
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The FRA law19 was accepted and is now a privacy violation that affects all of us (A2, 
my translation). 

If the Data Retention Directive is implemented, information about who, when and 
where we call will be stored. There is also a risk that searches on Google will be 
stored for two years (A2, my translation). 

There is currently a campaign in the European Parliament for the Data Retention 
Directive to cover searches through search engines, such as Google. /---/ Who 
communicates with who, when and from what location this happens will be stored 
(A3, my translation). 

Thus, the public debate narrows down the cause to the fact that laws are being 

accepted in order to fight crime and therefore allowing new kinds of data surveillance. 

It is legislation that for different reasons prohibits anonymous use of the Internet that 

violates our privacy. On a side note, it is worth mentioning that the public debate in 

relation to legislation puts no direct blame on the service providers or technology 

companies. Furthermore, the claim is that user confusion as the second problem 

category is caused by the lack of concrete principles to follow when it comes to 

Internet privacy. Service providers and technology companies such as Google, 

Mozilla, AOL and eBay have discussed issues surrounding Internet privacy and 

personal data, but it is questioned what those discussions bring and the fact that 

privacy on the Internet is still problematic. 

This is a fine aim and I can't find a single thing that I can point to and criticise, but I 
can't help feeling that this is a rather pointless exercise. Perhaps all of the discussion 
is taking place in private, and there's a wonderful set of concrete principles coming 
that will make us all feel much better and more secure about the digital presences we 
all project into the world, but right now all I can see is a list of names of companies 
who all know that people aren't particularly happy about having their data stored, 
mapped, searched, indexed and sold. I can't see very much from anyone apart from 
Google about what they're going to do about it (T1). 

 

In the end, the problem is connected to the fact that there is a huge amount of 

confusion surrounding Internet privacy where no actor seems able to tell how it 

should or even should not be managed. Users have no idea how their data is being 
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handled or used and service providers do little or nothing to assist in the matter. 

It’s a battle over choice and informed consent. It’s unfolding because people are 
being duped, tricked, coerced, and confused into doing things where they don’t 
understand the consequences. Facebook keeps saying that it gives users choices, but 
that is completely unfair. It gives users the illusion of choice and hides the details 
away from them 'for their own good’ (T4). 

 

5.2.3. PUBLIC	
  DEBATE	
  2010-­‐2011:	
  SOLUTION	
  
 

Yet again, the public debate organizes the solution to the Internet privacy discussion 

along the lines of surveillance and user confusion. The solution to the legislation 

problem, which favors surveillance over privacy goes via the citizens and thus 

through politics. In relation to legislation such as the Data Retention Directive for 

example, one article concludes that “a comprehensive force is now required in order 

to counteract the implementation of the Directive and its expansion on EU-level” (A1, 

my translation) and that “we all have to work together to stop the data retention” 

(ibid, my translation). The message is that if privacy on the Internet is to be saved, we 

must put some effort into saving it by making our political choices accordingly. Other 

articles note that, 

 
Everyone regardless of gender, sexual orientation, skin color, origin, disabilities, age 
or political view have the right to communicate and search for information without 
restriction and insight. The Internet needs to be saved and the Pirate Party is ready 
(A2, my translation). 

 
The current political term has meant far too many laws that have been a disadvantage 
to our privacy. Lets make sure the next term does not continue on the same track, but 
instead changes course to work in favor of our right to privacy (A3, my translation). 

 

Furthermore, when it comes to the problem of user confusion the message is just as 

clear. The topics around which the solution is attached to vary somewhat between the 

articles but the overarching point is that the focus should lie on the users. Clearer 

policies and regulations with the users in mind, the sense to listen to the users and a 

mindset that does not include misleading, intentionally or unintentionally, the users is 

the key points that are asked for.  
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If Facebook wanted radical transparency, they could communicate to users every 
single person and entity who can see their content. They could notify then when the 
content is accessed by a partner (T4). 

/---/it's still vitally important that people understand what personal data they are 
giving, how that data is being used and how they can opt-out of a service should they 
wish to (T7). 
 
It is doing so because savvy website owners are providing content, services and 
products that are relevant and valuable to users. This is not guesswork; data-driven 
decision-making in business improves efficiency and profits, and gives users an 
experience they want. Asking the entire UK website community to use pop-up 
windows and tying them up in red tape is not what they want (T9). 

 

Additionally, one article further points to the central role the service providers play in 

this process, noting that, 
 
Boyd urged technology companies to think carefully before changing the privacy 
rules of their services. She concluded: "Neither privacy nor publicity is dead but 
technology is going to continue to make a mess of both." (T8). 

 

 THE	
  PROBLEM	
  IMAGE	
  CREATED	
  THROUGH	
  THE	
  PUBLIC	
  5.3.
DEBATE	
  2012-­‐2013	
  

5.3.1. PUBLIC	
  DEBATE	
  2012-­‐2013:	
  PROBLEM	
  
 

During the years of 2012 to 2013, the public debate took the discussion a step further 

with a growing emphasis on the increasing lack of privacy on the Internet and its 

connection to new types of and more prevalent surveillance. The problem image that 

is created in the public debate during these years seems to originate from the same 

underlying topics as the debate during the previous years, but has now been shaped 

with the force of more concrete accusations. First on a more general level, it is noted 

that “on the Internet, you can get more information than you really want” (A5, my 

translation) and that “once you have popped up on the Internet, it is nearly impossible 

to erase yourself” (ibid, my translation). The more specific angle of the problem that 

the public debate focuses on is that our privacy is threatened due to the increasing 

amount of surveillance and the following conflicts. The prevalence and scope of 

monitoring is growing and it seems to have set the standard (A11, T10, T12, T13). 

The message is clear throughout the debate and as one article notes, “2013 was the 
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year privacy died” (A11, my translation). The main part of the discussion is based on 

this problem outline. One article simply states that “[o]ur everyday life has become 

more controlled, costing us our privacy and the structure of law and order” (A4, my 

translation) and other articles follow suit. 
 

There is a lot of surveillance and registration of people conducted by Swedish actors 
and we are all exposed to this on a daily basis. FRA 20  scans all electronic 
communication that crosses the nation’s borders, including your emails and your 
Internet surfing, building sociograms with information which is then happily shared 
with the American counterpart, the NSA (A6, my translation). 

 
The American equivalent of FRA has monitored millions of private communication 
on the Internet. /---/ We have seen a similar development in Sweden. Since 2009, you 
have to be aware of the fact that when you email your boyfriend or girlfriend, a copy 
of your email is gathered in government computers to be automatically searched and 
possibly read. Regardless of whether or not you are suspected of any crime. /---/ We 
no longer have the right to communicate anonymously with others. Sharing secrets 
through messages is now only a memory in the era of digitalization. Journalists can 
no longer guarantee the safety of their sources. /---/We live in a world of mass-
surveillance. /---/Our basic democratic rights are being violated (A9, my translation). 
 
Many have suspected that the personal information companies have access to can be 
used or abused without their knowledge. This lack of trust affects citizens’ trust in the 
constitutional state (A10, my translation). 

 
The problem with the mass-collection of sensitive information is that sooner or later 
it can be abused. /---/ Since modern technology allows mapping of things such as 
ethnicity, sexual orientation or religious or political views in a relatively easy fashion, 
it does raises question about what else is being registered (A12, my translation). 

 

 

In relation to this, it is noted that the problem may run deeper than merely the threat 

against privacy through the act of surveillance. It is also pointed out that society has 

undergone an alarming change, where surveillance has become more and more 

accepted. We consequently expect more surveillance and by extension, intentionally 

or unintentionally, allow it to increase. The message of the natural state of choosing 

surveillance over privacy runs deep with one article noting that even “[t]he Swedish 

minister for foreign affairs claims that government surveillance is harmless, since it is 

so discrete” (A8, my translation). Surveillance and registration has sadly become the 

                                                
20	
  FRA	
  is	
  short	
  for	
  Försvarets	
  Radioanstalt	
  which	
  is	
  the	
  Swedish	
  National	
  Defence	
  Radio	
  Establishment.	
  



	
  
61	
  
	
  

standard order (A6) and it is noted that, 

 
The authorities have, with good intentions, reduced our freedom in a number of areas 
since 9/11. We hardly react when we hear news about someone reading our email, 
monitoring our phone calls and storing our browsing history on the Internet (A12, my 
translation). 
 
Seriously, when I saw the outcry over Government plans to gain access to telephone, 
email and internet, my initial reaction was: “You mean they can’t do that already?”. I 
assumed, somewhat stupidly, that everything we said, typed or viewed was routinely 
monitored, and then filtered by some giant, super-secret computer tucked away in a 
heavily guarded subterranean basement of GCHQ21/---/ (T13). 

 

 

Another part of the problem seems to be questions as to how privacy and surveillance 

should be managed. Questions have been raised regarding governments monitoring its 

own citizens with a kind of “internal surveillance” and thus not focusing solely on 

communication outside the nation’s borders (T11). In other words, it is unclear as to 

what kind of surveillance should be allowed (T15). One article notes,  

 

The critique against FRA has never been about the monitoring of foreign nations. 
Instead, the problem is the mass-surveillance within Sweden, and of Swedes. 
Intentional or through so called excess information that is collected while searching 
for other information (A13, my translation). 

 

 

Lastly, it should be noted that the problem image during this period is still partly 

created through the discussion involving Google and Facebook (A5, A7, A11, T10, 

T14). Even though the attention is not as substantial as previous years, it is still an 

indication of the connection between the topic of privacy and the technological 

development. 

 

5.3.2. PUBLIC	
  DEBATE	
  2012-­‐2013:	
  CAUSE	
  
 

Similar to the public debate from the earlier years, the cause of the problem or rather 

problems is said to be a combination of strengthened legislation in support of 
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surveillance and the insufficient or even the lack of legislation aimed at protecting 

individual privacy. However, it should first be noted that unlike the public debate 

from previous years, the cause of the major problems during the period of 2012-2013 

is connected to the fact that there are actually concrete events of surveillance scandals 

and privacy violations. It is noted that “[n]ow yet another violation against out 

fundamental right to privacy has been made. Another public scandal and a new blow 

to people’s trust in the protection of personal information” (A10, my translation) and 

another article concludes that, 

 
/---/that there has been a legitimate controversy both here and in the United States 
about the extent of invasive intelligence gathering of data on the general population: 
what has, in effect, been an exercise in the mass surveillance of private individuals on 
a scale that is unprecedented in human history (T15). 

 

As previously mentioned, the problem is connected to the strengthening of legislation 

to support surveillance. The politicians are blamed for favoring policies, acts and bills 

that will allow the monitoring to increase while neglecting to protect the privacy of 

the citizens (A12). The same connection between the choice of surveillance over 

privacy and legislation is found in several other places. 

 
It is somewhat ironic that the Swedish Parliament just yesterday, accepted the so 
called Data Retention Directive. This is how the western part of the world has faced 
terrorism during the decade since al-Qaeda attacked the World Trade Center in New 
York. With growing justifications for the military, police and national security (A4, 
my translation). 

 
The agreement included a longstanding cooperation within the signals intelligence 
area, with the aim to incorporate technology that is used for surveillance and support 
in order to protect national security or to defend the nation against terrorist attacks 
and other threats against national security (A7, my translation). 

 
The actor with the most information has the most power. /---/ This has been 
expressed through the FRA law, the implementation of the Data Retention Directive, 
the hardening of LEK22 and the systematic weakening of the principle of public 
access to official records (A8, my translation). 

 
The excuse is the need to pursue terrorists. /---/ And the explanation is the need to 
pursue terrorists. The threat of terrorism is used to reduce our most fundamental 
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rights. /---/ That is the consequence of the FRA law (A9, my translation). 
 
The Government's proposed internet surveillance Bill – popularly known as the 
Snoopers' Charter – has already run into a storm of criticism. /---/ Some, such as 
Fraser Nelson, argue that it'll be more use at catching criminals than terrorists, and the 
Government should say so. Others say that it sends us plummeting off the moral high 
ground when it comes to lecturing China, Iran et al over denying their citizens' 
freedom of online expression (T12). 
 

 

Furthermore, the public debate does not only blame the politicians and legislators but 

seems to point a few fingers back at ourselves. The change in our approach to 

surveillance that has cost us our privacy can be put in relation to the fact that we have 

created this constant need for information and ultimately built a world where 

surveillance has become comparatively easy (A11). It is noted that companies such as 

Facebook and Google now owns a gold mine with information about our private life 

(A5). Another article supports this claim, noting that, 
 
/---/many of us are giving up too much information about ourselves, too freely. For 
many internet users, the amount of information the state holds about them pales in 
comparison to the stash of personal data placed in the hands of Google, Facebook and 
Twitter. It’s surveillance we’ve submitted to willingly and contribute to (T14). 

 

Finally, similar to the public debate from earlier years, the cause of the problem 

seems to be connected to a fundamental confusion related to the insufficient state of 

Internet privacy legislation. One article concludes in relation to the amount of 

government surveillance with military function that “[i]t is difficult to know since 

everything is classified and the usual rules for law and order do not apply” (A13, my 

translation). Moreover, with reference to the highly discussed mass surveillance 

incident during this period, another article points out that it is noted that it is “not 

concluded that what is happening...is necessarily unlawful” (T15). 

 

To summarize, the cause is said to be a combination of many things with the 

increasing legislation supporting surveillance in some way as the leading factor. 

Consequently, privacy protecting legislation and policies have suffered with 

confusion as a result. The public debate holds politicians and legislators responsible 

but adds a slight warning for the society in general to consider as well. 
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5.3.3. PUBLIC	
  DEBATE	
  2012-­‐2013:	
  SOLUTION	
  
 

Departing from how the public debate outlines the problem and the cause of the 

problem, the solution continues along the same track. There is an open irritation over 

the apparent support of surveillance legislation while privacy preserving legislation is 

bleeding. The demand is supported by the need for people to “gain more control over 

their personal information” (A10, my translation) with “an increased right to have 

information deleted and transferred” (ibid.). Following this statement, it is clear that it 

is considered that the solution lies in our voices. We need to protest in order to work 

for and protect our privacy while also asking more questions about how and why our 

data is being used. More discussion and raising the important questions seem to be the 

working solution. In one article it is noted that “[t]he SVT’s23 disclosure will 

hopefully start a debate regarding the balance between security and the protection of 

our privacy” (A13, my translation) while another concludes “[w]e should all be 

asking more questions about how our information is used and how much we should 

give up” (T14). Another article simply states that “[i]f enough people says stop with 

enough force it will affect the political world” (A12, my translation). Other citations 

draws on more philosophical approaches but supports the arguments just the same. 

 
But we must seriously question our growing willingness to so freely share 
information online or face giving up freedoms simply for the love of convenience 
(T14). 

 
To maintain the spirit of private freedom and the the (sic) principles of civil rights as 
we have understood them in democratic societies, there is going to have to be some 
serious philosphical thinking about the ramifications of modern technology (T15). 

 

 

There is also some direct critique against the problem of favoring surveillance 

friendly legislation over privacy protecting ones. The leading message is that 

increased surveillance does no good or at least not as much good that it is worth the 

price of our privacy. It is stated that “[t]here is little evidence that mass-surveillance 

contributes as much to our safety that it is worth the expense of our privacy” (A12, 

my translation). The safety aspect is central in the problem-solution discussion with 

privacy, surveillance and safety as the building blocks. 
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But increasing surveillance and control did not allow these terrorists to be discovered 
in time. That puts us in front of a new choice. We have to either find new methods 
that actually work. Or use even more surveillance and control (A4, my translation). 

 
But terrorism is no valid excuse to violate our rights as citizens. /---/ We need a 
change when it comes to the view on our right to privacy. /---/ Instead of letting an 
excessively big fear of violent crime direct legislation, we need to prioritize the 
respect for the privacy of the citizens. We need to prioritize law and order and 
democratic values over an implied efficiency. /---/However, there is only one way of 
ending the current trend of mass-surveillance. We need to put pressure on the 
politicians where it hurts. They need to risk losing their jobs. /---/ It is up to the 
citizens to make the choice (A9, my translation). 

 

As a conclusion, the politicians are served with a heavy punch.  

 
/---/it is decided in closed rooms to which regular citizens do not have access. This is 
how it will be until the politicians understand that privacy is a lifelong commitment 
and not just a political decoration used prior to coming elections (A6, my translation). 

 

 CHAINS	
  OF	
  EQUIVALENCE	
  5.4.
 

This chapter contains the second part of the analysis where the analytical tools of 

discourse theory are used to break down the texts into smaller components. As the 

material has been systematically reviewed with the structure from a content analysis 

organized with the P-C-S strategy as utilized by Ulf Mörkenstam, a few distinct CoE 

can be identified. The presentation of the CoE is separated between the EU 

documents and the public debate. 

5.4.1. EU’S	
  PROPOSED	
  DATA	
  PROTECTION	
  LEGISLATION	
  REFORM	
  
 

From the EU documents, two main chains are developed along branches following the 

themes of the changes and challenges that technology has brought with it. Speaking in 

terms of discourse theory, technology is regarded as a nodal point but also a floating 

signifier. It is the technology concept that the material is organized around and from 

which other concepts gain meaning. In this regard, technology is seen as both 

something affecting as well as something that can be affected. This produces two 

overarching chains, one with a more positive undertone and one with a more negative 
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undertone. Thus, these chains imply that the material does not contain a unified view 

of technology. However, it should also be noted that they are not completely separate 

from each other either. They are connected in that the technology has brought a 

change that requires regulation, which in turn has the possibility to encourage more 

change. Nevertheless, they are also completely different in what they separately 

represent in the documents.  

 

The chain that follows the change theme is developed along the causes that this 

change amounts to. The mentioning of globalization shows that the technology 

change is not a separate occurrence but part of a bigger process that stretches outside 

the sphere of technology. For example, the Internet has changed our view of 

“geography”. On the Internet there are little to no national borders, which is one of the 

great benefits of the Internet. The “scope” of the world has shrunken dramatically and 

the borders that has organized people before simply does not have the same meaning 

on the Internet. This has created a digital environment where a huge amount of 

information can be processed, accessed and moved in a manner that was not possible 

earlier. Thus, the first CoE with a more positive undertone is organized in the 

following order. 

 

Technology – Development – Globalization – Personal data – Connectivity - 
Possibilities 
 

The second overarching chain follows the line of discussion regarding what is now 

required seeing that regulating privacy in an online context has turned out to be 

somewhat of a challenge. In this chain, technology is articulated as something quite 

demanding and that needs to be regulated. Compared to the previous chain, this chain 

draws on the discussions along the lines of problem and solution. Technology has 

complicated the protection of personal data, consequently making legislation 

insufficient in relation to data protection as a fundamental right. In turn, this connects 

technology to risks, which serves a contra productive condition for continued 

development. The second CoE has a more negative undertone and is organized 

according to this order. 
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Technology – Data protection – Fundamental right – Insufficient legislation – 
Risks- Negative for development 
 

In order to describe the overarching chains, some signs can be deconstructed further. 

For instance, the personal data sign can be clarified by its connection to a number of 

other signs. Here the signs collection, sharing, access, using, storing, searching and 

transfer are gathered in relation to the technology and personal data signs, which 

shows the change technology has had on the flow of data. Also in the chain with a 

more positive undertone, the connectivity sign can be deconstructed further. It gathers 

the signs Internet, social networks, cloud computing, online, tablet, smartphone, 

laptop and virtual. The result is a very descriptive chain that clearly shows the more 

physical content of the technology concept. Connecting this to the overarching chain, 

the signs articulated in relation to technology and connectivity indicate that the EU 

point to for example the Internet as something positive. Here it is worth noting that 

these two chains are heavily related, maybe even more so in their deconstructed state.  

 

In the second chain, the one with a more negative undertone, the insufficient 

legislation sign can also be deconstructed. The signs legal fragmentation, legal 

uncertainty, lack of harmonization and lack of protection are collected around the 

insufficient legislation sign. The negative for development sign can also be clarified 

by its connection to slowing economic growth and counteract innovation. These 

deconstructions further enhance the negative tone of the second overarching CoE by 

clarifying how the material organizes several phrases in relation to the meaning of 

these concepts. Thus, technology is also articulated along a more negative line, which 

follows the connection to regulation. 

 

5.4.1. THE	
  PUBLIC	
  DEBATE	
  2010-­‐2011	
  
 

There are a number of signs that are central in the public debate’s discourse during the 

period of 2010 to 2011 and they are in many ways organized according to the same 

themes of change and challenge as the EU’s discourse. Following the previously 

acknowledged surveillance and user confusion categories, two nodal points are 

identified. Departing from the sign surveillance as the nodal point, it produces two 

contrasting chains that follow the theme of change. The chain with a more negative 
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undertone is organized with the signs privacy damaging legislation and minimizing 

rights. Here surveillance is presented as something undesirable since it depends on 

legislation that harms our privacy and thus violates our rights. The second chain on 

the other hand has a more positive undertone and gathers the signs combating 

criminal activity and useful tool. The chain depicts surveillance as something positive 

by connecting it to signs that are generally viewed as good such as working to 

decrease crime while utilizing its usefulness. This shows that the public debate during 

this period is founded on two distinct approaches to surveillance in relation to privacy 

on the Internet. Now it should be noted that there is no struggle over how to define 

surveillance since the material strongly leans on the chain with a more negative 

undertone while using the second chain to depict what surveillance could or perhaps 

rather should be. An interesting observation in relation to the two chains is how they 

are positioned in relation to a more general view on actors. The chain with a more 

negative undertone originates from a keen view on preserving the individual’s rights. 

The other chain that has a positive undertone is constructed more based on the 

necessary rights of the state(s). Thus, the presentation of surveillance is pretty closed 

and even though the two chains when put in relation to each other show opposite 

views on surveillance, the chains are at the same time not completely separated from 

each other. They do however emphasize different values of surveillance that the 

debate brings forth. 

 

Surveillance – Privacy damaging legislation – Minimizing rights 
 
Surveillance – Combating criminal activity – Useful tool 
 

Furthermore, a second nodal point has been identified within the material, which is 

the user. Since the user is a strong sign in relation to everything that is connected to 

the Internet it naturally has a solid role in the discussion about privacy on the Internet. 

Similar to the discussion about surveillance, the definition of the user is also rather 

closed. The first chain has a more neutral or a hint of negative undertone to it and 

connects the user to the signs technology companies, private information, personal 

information, privacy settings, privacy policies, confusion, cheating and lack of 

communication. As previously shown during the analysis, the material puts a lot of 

blame on the technology companies. The possibly negative undertone therefore 
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originates from how the user is articulated in relation to technology companies in 

combination with other more negatively charged signs such as privacy policies and 

confusion and cheating. Thus, in this chain the user is constructed as a vulnerable 

group with little protection. The second chain is not a strict contrast to the first chain 

since it too has a rather neutral stance. This chain further enhances the meaning of the 

first chain by gathering signs that describe what the meaning of the user could be. 

Here the user is connected to data use, control, choice, communication and 

understanding. Compared to the other chain, this chain gives the user more power. 

The problem of user confusion that guides the first chain towards a more negative 

undertone is put in contrast to the influential user that has control, understands what 

can be done and what needs to be done and makes active choices. The problem of 

confusion is to be dealt with through letting the users take charge over their situation. 

 

The user – Technology companies – Private information – Personal information 
– Privacy settings – Privacy policies – Confusion – Cheating - Lack of 
Communication 
 
The user – Data use – Control – Choice – Communication – Understanding 
 
 

5.4.2. THE	
  PUBLIC	
  DEBATE	
  2012-­‐2013	
  
 

The public debate during the period 2012-2013 is likely the most harshly articulated 

of the three units that have been analyzed. In a way the debate still follows the 

previously mentioned themes of change and challenge. It is somewhat more 

complicated to identify the nodal point/s during this period. This is probably a result 

from the fact that the two nodal points and accompanying chains that can be identified 

are very much linked to each other. Surveillance is still a strong topic during this 

period with the addition of the nodal point legislation. Beginning with surveillance 

there are a number of signs related to this with two completely separate meaning. A 

significantly negative attitude towards surveillance is expressed throughout most of 

the material. An obviously negative chain gathers the signs information registration, 

monitoring communication, rights violation, abuse, lack of trust, reduced freedom and 

invasive gathering of data. This chain stresses the risks and negative consequences of 

surveillance in relation to privacy. Surveillance through registration, monitoring and 
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gathering of the information we put on the Internet is naturally presented as harmful 

to our privacy. No one even tries to disguise the apparent frustration towards the 

effects of the increasing surveillance and it is obvious that the dissatisfaction is meant 

to be heard. When examining the second chain it should be noted that these two 

chains are probably the most different chains in the entire material. Opposite the 

rights violating surveillance stands the good and helpful surveillance, which the 

debaters use to both describe what good surveillance could do. Here, surveillance is 

linked to the signs supporting order, security, counteract terrorism and power. In this 

sense, surveillance is to be regarded as something that can help us maintain balance 

and peace by preventing criminal activity such as terrorism. This is a good point to 

comment on the entrance of the terrorism sign, which is a very important sign during 

this period in the public debate. The terrorist sign is used to motivate the increasing 

use of surveillance technology by pointing to the dangers of terrorism. A quick 

conclusion so far is that surveillance is highlighted in two different ways, with the 

simple assumption that we can either counteract terrorism or keep our freedom intact 

and having both at the same time is not presented as a viable possibility.    

 

Surveillance – Information registration – Monitoring communication – Rights 
violation – Abuse – Lack of trust – Reduced freedom – Invasive gathering of 
data 
 
Surveillance – Supporting order – Security – Counteract terrorism – Power 
 

The second nodal point is legislation. This sign is closely linked to the surveillance 

sign consequently positioning the chains close to the surveillance chains. The first 

chain gathers the signs increased surveillance and neglects privacy, articulating 

legislation in a rather negative way. At this point, legislation is presented as the 

reason to the increasing amount of surveillance and blaming it for how privacy is 

being neglected in favor of surveillance. In contrast to this chain, legislation is also 

connected to the signs safety and tool against crime. Legislation is regarded as a 

creator of safety with the production of tools that can be and are used to suppress 

criminal activity. Examining the surveillance chains and the legislation chains the 

connection between them are fairly clear. Instead of representing two dominant 

aspects of the debate, they depict two chapters of the same part. This is most apparent 
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when cross-referencing certain signs such as safety and security or tool against crime 

and counteracts terrorism. 

 
Legislation – Increased Surveillance – Neglects privacy 
 
Legislation – Safety – Tool against crime 
 

 

 COLLECTED	
  ANALYSIS	
  OF	
  THE	
  DISCOURSES	
  THROUGH	
  5.5.
THE	
  CHAINS	
  OF	
  EQUIVALENCE	
  IN	
  RELATION	
  TO	
  THE	
  
LAWMAKING	
  PROCESS	
  

 
At first glance, there is little to no apparent discursive connection between the EU’s 

propose data protection legislation reform and the public debate. The EU documents 

are constructed around technology as a nodal point. The discursive construction is far 

from simple with a seemingly antagonistic approach to technology as it is presented in 

an equally positive and negative position in relation to online privacy. Laclau and 

Mouffe claim that a discourse is a part of a discussion or material where the meaning 

of a sign is closed and thus taken for granted as true. Since there are different 

meanings connected to technology in the EU material, I cannot view the technology 

discourse as one discourse but rather as two struggling discourses. Along the themes 

of change and challenge, the antagonism creates two discourses representing the 

changing technology and the challenging technology. Privacy in any form is never 

directly associated with technology in the material but instead draws meaning from 

other signs such as personal data, data protection and fundamental right, which when 

put in the context of the discussion puts the pieces together. The discourse analysis 

point to a major indecisiveness as to what technology really is in relation to privacy 

on the Internet. On the one hand, we find the “good” technology that causes 

development and brings possibilities. On the opposite side stands the “bad” 

technology that needs to be managed through regulation and that poses risks and 

consequently harms development. 

 

Meanwhile, the public debate during the specific periods is focused on a few specific 

nodal points the user, surveillance and legislation. Unlike the EU material, there is 
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no apparent struggle over the definition of these concepts within the public debate. 

The material from the period 2010-2011 is organized around two nodal points, 

surveillance and the user. The meaning of these nodal points is presented by 

pointing out what they are and what they are not. The material is very much organized 

around the recent technological development since without it this discussion would 

not even have occurred. The closure around the user sign shows the complicated 

situation the common Internet user has been put in in relation to privacy on the 

Internet. The part of the discussion regarding surveillance in a way also point to the 

consequence of technology, for example through its connection to the sign useful tool. 

Similar to the public debate during the previous period, there is no apparent struggle 

in the public debate during the period 2012-2013 and the material is yet again 

organized around two nodal points, surveillance and legislation. The discussion 

around these nodal points remains rather closed with a clear emphasis on the more 

negative aspects of surveillance as well as legislation. 

 

Looking at this heavily simplified image of the data, there seems to be no direct link 

between the public debate and the EU documents. It is only when the chains are 

analyzed further and on some parts picked apart even more that a few connection 

points emerge. First, the user discourse in the debate during the period 2010-2011 

revolves very much around the technological aspects of privacy on the Internet with 

reference to for example privacy settings. Also, the surveillance discourse during the 

same period draws attention to the problematic situation with legislation regarding 

privacy on the Internet. Furthermore, when looking at the nodal points in the public 

debate from the period 2012-2013 there is no extreme change compared to the 

previous period. Yet again, it is only when the signs are placed in relation to each 

other through the chains that subtle differences and some similarities appear. The 

surveillance discourse during the 2012-2013 period is very much colored by its 

negative influence on privacy and paints a much more concrete image of surveillance 

than during the previous period. This change can be described in the way that the 

discourse on surveillance has broken free from the earlier topics and has turned into a 

strong and independent discourse during the 2012-2013 period. The way the debate 

was organized during the 2010-2011 has instead arranged itself under the legislation 

discourse during the 2012-2013 period, where both the previous user focused 

perspective and privacy neglecting legislation perspective has been gathered. 
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Placing this in relation to the two antagonistic technology chains of the EU 

documents, this does in fact point to some similarities between the public debate prior 

to the presentation of EU’s proposed data protection legislation reform and the 

documents concerning the proposed reform. It is mainly the technological aspects of 

the user discourse during the 2010-2011 period that resonates well with the structure 

of the technology discourses in the EU documents. It seems as though the legislators 

have taken the user oriented perspective into consideration and thus tried to build a 

legislation that focuses on the needs and complications regarding privacy for the 

common Internet user. In relation to the six processes that can facilitate the 

understanding of the relationship between mass media, public opinion and legislation, 

it is most likely a mixture of the second, third, fourth and fifth processes24 that has 

had the greatest effects. 

 

Considering how the focus on the user seems to have influenced the proposed reform 

the mass media has probably worked well as a validator while also providing a 

symbol for the problem in question. The focus on the users could imply that this is 

how the problem has been brought to attention and with the help of mass media the 

importance of the problem has been highlighted, thus providing a confirmation of the 

problem. At the same time, the media has helped translating individual perceptions of 

the problem to a more generalized view that is easier for the overall population to 

relate to. Furthermore, the mass media can have worked as legitimizer for criticizing 

the old data protection legislation and also condemning governmental rights to 

surveillance. This might not be as bold as debating about legal rights for homosexuals 

but critiquing states’ risk assessments and risk balance when sub-topics included 

terrorism and fighting crime means that the mass media can work as a big support for 

individuals. Consequently, the mass media also helps to focus the details of the 

problem and ultimately organizing whatever actions that can be taken. 

 

 

 

                                                
24	
  See	
  chapter	
  3.1.2.	
  Sources	
  of	
  impetus	
  for	
  law:	
  The	
  mass	
  media	
  for	
  more	
  information.	
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6. DISCUSSION	
  
 
The purpose of this study has been to map and analyze how the topic of privacy on 

the Internet is discursively constructed by the EU and in the European public debate. 

As the analysis in chapter 5 showed, a number of nodal points and subsequent 

attitudes toward privacy on the Internet have been identified in the material gathered 

from the EU and the public debate. With the slight risk of oversimplification, an 

overarching organization of the discussion that seems to run through the entire 

material regardless of the source is the division of the themes change and challenge, 

which in many ways reflects how complex this topic is.  

 

Before continuing on with the discussion regarding the discourses, there are a few 

notes concerning the theoretical framework and methodological base of this study that 

should be highlighted first. The negative aspects of using discourse analysis as 

method based on discourse theory have been discussed earlier in chapter 4.3. Method 

discussion. Despite being as well prepared as could be of the possible shortcomings of 

using discourse analysis, I would say that the level of abstractness connected to 

discourse theory and discourse analysis as a method still caused certain difficulties. It 

did take a lot of time and much patience to grasp the theoretical base of discourse 

theory and the subsequent understanding of how to utilize this for this particular 

study. However when that obstacle was finally overcome, it proved to be very easy to 

stay on course and work according to the purpose of the study. The analytical tools 

provided from discourse theory in combination with the structure provided by the P-

C-S method and the basic outline of a content analysis allowed me to stay neutral at 

all times and work with the material as objectively as possible. The P-C-S method 

helped organizing the material in a way that made it possible to put different types of 

material in relation to each other without losing focus. It should however be pointed 

out that I have a distinct feeling that the P-C-S method was most effective due to the 

varying type of the material included in this study. In other words, if only one type of 

material, for example EU documents or debate articles from one specific newspaper, 

had been included in the study I believe that the P-C-S method might have felt rather 

redundant. 
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At this point it is also suitable to make a short remark regarding the level of the 

discourse analysis this study is built on. Discourses are partially constructed by the 

researcher depending on the material that is included in the study. Therefore a 

discourse analysis can be performed with different level of detail. As have been 

pointed out earlier in this thesis25, discourse analysis is known for being arduous and 

time-consuming, which naturally delimited the analysis. Due to the fairly short 

amount of time that is within the scope of a master’s thesis, the discourse analysis of 

this study is relatively limited in terms of details. I therefore deliberately chose to 

place the analysis on a rather overarching level. With more time and resources the 

analysis could have identified more details of the discourse, ultimately presenting a 

different base for my discussion. With that said, this does not necessarily mean that a 

more detailed analysis would in any way lead to better, more useful or more “real” 

conclusions. To get to the conclusion/s the product of the analysis must be processed. 

In the end it is not the level of detail so much as how it is being used that matters. But 

the process of using the product could likely be easier with the provision of more 

details. 

 

In the early stages of this study I struggled with deciding how the material should be 

approached, if it were to be handled as one discourse or as several discourses. After a 

few initial read-throughs, different topics and some antagonistic features started to 

appear. It thus became evident that the material contained several discourses running 

parallel with each other, organized along several nodal points depending on the source 

(the EU or the public debate in different stages). What complicated things was the fact 

that the material in itself dealt with one huge over-arching “discourse”, the discourse 

on privacy on the Internet. This issue was managed by not viewing the major 

discourse regarding privacy on the Internet as a discourse in the literal sense of this 

study. Instead this was viewed as more of a discussion that is discursively constructed 

through different sub-categories that consequently make up the discourses. 

Interestingly enough, this corresponds well with one of the fundamental ideas of 

discourse theory. The discursive struggles and closures that have been identified are 

indeed merely temporary and only held together by the distinctive realities (in this 

case these realities are created depending on the source of the material) they exist in. 

                                                
25	
  See	
  chapter	
  4.3.	
  Method	
  discussion.	
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Now when approaching the end of the study, I have come to think that narrowing 

down the study even further by putting the discourses in relation to a few clear sub-

topics would have facilitated the analysis even further. In hindsight I could easily 

have limited the study to focusing on how privacy is discussed in relation to adjoining 

topics such as service providers like Google and Facebook and unauthorized 

governmental surveillance. 

 

In line with the purpose and design of this study, the discussion will be organized 

similar to the analysis, starting with discussing the nodal points from the documents 

regarding the proposed EU data protection legislation reform followed by discussing 

the European public debate. Lastly the discussion is completed with a joint part where 

the relationship between the EU and the European public debate will be dealt with. 

On a general level, four nodal points with varying relationship to each other have 

been identified; technology, surveillance and the user and surveillance and the 

legislation, illustrating how the material is discursively constructed. 

 
 

 EU’S	
  PROPOSED	
  DATA	
  PROTECTION	
  LEGISLATION	
  6.1.
REFORM:	
  THE	
  DISCOURSES	
  ON	
  TECHNOLOGY	
  

 

The first research question used to guide this study was how the proposed EU data 

protection legislation reform is discursively constructed. As the analysis has shown, 

the selected EU documents is clearly organized in relation to the nodal point 

technology. The EU’s inability to fix the meaning of technology could to some extent 

be linked to the complicated relationship between the online world and the “real” 

world, providing more background information to the dilemma. The EU’s 

determination to regulate online privacy through data protection agrees with the idea 

that the online world is not a world separate from the “real” world. The rapid 

technological development with the Internet as one of its many products has left any 

behavior and business connected to the Internet largely unregulated. Consequently, 

the task of regulating privacy on the Internet has become highly complex. The way 

the EU puts technology in the position of a nodal point in the material points to an 

awareness of the fact that a direct transfer of existing privacy rules and regulations 
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that are valid in relation to “real world privacy issues” is not a realistic option, 

following the ideas of Christina Allen (1999).  

 

This understanding of technology as something different and changing becomes even 

more apparent when looking at the chains that deconstruct the signs personal data 

and, especially, connectivity. New innovations such as the Internet, social networks 

and cloud computing are linked to technology and thus sending a powerful message 

that this is something entirely new that needs regulation. Balz and Hance (1996) have 

previously highlighted the regulatory problems connected to privacy and the 

discursive construction of the EU’s proposed data protection legislation reform both 

forwards and questions their ideas. Again, the Internet or the “online world” is not 

and should not be regarded as a world separate from the “real world”. Thus, Balz and 

Hance also claim that traditional privacy legislation should be applicable to the 

Internet as well and whatever difficulties that may occur should be solved through 

self-regulation. In regard to this, the EU material shows a different solution. The very 

fact that the EU addresses this issue by presenting a proposal for legislation is in itself 

an indication of a move away from a self-regulatory approach to the issue. How the 

material is discursively constructed only adds to this argument. The connection 

between technology and the sign insufficient legislation for example, points in a 

direction where existing privacy legislation is insufficient and self-regulation is 

deemed inadequate. Furthermore this also highlights the fact that this is European 

legislation. As Steinke (2002) has pointed out earlier, there are some differences 

between the EU and the U.S. in how privacy on the Internet is regulated, with the EU 

adopting a more strict legal approach to the issue. The proposed EU data protection 

legislation reform that has been of interest in this study indeed attests to this. 

 

As a quick side comment to the connection between the technology sign and the 

development and globalization sign and also the deconstruction of the insufficient 

legislation sign with particular emphasis on its connection to signs regarding 

development, economic growth and innovation, it is noted that this connection could 

open up for further discussions relevant to other theoretical fields as well. For 

example, there are several interesting theoretical foundations for developing the 

discussion regarding globalization, which could ultimately lead to many noteworthy 

conclusions. However interesting it would be to grab the opportunity and elaborate 
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such discussions further, there is unfortunately neither the time nor the space to so in 

this thesis nor is it relevant in relation to the purpose and aim of this particular study. 

This would instead be a fitting starting point for future studies that could build on the 

basic findings from this study. 

 

 THE	
  EUROPEAN	
  PUBLIC	
  DEBATE:	
  THE	
  DISCOURSES	
  ON	
  6.2.
SURVEILLANCE,	
  THE	
  USER	
  AND	
  LEGISLATION	
  

 

In line with the socio-legal nature of this study, I was also interested in how the 

European public debate regarding privacy on the Internet was discursively 

constructed. To make a comparative design possible, the first period of interest was 

between the years of 2010 and 2011. This part of the material matches to a large 

degree the discussion regarding the balance between privacy and surveillance on the 

Internet carried out in previous research. Lessig’s (2008) note that the two main 

threats against privacy on the Internet is digital surveillance and aggregation of data 

definitely runs along the themes of the two nodal points of surveillance and the user. 

With signs such as privacy settings and privacy policies, the emphasis on the user 

forwards the idea that the increasing amount of (largely unprotected) information 

dispersed on the Internet makes it easy to spy on us. Furthermore, the link between 

surveillance and the signs privacy neglecting legislation and minimizing rights also 

promotes Lessig’s claim that with digital surveillance, the same legal limits as with 

“regular” surveillance is not completely applicable. 

 

Lastly, the European public debate regarding privacy on the Internet during the period 

2012-2013 was also of interest in this study. With the link to signs such as 

information registration, monitoring communication and invasive gathering of data, 

this period of the debate further forwards the issues previously raised by Lessig 

(2008). The material clearly points to the negative aspects of surveillance in relation 

to privacy. However during this period the discussion regarding surveillance is 

expanded and more concretely described in relation to apparent threats such as 

terrorism and other types of crime. Nevertheless, there is little room for any positive 

approaches toward surveillance. Both under surveillance and legislation, positive 
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signs such as security, counteract terrorism, safety and tool against crime, are not 

enough to justify the threat against individual privacy. 

 

In addition to Lessig (2008), this also promotes the discussions raised by Frank 

Bannister (2005) as well as Thomas Mathiesen (2013) on the balance between privacy 

and surveillance. The discursive construction during this period presents an approach 

where the risks or threats of crime are not high enough to neglect personal privacy. 

Bannister’s conclusion that using the threat of terrorist attacks as an argument for 

increased surveillance based on a risk assessment is applicable here, where the 

material supports a direct rejection of the threat of crime over the threat against 

privacy. The importance of terrorism in this period of the material also corresponds 

with the enemy images discussed by Mathiesen. Surveillance systems are motivated 

by referring to three enemy images, including terrorism and organized crime with the 

conclusion that the danger of terrorism is generally exaggerated. Yet again, it is very 

easy to draw parallels between the thoughts from earlier research and the result from 

the discourse analysis in this study. One of the simplest examples of this is the closure 

around legislation as something that allows increased surveillance in favor of general 

safety.  

 

Lastly, I want to highlight a few things in relation to the change in focus in the public 

debate from the period 2010-2011 to the period after the EU presented the proposed 

reform, 2012-2013. As was pointed out in chapter 5.5, the EU’s proposed data 

protection legislation reform does seem to be based on social norms as expressed 

through the public debate. The slight change in the public debate can be developed 

into two subsequent discussions. First there is the question of where this change has 

originated. A sociology of law approach could postulate that the EU’s proposed 

reform (i.e. the most recent legal norms) has influenced the social norms as presented 

through the public debate, thus creating a circular process where social norms first 

affected legal norms which then affected social norms. Moreover, this raises questions 

as to how successful the EU’s proposed data protection legislation reform will be 

since the social norms seemingly has developed further. In line with a sociology of 

law approach, legislation can only be effective in so far as it matches social norms. 

Since the social norms has apparently changed it calls into question whether or not the 

EU’s proposed reform will have the desired effects.  
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 A	
  FINAL	
  NOTE	
  ON	
  THE	
  PUBLIC	
  DEBATE	
  AND	
  ITS	
  6.3.
INFLUENCE	
  ON	
  THE	
  LAWMAKING	
  PROCESS	
  

 
As the analysis in chapter 5.5. Collected analysis of the discourses through the chains 

of equivalence in relation to the lawmaking process has pointed out, there is a slight, 

but nevertheless existing relationship between the public debate and the EU 

documents that have been included in this study. From a sociology of law perspective, 

I find it highly interesting to consider using the six essential processes for 

understanding how mass media can influence legislation through public opinion in a 

reversed manner, thus being able to analyze how legislation affects the public debate 

with the points of authentication, validation, legitimization, symbolizing, focusing and 

classification. Considering the previous emphasis on the power of individual parts of 

mass media when it comes to putting pressure on lawmakers, I do believe that with 

some minor alterations, this sociological theory of lawmaking could be used to gain 

more knowledge of the reversed process when law affects public opinion and the 

mass media. The analysis in this study points to a slight change in the public debate 

after the EU’s proposed data protection reform was presented, suggesting that there 

are new terms of the debate about privacy on the Internet that most likely is relevant 

for a functioning data protection legislation.  

 

As discussed in chapter 1.3. Delimitations of the study, the law is not something fixed 

but rather a constant process of change, which makes it equally fascinating and 

frustrating to study. The snapshot of the legal process that this study has presented 

highlights the complexity of the relationship between legal and social norms. 

Connecting this to the first question regarding legal norms’ possible influence on 

social norms in a circular process combined with the results from this study, I would 

say that there should be a way to create a model that can be used to determine the 

level or amount of social change needed to initiate a legal change. Such a model could 

be applied in a circular manner depending on a study’s point of departure, social 

norms or legal norms. Needless to say, this would provide us with an extremely useful 

tool in our effort to understand the intricate relationship between law and, or perhaps 

rather in, society. This reversed process of utilizing the sociological theory of 

lawmaking could most likely benefit the development of the model I discussed in the 

end of the last sub-chapter. Such a model should be designed to work with other 
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sociological theories of lawmaking26 and perhaps even making it possible to create a 

multi-level model where several influences on the lawmaking process are dealt with. 

This would make the model extremely versatile and valuable, theoretically as well as 

practically. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                                
26	
  For	
   example	
   Vago	
   (2009:175ff)	
   mentions	
   interest	
   groups’	
   influence	
   on	
   the	
   lawmaking	
   process	
   and	
   other	
  
sources	
  of	
  impetus	
  for	
  law	
  such	
  as	
  protest	
  activity	
  and	
  social	
  movements.	
  



	
  
82	
  
	
  

7. CONCLUSION	
  	
  
 SUMMARIZING	
  CONCLUSION	
  7.1.

 

In light of recent events with the reform of the European data protection legislation 

and the increasing opportunities of monitoring the Internet, the purpose of this study 

has been to examine the possible existence of a connection between the European 

public debate regarding privacy rights on the Internet and the proposed data 

protection legislation reform that the EU has presented and the subsequent why/why 

not of such a connection. The discursive construction in the European public debate 

as well as in the EU material has been analyzed and discussed in the two previous 

chapters, chapter 5 and 6. An initial discourse analysis based on discourse theory as 

presented by Laclau and Mouffe shows that the EU’s proposed data protection reform 

is discursively constructed with technology as a nodal point and simultaneous floating 

signifier, indicating a discursive struggle within the EU material. The public debate 

during the periods of 2010-2011 and 2012-2013 is constructed around the signs 

surveillance and the user and surveillance and legislation as nodal points. The 

apparent antagonism from the EU documents is not shared with the material from the 

public debate, which on the contrary is surprisingly closed. 

 

The last part of the analysis, guided by a sociological theory of lawmaking focused on 

public opinion as an influence on the lawmaking process and mass media as an 

impetus for law, points to the public debate’s ability to influence legislation. The main 

change within the public debate during these two periods is the move away from the 

user-oriented approach in the discussion with an advantage for the surveillance 

discourse. During the 2010-2011 period in the public debate, the user discourse was 

given much space which have influenced the EU legislation, where the technology 

heavy discourse is much connected to how this would affect the individual Internet 

users. The user-oriented perspective has been taken into consideration with a focus on 

the complicated situation with Internet users’ privacy. With the analytical tools 

provided by the chosen sociological theory of lawmaking it is concluded that the mass 

media is able to function as a validator, symbol-provider, legitimizer and focus-giver. 

This has given the public debate sufficient power to influence the outline of the EU’s 

proposed data protection legislation reform. 
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 THE	
  FUTURE:	
  FURTHER	
  RESEARCH?	
  7.2.
 

As with many other studies, this study has most likely raised more new questions than 

it has answered. It has been built on analyzing material from the EU as well as from 

the European public debate. Material from the media from two different EU countries, 

Sweden and the United Kingdom, were chosen in order to better support the reference 

to the European public debate. With the consideration of accessibility and timeframe 

and my own shortcomings as a researcher when it comes to language, Sweden and the 

UK are not the two most diverse EU countries. For future research, it would thus be 

highly interesting to expand the design from this study to cover material from the 

public debate in several other EU countries. The utility of such a study is mainly 

twofold. First, it may strengthen and/or readjust the arguments from this study while 

simultaneously presenting an opportunity to study the process of passing down EU 

legislation to individual member states. Second, such a study would consequently also 

offer a chance to expand the comparative nature of this study to not only cover an 

analysis of the relationship between the EU and the member states but also the 

relationship between individual member states. For example, an interesting question 

to focus on could be whether the public debate in some EU member states seems to 

have more power to influence not only EU legislation but other EU member states as 

well. This question would automatically draw attention to broader issues such as legal 

pluralism and what countries’ laws dictate the legal reality of other countries. 

Furthermore, this is not something that is only relevant to the study of data protection 

legislation and privacy but an approach that should be suitable for any kind of 

sociology of law study that focuses on the EU and the legal aspects of the EU. 

Considering the value of the results of such a study, it would most likely also benefit 

other areas such as economics and political science. (For example, cost 

(in)effectiveness of legislation and the influence and relationship between different 

states.) 

 

Returning quickly to the short comment made in chapter 6.1. EU’s proposed data 

protection legislation reform, it deserves to be underlined a final time that some of the 

discursive connections identified in this study could be discussed further in relation to 

other theoretical bases. The technology-development-globalization connection gives 
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great substance for studying the relationship between technology and legislation by 

examining it from a globalization perspective. Also, the note on development, 

economic growth and innovation opens up an interesting possibility of discussing 

technology and legislation in relation to a theoretical base such as neoliberalism. 

 

As previously mentioned, the discourse theory as presented by Laclau and Mouffe has 

proved to be highly useful for mapping information from different types of material 

and I would go as far as to claim that in combination with the P-C-S method it could 

be successfully used on any kind of material. However studying texts and written 

material can certainly be performed in an almost endless number of ways. Depending 

on the purpose and the design of the study, I find that the theoretical base of critical 

discourse analysis, narrative analysis and argumentation theory would also be highly 

interesting for future legal studies in general and for future sociology of law studies in 

particular.  

 

Finally, it should be pointed out that the EU’s proposed data protection legislation 

reform has not been passed yet. Thus, at this point there is no way of knowing or even 

a possibility to study the actual consequence of this “new” legislation on Internet 

privacy. It would therefore be highly interesting to continue building on this study a 

few years after the implementation of the new legislation in order to determine the 

successfulness of the reform and also to get a more complete view of how legislation 

and society through the public debate relate to each other. This would definitely be a 

good springboard for developing the model that was discussed in chapter 6.3. 

ultimately presenting a good foundation for answering questions regarding what 

potential social change certain legal changes might lead to and the level of social 

change that precede legal change. 
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