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Abstract

Bug prediction is a research area of great interest to software development.
Done at the level of commits it has the potential to improve the efficiency of
code reviews. However, the progress of adapting bug prediction in practice
and furthering research is hampered by lack of available open source imple-
mentations. In this study we have provided several such implementations.
These include the SZZ algorithm, Online Change Classification and feature
mining scripts. We applied our implementations to the Jenkins core repository
and trained a machine learning model to identify bug introducing commits in
the resulting dataset. The model achieved an F1-score of 15.4% with stratified
k-fold cross validation and 12.7% with Online Change Classification, where
the proportion of bug introducing commits was 3.6%.

Keywords: MSc, Report, Git, Jenkins, Machine Learning, Defect Prediction, Mining
Software Repositories, SZZ, Online Change Classification
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Chapter 1
Introduction

Code reviewing is a widely established practice among software companies where code
commits written by developers are put through a peer-reviewing process. One of the main
purposes of the reviews is to identify bugs at an early stage, specifically bugs which are not
caught during automated testing. An overview of the process is illustrated in Figure 1.1.

A tool which helps reviewers prioritize what commits to focus their efforts on could
help improve the efficiency of code reviews. Specifically, it would be preferable to focus
reviewing efforts on commits that are more likely to introduce bugs. This leads to a clas-
sification problem, namely the classification of code as either clean or buggy. This area
of research is referred to as either bug prediction or defect prediction. In this thesis, the
unit of code that we are examining is the commit, which is a collection of changes to one
or more files. In this thesis we attempt to build a dataset of labeled commits and train a
machine learning model to predict instances of bug introducing commits.

In order to build a prediction model one needs data to train it. This data can be collected
by using the so called SZZ algorithm. The algorithm builds a dataset of bug introducing
commits from the issues of a software repository’s bug tracking system, or BTS. This
dataset can then be used as ground truth to train a machine learning algorithm, or model,
to identify such commits.

In addition to implementing the SZZ algorithm, we have applied the algorithm to the
Jenkins core repository [4] and trained a model on the resulting data. In order to assess this
model realistically, we implemented Tan et al.’s [30] Online Change Classification, which
is a time-sensitive method of splitting data into training and test sets. Finally, we also
implemented the necessary scripts for extracting features from each commit in the dataset.

Our machine learning model achieved an F1-score of 15.4% for k-fold stratified cross
validation and 12.7% for Online Change Classification. While this is insufficient to be
usable in a real life setting, we believe that there is room for improvement.

To summarize, these are the contributions made in this paper:
• A complete open source implementation of the original SZZ algorithm, along with the

improvements described by Williams and Spacco [33] and related code infrastructure.
• An open source implementation of a collection of scripts for extracting machine learning

features relevant for a software repository.
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1. Introduction

Figure 1.1: This is the process when a development team is using
a reviewing system to correct commits before it is finally pushed
to a software repository. The review system lets others review
a change that was made by a developer. Until it is approved, the
developer will push commits to the reviewing system.

• An open source implementation of splitting software repository data into training and
test sets based on Tan et al.’s Online Change Classification [30]

• An evaluation of training a machine learning model on data generated from the Jenkins
core repository.
We hope that by releasing our code as open source we will make the future work of

researchers easier and more reliable. Most current research on the field has either been
using private owned implementations of the SZZ or has manually performed the steps of
the algorithm. We have also found some open source implementations of the SZZ algo-
rithm, see section 3.5. But they are not complete implementations and do not cover the
algorithm completely. Therefore, there is a need for an implementation of the SZZ algo-
rithm for researchers to keep datasets up to date. The code used in research would also be
more robust if different people contributed to it.

This study was initially designed to lay the foundation for an integrated bug prediction
tool to be used by developers at Axis. As we did not get that far, the task of building a
complete tool using our implementations is left as future work.

The paper is structured as follows: In the Background chapter we describe relevant the-
oretical concepts and give a technical background of our choice of infrastructure. In the
Related Work chapter we describe a few studies that either are similar to ours or touch
on concepts we considered including. Next in the Approach chapter, we describe our ap-
proach to solve our initial problem. This is followed by an Evaluation chapter in which
results of our findings and contributions can be found. Lastly, we sum up the report in a
conclusion chapter were we summarize our results and lay out suggestions for future work.
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Chapter 2
Background

In this chapter we will go through relevant technical concepts for understanding this paper.
We will also briefly explain our initial aims in relation to our final contributions.

Section 2.1 describes the process that led us to our final contributions, and how our
scope changed during the course of our work. Section 2.2 describes the basics of how the
SZZ algorithm works and its history in research. Section 2.3 describes the basics of ma-
chine learning. Section 2.4 describes the various features that are mined for each commit.
Section 2.7 describes sampling which is important when applying machine learning on
imbalanced datasets. Section 2.6 describes the validation techniques k-fold cross valida-
tion and Online Change Classification. Section 2.7 covers the basics of the metrics used
to score the performance of machine learning models.

2.1 Initial Aims and Final Contributions
This work initially aimed to produce a tool which could support Axis reviewers in the re-
viewing process, and to try different methods of making reviewers likely to adapt the tool
into their workflow. However, to produce this tool several key components were required.
Since the tool was going to be based on machine learning we needed a dataset, specifically
a dataset of labeled commits, for training purposes. Such a dataset did not exist and we had
to produce it ourselves, which turned out to take a lot of effort; Enough so that it changed
the course of our work.

In the end what we have managed to produce is code infrastructure for: generating rele-
vant datasets, training a machine learning model on the datasets, and validating the trained
models. The task of integrating the model recommendations with the review software, in
the case of Axis this is Gerrit, is left as future work. We have written about a few consid-
erations that ought to be taken into account when eventually undertaking this venture, see
the latter half of Section 5.2.
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2. Background

2.2 The SZZ algorithm
The purpose of the SZZ algorithm is to identify bug introducing commits in a software
repository. It was introduced by Śliwerski et al. [28], and was later given its name after
the initials of the authors. This algorithm can be used to generate a ground truth dataset
for a machine learning model. This is done in two parts.

For the first part, issues in the bug tracking system, or BTS, are linked to bug fixing
commits. This is done by using regular expressions to search commit messages for refer-
ences to issues in the BTS. If there is no BTS or if it is poorly maintained, then commit
messages that contain the word ”fix” or similar terms are considered to be bug fixes. From
these bug fixing commits, the lines that were changed are extracted.

For the second part, which can be seen in Figure 2.1, SZZ uses the lines of code that
were changed by a bug fix to trace down all commits which previously made changes to
the same lines as the bug fix. It does this by using the blame functionality provided by Git.
The blame functionality in Git is a way to track down which commit that last changed a
specific line of code. It is the same as asking the question ”Who is to blame for this line
of code?”. By blaming each line or each changed line in a file for a bug fixing commit, it
is possible to find commits that could potentially be responsible for a bug.

The resulting commits of that blame are compared to the date that the bug was reported.
If the commit was committed before this date, then it is labeled a bug introducing commit.
But if a commit was committed after the reported date, when the bug was already known
to exist in the code, the commit is labeled bug introducing only if it is a partial fix or con-
sidered to be responsible for another bug. A partial fix in this context is a fix that did not
resolve the bug it intended to resolve. The assumption that it did not fix the bug is drawn
from the fact that there exists a later fix for the same issue.

A commit can be responsible for a bug other than the one that blamed it. This means
that another bug fixing commit can have its bug origin in this commit because they have
both made changes to the same file. In Figure 4.2, it is possible to study a scenario like
this. The image shows a number of versions of a single file, where each version is created
by a commit. If version 5 was made by a bug fixing commit, it will blame the commit
responsible for version 3 and version 1 as its bug origin. Let us say version 3 was created
after the bug was reported and the responsible commit is not a bug fix commit. Then the
first and second criteria are not fulfilled. However, that commit can still be responsible for
another bug. If the commit creating version 23 is a bug fix commit as well, then the com-
mit that created version 3 can be a potential candidate for this bug. It has made changes to
the same lines of code as the commit responsible for version 23 has made. This means that
the third criteria is fulfilled and the commit responsible for version 3 is to be considered a
bug introducing commit.

To improve upon the first version of the SZZ algorithm, annotation graphs and ways of
filtering out cosmetic changes were proposed by Kim et al. [15]. The annotation graph,
which is illustrated in Figure 2.2, is a more sophisticated method of tracing bug introducing
commits from bug fixes.

The annotation graph maps one revision of the software to another by blaming a commit
using the git blame functionality. A revision is a version of the software, and a new revi-
sion is obtained each time a commit is made. In Figure 2.2, the first graph indicates how a
file has been modified between three revisions. In the second graph, the first four lines are
unmodified between the three revisions. However, the fifth line in revision 2 is not present
in revision 3 which indicates that it is removed. Therefore, the fifth line in revision 3 is

10



2.2 The SZZ algorithm

Figure 2.1: The flow shows how the SZZ algorithm generates a
list of bug introducing commits from a list of bug fixing commits.
It begins with blaming each changed line of code in each bug
fixing commit. The result is a list for each bug fixing commits
containing their respective blamed commits. These lists are then
iterated and each blamed commit is examined with regard to the
originating issue against three criteria. It is first checked if it is
responsible for that issue by checking the time of when it was
committed. If its not, the commit message is checked if it is a
fix. Would it not be a fix either, then it is checked if it can be
responsible for another bug. That means checking whether a later
bug fixing commit has made changes to the same lines of code.
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2. Background

Figure 2.2: Visualization of the annotation graphs. A node rep-
resents a line of code and the edge leads to where it is represented
in another revision. If multiple adjacent lines are changed, then
the annotation graph technique fails to map those lines between
revisions. This can be seen in the second graph at node 7 to 14
from revision 3 to revision 2. This issue is solved by line number
mapping.

instead mapped to the eighth in revision 2. As for line 16 and 17 in revision 2, they are
added since they are not mapped to any line in revision 1. The rest in revision 3 is modi-
fied and therefore mapped to the rest of lines in revision 2. These changes are revealed by
comparing the revisions and then extracting the changes. By mapping these revisions, it
becomes easier to actually distinguish changed lines and to filter cosmetic changes from
logical changes. In the previous setup such filtration are harder to distinguish because of
the lack of comparing several changes over time.

Williams and Spacco [33] further improved the algorithm by replacing the annotation
graphs with line number mappings. In the annotation graph, each modified line in a group
of adjacent lines can represent any of those line in the next corresponding revision. With
a line number graph, each line is mapped to exactly one line in the next corresponding
revision. This enables the algorithm to track a line to its origin. It also, in addition to
sorting out cosmetic changes, enables sorting out changes that are semantic but have no
impact on the outcome of the program. Semantic changes are language specific and need
tools that are specialized for one language.

2.3 Machine Learning
Classification, a subcategory of machine learning, is a concept where a statistical model
is fed with data and used to predict a future data point. In this report, the data point will
be a commit and the model will predict if it is bug introducing or not. To be able to make
an abstraction of a commit and thus make it possible for the model to predict on, a set of
features is extracted. These features are measurable properties of the data point. Specific
features will be discussed in Section 2.4.

To know whether a prediction is correct or not, it is evaluated against a ground truth.
The ground truth is a dataset containing data points which are labeled either positively or
negatively, which in our case represents whether or not they are bug introducing. This
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dataset can either be generated or manually constructed.
A common model which can be used for machine learning is decision trees. Decision

trees can be used to classify data using multiple features. This technique uses a tree struc-
ture to decide whether or not a data point belongs to a certain class. Each split is the result
of a decision that a data point either is something or something else. It could be the de-
cision that a commit has changed above 10 files or not. With a deep tree, such decisions
could be many and the model could learn many patterns to make the decision more fine
grained. However, with a tree that is too deep the risk of overfitting is high. A solution to
this problem is the Random Forest model. It uses multiple trees to predict and calculates
the common output from them. This report will use the Random Forest model as it its
classification model.

2.4 Features
Several different sets of machine learning features have historically been used for defect
prediction. A feature indicates an individual property of a data point, which in our case is
a commit. Features that have historically been explored are for example code-churns, file
metrics, process metrics, code complexity metrics, Bag-of-words, Characteristic Vectors,
file coupling and more. In this report we have decided to use a selection of these features.
The features used in this report can be found in Table 4.2.

Nagappan and Ball [18] studied the use of absolute and relative code churn features
for predicting software defect density at a component level. They concluded that absolute
code churn measures are poor predictors of defect density and that relative code churn
measures are superior. Absolute code churns denotes classic code churns where variables
are checked as an absolute measurement, such as the number of added lines in a commit.
The corresponding relative code churn is then the number of added lines over the total
number of files in a commit. So overall, the relative code churns are measurements of how
much of a file or files have changed in a commit. Nagappan and Ball’s study only focuses on
one snapshot of a software project and does not take the project history into consideration.
However, the code churns can be extracted over history. It means that for each commit all
code churns are extracted individually and can be used as features in a machine learning
model. The approach in this study are using the relative code churns as features.

Logical coupling is a measure of the degree to which two files are related [10]. If the
two files are frequently changed together, then they are highly coupled and vice versa. The
important thing to note is that two files can be highly (or lowly) coupled independently of
any semantic or dependency based connection between the two.

D’Ambros et al. [7] studied the relationship between logical coupling and software de-
fects. They studied the hypothesis that bugs are likely to be introduced when developers
neglect to change logically coupled files and, for example, only change one of them. Log-
ically coupled files are files which are often changed together but do not have a direct
coupling, like an import in a source code file. D’Ambros et al. noted that the correlation
between defects and logical coupling was stronger than for the complexity metrics they
examined. However, they found the correlation to be weaker than that of total number of
changes to defects.

An additional source of potential defects in software is the experience, or inexperience,
of the involved developers. Kamei et al. [13] tried using developer experience for defect
prediction with three features. The first one was the overall experience of a developer, the
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2. Background

second was how recent the developer experience was and the third was how experienced
the developer was with the system. An important discovery they made was that more ex-
perience did not necessarily go hand in hand with a decreased rate of bug introductions.
On the contrary, if a developer had more experience with a system they were more likely
to work with more complex parts which in turn often lead to introducing bugs.

2.5 Sampling
Defect prediction is made harder by the fact that relevant datasets are, as a rule, imbal-
anced. This is a problem shared with other fields of applied machine learning such as
fraud detection and breast cancer screening. For many machine learning algorithms, this
creates a bias towards the majority class, even though it is the minority class that one is nor-
mally interested in [22]. A model can achieve high accuracy by simply always predicting
instances to belong to the majority class, which makes for a useless model.

Sampling can be used to alleviate this problem either by oversampling the minority class
or by undersampling the majority class, to make the dataset more balanced. Oversampling
means generating new instances of the majority class, while undersampling means cutting
down the size of the majority class.

One popular oversampling technique is SMOTE, which stands for Synthetic Minority
Oversampling Technique, and was introduced by Chawla et al. [3]. The technique has
been successfully applied to bug prediction in previous studies [21, 30].

2.6 Machine Learning Model Validation
When evaluating the performance of a machine learning model, a common method is to
use k-fold stratified cross validation. This method splits a dataset into k different partitions
where, for each iteration, one of these partitions is used as test data and the rest is used
for training. The scores of the model for each iteration are averaged together to produce
the final result. The ’stratified’ part of k-fold stratified cross validation means that the pro-
portion of positive to negative samples are preserved in each split. One of the benefits of
k-fold stratified cross validation, compared to splitting the data just once, is that all of the
data can be utilized for training.

Tan et al. [30] studied bug prediction and had a different take on the subject compared
to previous work. Specifically they criticized the use of k-fold cross validation. It was also
critized by Jonsson et al. in the related field of bug assignment [12]. Tan et al. argued that
it produces false high precision scores due to using future data predict on past data, as well
as labeling samples incorrectly with respect to the time of prediction. To tackle this issue
they used a time sensitive approach, which they dubbed Online Change Classification, for
splitting data into training and test sets. Time sensitive in this context means that all the
data points in the training set are chronologically older than those in the test set.

The way Online Change Classification works, which is illustrated in Figure 2.3, is that
it allows several parameters to be set in terms of time units. An example would be de-
termining the size/length of a test set in terms of days instead of a specific number of
data points. These parameters include: start and end gaps, which exclude commits at the
chronological beginning and end of a repository; a gap between the training and test sets;
and update duration. The idea behind the start gap is that ”the characteristics of a project

14



2.7 Prediction Performance Metrics

Figure 2.3: An illustration of how the Online Change Classifica-
tion works and updates between iterations.

may be unstable at the beginning of its history” according to Tan et al. [30], and therefore
they should be excluded. The end gap is meant to exclude changes where insufficient time
has passed for bugs to be discovered. The gap between training and test sets is supposed
to emulate the end gap that would have been in place when predicting at a given point in
time, in order to give a realistic estimate of how the model would have performed without
the benefit of hindsight. Update time specifies the time used to update the training set of
a previous run, and is typically set to be equivalent to the test set duration.

In this report, we have implemented Online Change Classification and compared it to the
k-fold stratified cross validation approach. This comparison can be found in section 5.1.

2.7 Prediction Performance Metrics
When making binary classifications there are four possible outcomes: true positive (TP),
true negative (TN), false positive (FP), and false negative (FN). True positives are positive
samples that are correctly classified as positive. False positives are negative samples that
are incorrectly classified as positive. For true and false negatives the same is true but for
negative samples.

Accuracy, precision, recall and F1 are ways of measuring model performance, where a
higher quotient is better. They are defined as follows:

Precision=
TP

TP+FP

Recall=
TP

TP+FN

Accuracy=
TP+TN

TP+TN+FP+FN

F1=
2∗Precision∗Recall

Precision+Recall

The first three metrics can be seen as a way of answering the following questions:
• Precision - If the prediction model predicts a sample to be positive what is the chance

that it actually is?
• Recall - Out of all positive samples how many are correctly classified as such?

15



2. Background

• Accuracy - How many of the samples are correctly classified as either positive or nega-
tive?

Finally, the F1 score is the harmonic mean of precision and recall; it summarizes these
two measures into one number with a bias towards the lower of the two values.

When weighing scores over multiple runs of classifications together there are two meth-
ods, macro- and micro-averaging. When macro-averaging, the scores are calculated for
each metric and each fold, and averaged together afterwards. When micro-averaging, each
individual classification for each run is summed together and calculated at once. Below is
an example of how precision would be calculated for two runs with each method.

Macro−average=
( TP1

TP1+FP1
+ TP2

TP2+FP2
)

2

Micro−average=
TP1+TP2

TP1+FP1+TP2+FP2

Given that each fold is the same size, and that the balance of positive and negative in-
stances in each fold is the same, the two averages will be the same for both precision and
recall. However, when applying Online Change Classification neither of these conditions
hold. Therefore we have provided micro-averaged results for this validation technique, see
Table 5.4.
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Chapter 3
Related Work

In this chapter we describe work that is similar to ours or work that we consider interest-
ing as potential future improvements. In section 3.1, we describe a bug prediction study
which is closely related to ours in terms of methodology. Section 3.2 describes the so
called dependency approach, which is an alternative to the second part of SZZ which links
bug fixes to bug introducing commits. In section 3.3 we describe attempts to verify data
produced by the SZZ algorithm. In section 3.4 we outline previous attempts to introduce
bug prediction in a real life setting and lessons learned therefrom. Finally we describe
currently existing SZZ implementations in section 3.5

3.1 Just-in-time Quality Assurance
Several studies have been conducted in the area of automated code reviewing systems.
Kamei et al. [13] performed one of the more recent studies which approaches the subject
in a similar manner to this paper, called Just-In-Time Quality Assurance. Many of our
features are taken from this study and they also predict on the same level as we do, which
is to say the commit level.

Kamei et al. used a number of different features for identifying bug introducing changes.
These features are based on five categories which are diffusion, size, purpose, history and
experience. The diffusion group denotes features that describes how many systems that
have been modified in a commit. The size category is made up of features related to how
many lines of code a commit has changed. The purpose group contains only a single feature
and that is whether or not the commit is stated to be a fix in the commit message. Features in
the history group are features that describe properties of earlier commits to the same file(s).
That could be the number of authors for a file, the time between when commits made by
an involved author and the number of unique changes in files. Lastly, the experience group
contains features that measures an author’s experience in the analyzed software repository.

Kamei et al. also propose and evaluate a simpler version of the SZZ algorithm called
ASZZ which stands for Approximate SZZ. This approach adapts SZZ for use with reposi-
tories where mining BTS data is not possible or feasible. Instead of using BTS data, ASZZ
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3. Related Work

simply parses commit messages to identify fixes.
Yang et al. [34] improved the results of this study by using a deep belief network. Us-

ing the same datasets and features as Kamei et al. [13] they achieved marginally better
predictions with regards to precision, recall and F1-score. They also achieved significant
improvements in cost effectiveness, however we have not evaluated this metric in our work.
Cost effectiveness in this study was measured by how many of the bugs in a repository were
included in the top 20% of changes ranked by risk of bug introduction by the prediction
model. In our own work we chose not to use a deep model due to them being hard to
interpret in general, see Section 5.2.

3.2 Dependency Graph Analysis
An alternative to the SZZ algorithm, suggested by Sinha et al. [27], uses dependency
graphs to link bug fixes with bug introducing commits. In this paper SZZ is referred to as
the text based approach since SZZ additionally refers to the process of linking BTS issues
to bug fixes. Whereas the SZZ approach compares lines and how they change between
iterations, the dependency approach compares dependency graphs to identify bug intro-
ducing commits. Importantly, the dependency approach can find bug introducing commits
even when the bug fix only adds lines, which SZZ can not.

Davies et al. [8] compared SZZ performance to performance of the dependency graph
approach. They provided suggestions regarding usage for both solutions as well as how to
combine them. They found that the text based solution tends to find the correct bug origin
more frequently, at the cost of more false positives. This is because the SZZ approach
will try to find all possible origins while the dependency graph solution can only, by de-
sign, point to a single origin. Thus there is a better chance that at least one of the origins
identified by the SZZ approach will be the true one.

3.3 Verification of SZZ results
Verifying SZZ results can be difficult and laborious. Verifying the origin of a bug manually
takes a lot of time and requires intimate knowledge of the source code. To make evaluat-
ing the quality of SZZ results easier, da Costa et al. [6] have suggested a framework for
evaluating SZZ results as an alternative to manual verification. The report includes three
evaluation criteria which were applied to five different versions of SZZ. Although we have
not evaluated our data using this framework we consider it a valuable direction for future
work, see chapter 6.

It should also be noted that the previously mentioned Davies et al. [8] study included
a manual verification of SZZ results. They manually simulated the SZZ approach for two
different repositories and reported a precision score of 29 − 70% and a recall score of
48−70%, which suggests that performance is highly variable depending on the examined
repository.
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3.4 Previous Case Studies
Given our initial aims of producing a working tool for developers at Axis, we have looked
into previous case studies to see what lessons can be learned. Overall the main concerns
seem to be improving accuracy of predictions as well as providing helpful explanations to
accompany said predictions.

Prechelt and Pepper [23] have outlined the efforts to introduce bug prediction at the
company Infopark and layed out several potential reasons for why this was hard to do. The
most important reasons were that the reliability of the produced dataset was hard to verify,
and that prediction results were lackluster in terms of precision and recall.

A paper by Lewis et al. [17] concerns the efforts of Google to introduce bug prediction
to their development tools. They used the FixCache and Rahman algorithms, described by
Rahman et al. [24], to predict bug-proneness. The Rahman algorithm in this case refers
to the naive prediction model that FixCache is compared to by Rahman et al. Lewis et al.
stressed the desirability of producing actionable messages related to a buggy classifica-
tion. Specifically, they say that there ought to be a clear set of steps that a developer could
take to make sure the code is no longer flagged as buggy. They concluded that their tool
was not good enough to be helpful to developers, but considered the potential for this to
change once the technology is improved.

The previously mentioned paper by Tan et al. [30], includes a case study done at Cisco
with a deployed tool which failed to be useful to developers. This was blamed on insuffi-
ciently accurate predictions as well as insufficiently helpful explanations. Tan et al. rec-
ommended looking into better feature engineering as a tool for making predictions more
accurate. They also suggested using features derived from the BTS as well as mixing
semantical and structure-based features as directions for future work.

3.5 Existing SZZ implementations
There exist a few incomplete implementations of the SZZ algorithm. The first one is the
CAS_RepoAnalyzer repository made by Rosen et al. [26]. They use the SZZ algorithm to
find bug introducing commits. However, the implementation lacks most of the heuristics
that are described by the original authors, Śliwerski et al. [28]. They do check if the po-
tential bug introducing commit has been committed before the issue report date. However,
they do not check if the commit is a fix, or if it could be responsible for another bug fix.

The second implementation we have found uses the same heuristics as the CAS_RepoAnalyzer
implementation, and is made by João Correia [5]. It does not use a BTS to find bug fixing
commits. Since it does not use a BTS, neither does it examine the timestamp of an issue
report to see if the commit actually is a potential bug introducing commit.
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Chapter 4
Approach

In this chapter we describe the method that was used to produce our results, both regarding
the generation of our ground truth dataset as well as machine learning model performance.
This includes motivations for various decisions that were made in designing our solution.

Section 4.1 describes how our SZZ implementation works and the motivations for our
design choices. It also includes our motivations for picking the Jenkins repository as our
target for prediction. Subsection 4.1.1 concerns the process of identifying relevant issues
in the BTS and linking these to specific commits in the repository, which is to say bug
fixes. Subsection 4.1.2 concerns the process of taking these bug fixes and using them to
identify bug introducing commits, including what specific considerations and decisions
were made for our implementation.

Section 4.2 describes the steps involved in training a machine learning model on the
resulting data. Subsection 4.2.1 details what features were used and why, along with ap-
propriate references to previous work. Subsection 4.2.2 explains how k-fold stratified cross
validation and Online Change Classification was used to obtain training and test set splits.
Subsection 4.2.3 concerns how sampling was used to improve prediction results. Finally,
subsection 4.2.4 details what considerations were made when applying a machine learning
model.

4.1 SZZ implementation
Figure 4.1 illustrates the structure of our code. It produces a dataset of labeled commits
for the Jenkins core repository, based on issues from its BTS. The flow of information can
roughly be summarized as follows:
1. Issues that match our query for resolved bugs are fetched from Jira, which is Jenkins’

BTS.
2. The corresponding issue keys are used to link issues to their respective bug fixing com-

mits.
3. The bug fixing commits are used to find their corresponding bug introducing commits.

These bug introducing commits are the positively labeled examples in our dataset from
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Figure 4.1: The automatic labeling process. SZZ is fed with the
bug reports and the repository source code which makes it able
to distinguish the bug introducing commits.

which training and test sets are chosen.
The Jenkins core repository was chosen for our research for several reasons. First off we

wanted to pick a repository that was relevant to Axis. While Axis developers are not con-
tributing specifically to the core repository, they are contributing to plugins for Jenkins.
The second reason was that it had a well maintained BTS. First, bug-related issues were
explicitly labeled and are not confused with other issues. Second, there was a standard for
bug-fixing commit messages to reference the issue id (for example JENKINS-1234) in the
BTS. Third, all available information on issues were easily attainable using the Jira REST
API and associated Jira Query Language. The Gerrit repository was also considered but
rejected due to there not being a publicly accessible API for fetching issues from its BTS,
Monorail.

It should also be noted that while the original SZZ algorithm was designed for use with
the CVS version control system, our implementation is adapted for use with Git.

4.1.1 Linking issues to bug fixes
The first step of the process is to identify bug-fixing commits. This is done by linking is-
sues in the BTS of a repository to specific commits. This part of our solution is specific to
Jenkins and would have to be adapted to be applicable to a different repository. The JQL
(Jira Query Language) query used for fetching relevant issues was formulated as follows:

project = JENKINS
AND issuetype = Bug
AND status in (Resolved, Closed)
AND resolution = Fixed
AND component = core
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AND created <= "2018-02-20 10:34"
ORDER BY created DESC

Breaking down the components: issuetype eliminates other types of issues such as fea-
tures, status eliminates issues that are still open, resolution eliminates things like du-
plicate issues, component excludes issues concerning other repositories, created enforces
the time range restrictions (see Table 4.1) and finally the last line orders issues in reverse
chronological order.

The resulting issue ids are used to find bug fixing commits by doing regex searches on
the git log. Through manual inspection of the git log, three different formats for referenc-
ing issues were found, namely JENKINS-XXX, HUDSON-XXX and #XXX where XXX
is the number associated with the issue. The Python code below specifies the regex pattern
used to identify bug fixing commits where key is a Jira issue id on the form JENKINS-
XXX and nbr is the associated number XXX. If the #XXX pattern was matched an extra
regex search is done to make sure that the commit message also contains the word ”fix”,
otherwise it is not considered a bug fix.

pattern = key + '\D|' + '#' + nbr + \
'\D|HUDSON-' + nbr + '\D'

The above pattern can generate multiple matches for an issue. We use regex to sort
out the real bug fix from these matches and eliminate irrelevant matches, such as merge
commits. The Python code below illustrates how this is done:

def commit_selector_heuristic(commits):
for commit in commits:

if(re.search('[Mm]erge|[Cc]herry|[Nn]oting',
commit)):↪→

continue
return commit

return commits[0]

This Python code picks the most recent commit that does not match either pattern. The
merge and cherry patterns sort out merge and cherry pick commits respectively. The last
pattern was identified through manual inspection of the Jenkins repository and eliminates
what seems to be a documentation related category of commits.

4.1.2 LinkingBugFixestoBugIntroducingCommits
The SZZ algorithm is the de facto standard for linking bug fixing commits to bug introduc-
ing commits. The original paper from 2005 [28] has been cited more than 600 times. The
only other approach that we were able to find is dependence analysis [27] which seemed
more difficult to implement since it required many language specific tools and had less
supporting research. For comparison the original SZZ paper had been cited 611 times
according to Google Scholar compared to 14 times for the dependence analysis paper as
of May 21 2018. For these reasons we went with the SZZ algorithm.

Our implementation is based on the 2008 study by Williams and Spacco [33] where
line number mappings were used to backtrack through the change history. Since our al-
gorithm is designed to work with multiple languages, cosmetic changes are not filtered.
Each changed line, either cosmetic or logical, is tracked to its first initialization or a newer
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Figure 4.2: A simple line numbering graph. By blaming each
line in version 23, versions 1, 5, 9 and 11 will be found. With a
greater depth, more versions will be found. For example, if the
first four lines in version 23 is blamed and the depth is set to 2,
then version 3 will be found since it is blamed for changing line
number 4 in version 11.

version at a specified depth. In Figure 4.2, if the algorithm blames each line in a file at
version 23 with a depth of one it would find all versions except for version 3. However,
with a depth of two or higher the algorithm would find all versions. Using line number
mappings it is also possible to trace the exact origin of a row. If one wants to check how
a row evolves over each version, like the zeroth row in version 23 in Figure 4.2, it can be
traced back to version three as the origin.

We used the following regex to decide if a commit was a partial fix:

String pattern = "jenkins[-]?\\d|hudson[-]?"+
"\\d|fix(?:es|ed)*|solve(?:d)*";

As described in Section 2.2, a partial fix denotes a commit that solves an issue but later on
gets solved again by another commit.

For the SZZ algorithm to be able to work directly on a git repository, we have used the
JGit library [29] provided by the Eclipse community.1 Using this library, we reduced the
use of text parsing and could work directly on the git revision structure.

To get statistics for the results that the SZZ algorithm produces, we used a script that
tries to extract the purpose of the commit. The categories of purposes are: added, up-
dated, fixed, contains an issue number and none of the above. To extract them, we used
the following regex:

def has_added(message):
if (re.search(r"add(?:ed)*|implement(?:ed)*|introdu ⌋

ce(?:d)*|improve(?:ment|ments)*", message.lower())):↪→

return True
return False

1The version used is 4.10.0.201712302008-r.
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def has_updated(message):
if (re.search(r"update[d]*|mov(?:ing|e|ed)|refactor|mo ⌋

difying|switching|deprecate(?:d)*|clean(?:up|ed)*",
message.lower())):

↪→

↪→

return True
return False

def has_bugfix(message):
if (re.search(r"jenkins[-]?\d|hudson[ ⌋

-]?\d|fix(?:es|ed)*|solve(?:d)*", message.lower())):↪→

return True
return False

def has_issue(message):
if (re.search(r"issue\snumber", message.lower())):

return True
return False

4.2 Machine Learning
These were the steps involved in our process of applying machine learning:

1. Relevant features were extracted for all commits.
2. The data was split into training and test sets by two methods: cross-validation and On-

line Change Classification (see section 2.6).
3. Over- and undersampling or both were applied to the training set
4. A random forest classifier was trained on the data.

We have used version 0.19.1 of the Python library scikit-learn [20] for machine learning
purposes along with its various implementations of machine learning algorithms. Our im-
plementation of Online Change Classification is adapted for use with scikit-learn as well.

Our SZZ implementation and machine learning approach is based on producing predic-
tions for commits, similar to Kamei et al. [13]. A commit in the Git sense is a collection of
changes to files. It should be noted that bug prediction can also be done at multiple other
levels, for instance file [36] or component [18, 36] level. The advantages of predicting at a
commit level are that developers can act immediately on the results of the prediction, with
the code and its context fresh in their memory, and that there is less code to examine given
the finer granularity. The disadvantages of predicting at a commit level is that finer gran-
ularity also makes it harder to make accurate predictions. Predictions can also be made
at the level of individual file changes [14, 35] and the same concerns of granularity are
applicable here.

When training our machine learning model we used a fixed initial random seed of 675
for each run. This number was obtained by generating a random number in the range of
0 to 999 inclusive. The training and test set splitting, sampling and classification were
all based on this random number. The range of dates that were considered is shown in
Table 4.1. This was also the range that we used for fetching issues from the BTS, which
is reflected in the JQL query used, see Section 4.1.1.
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Hash value Commit date
First commit 8a0dc230f44e84e5a7f7920cf9a31f09a54999ac Sun Nov 5 21:16:01 2006 +0000
Last commit 02d6908ada70fcf8012833ddef628bc09c6f8389 Tue Feb 20 10:33:53 2018 +0100

Table 4.1: The first and last commit used in our dataset. The date
range also applies to the issues that were fetched from the BTS.

4.2.1 Features
In table 4.2 all tested features are listed. Most of them have been used previously by Kamei
et al. [13] and are improvements on previous studies like Nagappan et al. [18]. The first
thirteen features was extracted by parsing the Jenkins repository either through the git log
or by blaming each file in each change.

As for the last two features, a special tool was used to first mine the couplings between
each file. The tool we used to mine the coupling features was code-maat, version 1.1 [31]
which is described more thoroughly in the book Your Code as a Crime Scene [32]. This
is a tool primarily made for analyzing software repositories. Using the ”logical coupling
analyze” feature provided by the tool, it is possible to extract the logical coupling for each
pair of files in a software revision. The output is then a dataset with each possible pair of
files’ grade of coupling. With this dataset, we could look at what files were changed in a
commit and compare these with the files in the dataset.

The feature for the number of highly coupled files is calculated for each changed file,
and measures to what degree they are coupled to other files. Highly coupled files are files
that are changed very frequently together in previous commits. In the dataset produced by
code-maat, highly coupled files will have a grade of coupling close to 100%. The highly
coupled feature is then how many files have a coupling degree of 100% in a commit. Next
we also have the number of non modified coupled files feature. If there are files that are
highly coupled to the changed files, but have not been changed in the same commit, there
might be a higher risk of introducing a bug.

4.2.2 Training and Test Set Splits
To allow for comparison of validation techniques, training and test sets were chosen both
by k-fold stratified cross validation and Online Change Classification [30]. However, when
we applied Tan et al.’s approach [30] we did not use an updatable algorithm, i.e. ADTree,
but instead batch trained with new model instances on each split with the Random Forest
algorithm. This decision was taken for two reasons. First, scikit-learn at the time of writing
this paper had no available implementation of ADTree. Second, scikit-learn had a limited
number of other options for online learners which were unsophisticated in comparison to
Random Forest, such as perceptrons.

In table 4.3, our parameter setup for the Online Change Classification is presented. The
SGAP is the gap, in terms of days counted from the first commit in the repository, where
commits are discarded. This is due to them potentially being unrepresentative of later com-
mits. EGAP is the opposite and in terms of days before the last change was made. The
reason for discarding these is that bugs in these commits have potentially not yet been dis-
covered. The train duration determines initial span of the training set; the span increases for
consecutive iterations of training. The test duration determines the time span for the test set
and is constant for each iteration. In addition to these parameters, the hash value of the last
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Definition Hypothesis Related work

Line of code added
Total lines of code

The overall number of lines of code added is
a good measurement if a change introduces
bugs. If a commit adds a lot of code, then it
is more likely to introduce bugs.

Nagappan et al. [18],
Kamei et al. [13]

Lines of code deleted
Total lines of code

The same as with added lines of code. Nagappan et al. [18],
Kamei et al. [13]

Files churned
Number of files

The same as with added lines of code. Nagappan et al. [18],
Kamei et al. [13]

Previous version lines of
code

If the previously touched files are big, then
the risk is higher that a change introduces a
bug.

Kamei et al. [13]

Number of modified
subsystems

If a change touches many different subsys-
tems, it is more likely to introduce bugs.

Kamei et al. [13]

Number of modified
subdirectories

The same if a change involves many
subdirectories as for subsystems.

Kamei et al. [13]

Entropy Entropy gives a measurement in how big the
spread of the change is for all involved files.
If the entropy is high, the risk is higher that
a change introduces bugs.

Kamei et al. [13]

The purpose of a change If a change is set as a fix it could be part of
a longer chain of bug fixes. That means it
could be prone to further bugs.

Kamei et al. [13]

The number of authors With a higher number of authors for a file,
the risk for introducing bugs is higher.

Kamei et al. [13]

The time between an
authors contributions

If the last change of a file is close to the
current one in time, the risk of introducing a
defect is higher.

Kamei et al. [13]. See
section 4.2.1 for further
explanation.

The number of unique
changes

The number of unique changes, changes that
link back to another change uniquely, give a
measurement of how many previous changes
a developer needs to keep track of.

Kamei et al. [13]

Overall experience A developer with experience in the code
repository introduces fewer bugs compared
to an unexperienced.

Kamei et al. [13]

Recent experience With recent experience with code, a devel-
oper has less risk of introducing bugs.

Kamei et al. [13]

Number of highly coupled
files

Intuitively, a change that makes changes
to many coupled files is more prone to
introduce bugs.

D’Ambros et al. [7]. See
section 4.2.1 for further
explanation.

Number of coupled files
for all degrees

This measures the total number of coupled
files, regardless the coupling grade.

D’Ambros et al. [7]. But
with a slight modification.

Number of non modified
coupled files

A change that does not make changes to all
coupled files but only a few of them is prone
to introduce bugs.

D’Ambros et al. [7]. See
section 4.2.1 for further
explanation.

Table 4.2: The features that are extracted and tested on the
Jenkins repository.
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included commit needs to be specified as well in our implementation. As previously men-
tioned in Table 4.1 the hash we used is 02d6908ada70fcf8012833ddef628bc09c6f8389.

We tried our best to choose values for these parameters in line with recommendations by
previous work. For SGAP, we follow the recommendation of Jiang et al. [11] of omitting
the first three years of commits. However, for the Jenkins repository this equates to a start
gap of only 331 days. While the first commit of the repository is dated to 5 November 2006,
the project is known to have existed well before that. The best guess we have for when the
project actually started is 3 October 2004 2, which leads to the SGAP value in question.

For the values of EGAP, GAP and test duration Tan et al. [30] recommend values based
on the average bug fix time. This is the average duration between a bug introducing com-
mit and its corresponding bug fix. The EGAP, and the sum of GAP and test duration,
should each be equal to the average bug fix time. However, we calculated this value to
be 3.5 years for our data. This is too long to be a feasible guideline for our parameter
values; we would not be able to run very many rounds of training and testing, and it makes
the chronological gap between training and test data points very large. Therefore we used
other reasoning for setting these parameter values. For the EGAP value we examined the
spread of bug introducing commits per year, see Figure 5.1, and observed that for year
2016 and onwards there were very few bug introducing commits. On the assumption that
this is due to latent bugs that have not yet been discovered, we set the EGAP such that only
commits made before 2016 are considered. We decided on a test duration of 400 days to
make sure that there are a reasonable number of positive samples in each test set. A rough
estimate of multiplying 400 by the average number of commits per day (about 6.5) and the
percentage of bug introducing commits (about 4%) would then put the number of positive
samples at 104 per test set. If a test set is very large, there is a risk that the training set is to
old in comparison to the test set to allow for reliable predictions, but the alternative means
that prediction score metrics become volatile and unstable. Since Tan et al. offer no other
guidelines on setting the GAP parameter we use 0.2 years, or 73 days, as the value since
they themselves use this value for two of their examined datasets.

The remaining values for initial training set length and update length are simply set so
that 5 rounds of training and testing are performed.

SGAP GAP EGAP Update Train duration Test duration
331 73 781 200 1700 400

Table 4.3: Online Change Classification setup. The unit of all
values is days.

As for the ordinary cross validation, we use the default scikit-learn stratified K-fold
function to perform a 10 fold cross validation. When reporting results for each validation
technique, the results of each run are averaged together. Notice that this allows for the
F1-score to be lower than both precision and recall scores.

4.2.3 Sampling
For the Jenkins core repository which we have examined, we identified about 3.6% of
commits as bug introducing. This imbalance between the classes negatively impacts many

2https://web.archive.org/web/20140701020639/https://www.java.net//blog/kohsuke/archive/20070514/
Hudson%20J1.pdf, fetched 17 May 2018
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machine learning algorithms. We used a few different sampling techniques to balance the
datasets out, so that there was an equal 50-50 balance of positive and negative samples,
in order to improve prediction results. We also tried training prediction models without
sampling for comparison. The sampling techniques that we used were SMOTE for over-
sampling, Cluster Centroids for undersampling, and finally SMOTE + Tomek links which
combines over- and undersampling.

We used version 0.3.3 of the Python imbalanced-learn library [16] which adds sampling
functionality to the scikit-learn library. We also implemented a wrapper for scikit-learn
classifiers which allows the imbalanced-learn sampling techniques to be used in conjunc-
tion with the scikit-learn functions cross_validate and cross_val_score. This allows us
to utilize the existing scikit-learn functionality in terms of iterating through each training-
test split and returning scores. This was not possible without the wrapper since there was
no way to do the sampling properly. This means sampling only on the training set, after
the data has been split.

4.2.4 Machine Learning Model
In a previous study made by Yang et al. [35], they trained multiple Random Forest clas-
sifiers on several datasets with good results. In our setup we have chosen to use a number
of 200 trees to predict with. From trial and error we concluded that performance did not
significantly improve for higher number of trees, and that this number still allowed fast
training.

To support the validity of using Random Forest as our model we apply it to the datasets
given by Kamei et al. [13] and compare their results against ours, see tables 5.5 and 5.6.

The score of our model is measured by precision, recall and f1-score. Accuracy is a poor
indicator of performance since the dataset is unbalanced. For example, given a dataset that
has 10% positive examples, a model that always predicts negative will have an accuracy
of 90%.

Given that our goal is to ultimately make predictions that are useful to developers, we
reason that it is desirable to optimize our tool for precision. If developers feel like the
model does not provide reliable predictions they will quickly learn to ignore the predic-
tions. False positives in particular are damaging in this regard.
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Chapter 5
Evaluation

In this chapter we present our evaluation and results from the steps in our chain, from data
mining to prediction. It includes a discussion regarding the results as well as threats to its
validity.

In section 5.1 our results are presented, which includes metrics scores as well as reposi-
tory statistics. It also includes tables comparing our machine learning model applied both
to Jenkins but also to the datasets presented in Kamei et al’s study [13]. In section 5.2 we
discuss our results, the availability of open source implementations, adapting our imple-
mentation for a different repository and the challenges involved in eventually developing
a usable tool for developers. Section 5.3 deals with threats to validity, and especially the
various pitfalls associated with using the SZZ algorithm in general.

5.1 Results
When analyzing the Jenkins repository we used a timespan of 12 years, see Table 4.1. With
this, the distribution of bugs between these two commits can be extracted, see Figure 5.1.

In table 5.1, the statistics for SZZ on the Jenkins repository is shown. Each bug data
row is a result of using the regex described in 4.1.2 onto commit messages. The general
commits indicates commits which do not contain any of the keywords for the other fields.
These could be messages like ”creating an RC branch” and ”i18n” which do not carry
valuable information.

Table 5.2 shows how many bug introducing commits and bug fixes that have been iden-
tified in each respective dataset. It also shows how many of the bugs that were also fixes.
A fix indicates a change that has been labeled as fix by the purpose feature criteria. An
example of a commit that has been labeled as a bug introducing commit can be found in
appendix B.

The prediction results of our classifier can be found in table 5.3, using three different
sampling techniques and two different validation techniques. Out of the sampling tech-
niques SMOTE oversamples, Cluster Centroids undersamples, and SMOTE + TOMEK
combines over- and undersampling. In addition to averaging over individual runs we also
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General data Quantity
Total number of commits 26,378
Number of identified issues 2408
Number of identified bug fixes 1607
Percent of issues matched to a bug fix 66.7%
Bug data Quantity
Number of bug introducing commits that added something 350
Number of bug introducing commits that updated something 100
Number of bug introducing commits that fixed a bug 168
Number of bug introducing commits with a issue number 3
Number of general commits 336
Total number of identified bug introducing commits 957
Average time between a fix and a bug introducing commit in days 1,247
Median time between a fix and a bug introducing commit in days 1,101
Average time between resolution date for an issue and its creation date in days 155
Longest time between resolution date for an issue and its creation date in days 3146

Table 5.1: Statistics for Jenkins after applying the SZZ algorithm.

Dataset Bugs Fixes Fixes ∩ Bugs Total number of commits/transactions
Bugzilla 1,696 3,973 1,586 4,620
Columba 1,361 1,463 439 4,455
JDT 5,089 10,799 2,218 35,386
Mozilla 5,149 62,888 3,943 98,275
Postgres 5,119 8,933 2,043 20,431
Jenkins (Ours) 954 2,979 808 26,378

Table 5.2: A comparison with the JIT datasets studied in previous
work [13]. The number of bugs is the number of bug introducing
commits that has been found.

Jenkins
K-fold Stratified Cross Validation

Sampling method Precision Recall F1
No Sampling 0.156±0.246 0.026±0.042 0.029±0.034
SMOTE 0.123±0.076 0.212±0.136 0.154±0.096
SMOTE + TOMEK 0.117±0.071 0.206±0.130 0.148±0.091
Cluster Centroids 0.037±0.001 0.945±0.037 0.072±0.002

Online Change Classification
Sampling method Precision Recall F1
No Sampling 0.210±0.177 0.017±0.014 0.031±0.026
SMOTE 0.147±0.041 0.104±0.034 0.116±0.031
SMOTE + TOMEK 0.163±0.018 0.126±0.043 0.137±0.030
Cluster Centroids 0.028±0.004 0.917±0.037 0.054±0.008

Table 5.3: Averaged prediction results and standard deviations

Sampling method Precision Recall F1
No Sampling 0.486 0.038 0.071
SMOTE 0.143 0.091 0.112
SMOTE + TOMEK 0.165 0.104 0.127
Cluster Centroids 0.028 0.923 0.055

Table 5.4: Micro averaged results for Online Change Classifica-
tion
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Figure 5.1: The distribution of found bug introducing commits.
Each bar represents the number of commits that have been marked
as bug introducing for a certain year.

Figure 5.2: Feature significances using SMOTE+TOMEK. The
features are sorted with the least significant feature at the top of
the y axis. The significance is then shown at the x axis where
each significance is a number between one and zero.

show the micro-averaged results for Online Change Classification in Table 5.4, since par-
tition size and class balance varies for each run with this validation method.

The results in 5.5 are the results from running our classifier on the JIT datasets, with
the same parameters as on Jenkins. The validation has not been done using the Online
Change Classification technique.

In Figure 5.6 the original results from Kamei et al.’s research are presented. Kamei et al.
stated that they have resampled the data to achieve these results. Compared to our sampling
methods, they have only used a single sampling method which was random undersampling.

Finally we have extracted the feature significances when training a Random Forest Clas-
sifier on the entire dataset, the result of which are presented in Figure 5.2.
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Bugzilla Columba
Sampling method Precision Recall F1 Precision Recall F1
No sampling 0.71 0.54 0.62 0.67 0.46 0.54
SMOTE 0.71 0.56 0.63 0.64 0.51 0.57
SMOTE + TOMEK 0.73 0.53 0.61 0.65 0.47 0.55
Cluster Centroids 0.52 0.79 0.63 0.41 0.80 0.54

JDT Mozilla
Sampling method Precision Recall F1 Precision Recall F1
No sampling 0.41 0.06 0.11 0.52 0.07 0.11
SMOTE 0.45 0.08 0.13 0.55 0.07 0.12
SMOTE + TOMEK 0.45 0.05 0.08 0.61 0.04 0.08
Cluster Centroids 0.15 0.86 0.26 0.06 0.96 0.11

Postgres
Sampling method Precision Recall F1
No sampling 0.67 0.41 0.48
SMOTE 0.65 0.42 0.50
SMOTE + TOMEK 0.68 0.37 0.47
Cluster Centroids 0.35 0.84 0.49

Table 5.5: K-fold Stratified Cross validation comparison with the
JIT datasets

Precision Recall F1
Bugzilla 0.54 0.69 0.60
Columba 0.51 0.67 0.58
JDT 0.26 0.65 0.37
Mozilla 0.13 0.63 0.22
Postgres 0.49 0.65 0.56

Table 5.6: Original results from Kamei et al. [13].

5.2 Discussion
Our model achieved an F1-score of 15.4% using k-fold stratified cross validation, and a
somewhat worse result using Online Change Classification of 12.7%. The difference in
performance was expected and is in line with previous work [30, 12]. The best results
were achieved when oversampling, where performance was similar between SMOTE and
SMOTE+TOMEK. The performance is likely not good enough to make the model useful
in a real life setting; it is notable however that the precision performance of 16.5% using
Online Change Classification does represent a 458% improvement compared to random
chance, which would be 3.6%. Additionally, as the F1-score performance is comparable
to Kamei et al.’s results for the JDT and Mozilla repositories it seems reasonable to think
that our implementation works as intended.

Undersampling worked poorly, likely due to the small amount of data points left after
sampling, and led to the classifier predicting almost all samples to be positive. As for using
no sampling at all, while precision score was high it had abysmal recall. Of course, pre-
cision is the most important metric with considerations to making the predictions useful
which means we should not ignore this result.

It should be noted as well that we could likely improve precision scores for the other
methods at the cost of recall if we set the decision threshold higher than the default of 0.5.
Where to draw the line on what is an acceptable level of trade-off between precision and
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recall is an important question for future work.
To be able to evaluate which features are worth using and which features that has to be

improved, we extracted the feature significances from the Random Forest. In Figure 5.2,
each features significance are displayed as a value between one and zero. They are also
sorted so that the least significant are the top most and the most significant on the lower
part of the graph. The feature significances do not vary depending on which sampler we
have used so we are only showing the results from the best one, SMOTE+TOMEK. As can
be seen in the Figure5.2, the most significant features are the code churns and the diffu-
sion features. Since many of the commits that has been classified as bug introducing have
changed in many files but also in many subsystems, it is no surprise that these features are
the most significant. As for the coupling features, they need to be studied further. Ac-
cording to D’Ambros et al. [7], these features should be more useful than they are in our
model. Currently, all coupling features are extracted as absolute values. As an alternative,
the number of highly coupled files could be divided over the total number of coupled files
in total. Another idea would be to measure the number of coupled files with regard to the
number of subsystems. If many files change together, but belong to different subsystems,
such feature could give a measurement in how much the subsystems actually depends on
each other.

Overall we concur with the criticism made by Rodríguez-Pérez et al. [25] of the fact
that very few studies make their source code available. Our study shifted focus as a di-
rect consequence of this, since the implementational work took a lot of time and effort.
Rodríguez-Pérez et al. observed that many studies do not use the best versions of the SZZ
algorithm, and offered the explanation that this is due to lack of readily available imple-
mentations. Some reports do not clearly state which version was used, or they use their
own mixture of ideas. This hurts not only reproducibility, but also quality of results, since
a common implementation would have more people working on it. For this reason we have
released our code on Github [19] so that future research can be made easier.

When considering future directions for our project, making our SZZ implementation
compatible with other repositories is essential. Although most of the code is applicable to
any repository, the part that identifies bug fixing commits is specific to the Jenkins repos-
itory. If one wishes to include new repositories, this part would need to be adapted or
rewritten to different extents, depending on what project or BTS is to be included.

An alternative would be to implement a repository-independent version that sacrifices
accuracy by not considering any BTS and instead relying solely on the version history
logs, i.e. ASZZ which was mentioned in Section 3.1. However, this approach would not
guarantee acceptable results. For instance, it would not work at all for the Jenkins reposi-
tory. In Jenkins, bug fixing commits do not necessarily include the words ”bug” nor ”fix”;
they reference an issue id (e.g. ”JENKINS-1234”) whose format is specific to Jenkins.

A second alternative would be to use a classifier trained on one project to predict on
samples from a different project, so called cross project prediction. This was tried by
Zimmermann et al. [36], however with poor results: ”Out of the 622 non-trivial cross-
project combinations, only 21 had precision, recall, and accuracy values which satisfied
our criteria; an alarmingly low success rate of 3.4%”.

When eventually building a tool for developers there are a few things that should be
kept in mind. Previous attempts at introducing bug prediction in real life settings have
demonstrated difficulties in providing value to developers. The ones we have looked at
are case studies done at Google [17], Infopark [23] and Cisco [30]. These case studies
have pointed to two main obstacles in making bug prediction useful to developers. First,
unreliable or unknown quality of predictions, and second a lack of actionable interpreta-
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tions of the predictions.
The first part concerns the fact that it is hard to achieve satisfying results on precision

and F1 measures. The quality of the model can be difficult to even assess reliably since this
would require laborious manual inspection of identified bug introducing commits. This
was also the case for us when we attempted to build a model based on the Jenkins core
repository.

The purpose of an eventual tool would be to find bugs that are not typically caught either
by testing or reviews. This means that even if the model correctly predicts a commit to be
bug introducing, the inspecting developer might still not find the bug even with this infor-
mation. This means that even if high precision is achieved by the model, the perception of
precision could still be low.

As for the second obstacle, a finding that has been consistent for all three of these at-
tempts is that actionable recommendations are needed for developers to trust the model
and to be able to act on predictions. By actionable recommendations we mean recommen-
dations that give developers concrete suggestions for actions to be taken. For example,
TLOC or Total Lines of Churn is a common process metric used for bug prediction. This
feature does not however make for actionable interpretations. If a developer is told that a
commit was predicted buggy due to it being long, the explanation is not helpful. In con-
trast, if a developer is told that a commit was predicted buggy due to introducing a modulo
operator; then they can review that the modulo operator has been applied correctly.

Taking actionable recommendations into consideration constrains the choice of machine
learning algorithms to those which are interpretable, i.e. white box models. These white
box models, such as decision trees, can be contrasted with black box models, such as deep
neural networks. The disadvantage of using such models is that you typically trade-off
performance when choosing a white box model over a black box one.

To verify that our implementation of the SZZ algorithm is somewhat correct, we have
manually taken a few samples of the commits that were labeled bug introducing and in-
spected them. As seen in Table 5.1, most of them either added or fixed a bug. By picking
a random commit from these bug introducing commits, like the one in Appendix B, we
could confirm that it actually fixed a bug and that it then should be labeled as a partial fix.

5.3 Threats to Validity
The SZZ algorithm has a number of acknowledged limitations, both regarding the first
part linking bug tracker issues to bug fixing commits as well as the second part linking
bug fixes to bug introductions. These limitations are summarized in Table 5.7

The efficacy of the first part of SZZ is largely dependent on developer discipline. Con-
sistency of commit messages across bug fixes and a well maintained bug tracker system are
essential. As mentioned previously, an important reason for picking the Jenkins repository
as our object of study was that it had a well maintained BTS. With this in mind we consider
inaccurate mapping and systematic bias to be of lesser concern. It should be noted as well
that we have manually inspected commit messages in order to verify that our results were
reasonable. It is however true that we were only able to find bug fixes for 2 out of 3 issues
in the BTS, which means we have an incomplete mapping with a significant percentage of
issues for which we could not identify a bug fix.

As for the limitations associated with the second part we can not tell to what extent they
impact our resulting data. Verifying the veracity of data that this part of the SZZ algorithm
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Part Type Description

First part
Incomplete mapping [1] The fixing commit cannot be

linked to the bug
Inaccurate mapping [2] The fixing commit has been linked

to a wrong bug report, they don’t
correspond to each other

Systematic bias [1] Linking fixing commit with no
real bug report

Second part

Cosmetic changes, comments,
blank lines [15]

Variable renaming, indentation,
split lines, etc.

Added lines in fixing commits [6] The new lines can not be tracked
back

Long fixing commits [6] The larger the fix, the more false
positives

Semantic level is weak [33] Changes with the same behavior
are being blamed

Correct changes at the time of
being committed [6]

Changes in other parts of the
source code base trigger a bug
issue in another part

Commit Squashing [9] Might hide the bug introduc-
ing commit, loosing authorship
information

Table 5.7: Limitations of the SZZ algorithm. Table is copied
from Rodríguez-Pérez et al’s paper [25].

provides is both time-consuming and requires knowledge of the underlying source code.
In our work, since we have neither the time nor the knowledge to manually verify results,
we instead assume the data to be correct. For those who are interested, the best evaluation
we could find regarding SZZ performance was done manually in 2014 by Davies et al. [8],
see section 3.3.

What also could threaten the validity of the result is the fact that only the two of us have
worked with the code base of our implementations. Due to this, the code could potentially
contain a lot of bugs. However, our hope is that our implementation will be improved by
a larger community which would in time raise the robustness of the code.
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Chapter 6
Conclusions

In this study we have implemented infrastructure for predicting bug introducing commits
with the help of machine learning. We have developed the tool chain, from mining a dataset
to making the actual predictions, that is needed to make further investigations in this field.

We have implemented the SZZ algorithm with regards to the Jenkins core repository
and then used this implementation to produce a dataset of labeled commits. Furthermore,
we have implemented feature mining scripts to extract features for the labeled commits
and trained a Random Forest classifier on the dataset. Lastly, we have implemented On-
line Change Classification in order to accurately validate our prediction model. The best
F1-score results of the trained classifier with k-fold cross validation was 15.4% and with
Online Change Classification 12.7%.

With the help of our implementations, future researchers will be able to reproduce our
results but will also be able to generate new datasets. When considering avenues for future
work, especially as it pertains to making more open source implementations available, we
consider the following ideas to have good potential.
• Implementing the dependency approach [27].
• Combining SZZ with the dependency approach as suggested by Davies et al. [8].
• Implementing a system for providing actionable recommendations from the machine

learning model [30].
• Implementing da Costa et al’s [6] method of evaluating plausibility of SZZ results with-

out manually reviewing code.
Utilizing a combination between the SZZ algorithm and the dependency graph ap-

proach, Davies et al. [8] showed that there is potential to improve dataset generation. The
combination can be done in different ways depending on what metric is prioritized such as
precision, recall, F1 score or even computational effort. Davies et al. also showed that if
only one approach is to be used, then the dependency approach wins out when it comes to
metric scores. This is done at the cost of computational effort. This shows the importance
of implementing the dependency approach independently of whether it is combined with
SZZ or not.

For a future tool to be truly useful for reviews, the output must be helpful and inter-
pretable for the reviewer so that a clear course of action can be taken. Otherwise the tool
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might not convince the reviewers that it is helpful and lead to it becoming obsolete and
abandoned. Actionable recommendations is argued both by Tan et al. [30] and Lewis et
al. [17] as being crucial in terms of industry adoption of bug prediction tools.

A method for automatically evaluating the result of SZZ would be very valuable. As
long as the reliability of underlying bug prediction datasets are uncertain, we can not truly
judge the efficacy of models built on top of these datasets. As mentioned previously,
manually verifying SZZ-generated data is often unfeasible which makes da Costa et al’s
[6] framework valuable as an alternative.

Our work will be available on Github [19] where the complete chain can be executed.
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Appendix A
Code structure

1. fetch.py - A script that gets the issues from the JIRA and saves them to a JSON object.
2. git_log_to_array.py - A script to convert the git log to a JSON object.
3. find_bug_fixes.py - The script that tracks down bug fixes in the BTS system. The

output is a JSON with the format:
{

"Bug-ID": {
"creationdate": "YY-MM-DD HH:mm:ss <time_zone>",
"commitdate": "YY-MM-DD HH:mm:ss <time_zone>",
"resolutiondate": "YY-MM-DD HH:mm:ss <time_zone>",
"hash": "<hash>"

},
"Bug-ID": {

"creationdate": "YY-MM-DD HH:mm:ss <time_zone>",
"commitdate": "YY-MM-DD HH:mm:ss <time_zone>",
"resolutiondate": "YY-MM-DD HH:mm:ss <time_zone>",
"hash": "<hash>"

}
}

4. szz-0.1.jar - This is the part of the SZZ algorithm which tracks bug introducing com-
mits using the issues given by the issue_list.json script. It is executed by either running
the gradle build script with the runJar command or by generating the jar. The runJar
option uses the default input arguments and do not produce anything other than the
resulting find_and_introducers_pairs.json file. This is useful when further developing
the algorithm. As for the second alternative, the gradle script should be executed with
the fatJar option. With this file, the user can specify the following parameters:
• -i The path to the issue JSON file.
• -r The path to the local git repository.
• -d The depth that that the line numbering graph should use. See Section 4.1.2 for

further explanation.

45



A. Code structure

• -c How many threads that should be used by the algorithm. The default is the number
of cores on the computer.

The output will be the fix_and_introducers_pairs.json which includes possible pairs of
bug fix commits and the possibly responsible bug introducing commits.

[
[

"<bug_fix_hash>",
"<bug_introducing_hash>"

],
[

"<bug_fix_hash>",
"<bug_introducing_hash>"

]
]

5. assemble_labels.py - This script parses the fix_and_introducers_pairs.json file and
produces a csv file containing the labels that can be used by a machine learning model.
It also has the possibility to draw the distribution of bug introducing commits as a bar
diagram.

6. assemble_code_churns.py - This script analyses a local git repository and extracts the
relative code churns, which are described in Section 2.4. The output is a csv file with
each change listed in order with its features in its columns.

7. assemble_diffusion_features.py - This is the diffusion features extraction script. The
diffusion features is described in Section 2.4. It analyses a local git repository and saves
them to a csv file.

8. assemble_purpose_features.py - This is the purpose feature extraction script. This
feature is described in Section 2.4. It analyses a git repository and saves them to a csv
file.

9. assemble_history_features.py - The history features extraction script. It extracts the
history features from a local git repository to a csv file. The features are described in
Section 2.4.

10. assemble_experience_features.py - The experience features extraction script. It ex-
tracts the experience features from a local git repository. The features are described in
Section 2.4.

11. analyze_commit - A simple bash script which is intended to be executed in a docker
container. This script runs the code-maat tool [31] on a git repository. It analyses the
git log and produces a file that describes the coupling between all files in the repository.

12. assemble_features.py - This scripts takes advantage of docker to run scripts on git
repositories. Using scripts like the analyze_commit, it is possible to run tools and
scripts that have dependencies that normally is not installed on the running system.

13. assemble_coupling_features.py - This script extracts the coupling features. It uses
the resulting files from the code-maat tool and extracts the features to a csv file. The
features are described in Section 2.4.

14. general_data.py - This script extracts information such as how many actual fixes that
exists, how many bugs there is and how many bugs that are fixes.

15. model.py - This is the prediction script. It can evaluate models, train models and clas-
sify individual examples. Using the combined features, which are extracted and merged
with the assemble scripts before, this script predicts if a change is buggy or not.

16. random_forest_wrapper.py - Contains an implementation of a wrapper which applies
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sampling before doing the cross validation.
17. time_sensitive_split.py - Contains an implementation of the Online Change Classifi-

cation used to create train and test data.
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Appendix B
A Bug Introducing Commit example

An example of a commit that is a bugfix but which is not parsed as one by the SZZ al-
gorithm, is the one below. The commit message indicates that a filereader is not properly
closed thus a memory leak occurs. The commit message also indicates that a bug has
been found through a FindBugs finding. Inspecting the code further gives an indication
that only a cosmetic change in placement of the imports has been made.

commit 0cd964074a723a08c3bec23cfc73f0c5721e6868
Author: C..... K..... <....@..x.de>
Date: Sun Jul 17 23:26:24 2011 +0200

Close FileReader (FindBugs finding)

diff --git
a/core/src/main/java/hudson/ClassicPluginStrategy.java
b/core/src/main/java/hudson/ClassicPluginStrategy.java

↪→

↪→

index 853ff1c8ef..b1e84bebc5 100644
--- a/core/src/main/java/hudson/ClassicPluginStrategy.java
+++ b/core/src/main/java/hudson/ClassicPluginStrategy.java
@@ -23,20 +23,20 @@

*/
package hudson;

+import hudson.Plugin.DummyImpl;
import hudson.PluginWrapper.Dependency;
import hudson.model.Hudson;
import hudson.util.IOException2;
import hudson.util.MaskingClassLoader;
import hudson.util.VersionNumber;

-import hudson.Plugin.DummyImpl;
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import java.io.BufferedReader;
+import java.io.Closeable;
import java.io.File;
import java.io.FileInputStream;
import java.io.FileReader;
import java.io.FilenameFilter;
import java.io.IOException;

-import java.io.Closeable;
import java.net.URL;
import java.net.URLClassLoader;
import java.util.ArrayList;

@@ -46,14 +46,14 @@ import java.util.Collections;
import java.util.Enumeration;
import java.util.HashSet;
import java.util.List;

-import java.util.jar.Manifest;
import java.util.jar.Attributes;

+import java.util.jar.Manifest;
import java.util.logging.Level;
import java.util.logging.Logger;

+import org.apache.tools.ant.AntClassLoader;
import org.apache.tools.ant.BuildException;
import org.apache.tools.ant.Project;

-import org.apache.tools.ant.AntClassLoader;
import org.apache.tools.ant.taskdefs.Expand;
import org.apache.tools.ant.types.FileSet;

@@ -86,8 +86,13 @@ public
class ClassicPluginStrategy implements PluginStrategy {↪→

boolean
isLinked = archive.getName().endsWith(".hpl");↪→

if (isLinked) {
// resolve the

.hpl file to the location of the manifest file↪→

- String
firstLine = new BufferedReader(new FileReader(archive))↪→

- .readLine();
+ final String firstLine;
+ BufferedReader

reader = new BufferedReader(new FileReader(archive));↪→

+ try {
+ firstLine = reader.readLine();
+ } finally {
+ reader.close();
+ }

if (firstLine.startsWith("Manifest-Version:")) {
// this is the manifest already

} else {
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@@ -302,7 +307,7 @@ public
class ClassicPluginStrategy implements PluginStrategy {↪→

wrapper.setPlugin(new DummyImpl());
} else {

try {
-

Class clazz = wrapper.classLoader.loadClass(className);↪→

+ Class<?>
clazz = wrapper.classLoader.loadClass(className);↪→

Object o = clazz.newInstance();
if(!(o instanceof Plugin)) {

throw new IOException(className+" d ⌋

oesn't extend from hudson.Plugin");↪→
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Code reviews are ubiquitous in large scale software development. We have imple-
mented an approach using machine learning to help reviewers prioritize their efforts
on high risk code.

Code reviewing is a common tool in software
development for analyzing commits. A commit
is a collection of changes to a program made up
of added and deleted lines of code. When a devel-
oper puts up a commit for review, their peers look
at the committed code and make sure the change
is sound, that the code follows established conven-
tions and that it does not introduce any bugs. The
last part can be tricky, as well as time consuming,
and some bugs are bound to slip through. How-
ever, it is of great interest to catch these bugs as
early on as possible. Fixing a bug once a program
has been released is much more expensive than
fixing it during the review process. If more bugs
could be caught at this early stage, it could save
development teams a lot of time and money. One
way to do this would be to direct code reviewers
so that they focus on commits that are more likely
to introduce bugs.
Machine learning could possibly be of help here.

If a machine learning model is presented with
many examples of bug introducing commits, as
well as clean commits, it could learn to recog-
nize them. Unfortunately, which commits intro-
duced what bugs is not usually kept track of. That
means a big part of our work consisted of taking
a large number of commits and labeling them, so
that we could use them to train our machine learn-

A Code Reviewing Process.

ing model.
The method we used to go about labeling these

commits is called the SZZ algorithm. It takes bug
reports as input and from these reports it tries
to deduce what commits were responsible for in-
troducing each bug. However, even though the
SZZ algorithm has been around for 13 years, there
were no suitable implementations available for us.
Therefore we undertook the effort of implementing
this algorithm.
The SZZ algorithm works in two steps: first it

tries find a bug fixing commit for each bug report,
and second it tries to pair each bug fix with one
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or more bug introducing commits.
In our study we implemented and applied the

SZZ algorithm to a large open source software
repository, Jenkins. Out of 26,000 commits in the
project, we identified 1,000 commits as bug intro-
ducing, or slightly less than 4 percent.
The metric by which we measured the perfor-

mance of our machine learning model is called the
F1-score. It is a combination of how often the
model is correct when it says a commit is bug in-
troducing, and how many of the bug introducing
commits it correctly identifies. The best realis-
tic score we achieved was 13.7%. Although this
is probably not good enough for use in a real life
setting yet, it is a significant improvement when
compared to random chance which would give an
F1-score of only about 4%.
In addition to our machine learning model re-

sults, one of our main contributions is that we
have released the code we used for our implemen-
tation as open source software. Our hope is that
future researchers will use our implementations to
improve upon our results. The software repository
can be found at https://github.com/wogscpar/
SZZUnleashed.

https://github.com/wogscpar/SZZUnleashed
https://github.com/wogscpar/SZZUnleashed
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