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Abstract

Risk management is a key component of the DevOps philosophy. In contrary to the
general paradigm of making data driven decisions, it is an area that largely is based
on subjective predictions and gut feel of involved competence. One of the benefits
of a DevOps workflow that includes versioning tools, is the metadata stored during
the development process. This paper studies if this metadata can be used in order to
automate some parts of the risk assessment process, and to what extent subjectivity

can be removed from the process.
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Chapter 1

Introduction

The current handling of change deployment at Sinch AB includes a risk assessment step based on
human estimation. This process is time-consuming, especially for cases deemed critical, in which
a committee of senior employees has to review the change before deploying it. An automated risk
assessment service integrated into the company’s existing ecosystem could potentially alleviate the
need for human intervention and render some of these costly meetings unnecessary, thus freeing
important resources. An automated process could also potentially reach a higher general precision
and expedite the risk assessment process in general. This would be a big step in enabling a culture of
data-driven decision making, and further reinforcing the DevOps mindset, allowing the company
to better meet ever-increasing customer demands.

1.1 Background

The general idea behind the project was proposed by the Malmo-based software company Sinch
AB. Through discussion involving supervisors at the Department of Computer Science at LTH,
as well as stakeholders at Sinch, the idea was processed until it met the requirements of a thesis
project, while still being of interest to stakeholders at Sinch. There has been a substantial amount
of research done on the software risk assessment area, however, the results are often abstract in
nature and offers no tangible guidance as to how they would be bountifu”y imp]emented. Our
hope is that through combining a theoretically heavy part with a more hands-on case study, we
will be able to present resules that both contribute to the body of knowledge, and offers value
creation in Sinch’s day-to-day operations.

1.2 Project Purpose

The purpose of this thesis is to investigate whether there are factors available for extraction during
the software development process that can be analyzed in a way that facilitates fair risk assessment




on a deployment-level. This factor extraction and risk assessment process shall require minimal
human intervention and involve minimal human judgment. The result of the risk assessment is
meant to function as an integrated last-line-of-defence in the CD-pipeline currently employed at
Sinch. It shall be investigated whether the assessment is accurate enough to allow deployments with
a low risk score to be automatically deployed to production, whereas ones with a higher score need
to be stopped and reviewed manually. In the case that such extensive automation is not feasible,
it will be studied how the automated assessment can be used to otherwise facilitate the company’s
risk management work. It is believed that a more nuanced result than the current single value
approach could be of assistance in the reviewing process, and in deciding which competence needs
to be involved, and perhaps even more relevant, what competence does not need to be involved.

1.2.1 Research Questions

To summarize, the questions that the project intends to answer can be formulated as:

R1 Are there development-related meta factors that can be extracted from common versioning
tools, that can help in assessing risk associated with software deployment?

R2 Can this risk assessment method be utilized to implement an automated last-line-of-defence
service integrated into the currently used development pipeline, and how would this benefit

Sinch?

1.3 Methodology

To answer these questions, a two-pronged approach was applied. Firstly, a literature scudy was
conducted. The main aim of this literature study was to find which risk factors usually are consid-
ered when assessing risk in a software development context, as well as to find common methods
of assessing software risk. Tangential areas that proved important during the case study will also
be touched upon. Existing risk models and previous studies regarding software risk factors were
considered. Methods of assessing software risk, used in the different models, are described and the
most prominent and frequently occurring software risk factors are presented.

Secondly, a case study was carried out at the company Sinch AB. In the study, git metadata,
found in the largest Sinch project, could be extracted. By then utilizing the so called SZZ algorithm,
it was possib]e to label speciﬁc commits as f‘aulty or non—Fau]ty, making it possib]e to ana]yze the
risk contribution of different commit factors, like number of insertions, files changed, etc. The
analysis was done both through manual statistical analysis and by the use of machine learning.
The results from this risk factor impact analysis was then harnessed in order to design DevOps-
compatible automated risk assessment tool, which is believed to realize business value at Sinch. A

more detailed, step by step, description of the case study approach is described in Chapter
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1.4 Related Work

Gitrisky

Gitrisky [26] is a commit-level risk prediction tool developed by Henry Hinnefeld. It is based
on the metadata available in git and it utilizes machine learning to predict the risk of a commit.
The way Hinnefeld defines faulty states and subsequently label bugs is a continuation of the SZZ
algorithm, an algorithm that we also concluded worked the best for our use-case. Generally, it can
be said that gitrisky had a bottom-up perspective, and started out by figuring out what could be
implied from a single commit. We took a top-down approach and tried to figure out what kind
of service could help in the context of DevOps and risk management at Sinch. Our results ended
up having both a similar process and similar results to gitrisky, something that further solidifies
the merits of the approach. However, we expanded on the work and conducted research on what
factors seem to have the most influence on bug risk and also evaluated different machine learning
algorithms by investigating their performance on projects with varying sizes and purposes. Our
tool proved better suited for large size projects and is built with DevOps integration in mind.
Furthermore, it considers complete deployments and can produce a risk score on sets of commits,
whereas gitrisky on]y looks at the individual commits.

Reproducibility and Credibility in Empirical Software Engineering: A
Case Study based on a Systematic Literature Review of the use of
the SZZ algorithm

This study [51] investigates the performance of the bug identification algorithm which is based on
the assumption that “a given bug was introduced by the lines of code that were modified to fix it”,
i.e the same assumption used by Hinnefeld. They outline some common mistakes in studies that
are based on this method, and also some limitations of the method itself. The implications of this,
and ways to increase the bug labeling accuracy is discussed in section

Automation Possibilities in Information Security Management

One of the sub-goals of the thesis project was to study ways of automating risk assessment in
order to comply with ISO-27001 standards. Although the standards mostly concern information
security, it is believed that risk management is a key component in achieving the certification.
Automation Possibilities in Information Security Management is a paper that explores what parts of this
risk management work that can be automated, to what ends, and what tools would be necessary.
The tools mentioned in the paper differ from the ones in use at Sinch, but some of the principles
and the ISO-related context pertain to our work, especially in relation to research question R2.

ISO 31000:2009—Setting a New Standard for Risk Management

ISO guide 31000:2009 [49] is a widely used framework for risk management and referenced often
in research on the area. This document was used as a frame of reference for the risk management
work and activities. Later in the project, we scoped heavily, and our results are more in the scope
of risk assessment, a component of risk management. The document was invaluable in providing a

11



birds-eye view of common risk management guidelines and to codify the otherwise rather abstract
risk-related concepts.

1.5 Contribution Statement

We have worked in close tandem for most parts of the project, both in a research and writing sense.
Regarding the theory chapter, Andreas was slightly more involved in the risk model and risk factor
sections, while Karl was slightly more involved in the beginning and end parts of the Risk section,
and in the DevOps, Machine Learning and Code Quality Metrics sections. For the investigative
part of the case study we worked closely together. Going forwards, Karl was slightly more involved
in implementing the factor extraction and bug labeling implementation. The applied factor risk
impact analysis brings the first clear split, where Andreas did the manual statistical approach,
and Karl was responsible for the machine learning. Our work during findings and discussion is
indistinguishable.
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Chapter 2
Theory

This section aims to afford the theoretical background needed to understand the discussion in the
later parts of the paper, and to lend scientific backing to solutions propositioned. Furthermore, it
will help in designing the case study in a way that furthers research rather than just replicates it.
The research is interdisciplinary, and areas touched upon include risk, risk management, DevOps,
and machine learning. It is hoped that the section will provide the base for what factors to study in
order to answer research question R1, and the DevOps philosophies to consider when answering
research question R2.

2.1 DevOps and the Continuous Paradigm

The world of software development has undergone a series of‘paradigmatic shifts Of‘varying mag-
nitudes, the shift from a waterfall-based development mode to an agile one being one of the better
known. Some argue that the area is in a transitional phase right now [32]. This shift is caused
mainly by the emergence of a new field, DevOps, a branch concerned more with the how, than
with the what of software development. Traditionally, there has been, for any medium to large
scale software deve]oper, a clear distinction berween the development side ofthings and the oper-
ations side of things [3]. DevOps aims to blend these areas in a way that minimizes the overhead
created by this schism, thus enabling developers to much more frequently deliver code updates,
leading to a less rigid, and more adaptable workflow [29].

To contextualize the results of this report it essential to have an understanding of some of the
most central DevOps concepts. Generally, how far the company has gotten in this process can be
divided into three different stages [58]: continuous integration (CI), continuous delivery (CDE),
and continuous deployment (CD), these will be expanded upon later in this chapter.

13



2.1.1 Workflows and pipelines

One of the most common measurements taken to shift an organization’s processes towards ones
closer to DevOps best practices, is defining a workflow. A workflow, according to Dumas et al [15].
consists of a coordinated set of activities that have to be executed in order to achieve a predefined
goai. The speciﬁcs of this workflow is oftentimes referred to as a pipeline. It is Comprised of the
series of sub-processes that pertain to a software artifact. This pipeline is often circular, or semi-
circular in nature, and encompasses the whole development cycle, from creation to maintenance.
A common way of illustrating this continuous pipeline is as a horizontal eight, such as in figure
How extensive and integrated this procedure is, varies from project to project, and companies can
decide what parts of the development process to define a clear framework for. The following figure
outlines the eight basic phases of an extensive DeVOps pipeiine as it is defined in one work [41].
It can be important to notice that while the terms used to denote the phases vary across related
work, their meaning is rather consistent.

66

AL

Figure 2.1: The activities in a DevOps workflow and how they tie to-

gether [14]

2.1.2 DevOps principles - CAMS

Constructing and implementing a pipeline-based workflow is one thing. Constructing and imple-
menting a pipeline-based workflow that actually benefics the business goals of the organization, is
another. This puts demands on the company infrastructure and culture. One way of highlighting
the factors that make this possible is the CAMS-model [25], popularized by Damon Edwards and
John Willis. This is an acronym that stands for Culture, Automation, Measuring, and Sharing.
The meaning behind these concepts will be expanded upon below.
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Culture

The most central part in the DevOps philosophy is that of a strong company culture. This includes
a host of best practices, and the company’s ability to adhere to these practices [25]. Some common
practices include:

« The usage of an issuing framework, such as Scrum, JIRA, kanban, etc. This is a conventional,
standardized way of focusing, monitoring, and prioritizing the efforts of a team.

+ Monitoring and limiting technical debt. Technical debe is the term for the need of extra
work that will occur down the line because of a sub-par, but quick fix [30]. Limiting the
technical debt means taking this time into account when choosing a solution, and therefore
promotes the imp]ementation of‘easﬂy maintained ones

« Silo awareness and diffusion. Companies often tend to structure organizations by business
function. This model is prone to group over-specialization and that teams tunnel vision on
their own tasks, leading to a lack of inter-organizational communication and collaboration.
Diffusing, or aligning these silos so that they are working towards a common goal is essential
for implementing functional DevOps framework [24].

Generally, the cultural aspect of DevOps needs to be fitted to the specific organizations’ needs
and capabilities. As such, there exist no one-size-fits-all list of practices that need to be imple-
mented [37]. Every organization needs to be studied, and a framework needs to be tailored specif-
ically for it.

Automation

Historically speaking, building, testing, and deploying have all been time-consuming activities, of-
ten performed by a team separate to the one that developed the code [59]. This adds organizational
overhead and leads to a longer lead time, something that DevOps as a field works to minimize. Part
of an effective solution for this problem is automation [38]. Automation is the process of writing a
service or protocol that is able to repeatedly perform a task that used to be handled manually. As
such it can have a larger initial time cost, but if done right, reduce the accumulative technical debt.
To be able to automate an activity efficiently it is essential that a deep understanding of the un-
derlying processes has been acquired, and that they are all sound and serve a purpose. Automating
a flawed process just makes bad processes happen more quickly. Furchermore, it is essential to un-
derstand how much of your organization that can be automated. Not every company can realign to
a cloud-native code fit for total automation, just because some of the most cutting edge actors are.
There are oftentimes going to be legacy code and frameworks where the initial cost of automating
the task is going to be higher than the winnings in reduced technical debt. Some particular areas
do generally lend themselves very well for automation. Characteristics that are often automated
in a DevOps context include [38]:

« Test suites, especially unit tests in a test-driven environment.

+ Code deployment. Enabling a short journey from the development environment to a de-
ployment/production one is key for rapid deployment.

« Production metric collection. Feedback is what enables correct decision making. Quick
feedback leads to the possibility of quick realignment.

15



Measure

At the heart of a well-implemented DevOps workflow, is a continuous improvement process [18],
or CIP for short. One famous example of such a model is Kaizen (from the Japanese "Kai”, meaning
change, and "zen”, meaning good). This model states that the key principles are feedback, efficiency
and evolution. Key features include that big changes should be a result of several small changes,
and come from workers rather than from the top down. It also urges increased ownership over
work and focus on individual improvement [19].

To understand whether improvement is taking place it is essential that there are metrics cov-
ering the areas of interest. Historical monitoring data might also lead to insights into the develop-
ment process as a whole and what type of actions have a higher risk of causing issues further down

the pipeline [25].

Sharing

The final aspect touched upon by the CAMS model is sharing. There are three key components
that are encompassed by the term [30].

« Visibility, the possibility of gleaning insights from separated parts of the organization. The
end goal of high visibility is the knowledge of whether there’s relevant competence located
elsewhere in the organization, and to make sure to avoid double maintenance.

« Transparency, the diffusion of an organization-wide vision and goal. This is key to maintain
the alignment of silos so that everyone is working towards a common goal.

« Transfer of knowledge, the goal for any organization should be to increase, and make avail-
able as much collective intelligence as possible. Information proliferation is also a key aspect.
In order to avoid constraints such as the choke that arises when the one person in the com-
pany with the required competence to perform something for example goes on vacation, it
is important that critical information is shared.

2.1.3 The different stages of DevOps speed

As mentioned before, there are some distinct stages for how integrated the DevOps mindset is
in an organization, and to what extent they have chosen to allow the continuous increments [58].
These stages somewhat loosely defined and can overlap. Generally, however, they can be broken
down into three stages, continuous integration (CI), continuous delivery (CDE), and continuous
deployment (CD). These concepts will be broken down and explained in this section. A prereq-
uisite for implementing these stages in an organization that already has a stcrong culture of agile

development [30].

Agile

Agile is amode of development that focuses on maximizing developer productivity through the use
of certain practices[6]. It emphasizes, among other things the importance of iterative improvement
and cross-functional teams. The most dramatic change from its predecessor the waterfall model,
however, is the emphasis of a cyclical development process . An artifact is developed and iterated
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upon in smaller time-frames often referred to as sprints, whereas waterfall based approaches only
go through each stage once. This difference is illustrated in figure It is believed that this leads
to a quicker value realization for the customer, and a continuous validation process that allows for
the end result to be closer to what the customer expected [50].

Waterfall

Final Qutcome @/
Agile

| p reqts

- - el - —~
Preliminary Outcome Intermediate Outcome @ Final Qutcome @/‘

Figure 2.2: The cyclical nature of agile contrasted with the one-
dimensional nature of the waterfall model [6]

Continuous Integration

This is the first step in the DevOps ladder. Here the goal is for the developers to push to a common
repository as often as possible, preferably several times a day. This method brings several benefits
such as increased fault isolation, lower MTTR (mean time to resolution), and lower risk of dou-
ble maintenance and incompatible solutions [58]. Continuous Integration 1S most Commonly en-
abled through a development pipeline that includes automated builds and testing. Furthermore,
widespread usage of a versioning tool that allows several developers to contribute to a common
codebase is also essential [21]. This stage involves the activities enclosed in the blue marking in

figure

Continuous delivery

When the company has achieved continuous integration, the next step is continuous delivery. This
concept aims at not only being able to merge into the main branch as often as possible but also
being able to release green, updated code to customers rapidly and repeatedly [58].

To achieve this it is important that not only the build, and testing phases are automated, but
also the release process [28]. Releasing green code should be no harder than pressing a button or
writing one command in the command line. Benefits of this philosophy include shorter cycle time,
smaller batches to search for potential bugs, and quicker feedback on functionality in production
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environment [58]. The activities involved in this step are denoted as continuous delivery in figure
2.3

Continuous deployment

This is the most extensive approach. Here the pipeline has to be extensive enough to the point
where even the developers can deploy green code instantly. This allows for the best fit to marker,
shortest cycle time, and quickest feedback. However, it also puts the highest demands on the
project infrastructure and on the individual developers [58]. It is important to factor in the risks
that accompany this mode of’ deployment. Developers will make mistakes, and if those are uncaught
by building and testing stages of the pipeline they will be deployed into production. Rigorous
manual reviews are not conjunctive with the rapid code releases that go with this mode. How
critical this increased risk is varies in between projects, and will be studied further in section 2.2,
Risk.

. AUTOMATIC

MANUAL

Continuous integration

ACCEPTANCE DEPLOY TO
BUILDS - - - - p oo TEST STAGING SMOKE TESTS

Continuous delivery

BUILDS - - - .. ACCEPTANCE DEPLOY TO DEPLOY TO
TEST STAGING PRODUCTION

Continuous deployment

Figure 2.3: The difference between continuous integration, delivery and

deployment [58]
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2.2 Risk

There has been a vast amount of research done on the subject of risk, in a multitude of different
contexts. However, the nature of the phenomena is such that there are no clearly standardized
ways of approaching it. This section aims to decipher the body of risk-related work, in order to
frame and contextualize our own future research.

2.2.1 Definitions and Terminology

Most people have an intuitive understanding of what risk is. However, in order to study the phe-
nomena from a scientific perspective, it is important that it is defined in a way that allows for
analysis. This is not a trivial task. In one of the more commonly referred works on risk [27],
Holton states:

"The financial licerature frequently mentions risk, but it lacks a widely accepted definition.
This omission is no coincidence. Risk is an intuitive notion that resists formal definition.”

This section aims to act as a glossary, wherein some abstract concepts are codified and con-
cretized in order to make it clear what is being referred to. Furthermore, it will be explored what
factors actually constitute our intuitive notion of risk.

The Two Components of Risk

Holton further explains in his text, that risk denotes an uncertain event that will affect elements,
and may occur in some present or future process. For the purpose of this paper, and in the context
of software engineering, some additional definitions are made. Risk will be defined as a function
of two parts [54], the first one being the adverse impact an event would have if it occurred and
the second one the likelihood of the event occurring. These parts will be further explored in later

sections.

Failure, error, fault

In order to further understand risk, it is essential to understand what is considered adverse events.
These unfavourable events can be viewed from multiple levels of abstraction and can occur in
different stages of maturity. In order to research them, it is important with some codifying. The
level of maturity is often split up in three terms: failure, error and bug [43]. These terms are often
crroncously believed to be interchangeable, but in the scope of risk management and software
testing, they carry significantly different meanings.

« Failure is an externally observable malfunction of the program, in relation to specifications
or expected behaviour.

« Error is a state of the program in which failures are possib]e.
« Fault, is the root cause (in the codebase or environment) of the error state.

In this text, in accordance to conventions in the risk management area, "faules” will be used
interchangeab]y with ”bugs”, and errors” with ”Faulty states”.
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Bug Classification

One way of categorizing bugs is through separating them as one of four types, based on change
magnitude [46]. This is illustrated in figure The first and second types are the ones that we
intuitively know about, the third and fourth are more complex categories. Type 1 refers to a bug
being fixed in one single location (i.c., one file), while Type 2 refers to bugs being fixed in more
than one location. In Figure 2, only two locations are shown for the sake of clarity, but many more
locations could be involved in the fix of a bug. Type 3 refers to multiple bugs that are fixed in
the exact same location. Type 4 is an extension of Type 3, where multiple bugs are resolved by
modifying the same set of locations.

Type 3 Type 4

Figure 2.4: The four types of bugs outlined by Nayrolles, Mathieu and
Hamou-Lhadj, Abdelwahab

Furthermore, the connection between bug and failure is not an apparent one. In order to study
this relationship further, we need a systematic way of establishing this connection. One proposed
way is spotting bug-inducing commits in retrospect and tying them to the adverse events. This,
however, is far from trivial. The main problem is that neither bug inducing commits or faulty states
are naively visible, the program itself does not know that something potentially could go wrong,
and if it does, it does not know what caused it. One way around this, that has reasonable scientific
backing is assuming that “a given bug was introduced by the lines of code that were modified to
fix ic” [52]. This assumption is made because while faulty states aren’t naively visible, the commits
that aim to fix them usually are, for example through commit messages or tags. This allows us to
study projects from a historical perspective, vastly increasing the available data.
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2.2.2 Software Risk Management

The aim of software risk management is for an organization to have a framework implemented
that covers work related to the risk associated with operations [7]. The goal is to continuously
identify, analyze, and assess the risk associated with a software project in a systematic, procedural
manner. This can in many cases help mitigate the risk of adverse events and prepare responses for a
situation in which one or several of the identified risks have occurred. There has been a substantial
amount of research committed to unifying and standardizing the risk management work, both in
the scope of software projects, and in more general terms. One study that is often referenced is
the NIST SP 800-39 Risk Management Process [54]. This states that there are four core activities
that need to take place in an organization’s risk management process for it to be sufficient. These
activities and the information flows necessary are outlined in figure

« Framing risk, this is the step where the context of the risk is defined, and where the potential
risk factors are identified.

« Assessing risk, this is the step where the probability and potential impact of a risk factor is
examined.

« Responding to risk, this is the step where it is decided how to react in case of an adverse
event, and what to make of the assessed risk factors. Identifying risk has no inherent value,
mitigating negative value imposed through response plans and risk avoidance is what results
in value.

+ Monitoring risk, this is the process of monitoring the implementation, and effectiveness of
the risk management plan decided upon through the other steps. This step is the continuous
aspect of risk management and is responsible for spotting new risks, more efficient solutions
and tracking.

Information and ¢ Information and
Communications Flows Communications Flows

-~ Y

M U

Figure 2.5: [llustrating the main areas of risk management activities [54]
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Software Risk Assessment

Of special interest is the risk assessment step. Risk assessment is an essential part of any software
development process that involves external parties, such as any production-grade project. There
are many differing definitions, and the codifying process is ongoing. There are, however, some
general aspects that are agreed upon. At its most basic, it is the process of gathering information
related to the process or processes of interest, in order to assess the risks related to them [54]. This
often includes estimating both the likelihood that an event that would affect the project negatively
would occur, and estimating the extent to which the adversity would impact the project [7). It is a
complex process that requires analyzing relevant data, both regarding the project specifically, and
regarding the organization and potential end users. However, lack of frameworks and quantifiable
standards leads to this being a process where much is completely dependant on human factors,
mainly developer and reviewer experience, something that might limit the efficiency of the pro-
cess [8]. In many organizations, the key factor in risk assessment is the collective gut feeling of the
more senior competence involved. This is often a functional model in the sense that human intu-
ition is a lean, and sometimes irreplaceable way of risk estimation. However, the approach comes
with some inherent flaws, such as human biases, and constraints in the cases where the required
competence is unavailable. Tying the final verdict to a select group of cross-functional, highly com-
petent individuals can also lead to an unnecessary amount of key individuals being tied up, and to
the project stagnating when not enough subject matter experts can be procured.

2.2.3 Risk Models

The resules of the NIST [54] study are racher abstract and non-trivial to implement. For these
reasons, it was found that few organizations actually implement the model [35], or for that matter,
any clearly defined risk management model whatsoever. Many studies have been done with the
purpose of concretizing a risk management workflow to the point where its readily implementable.
The results of these studies are often presented in the form of a risk model. This model usually
depicts a process flow, consisting of a number of activities. What activities are included, and how
they are supposed to be performed vary, and in our research, a clear, de facto standard has not been
identified. In this section, some of these risk models will be presented and analyzed. They can get
rather complex, and explaining them all in full is outside the scope of this paper. Information that
is deemed relevant for the case study will be prioritized and highlighted.

In general, it can be said that risk models offer a systematic approach to summarize and assess
the identified risk factors, in terms of their relations and potential impact on a specific project.
Risk factors are the potential causes of fault or failure that have been discovered. A good risk model
is one that, given that the risk factors are assessed and estimated correctly, gives a valid estimation
and prioritization of the risks and their respective impacts on a project. They are also an important
part of representing and communicating which areas that are of extra interest in the continuous
risk mitigation work [54].

By having a well defined and integrated risk model at the center of the organizations’ risk
management work, a higher grade of reproducibility and repeatability in the assessment can be
achieved. Having a repeatable approach is also believed to lead to faster and more exact assessment
due to increase comfort in the model. Having a defined model also lends itself well for a CIP, or
the continuous improvement process mentioned in section If the process is designed from
scratch specifically for each project it is hard to utilize experience from previous projects. For this
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to work, however, it is important that this continuous improvement is actively worked on. The
circumstances, both internal and external of a project are under constant flux, and as such, the
period of usefulness of any static risk model is limited. [54]

SRAM

This model, appropriately called the Software Risk Assessment Model (SRAM) [20], was one of
the first efforts to provide a modeled flow for the risk assessment process. It identifies 9 critical
risk elements. These are:

1. Complexity of Software

2. Staff Involved in the Project

3. Targeted Reliability

4. Product Requirements

5. Method of Estimation

6. Method of Monitoring

7. Development Process Adopted
8. Usability of Software

9. Tools used for Development.

The model is based on a questionnaire, where a set of questions are formulated for each risk
element. Each question can in turn be answered in one of three ways, in an increasing order of
risk, such that a risk score between 1-3 can be given for that particular question. A normalized
risk score is then calculated for each of these elements, by accumulating the numerical ratings and
dividing it by the number of questions given for a particular element. This normalized value is
called the risk element probability and shows what element carries the most risk, making it casier
for decision makers to know where to allocate resources. The different elements can however have
avarying degree of impact on a project. Thus, in order to calculate the overall risk of a project, the
risk element probability needs to be weighted according to their potential impact. If we let 11, 12,
r3... 19 denote the nine risk probability elements, and w1, w2, w3 ... w9 their atcributed weights.
Then the overall risk score for the project, R, can be determined by equation

R=rlswl+r2xw2+r3+xw3...+r9%w9 2.1
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Since the max risk value that can be given for each question is 3, and the minimum 1, Rmax

and Rmin are obtained by equations and

Rmax = 3wl + w2 + w3.. + w9) (2.2)

Rmin = 1(wl + w2 + w3.. + w9) (2.3)

A normalized overall risk score, Rn, that is a fraction between 0 and 1 can then be calculated by
2.4

Rn = (R — Rmin)/(Rmax — Rmin) (2.4)

In the paper, calibration of the model was then done by calculating the risk score of ten similar
projects in a multinational company, and comparing them to the customer feedback index of the
projects. The customer feedback index was plotted against the corresponding project risk value
and linear regression was applied, as illustrated in Figure The resulting regression line could
then be used to predict the customer feedback index from a calculated project risk value. Figure
2.7 presents the predicted values against the real values.

Calibration Chart

Customer Feedback Index

0 0.2 0.4 0.6 0.8
Project Risk Value

Figure 2.6: Calibration chart used in the SRAM study
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Project| Predicted | Actual "Variation
Customer |Customer
Feedback |Feedback
Index Index

P11 6.8 7 +0.2/6.8 = +2.94%
P12 10.8 10 -0.8/Q.108 = -7.41%
P13 5.8 6 +0.2/5.8 = +3.45%
P14 8.5 9 +0.5/8.5 = +5.88%
P15 9.4 9 -0.4/9.4 = -4.26%
P16 10.8 10 -0.8/Q.108 = -7.41%
P17 114 11 -0.4/Q.114 =-3.51%
P18 9.7 10 +0.3/9.7 = +3.09%
P19 7.9 8 +0.1/7.9=+1.27%
P20 7.6 7 -0.6/7.6 =-7.9%

Figure 2.7: [llustrates the real vs predicted customer feedback values for
the 10 projects included in the SRAM study

The process of aggregating a weighted risk score as an end product of the risk analysis is a
finding that will be considered further in the case study.

25



SRAEM
Another model called the Software Risk Assessment and Estimation Model (SRAEM) [23] focuses

both on assessing risk as well as estimating it. An illustration of the procedure is shown in Figure
The model assumes three key risk assessment dimensions, namely risk identification, risk anal-
ysis and risk prioritization. The risk identification process aims to identify and list the risk items
for a speciﬁc project. Common methods for this are: examination of decision drivers, assumption
analysis, and checklists. The purpose of risk analysis is to assess the identified risks, in terms of
their probability of occurrence and the magnitude of their impact. The commonly used techniques
for this include performance models, cost models, and network analysis. Finally, the risk priori-
tization procedure should result in a ranked list of the risk items that have been identified and
ana]yzed. The typical wWays ofdoing this include risk exposure analysis and risk reduction leverage.

Input variables

v

Measurement Model Error Assumption .

—’ If there are some changes

Error Error . i =
in the requirements after

v T * requirement analysis
Estimate the Estimate Risk ¢

effort and Cost Exposure

Apply MCRSRM

Top N Risk $

Team Review and {(Master list Risk prioritization and conduct ranking
Action Planning ‘ of risk) ‘ '

Figure 2.8: The Software Risk Assessment and Estimation Model
(SRAEM) [23]

The initial steps of the model are to estimate the sources of uncertainty: measurement error,
model error, and assumption error. These are then considered when assessing the risk, in which
probabilities and magnitude of impact are estimated. The model then proposes two ways of per-
forming the risk prioritization. The first one is through risk exposure, which is done by multiplying
the probabi]ity of a risk occurring with the impact it would have. That is, if there is a 10% proba—
bility of a risk occurring, and this would have a cost of 1000, the risk exposure would be 0.1*1000
= 100. The risk exposure values can then be compared, making it possible to rank them. Another
method to rank the risk is to utilize so-called mission critical requirements stability risk metrics
(MCRSRM). If one or several requirements have been changed, the total risk of this can be calcu-
lated and given a value. If we let R denote the risk added from changing requirements, then the

added risk can be calculated according to equation

R = b/a + K(A(c/d) + B(d/b) + G(e/b)) (2.5)

Where a = total number of requirements, b = total number of Mission Critical Requirements
(MCR), ¢ = number of MCR added during phase, d = number of MCR modified during the phase,
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e = number of MCR deleted during the phase and K, A, B and G are the penalties for adding,
modifying or deleting of requirements.

Ultimately, this procedure should present a list of identified risks and their corresponding risk
indexes. This can then serve as a basis for ranking and prioritizing the different risks and decide
on an appropriate contingency plan.

CORAS

CORAS is a european framework for model-driven risk analysis [39]. The risk assessment model
is constituted of five steps.

« Hazard and operability study.

« Fault tree analysis.

« Failure mode and effect criticality analysis.

+ Markov analysis methods.

« CCTA Risk Analysis and management methodology.

Of extra interest is the fault tree analysis (FTA), shown in Figure It is a risk assessment
method. With enough probability data, it would be possible to construct a quantifiable model,
something that would lend itself well for automation. FTA is a method that is based on a general
system-safety analysis technique. Its steps can be extended to be useful even in a software context.
This modified and extended approach is known as the software fault tree analysis (SFTA). Un-
desired events are defined as software failures and faults. STFA is used to examine which adverse
events that are most likely, and also which underlying events that might have caused these top-level
failures.

Failure event ordering is done in a tree shape, with the predicted software failure as a parent
root. The underlying causes that lead to these faults are then children nodes. Basic software failure
events and events that too little is known about form the leaves of the tree. The top root node of
the tree often represents catastrophic or at least total failure.

Ordering the fault events and their relation to the underlying causes this way has some benefits.
It can be used to:

« Understand what causes lead to a certain faulty state.
« Demonstrate that it is impossible for a system to reach catastrophic failure

« Calculate aggregated risk of the system entering a certain faulty state, given the contributing
factors
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Event )
The output event occurs if

at least one of the input
events occurs,

The output event occurs if
all input events occur.

Basic Basic
event 1 @ GD

A basic initiating
fault (or failure
event).

Basic
event 4

The output event occurs if
exactly one input event
occurs

Figure 2.9: Example of software fault tree analysis applied on airport se-

curity

SRAEP

SRAEP, or Software Risk Assessment and Evaluation Process [56] is a risk assessment model that
is an extension of the SFT (Software Fault Tree) method to identify risks. The model states three
dimensions of software fault: Technical Risk, Organizational Risk, and Environmental Risk. The
technical risk stems from not having the necessary know-how to perform a task, or having a poorly
defined task to begin with. The organizational aspect is a result of lacking internal communication
and responsibility assignment. Environmental risk arises as a consequence of changing environ-
ments and issues in external communication. An illustration of the process can be seen in Figure

2.10

This model is based on five activities.

« Identify context

Identify risk using the software fault tree
« Compute risk exposure
+ Risk prioritization

+ Action planning
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Figure 2.10: Software Risk Assessment and Evaluation Process

(SRAEP) [56]

The interesting part of this model is its quantifiable way of calculating RRL, the risk reduction
leverage, or cost of countermeasure. This is a way of assigning a numerical value to the impact a
certain adverse event would have compared to the cost of mitigating the risk. At some point the
expected cost of reducing risk further might be higher than the expected cost of not mitigating
the risk. This metric is calculated according to equation where RRE is the reduction in risk

exposure and C is the cost of counter measure.

RRL = RRE/C (2.6)

2.2.4 Risk Factors

Identifying the factors that induce risk in a software development project is critical for the risk
assessment process, and a first step in many of the models presented above. There can be a high
number of these factors, and the amount of risk they introduce varies heavily [36]. A challenge when
designing a risk assessment tool or model is therefore to identify a set of risk factors that provide
an adequate prediction of the risk, without making the process overly complex [54]. Some, but
not all, of the models have taken this process into account. The following section aims to further
investigate which factors are the most important to consider. The consistency of how often a factor
shows up in between studies will be considered a signifier of importance, as well as the soundness
of the theoretical backing. To complement these found factors, there will also be a considerable
amount of hypothesizing. Factors that have not been thoroughly considered in the studies will be
summarized for further scrutiny in the case study and generalization sections. A few approaches to
identify risk factors have been made through survey studies. An international study by Schmidt et
al. [57] identified and produced a ranked list of 29 software risk factors. The study was based on a
Delphi survey methodology, where the respondents were asked to list what they thought were the
most critical risk factors when developing software. The results represent the survey responses from
a panel consisting of 41 members, all of whom were experienced project managers. Iranmanesh et
al later divided the factors from this ranked list into twelve categories, making it more general,
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and casier to overview. The results of these studies are relatively comprehensive and available in
Appendix A.

Another, similar study, in which experienced project managers were surveyed, was performed
by Boehm [7]. The resulting list of 10 risk factors has been Wide]y used in practice and is well-known
[53]. Ropponen and Lyytinen [53] later expanded on Bochm’s research and conducted a compre-
hensive survey study of their own. In total, they surveyed 83 project managers with combined
experiences of nearly 1100 projects. They mention that Boehm’s list lacks theoretical background
as the list of risk factors has been compiled inductively, and that some factors therefore refer to
the same thing. Rapponen’s and Lyytinen’s revised list groups these factors together into one in-
dependent software risk component, which makes the different factors more distinct from each
other.

Furthermore, various other attempts have also been made to identify common risk factors.
Moynihan [42] conducted interviews with 14 experienced application developers. Literature stud-
ies by Barki [4] and Thakur and Singh [61] will also be considered in this paper. All factors that
have been presented in the studies are listed in Appendix A.

By looking at the identified factors in the different studies, it is apparent that they are described
in a variying degree of detail and level of abstraction. Many are also referring to the same root
cause, although described differently. This was the reason for Rapponen and Lyytinen’s, as well
as Iranmanesh’s, more general and distinct categorization of the factors. Rapponen and Lyytinen
mention that "this would provide a simp]er basis for deve]oping instruments to measure software
risk” [53]. A comprehensive literature review by Wallace et al [64] concludes a model with 6 risk
dimensions and their corresponding main risk factors. The study includes the papers by Schmidt
and Lyytinen [57], Barki [4], Boechm [7] and Moynihan [42]. Because of the comprehensiveness
and the distinct categorisation of risk, this model will serve as the basis for what factors will be
considered in the risk assessment. The table of risk factors that Wallace presents can be seen in

Figure |T_ﬁl
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Organizational Environment Risk

Orgl Change in organizational management during the project

Org2 Corporate politics with negative effect on project

Org3 Unstable organizational environment

Orgd Organization undergoing restructuring during the project
User Risk

Userl Users resistant to change

User2 Conflict between users

User3 Users with negative attitudes toward the project

Userd Users not committed to the project

User5 Lack of cooperation from users
Requirements Risk

Reql Continually changing system requirements

Reg2 System requirements not adequately identified

Reqg3 Unclear system requirements

Regd Incorrect system requirements
Project Complexity Risk

Compl Project involved the use of new technology

Comp2 High level of technical complexity

Comp3 Immature technology

Comp4 Project involves use of technology that has not been used in prior projects
Planning & Control Risk

P&C1 Lack of an effective project management methodology

P&C2 Project progress not monitored closely enough

P&C3 Inadequate estimation of required resources

P&C4 Poor project planning

P&C5 Project milestones not clearly defined

P&CoH Inexperienced project manager

P&CT Ineffective communication
Team Risk

Team!1 Inadequately trained development team members

Team?2 Inexperienced team members

Team?3 Team members lack specialized skills required by the project

Figure 2.11: Wallace's table of risk factors, divided into 6 risk dimensions.

2.2.5 Risk Representation

The resules of a risk assessment or analysis through the use of a risk model or systematic approach
only rarely provides a fully formed action plan [16]. Rather, their function is to provide a basis
for discussion and further response planning. To allow for this it is important that the risks and
impacts are clearly communicated. Systems can be complex, and statistics is a field that might
not be completely intuitive, especially for stakeholders without mathematical background. This
is where risk representation is important. Risk representation concerns how to best represent the
results of a study in a way that lends itself to value creation in terms of adverse events mitigated.
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The Institute of Risk Management (IRM) recommends quantifying probability using the following
scale: high (more than 25%), medium (between 25% and 2%), and low (less than 2%) [65].

Color Coding

One hypothesized way to represent this could be through the use of color. The risk factors, and
their contribution could potentia”y be separated, and then color-coded depending on severity.
One example might be green/yellow/red, where green represents that less than 1% of commits with
this factor value caused a faulty state. Yellow meaning that more than 1% but less than 10% of the
commits have caused a faulty state. Red means that over 10% of commits with this value has caused
a faulty state. Example, we look at three hypothetical commits. One with 1500 insertions, one with
130 insertions, and one with 4 insertions. If we find significant factors it is likely that the three
commits would be placed in category red, yellow, green respectively. This is an easily glanceable
and project-independent way of representing the risk contribution of the various factors.

Radar Graph

Another way of representing the risk factors could be in a radar graph, as shown in figure

Commits .
Organizational

Since Last Complexit

Stable P Y

\
Dependencias Code .
Complexity

Hardware Review
Complexity Rigidity

Figure 2.12: Risk factor representation through radar graph
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2.3 Code Quality Metrics

When code is in a functionally faulty state, this is possible to spot through errors and erroneous
behavior of the program. However, two pieces of code that both perform the same task perfectly
well can still be in a more or less healthy state [31]. One can be built with classes cross-referencing,
variable names being re-purposed and a general lack of cohesion, whilst the other follows all the
best practices, leading to a more valuable piece of software. This is often referred to as software
structural quality and the difference is often impossible to spot without a static review of the
actual codebase. This code health is often measured through something that in this paper will be
referred to as Code Quality Metrics, these metrics aim to study the internal integrity of a codebase.
The four core factors that are to be studied in this report are coupling, complexity, cohesion and
size, and it is hypothesized that these metrics factor in to the risk assessment process [12]. A change
aﬁecting a very Comp]ex element might show a higher risk of‘causing adverse effects. A change
affecting a very big module might have a higher impact in case of an adverse event.

2.3.1 Coupling

Coup]ing is a measurement of module interdependence. This dependence canrange from very high
(also "tight" or "strong"), as is the case when modules share code, to very low (also "loose” or "weak")
which is when modules are heavily self-reliant and contained [31].

Figure 2.13: Two modules, one with light coupling, one with heavy cou-

pling

Schema a) shows two modules that are loosely coupled. They have connections inside the
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module but the outward facing communication paths are limited. Schema b) shows two modules
that are heavily coupled.

Low coupling is considered desirable, whereas high coupling can lead to a host of adverse side-
effects in the maintainability and readability scope. Some examples of problems that are more

likely in highly coupled systems include [66]:

+ Changes in one file can have a ripple effect that either affects or demands changes in other
modules. This affects both the risk induced and the potential impact of a change [9).

+ Module assembly is harder when having to take multiple interdependencies into account.

+ Modules might be harder to test and reuse since they exist in a context rather than a vacuum.

The hypothesis is that a change affecting a highly coupled class has both a higher risk of an
adverse event, and higher impact when something goes awry. Changing a highly coupled element
demands knowledge about the elements it is tied to.

2.3.2 Cohesion

Cohesion is an ordinal measurement of how strongly the elements in a module belong together
[63]. In contrast to coupling, high cohesion is generally considered favourable.

Coupling is often measured on a scale that goes from two extreme cases.

« the components are packaged according to interconnections, and the interfaces that interact
with elements outside of the package are limited. If all of the elements of the module also
contribute to a singularly defined task this is called functional coherence, and is commonly
deemed best practice [63].

« is a a much less structured approach where the only connection between elements seems to
be the fact that they have been put in the same package. This is referred to as coincidental

coherence, and offers no tangible benefits to the codebase as a whole [5].

High cohesion is said to lead to a couple of benefits [33]:

« Lower individual module complexity
« Increased maintainability as a consequence of increased module atomicity

« Increased module reusability, especially in the case of functional cohesion

The hypothesis is that a lack of cohesion increases the risk of adverse events mostly due to lack
of readability. An adverse event might also result in a bigger impact since one failure in one part
of a module that performs several functions can lead to several functionalities being unavailable
rather than just one, as would have been the case if the module was functionally coherent.
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2.3.3 Complexity

Complexity is a measurement of how hard the module is to understand, and a general grade of
abstraction and algorithmic loftiness [12]. Interactions that involve a large number of sub-processes
and elements also tend to warrant a higher complexity score. A high level of complexity increases
the risk that a change to the module would have been made without sufficient understanding. As
such, there is a bigger risk that the change causes adverse effects, and also that these effects can be
harder to spot and remedy, leading to a greater impact.

2.3.4 Size

Perhaps the most intuitively graspable measure so far. The size of the code-base that constitutes a
module is thought to be connected to maintainability and robustness. Both length (lines of code)
and number of functions are metrics that can be used to measure the software size [17]. Too great
a size might allude to that the module is doing too much, and too low might point to that the
arrangement is unnecessarily complex. Furthermore, it is possible that changes that affect a large
code ecosystem have a generally greater impact on the program in the case of adverse events.

2.3.5 Code Quality Metrics in the Risk Assessment Pro-
cess

A majority of reports on the subject show that structural functionality is a key aspect to consider in
order to fulfill the non-functional requirements often related to an artifact [33]. Maintainablility,
readability, and stability tie directly into the risk of adverse events and there is therefore theoretical
backing that this area is relevant in the risk assessment process. However, there are some aspects
that needs to be considered in the context of our report. Assessing these metrics manually is a time-
consuming, and not very generaiizab]e undertaking. As such, if the goa] is to involve them in an
automated and DevOps compatible pipeline according to the best practices mentioned in section
there needs to be tools that assign cardinal values to the different areas of interest. Another
prerequisite for this to be feasible is that this tool has an API that can provide these values in a
machine-readable format, so that the step can be integrated into the pipeline. This will be furcher
explored in the case study.

2.4 Machine Learning

One area that will be explored during the case study is whether machine learning can be used to
study the connection between extracted risk factors and bugs induced. Machine learning is an area
of science that has increased vastly in prevalence during the last decade [45]. Atits most basic, it can
be defined asa systematic and proeedura] approacn to determining statistical connections between
process’ inputs and outputs, for which it has not been specifically programmed [55]. In the scope of
this project, the inputs would be the extracted factors and the output would be the observed adverse
results of a commit. Sensitivity analysis would also potentially allow us to study the individual
importance of factors, thus arriving at a weight that could be used to increase traceability of the

service’s results.
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2.4.1 Ouverfitting

One of the most common problems when applying machine learning is that the model overfits the
data [2]]. Such is the case when the model gets too sensitive to the training data, and rather than
learning a generalizable correlation, it learns the specific data set. Such a case is illustrated in figure
It is highly likely that distribution of datapoints exist on the straight line, but the model has
found a connection that allows for all the datapoints of the training data to be fitted exactly. This
in turn, would lead to highly volatile and misrepresenting predictions.

15

10

Figure 2.14: Example of an overfitted model [I]

There are several ways of avoiding this. Some models avoid overfitting automartically. It is
also possible to tune hyperparameters, such as regularization applied, or wrangle the data, such as
through bootstrapping or sampling. A model’s predictive performance on data it has been trained
on will always converge towards perfect, given enough time and network depth. In order to avoid
these falsely optimistic results it is essential to have a test data-set, which the model has not been
fed during the training process [2]. The idea is that this data simulates the model being tried on
hitherto unseen data, as is the real-world use case most of the time. One common way of achieving
this is simp]y splitting the data-set into two chunks, one large one that the model is trained on, and
one smaller one that the will be fed to the already trained model. The model’s performance on this
smaller, unseen, dataset is the performance metric that is thought to be the most representative on
how it would perform in real-life applications.

2.4.2 Performance Metrics

In order to fruitfully gauge a trained model’s performance, it is important to define metrics that
accurately represent how well it is periorming certain tasks. In this section, a few selected metrics
will be listed. The metrics in question are based on a paper on performance metrics for software
fault prediction [I1]. Some terms that form the basis for the metrics are the following:

« Positive and Negative. These are the terms that are used to signify the two states possible
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in binary classification. In our case, a positive instance is something that induces a bug,
whereas negative case does not.

« False and True. These concern the model’s guess in relation to the actually observed state.
True signifies a correct labeling, false an incorrect one.

From this we can infer that there are four different states that can follow a binary classification,

as shown in Figure below:

Predicted
Bug Not Bug
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pg TP! (TP!) FN! (FEN!)
=
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“g FP! (FP!) TN! (TN!)
Z

Figure 2.15: [llustraces the meaning of true positives, true negatives, false
positives and false negatives.

Sensitivity and Specificity

Sensitivity and specificity are perhaps the most intuitively graspable performance metrics of a
binary classifier. Sensitivity is a measurement for how great the model’s capability of catching pos-
itive events are. The metric for chis is quite simp]y predicted positive cases over observed positive
cases (TP/(TP+FN)). Specificity is a measurement for the model’s capability of disregarding (not
flagging) negative cases. In analogous fashion to sensitivity, this is measured by dividing predicted
false cases with observed false cases (TF/(TF+FP)). These can be treated as separate entities, since it
is, in theory, possible for both metrics to achieve 100%. However, in practical application, there’s
usuaiiy a trade-oft where tuning the threshold can increase sensitivity, but lowers speciﬁcity and
vice-versa. The intuitive approach to this relation is thinking in terms of stringency. A model that
is instructed to rather be safe than sorry is gonna catch slightly more of the positive events, but as
an effect might have an increased number of false positives. There are cases where this trade-off is
worth it. This relationship between sensitivity and specificity is usually illustrated with a Receiver
Operator Characteristic (or ROC) curve, expiained below [44].
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ROC-curve

Since threshold cutoff can be tuned to increase the sensitivity, but decrease the specificity and
vice versa, it can be inferred that these have a mathemartical correlation. For models that rake
other things in consideration than just making the maximum amount of right predictions (such as
models that verge on the "safe” side, or where the fuzzy logic prediction score is the main takeaway),
there needs to be a way ofi]]ustrating this cutoff in order to understand just how much speciﬁcity
has to be offered for extra sensitivity. This relationship is illustrated with the ROC-curve [22].
This is a 2d-graph with true positives on the y-axis, and false positives on the x-axis. Figure,
illustrates some fairly typical ROC-curves. A high true positive rate and a low false-positive rate

is desirable. For a perfect classifier, the graph would be hugging the left and top walls.
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Figure 2.16: ROC-curve illustrated [47]
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Another metric that follows the ROC-curve is the AUC, or area under curve [22]. This is quite
simply the area under the ROC-graph of the model. For models where one wants to be able to

fine-tune the sensitivity, this value is thought to be a more representative metric of the models

perfbrmance than flat precision. A perfect model would have an AUC-score of 1.0 whereas one

that predicts completely at random would have 0.5 [22]. It is important to note that this is true
even for unbalanced datasets. An approximate classification of what the different AUC-scores

mean is presented below [60]:

90-1 = excellent (A)
.80-.90 = good (B)
70-.80 = fair (C)
60-70 = poor (D)

50-.60 = fail (F)

However, how good an AUC-score is varies from use-case to use-case [10]. If one were to

device a model that guessed equity returns with an AUC of 0.7, huge profits could be made from

it, whereas an AUC-score of anything below 0.95 for i.e. handwritten digit classification would be
seen as sub-par by today’s standards. Generally, the less determinate your data is, the harder it is
to reach a high AUC-score.
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Chapter 3

Case Study

To assert whether our research findings could help in day-to-day software development practice,
a case study was carried out at the company Sinch. Here, the goal was to study what factors have
historically had the most impact on whether a commit or deployment failed or not, and also if
the existing reviewing and change acceptance process could be scaled down in favor of a more
automated approach.

The case study was performed in three main steps. Firstly, the company’s current situation was
assessed, especially in regards to the context in which the risk assessment process takes place. This
was done through perusing related documentation and through interviews with stakeholders in
various roles connected to the process. The second step was to combine the theory from Chapter 2
with the findings from the applied study in order to scope the risk assessment and design a service
that fits Sinch AB’s needs. Part three consisted of an evaluation and validation of the data procured,
and the quality of potential risk assessment.

In order to answer the research questions, there were two main stages of development that are
required. First, in order to answer question R1, whether there are risk factors that can be extracted
and harnessed to assess risk, we needed a way of extracting values of potential risk factors, finding
the historical adverse events, and connecting the two. The amount of data that needed to be stud-
ied to confirm suspected correlation necessitated an automatable extraction and labeling process.
Furthermore, in order to answer question R2 we needed to design a service that lends icself well
for usage in a DevOps pipeline, and chat actua”y realizes business value for the company. The im-
plications and limitations of the implementation of such a tool will be discussed in the following
sections. A design will be proposed based on the results from interviews with stakeholders, the-
oretical research, and what was possible to implement within the time frame of the project. The
interdisciplinary nature of the scope opens many doors to really dive deep into any one specific
area, but our primary goal was to answer the research questions in full.
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Sinch

Sinch is a medium-sized software company based in Malmg, Sweden. Its core service lies in pro-
viding APLs that bridge the gap between internet and the GSM networks. This allows companies
to automate and facilitate their customer contact and engagement, mainly through SMS services.
Due to a couple of reasons, two-factor validation being a major one, the company has enjoyed rapid
growth during the last couple of years. With rapid growth comes problems of implementing and
scaling processes and standards that were sufficient for a smaller business, but that might be hard
to adhere to in a bigger, more complex organization. One of these procedures that has been lagging
behind is the risk assessment process. According to people interviewed at the company, the process
has been left largely untouched since it was first designed. The company is now trying to become
[SO-27001 certified, and a large step in this direction is having an automated last-line-of-defence
deployment risk assessment.

3.1 Current Risk Assessment Process

The end goal of this thesis is to facilitate Sinch’s risk assessment process. In order to do this, it is
essential to understand what the process looks like currently, and what functionality is demanded
of it. This is what will be studied in this section. Work pertaining to the risk assessment is done
at all stages of development and involves multiple stakeholders. As such, a broad perspective is
taken at first. Later, areas that are deemed of extra interest or importance will be honed in on.
In order to get a broad view, interviews were conducted with stakeholders in a variety of roles as
to get an as multifaceted view of the risk management process as possible. We had an ongoing
dialogue with Jonas Schulez, our supervisor and head of the DevOps team in Malmo (Tech Lead
Manager DevOps). In addition to this, we conducted two formal interviews. One with Johan Brodin
(Director Self Serve Common Services), ex. Product Owner of the MSL project and Jonas’ current
boss, and one with Mikael Thyman (Tech Lead Manager) and Thomas Forsstrom (Tech Lead), who
have both been involved in the RAS-process, and have extensive experience in the MSL project.
We have also performed a prototype demo that involved Johan and Jonas. During the interview
with Michael and Thomas we got a better understanding of the developers’ perspective of the
RAS-process. We talked about potential risk factors, and aspects of the process that they think are
important to take into consideration going forwards. With Johan we talked from a product owner
and organizational perspective. We defined the purpose of the RAS-sheet and outlined how we
design a service that people will actually use and benefit from. We also, more informally, gathered
opinions and insights from people around us during the short while when there was still people
at the Sinch offices. Furthermore, data from some of the larger current projects at Sinch has been
provided for exploration and testing purposes.

3.1.1 Development Pipeline Layout

As mentioned earlier, the risk assessment process is interwoven into all stages of development and
maintenance. To understand how, it is important to have a basic understanding of the development
cycle that is currently employed at Sinch AB. Interviews made it clear that the approach varies
slightly in between different teams, functions, and projects. There are, however, guidelines and
best practices in place that are implemented often. In the project data provided, there are also
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projects that follow these well, which in turn afford a solid ground to base hypothetical patterns
on. For the purposes of this paper, it is assumed that these practices are reasonably adhered to.
While it is likely that the findings presented can be extended to other projects that don't strictly
adhere to these guide]ines, that will be considered a bonus racher cthan a requirement. Sinch AB
utilizes the built in CI/CD framework in the GitLab ecosystem. This is a DevOps tool that has the
capability to manage an artifact’s, or change’s journey through the steps "Verify” to "Release” in the
DevOps pipeline outlined in figure This pipeline consists of several stages, that all handle the
clement according to a predefined procedure. Each stage of the pipeline generally have the ability
to cancel a change or deployment in the case that the requirements of that particular stage aren't
met.

Generally, when a potential change is conceived, it is saved as a ticket in JIRA, an issuing
management system. A team or deveioper starts Working on the ticket iocaliy, utilizing git as
the main versioning tool. Continuous delivery is already implemented in most of the developer
competences’ workflow. In order to deliver the change to a common repository it has to pass a
gauntlet that builds and tests the artifact. It is after this process that the developer or team has to
assess the risk posed by deploying the change.

3.1.2 Risk Assessment and Reviewing Process

Currently, the assessment of whether a change constitutes a risk or not is solely based on a single
sheet, referred to as the RAS-sheet, presented in figure If any of the eight categories present
a score of one or higher, the change has to be submitted to a change acceptance board meeting
(CAB) before deployment. The change acceptance board consists of senior personnel, meaning a
reduction of the review time could lead to significant cost savings, and freeing up key resources.
By having a tool that generates, or at least gives a basis for further decisions, the review process
would be greatly facilitated. From interviews with Sinch employees, the lack of data to support a
score in the sheet is one of the most prominent experienced shortcomings. Figure [3.1/shows a case
where the sheet has already been filled in (the x’s). It illustrates the only change magnitude that
does not warrant a CAB-meeting, as all the categories show straight zeroes. If even one category
would be deemed a higher risk, the total risk score would reflect this and a meeting would have to
be called. Interviews show that some projects have a rollout that takes more than half an hour. In
this case, even the most menial change will score a 1 or higher in the "Duration of Change” field,
which in turn will necessitate a meeting. This removes agency from the people who are actually in
charge of the project and is costly in terms of man-hours.

In Figure we can see the different risk categories, or dimensions, Sinch currently uses to
assess the deployment risk. When comparing the sheet with the proposed risk dimensions in Figure
from Section we can conclude that only project/implementation complexity and SLA
impact/requirements risk are present in both. This is likely due to the fact that Sinch’s RAS sheet
focuses more on risk regarding a specific change and not the entire project, like Wallace [64] does in
the proposed figure. This is likely due to Sinch having developed the RAS sheet with the DevOps
workflow in mind, where deployments need to be assessed on a more granular level. Projects do
not conclude in a final delivery, but services that constantly need to be maintained and updated
through various deployments. The four risk dimensions in Figure that are omitted from the
RAS sheet, are factors that would remain constant, i.e. be the same for individual changes but likely
vary from project to project. It is likely that taking these dimensions into account could furcher
facilitate the risk assessment, by providing some project-level context. It is also worth noting that a
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vast majority of the dimensions in the RAS sheet are focused on assessing the impact of an adverse
event, rather than the probability. For a full risk assessment, a combination of these two aspects
are required, as discussed in our two-component definition of risk in Section
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Bomomoun s oa I

Customer or Client Impact # Resource Impact

3 Impacts multiple clients / major accounts, 3 Involves 7 or more resources and/or
and/or significant disruption to critical involves expertise not currently staffed
systems

2 Mederate disruption or delay of customer 2 Involves 5-6 resources

traffic and or to critical systems

1 Minimal disruption or delay of customer 1 Involves 3-4 resources
traffic and or to critical systems

0 No impact to clients. No impact to critical X 0 Involves a 1-2 resources X
systems.
Implementation Complexity # Duration of Change

3 High complexity reguiring technical and/or 3 Change request (rollout & rollback) requires
3rd party coordination greater than 3 hours

2 Meoderate complexity requiring technical 2 Change request (rollout & rollback) requires
coordination only greater than 2 hour

1 Low complexity requiring no technical 1 Change request (rollout & rollback) requires
coordination. less than 1 hour

0 Routine changes X 0 Change request (rollout & rollback) requires X

less than % hour

Data Integrity Information Protection
3 Extensive customer critical data will be 3 Major security exposure; critical data may be
affected compromised; system(s) unable to operate
2 Affects critical data 2 Critical data exposed; system(s) may

continue to operate, but corrective actions
must be taken

1 Affects non-critical data 1 No impact on critical data; informaticn
owners will determine whether corrective
actions are required

0 No data issues X 0 No impact on information protection. X
3 High risk of impacting SLA 3 High risk of impact

2 Medium risk of impacting SLA 2 Medium risk of impact

1 Minor risk of impacting SLA 1 Minor risk of impact

0 No impact on SLA X 0 No impact X

Total Risk Score: n

Figure 3.1: The Risk Assessment Sheet (RAS), currently the basis for the

deployment risk assessment process at Sinch

It is believed that the chance of our service fully replacing the RAS-process is low, at least in
the time frame afforded by the project. Extracting accurate data on for example Client or SLA
impact, two of the fields shown in Figure 3.1 is believed to be hard, due to the soft nature of
the documentation involved. Furthermore, some areas, such as Resource impact, Data Integrity,
and Financial Impact are trivial for the developers to estimate correctly, rendering the potential
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alleviation of automation smaller. It is clear, however, that there are areas where even a rather
basic result, such as data about the employment, could facilitate the process. Interviews show that
there is a consensus regarding that Implementation Complexity has been particularly difficult to
estimate. It seems that it is also the category most likely to cause signiﬁcant adverse impact in case
of a misjudgment, i.c. being the area most closely related to risk probability, an aspect in which
the current assessment process is somewhat lacking. Furthermore, it is the category in which most
traces are left during the development and monitoring process. These factors all indicate that this
is the area in which automation could help the most, and as such will be the main focus of the case
study going forwards.

3.2 Service Design and Factor Extraction

This section will present our approach to designing the risk assessment tool. It includes all design
solutions that were considered and motivations as to why certain solutions were better suited
than others. First we will explore the context and data available, we will then propose a way of
extracting factors and labeling bugs. The results from these sections will then lead to a proposed
way of implementing the service into a DevOps pipeline.

3.2.1 Context Evaluation and Data Exploration

It is inevitable that our assessment is going to have to be based on historical data. This makes
data handling a central part of our proposed solution. There are three steps involved in our data
exploration. First, we need to figure out what data sources are available. This will be based on the
studies done in Section Secondly we will outline what factors are likely to have an impact on
risk, and that are machine extractable and readable. This will be based on the factors outlined in
Section and metrics proposed in We will also allow ourselves some hypothesising. Thirdly,
due to the limited time frame of the project, we are going to have to delimitate somewhat. This

delimitation will be motivated, again, with our findings from sections and

Data Sources

The initial step was to identify where data can be extracted from, based on the tools used during the
development pipeline discussed in Section The GitLab API, local git metadata, and Jira were
all investigated. The git metadata stored ]ocaily in the .git Tepository was chosen as the exclusive
source of our data extraction. Early tests showed that performance was an issue when calling the
API while traversing a large codebase, and the same darta is available locally. JIRA is thought to
be a way of increasing the accuracy of some parts of our service, but does not in of itself contain
enough information to predict fairly. As such JIRA exploration will be left for future works and
discussed in Section One likeiy candidate for further extraction would be a static code quality
metric analyzer. If this tool was able to provide machine-readable version of the factors outlined
in section it is hypothesised that this would impact risk assessment and be generalizable and
algorithmically extractable. This, we believe, might be a good trail to go down in terms of future
work, especially since it recently got decided that Sinch would add a static code reviewer to its
stack, the program Sonarqube.
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Likely Candidates for Extractable Risk Factors

As mentioned in section interviews with developers and managers made it clear that it was
implementation complexity in the RAS form that was by far the most difficult to estimate, while
the other categories were often well known. Therefore, we will focus on factors that pertain to
this area. Based on the factors outlined in Section and our study of available data sources,
this mock-up of a relational database was constructed. The fields are all factors available for au-
tomatic extraction, assuming the company implements a code quality metric tool, and thought to
be relevant for the associated risk score of a commit. This diagram is shown in figure

ClassScope (SonarQube)

class_name
project_name
size

cohesion

complexity

CommitScope (natural)

commit_hash
dateTime

hour

weekday
insertions
deletions
files_changed
author
message_length

time_since_last_commit

instability

test_coverage

AuthorScope

author_name
number_of_commits

number_of_failed_commits

ProjectScope (constructed)

CommitFaulty

commit_hash

faulty

project_name
number_of_commits
number_of files
number_of_classes
complexity

size

ClassTouchedByCommit

commit_hash
class_name
Field

1L

CommitScope (Constructed)

Figure 3.2: E/R diagram of the potentially extractable risk factors

commit_hash
time_since_last_fail
commits_since_last_fail

time_since_last_commit_by_author
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Delimitation

In order to prove that the concept of a data-driven risk assessment tool works, it was decided to
start with the most impactful, and easiest to extract data source. This is the data natively shown in
git log and git show. In figure this is denoted as CommitScope (natural). It is believed that a
more extensive factor extraction, where all factors presented earlier in Sectionare considered,
and that used several data sources would make for a better risk assessment, although, but due to
time constraints, this will be left for future work. The studying of risk related to individual authors,
or teams is rather easy to implement, but carries some moral predicaments. Labeling one individ-
ual’s contributions as riskier might have implications for morale, and the prospect of something
resembling an internal competence ranking might affect what work developers are willing to take
on. With these delimitations in mind, the final list of risk factors we are basing our predictions on

will be listed in Section

3.2.2 Factor Extraction

The ER diagram, presented in ﬁgure illustrates the factors believed to have a potential impact
on the risk of a commit, while also being systematica]]y extractable and genera]izable, given the
circumstances specified in the case study. However, not all of these could be examined within the
scope of our project, and as discussed in the previous section some further delimitation had to be
imposed. Based on the reasoning explained there, factors on the right side of the diagram will be
left as potential future additions. This mostly due to the lack of a designated code quality metric
tool in Sinch’s pipeline, and that the programmatical challenge of developing one ourselves would
leave us with insufficient time for the other areas. Furchermore, some factors, like commits since
last failed, increased the time complexity of the dataset population component of our tool signif-
icantly, making the end product too slow for its intended use case as a component in a CI/CD
pipeline. Factors related to authors were also excluded, in part due to this being potentially sensi-
tive information. However, with clever name obfuscation, this might be an area worth looking into
in the future. Especially the number of commits a certain author has had in a project is thought
to be of significance. Lastly, parsing weekdays into numerical values turned out to be problematic,
and gave no conclusive results. This problem stems from the cyclic nature of this factor, where
Sunday and Monday would be represented as furthest apart, even though they are chronologically
very close to each other.
The factors ultimately chosen for extraction are therefore:

+ Time since last commit (How long has it been since the last change was commited?)
« Files Changed (How many files have been changed?)

« Insertions (How many lines have been inserted?)

« Deletions (How many lines has been deleted?)

+ Commit Message Length (How long is the commit message?)

« Commit Hour (What hour of the day did the change get commited?)
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3.2.3 Labelling Bugs

In order to start exploring the connection between hypothesized risk factors and de facto adverse
events, we had to devise a systematical approach of labeling these bugs, or faulty states, their im-
pact, and what caused them to occur. As mentioned in Section local git-repositories were cho-
sen as the main basis for factor extraction, and subsequent risk assessment. Interviews have shown
that the most important use case of the service is facilitating the grading of implementational com-
plexity through statistically based prognoses. This grading is currently done on a deployment-level
basis. An argument could therefore be made that we ought to study the deployments as encities,
and try to fit a label on it as a whole. However, since git implements the change-set model, there
are atomic elements, the commits. Because of this, deployments can be studied as a set of commits,
rather than a standalone instance. This reduces the problem of assessing a whole deployment’s risk,
to assessing cach individual commits risk score, and then aggregating them. This increases granu-
1arity and allows for much more numerous data points, something that allows for more extensive
analysis. Stakeholders at Sinch also expressed an interest in displaying the individual commits’ risk
scores as a part of the desired functionality of the service. This information is believed to facilitate
the reviewing part of the CAB-process, since commits with a high risk score demand more rigorous
scrutiny, and vice versa. With all this in mind, it is highly likely that the labeling that will provide
the greatest boon is on a commit level. Risk factors will be extracted from an individual commit
through git metadata, and this commit will be labeled with an approximation of the adversity it
caused.

In order to study how to best achieve this labeling, we were given access to a variety of Sinch
projects in GitLab, making it possible to study their corresponding git-metatdata. A number of
open-source projects from the GitLab "explore” page were also considered. Two major approaches
were outlined:

« Approach 1, manually traverse the codebase and gitlogs looking for faulty states, and then
reverse trace their causes, and label these.

« Approach 2, design an algorithmic solution that approximates these connections.

The approaches each have their upsides and downsides. Approach one can be much more
granular and easily adaptable to the structure of any project. There are almost no limitations on
what can be labeled. However, it quickly became clear that in order to be in any way generalizable,
this labeling process was too time-consuming, and required project-wide, domain-level knowledge.
It became clear that an algorithmic approach had to be devised. Based of how a human would
approach this we made a list of activities that had to be performed in order to approximate whether
a commit induced a faulty state or not.

A f‘aulty state was defined according to the exp]anation in Section “a given bug was in-
troduced by the lines of code that were modifed to fix it”. The process of labeling faulty commits
then followed the four-step method presented below, which was heavily inspired by Hinnefeld’s
work [26].

Step one: Gather all the git commits whose commit messages include the words "bug” and "re-
vert”. These words are based on Hinnefeld’s study, and have been tested to best captrure bug fixes.
"Fixed”, however, resulted in too many false positives in our use case and was therefore excluded.
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git log -i -all -grep BUG -grep FIXED -grep REVERT -pretty=format:’h

Step two: Examine which file(s) have been affected by a specific commit. Do this for every fault

fixing commit.
git -no-pager diff [commitsha] [commitsha]=-name-only

Step three: Extract the line numbers of all lines that were affected by a certain commit in a

certain file.
git —no-pager diff commitommit -UO - fname

Step four: Get the commit that last touched the lines extracted in the previous step. This is the
commit that was responsible for the lines that were fixed in the bug fix, and is therefore assumed
to be the bug inducing commit.

git -no-pager blame -Lstart,+n commit=- fname

3.2.4 DevOps integration

In order for our research to substantiate actual value created, it is important that the service is
well integrated into the company’s workflow. This means that it happens at the right time in the
development process, and confers enough clarity to be a basis for daca-driven decisions. It is also
important that the tool does not overburden the stakeholders with unnecessary information, and
that the key metrics are emphasized. In accordance to figure (The DevOps eight), we will build
the model based on data fetched in the monitoring step. For our case, this is the metadata stored in
git. The model will then be called just before the deployment step, in order to give an assessment.
This is easiest solved with a two—pronged program, that has one part that trains the model, and
one part that is called just before a new deployment. This all should be packaged as a GitLab
component that can be integrated into the GitLab CI/CD pipeline. The assessment part of the
program shall be called by a git hook, a job-based approach that calls the program as a step of the
deployment process. A prototype was created to be able to visualize how the model’s predictions
could be displayed, based on the findings in Section After iterations with stakeholders, the
illustration shown in Figure Was decided as a good starting point.
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0@ cicd_pipeline_test — -bash — 93x25

(base) Karls-MacBook-Pro:cicd_pipeline_test karken$ git commit -m "frontend test"
New deployment: 2020-85-21
Head of remote revision: 70dcf58 -> d3a2feb Head of Local Revision
Aggregated Risk Score: 12.90
Total number of commits: 4
Total number of risky commits: 3
New commits:
d3a2feb Insertions: 3 Deletions: @
710872e Insertions: 4 Deletions: @
f3b7070 Insertions: 4
Deletions: ©

modified: .DS_Store

no changes added to commit
(base) Karls-MacBook-Pro:cicd_pipeline_test karken$

Figure 3.3: Frontend Prototype

Here, some cardinal values of factors are displayed. Red is a high-risk value, yellow is medium,
green is low. These are based on the recommendations mentioned in section under Risk
Representation. The git hash of the commit in question also gets the color of the factor with the
highest risk. In reviewing, starting with red commits might be a way of facilitating the work. Every
commit also has a related risk score. This is the sum of all its commits. the weighing of this sum
will be studied further after results are analyzed. There will also be an aggregated score for the
whole deployment, as of right now it is just a sum of the commit’s scores. Interviews show that this
already is an improvement over the current process, but it is hoped that an even better one will be

found during the analysis in Section

3.3 Applied Factor Risk Impact Analysis

In this section, the labeled data and extracted factors are utilized to study a potential correlation.
Two main approaches were identified. Our first attempt was studying plots and app]ying statis-
tically based methods such as checking averages, t-distribution analysis, and k-means-clustering.
It was believed that static analysis would allow for factor weighing that could lead to a fair pre-
diction. The second approach was applying various machine learning methods, mostly shallow
learning models, in order to predict the correlations.

3.3.1 Manual Statistical Analysis

Firstly, the output from the factor extraction and bug labeling was divided into two data macri-
ces, one containing the faulty commits and one containing the non-faulty commits. Each row in
the respective matrix represented a commit and the columns represented the risk factor values.
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This separation was done in python, which enabled simple data handling. Subsequently, the two
data matrices were analyzed in Excel. Each factor value was plotted for all commits, and a vi-
sual comparison between the failed and non-failed commits was constructed. This was meant to
provide a simp]e overview of whether or not there were any differences. By simply observing the
scatter graphs, no distinctive correlation could be seen. Results are presented in section and
Appendix B. In order to compare the faulty and non-faulty commit factor values numerically, the
average values were obtained for each column with the excel function "average”. All factor averages
were higher for the faulty commits, compared to the non-faulty. However, in order to determine if
any of the differences were statistically significant, the factors’ two-tailed student t-distributions
of their respective means were plotted. The upper and lower bounds were calculated according to

equation [3.1]and

U=X+t*s/\Nn (3.1

L=X—-tx*s/\n (3.2)

Where U is the upper bound, L is the lower bound, s denotes the sampled standard deviation
and t is the two-tailed t-distribution value for a 5% significance level and n-1 degrees of freedom. S
was obtained by the Excel function "stdev” and t from "T.INV.2T”. The null hypothesis was that the
non-faulty and faulty commit factors had the same mean. This hypothesis could be rejected with
95% confidence if the boundaries did not overlap. If this were the case, it would be a big indication
that these factors have an influence on the likelihood of failure of a commit.

The aim was to mimic the scoring system of 0, 1, 2 and 3 used by Sinch to classify the risk. This
was because only one risk dimension of the RAS-form was being analyzed, namely the implemen-
tation complexity, and it would be beneficial to have all risk scores on the same format. The idea
was therefore to identify risk levels, from 0-3, for each individual factor and then Calculating the
accumulated risk score by applying weights, as performed in the SRAM model in Section An
attempt to cluster the data into 4 categories for each factor was therefore done using the k-means
method with 4 centers. The k-means clustering was performed in r using the method "kmeans”
with 4 centers, 50 maximum iterations, and nstart = 50. This resulted in 4 groups of data, which
represented the different risk levels. However, when further analyzing the groups identified by
the k-means method, it was clear that the results were inconclusive. Further analysis was done
by calculating the percentage of failed versus non-failed commits for every value of a factor. For
example, looking at "number of files changed”, the values were (0, 1, 2, 3 ... max number of files
changed). The frequency of failed and non-failed commits for every value was then obtained by the
FREQUENCY function in Excel. Their respective percentages could then easily be calculated by
dividing the frequency with the total number of commits that changed the same number of files.
An extract from the excel spreadsheet is presented below in Figureto furcther demonstrate. The
"bins” column is the number of files changed by a commit and the values in " nonfailed”, ” failed”
and ” tot” are the number of commits that did not fail, the number that failed and the total number
of commits that changed a certain number of files.
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a &0 a &0 1 a

1 3433 245 i6y8 0933388 0066612

z 1243 131 1424 0872853  0,127107

3 648 129 777 0833977 0166023

4 450 134 624 0785256 0214744

5 345 95 444 0.78ED36 0213964

6 355 Ba 483  0.817BO5  0,1E2155

7 264 74 338 0781065  0,218935

B 176 53 229 0768559 0,231441

) 144 48 152 0,75 025
10 118 41 159 0742138 0,257B62
11 114 31 145 0786207 0213733
12 68 29 9y 0701031  0,298965
13 98 15 117 0837607  0,162353
14 230 25 235 0.5901%61  0,093035
15 119 17 136 0,875 0125
16 47 13 65 0723077 02765923
ir 41 22 63 0650734 0,349206
jik:3 75 15 94 0797872 0202128
19 38 11 49 0,77551 022445
20 g 13 52 0,75 025
21 38 12 50 0,76 0.24
22 33 11 44 0.75 0,25
23 7 10 7 0,72973 027027
24 13 7 25 0,72 0.28
25 26 B 34 0764706 0,235254
26 21 5 26 0807652  0,192308
27 14 3 17 0823529 0176471
28 16 ) 25 0,64 036
29 20 5 25 .8 3.2
30 23 4 27 0851852 0,143148
31 13 a 13 1 a
32 15 3 18 0833333 0166667
33 14 z 16 0,875 0125
34 14 3 17 0823529 0176471
35 12 z 14 0857143 0,142B57
36 10 4 14 0714286  0,285714
7 10 z 12 0833333 0,16G6E7
38 12 3 15 0.8 0.2

Figure 3.4: Percentage failed vs non-failed for every value of files changed

As can be seen, the percentage of failed commits are initially quickly trending upwards when
increasing the number of files changed, but after around 13 files changed, it becomes difficult to
draw any solid conclusions. As mentioned in Section the IRM recommends the following
risk levels: low (2% probability of failure), medium (2-25% probability of failure) and high (25+%
probability of failure). According to this recommendation, the levels obtained from the k-means
clustering were not valid. The resulting k-means cluster means and their respective group sizes can

be seen in Table[3.1l
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Cluster Mean | Number of Commits in Cluster
542.8 4
2504 8
80.34 58
7376 1397

Table 3.1: Showing the resulting cluster means from the k-means cluster-
ing, and their respective group sizes

Because of the inconclusive nature of the clustering. An attempt to manually assign the levels
0-3 was done by looking at the percentage of failure and deciding cut-off points, influenced by
the IRM recommendation mentioned in Section However, this proved to be difficult and it
also lacked sufficient scientific backing. The task of determining the input-output relations was
instead deemed to be a use case suited for machine learning, as multiple benefits could be seen by
applying it. Firstly, potential synergy effects between the various factors would be considered, as
opposed to when dividing the individual factors into risk levels. The precision of the prediction
would also increase since the factor value would not be part of a range that corresponds to the
same risk score. Lastly, the issue of determining weights for the different factors would no longer
be a problem, as this would be produced by the machine learning algorichm.

3.4 Machine Learning

The end result of the factor extraction is a table of commits hashes and their respective cardinal
risk factor scores. The result of the bug labeling is an approximation on whether the commit
caused a bug or not. This data is already in a format that is close to optimal when training a
binary classifier. There are, however some considerations and limitations. One observation about
the data is that it is rather unbalanced. This means that one of the classes, in our case the non-
bug-inducing class, is vastly over-represented, in the case of MSL with an approximately 7:1 ratio.
This can lead to optimistic results if only looking at the general precision (total number of right
predictions over the total number of predictions). This effect stems from that for a data-set like
this, the best model might be one that guesses "not a bug” no matter the feature values. In our
case, this would lead to an accuracy of about 85%, which might sound impressive, but that in effect
could be replaced with a flag set to "not a bug” for all the commits. It is also probable that we want
the model to be stringent in the sense that additional false positives matter less than bug inducing
commits that slip through unnoticed. This can be changed by tuning the threshold parameter of
the model. Another consideration is that given the non-decisive nature of our data-set, as even the
smallest commit can potentially cause a bug, it is likely that the main takeaway from our model
should not be a fully classified data-set without additional information, but racher a fuzzy value
prediction of how likely the commit is to induce a bug. In aggregated form, it is likely that this
would give a better classification of the risk associated with a full deployment. Visualization of
this data would also give a clear prioritisation of how to review the commits, where high scoring
commits could be reviewed first, or more rigorously. In order to gauge how good a model is at this,
a commonly used metric is the ROC-curve, and its associated AUC-value, described in section
under Performance Metrics. Another consideration to factor in is the model training time. As
discussed in chapter DevOps, the component needs to be lightweight in order to add value. As
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such, model training time in the order of seconds, rather than minutes, even without access to a
company-issued GPU, is beneficial.

In order to evaluate the feasibility of a machine learning-based approach to the issue of risk
factor impact analysis, four different models were trained on data extracted from the MSL project.
This is the biggest project at Sinch, and also the one we are the most familiar with. For a use case this
datalogically simple (one cardinal feature vector matched to one one-hot encoded vector), shallow
learning models are sufficient. This also allows for a deeper understanding of how the model works,
something that allows for further analysis. Four models were selected as likely candidates.

« LinearSVC
+ Logistic Regression
« Random Forest Classifier

+ Naive Bayes

All of them were downloaded from the SKLearn python libraries. More info on the details of
how the models function can be found in the SKlearn documentation [48]. All these models were
trained on 90% of the data extracted from the MSL project. They were then tested against the
other 10%. This sp]it was based on chrono]ogica] order, as to simulate the company having started
using the product 90% of the way into the project, and then testing the results on the most recent

10%. This split is crudely illustrated in figure

Dataset

Training Set Test Set

Figure 3.5: A dataset split into training and test data [40)]

In order to study the performance of the models, some of the metrics mentioned in Section
Will be of extra interest. The models’s respective confusion matrices will be displayed, both
with the default threshold and with a threshold that allows the model to catch approximately 66%
of the bugs. Furthermore, the ROC-curve, and its associated AUC-score will be graphed. This
is believed to be the fairest representation of how well the model predicts and as such the most
important performance indicator. We also compared the relative speeds of the training process.
Results shown in Section makes it likely that at least random forest classification had a sufficient
understanding of the correlations between risk factors and adverse events to be of assistance in the
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assessment process. Tuning hyperparameters such as increasing the number of estimators made
the result slightly more reliable, at the cost of training being slightly more computationally expen-
sive. Even for a number of estimators that trains as quickly as the other models, random forest
classification presented the best results. In order to study the generalizabi]ity of our results, the
factor extraction, bug labeling, and machine learning model were tested on other projects, both
open-source, and Sinch projects. The importance of the extracted factors was also studied through
the trained models’ built-in feature weighing functionality.
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Chapter 4

Results

This section will present and summarize the results of the tests conducted. All of the tests are based
on the datasets created through the factor extraction and bug labeling steps discussed in section
and There will be two main areas from which resules are of importance. The first
being our statistical analysis on the MSL dataset. The second is the results from the application of
shallow learning methods and machine learning, both several model’s performances on the MSL
dataset, and later, Random Forest Classifiers performance on other projects.

4.1 Manual Statistical Analysis - Results

Here the results from the manual analysis will be displayed. These are based on two datasets. One
with only faulty commits, and one with non-faulty commits. First, scatter plots of the two datasets’
factor value "time since last commit” for every commit will be displayed. After that, the averages
and medians for the factor values in the two datasets will be contrasted. Lastly, we will study the
statistical difference by calculating the true distribution using a scudent c-test.

Scatter Plots

The results of the scatter plots for the various risk factors where rather inconclusive and compre-
hensive. Hence, we have chosen to only display the results from the factor "time since last commit”,
in Figure It has the the most distinguishable difference. The rest of the factors’ scatter plots
can be found in Appendix B.
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Time since last commit
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(a) Non-faulty commits

Time since last commit
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(b) Faulty commits

Figure 4.1: All individual dots in (a) and (b) illustrate a commit. The y-axis
represent the time since last commit in seconds and the x-axis are simply
the different commits
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Risk Factor Averages and Medians

The average values and the median of the risk factors for faulty and non-faulty commits are com-

piled in Table 4.1jand |4.2| below.

Average Factor Values

Factor Non—faulty Commits Faulty Commits %Difference
Commit hour 12,67 12,97 2,185
Files changed 9,620 13,05 35,61
Time since last commit | 1723 2288 32.83
Message length 74,78 87.75 17.34
Insertions 279.2 383.8 37,48
Deletions 176,0 2621 48,95

Table 4.1: Illustrates the average factor values for non-faulty and faulty

commits, as well as the percentual difference between them.

Median of Factor Values

Factor Non-faulty Commits Faulty Commits %Difference
Commit hour 13 13 0,000

Files changed 2 5 150,0

Time since last commit | 68 251 269.1
Message length 56 49 -12,50
Insertions 15 72 380,0
Deletions 7 25 257.1

Table 4.2: Illustrates the median factor values for non-faulty and faulty

commits, as well as the percentual difference between them.
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Student-t Test of Factor Means

As can be seen, all averages for the faulty commits are higher than for the non-fauley commits. The

median is also higher for all factors except for commit hour and message length.

In order to investigate if the differences seen in Table Wcrc statistically significant, a student

t-test was performed. In order to clearly illustrate the ranges in which the true mean lies, with 95%

confidence, the upper and lower bounds of the means’ t-distribution were calculated, as described

in Section If the factor values’ ranges do not overlap, it is the equivalent of a p-test showing a

value of 0.05 or lower, meaning that performing a p-test, in addition to the boundary calculation,

would be superfluous. Table and shows the results from this calculation.

Non-faulty Commits’ Student-t Test

Commit Files Time since | Message Insertions Deletions
Hour Changed last commit | length
Std  Devia- | 2,895 33,36 8151 95,65 2027 1946
tion
n 8955 8955 8955 8955 8955 8955
Signiﬁcance 0,05 0,05 0,05 0,05 0,05 0,05
Critical t 1,960 1,960 1,960 1,960 1,960 1,960
Lower limit | 12,63 8,93 1554 72,80 2372 135,7
Upper limic | 12,75 1031 1892 76.76 3212 2163
Table 4.3: Presents the variables needed to calculate the upper and lower
limits of the non-faulty commits’ factor means, shown in the highlighted
cells
Faulty Commits’ Student-t Test
Commit Files Time since | Message Insertions Deletions
Hour Changed last commit | length
Std  Devia- | 2,796 37,96 6850 1379 2496 2115
tion
n 1467 1467 1467 1467 1467 1467
Significance | 0,05 0,05 0,05 0,05 0,05 0,05
Critical t 1,960 1,960 1,960 1,960 1,960 1,960
Lower limit | 12,82 11.10 1938 80.69 256.0 153.8
Upper limic | 13,11 14,99 2639 94 82 511,6 370.,4

Table 4.4: Presents the variables needed to calculate the upper and lower

limits of the faulty commits’ factor means, shown in the highlighted cells.
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Looking at the upper and lower limits for the different factor means, we see that commit hour,
files changed, time since last commit, and message length don't have overlapping boundaries. The
result of this is that we can reject the null hypothesis, that these factors have the same mean, with
95% confidence. Also, the factor means are consistently higher for the faulty commits compared
to the non-faulty, implying that faulty commits generally have a later commit hour, more files
changed, longer time since last commit, and a longer message length. For insertions and deletions,
we cannot conclude anything with this level of significance. Only with a significance level of 23%
we get non-overlapping boundaries for insertions, and for deletions we need a significance level of

26%. To clarify, this result is compiled in Tab]ebe]ow.

Factor non-faulty  com- | faulty commit | statistically signif-
mit  boundaries | boundaries (of | icant at 0.05 sig-
(of true mean) true mean) nificance level

Commit Hour 12.63 -12.75 12.82 - 13.11 YES

Files Changed 893-10.31 11.10 - 14.99 YES

Time Since Last | 1554 - 1892 1938 - 2639 YES

Commit

Message Length 72.80 - 76.76 80.69 - 94.82 YES

Insertions 237.2-321.2 256.0 - 511.6 NO

Deletions 135.7-216.3 153.8 -370.4 NO

Table 4.5: A compiled table showing what factors were statistically sig-
nificant at 0.05 significance level

4.2 Model Performance on MSL

As mentioned in Section four models were all trained on the data extracted from the MSL
project and then compared. The metrics tested for were a confusion matrix, both with the defaule
cutoff threshold, and one that catches 60% of the bugs, and a ROC-curve with the AUC-score
written into it. Time of’ convergence was neg]igib]e in all the models, even on the ]arger projects.
The four models tested are:

« Support Vector Classifier
. Logistical Regression
+ Naive Bayes

« Random Forest Classifier
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4.2.1 Support Vector Classifier
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Figure 4.2: Confusion matrices for the support vector classifier. The naive

case guesses that almost all events are non-buggy. The tuned case has de-
cent performance, but a high number of false positives

10 1 —— svC on MSL, auc=0.6010521465325243
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Figure 4.3: The ROC-curve for SVC on MSL. Relatively linear. Close to
the baseline performance
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Logistical Regression
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Figure 4.4: Confusion matrices for Logistical Regression on MSL. The
naive case guesses that all events are non-buggy. The tuned one has more
false negatives than true negatives.
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Figure 4.5: The ROC-curve for LR on MSL. Very close to the baseline
model.
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4.2.2 Naive Bayes
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Figure 4.6: Heatmaps for NB on MSL, both performing rather poorly
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Figure 4.7: ROC-curve for NB on MSL
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4.2.3 Random Forest Classifier
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Figure 4.8: Confusion matrices for Random Forest Classifier on MSL. The

naive one spots more true positives than previous models, but is still heav-
ily biased towards negative results. The tuned one performs decently
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Figure 4.9: The ROC-curve for RFC on MSL. A clear improvement from
the baseline model.
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Figure 4.10: Feature Importance ranked for the RFC on MSL. This ranks

the stacistical impact of the factors on the model’s prediction
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4.3 Performance on Other Projects

Random forest classifier was elected as the most likely candidate for best model performance. In
order to study how generalizable our findings are, we we trained the model on other open-source,
git-based projects, and studied the same performance metrics as when electing what model to use.

4.3.1 Veloren

Veloren is a medium-sized open source project (4000 commits). It is a game with developers all
over the world.
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Figure 4.11: Confusion matrices for a model trained on Veloren. Naive
one is heavily biased towards negative prediction. Tuned one performs

decently
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Figure 4.12: The ROC-curve for REC trained on Veloren. Clear improve-

ment from baseline
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Figure 4.13: Feature importance, ranked from lowest impact to highest.
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4.3.2 GitLab Omnibus

GitLab Omnibus is a large-scale ( 11500 commits) open-source project. It creates downloadable
full-stack packages for various placforms. It has a relatively low ratio of bugs to commits compared
to the other projects studied.

_ 1500
-IEGD
. 1964 . 1536 -1200
- 1200
_ 300

Figure 4.14: Confusion matrices for RFC on gitlab-omnibus. Even naive

one spots some true positives.
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— RandomForestClassifier on Omnibus, auc=07207700253232041
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Figure 4.15: ROC-curve for REC on gitlab—omnibus. Clear improvement
from baseline
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Figure 4.16: Feature importance for RFC on gitlab-omnibus ranked from
lowest impact to highest
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4.3.3 GitLab Kanban

Gitlab kanban is a small-scale (450 commits) open-source project. It is a tool that facilitates the
usage of the kanban method.
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Figure 4.17: Confusion matrices for RFC on kanban. Worth noting is the
small sample size. Naive model predicts all negative. Tuned one finds all
the true positives.
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Figure 4.18: ROC-curve for RFC on kanban. The small sample size leads
to a clear threshold.
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Figure 4.19: Feature importance of the RFC trained on kanban, ranked
least impact to most.
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Chapter 5
Findings

In this chapter we analyze the results, discuss them and the work as a whole, and try to reach final
conclusions. Did we manage to answer the research questions?

5.1 Analysis

Here, the results from chapter wi]l be analyzed. The most important question is whether there is
a significant correlation between the risk factors and the flagged faulty states, and if so, how strong
is it? We will begin by studying the results from the manual statistical analysis. Subsequently, the
results from the machine learning models trained on MSL will be analyzed. Lastly, the performance
of the random forest classifier model on other select projects will be examined.

5.1.1 Implications from Manual Statistical Analysis

Looking at the results from Scction we see that all analyzed factors have a higher average for
faulty commits, compared to non-faulty. The median is also higher for 4 out of 6 factors. This
is a great indication that these factors have an impact on the bug risk. The student-t test further
supports this, as all factors except for insertions and deletions can with 95% confidence be said to
have a mean that is higher for faulty commits. However, simply the fact that the means are different
does not necessarily say much about a factor’s ability to predict the probability of failure. For
example, the mean commit hour for non-faulty commits is 12,67 and 12,97 for faulty. Even though
these proved to be statistically significantly different from each other, the difference is so slight
(12:58 instead of 12:40) that it would not be possible to determine the risk of a commit solely based
on this, especially when we have a standard deviation of 2,895 and 2,796 respectively. The other
factors have a larger difference between their faulty and non-faulty commit means, varying from a
32% to a 48% larger value for the faulcy commits. Intuitively, this would provide a stronger basis for
prediction, but the large standard deviation causes issues for the prediction of these factors as well.
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For example, the factor "deletions” has the largest difference at 48,9% but the standard deviation
of 1946 and 2115 (for means 176 and 262,1) causes uncertainty to whether the means can be said
to differ ac all. In conclusion, the manual statistical analysis indicates that there is a correlation
between all factors and the bug risk. For commit hour, files changed, time since last commit, and
message length, we can with 95% confidence say that faulty commits on average have a higher value.
For insertions and deletions, we can say this with 77% and 74% confidence respectively. Because of
the high variance of the data, it is difficult to construct a risk assessment model that adequately
predicts the bug risk based on manual analysis.

5.1.2 Implications from Machine Learning

A machine learning approach turned out to be well suited for producing a predictor model. In this

section, the results from Section4.2land [4.3| are examined and expanded upon.
p P

Model Performance

Four different types of models were tested, and as the results show, the random forest classifier
was by far the best. Naive Bayes and logistical regression both have an AUC-score of slightly above
50%, which means they are only marginally better than guessing. Support vector reaches an AUC-
score of 0.6, which is a significant improvement over both baseline, and Naive Bayes and Logistical
Regression, however, 0.6 is still generally considered poor. The random forest classifier reached a
score of 0.76, which is definitely acceptable according to the rating presented in section 2.5.2.

Feature Importance

For MSL, i.e. the Sinch project, we see that time since last commit is the biggest indicator of bug
risk, followed by insertions and deletions, these results are discussed further in Section Also,
important to notice is that none of the six factors had no importance. From the generalized testing
it is apparent that the method holds water even on other projects. We have actively tried to test on
different sized projects, all with successful resules. Worth noting is that the results have in no way
been cherry-picked. From the respective feature importance graphs, we see that the biggest risk
indicators vary from project to project. Table ranks the factors based on their average feature
importance from the four projects, from most important to least important. The averages have
been weighted equally, independent on project size.

Factor Average Feature Importance
Time since last commit 0.218
Insertions 0.208
Deletions 0.167
Message length 0.154
Commit hour 0.135
Files changed 0.118

Table 5.1: Average feature importance for all four projects, ranked from
most important to least important, based on the ML results
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5.2 Discussion

In this section, the project will be discussed in three areas:

+ General Discussion, where takeaways and considerations from throughout the thesis are
discussed.

« Limitations, where the tool is examined from the perspective of what it cannot do.

« Future Works, where we outline likely paths to circumvent limitations or to improve the
performance of the tool even further.

Some points are reiterations and summaries of discussion already sprinkled through the work,
some points are reflections and considerations that were had but didn’t fit in any of the other
sections.

5.2.1 General Discussion

Factor Significance

Some noteworthy results from Section {f are that insertions and deletions were the only factors
not statistically significant ac a 95% confidence level. Hypothesised beforehand was that these two
factors would be the most prominent predictors of the bug risk. Alchough, if we were to only look
at the average values, these two factors had the largest percentual differences between non-faulty
and faulty commits. As discussed previously, it is the large variation that causes uncertainty and it
could very well still be that insertions and deletions are the biggest indicators of bug risk, but there
is not sufficient proof from the statistical analysis that this is the case. However, when looking
at the feature importance obtained from machine learning, we see that insertions and deletions
are ranked as number 2 and 3 in terms of their average ability to predict a faulty commit. This
provides some backing to them actually being significant indicators of the bug risk. In addition to
this, insertions and the time since last commit are the only factors that have a feature importance
above 0.15 for all projects, with time since last commit making a strong case for being the most
important factor, with an average score of 0.21 and a maximum of above 0.3.

A big surprise from the ML results was that number of files changed was ranked last. It is
reasonable to believe that changing a large number of files would cause the risk to increase, and
logically it should be correlated quite heavily with the number of insertions and deletions, which
seemingly have a large impact. It is though entirely possible that many changes in few files would
be riskier than a few changes in many files, but it is not possible to draw any solid conclusions
regarding this. When looking at forums like stack overflow, some argue that when there is a strong
correlation between factors, the resulting feature importance from a random forest model can be
lower. If this is true, it can be an explanation to the differences seen in files changed and insertions,
but for now, this is only speculation.

Counter-productivity Through "Playing” the Model

An implementational aspect that was initially thought to be a problem was that the developers
could learn what causes a commit to get a high risk score, and adapt to this. The most obvious
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example would be to consciously write shorter commit messages, which would not lower the actual
commit risk but only lower the risk score, as well as cause worse and less informative commit
messages. However, since the model is dynamic and continuously trained on the data from the
same project that is being developed, the model would in turn learn chis changed behaviour and
understand that commit message length no longer would be a good indicator of the commit risk.
The dynamic nature of the tool can be enforced even further through weighing more recent results
heavier or through only looking at commits within a defined time-frame. It is also worth noting
that it is hoped that the developers will feel that the tool is providing assistance rather than being
a nuisance, which would discourage this kind of behaviour altogether.

Generalizeable Results

One interesting takeaway is that the model achieved decent to good performance on all the tested
projects, ranging from small-scale to large-scale. This suggests that the method extends well, and
could be applied to many use cases at companies.

5.2.2 Limitations

The results of the research and tool design are satisfactory, and believed to be of some value to Sinch
AB. However, our approach has its limitations. These, and proposed solutions where applicable,
are listed in this section.

Faulty State and Bug-Inducing Commit Approximation

One major limitation that needs to be considered is the labeling of faulty commits. The entire
study is based on this approximation and that it can give an adequate estimate of which commits
caused a bug and which did not. If the assumption were to be wrong, the results achieved would
lack any practical meaning as it only predicts what we have defined as bugs. In order to validate
whether this labeling approach is sufficient, similar tests with different labeling approaches could
be performed. To manually label the commits would likely be a very good validation technique,
although this would be incredibly time demanding and tedious, making it fall out of the scope of
this project, and instead a subject for future work.

Another consideration related to the labeling of faulty commits, is that it also requires the
development team to practice good commit hygiene, at least in terms of always writing a message
containing something along the lines of "bug” or "revert” when fixing a bug. Preferably, the team
should decide on a label to include in the commit message when fixing a bug, that is unique for
the act of bug fixing, and unlikely to be included in an unrelated commit message. An example
could be "BFX” or "BGFX". If this is overlooked, the entire labeling process runs the risk of being
incorrect and either not labeling enough or too much and incorrectly, causing the results to be

skewed. One workaround could be basing the bug spotting on issues in JIRA marked with bug,
this will be discussed further in section £.2.3]

High Data Variance

In an optimal world, the model would perform with a close to 100% precision. The data, however,
is inconclusive in nature. A commit that changes one line in one file can potentially crash the
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whole system, while an all-encompassing change may not cause any issues at all. This high variance
makes it difficult to predict with certainty. It is highly probable that taking more factors into
consideration would improve the model’s performance, but this effect will experience diminishing
returns, and likely never get to a point where there will be no edge cases.

Lack of Data in Smaller Projects

Our method studies historical data, in order to predict the future. In small scale projects, this
historical data might be insufficient to find the correlations necessary for valid predictions. In our
case, the small scale Kanban-project was enough to have a decent result. However, we can see from
the ROC-curve that its predictions are blunt, thus rendering a good classifier, but poor probability
predictor.

5.2.3 Future works

The initial scope of the project was vast, and our results suggest that the area seems to have a lot of
potential. As such, there are areas that the time frame did not allow to be explored properly, but
that its hypothesized would improve the performance even further. These areas will be discussed
in this section.

Pipeline Integration

This paper has been the groundwork and proof of concept for a CI/CD compatible risk assessment
tool. To integrate it into the CI/CD flow at the company, it is believed that we need to work closely
with the end-users. In order for people to actually use our tool, it needs to be easy to install and
use, and present results that users can appreciate the value of instantly. The easiest way of solving
this would be packaging it as a GitLab component. This allows users to easily integrate the service
into the designated location in the pipeline.

Commit Hygiene Framework

It is possible that an even higher model performance might be achievable if a framework for commit
hygiene is put into place. For example, tagging commits as refactors, merges, bugfixes, etc. might
allow for another dimension of statistics. This, however, has some adverse implications. Getting a
whole company to start working differently is a vast undertaking, and there’s no guarantee that the
approach will ever be adapted to an extent where it is useful. The method would also reintroduce
the human factor to the risk assessment tool, something that is undesirable.

More factors

We did not have time to fully study every factor in the E/R diagram mocked up in section
However, it is believed that taking these factors into account would both increase the precision
of the model, and perhaps even help to approximate the impact. The author, and project scopes
are possible to construct with information that is available to us right now, and our tool is built
with this extension in mind. The code quality metrics scope depends on there being a static code
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analyzing tool implemented company-wide that can dump machine-readable stats about the code
in question, and has an API that can be called.

Deep Learning

Machine learning is an area that allows for vast experimentation. One can try any number of
models, tune hyper-parameters, utilize different ways of data normalization, and all of these factors
might impact the performance of the model. It is possible that when for example including more
factors, that the performance would be increased by utilizing a deeper network.

Faulty State Approximation

As discussed in the last section. One of the biggest limitations of our tool is that its predictions
are based solely on the approximations of what commits have caused a faulty state (the method
described in section . Hence, the predictions will never be better than the approximation.
Our results make it likely that it is a valid approximation, but there might be other, better ways of
spotting adverse events. One of the ways that exist, but might be unfeasible is manual traversing
of the commits, and interviews with stakeholders that remember when things have gone awry, and
what caused it. Basing the analysis on Jira issues is also a likely way forward. Furthermore, letting
the program differ between the four types of bugs shown in figure could also lead to more

representative data.

5.3 Conclusions

Here we tie back to the research questions. Are the results conclusive enough to have scientifically
backed answers to both of them?

RQ1: Are there development-related meta factors that can be ex-
tracted from common versioning tools, that can help in assessing risk
associated with a deploy or commit?

In the analysis, in Section we see that an acceptable prediction of the bug risk was achieved,
something that given the inconclusive nature of the data has to be considered a good result. How-
ever, due to the grand scope of the research, some limitations had to be imposed. First and foremost,
the real-world prediction will never be better than our approximation of what constitutes a bug,
outlined in Section How well the results fit with our hypotheses, and scientific backing in
literature regarding the SZZ-algorithm supports that it is a valid approximation, but this could be
tested further for a truly conclusive answer. Ways of doing this are outlined in Section The
service is also heavily reliant on the project being git-based. However, these days, git is so ubiqui-
tous that it fulfills the common versioning tools sub-requirement of question R1. With this context
in mind, the results from the machine learning show that there’s a clear correlation between some
factors that are central, and general to all projects based in a git environment, and between fauley
states. Furthermore, these correlations can be estimated by machine learning models. Taking into
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account our research about risk, and the results from the case study, it is believed that these pre-
dictions help greatly in risk assessment. As such we are rather confident that the answer to the
question is yes.

RQ2: Can this risk assessment method be utilized to implement an
automated last-line-of-defence service integrated into the currently
used development pipeline, and how would this benefit Sinch?

Our research on DevOps in Section and the case study at Sinch, especia]]y Section made it
clear that a tool that could help in assessing the Implementation Complexity of a deployment, is
a tool that is valuable. The answer to question R1 shows that this assessment is possible. Further-
more, the limitations we have imposed on ourselves, such as everything needing to be automated
and lightweight, makes it a good fit for integration in a DevOps pipeline. In order to fully explore
this question, there would need to be a trial in production-environment at Sinch. However, based
on the stakeholder’s responses we are fairly confident that the tool can be integrated into their
toolkit, and that this would bring substantial value, especially considering the rudimentary nature
of the assessment process currently employed. Just having some data to base the review process is
believed to be a big step forward. The fact that the service works best at predicting probability
of risk, rather than impact is also important, since this is the area which left most to wish for in
the current process. One more concrete area where the tool is believed to help, is in achieving
[SO-27001 certification, which requires the deployment risk management to involve automated
gauntlets through which all code headed for production must pass. This is exactly the type of
use-case that our research indicates our service would perform well on.

Summary

In general, we are happy with the results and feel that there is a multitude of cases where the
method could be utilized to facilitate risk management work at all levels. We are also certain that
there are further considerations that might make the tool even more sensitive and accurate, and
hope that it can act as an important piece of the puzz]e for the step into truly data-driven decision
making.
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Appendix A

Factors for Risk Assessment

A.1 Identifying Software Project Risks: An In-
ternational Delphi Study [57]

1. Lack of top management commitment to the project
2. Failure to gain user commitment
3. Misunderstanding the requirements
4. Lack of adequate user involvement
5. Lack of required knowledge/skills in the project personnel
6. Lack of frozen requirements
7. Changing scope/objectives
8. Introduction of new technology
9. Failure to manage end user expectations
10. Insufficient/inappropriate staffing
11. Conflict between user departments
12. Lack of cooperation from users
13. Change in ownership or senior management

14. Stafﬁng Volatility
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15. Lack of effective development process/methodology

16. Not managing change properly

17. Lack of effective project management skills

18. Lack of effective project management methodology

19. Unclear/misunderstood scope/objectives

20. Tmproper definition of roles and responsibilities

21. Number of organizational units involved

22. No planning or inadequate planning

23. Artificial deadlines

24. Multi-vendor projects complicate dependencies

25. Lack of "people skills” in project leadership

26. Trying new development method/technology during important project
27. Bad estimation

28. New and/or unfamiliar subject matter for both users and developers

29. Poor or nonexistent control

A.2 Risk Assessment of Software Projects Us-
ing Fuzzy Inference System [34]

1. Corporate Environment
2. Sponsorship/Ownership
3. Relationship Management
4. Project Management

5. Scope

6. Requirements

7. Funding

8. Scheduling Planning

9. Development Process
10. Personnel Staffing

11. Technology

12. External Dependencies
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A.3 Software Risk Management: Principles and
Practices [7]

1. Personnel shortfalls

2. Unrealistic schedules and budgets

3. Developing the wrong functions and properties
4. Developing the wrong user interface

5. Gold-plating

6. Continuing stream ofrequirements changes

7. Shortfalls in externally furnished components
8. Shortfalls in externally performed tasks

9. Real-time performance shortfalls

10. Straining computer-science capabilities

A.4 Components of Software Development Risk:
How to Address Them? A Project Man-
ager Survey [53]

1. Scheduling and timing risks.

2. System functionality risks.

3. Subcontracting risks.

4. Requirement management risks.

5. Resource usage and performance risks.

6. Personnel management risks.

A.5 How Experienced Project Managers As-
sess Risk [42]

L. he client’s knowledge/understanding/clarity regarding 12 14 the requirements/problem to
be solved

2. The existence/competence/seniority/commitment of the project patron/owner
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3. Level of IT competence and experience of the customer/users
4. Need to integrate/interface with other systems

5. Scale/coordination complexity of the project (numbers of disciplines, need to share resources,
need to subcontract, and so on)

6. Main source of control over the project (developer versus client versus third parties)

7. Level of change to be experienced by the client (to procedures, workflow, structures, and so
on)

8. The need to satisfy multiple groups of disparate users versus the need to satisfy one group
of similar users

9. Who we will be working through: users versus the I'T department, individuals versus com-
mittees

10. Developer’s familiarity with platform/environment/methods

11. Developer’s previous experience with the application

12. Level of enthusiasm/support/“energy” for the project in the client’s organization
13. Logical complexity of the application

14. Ease of solution validation (for example, possibility of prototyping)
15. Client’s willingness/capability to handle implementation

16. Freedom of choice of platform/development environment

17. Criticality/reversibility of the new system roll-out

18. Maturity of the technology to be used

19. Developer’s knowledge of country/culture/language

20. Stability of the client’s business environment

21. Developer’s knowledge of client’s business sector

22. Other constructs (hard to classify)

A.6 Toward an Assessment of Software Devel-
opment Risk [4]
1. Size

2. Team size
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3. Technical complexity

4. External suppliers

5. Technical newness

6. Application newness

7. Resource sufficiency

8. Task characteristics

9. Team diversity
10. Team expertise (software development)
11. Team expertise (application)
12. Team expertise (task)

13. Team expertise (in general)
14. Experience of leader

15. Number of users
16. Diversity of users

17. User attitudes
18. Conflicts

19. Top management support

A.7 A Review Study: Automated Risk lden-
tification Tool for Software Development
Process [61]

« Risk in software requirements

1. No proper requirements gathering.
2. No proper documentation.
3. The definition of the requirement is very poor.

4. On the spot change of requirements.
+ Risk in software cost

1. Poor estimation of the projects cost.

2. Poor working of the hardware.
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3. No proper testing techniques used.

4.
5.

No proper monitoring.

Due to the Complexity of architecture.

6. Also due to the large size of architecture.

« Software Scheduling Risk

G & W D

Due to the change in requirements and their extension.
Inadequate knowledge about tools and techniques.
Due to the lack of manager experience.

Due to the lack of knowledge and the skills.

Due to the lack of good estimation in projects.

« Software Quality Risk

N o Gk w

Due to the extension of requirements change.
Absence of design documentation.

Due to the inadequate documentation.

Due to the absence of project standard.

No proper estimation of budget.

Poor definition of requirements.

Due to insufficient knowledge skills.
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Scatter Plots
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Figure B.1: faulty and non-faulty scatter plots for commit hour.
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Figure B.2: faulty and non-faulty scatter plots for files changed.
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Figure B.3: faulty and non-faulty scatter plots for insertions.
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Figure B.4: faulty and non-faulty scatter plots for deletions.

99



Message length

1
.

. &

e,

%
i)

TIEY X 1O

e %

1000 2000 3000 4000 5 6000 9000

(a) faulty

Message length

1000

1200

(b) non-fauley

Figure B.5: faulty and non-faulty scatter plots for message length.
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Exjobb: Automated Fuzzy Logic Risk Assessment and its Role in a DevOps Workflow
Examinator: Martin Host | Handledare: UIf Asklund | Studenter: Karl Lundberg och Andreas Warvsten

Institutionen f6r datavetenskap | LTH | Presenterad 2020-06-11

Datadriven Riskanalys ur ett

DevOps-perspektiv

En populdrvetenskaplig sammanfattning

Klimatet i dagens IT-sektor dr sadant att
man knappt kan bestimma sig for vilken
kaffe man ska ha utan att forst
tillhandahalla data for att backa upp sitt
beslut. Detta datadrivna paradigmskifte har
slatt rot i ndstan alla delar av foretagens
aktiviteter och har fort med sig en uppsjo
fordelar. Det finns dock ett omrade som
vagrar lata sig datafieras - riskhantering.
Till dags datum ér riskhanteringsprocessen
ofta 1ost baserad pa allt ifran subjektiv
utvecklarkompetens till ren magkinsla.
Denna artikel visar att denna process till
viss del kan automatiseras, nagot som kan
underlitta foretags arbete oerhort.

For att kunna ta datadrivna beslut krivs data. Det
ar hér ett annat nyligt paradigmskifte kommer in.
DevOps dr ett portmanteau av de engelska orden
Development och Operations, och dr ett arbetssatt
som bl.a. lagger stor vikt vid att man sparar
metainformation om utvecklingsprocessen. Ofta
gors detta med hjalp av versioneringsverktyg
sdsom git och Jira. Dessa verktyg lagrar data om
“commits”, eller “dndringar”. 1vart arbete var det
ur denna dataméngd de potentiella riskfaktorerna
extraherades. Var slutgiltiga lista 6ver faktorer vi
extraherade ur varje andring ar:

Hur ménga olika filer som berorts
Hur ménga rader som har lagts till
Hur ménga rader som har tagits bort
Tid sedan projektet &ndrades senast
Tiden pa dagen da dndringen skedde
Langden pa meddelandet som beskrev
andringen

Med dessa faktorer extraherade var det dags for
nésta steg. Riskhantering gar ut pa att minimera
exponering till hdndelser med negativ paverkan.
For att hitta det historiska sambandet mellan
faktorerna och dessa negativa handelser
utnyttjades en snillrik algoritm som gar bakvéagen
fradn de &ndringar som fixat kod. Tanken &r att
man utnyttjar dessa “fixes”, for att hitta vilken kod
som har behovts fixas. Sedan hittar man
dndringen som gav upphov till dessa rader som
behévde fixas - denna dndring blir sedan
klassificerad som en kailla till en negativ handelse.

Nu har vi en uppsattning riskfaktorer per
andring, och en approximering av om andringen
gav upphov till en negativ handelse eller inte. Allt
som kvarstar att gora ar att undersoka om det
finns ett tillrackligt starkt samband for att kunna
sia om ifall en kommande dndring medfor stor
eller liten risk. For att undersoka detta
utnyttjades maskininlarning. Vara modeller visar
att det finns ett tydligt samband mellan en
dndrings faktorvarden och risk. Detta resultat kan
anvandas som underlag for datadrivna beslut i
samband med release av ny programvara och
kod.
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