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Abstract

Breast cancer is the most common type of cancer worldwide with an estimate of 2.3 million
new cases in 2020, and the number one cause of cancer-related deaths in women. While survival
rates are high in many high-income countries, with a five year relative survival rate of 85%
and more, the respective survival rates are poor in many middle- and low-income countries,
with rates as low as 12% in Kyadondo, Uganda. This immense difference is largely due to the
difference in availability of access to diagnostic tools and screenings, as well as the amount of
diagnostic experts.

One solution to bridge this gap and increase the survival rates in low-income countries
could be to use point-of-care ultrasound (POCUS) imaging as a cheap and portable diagnostic
tool, combined with a deep learning (DL) based algorithm for image classification. While it
has previously been shown that this is possible and can produce good results, it is extremely
important in a field like medical diagnostics to have a classifier that is also trustworthy, as
wrong predictions can have severe consequences.

This work therefore addresses the question of how to quantify uncertainties in a model’s
prediction and explores different methods from the field of uncertainty quantification (UQ) and
out-of-distribution (OOD) detection, including Bayesian neural networks, deep ensembles and
three different post-hoc methods. The results support the hypothesis that there is a correlation
between uncertainty scores and the correctness of a prediction. The correlation was the strongest
using an average ensemble with entropy-based total uncertainty. The results suggest that a
suitable threshold should be set so that the predictions of the 20% of test data with the highest
uncertainties will be marked as not trustworthy. This improves the accuracy of the breast
cancer classification (benign, malignant, normal) from previous 68.6% to 77.5%, binary accuracy
(cancerous vs. non-cancerous) from 81.8% to 90.2%, and the AUC from 95.6% to 98.4%.

Additionally, all methods were tested for the purpose of OOD detection using three different
OOD data sets. The best results were achieved using the post-hoc OOD detection method
energy score, performing well on all three data sets, followed by several types of ensembles.

Overall, the results show that there is great potential in the different methods for the purpose
of building a safer and more trustworthy classifier that can be applied in a real-world setting.
Based on our findings, an average ensemble as the classification method with entropy-based
total uncertainty is the most promising choice, followed by the energy score method. Further
evaluation with more data and comparison to additional UQ methods is needed to confirm the
optimal method.
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1

Introduction

1.1 Motivation

Breast cancer is the most common type of cancer worldwide and the number one cause of cancer
related deaths in women [1]. In order to reduce breast cancer mortality and morbidity, large
screening programs using mammography have been implemented in many countries. This has
shown promising results, having led to a significant reduction in mortality rates [2, 3]. However,
due to the high cost of mammography machines and the intense training of medical personnel
needed to use and interpret mammography, it is unfeasible to implement such a solution in
practice in many low-income countries.

Karlsson et al. [4] have proposed a novel approach with promising results to possibly re-
place mammography screenings in such regions, which uses point-of-care ultrasound (POCUS)
imaging and a convolutional neural network (CNN) to classify breast lesions. Using POCUS
imaging instead of mammography solves the problem of cost, while also being applicable in set-
tings with poor health infrastructure, due to POCUS devices being cheap, small and portable.
Furthermore, they are easy to use with short training. Using a CNN to evaluate the images in
real time additionally eases the education that the health personnel would have to undergo.
The findings in [4] serve as a baseline for this work.

In recent years there has been an increased interest in using deep learning (DL) for medical
applications. DL has shown to produce high-quality results in assessing different types of medical
images [5]. While DL models generally perform well on these tasks, achieving high accuracies
for many applications, they tend to make overconfident decisions. This can be caused by their
weak capabilities of quantifying predictive uncertainties [6]. Overconfident predictions can lead
to errors which can be both harmful and offensive [7]. To ensure the safety and trustworthiness
of a neural network, it is crucial that it has the ability to report how certain it is at its
decision and when it cannot make a reliable assessment. This becomes especially important in
critical domains like medical diagnostics, where wrong predictions can have severe consequences.
Therefore, suitable measurements for uncertainty have to be found and should be key features
in medical DL applications [8].

The field of uncertainty quantification (UQ) aims to find methods that can determine how
certain a network is about its prediction for a certain input. Some of these methods are novel
approaches on how to design the network, others are applied post-hoc, meaning after making
a prediction with a model. An ideal classifier would perform well at assessing images for which
its uncertainty is low, and possibly perform worse on images with high predictive uncertainties.
Furthermore, a similar concept holds for out-of-distribution (OOD) detection, implying that
UQ and OOD detection methods should be able to flag data samples which are outside of
the distribution of the training data. Since the network has not been trained to process and
interpret such data sample, the prediction should also not be trusted in this case.
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Chapter 1. Introduction

1.2 Aim

The aim of this work is to extend the previous findings from Karlsson et al. [4] by investigating
how UQ and OOD detection methods can be used to improve the classifier’s safety and trust-
worthiness, making it more applicable in a real-world setting. In the scope of this work five
different UQ and OOD detection methods have been implemented and compared for the appli-
cation of breast cancer classification in POCUS imaging. The respective methods are Bayesian
neural networks (BNNs), neural network ensembles, and the post-hoc OOD detection methods
softmax output, trust score and energy score. Several types of Bayesian networks and ensembles
have been evaluated, leading to a total of 20 different UQ methods. All methods are evaluated
for the purpose of quantifying predictive uncertainties for in-distribution POCUS data, as well
as for their performance at OOD detection on three different OOD data sets.

This work is split up into three consecutive studies. The first study compares the classifi-
cation performance of the networks underlying the different UQ methods. The second study
compares the different methods for the task of quantifying predictive uncertainties in the test
data, with the goal to find an uncertainty threshold that can detect samples that are likely
wrongly classified and should not be trusted. The last experiment aims at using the UQ meth-
ods to detect OOD data from three different OOD data sets.
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2

Background

2.1 Point-of-Care Ultrasound

POCUS devices are small, low-cost ultrasound devices that are considerably more portable and
compact than traditional, conventional ultrasound (US) systems. Since their first employment in
1998 [9], they have been used in a variety of different medical applications, including emergency
care, critical care, vascular medicine, obstetrics, cardiology and rheumatology [10, 11]. POCUS
has shown to have great potential in settings where resources are limited [12, 13] and thus is a
promising diagnostic tool to advance global health.

Many POCUS frameworks come with examination-specific presets for several different ap-
plications, including breast imaging, making them usable in a wide range of applications. The
presets define, amongst others, the depth and frequency at which POCUS is performed, which
can be tissue- or organ-specific. Similar to convential US, several POCUS systems have options
for advanced imagining tools like full-spectrum Doppler, M-mode and linear measurements, as
well as the possibility to take and save images and video sequences [14, 15].

Compared to conventional US imaging, the quality of POCUS images can be worse. The
affordability and portability of POCUS devices however still make them a great tool for settings
where access to conventional US machines cannot be provided.

2.2 Breast Cancer

Breast cancer has been the most common type of cancer in recent years and surpassed lung
cancer with an estimate of 2.3 million new cases in 2020, which makes up 11.7% of all cancer
cases worldwide [1]. In females, it makes up 24.5% of all cancer cases and 15.5% of all cancer
deaths, which is higher than any other cancer type. In 2020 an estimate of 875 thousand
deaths were caused by breast cancer, with incidence, mortality and morbidity rates varying
heavily between different countries and regions. While the incidence rates are significantly
higher in transitioned countries compared to transitioning countries, the mortality rate is 17%
higher in transitioning countries (15.0 per 100.000) as compared to transitioned countries (12.8
per 100.000), leading to disproportional survival rates [1]. Figure 1 shows region-specific age-
standardized incidence and mortality rates for breast cancer.

The survival rates are particularly low for sub-Saharan African regions, which is largely due
to bad health infrastructure [16, 17] and late-stage diagnosis [1]. The five-year age-standardized
relative survival in 14 of those regions was 66.3% between 2008 and 2015. The relative survival
after five year was the lowest in Kyadondo, Uganda, where only 12.1% survived [18], as opposed
to survival rates of 85% or higher in many high-income countries [19].

The lack of access to breast cancer diagnostics is one of the main causes for low survival in
low- and middle-income countries, therefore the aim of this study is to develop a safe algorithm
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Figure 1 Age-standardized (world) region-specific incidence and mortality rates for breast cancer
in 2020. The values were obtained from [1].

that can detect and classify breast cancer in POCUS images. This novel approach using low-
cost, portable POCUS devices combined with a algorithm-driven diagnosis can be used to detect
breast cancer early on, with the potential to significantly improve patient outcome.

2.2.1 Breast Cancer Characteristics

Breast cancer occurs when abnormal cells start growing in the breast, often leading to the
formation of a tumor. A breast tumor can be malignant (cancerous) or benign (non-cancerous),
where malignant tumor cells are spreading faster and can metastasize through the body. Benign
findings include fibroadenomas, mostly found in younger women, and cysts. A typical symptom
of breast cancer or benign lesions like cysts and fibroadenomas is having a lump, swelling or
thickening of breast tissue. This, however, is not enough to classify which of the above it is and
further diagnostic steps have to be taken.

In order to determine whether a tumour-like finding is malignant or benign, several charac-
teristics found in US images can be evaluated. This includes lesion shape, orientation, margin,
lesion boundary, echo texture, posterior acoustic feature, surrounding tissues, calcification and
lesion vascularity [20]. A visual guide on how to determine the expression of some of the most
important characteristics can be seen in Figure 2. Table 1 describes the appearance of the most
important characteristics for cysts, fibroadenomas, cancer and gladular tissue in US imaging
and Figure 3 shows corresponding US examples.
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Echo pattern

Anechoic Echoic

Shape

Round Irregular

Margin

Circumscribed Not circumscribed

Orientation

Horizontal Vertical

Posterior feature

Posterior Enhancement Posterior Shadowing

Figure 2 Breast lesion characteristics and expressions [21]. For each feature, the findings on the
left are typically associated with benign lesions, whereas the expressions on the right are typically
associated with malignant tumors.
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Table 1 Characteristics for differentiation between malignant and benign findings in ultrasound
imaging. The information was retrieved from [22]. Examples can be seen in Figure 3.

Cyst Fibroadenoma Cancer Glandular
tissue

Echo pattern anechoic pat-
tern

hypoechoic, some-
times isoechoic

hypoechoic hyperechoic

Shape oval or round most common:
oval or round,
less frequent:
lobulated

most common: ir-
regular shape, less
frequent: round or
oval

locally promi-
nent glandular
tissue

Margin circumscribed circumscribed,
well-delineated

not circumscribed:
indistinct, angular,
microlobulated,
spiculated

Orientation horizontal horizontal (wider
than tall, i.e. par-
allel to skin)

vertical (taller
than wide, i.e. not
parallel to skin)

Posterior fea-
ture

posterior en-
hancement

sometimes (mini-
mal) posterior en-
hancement

frequently poste-
rior shadowing

no posterior
feature

Calcifications no calcifica-
tions

may have larger
calcifications

may have small
calcifications in or
outside mass

no calcifica-
tions

The composition of breast tissue plays a heavy role in the appearance and quality of an
US scan. The two types of breast tissue are glandular tissue and fatty tissue, with the ratio
between them differing greatly. Influencing factors for the breast tissue composition include age,
pregnancy and lactation, and adipositas. Due to the resulting US images looking very different,
it can be hard to interpret the results and give a correct diagnosis. Examples of different breast
tissue compositions and their effect on mammography and ultrasound imaging can be seen in
Figure 4. This difference in images with varying tissue structures, patterns and large difference
and contrasts, makes it especially hard for a DL algorithm to learn generalizable rules for
inference.

Figure 3 Exemplary typical characteristics in ultrasound imaging for different findings [22]. From
left to right: Cyst, fibroadenoma, cancer, glandular tissue. The images are used with permission from
the Radiology Assistant. Descriptions of the different characteristics are shown in Table 1.
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2.3 Deep Learning

Figure 4 Breast composition and effect on mammography and ultrasound imaging [22]. The images
is used with permission from the Radiology Assistant.

2.3 Deep Learning

Deep learning (DL) is a subfield of machine learning (ML), which is a subfield of artificial
intelligence (AI), that consists of representation learning algorithms inspired by the human
brain [23, 24]. The main objective is to learn how to process information and solve problems
by learning from experience.

ML can be divided into supervised, unsupervised and reinforcement learning. In this con-
text, learning refers to a model learning pattern from data. In supervised learning, training
data exists together with true labels. Examples are classification tasks and regression tasks. In
unsupervised learning, the data does not have labels, as it is the case in, for example, clustering.
In reinforcement learning decisions are learned based on feedback and rewards, e.g. creating a
smart agent for a game. DL can be used in all three learning settings. In the following, we will
focus on supervised learning.

More specifically, DL is inspired by neurons and their interconnectivity, making it possible
to learn complex functions and find underlying patterns in data.

2.3.1 Fundamentals of Deep Learning

The smallest building block of an artificial neural network (ANN) is an artificial neuron (AN),
as seen in Figure 5. The AN can receive several inputs, all weighted by different weights, and a
bias [25]. After summing these inputs up, they are given into an activation function, which will
determine the output of the AN. This concept relates directly to neurons in the brain, which
receive inputs through their dendrites and will fire (release an output) if the signals cross a
certain threshold. While biological neurons only produce binary outputs, i.e. they fire or they
do not fire, an AN can produce continuous outputs, depending on the activation function.

To form an ANN, several ANs are used and structured into layers [25]. An input layer
is a layer that consists simply of inputs, while hidden layers and the output layer consist of
ANs. Any layer is considered hidden if it is between the input and the output layer. A neural
network is considered to be deep if it contains at least two hidden layers. The simplest form of
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Figure 5 Artificial neuron with three inputs.

Figure 6 Deep neural network consisting of an input layer with two inputs, three hidden layers and
an output layer with three outputs.

a deep neural network is a fully connected one, meaning that each AN in a layer is connected to
each AN in the next layer (Figure 6). There are however many different types of ANNs, which
can be suitable for different tasks and types of inputs. When working with images, typically a
convolutional neural network (CNN) is used (see Section 2.4). DL is considered representation
learning, as each layer in the network can be regarded a level of representation the data, with
the input layer representing the raw data and the following layers representing more and more
abstract versions of it, and the output layer representing the prediction for the respective
problem [24].

2.3.2 Training Neural Networks

The performance of a neural network highly depends on finding suitable values for the weights
and biases. Only with that, the input data can be processed in a way that underlying data
structures are found and an accurate prediction can be formed. The purpose of training a
neural network is therefore to find suitable weights and biases.

There are many parameters that need to be chosen for training an ANN. After setting the
general network architecture, choosing the number of hidden layers, number of ANs in each
layer, possible layer types (which might require more parameters) and activation functions,
decisions about the training procedure and hyperparameters need to be made. This includes
partitioning the available data into training, testing, and possibly also validation data. The
network will only be trained on the training data, leaving other data to evaluate the performance
independently on data that the network has not seen before. Typically, a validation data set is
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used during hyperparameter tuning of the network, or for deciding which model to use as the
final one from a pool of created models. A test set is only used as the final evaluation step,
not influencing any training or decisions related to training and therefore being less biased.
Validation sets are not always used, especially when only limited data is available, or when
network architecture, parameters and training hyperparameters have already been decided and
set as fixed.

When training an ANN, the goal is to find network configurations that yield accurate pre-
dictions for most inputs, both seen and unseen ones. When an input is passed feed-forward
through a network, a prediction is calculated, which can be compared to the true label. In or-
der to measure how good the prediction is, a loss function is used, which measures the distance
between the predicted output and the ground truth. Using backpropagation, the loss is passed
backwards through the network, allowing to update the weights and biases iteratively with the
help of an optimizer. Optimizers are methods that define how the parameters will be updated
with the aim to minimize the overall loss. The learning rate is a parameter that determines
how much to change the weights and biases, i.e. how fast the network will learn from its error.

Further training hyperparameters include the batch size and number of epochs. The batch
size determines how many input samples will be fed through the network before a backpropa-
gation step updates the weights and biases. An epoch refers to a full cycle of using all batches
of training data as inputs once. Therefore the number of epochs refers to how many times the
full training data set is propagated through the network.

2.3.3 Evaluation Metrics

There are many different methods that can be used for evaluating the performance of an ANN.
In the following, we will focus on evaluation methods for classification tasks. For a such a task,
each data sample has a label, assigning it to be part of one class.

Confusion Matrix A confusion matrix represents the relation between true labels and pre-
dicted labels, and therefore gives a good overview of a model’s performance. For a binary
classification task, the predictions can be divided into true positives (TP), true negatives (TN),
false positives (FP) and false negatives (FN). Figure 7 visualizes a confusion matrix with TP,
TN, FP and FN.

Based on the confusion matrix, several metrics can evaluate the performance, including
accuracy, precision, sensitivity (also called recall) and specificity. The formulas are given based
on the results shown in the confusion matrix:

Figure 7 Confusion matrix displaying the relation between true labels and predicted labels.

17



Chapter 2. Background

accuracy =
TP + TN

TP + TN + FP + FN
, (1)

precision =
TP

TP + FP
, (2)

sensitivity =
TP

TP + FN
, (3)

specificity =
TN

TN + FP
. (4)

An improved version of the accuracy is the balanced accuracy, which takes the number of
samples per label into account and therefore is a more accurate measure on imbalanced data
sets. The formula is given by

balanced accuracy =
1

N

N∑
i=1

Ri, (5)

with N being the number of classes and Ri being the sensitivity (recall) of class i. In multi-
class classification problems, the confusion matrix is larger, but the idea between the metrics
stays the same, with the accuracy being the number of correct predictions divided by the total
number of predictions. In the scope of this thesis the balanced accuracy will be used as a metric.
For simplicity, we will simply refer to this as accuracy.

ROC Curve The Receiver Operating Characteristic (ROC) curve displays the performance of
a binary classifier for different classification thresholds. More specifically, it plots the sensitivity
(true positive rate) in dependence of 1 − specificity (false positive rate). An example of ROC
curves for different classifiers is shown in Figure 8.

AUC The area under the curve (AUC) is a measure of the area under the ROC curve and
gives inside into the performance of a network. A random classifier has an AUC value of 0.5,
and a perfect classifier would have an AUC of 1.

0.0 0.2 0.4 0.6 0.8 1.0
1 - Specificity

0.0

0.2
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0.8
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Perfect classifier
Good classifier
Random classifier

Figure 8 ROC curves of a perfect, good and random classifier.
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2.4 Convolutional Neural Networks

Figure 9 Example of convolution. For simplicity, the kernel has already been doubled flipped. For
each patch of the input, element-wise multiplication with the double flipped kernel is performed. The
sum of it determines the output for that patch.

2.4 Convolutional Neural Networks

A convolutional neural network (CNN) [26] is a type of ANN working on grid-like data struc-
tures, most commonly used for processing images. Instead of having only fully connected feed-
forward layers, a CNN also has convolutional layers. Processing data in these layers allows for
taking spatial information into account. This is done via the processing of small patches (grids)
together.

The base of CNNs is the mathematical concept of convolution. A matrix is processed with
the help of kernel, forming another matrix. Given an image H and a kernel K of size M ×N ,
the result of the convolutional operation at location (x, y) in the output matrix is given by

(H ∗K)(x, y) =

M
2∑

i=−M
2

N
2∑

j=−N
2

H(x− i, y − j)K(i, j). (6)

In other words, element-wise multiplication between the double flipped kernel and the patch
of the image of the same size as a kernel, centered around the given location, is performed
and summed up. A step size (stride) needs to be set that determines how much the kernel
moves after every step. Typically, this is one, meaning that the kernel will not skip anything.
Furthermore, padding can be added around the border of the input in order for the kernel to
be able to reach pixels furthest out. A visual example of convolution on a 6× 6 matrix with a
3× 3 kernel with step size 1 and no padding is shown in Figure 9. In a convolutional layer of a
CNN, the kernels replace typical ANs, producing feature maps instead of single-valued outputs.
The kernel values are the weights that will be learned during training. A convolutional layer
usually has several kernels.

The second important layer type in CNNs are pooling layers. As opposed to convolutional
layers, which create feature maps, pooling layers make each of the feature maps smaller. This
is achieved by, similar as in convolution, performing an operation on patches of the input like
averaging or taking the maximum value. Pooling layers are typically used after convolutional
layers, often with size 2×2 and strides 2, reducing each feature map size drastically. An example
of a CNN with two convolutional layers and two pooling layers is shown in Figure 10. After
the last layer working with feature maps, the data needs to be flattened before feeding it into
a fully connected network, consisting of at least one fully connected layer, which will perform
the final classification based on the previously extracted features.

Other important layers include dropout layers, which randomly turn off a certain amount
of ANs each time during training. This means that the corresponding connections will not be
used, which ensures that the network will not focus too strong on only a few connections, but
rather many connections will impact the final prediction.
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Figure 10 Convolutional neural network consisting out of two convolutional blocks with each a
convolutional layer and a pooling layer, followed by a flattening layer and finally a fully connected
network for classification.

2.5 Uncertainty

In recent years there has been an increasing interest in identifying and quantifying the predictive
uncertainty of neural networks [27]. As an ideal solution, a deep learning model should not only
predict a class label during a classification task, but also output how certain it is about the
respective classification. In a regression task, it additionally should output confidence intervals.
This new feature of being able to quantify the uncertainty becomes especially important in
applications where a wrong classification will potentially lead to severe consequences, e.g. life-
threatening outcomes in medical applications [27].

Uncertainty in DL models can be divided into two categories: aleatoric and epistemic un-
certainty [8]. While aleatoric uncertainty refers to the uncertainty coming from the data itself,
epistemic uncertainty is the uncertainty that stems from the model. The predictive uncertainty
of a classification produced by a neural network is defined as the sum of of aleatoric and epis-
temic uncertainty:

Uprediction = Ualeatoric + Uepistemic. (7)

2.5.1 Aleatoric Uncertainty

Aleatoric uncertainty in a DL model is the uncertainty that stems from the noise or variability
in the data and is therefore irreducible by nature [28]. Independent of how many samples will
be collected for a data set, the aleatoric uncertainty of the prediction cannot be reduced. This
inherent randomness can e.g. origin in sensor noise during measuring. Another possible source is
the natural variability of the model’s input, which is the variability of the data and its properties
itself (including material properties and compositions that can slightly differ, environmental
conditions etc.). The aleatoric uncertainty will also increase when it becomes unattainable
to separate between different classes (e.g. due to dimensionality reduction or natural non-
separability). In this case the input data already presents a lack of predictive power [27].

Aleatoric uncertainty can be divided into two different types of data uncertainty: Ho-
moscedastic uncertainty and heteroscedastic uncertainty. Homoscedastic uncertainty is con-
stant for all samples in the data set, whereas heteroscedastic uncertainty can differ between
samples [29].

2.5.2 Epistemic Uncertainty

Epistemic uncertainty is the model uncertainty or approximation uncertainty which is caused by
the model’s lack of knowledge about the true underlying data distribution, the class boundaries
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and the correct model parameters for a perfect predictor. The epistemic uncertainty is therefore
reducible by nature [28] and will decrease given more data.

There are two major sources that create epistemic uncertainty in a prediction: Model-form
uncertainty and parameter uncertainty [27]. Epistemic model-form uncertainty is caused by
the structure of the chosen model, including model architecture type, layers and activation
functions. These might not be able to fully capture underlying structures for classification.
Epistemic parameter uncertainty is caused by the training process of the network, which might
lead to non-optimal model parameters or only local optima. These non-optimal parameters can
occur due to limited training data, biased or imbalanced training data or low training data
fidelity. This makes it harder or impossible for the training algorithm to find parameters that
create an accurate predictor.

Measuring the epistemic uncertainty can be especially useful for detecting OOD samples.
For ID samples, a UQ calculation method should have small epistemic uncertainties, which
should be clearly differentiable from OOD samples with high epistemic uncertainties [6]. One
reason for this is the low covariance between OOD data and training samples [27].

2.5.3 Mathematical Foundations of Uncertainty Decomposition

A Bayesian approach can be used to define the general formulas that hold for uncertainty [30,
31]. Given a model with parameters θ, where θ is a realization of the stochastic variable Θ, and
unobserved data D, we can use Bayes’ theorem

P(Θ|D) =
P(D|Θ)P(Θ)

P(D)
, (8)

where P(Θ) is the prior distribution (the prior belief we have about the model parameters),
P(Θ|D) is the posterior distribution, P(D|Θ) is the likelihood and P(D) is the marginal, or
also called the evidence. After obtaining the posterior or an approximation of it, the predictive
distribution for a class y given test input sample x and training data D can be derived as

P(y|x,D) =

∫
P(y|x,Θ = θ)P(Θ = θ|D)dθ. (9)

The aleatoric uncertainty is the uncertainty from P(y|x,Θ = θ), and the epistemic uncertainty
is the uncertainty from P(Θ = θ|D).

Different uncertainty metrics can be used to perform further calculations. Given an uncer-
tainty metric I, the total uncertainty, aleatoric uncertainty and epistemic uncertainty can be
calculated as follows

Utotal = I[Eθ∼P(θ|D)[P(y|x, θ)]] = I[P(y|x,D)], (10)

Ualeatoric = Eθ∼P(θ|D)[I[P(y|x, θ)]], (11)

Uepistemic = Utotal − Ualeatoric. (12)

While for regression tasks variance is a typically uncertainty metric to use [32], for classifi-
cation tasks, entropy is commonly used [31]. For the distribution of a label y for data sample
x, the entropy is defined as

H[P(y|x,D)] = −
K∑
c=1

P(wc|x,D)logP(wc|x,D), (13)

where wc is the probability of sample x belonging to class c.
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2.6 Uncertainty Quantification

With the increased employment of AI-based algorithms for decision making in a vast variety
of fields, the importance of trust and safety becomes a crucial theme [7, 33]. This becomes
especially important in fields like medical diagnostics or self-driving cars, where errors can lead
to severe consequences and life-threatening outcomes. As a result, the field of UQ emerged,
which has gained growing attention since approximately 2015 [27]. In recent years, many UQ
methods have been proposed and applied to various fields, including medical image analysis,
image processing, computer vision, bioinformatics and natural language processing [34]. These
methods aim at detecting precisely those uncertainties.

Access to quantified uncertainties can help with determining whether a prediction can be
trusted and when to be extra cautious. For an optimal UQ method high uncertainties indi-
cate that the model is not sure about its prediction. A combined interpretation of a model’s
prediction together with UQ results is therefore considered to strengthen its transparency and
trustworthiness [27]. Additionally, access to reliable uncertainties shows great potential for op-
timization purposes [34]. This means that training settings and network architectures can be
changed accordingly, as well as data cleansing and pre-processing, if the uncertainties show
specific patterns for specific inputs.

In order to build a trustworthy classifier, it is therefore crucial to look at the uncertainties
within the predictions. There are different methods for quantifying these uncertainties, some
of which require whole new network structures, and others which can be used post training of
a classical, frequentist model. Two widely used UQ approaches include probabilistic AI using
Bayesian approximation and neural network ensembles. While Eq. 7 generally holds, not all
uncertainty quantification methods are able to differentiate between aleatoric and epistemic
uncertainty.

2.6.1 Out-of-Distribution Detection

One subtask that lies within the field of UQ is the detection of out-of-distribution (OOD) data.
OOD samples are data samples that the model has not learned how to process or interpret
reliably, as they are too different to the training data. A trustworthy model should therefore
possess the ability to detect such samples and flag or discard them [7, 35].

In OOD detection, the training data is considered to be in-distribution (ID). Typically, it
is assumed that test data will be part of the same distribution. In practice, this is however not
always the case and test samples can in fact be OOD due to various reasons. OOD detection is
a field which aims at developing methods that are able to detect such samples.
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3

Data

In the scope of this work several data sets have been used. The data sets can be divided in ID
data sets and OOD data sets. The ID data sets have been used for training all networks and
for evaluation of the UQ experiments. The OOD data sets have been used for evaluation of the
OOD detection experiments.

3.1 In-Distribution Data

The ID data consists of POCUS and conventional US images capturing breast tissue. The
POCUS data was collected using a GE Vscan air probe [36]. The US images were collected
using the conventional ultrasound machines Logiq E9 and Logiq E10 [37]. All images have been
recorded at Skåne University Hospital, Malmö, and labeled by radiologists. The data is classified
into malignant lesions, benign lesions and normal breast tissue. Examples of POCUS images
for each class can be seen in Figure 11, examples of US images for each class are displayed in
Figure 12.

Figure 11 POCUS images capturing normal tissue, benign and malignant lesions (from the left to
right).

Figure 12 US images capturing normal tissue, benign and malignant lesions (from left to right).
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Table 2 Sizes of the ID data sets.

POCUS US Total Data set size

Train
Normal 463 386 849

1974Benign 173 254 427
Malignant 178 520 698

Test
Normal 284 - 284

531Benign 131 - 131
Malignant 116 - 116

Total 1345 1160 2505

The training data set consists of both POCUS and US images, while the test data set only
contains POCUS images. This was decided since the inference only has to work with POCUS
data later. The US data was therefore added to the training set due to limited (training) data.
Table 2 shows the sizes of different data sets. Both the training and the testing data sets are
imbalanced, with fewest training examples existing for the class benign and by far most testing
images existing for the class normal.

3.2 Out-of-Distribution Data

For the OOD detection experiments, three different OOD data sets have been used: MNIST,
CorruptPOCUS and CCA. All three data sets contain images that are different to the images
from the ID training data set.

MNIST The first OOD data set is MNIST, which was first introduced by LeCun et al. [38]
in 1998. Here, we only use the MNIST test set, which contains 10 000 grayscale images of
handwritten digits. For simplicity, we will refer to this OOD test set just as MNIST. It does
not resemble the ID data much and is therefore used as a baseline. Examples of images from
the MNIST OOD data set are displayed in Figure 13.

CorruptPOCUS The second OOD data set used in the scope of this work is CorruptPOCUS.
This data set is based on the ID test data set of POCUS images described in Section 3.1 and
made to resemble POCUS OOD data that can occur naturally. CorruptPOCUS was created by
Karlsson et al. [39] and consists of distored versions of the 531 images from the POCUS test
set. The images were modified by adding dark areas, noise and blur. Figure 14 shows examples
of images from the CorruptPOCUS OOD data set.

CCA The last OOD data set used in this work is CCA. This data set consists of 84 conven-
tional ultrasound images capturing the common carotid artery [40]. The images were captured
with a Sonix OP ultrasound scanner and are OOD due to not displaying breast tissue. This
data set most realistically resembles POCUS images of class normal. Images from the CCA
OOD data set can be seen in Figure 15.
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3.2 Out-of-Distribution Data

Figure 13 Example images from the MNIST data set.

Figure 14 Example images from the corruptPOCUS data set. The images have been generated by
distorting the POCUS images from the ID test set.

Figure 15 Example images from the CCA data set. The images are capturing the common carotid
artery and have been recorded with conventional US.
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Theory of Methods

In the following chapter, the theory of the different UQ and OOD detection methods used in
this work will be explained. This includes BNNs, neural network ensembles and the post-hoc
methods softmax output, trust score and energy score. Detailed descriptions on how to calculate
uncertainties using each method will be given.

4.1 Bayesian Neural Networks

As opposed to a non-Bayesian (frequentist) neural network, which has fixed values as weights,
a BNN’s weights are represented by a probability distributions (Figure 16). These probability
distributions contain information about the probabilities of a range of possible values [41].
Moreover, BNNs are robust to overfitting problems [34] and have shown to produce similar
performance results to frequentist neural networks [29].

4.1.1 Fundamentals of Bayesian Learning

Since there are no fixed point estimates for the weights that can produce a prediction P (ŷ|x)
in a Bayesian network, the prediction for class ŷ for sample x is formed as the mean over M

predictions with different weights w, using a Monte Carlo sampling approach:

P (ŷ|x) = 1

M

∑
w

P (ŷ|w, x), (14)

where the weights w and sampled from the posterior distribution P(w|D), with D being the
training data. The main purpose in Bayesian learning therefore is to find the posterior dis-
tribution of the weights that fits the data. The foundation of Bayesian learning is the Bayes’

Figure 16 Difference between weights in deterministic and probabilistic neural networks. The net-
work on the left has deterministic fixed-valued weights, like a normal CNN. The weights of the network
on the right are represented by probability distributions, like a BNN.
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Table 3 Comparison of different methods for solving the posterior in Baysian Neural Networks for
Uncertainty Quantification [34, 27].

Advantages Disadvantages

MCMC

• nonparametric

• high accuracy

• asymptotically correct

• slow

• not suitable for large data sets

• not suitable for complex models

VI

• fast

• suitable for large data sets

• maximizes an explicit objective

• hard to train (depends on start-
ing condition)

• complex to calculate

MCD
• very easy to implement

• easy to train
• not good at OOD detection

theorem (Eq. 8), which can be used to define how to obtain the posterior distribution of the
weights. Using a Bayesian approach, prior knowledge and beliefs are directly incorporated into
the prediction. Applying Bayes’ Theorem to BNNs leads the following equation:

P(w|D) =
P(D|w)P(w)

P(D)
. (15)

In Bayesian inference, the aim is to calculate the posterior distribution of the weights given
the training data, denoted as P(w|D). Given that, the distribution of a possible label ŷ for a
data sample x is given by

P(ŷ|x) = EP(w|D)[P(ŷ|w, x)]. (16)

To calculate this expected value, all possible combinations of weights need to make a prediction
on x̂, which would be weighted according to the posterior distribution. As this implies an infinite
number of network configurations, inference and learning in BNNs is intractable. To overcome
this, approximate inference needs to be performed.

While in theory any types of distributions can be used in approximate inference, Gaussian
distributions are often used in practice. They come with the advantage of closedness properties
and being easy to learn, only having two parameters, i.e. mean and variance. Compared to
frequentist neural networks, where there is only one value per weight, a Bayesian network with
Gaussians therefore doubles the amount of parameters.

There are different approximation methods for solving the Bayesian posterior, which in-
clude Markov chain Monte Carlo (MCMC), variational inference (VI) and Monte Carlo dropout
(MCD). The different methods are desribed more in detail in following sections, and a com-
parison of advantages and disadvantages of each method for the purpose of UQ is shown in
Table 3.

4.1.2 Markov Chain Monte Carlo

To solve the Bayesian posterior, MCMC uses posterior sampling. MCMC creates a Markov chain
which converges to the true posterior distribution of the weights. The most commonly used
MCMC algorithms for BNNs are the Metropolis-Hastings algorithm [42, 43] and Hamiltonian
Monte Carlo [44].
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While in theory MCMC methods are very appealing due to their convergence to the true
posterior, their execution fails for larger data sets and higher dimensions [45]. This leads to
them only being used little in BNNs.

4.1.3 Variational Inference

Opposed to MCMC, VI uses variational approximation to solve the Bayesian posterior. This
approach has previously been studied by Hinton et al. [46], Graves [47] and Blundell et al. [41]
and is the most commonly used approach to implement BNNs. Specifically, many modern
implementations of VI are based on Bayes by backprop [41].

The principal objective of VI is to approximate the posterior distribution of the weights
and iteratively improving it so that the approximation is as close as possible to the true pos-
terior. Intuitively, the parameters of the weight distributions need to be found that match the
underlying true distribution the best. This is achieved by minimizing the distance between
the approximation and the true posterior using the Kullback-Leibler (KL) divergence. The KL
divergence is defined as

KL[P ||Q] =

∫
P (x) log

(
P (x)

Q(x)

)
dx, (17)

and measures how similar the two distributions are, with a low KL divergence value representing
that the distributions are similar. In order to find parameters θ∗ for a good approximation of
the posterior distribution, the KL divergence therefore needs to be minimized

θ∗ = arg minθKL[q(w|θ)||P(w|D)], (18)

where q(w|θ) is the approximation of the true posterior distribution P(w|D) of the weights w

with the distribution parameters θ. When using Gaussian distributions, θ consists of a mean and
a variance value. In order for the BNN to learn based on KL divergence of the approximation
and the true posterior distribution, Eq. 18 can be reformulated into a loss function

L(θ,D) = KL[q(w|θ)||P(w)]− Eq(w|θ)[logP(D|w)], (19)

which is called the expected lower bound (ELBO) loss, or in other sources also the variational
free energy. The Bayes by backprop method [41] futhermore suggests to approximate the loss
using

L(θ,D) ≈
n∑

i=1

log q(w(i)|θ)− logP(w(i))− logP(D|w(i)), (20)

with w(i) being the i-th weight sample drawn from the variational posterior distribution of the
weights. This simplified cost function can be used together with gradient descent to update the
parameters of the weights iteratively during training of the BNN. The training is hence similiar
of the one of a frequentist neural network using backpropagation, except that instead of point
estimates, there are several parameters that need to be updated for each weight.

4.1.4 Monte Carlo Dropout

MCD [48] uses random dropout of neurons of the neural network. This can be achieved by
using dropout layers in a neural network that are active both during training and inference.
Dropout is generally considered a regularization method for neural network training that can
prevent overfitting, but it can also be used in the context of Bayesian learning. Due to dropout
always choosing random neurons to not use, the outputs will differ every time a prediction is
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Figure 17 Neural network with and without dropout. If dropout is used, a random certain amount
of neurons is deactivated each time. How many neurons will be deactivated is defined for each layer
separately.

made. Figure 17 shows a visualisation of the dropout technique. The more times a prediction
for the sample will be made, the more the outputs will converge to a certain distribution. Due
to that, MCD is considered a Bayesian method, however it does not use distributions for each
weight, nor allow to include prior knowledge, and rather shows a different behavior than other
Bayesian methods [49, 50]. It is therefore highly debated if it should be classified as a method
for BNNs or as something different instead, e.g. an ensemble method.

4.1.5 Uncertainty in Bayesian Neural Networks

Uncertainty in BNNs can be measured by sampling several predictions with the weights from
the posterior distribution. It can then be decomposed further into aleatoric and epistemic
uncertainties.

The aleatoric and epistemic uncertainty in a prediction for a data sample x∗, using a BNN
with weights w, can be calculated by sampling predictions N times:

Ualeatoric =
1

N

N∑
i=1

diag(p̂i)− p̂ip̂
T
i , (21)

Uepistemic =
1

N

N∑
i=1

(p̂i − p̄)(p̂i − p̄)T , (22)

where p̄ = 1
N

∑N
i=1 p̂i is the mean prediction and p̂i = Softmax(fwi

(x∗)) is the prediction for
sample x∗ using the BNN f with weights wi.

4.2 Neural Network Ensembles

The idea behind neural network ensembles, or deep ensembles, is to independently train mul-
tiple models on the same problem and then use all their predictions to make a final, more
informed prediction. They have first been introduced in 1990 by Hansen et al. [51] and have
since then found great use in a variety of applications. Neural network ensembles can prevent
overfitting [27] and improve the generalizability of a neural network [52]. They have previously
been used to study predictive uncertainties [6] and perform OOD detection [53, 54, 55]. The
general design of a neural network ensemble can be seen in Figure 18.
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Figure 18 Design of a neural network ensemble. An ensemble consists of a finite number of ensemble
members, with each of them being a neural network. All networks get the same input, each producing
their own output. A method for combining the individual outputs is applied to form the final output
of the ensemble.

4.2.1 Deep Ensembling Techniques

There are different methods on how to combine different models into one ensemble. The models
that form the ensemble are called ensemble members. Some of the most common methods are an
average ensemble, a weighted average ensemble, a plurality vote ensemble and a concatenation
ensemble (Figure 19). While averaging is typically used in regression task, plurality vote is often
used in classification tasks.

Average Ensemble The easiest and most intuitive approach to ensembling different neural
networks trained on the same problem is to average their outputs into one single prediction.
While this is a good approach for regression tasks, it can be less effective for classification tasks.
In such, there are outputs for each of the possible classes. An average ensemble then calculates
the average output for each class, which will possibly introduce more uncertainty and lead to a
loss of information, since high and low values will cancel each other out. Another disadvantage
is that each ensemble member will contribute to an equal extent, independent of the accuracy
of each member. If the ensemble consists of very diverse networks, which might be specifically
trained on sub-problems or perform especially well on a subset of classes, the averaging process
will lose crucial information.

Weighted Average Ensemble The weighted average ensemble improves the concept of a
simple average ensemble by adding weights to the different ensemble members. These weights
can either be per ensemble member or per each output of each member.

There are different ways on how to determine and optimize the weights of a weighted average
ensemble. One simple approach is to weigh each ensemble by its standard deviation on the test
data. This can be done for each class separately or combined. The final classification will then
be the average of each model’s output, weighted by the model-specific weights.

Plurality Vote Ensemble A plurality vote ensemble does not work with the raw softmax
outputs of the ensemble members, but rather with the predicted classes from each ensemble
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Figure 19 Different ensemble types. Each type differs in the way the outputs of the ensemble
members are combined in order to make the final prediction.

member. To determine the final class prediction, the class with the highest number of votes
from the ensemble members is picked. This overcomes some of the problems present in average
ensembles, but it does not account for individual member’s accuracies. In the case of a tie
between two classes, it is unclear how the ensemble should choose a label and usually a random
pick is made.

Concatenation Ensemble In a concatenation ensemble, outputs from the ensemble mem-
bers are flattened and concatenated into one large vector. This can either be the softmax
outputs, the logits (raw values before the activation function) from previous parts of the net-
work, or a mixture of both. As the inputs are stacked, dimensions do not matter, making this
a more diverse method. A common approach is to simply use the logits from the dense layer
before the softmax activation function, or the softmax probabilities. After the concatenation,
a small classification network can be added. Typically, this consists of a single fully connected
layer with the output corresponding to the classes, and needs to be trained after the ensemble
members have finished training.

While this is a common deep ensembling technique for classification problems, it is not
always the most suitable. One major disadvantage compared to an average or weighted average
ensemble is the computational cost. Depending on the number of ensemble members and the
input sizes to the concatenation layer, the dimension can become impractically high and a
different ensembling technique may be more suitable. However, a concatenation ensemble has
the advantage of being able to learn the weights of the inputs from the different ensemble
members in a more sophisticated way than weighted averaging can do. For a classification task,
it is therefore the most promising approach.
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Figure 20 Bagging vs. boosting for training neural network ensembles. Bagging is a parallel process,
where each ensemble members gets a random subset of the training data set to train on. Boosting
is a sequential process, where the training data set for each ensemble member is influenced by the
performance of the previous ensemble member.

4.2.2 Training Ensembles

The aim of the different ensemble members is to have expertise in different areas of the respective
problem, so that combining their knowledge will lead to better results than just having one
network. This is based on the fact that there is no optimal set of weights for a neural network
that yields a perfect performance, but rather there are a lot of locally optimal solutions [51].
These weights that find the locally optimal solutions can highly depend on random factors like
weight initialization and order of training samples, but are also affected by the parameter choices
for e.g. batch size, learning rate, optimizer etc. It is therefore important to diversify the separate
models in an ensemble during training [56] to ensure that each model finds a different solution to
the problem, making errors for different subparts of the data set, while still all performing well.
This diversification can be achieved via several different training setups and methods. The two
most popular methods for training ensembles are bagging [57] and boosting [58] (Figure 20).

Bagging is short for bootstrap aggregating and is based on the idea that the ensemble mem-
bers should be trained independently or in parallel. During training, each ensemble member is
trained on a random subset of the available data, ensuring that the each model learns differ-
ently and the overall confidence and correctness of the prediction should increase. The random
subsets are called bags and can be designed in different ways. A simple approach is to randomly
pick a subset of data for each ensemble member, with or without replacement. At this step,
augmentation can also be used to randomize the subsets more.

Opposed to bagging, boosting is based on the idea that the ensemble members are trained
sequentially, with the previous results impacting the training of the next ensemble member.
Essentially, the next training data set is influenced by the performance of the previous model,
making it more important to pick data samples that have been misclassified before. This should
ensure that the bias will partly be reduced and that the next model will focus more on a subpart
of the original problem that has not been solved properly yet.

Apart from introducing randomness in the training set, diversification can also be achieved
by using different training setups for each model. This can include using different learning rates,
optimizers, numbers of epochs, batch sizes, or even the number of layers and general network
architecture. It is however crucial to pick these only from a reasonable range so that resulting
classifiers still perform well.

4.2.3 Uncertainty in Deep Ensembles

The uncertainty in an ensemble can be measured using Eq. 10. The uncertainty calculations are
based on the outputs from the different ensemble members and are therefore calculated the same
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way independent of the ensembling technique. Since we are performing a classification task, the
uncertainty metric used is entropy (Eq. 13), and the total predictive uncertainty becomes

Utotal = −
K∑
c=1

Fc(x|θ)logFc(x|θ), (23)

with Fc(x|θ) being the prediction for class c of ensemble F , with this prediction being formed
by the different ensemble members according to the following

F (x|θ) = 1

M

M∑
m=1

fm(x|θm). (24)

The prediction F is based on the separate predictions of M models that are weighted equally.
Here, fm is the m-th ensemble member and θm are the corresponding model parameters. Con-
sequentially, the aleatoric and epistemic uncertainties can be derived using Eq. 11 and Eq. 12.

Ualeatoric = − 1

M

M∑
m=1

K∑
c=1

fmc
(x|θm)logfmc

(x|θm), (25)

Uepistemic = −
K∑
c=1

Fc(x|θ)logFc(x|θ) +
1

M

M∑
m=1

K∑
c=1

fmc(x|θm)logfmc(x|θm). (26)

Here, fmc
(x|θm) is the output of ensemble member m for the class c on input x given the model

parameters θm.
A second approach to measure the uncertainty in a deep ensemble is to simply look at the

variance of the prediction between the different ensemble members. This captures how much
the ensemble members disagree with each other.

4.3 Post-hoc Uncertainty Quantification Methods

Post-hoc methods are methods that are applied after the classification network has been trained.
They are therefore computationally less expensive compared to Bayesian Neural Networks or
Deep Ensemble, as post-hoc methods do not require any retraining of the classification network.
In recent years, many post-hoc OOD detection methods have been introduced, with many of
them being targeted for specific applications. While many of these methods were introduced as
OOD detection methods, they can also be used for quantifying uncertainties in ID data. In the
scope of this work, a small selection of post-hoc OOD detection and post-hoc UQ methods has
been tested and compared.

4.3.1 Softmax Output

The softmax output is the output generated through the softmax activation function after the
last layer of a neural network. Each class has one value, with all of them adding up to one,
meaning that the softmax output could be interpreted as probabilities. This is the output that
the final classification is based on, where the predicted class will be the class with the highest
predicted probability.

Since the softmax activation function outputs probabilities, they can be compared between
samples. A high softmax score should in theory imply a high internal model confidence. This
has previously been used for OOD detection [59]. However, since the values always need to add
up to one, this measure is not the most reliable. While it is the easiest measure to look at, it
has been shown that the softmax output of modern neural networks is not well calibrated [60]
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and therefore is not a very reliable method for measuring the model’s confidence. Furthermore,
there have been several studies implying that the a high softmax confidence might even not
necessarily have an impact on the correctness of the prediction at all [61, 62]. It however remains
a baseline method for OOD detection.

4.3.2 Trust Score

Trust score is an UQ method that was first introduced by Jiang et al. [63]. The method computes
a trust score for each data sample, where a high trust score implies that the prediction is
trustworthy and a low trust score suggests that the prediction might be wrong and therefore
should not be trusted. The method uses a modified version of a k-nearest-neighbor classifier and
estimates the agreement between that classifier and the classification network used for making
predictions.

Step 1: Estimating α-high-density-sets In a first step, the α-high-density-set is calcu-
lated for each class. This set contains the samples from that class with the highest densities
based on k-nearest neighbors, i.e. the α-fraction of samples with lowest empirical density are
filtered out. This is to ensure that outliers do not influence the class density and therefore a
good representation of the class is given. This filtering step has two hyperparameters, k and α,
where a suitable value for α is data-dependent. For large data sets it is however recommended
to skip the filtering for efficiency.

Step 2: Calculating Trust Score The second step is to calculate the trust score of a sample
based on the α-high-density-sets obtained in the first step. The trust score is the ratio of the
distance of a sample to the α-high-density-set of nearest class different from the predicted class,
and the distance of that sample to the α-high-density-set of the predicted class. For a classifier
h with classes Y and a test sample x, the trust score is mathematically defined as:

ξ(h, x) :=
d(x, Ĥα(fh̃(x)))

d(x, Ĥα(fh(x)))
, (27)

with h̃(x) = argminl∈Y,l ̸=h(x)d(x, Ĥα(fl)), where Ĥα(fl) is the α-high-density-set for class l,
h(x) is the predicted class from h for the sample x and d(A,B) is the distance between A and B.

The trust score will be high if the sample is close to the predicted class and far away
from the closest not-predicted class. Similarly, if the classifier predicts a label that is far off
from the closest class, the trust score will indicate that the prediction might be wrong by
returning a low score.

In the original paper, the effect of the data complexity and the performance of the trust
score has been evaluated. The results show that the performance is better for data with low
or medium-dimension feature spaces, as compared to high-dimensional feature spaces. This
suggests that it might be challenging to produce good results for our data set with this method,
as our image data is high-dimensional (180x180 pixels). Dimensionality reduction techniques
to project the data to a low-dimensional vector might be a suitable solution to pre-process the
data that is inputted in the trust score calculation.

4.3.3 Energy Score

Energy score is a post-hoc OOD detection method that was introduced by Liu et al. [64],
specifically to improve the baseline method of using softmax outputs (see Section 4.3.1). The
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energy score method is based on an energy-based model from LeCun et al. [65], which performs
a mapping from input samples to singular scalar values (energies). The values correlate with the
distribution of training data samples, meaning that OOD samples should be detectable with it.

Mathematically, the free energy function E(x; f) for a data sample x and a neural network
f : RD → RK , mapping from inputs x ∈ RD to K logits, is defined as:

E(x; f) = −T · log
K∑
i

efi(x)/T , (28)

where fi(x) denotes the i-th logit of f(x) and T is the temperature parameter.

While this can be used directly for OOD detection, the authors state that ID and OOD
samples will not be very well differentiable. In order to improve this, they furthermore suggest
a fine-tuned version of Energy Scores which uses an energy-bounded learning objective for the
neural network. This is to ensure that a clearer gap appears between ID and OOD samples. The
suggested loss function is a weighted combination of the softmax output of the classification
network and a regularization loss for the energies.

MOOD: Multi-level Out-of-Distribution Detection Multi-level out-of-distribution de-
tection (MOOD) was first introduced by Lin et al. [66] and is an OOD detection method based
on an adjusted energy score. It was invented to improve the original energy score method. The
main idea is to not only use the logits from the last layer of the classification network, but
to also look at logits at different parts throughout the network. The achitecture is similar to
adaptive neural networks [67, 68, 69, 70, 71, 72] and has several exits in the network that will
be analyzed. This is achieved by placing small classifiers in several locations of the network and
using the resulting logits from all exits. The exits can be analyzed separately, where very far
off OOD samples should be detected by earlier exits and more complex OOD samples should
be detectable using later exits, but it is also possible to use the combined logits from all exits
and weight them to classify between ID and OOD.

The energy score is high for unobserved data and low for observed data, meaning that there
should be a threshold to separate between ID and OOD data. A previous comparison between
energy score, softmax output and ensembles for OOD detection in POCUS breast imaging has
been made Karlsson et al. [39], showing that the energy score outperforms the softmax-based
approach.
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Experiments

5.1 Classification Experiment

Before performing UQ or OOD detection, the general model architectures have been compared
for the task of breast cancer classification. It is crucial to have a classifier that performs well
at the prediction task before evaluating uncertainties and trying to find OOD samples. In the
classification experiment, the performance of a base classifier CNN, which is the suggested
method from previous studies on this data, is compared to the performance of BNNs and
ensembles. The post-hoc methods are not evaluated here, since they are build on top of the
base classifier and do not perform breast cancer classification themselves.

To evaluate the performances, different metrics are used. This includes the AUC for can-
cerous vs. non-cancerous, the accurarcy for the three-label prediction and the binary accuracy
when benign and normal are grouped together into one class (non-cancerous). Additionally, the
confusion matrices are evaluated to get a better understanding of where the models perform
well and which classes might be more tricky to correctly classify.

5.2 Uncertainty Quantification Experiment

If a network’s uncertainty measure performs well at reflecting the trustworthiness, predictions
with low uncertainty values should almost always be believed and there should be some thresh-
old for uncertainties after which we should not trust a prediction anymore. We therefore hypoth-
esize that a network’s performance should be better for data samples with low uncertainties as
opposed to high uncertainties. In the first UQ experiment the uncertainties on the ID test set are
studied using 20 different methods. This includes the three post-hoc methods softmax output,
energy score and trust score built on top of a CNN classifier. For ensembles, 5 different uncer-
tainties are evaluated (total, aleatoric and epistemic uncertainty with entropy, variance-based
uncertainty and weighted variance-based uncertainty). These are tested for two ensembles: an
average ensemble and a concatenation ensemble, as these have produced good results in the
classification experiment. Furthermore, two types of Bayesian networks are evaluated: A BNN
with VI and a BNN with MCD. For the first one, we evalute the total, aleatoric and epistemic
uncertainties, while for the latter one we additionally also look at variance-based uncertainty.

In order to test our hypothesis, the data samples are sorted into five different equally-
sized subsets, based on their uncertainty values, in order to check for performance differences
for different ranges of uncertainties. This is done for all UQ methods and their performance
will be compared. In order to compensate that for all post-hoc methods (softmax output,
energy score, trust score) high values are good, the sorting is flipped here, so that the order
represents uncertainties instead of certainties. For each subset, the accuracy and AUC are
calculated. Furthermore, this is also done on a continuous scale, always including the samples
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with lowest uncertainties until a certain point x, so that the accuracy / AUC progression based
on uncertainty values can be measured.

Finally, further analysis is made on the best performing method. This includes looking at
the distributions of the data samples in the five uncertainty-based subsets using PCA and
calculating the uncertainty distribution of false and wrong predictions. Based on that, the
likelihood function of a prediction being true given its uncertainty is developed and analyzed.
Furthermore, the impact of where to set an uncertainty threshold is briefly analyzed for the
best method.

5.3 Out-of-Distribution Detection Experiment

OOD detection is a binary classification task with the aim to separate between ID and OOD
data. In the OOD detection experiment we test the different UQ methods for their performance
on OOD detection for all three OOD data sets. We hypothesize that good UQ methods can be
used to find OOD samples. ID samples should have low uncertainty value as opposed to OOD
samples, which should have high uncertainties. It should be possible to find a threshold which
separates ID and OOD samples well enough. This should be visible in all different OOD test
sets.

AUC is used as the first evaluation metric to check if an UQ method is able to separate
between ID and OOD. Furthermore, the false positive rate is calculated for two different thresh-
olds for the uncertainties. FPR95 is a suggested method in [64], which is the false positive rate
when 5% of the ID test data is classified at OOD. We additionally also look at the results
when the threshold is at 20% and suggest this as a suitable method, as the results for the UQ
experiment indicate this to be a suitable threshold for our data. We refer to this as FPR80.

All the methods that have previously been discussed for UQ are compared. For the ensem-
bles, it does not matter which ensemble type would be used, as the OOD experiment is solely
based on the uncertainties, i.e. the ensemble members, independent of how the final prediction
of the ensemble will be made.

5.4 Design Specifications

All methods have been trained and evaluated on the same data in order to ensure compa-
rability. For reproduability, the pre-processing steps of the data, as well as method-specific
implementations and hyperparameters are descibed below.

5.4.1 Pre-Processing

All images were cropped and resized to 180 x 180 pixels and rescaled to range from 0 to 1.
Additionally, for the training data set, augmentation was applied randomly during training,
which consisted of spatial shifting, shearing, zooming and flipping. The shift range was 10%
in both horizontal and vertical direction. The shear range was 0.1 and zoom range also 0.1.
Horizontal flipping was performed with a probability of 0.5. New pixels that were outside of the
boundaries of the original image where filled with the pixel value of the nearest colored pixel.

5.4.2 Base Classification Network

The base classification network used in this work is a CNN with five convolutional blocks
and two dense blocks. The architecture can be seen in Figure 21, and is following the suggested
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Figure 21 Architecture of the base classification network [4].

architecture in [4] based on the best performing network from Sahlin [73] with small adjustments
to prevent overfitting.

Each convolutional block consists of a convolutional layer with kernel size 3 × 3, a ReLU
activation function, a dropout of 20% and a max pooling layer with kernel size 2× 2 and stride
2×2. The number of kernels for the convolutional layer in each convolutional block where 32, 64,
128, 128 and 128 respectively. After the last convolutional block, a 50% dropout was performed,
then the output was flattened before the first dense block. Each dense block consists of a fully
connected layer and an activation function. The first block has the size 512 and uses a ReLU
activation function and 50% dropout, while the second block has the size 3 (for the classes
benign, malignant and normal) and a softmax activation function. All dropouts were only used
during training and deactivated for inference. The input size of the network is 180x180.

For training the network, batch size 32 was used. The learning rate was set to 0.0001 and
the network was trained for 50 epochs. Adam optimizer was used. To overcome the imbalanced
data set, class weights were used to balance the classes.

5.4.3 Bayesian Neural Networks

Two types of BNNs were implemented: a BNN with VI and a BNN with MCD.

BNN with Variational Inference The Bayesian Networks with VI were implemented fol-
lowing the guide from Shridhar et al. [29]. The posterior was solved using variational inference
with Bayes by Backprop [41]. The network architecture was kept the same as for the CNN to
ensure comparability, except for leaving out the dropout layers. The final BNN was trained for
100 epochs with learning rate 0.00001. During training, each image was predicted 15 times to
approximate the underlying weight distributions. During inference, each test image label was
predicted 25 times. The batch size was 32 and the same augmentation was used as for the CNN.

Gaussian distributions were used for the posterior and prior. The initial parameters before
training were set the same for each layer. For the prior, the mean was set at 0 and the variance
as 0.1.

BNN with Monte Carlo Dropout The Bayesian Network with Monte Carlo Dropout was
the same as the base classification network, except that the dropout layers were also enabled
during inference. Each test sample was predicted 20 times and the classification was made with
the average prediction. Four different methods were implemented to calculate the uncertainties
in the predictions: Total predicitive uncertainty, aleatoric and epistemic uncertainty using en-
tropy, and the variance within the predictions. For the variance-based uncertainty, the standard
deviation was calculated for each of the three classes with the 20 prediction, which were then
summed up. For the entropy-based uncertainties, the ensemble equations Eq. 23, Eq. 26 and
Eq. 25 were used, since the MCD method is essentially a type of ensemble rather than a BNN
with weight distributions.
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Table 4 Training Configurations for the CNNs within the ensemble. The parameters were chosen
randomly for each of the 20 ensemble members.

Parameter Options
Random training split 0-15%

Learning rate 0.0001-0.001
Optimizer Adam / RMSprop
Batch size 8 / 16 / 32 / 64 / 128
Epochs 25-85

5.4.4 Neural Network Ensembles

The ensembles used in this study have been designed based on the base classification network
architecture described in Section 5.4.2. In total, 20 different networks were trained and were
later combined to form an ensemble. To ensure the diversification of the single networks, slightly
different training settings were used for each one. Table 4 shows the range of parameters used
for training. Bagging without replacement was used: For each ensemble member, random 0-15%
of the training data were split away and left out, leaving the model a subset of size 85-100%
of the original data set to train on. The learning rate was between 0.0001 and 0.001 and the
optimizer was either Adam or RMSprop. The batch size was 8, 16, 32, 64 or 128 and the number
of epochs was between 25 and 85.

Four different types of ensembles were implemented for the classification task: an average
ensemble, a weighted average ensemble, a plurality vote ensemble and a concatenation ensem-
ble. The average ensemble was calculated with the average softmax probability per class. For
the weighted average ensemble, each member’s output was weighted according to the average
distance between the model’s prediction and the average prediction of all models, making pre-
diction further away from the mean count less towards the final prediction. The plurality vote
ensemble’s final prediction was calculated as the label that the most ensemble members voted
for. For the concatenation ensemble, a small classification network on top of the ensemble mem-
bers was trained. For an input image, the concatenation ensemble first predicts the softmax
probabilities for all classes with all ensemble members and then concatenates them into a layer.
After that, there is one dense layer with three outputs (benign, malignant, normal). The con-
catenation ensemble was trained for 40 epochs with a learning rate of 0.001, Adam optimizer
and categorical cross-entropy loss with balanced class weights.

In order to calculate the uncertainties of the ensembles’ predictions, five different methods
were implemented and compared: variance-based uncertainty, weighted variance-based uncer-
tainty, total uncertainty using entropy, aleatoric uncertainty using entropy and epistemic un-
certainty using entropy. All of these methods are directly based on the ensemble members and
can be used regardless of how the final prediction is made. The variance-based uncertainty is
calculated as the sum of the variance for all three classes given the softmax outputs from the
20 ensemble members. For the weighted version, the variance for each class is weighted by the
mean of that class before summation, making the classes with lower prediction probability count
less. The entropy-based aleatoric and epistemic uncertainties were calculated using Eq. 25 and
26, and the total uncertainty using Eq. 23.

5.4.5 Softmax-based Method

The softmax-based method uses the classification network described in Section 5.4.2. The soft-
max score for each label is obtained from the raw outputs of the network.
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5.4.6 Trust Score

Following the open source implementation from the original authors, the Trust Score method
was implemented based on Eq. 27. As suggested in [63], we used k = 10 nearest neighbors for
the Trust Score model. Due to data complexity and to save computational cost, the filtering
parameter α was set to zero.

Several ways for inputting the data have been tested, including flattening the images and
using low-dimensional feature representations. For the final implementation used in the scope
of this work, we decided to use reduced-dimensional feature vectors as inputs due to the large
image size. To achieve this, the logits from the first dense layer of the base classification network
where used. These image representations are feature vectors of the length 512 (as opposed to
the raw data with dimension 32 400).

5.4.7 Energy Score

The Energy Score method has previously been implemented by Karlsson et al. [39] and is reused
in the present work. The implementation is based on Eq. 28, with the temperature T = 0.001.
Following the suggested MOOD design, three different exits were added to the base classification
network. While the last exit uses the output from the last layer of the network, the first two
exits additionally use a small classifier. In both cases it consists of a convolutional layer with
128 kernels of size 3x3, followed by a ReLU activation function, a max pooling layer with kernel
size 2x2, and finally a fully connected layer with three outputs. Figure 22 shows the modified
architecture with the exact locations where the exits have been placed.

For both the UQ and the OOD detection experiments, the outputs from the three exits were
combined. In order to determine the subsets for the UQ experiment, the energy scores were
sorted for each exit separately. The final order was based on all three exits with equal voting
rights on where a sample should be. As a way of achieving that, the uncertainties were sorted
for each exit separately, followed by assigning a samples index in the sorted list according to its
energy score as its relative UQ score from that exit. The final score of a sample was the mean
relative UQ score of all three exits. This then served as the base for determining the subsets
during the UQ experiment.

For the OOD detection experiment, a sample was detected as OOD if at least one of the
three exits would label it as OOD. It is only labeled as ID if it passes all exits above their
respective threshold. The 95% and 80% thresholds cannot be determined in a straight-forward
way due to having three energy scores and the three-member voting instead of a single score.
For the purpose of finding thresholds so that 95% (80%) of the ID data are labeled as ID, a
suitable threshold value has to be found for each exit so that the combination of exits with
the voting leads to the respective wished outcome. The implementation of this followed the
suggested method by Karlsson et al. [39], which is aiming to find a threshold that cuts the
same amount of data sample of for each exit. This ensures that all exits will have the same
amount of times where they would detect something as OOD (most likely not always for the
same samples), and that not one exit is used more than the others. To determine where to set
the threshold, 200 different values were tried to find one that will lead to the desired 95% (80%)
true positive rate for ID data.
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Figure 22 Architecture of CNN for the Energy Score method [39]. The CNN contains three exits,
where the first two exits have additional classifiers, while the third exit uses the output from the last
layer.

41



6

Results

This chapter demonstrates the results from the different experiments. The results are presented
in the same order as the experiments.

6.1 Breast Cancer Classification

The performance results for the breast cancer classification task are shown in Table 5. The
concatenation ensemble achieved the highest accuracy score (76.1%), as well as the highest
binary accuracy score (84.1%). The accuracy results for the other ensemble types are similar to
the ones from the CNN. The highest AUC score was achieved with the average ensemble and
the plurality vote ensemble (95.6%), but between these two the average ensemble got better
accuracy scores. The worst performance was achieved by the BNN with VI, with a AUC of just
61.8%, accuracy of 44.3% and binary accuracy of 62.2%, which is significantly worse than all
other methods.

Figure 23 displays the confusion matrices of the predictions for the different models. The
average ensemble, weighted average ensemble and plurality vote ensemble all perform similarly
to each other and slightly better than the CNN. Since these three are so similar, we will only
continue with one of them for further experiments. We chose the average ensemble, since it is
the simplest of them. The concatenation ensemble yields the best results and will therefore also
be used further on.

Table 5 The different methods’ results (AUC, accuracy and binary accuracy) for classification of
cancer versus non-cancer.

Method AUC (%) ↑ ACC (%) ↑ binaryACC (%) ↑
CNN 93.3 68.6 80.3

Bayesian VI 61.8 44.3 62.2
Bayesian MCD 90.3 70.1 78.1

Average Ensemble 95.6 68.6 81.9
Weighted Average Ensemble 95.5 68.3 81.2

Plurality Vote Ensemble 95.6 68.0 80.9
Concatenation Ensemble 92.7 76.1 84.1
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Figure 23 Confusion matrix of predicted and true labels for breast cancer classification using
different models. Green represents correct prediction and red and orange represent wrong predictions,
with orange being less severe than red (either missed true malignant or wrongly predicted malignant).

Table 6 Balanced accuracy on subsets of data sorted by their UQ score. Low uncertainty scores
mean high certainty that the prediction is correct.

Classifier UQ Method 0-20% 20-40% 40-60% 60-80% 80-100%

post-hoc CNN
Softmax 100.0 69.5 68.6 59.9 48.1

Energy Score 90.3 78.2 63.4 61.5 54.8
Trust Score 66.2 63.4 62.3 67.3 73.6

Ensemble

Average Ensemble

entropy, Utot 100.0 77.8 72.9 69.6 42.6
entropy, Ual 100.0 76.0 80.0 62.1 51.9
entropy, Uep 92.8 63.0 67.1 63.7 61.2

std 100.0 70.4 70.6 65.6 57.3
std & weights 100.0 72.2 66.3 64.7 60.0

Concatenation Ensemble

entropy, Utot 100.0 77.8 72.9 67.5 52.5
entropy, Ual 100.0 76.0 80.0 61.9 54.5
entropy, Uep 92.8 63.0 63.4 63.3 68.0

std 100.0 70.4 70.6 64.3 64.0
std & weights 100.0 72.2 64.2 64.0 66.0

Bayesian

BCNN
VI, Utot 42.5 44.7 46.2 37.8 42.2
VI, Ual 42.5 44.7 46.2 37.8 42.2
VI, Uep 44.0 50.1 42.6 45.0 40.8

CNN with dropout

MCD, Utot 95.8 70.5 68.1 56.8 53.4
MCD, Ual 95.8 65.4 67.5 62.9 51.9
MCD, Uep 94.4 70.0 64.3 68.4 55.9
MCD, std 94.4 68.9 68.2 61.9 54.9

6.2 Uncertainty Quantification

The results on the different subsets sorted by uncertainty values are shown in Table 6 (accuracy)
and Table 7 (AUC). Almost all methods that have been tested show a correlation between the
uncertainties and the performance of the classification. This can be seen through the better
classification performance on samples with lower uncertainties. Specifically the ensembles (both
average and concatenation) using the entropy-based total uncertainty and the variance-based
uncertainty are performing amongst the best. The BNN with VI achieved the worst results,
followed by the post-hoc methods.

Figure 24 shows the relation of accuracy and possible threshold values for the uncertainty.
The results were obatined using the average ensemble with entropy-based total uncertainty, as
this seemed to be our best performing method. For a perfect UQ performance, the curve would
be at 100% for most of the time and would only drop down towards the end, for the samples with
the highest uncertainties. Almost all methods show a visible trend of this, with the ensemble
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Table 7 AUC on subsets of data sorted by their UQ score. Low uncertainty scores mean high
certainty that the prediction is correct.

Classifier UQ Method 0-20% 20-40% 40-60% 60-80% 80-100%

post-hoc CNN
Softmax 100.0 99.8 96.0 82.2 75.7

Energy Score 100.0 96.6 94.8 91.2 74.6
Trust Score 95.0 96.5 94.0 94.3 88.5

Ensemble

Average Ensemble

entropy, Utot 100.0 99.0 96.8 95.3 64.4
entropy, Ual 100.0 98.9 97.8 94.8 68.1
entropy, Uep 100.0 99.7 96.1 85.6 85.2

std 100.0 100.0 95.9 86.6 57.3
std & weights 100.0 100.0 95.4 86.5 83.8

Concatenation Ensemble

entropy, Utot 100.0 99.1 90.0 88.3 64.7
entropy, Ual 100.0 94.3 95.9 89.0 67.8
entropy, Uep 100.0 99.7 95.4 80.6 85.6

std 100.0 100.0 94.9 80.0 79.6
std & weights 100.0 100.0 94.2 82.2 83.8

Bayesian

BCNN
VI, Utot 67.8 64.6 59.0 53.6 50.2
VI, Ual 67.8 64.6 59.0 53.6 50.2
VI, Uep 55.7 64.7 64.6 61.4 59.4

CNN with dropout

MCD, Utot 98.0 95.3 89.3 82.5 76.0
MCD, Ual 98.0 94.6 92.5 83.2 75.6
MCD, Uep 95.4 90.9 94.4 78.7 85.1
MCD, std 96.2 94.7 88.2 78.8 84.9
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Figure 24 Accuracies by uncertainty scores. The vertical axis represents the balanced accuracy
scores as function of the ratio of data samples included, where the data samples are sorted by uncer-
tainty.

methods performing the best. A rather steep decrease in accuracy can specifically be observed
when including the last 20% of data samples with the highest uncertainties. The impact of how
much data to leave out, i.e. where an uncertainty threshold for trustworthiness would be, is
studied in Table 8. When leaving out the 20% of samples with the highest uncertainties, the
accuracy for the average ensemble increases from previous 68.6% to 77.5%, binary accuracy
from 81.9% to 90.2% and the AUC from 95.6% to 98.4%. If one third of the data is left out,
which is the size of data that gets misclassified, the accuracy becomes 84.5%, binary accuracy
96.1% and the AUC 99.0%.
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Table 8 Classification performance when leaving out different amounts of data. The results are
based on an average ensemble with entropy-based total uncertainty.

Data left out (%) AUC (%) ↑ ACC (%) ↑ binaryACC (%) ↑
0 95.6 68.6 81.9
10 97.0 71.1 85.2
20 98.4 77.5 90.2
30 98.9 82.3 94.4
33 99.0 84.5 96.1
50 99.6 88.2 97.9

PCA of 0-20% subset
normal
benign
malignant

PCA of 20-40% subset PCA of 40-60% subset

PCA of 60-80% subset PCA of 80-100% subset

Figure 25 PCA of different subsets of the test data sorted by their uncertainties. The uncertainties
were calculated with an average ensemble using the total uncertainty given by entropy as the UQ
method. The PCA was performed on the feature space representations from the first dense layer in the
base CNN of the respective POCUS images.

One of the best performing methods according to the results in Tables 6 and 7 is using the
total uncertainty measured using entropy in an average ensemble. The different subsets using
this method have been projected into a two-dimensional space using PCA and are shown in
Figure 25. The 20% of samples with the lowest uncertainties can be separated really easily. The
higher the uncertainties get, the harder is it also to separate the classes, with the last 20% of
samples not showing any pattern of clusters. Corresponding images for the subsets with the
lowest and highest uncertainties are shown in Figures 26 and 27. The images in the subset with
the lowest uncertainties are visibly easy to classify using the criteria described in Section 2.2.1,
as compared to the images from the subset with the highest uncertainties, which contain tissue
structures that can not as easily be interpreted.

45



Chapter 6. Results

prediction: normal 
 truth: normal

prediction: normal 
 truth: normal

prediction: normal 
 truth: normal

prediction: normal 
 truth: normal

prediction: benign 
 truth: benign

prediction: benign 
 truth: benign

prediction: benign 
 truth: benign

prediction: benign 
 truth: benign

prediction: malignant 
 truth: malignant

prediction: malignant 
 truth: malignant

prediction: malignant 
 truth: malignant

prediction: malignant 
 truth: malignant

Figure 26 Images from the subset with the lowest uncertainties, using an average ensemble with
the entropy-based total uncertainty.
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Figure 27 Images from the subset with the highest uncertainties, using an average ensemble with
the entropy-based total uncertainty.
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Figure 28 Uncertainty histograms and corresponding distributions for correctly and wrongly pre-
dicted test samples. The predictions were made with an average ensemble and the uncertainties were
calculated using entropy (total uncertainty).
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Figure 29 Likelihood of the prediction being correct given the total uncertainty calculated with
entropy for an average ensemble. The function was calculated as the fraction of correct predictions over
all predictions with 30 equally spaced uncertainty intervals. The horizontal line marks chance level
where 50% of predictions are classified correctly.

Continuing with the same method, Figure 28 shows the distribution and histogram of un-
certainties for correctly and wrongly predicted samples. While there is an overlap, making it
impossible to fully separate correct from wrong predictions, there is a clear difference in the
mean of both distributions. Generally, correct predictions have lower uncertainties compared
to wrong predictions.

Based on the histogram, a likelihood function was investigated that plots the fraction of
correct predictions based on the uncertainty values. Here, the uncertainties have been grouped
together into 30 equally spaced intervals. The likelihood plot is shown in Figure 29, and shows
that the likelihood of a prediction being correct is high for low uncertainties. There is a steep
drop in plot towards the end, with the likelihood being below 50% for roughly the uncertainty
values in the upper 20% value range. Note that this is based on the raw uncertainty values and
not on the subsets as in Tables 6 and 7. The steep decrease is in alignment with the previous
results, outlining that the classification performance is better for lower uncertainties.
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Table 9 AUC and FPR for the different OOD detection methods evaluated on the OOD data sets.
Here ↓ implies smaller values are superior and ↑ implies larger values are superior.

Method OOD data AUC (%) ↑ FPR95 (%) ↓ FPR80 (%) ↓

Softmax
MNIST 0.4 100.0 100.0

CorruptPOCUS 78.1 99.4 40.4
CCA 36.6 100.0 82.1

Energy Score
MNIST 99.4 0.0 0.0

CorruptPOCUS 85.6 21.1 18.1
CCA 77.8 69.0 34.5

Trust Score
MNIST 26.9 100.0 97.7

CorruptPOCUS 55.9 98.7 88.7
CCA 68.9 91.7 51.2

Ensemble
with entropy,

total uncertainty

MNIST 26.4 100.0 98.9
CorruptPOCUS 86.4 84.4 1.3

CCA 60.2 100.0 61.9
Ensemble

with entropy,
aleatoric uncertainty

MNIST 11.1 100.0 100.0
CorruptPOCUS 35.1 94.7 89.5

CCA 58.5 97.6 57.1
Ensemble

with entropy,
epistemic uncertainty

MNIST 84.6 55.2 34.5
CorruptPOCUS 97.4 8.3 5.3

CCA 70.2 90.5 75.0

Ensemble
with std

MNIST 74.5 72.4 51.9
CorruptPOCUS 98.1 7.9 4.5

CCA 69.3 95.2 77.4

Ensemble
with std & weights

MNIST 81.1 56.0 41.9
CorruptPOCUS 97.2 9.6 7.0

CCA 71.3 91.7 72.6

Bayesian VI
total uncertainty

MNIST 43.6 95.3 82.2
CorruptedPOCUS 56.0 94.2 78.5

CCA 75.1 76.2 42.9

Bayesian VI
aleatoric uncertainty

MNIST 43.6 95.3 82.2
CorruptedPOCUS 56.0 94.2 78.5

CCA 75.1 76.2 42.9

Bayesian VI
epistemic uncertainty

MNIST 50.9 92.7 77.7
CorruptedPOCUS 49.1 93.8 80.0

CCA 43.4 98.8 90.5

Bayesian MCD
total uncertainty

MNIST 0.5 100.0 100.0
CorruptedPOCUS 43.8 95.2 81.0

CCA 44.4 95.2 79.8

Bayesian MCD
aleatoric uncertainty

MNIST 0.5 100.0 100.0
CorruptedPOCUS 43.4 96.4 81.0

CCA 43.9 95.2 83.3

Bayesian MCD
epistemic uncertainty

MNIST 1.0 100.0 99.8
CorruptedPOCUS 46.4 91.7 81.0

CCA 46.0 91.7 77.4

Bayesian MCD
std uncertainty

MNIST 0.8 100.0 100.0
CorruptedPOCUS 45.7 91.7 78.6

CCA 45.5 91.7 79.8

6.3 Out-of-Distribution Detection

Table 9 displays the result for the OOD detection experiment. For each method, the AUC,
FPR95 and FPR80 were calculated for each of the OOD data sets. Most methods are not
performing well. Energy score is the only method that performs well on all three data sets,
with an FPR80 of 0% for MNIST, 18.1% for CorruptPOCUS and 34.5% for CCA, but the
ensemble method outperform the energy score on the CorruptPOCUS data set (1.3% FPR80
using entropy-based total uncertainty). The BNN with VI and total uncertainty and aleatoric
uncertainty performs notably well on the CCA data set (42.9% FPR80), which most methods
struggle with the most detecting. The uncertainty distributions for each method and each data
set can be found in Appendix B.2.
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Discussion

7.1 Performance

In the first step, the performance of the individual methods for UQ and OOD detection, as well
as the classification task, is discussed. Afterwards, the methods are compared.

7.1.1 Breast Cancer Classification

In order to make safe assessments about predictive uncertainties, the first step is to train a
well-performing classifier. All methods show that the class normal is easiest to correctly classify
(Figure 23). The hardest class to correctly predict is benign, with almost all classifiers predicting
more than half of the benign images wrongly. The fact that this class is hard to predict seems
intuitive, since benign lesion can sometimes look like malignant tumors or can be so small that
it almost looks like normal tissue. Most methods perform good at finding the malignant images,
however when they misclassify them, most classifiers mistake them for normal tissue more often
than for benign lesions. One explanation for that can be that benign lesions are usually well
circumscribed with clear borders and malignant lesions can look more blurry and irregular in
shape. This can sometimes look similar to images of normal tissue of bad quality, or images of
fatty tissue that is surrounded by glandular tissue.

The ensemble methods perform slightly better than the basic CNN, see Table 5. The AUC
is the highest for the average ensemble and the plurality vote ensemble with 95.6%. However
only the concatenation ensemble shows a noticeable improvement visible in the accuracy and
binary accuracy. Compared to the CNN, the accuracy has improved to 76.1% opposed to pre-
vious 68.6%, and the binary accuracy to 84.1% from 80.3%. This observation of the superior
performance of ensemble methods is in alignment with the theory of them being able to cap-
ture underlying data structures better due to using several networks. The results indicate that
the ensemble members have learned to solve the problem differently, becoming proficient in
slightly different areas of the input space. One possible explanation for why the concatenation
ensemble performs the best is that it can learn how to weight the outputs from the ensemble
members, and also how much to weigh their outputs into the predicted value for each class. This
means that if one ensemble member is very good at detecting one class, but bad at the other
two classes, the small network after the concatenation layer can learn to weigh the output’s
connections accordingly.

The BNN with VI achieved results significantly worse than all other network architectures,
with an AUC of 61.8% as opposed to all other methods achieving more than 90%. From the
confusion matrix shown in Figure 23, one can see that the network performed fairly good at
classifying normal images, with predicting roughly 76% of them correctly. Malignant samples
are classified correctly at about chance level. Almost all benign images were wrongly classified.
We could not identify the reason for the poor performance in the scope of this work, but expect

49



Chapter 7. Discussion

it to be due to Bayesian training settings not being chosen well, more specifically the priors.
Several different priors have been tested and compared. However no good setting producing
good results was found. As stated in [74, 75], finding a suitable prior is crucial for the BNN’s
successful performance. If a good prior is used, the results of the BNN should be similar to the
one of a CNN of the same architecture.

7.1.2 Uncertainty Quantification

The results of the UQ experiment are in alignment with the hypothesis that uncertainties
correlate with network performance, with all methods in question having better classification
results for data samples with lower uncertainties (see Tables 6, 7 and Figure 24). This correlation
is especially strong for all ensemble methods, but also strong for BNNs with MCD and for
the softmax output. The best results were achieved with an average ensemble with entropy-
based total uncertainty. Forming different subgroups of samples based on their uncertainties
shows that the three classes are easier to differentiate in samples with lower uncertainties. This
explains the present correlation between uncertainties and correctness of prediction, as the
classes become less and less separable for higher uncertainty scores.

The question arises on where to set a potential uncertainty threshold that determines
whether a prediction is trustworthy or not. Different values were investigated that would flag
between 0 and 50% of the test data set as not trustworthy, and their impact on the AUC,
accuracy and binary accuracy was studied based on the best performing model (Table 8). This
opens up the question for the trade-off between wanting a high performance on the samples
deemed trustworthy, minimizing potential errors with severe consequences, but at the same
time wanting as few samples as possible to be flagged as not trustworthy. Having a threshold
value that is very low will result in the need of manual diagnosis of many images, which is
precisely one of the main things this project aims to avoid. Really good results were achieved
when setting the threshold so that 33% of the data was left out (deemed not trustworthy).
Decreasing the threshold even more (i.e. increasing the data left out) only shows small im-
provements, which we believe is not reason enough to justify the amount of work that would
fall into manual diagnosis without a pre-classification. We chose to continue with a threshold of
leaving out 20% of data for the next experiment, since a clear drop in accuracy was visible here
for most methods, but want to acknowledge that a final threshold should be chosen carefully
in collaboration with experts in the area where the project is to be applied. Another solution
would be to not only have one threshold, but rather use thresholds as we did in our subgrouping
for the UQ experiment. This could be implemented in a way that a pre-classification is made by
our algorithm and presented together with a trustworthiness score on a scale from for example
one to ten, that serves as a base for an expert to look at and make the final diagnosis.

In Figures 26 and 27 we show examples of images from the subsets with the highest and
lowest uncertainties based on our best performing method, with four images per label in each
set. Upon visual inspection we can see that the images with the lower uncertainties are very easy
to classify, portraying typical characteristics for their type of lesion, or just tissue in case of class
normal. Given the rules for how to determine feature expressions of typical lesion characteristics
described in Section 2.2.1, we believe that non-experts could make confident assessments and
correct predictions. The images in the subset with the highest uncertainties however are less
intuitive to interpret. The depicted biological structures are more blurry and messy, in addition
to more artifacts being present like shadows and dark spots. While the depicted lesions might
be overall harder to classify, we also believe that the image quality plays a vital role, both
for human diagnosis and for an automated one using our classifiers. Non-experts would most
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likely not be able to make confident assessments on these images, but experts can. This leads
to the belief that with sufficient data, a neural network could also learn to classify these types
of images correctly.

For the best performing method we furthermore looked into the distribution and histogram
of uncertainties. The results are again in alignment with our hypothesis that there is a corre-
lation between high uncertainties and wrong predictions. From Figure 28 we can see that it is
impossible to fully separate wrong from correct predictions solely on their uncertainties. The
ratio of correct to wrong predictions however decreases for higher uncertainties. This is plotted
in Figure 29 and shows that the predictions are very likely to be true for smaller and medium
uncertainties, but rather unlikely to be true for high uncertainties. This is again in alignment
with our hypothesis.

Overall, the results from the UQ experiment serve as a proof of concept for the usefulness
of UQ methods as a measure of trustworthiness in a classifier.

7.1.3 Out-of-Distribution Detection

The previous experiment’s results suggest that a 5% leave-out rate for OOD detection might
not be suitable in our case, and a higher value should be chosen instead. This is based on
the observation that the classification performance already gets a lot worse earlier on. One
could interpret this as the data samples for which high uncertainties are produced and that
are also likely to be wrongly classified containing data structures that the network has not
learned during training how to process and properly interpret. These samples could therefore
potentially be OOD, or from a part of the distribution that was just not dense enough in the
training data set for the model to learn from it accordingly. While these are just interpretations,
the fact remains that the network performs bad at classifying those samples correctly, and it is
therefore reasonable to have them detected by a lower threshold. As an addition to the FPR95
as a performance measure for OOD detection, we also included the FPR80.

The results show that the energy score is the only method that performs well on all three data
sets. One explanation for this could be that it is a mixed method, consisting of three different
exits, essentially measuring different types of differences between a sample and the samples it
saw during training (more high-level and more low-level based). The results in Appendix C
support this theory, showing that the different exits are good at detecting different types of
OOD data, which makes a combined method very powerful and proficient on a broader scale
of possible inputs.

As already indicated in the UQ experiment, the trust score method did not perform well on
this experiment either. Since the trust score is a ratio, it does not take into account if a data
sample if very far off from any of the classes. This, however, might be the case for some OOD
data, which might be an explanation for the poor performance. Upon further investigation (see
Appendix B.1), it became obvious that our input data to the trust score method, which was
the logits from the first dense layer from the CNN, might not have been a suitable choice. The
results there, using logits from differently trained networks, show that the method indeed is
very promising and can detect OOD samples in all three data sets fairly well, given a suitable
input.

While the BNN with VI performs bad at the general breast cancer classification task, it
performs fairly well on the OOD detection of the CCA data set. This indicates that while it
cannot classify well, it can still tell a difference in how confident it is, meaning it must notice a
difference in the data. This leads us to the belief that with a well-performing BNN with VI, the
UQ and OOD detection might be even better. The BNN therefore remains a promising method
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for the future.
Within the different types of ensembles, the entropy-based ensemble using the epistemic

uncertainty performed generally the best at the OOD detection task, with good results for
MNIST and CorruptPOCUS. CCA was better detected using the aleatoric uncertainty.

Overall, it is noticeable that the different OOD data sets vary in their difficulty to be
detected. The CorruptPOCUS data set is the easiest to detect, with many methods achieving
high results, as shown in Table 9. This might be due to noise being used in the creation of
that data set, which is something that is not present in the POCUS training and testing data.
The CCA data set was the hardest to detect as OOD, which might be due to it being too
close to the ID data, also being US-based images. The MNIST data set was surprisingly hard
to be recognized, with only a few methods achieving reasonable results. On this data set, the
energy score method achieved perfect results, detecting all samples as OOD. One guess is that
this is due to the energy score having access to three scores from different part throughout
the network, where feature maps will look very different for a POCUS image compared to an
MNIST image that consists of pixel values zero for the most part.

7.1.4 Method Comparison

Most of the investigated methods have shown to produce promising results that can potentially
be used in a real-world setting for using deep learning to classify lesions in POCUS breast imag-
ing. However, they have different advantages and disadvantages, meaning a suitable method
has to be chosen carefully. Based on our results and comparisons to related work, we devel-
oped a comparison overview of the different methods regarding computational cost, training
procedures, implementation efforts, quality of UQ, ability to decompose the uncertainty into
aleatoric and epistemic, quality of OOD detection, and suitability for high dimensional data
and large data sets. The overview is shown in Table 10. The ensemble methods were grouped
together here, as they all fall in the same category and according to our results, the type of
ensemble and type of uncertainty measure one should use depends on the specific problem and
data set. Note that we include MCMC here for completion, even though it was not implemented
in the scope of this work.

Ensembles, while producing some of the best results, are computationally very costly, lead-
ing to really high training times and a lot of required memory storage for model parameters
compared to the other methods, and are therefore unsuitable for many applications [76], espe-
cially when the training data sets are large. However, they are very easy to implement compared
to Bayesian networks and only a few modification need to be made to the implementation of
a base classifier. If it was just for the purpose of the classification task, it is questionable if
an ensemble should be used, as the results in Table 5 show that most ensemble method are
performing only slightly better than the CNN. The only method that is noticeably better at
the breast cancer classification task according to the accuracy is the concatenation ensemble.

Even though the softmax score was only introduced as a baseline metric, it achieves no-
ticeably good results on the UQ experiment. Compared to the other post-hoc methods energy
score and trust score, softmax performs the best at the UQ experiment. It is however clearly
outperformed by the energy score method at the OOD detection task. One possible explana-
tion for the good performance at the UQ experiment and not so good performance at the OOD
experiment is that the test data used in the UQ experiment is very similar to the training
data. For such data, the network has learned how to confidently interpret the results, with a
high softmax score for the predicted class indicating that the network is very sure about this
prediction. For OOD data however, there are structures present in the data that do not align
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Table 10 Comparison of the different uncertainty quantification methods. These results were partly
obtained in the experiments of this work, and partly compared to findings in [27] and [34].

Bayesian Neural Networks Ensembles Post-hoc UQ methods
MCMC MCD VI Softmax Trust Energy

Computational
cost

very high low high-
medium high very low low low

Requires Re-
training

yes

no (if
dropout
layers
exist)

yes yes no no

no
(unless

re-
trained

on exits)

Effort to imple-
ment

very high low high medium-
low very low medium medium

Quality of UQ high-
medium

medium-
low medium high low medium-

low medium

Ability to de-
compose into
epistemic and
aleatoric

yes yes yes yes no no no

Quality of OOD
detection

low low low medium very low low high-
medium

Suitable for high
dimensional data

no yes yes yes yes

only with
dimen-

sionality
reduction

yes

Suitable for large
data sets

no yes yes

depends
on

training
settings

and
number

of
ensemble
members

yes yes yes

with the rules and patterns the network learned, therefore possibly leading to a more random
performance of the network on OOD data and the maximum softmax score not being as high.
This belief was verified by looking at the distributions of softmax scores, as can be seen in
Appendix B.

The Bayesian MCD method performed quite good at the UQ experiment, but not good at
all at the OOD detection one. This observation is in alignment with the literature findings we
included in Table 10.

While the energy score method was clearly the best at the OOD detection task, it was
outperformed at the UQ experiment by several of the ensemble methods, with the best result
coming from the average ensemble with entropy-based total uncertainty. In direct comparison,
we argue that the latter might be a better choice for building safety mechanisms into a classifier
for POCUS images. This is due to the UQ experiment being more important for that application
than the OOD detection task. However, both methods are promising and should be investigated
further.

7.1.5 Comparison with Smaller Training Data Set

A previous, smaller version of our current training data set has been used in the beginning
of this project, with the testing data set staying the same. This data set was also previously
used in [39] for an OOD detection experiment, where the methods softmax output, energy
score, ensembles with variance-based uncertainty and ensembles with weighted variance-based
uncertainty were studied and compared. To get a more complete comparison, we performed our
OOD detection experiment for all methods of the previous data set. The results can be found in
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Appendix A. This is to gain insights into the impact of available training data on the method’s
performances. The classification experiment was also repeated.

Generally, the models got better at the breast cancer classification task with the new data
set. This is due to the training data set being larger and therefore the model being able to learn
more general rules. The only method that was slightly better on the previous data set was the
concatenation ensemble.

For the OOD detection experiment, the softmax results got a lot better, which could be
due to the network being more secure in its learned rules for interpreting images. We cannot
exclude the possibility of these results being somewhat random though due to the nature of
the softmax score and the somewhat random performance on assigning labels to OOD data.
The energy score method got better at detecting CorruptPOCUS samples with more available
data, but shows no significant difference for the other two data sets. The trust score method
got better on CorruptPOCUS and CCA, but due to our findings in Appendix B.1 we believe
that these results should only be interpreted carefully. For the ensembles, the effect of the
larger data set seems to be mixed. Some ensemble-based UQ methods got better at detecting
OOD samples and some got worse, with it differing largely across the three different OOD data
sets. All of them got slightly better at detecting CorruptPOCUS, however, for MNIST most
ensemble methods got worse. The performance on CCA also got worse. The BNN with VI got
better for almost all uncertainty measures and data sets, with only one exception. The FPR80
for CCA with the total uncertainty and aleatoric uncertainty was even halved. The results for
BNNs with MCD showed no significant difference.

Overall, the increased size of training data has mixed impacts, but more positive ones than
negative ones. We therefore argue that it is beneficial to use a larger training data size and
believe that with even more data, the methods are likely to perform even better, both at
classification and at OOD detection.

7.2 Limitations

Several limitations impact the outcome of this study and should be addressed. One big limitation
is the very limited data set, specifically for POCUS images. One of the most important factors
for successful training of a good classifier is the training data. With too little data, it becomes
hard to generalize and achieve good results on a broad scale. Therefore, the limited amount of
training data, which is additionally imbalanced, has been a major drawback for this project.
We expect that with more data, classifiers for this problem would potentially perform better,
and UQ methods should be more stable, since the underlying ID distribution will be known
better.

Another possible problem is that the ID data sets (both training and testing) might not
be perfect. Since we do not know the underlying data distribution, we cannot guarantee that
there are only ID samples in our ID data set. This refers to there potentially being data outliers
that should be excluded from the ID distribution. The results from the UQ experiment and the
OOD detection experiment suggest that there are indeed samples that are most likely not ID,
as the networks produce high uncertainties for such. This has to be taken into account when
setting thresholds that will later be applied in a real-life application.

Upon further exploration of the subset of POCUS test samples with the highest uncertain-
ties, the question arises whether all of them are in fact labeled correctly. While all images were
labeled by radiologists, we cannot exclude the possibility of mistakes, especially in cases were
images were labeled without biopsy results. This can introduce mistakes and, especially with
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such limited data, can confuse the algorithm during training.
Furthermore, a possible bias in our POCUS and US data sets might exist due to homogeneity

of patients. The collected data is mostly from white patients, which might have an impact on
the images that could potentially make a difference for an algorithm. Additionally, the age
groups are also imbalanced, and the age is completely left out in the classification process. The
age factor however can serve as a helpful indicator for radiologists to make an assessment, and
therefore should maybe also be included in the algorithmic classification procedure.

Lastly, another limitation worth mentioning is that the networks base their classification
solely on one image, while radiologists have access to moving imagery. This can be a crucial
factor in diagnosis. When pressure is applied to the breast tissue with the ultrasound probe, a
malignant tumor will stay in place, while fibroadenomas can shift and cysts can move around.
Not having access to this information possibly limited our networks in their ability to differen-
tiate malignant and benign findings.

7.3 Future Development

This thesis serves as a baseline for UQ for breast cancer classification in POCUS imaging and
shows that is possible to find thresholds that reduce the risk of believing a false prediction.
For future development, more UQ methods should be explored, as none of the investigated
methods shows a very good performance on the UQ experiment and the OOD detection for all
three OOD data sets. Specifically Bayesian networks should be explored more, as they should
produce promising results when trained correctly. Training a Bayesian network however remains
a difficult task which needs to be tackled in the future.

Another method that should be explored in the future is ensemble distillation to reduce
the computational cost of the ensemble methods. If this is successful, it might be employable
for the final application. Furthermore, the energy score method should be explored more, since
it showed promising results due to the combination of several detectors. An idea would be to
try out more exits. Based on that idea of combining different OOD detectors using a voting
system where a sample is labeled as OOD if at least one detector flags it as OOD, we could
potentially also invent our own UQ method that combines several of the methods investigated
in this thesis. Finally, active learning is also an interesting method that could be explored if
this project would be applied in real-world medical settings.

How to decide on uncertainty thresholds and how to implement them into an actual ap-
plication remains an open question. In the future, this should be investigated together with
expert radiologists and experts from regions where such a project would be used in practise.
We propose that a confidence-of-prediction score should be used instead of a binary system
only deciding between trustworthy and not trustworthy. Whether this should be a score from
e.g. one to ten, a percentage number, or something else, remains to be an open question outside
of our expertise.

In order to improve both the classification performance and the UQ quality, more data
is needed in the future. This should include first and foremost more POCUS data, however
synthetic data could also be explored more for training.

An interesting extension to this work would be working with small video snippets instead of
images and test if this might improve the performance. This is however computationally very
costly, and might therefore not be feasible in practice.

To ensure that this project is useful and applicable in settings where access to breast cancer
screening is not given, field studies should be done. A first study will be done in the near future
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in Kenya and further development or changes to this work should be made based on that.
Finally, it is important to mention that in order to further advance this project, it is crucial

to collaborate with projects finding solutions for the treatments after a diagnosis with our tool.
Only with that, a truthfully positive impact can be made that might have the potential to save
lives.
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Conclusion

This work investigated the potential of using different uncertainty quantification methods to
assess the trustworthiness of a prediction by calculating uncertainty scores. Our results show
that all investigated UQ methods produce uncertainties that correlate with the likelihood of
predictions being correct. This is in alignment with the initial hypothesis that UQ measures can
be used as a safety concept to determine the trustworthiness of a prediction. The correlation
was the strongest when using an average ensemble as the base classification method with the
entropy-based total uncertainty. For our specific data, the results suggest that an uncertainty
threshold should be set at a value where around 80% of test data has smaller uncertainties,
cutting off the data samples with the highest 20% uncertainties. As the accuracy on that subset
of data is below 50%, we suggest that a radiologist should determine the diagnosis in those cases
and the prediction from our DL algorithm should not be used. For samples with uncertainties
below the threshold, our predictions can serve as a pre-classification of the POCUS images.

Furthermore, only some methods succeed at detecting OOD data samples based on their
uncertainty scores. The performance differs widely across the different OOD data sets, with
CorruptPOCUS being the easiest to differentiate from the POCUS test data set, and CCA
being the hardest. The energy score method outperforms all other methods in this experiment,
being the only one confidently detecting OOD samples in all three OOD data sets. For the
MNIST data set, it correctly detects all samples as OOD already at the 95% uncertainty
threshold. The best performance on the CorruptPOCUS data set was achieved with an average
ensemble using the variance-based uncertainty. For the CCA data set, energy score performed
the best, closely followed by a BNN with VI.

The results set a baseline and show that the inclusion of UQ methods into an application
for automated breast cancer classification in POCUS images has great potential for the future.
Introducing uncertainty thresholds increases the accuracy of the remaining predictions and is
therefore a great step towards building a trustworthy classifier. Further research needs to be
done to investigate more UQ methods, as well as more data needs to be collected in order to
improve network training and hopefully improve the overall classification performance.
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A

Results on Previous Data Set

The data set sizes of the previous data set are shown in Table 11. This data set was previously
used in a study about Out-of-Distribution detection by Karlsson et al. [39]. This data set has
been extended by adding 245 more POCUS images and 493 more US images to the training
data set, while the test data set stayed the same.

The classification experiment and OOD detection experiment in this work have also been
tested on the old data set and the results are shown below.

Table 11 Sizes of the previous ID data sets. The test set was kept the same, and more data was
only added to the training set.

POCUS US Total Data set size

Train
Normal 304 168 472

1236Benign 140 101 241
Malignant 125 398 523

Test
Normal 284 - 284

531Benign 131 - 131
Malignant 116 - 116

Total 1100 667 1767

A.1 Breast Cancer Classification Experiment

The results of the breast cancer classification experiment are shown in Table 12. Almost all
methods performed slightly worse with less availble training data.

Table 12 The different methods’ results for classification of cancer versus non-cancer trained on
the previous data set.

Method AUC (%) ↑ ACC (%) ↑ binaryACC (%) ↑
CNN 93.3 65.4 72.5

Bayesian VI 50.0 42.2 57.9
Bayesian MCD 89.2 67.3 69.9

Average Ensemble 96.6 63.4 76.0
Weighted Average Ensemble 96.5 63.1 75.8

Plurality Vote Ensemble 96.6 64.0 77.3
Concatenation Ensemble 94.9 77.1 87.2

A.2 Out-of-Distribution Detection Experiment

The results of the OOD detection experiment are shown in Table 13.
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Appendix A. Results on Previous Data Set

Table 13 AUC and FPR for the different OOD detection methods evaluated on the OOD data sets,
with the classifiction networks being trained on the previous data set. Here ↓ implies smaller values are
superior and ↑ implies larger values are superior.

Method OOD data AUC (%) ↑ FPR95 (%) ↓ FPR80 (%) ↓

Softmax
MNIST 3.8 100.0 100.0

CorruptPOCUS 17.4 100.0 96.4
CCA 28.5 100.0 96.4

Energy Score
MNIST 99.4 0.0 0.0

CorruptPOCUS 95.5 8.7 6.4
CCA 77.7 79.8 38.1

Trust Score
MNIST 57.1 99.7 96.1

CorruptPOCUS 45.4 97.7 91.9
CCA 56.1 100.0 81.0

Ensemble
with entropy,

total uncertainty

MNIST 35.9 100.0 100.0
CorruptPOCUS 90.1 78.0 4.5

CCA 77.3 97.6 53.6
Ensemble

with entropy,
aleatoric uncertainty

MNIST 11.7 100.0 100.0
CorruptPOCUS 50.2 96.0 90.4

CCA 71.7 96.4 53.6
Ensemble

with entropy,
epistemic uncertainty

MNIST 93.4 21.9 9.7
CorruptPOCUS 95.1 14.5 9.2

CCA 74.9 67.9 45.2

Ensemble
with std

MNIST 87.8 43.1 18.4
CorruptPOCUS 96.3 14.7 9.0

CCA 81.8 76.2 39.3

Ensemble
with std & weights

MNIST 92.6 20.1 11.0
CorruptPOCUS 95.2 15.4 9.0

CCA 81.2 65.5 36.9

Bayesian VI
total uncertainty

MNIST 30.9 98.8 93.9
CorruptedPOCUS 55.4 94.4 75.3

CCA 48.8 95.2 85.7

Bayesian VI
aleatoric uncertainty

MNIST 30.9 98.8 93.9
CorruptedPOCUS 55.4 94.4 75.3

CCA 48.8 95.2 85.7

Bayesian VI
epistemic uncertainty

MNIST 53.2 90.4 74.1
CorruptedPOCUS 52.6 94.5 75.5

CCA 52.2 95.2 76.2

Bayesian MCD
total uncertainty

MNIST 6.2 100.0 100.0
CorruptedPOCUS 41.9 96.4 84.5

CCA 42.3 96.4 83.3

Bayesian MCD
aleatoric uncertainty

MNIST 4.5 100.0 100.0
CorruptedPOCUS 40.8 98.8 86.9

CCA 41.1 98.8 84.5

Bayesian MCD
epistemic uncertainty

MNIST 20.4 92.6 87.6
CorruptedPOCUS 48.0 89.3 77.4

CCA 49.2 89.3 75.0

Bayesian MCD
std uncertainty

MNIST 15.4 97.0 92.4
CorruptedPOCUS 46.4 91.7 75.0

CCA 47.1 90.5 73.8
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B

Additional Evaluation Results

B.1 Trust Score

During the evaluation process, we tried different CNNs for evaluating the trust score. In the
final results, we used the same CNN as in the paper that this work is based on, with learning
rate 0.0001 and 50 epochs, to ensure comparability. However, we noticed that the trust score
method is highly influenced by the network’s representations of the data in the first dense layer,
and that these seem to vary a lot for different training settings. This is shown Table 14. All
models compared here produced similar results on the classification task. The results however
show very different AUCs and FPRs for the OOD detection, reflecting the Trust Score’s high
dependence on the feature representations. This suggests that perhaps using the logits from the
first dense layer in the CNN as a feature representation of the input image is not suitable, and
alternative solutions would have to be explored. This could include training an autoencoder
and using the latent space representations as inputs for the trust score calculation.

B.2 Uncertainty Distributions

Figure 30 shows the distributions of the uncertainties for the different test data sets using
the different UQ methods. The plots include the thresholds where 95% and 80% of the ID
would be correctly classified as ID. All samples with uncertainties higher than the respective
threshold would be classified as OOD. In order for the softmax and trust score plots to represent
uncertainties instead of certainties, the scores were negated. The results for the energy score
are not included here, since there is not a single score, but three that make a combined decision
for the OOD detection. Results for different exits can be seen in Appendix C.

Table 14 AUC and FPR for the Trust Score OOD detection method evaluated on the OOD data
sets for networks trained with different hyperparameters. Here ↓ implies smaller values are superior
and ↑ implies larger values are superior.

Training Data Set Epochs LR OOD data AUC (%) ↑ FPR95 (%) ↓ FPR80 (%) ↓

New training set

70 0.0007
MNIST 73.4 77.0 43.3

CorruptPOCUS 33.3 99.4 97.6
CCA 88.6 40.4 16.7

65 0.0007
MNIST 72.0 90.1 48.4

CorruptPOCUS 70.9 96.4 59.3
CCA 82.0 63.1 25.0

50 0.0001
MNIST 26.9 100 97.7

CorruptPOCUS 55.9 98.7 88.7
CCA 68.9 91.7 51.2

Old training set

70 0.0007
MNIST 77.0 73.2 43.3

CorruptPOCUS 81.5 89.8 26.4
CCA 67.6 85.7 57.1

50 0.0001
MNIST 57.1 99.7 96.1

CorruptPOCUS 45.4 97.7 91.9
CCA 56.1 100.0 81.0
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Appendix B. Additional Evaluation Results
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Figure 30 Uncertainty distributions for the different test sets using the different UQ methods. The
vertical black line marks the threshold were 95% of the ID POCUS test data set would be classified as
ID. The gray horizontal line marks the 80% respectively.
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C

Energy Score Exit Comparison

Three different exits were added to the base classification network to evaluate the energies.
While for the final version we used a combination of all three exits, the performances of the
different exits when evaluated separately are notably divergent.

C.1 Energy Score Distributions

Each exit is trying to detect OOD samples by differentiating between energy scores from ID and
OOD samples. A suitable threshold has to be found for each exit which yields a good separation
between the two classes of samples. Figure 31 shows the distributions of the energy scores for
each exits for the ID test set and the OOD data set. It is visible that the exits perform very
differently, with exit 2 being the only one that has somewhat different energy score distributions
for all data sets, i.e. the only one where a threshold can be found that will work on all data
sets.
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Figure 31 Distribution of energy scores from the different exits for the different data sets.

C.2 Uncertainty Quantification Experiment

In the UQ experiment, the energy score method using the combination of the three exits showed
that while it might not be the best method at separating true predictions from wrong pre-
dictions, it still showed a tendency that the the energy score can be used as a measure for
trustworthiness (see Tables 6 and 7). Looking at the exits separately however shows that none
of the exits alone performs well at the UQ experiment (Table 15). None of the exits shows the
desired correlation between the energy score and the correctness of the prediction. Specifically,
the last exit shows an opposite correlation, where the results on the subset with the highest
uncertainties are perfect, and the results get gradually worse for the subsets with lower uncer-
tainties. For the first two exits, there is no pattern visible, implying that there is no correlation
between the energy scores from that exit and the correctness of the prediction. This yields the
question where the correct pattern in the results for the combined energy score method comes
from.
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Appendix C. Energy Score Exit Comparison

Table 15 AUC and accuracy on subsets of data sorted by their energy score. The subsets represent
the uncertainties, where 0-20% is the smallest uncertainties, which should correlate with the best
performance. Since the energy score represents certainties instead of uncertainties, they have been
flipped.

Exit 0-20% 20-40% 40-60% 60-80% 80-100%

ACC (%) ↑
Exit 1 68.9 67.6 65.1 79.8 57.8
Exit 2 57.1 64.7 56.9 62.4 78.8
Exit 3 53.1 57.3 66.6 72.2 100.0

AUC (%) ↑
Exit 1 83.0 89.8 95.0 99.3 97.4
Exit 2 94.0 95.3 92.7 94.1 93.1
Exit 3 61.7 90.0 96.7 99.5 100.0

C.3 OOD Detection Experiment

The result of the OOD detection using the energy scores from just one exit at a time are in
alignment with the what was observed in the distribution of the energies in Figure 31. The
different exits perform well for different data sets. MNIST cannot be detected by the first exit,
but the last two exits are perfect at separating MNIST data samples from ID data samples.
The CorruptPOCUS data set is detected quite well in the first two exits, with the first one
performing slightly better. The last exit fails at detecting almost all CorruptPOCUS samples
as OOD. The CCA data set is the hardest to detect, with none of the exits performing really
well. The first exits fails almost completely at detecting CCA samples as OOD. The second exit
performs the best, but is still not very reliable. The last exit performs roughly around chance
level. The AUC, FPR95 and FPR80 for the OOD detection experiment using the differnt exits
are displayed in Table 16. From the results, one can conclude that the different exits find different
types of OOD samples, which are OOD due to different reasons or patterns. Very obvious OOD
data samples like spackle noise patterns in the CorruptPOCUS data set are detection early on
in the network, but cannot be detected later in the network. OOD samples that are harder to
distinguish from the ID data, like CCA, can be found only later in the network, but not in the
beginning. Combining the results from the three different exits with a voting system where a
sample is detected as OOD if at least one exits marks it as OOD, therefore is a well-working
solution to yield good results on different types of OOD data.

Table 16 AUC and FPR for each exit and OOD data set.

OOD data Exit AUC (%) ↑ FPR95 (%) ↑ FPR80 (%) ↑

MNIST
Exit 1 34.1 97.5 86.8
Exit 2 100.0 0.0 0.0
Exit 3 99.9 0.0 0.0

CorruptPOCUS
Exit 1 87.1 20.0 15.8
Exit 2 87.0 24.9 18.8
Exit 3 48.2 99.8 97.9

CCA
Exit 1 20.1 100.0 97.6
Exit 2 84.6 46.4 23.8
Exit 3 71.8 64.3 48.8
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