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Abstract

With the increasing complexity and scale of modern software systems, ensuring
software security is more critical than ever. As projects grow, so does the likelihood
of vulnerabilities being introduced. Static Application Security Testing (SAST)
tools assist developers in identifying such vulnerabilities during development. In
this study, five Java SAST tools (Bearer, CodeQL, Horusec, Semgrep and Sonar-
Qube) were evaluated based primarily on their vulnerability detection rate and
execution time to determine their effectiveness.

The tools were tested using Java entries from the CVEfixes data set, which con-
tains real-world code changes, including both pre- and post-fix versions of known
vulnerabilities. Each tool analyzed code before and after vulnerability fixes across
three scenarios, varying the context available (single files, modified files and full
projects). True positives were defined as vulnerabilities detected before, but not
after, a fix. This approach helps assess a tool’s ability to correctly identify actual
vulnerabilities. Among the tools, CodeQL and Horusec performed the best,
with CodeQL showing stronger potential if allowed to be utilized fully. Bearer un-
derperformed, while SonarQube and Semgrep may offer better results with more
permissive configurations.
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Popular Science Summary

Fast, Smart, or Just Loud? We Put Security Scanners to the
Test

Application security is more critical than ever, as software becomes in-
creasingly central to our everyday lives. Insecure applications can lead
to data theft, financial loss, or system compromise. To address these
risks, developers rely on various tools to catch bugs early, one common
approach being Static Application Security Testing (SAST). We evalu-
ated and compared several SAST tools to assess their effectiveness in
identifying security issues during development.

A SAST tool is a type of computer program that can locate and identify se-
curity bugs in code. There are a lot of different SAST tools available on the
market and it can be difficult to know which one to use. Interviews reveal that
programmers choose such tools based on popularity rather than performance. Pro-
grammers also do not trust SAST tool benchmarks, stating that they contain bugs
that would not occur in real-world software.

We want programmers to be able to trust benchmarks and therefore conducted
our own tests on SAST tools. We scanned five popular SAST tools on just under
500 real security bugs from publicly available software projects.

Our results show that the best performing SAST tools were CodeQL and
Horusec. We could also conclude that it is difficult to determine an actual winner
since results can vary a lot based on how the tools are configured. The tools
detected only a small portion of the actual bugs in the programs and often sounded
the alarm incorrectly. This indicates that while SAST tools are helpful, solely
relying on them would be a mistake. As AI continues to advance, it might one day
offer a smarter alternative to today’s SAST tools, but more research is needed.
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Chapter 1
Introduction

In today’s software-driven economy, vulnerabilities are a persistent and costly
threat. These vulnerabilities can be exploited to steal user data, disrupt ser-
vices or compromise intellectual property, posing significant risks for financial and
reputational consequences. With privacy regulations such as the General Data
Protection Act (GDPR) and the Health Insurance Portability and Accountability
Act (HIPAA), safeguarding user data is more important than ever in order to avoid
legal repercussions or public backlash. Similarly, service disruptions can lead to
lost revenue and distrust, while breaches involving sensitive data or trade secrets
can have long-term strategic repercussions.

Catching and fixing security vulnerabilities early is essential and cost-effective.
It has been estimated that fixing a vulnerability during production is roughly
30 times more expensive than during development [42]. One tool enabling such
early detection of vulnerabilities is Static Application Security Testing (SAST).
By analyzing source code or compiled binaries without executing them, SAST
can identify security vulnerabilities at the very start of the software development
life cycle. Integrated in the development environment or deployed as part of the
CI/CD pipeline, vulnerabilities can be detected and fixed before ever reaching
production.

As with any security tool, SAST should be used with caution; it is easy to
blindly rely on such tools as a cheap label of security. In practice, no SAST
tool is perfect and performance varies significantly between different tools. As
such, the choice of SAST tool is crucial to ensure proper coverage of detectable
vulnerabilities. However, developers seem to choose SAST tools based on factors
such as reputation and cost, rather than performance [5]. One reason for this
could be the distrust that has been observed for SAST tool benchmarks; they are
perceived as either being too basic to model real problems or biased in favor of
specific SAST tools [5]. Despite this, most previous work comparing SAST tools
evaluate using the very thing developers distrust: vulnerability benchmarks. This
highlights the need for reliable and unbiased SAST tool comparisons, that more
accurately reflect real-world vulnerabilities.

A promising development in vulnerability detection comes from large language
models (LLMs). Recent research has begun exploring their ability to identify
security vulnerabilities in source code, much like SAST. Unlike SAST tools, LLMs
have potential to generalize across programming languages and vulnerability types.
To provide vulnerability data for such data-driven vulnerability research, CVEfixes
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2 Introduction

was created [34]. CVEfixes is a vulnerability database constructed from code
patches of real world vulnerabilities in open source projects, as opposed to the
synthetic benchmarks that are distrusted by developers.

No previous work was found that comparatively evaluates SAST tools on CVE-
fixes. Additionally, there is a lack of studies comparing the performance of Java
SAST tools and the performance between free-to-use and proprietary SAST tools.
Thus, conducting such a comparison could prove valuable to the field and could
provide a baseline for future LLM vulnerability detection research.

This thesis aims to comparatively evaluate the vulnerability detection ef-
ficacy, time consumption and vulnerability classification quality of Java
SAST tools, in the interests of Sinch Sweden AB, where this thesis was con-
ducted. The end goal is to determine which Java SAST tool should be rec-
ommended. Additionally, the results of the comparative evaluation aims to shine
a light on what limitations there are to SAST in terms of vulnerability
detection.

1.1 Disposition

The subsequent chapters present the following content:

• Chapter 2: Background introduces concepts within application security
testing and relevant previous research within the field. Ways of automating
and evaluating testing are introduced.

• Chapter 3: Tool Selection covers what tools were evaluated and how the
selection process was conducted.

• Chapter 4: Data set - CVEfixes contains information about the CVE-
fixes data set of how it is structured and utilized in this study.

• Chapter 5: Evaluation Methodology describes how tests were con-
ducted on the CVEfixes data set, in order to evaluate the tools. How the
evaluation results were processed to be presentable is also described.

• Chapter 6: Results presents the results from the evaluation in various
ways to make it easier to interpret. It specially looks at vulnerability detec-
tion rates, execution times and vulnerability classifications.

• Chapter 7: Discussion examines the performance of the tools across all
the evaluated metrics. Based on these results, the most effective tool is
identified and potential limitations of the study are discussed.

• Chapter 8: Conclusion summarizes the key findings of the study and
highlights notable insights. Additionally, it outlines potential directions for
future research based on the results.



Chapter 2
Background

Security testing is widely recognized as an essential part of software development.
While the methods used can vary based on preference, the goal remains the same:
ensuring the code is secure and free from bugs.

Since mistakes are inevitable, some form of debugging is often needed. This
is usually done manually, but automated tests can help reduce the time spent
debugging and catch issues early. Automated tests also warn the developer if
future changes might break existing functionality. Writing good tests requires a
solid understanding of the code and its expected behavior. However, thinking of
every possible edge case can be a challenge.

The following section discusses application security testing. It focuses on static
code analysis tools as this is the core of the thesis. The subsequent sections intro-
duce how vulnerabilities from the security testing tools are reported and how the
tools can be evaluated. This includes how previous work performed evaluations
on such tools and what data sets they have been tested on.

2.1 Application Security Testing

There are multiple approaches to ensuring the security of an application, each
offering different strengths depending on the context in which they are applied.
According to Bennett et al. [9], manual code reviews remain the most widely
used technique, even with the growing availability of automated tools. In their
study, the most commonly employed methods beyond manual review, ranked from
most to least used, are unit testing, penetration testing, static application secu-
rity testing (SAST), dynamic application security testing (DAST) and interactive
application security testing (IAST).

Unit testing is a classic method in java, where developers write tests for in-
dividual components or functions rather than the application as a whole [39].
Typically, the main purpose of unit testing is to ensure correctness and prevent
accidental introductions of unwanted behavior to a program.

Penetration testing, by contrast, simulates real-world cyberattacks on systems,
networks or applications. Its goal is to uncover and patch vulnerabilities before
they can be targeted by malicious actors [21].

Static application security testing (SAST) is a white-box method that scans
source code or binaries without running the program. It helps developers catch
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4 Background

potential issues early by identifying insecure code during development [53].
Dynamic application security testing (DAST), on the other hand, operates

from a black-box perspective, examining a running application from the outside.
It simulates an attacker’s behavior by interacting with the application during ex-
ecution to identify security weaknesses, all without needing access to the source
code [53].

Interactive application security testing (IAST) seeks to combine the strengths
of both SAST and DAST. It runs within the application during runtime, moni-
toring internal behavior and data flow to detect vulnerabilities that are not only
present in the code but also actually reachable and exploitable during execution
[53]. In this thesis, the focus will be on static code analysis.

2.1.1 Static Code Analysis and SAST

Static code analysis (SCA) is the act of examining source code without executing
it. This is particularly useful for identifying potential errors, poor code quality
or coding standard violations early in the development cycle. Static Application
Security Testing (SAST) applies static code analysis by scanning for patterns that
indicate weaknesses that could result in vulnerabilities [20]. SAST tools typically
implement this approach using predefined rules, each designed to detect a specific
type of security weakness. The result of a SAST tool scan is a list of findings that
specify where in the code a rule was matched.

Tests conducted by Elder et al. [20] suggest that SAST tools are able to find
more vulnerabilities than other vulnerability testing techniques. Additionally, two
popular SAST tools reported that their tools run in linear time. [26, 71]. This
would suggest that SAST tools are viable for both smaller and larger projects.

Implementations and techniques

How different SAST tools are implemented varies, but are all founded on the
principle of pattern matching. Some tools tokenize the code and turns it into an
abstract syntax tree (AST) before analyzing it [1, p. 41] [41]. An AST removes the
syntax of the language but keeps the logic intact. The simplest implementation
of SAST generates one AST per file. A more advanced implementation generates
one AST for multiple files, so called cross-file analysis [70]. Another important
principle in static code analysis is control flow. It describes what paths can be
taken in the code based on input and represents that data in a graph [1, p. 399].
A very similar concept is data flow analysis. While control flow analysis focuses
on the execution paths a program may take, data flow analysis is concerned with
how data moves and changes along those paths. It tracks variable definitions, uses
and how values propagate through a program Aho et al. [1], p. 597[6].

Taint analysis is one of the most widely used principles in SAST, with roots
in data flow analysis [2, 41]. It works by tracking how potentially malicious input
(tainted data) flows through a program to determine whether it can reach sensitive
operations. The point in the code where untrusted input enters the system is
referred to as a source, while the location where this input may cause harm is
known as a sink. Any data influenced by this untrusted input is considered tainted.
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If the data is processed to remove or neutralize the threat before reaching a sink,
it is said to have passed through a sanitizer. A common example is SQL injection:
the point where a user can inject a query serves as the source, a prepared statement
acts as the sanitizer and query execution functions as the sink [28].

2.2 Vulnerability Documentation and Classification

CVE (Common Vulnerabilities and Exposures), maintained by the MITRE Corpo-
ration, serves as the de facto international standard for identifying vulnerabilities
[55]. After a vulnerability is reported to a CVE Program Partner, such as a pop-
ular software vendor, it is assigned a unique identifier (CVE ID). Later, when
the stakeholders are ready to publicly disclose the vulnerability, a CVE Record is
published in the CVE List, stating which software versions are affected, along with
a CVE ID, a brief description and a list of external references [56]. The CVE List
is publicly accessible on their website and a free-to-use API is provided as well.

The National Vulnerability Database (NVD), created by the National Insti-
tute of Standards and Technology (NIST), builds upon the data provided by CVE
by providing additional information on each CVE Record [35, 38]. NVD and
CVE are together the most commonly adapted vulnerability databases in secu-
rity research [38]. Notably, NVD maps each vulnerability to a CWE (Common
Weakness Enumeration) identifier, as well as providing impact metrics and other
relevant metadata such as suggested solution methods [35].

CWE (Common Weakness Enumeration) is a community-developed system
run by the MITRE Corporation that categorizes common software and hardware
weaknesses [17]. CWE describe a weakness as “a condition in a software, firmware,
hardware or service component that, under certain circumstances, could contribute
to the introduction of vulnerabilities” [17]. Perhaps unsurprisingly, many SAST
tools associate its detection rules with CWE weaknesses, as its rules match source
code with issues that could lead to vulnerabilities of a specific category.

There is no default hierarchy of CWE weaknesses. Instead, there are multiple
CWE Views that provide means of navigating a hierarchical representation of
the CWE List, with varying scope and purpose. There are four types of CWE
weaknesses that correspond to varying levels of abstraction in a View: Pillar,
Class, Base and Variant weaknesses, with Pillar being the most abstract (see fig.
2.1) [81]. A fifth CWE type, Category, is simply a collection of weaknesses that
share some common characteristic, but is not part of a CWE View hierarchy [81].

CWE provides guidelines for how CVEs are mapped to weaknesses. Generally,
mapping of CVEs to higher-abstraction CWE weakness types is either prohibited
or discouraged. Specifically, mapping of CVEs to CWE Categories is always pro-
hibited [81]. Because of an ever changing cybersecurity landscape, certain CWE
weaknesses become less relevant over time and are marked deprecated. Mapping
to deprecated weaknesses is also prohibited.

Two interesting CWE Views include CWE Top 25 [85]: A list of the top 25
most dangerous weaknesses; and OWASP Top Ten [84]: A list of CWE Classes
correlating with OWASP Top 10. Another View, CWE-1000: Research Concepts
[83], is stated as facilitating research into weakness types and organizes weaknesses
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by behavior in all levels of abstraction. There are a total of 10 Pillar weaknesses
in CWE-1000, including for example Improper Access Control and Improper Neu-
tralization [83]. In contrast to most other views, the intent is for CWE-1000 to
encompass all CWE weaknesses [83].

Figure 2.1: Abstraction levels of CWE weaknesses1.

2.3 Previous work

A review of previous work was conducted to identify prior work relevant to vul-
nerability detection and SAST tool evaluation. The review focused on three areas:
comparative evaluations of Java SAST tools, vulnerability data sets and methods
for vulnerability identification and classification. Literature was sourced primar-
ily from peer-reviewed articles and official documentation. Initial searches using
LUBsearch, Lund University’s internal scientific database, yielded few relevant
results. Subsequently, Google Scholar was used as the primary repository for sci-
entific articles, while Google Search was used to find other documentation. A few
additional articles were identified through references in found articles.

The review findings are summarized in the following two subsections. Section
2.3.1 non-exhaustively lists and describes vulnerability data sets used in previous
work. Section 2.3.2 describes previous approaches to comparative evaluations of
SAST tools.

2.3.1 Vulnerability Data Sets

Until now, previous work [3, 34] has mainly evaluated SAST tools on synthetic
data sets such as the Juliet Test Suite, created by the National Security Agency
(NSA) [80]. While Juliet covers a wide range of weaknesses and vulnerabilities,
concerns have been raised of its use in evaluating vulnerability detection [10, 11].
Researchers state that Juliet’s vulnerabilities are not very diverse and that many of

1
CWE is sponsored by the U.S. Department of Homeland Security (DHS) Cybersecurity and Infrastruc-

ture Security Agency (CISA) and managed by the Homeland Security Systems Engineering and Development
Institute (HSSEDI) which is operated by The MITRE Corporation (MITRE). Copyright © 2006–2025, The
MITRE Corporation. CWE, CWSS, CWRAF, and the CWE logo are trademarks of The MITRE Corporation.
https://cwe.mitre.org/about/termsofuse.html

https://www.dhs.gov/
https://www.cisa.gov/about/divisions-offices/cybersecurity-division
https://www.cisa.gov/about/divisions-offices/cybersecurity-division
https://www.dhs.gov/science-and-technology/hssedi
https://www.dhs.gov/science-and-technology/hssedi
https://www.mitre.org/
https://cwe.mitre.org/about/termsofuse.html
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them are of synthetic nature that would not occur in real-world software [11]. Sim-
ilar concerns for the use of synthetic data sets in evaluating SAST tools has been
raised by other researchers [10]. Additionally, the Juliet Test Suite is outdated,
with the latest version 1.3 last released in 2017 [80].

By collecting examples of real vulnerability fixes from open source projects, a
more representative data set can be created. The National Vulnerability Database
(NVD) publicly provides vulnerability feeds of updates to CVE records. Each time
a reported vulnerability is fixed in an open source project, its CVE record will be
updated with references to the source code repository and the vulnerability fixing
commit [11].

CVEfixes, introduced by Bhandari et al. [11], automatically collects and com-
plements data from these NVD vulnerability feeds into a comprehensive vulner-
ability data set containing the source code before and after the vulnerability fix.
This is done in three layers of abstraction: commits, file changes and method
changes. In addition, many metadata fields are provided, such as the program-
ming language of each modified file. In contrast to the Juliet Test Suite, CVEfixes
is regularly updated. In addition, the code to reproduce CVEfixes is open-source,
on an MIT license. Hence, the database can be recreated at any time to include
the most recent vulnerability fixes.

Magma, introduced by Hazimeh et al. [31] and used by Lipp et al. [40], is an-
other notable vulnerability data set sourced from a handful of open source C/C++
projects. Its purpose is to provide ground-truth for evaluating and comparing
fuzzers. Fuzzers procedurally generate inputs to a program with the purpose of
triggering a fault and identifying the corresponding bug. Magma notably labels
both a bug’s root cause and its manifestation, determined by manual inspection.
The concepts of root cause and manifestation are highly related to sources and
sinks in taint analysis. The root cause is risky code that alone may not cause a
bug, while the manifestation arises from the misuse of the risky code, creating a
security issue [40]. For example, an integer overflow (root cause) can lead to an
out-of-bounds write (manifestation) when used improperly. While created with
fuzzers in mind, Magma is equally applicable to SAST evaluation, as seen by Lipp
et al. [40].

For Java SAST evaluation of real-world vulnerabilities specifically, there are
two data sets in particular worthy of mention, other than CVEfixes: the data sets
introduced by Ponta et al. [54] and Li et al. [37].

Ponta et al. [54], curated a data set of vulnerabilities sourced from open
source Java projects, in the interests of the German software company SAP. The
data was sourced partly from NVD and partly from project-specific web resources,
collecting the vulnerability-fixing commits of 624 publicly disclosed vulnerabilities
from 205 projects. Only projects that had practical industrial relevance were
included, specifically the ones used in SAP products or internal tools. Not all
vulnerabilities included had a CVE identifier or an NVD entry. The data set by
Ponta et al. [54] is provided as an open source CSV file, with the following column
information: vulnerability ID, repository url, commit ID and vulnerable label.

Li et al. [37] construct their own Java vulnerability data set for a compar-
ative SAST tool evaluation. The data is sourced from NVD, Debian and Red
Hat Bugzilla and is manually curated to only include projects that are package-
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able. This was required for them to evaluate SAST tools that analyze bytecode
as opposed to source code. In total they collected 165 package-able open source
programs containing 165 unique CVEs.

CVEfixes was chosen as ground-truth for the evaluation, in the hopes of it
being representative of vulnerabilities occurring in real software and because it
provides useful abstractions complementing the data from NVD. Unlike Li et al.
[37], this thesis evaluates SAST performance on uncompiled source code. This
approach eliminates the need for manual review and allows for the direct and
automated use of the CVEfixes dataset. The process for regenerating CVEfixes,
including most recently disclosed vulnerabilities, is fully open source. This ensures
reproducibility and makes the dataset well-suited for future evaluations.

2.3.2 Evaluating SAST tools on Real-world Vulnerabilities

While there are numerous previous works evaluating SAST tools on synthetic vul-
nerability benchmarks [3, 4, 19, 22, 30, 34, 49, 51], using real-world vulnerabilities
as the ground-truth is a less common evaluation method, despite its potential.

The idea of evaluating static code analysis tools on bugs from real-world
projects is not new. In 2012, Thung et al. [86] constructed a data set from
Bugzilla and JIRA bug reports for three open source projects and cross-referenced
them with their corresponding version control revisions (both CVS and Git). By
manual inspection, they then determined the faulty lines of code that contained
the root cause of the bug. The authors then evaluated each chosen static code
analysis tool by the amount of overlap between tool-flagged and the manually
determined faulty lines of code.

Lipp et al. [40] built upon the work of Thung et al. [86] by applying a similar
method for comparatively evaluating SAST tools on C programs. For the evalu-
ation data set, they supplement the Magma vulnerability data set [31], described
in section 2.3.1, with well-documented vulnerabilities from two additional open
source projects. Instead of manually identifying specific lines of code containing
a bug’s root cause, like Thung et al. [86], the authors introduced function-level
detection. Here, a vulnerability is deemed detected if the static analyzer flags
any function modified in the vulnerability-fixing patch. As noted by the authors,
static analyzers typically flag the manifestation of a bug as vulnerable, rather than
its root cause to limit false positives. In contrast, code patches typically address
the root cause [40]. Assuming this distinction holds for a given vulnerability, if
the root cause and manifestation are not contained within the same function, de-
termining whether a tool correctly detects the vulnerability is impossible without
manual inspection, since the tool may only flag the manifestation. The authors
validate their approach of using function-level detection by analyzing the Magma
data set, concluding that for 92% of vulnerable C functions, the root cause and
manifestation are contained within the same function. Finally, the authors evalu-
ated not only whether a vulnerability flagged the correct vulnerable file, but also
considered the correctness of its CWE classification. The static analysis tools were
evaluated both with and without considering the correctness of CWE labeling.

Li et al. [37] perform a comprehensive comparison of the vulnerability de-
tection of a broad range of free-to-use SAST tools on Java code. By following
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Tools SF−C SM−C
#Dvul #FP PP% TP% Pr #Dvul #FP PP% TP% Pr

CodeQL 15 9 9.0% 3.6% 40% 11 5 6.7% 3.6% 55%
Contrast 2 2 1.2% 0% 0% 1 1 0.6% 0% 0%
Horusec 38 23 23% 9.0% 39% 21 6 13% 9.0% 71%
Insider 11 11 6.7% 0% 0% 4 4 2.4% 0% 0%
SBwSFB 26 25 16% 0.6% 3.8% 17 1 10% 0.6% 5.9%
Semgrep 31 26 19% 3.0% 16% 9 4 5.5% 3.0% 56%
SonarQube 12 8 7.3% 2.4% 33% 9 5 5.5% 2.4% 44%

Table 2.1: The number of detected vulnerabilities and approximate
false positives from the results of Li et al. [37].

a well-motivated tool selection process, seven SAST tools were chosen for evalu-
ation: CodeQL, Contrast, Horusec, Insider, SpotBugs with Find Security Bugs,
Semgrep and SonarQube. The authors evaluated the SAST tools both on the
OWASP benchmark [25], consisting of synthetic vulnerabilities, and on their own
Java CVE data set, as described in section 2.3.1, which collects historical data
from open source projects. The authors applied both function-level and file-level
detection, where the latter considers a vulnerability detected if any of the files
modified in the vulnerability-fixing patch are flagged as vulnerable by the SAST
tool. Like Lipp et al. [40], evaluation was performed both with and without ac-
counting for correct CWE labeling, in different detection scenarios. The number of
detected vulnerabilities, as well as an approximate number of false positives (See
section 2.4) are both presented for two detection scenarios: SF−C and SM−C , as
defined in section 5.3.1. These results are presented in table 2.1. #Dvul repre-
sents the number of detected vulnerabilities and #(Dvul ∩Dpatch) is the number
of approximate false positives.

A more novel approach to vulnerability detection is to leverage machine learn-
ing and in particular large language models (LLM). A systematic literature review
conducted by Zhou et al. [88] concludes that current LLM-based vulnerability
detection solutions generally have small-grained input granularity, meaning they
target smaller code abstractions like functions or lines of code. One key reason
for this is stated as being the limited input length of the lightweight LLMs pre-
dominantly used in research, which align well with function-level detection but
struggle to scale to repository-level detection. As opportunities for future work,
the authors highlight the need for both research in repo-level detection, as well as
research in developing LLMs customized for vulnerability detection.

In a following study, Zhou et al. [87] address both these research opportunities
by performing a direct comparison between vulnerability detection of SAST tools
with fine-tuned LLMs employing repo-level detection. The authors argue that
since SAST tools are used to detect vulnerabilities across entire code repositories,
applying LLMs to the same detection scope makes for a more fair comparison. The
authors compared the vulnerability detection for three programming languages, in-
cluding Java. Repo-level scanning was performed by running the LLMs with one
function at a time as input for an entire code repository and then aggregating the
results, flagging each function as either vulnerable or non-vulnerable. The SAST
evaluation followed Li et al. [37] with the exception of any CWE classification.
Their results show LLMs outperforming SAST tools in terms of accuracy, but
with significant false positive rates. The best performing LLM for Java vulnera-
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bilities flagged 22% of functions, whereas the true vulnerable function ratio ranged
between 0.008% to 0.18% in the data set.

While Zhou et al. [87] technically apply LLM vulnerability detection to repo-
level detection, the detection capabilities are still limited by input length. In
addition, without accounting for vulnerability classification, the accuracy of such
models cannot be trusted as the sole metric, as any suspicious-looking function
could be marked vulnerable, without there being any way of verifying the models’
understanding. This thesis instead accounts for CWE labeling, only considering
a vulnerability detected if it can be correctly classified in its weakness class. Ad-
ditionally, the input of the SAST tools are limited by only containing a file or a
set of changed files at a time, comparable with lightweight LLMs’ limited input
length. This provides a baseline that can be used to evaluate future vulnerability
classification machine learning models.

2.4 Metrics

Bennett et al. [10] identify an important benefit with evaluating on synthetic data
sets: There is high confidence that no other unlabeled vulnerabilities exist in the
data set, meaning any other vulnerabilities detected by the SAST tools can safely
be considered false positives. As such, the key metric precision and in extension,
precision-reliant metrics such as F1 score, can safely be used without affecting
the validity of results. Precision-reliant metrics are used in a number of papers
evaluating SAST tools on synthetic data [3, 4, 22, 48] .

In contrast to synthetic data set evaluation, data sets gathered automatically
from real-world vulnerabilities have a less reliable ground truth. Historical data
from real-world code repositories may contain undiscovered vulnerabilities [88],
meaning it is not possible to label false positives without labor intensive manual
inspection. This makes precision and in extension, the F1 score metric, unreliable.
As Bennett et al. [10] note, this makes synthetic data sets tempting to use for eval-
uation, but results will likely not be representative of performance in production
settings.

In many previous studies evaluating SAST efficacy on real-world vulnerabil-
ities, the primary metric used is either the number of vulnerabilities each tool
detects or the percentage of total known vulnerabilities it is able to detect [12, 37,
40, 88]. Zhou et al. [88], Lipp et al. [40] and Li et al. [37] all employ some form
of metric approximating the rate of false positives. The first two papers [40, 88]
approximate false positives by calculating the marked function ratio:

#Flagged Functions
#All Functions in Benchmark

(2.1)

The motivation behind this metric is that only a small fraction of functions are
vulnerable in the repositories, meaning that the majority of flagged functions are
non-vulnerable [88], i.e. false positives.

Li et al. [37] introduces a new metric for the same purpose: the proportion of
vulnerabilities marked as vulnerable both before and after a vulnerability-fixing
commit:
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#(Dvul ∩Dpatch)

#Dvul
(2.2)

Here, Dvul and Dpatch represent the set of detected vulnerabilities in the vulner-
able and patched versions, respectively [37]. The # denotes the size of a set.

Determining if a vulnerability is correctly classified is not necessarily a binary
question. From the CWE-1000 view, some weaknesses are more closely related
than others. An incorrectly classified, but closely related vulnerability could be
considered more correct than a distant one. Pan et al. [52] tried to encompass this
idea by providing a score between 0 and 1 rather than exclusively 0 or 1, naming
it the Path Fraction (PF) score. The metric builds upon the fact that CWE-1000
structures the relations between different classifications as a tree. The more an
incorrect classification follows the same path down the “CWE tree” as the correct
classification, the higher the score. The PF score is the average of a data set,
defined as:

1

N

N∑
j=1

#(Ŷj ∩ Yj)

#Yj
(2.3)

Y symbolizes the true path of the a vulnerability, Ŷ the classified one and N ,
the number entries in the data set. Here, the # marks the number of nodes in
the path. In fig. 2.2, an example of the PF score is calculated is presented. Here,
classification A (2.2b) shares more nodes with the ground-truth path (2.2a) and
would therefore receive a better PF score than classification B (2.2c).

CWE
#1

CWE
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CWE
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CWE
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CWE
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CWE
#6

(a) Truth

CWE
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CWE
#2

CWE
#3

CWE
#4

CWE
#5

CWE
#6

(b) Classification A

CWE
#1

CWE
#2

CWE
#3

CWE
#4

CWE
#5

CWE
#6

(c) Classification B

Figure 2.2: Example of how the PF score is calculated.

This metric does not take into consideration how many siblings a classified
node has. If a CWE node in the tree has many children, guessing which of its
children is on the correct path is less likely than if the node has few children.
Accounting for this could potentially produce a more fair metric.
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Chapter 3
Tool Selection

Considering the large number of available SAST tools, selection criteria were devel-
oped to select a small set of SAST tools to include in the comparison. Inspiration
was drawn from Li et al. [37], with the addition of proprietary tools and source
code compatibility. Instead of focusing only on free and open source tools, an
effort was made to also include commercial tools, as long as they adhere to the
remaining criteria. This change was made for two reasons: For the comparison to
be as useful as possible for Sinch and other software businesses; and for the com-
parison to better represent the cutting-edge of SAST. Additionally, the tools were
required to be source code compatible, as defined in the selection criteria below:

• Java support: To limit the scope of the thesis; only tools that support
Java were included.

• Actively maintained: The comparison was limited to tools that are ac-
tively maintained, making the results more useful for future use in develop-
ment. Any tools that had not been updated in 2 years were excluded.

• Command-line interface: Utilizing a command-line interface (CLI) is
practically essential for the automated evaluation of each tool. As such, any
tool lacking CLI support were excluded.

• Security-related: Only security-related static code analyzers were in-
cluded, assuming non-security-related tools lack in performance.

• CWE Reporting: Only tools with well-documented rules with associated
CWE weaknesses were included in order to evaluate vulnerability classifica-
tion quality.

• Source-code compatible: Because of time constraints, the code repos-
itories could not be compiled before scanning. Each code repository has
unique build configuration and collecting buildable repositories would be
prohibitively time consuming. As such, any tool requiring the code to be
compiled were excluded.

As these criteria still encompass a lot of tools, open-source tools were also
selected by descending number of Github stars. The following tools were taken
into consideration:

13



14 Tool Selection

Tool Latest
Update1 CLI Security

focused
CWE
format

Github
stars1

Free
version

available

Source-
code

compatible

PMD [59] 29/11/24 ✓ × × 4.9k ✓ ✓
FSB [58] 26/2/24 ✓ ✓ ✓ 2.3k ✓ ×
Infer [23] 21/6/24 ✓ × × 15k ✓ ✓

SonarQube [79] 2/12/24 ✓ ✓ ✓ 9.2k ✓ ✓2

CodeQL [27] 9/12/24 ✓ ✓ ✓ 7.8k ✓ ✓
Fortify tiny [18] 31/10/24 [24] ✓ ✓ ✓ - × ✓

Snyk [76] 12/12/24 ✓ ✓ ✓ 5k × ✓
Semgrep [60] 18/12/24 ✓ ✓ ✓ 10.8k ✓ ✓
Bearer [57] 22/11/24 ✓ ✓ ✓ 2.1k ✓ ✓
Horusec [33] 8/6/22 ✓ ✓ ✓ 1.2k ✓ ✓
Insider [63] 26/1/21 ✓ ✓ ?3 519 ✓ ?3

CheckMarx [13] 6/10/24 [14] ✓ ✓ ✓ - × ✓
Contrast [62] 29/8/24 [61] ✓ ✓ ✓ - × ×

Table 3.1: Java SAST tools considered for evaluation, and their
compliance with the selection criteria.

The considered tools were selected based on what had been used in previous
papers [22, 37, 87] and from the static-analysis topic on Github [29]. A cutoff
for the number of Github stars was arbitrarily chosen at 500.

Based on the information from Table 3.1, some of the tools did not meet
the criteria. Although both PMD and Facebook Infer are SCA tools, they aren’t
specifically tailored for security and where therefore excluded. Horusec and Insider
haven’t been updated recently whereof Insider’s website is no longer in operation;
the project might have been abandoned. Though Horusec hasn’t been updated
in two years, results by Zhou et al. [87] suggest that its performance is still
comparable to other tools. As such, it was still included in the evaluation. Most
of the tools support source code scanning, with SonarQube offering partial support.
It can only scan uncompiled Java code if a single Java file is present. Although its
support is partial, it was included. Out of the 13 tools evaluated, 4 have no free
options and require licensing.

The ultimately chosen tools can be seen in table 3.2. The table also includes
some of the analysis types the tools have implemented.

1As of 18/12/2024
2Partially compatible
3Information unavailable
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Tool Edition Analysis type Sources
Cross-file Control flow Data flow Taint

Bearer Free ? 4 ✓ ✓ ✓ [8]
CodeQL Free ✓ ✓ ✓ ✓ [16, 15]
Horusec Free × × × × [32, 37]
Semgrep Pro ✓ ✓ ✓ ✓ [70, 67, 73, 72]

SonarQube Enterprise ✓ ✓ ✓ ✓ [64, 74, 78, 77]

Table 3.2: Chosen SAST tools and some of their implemented anal-
ysis types.

3.1 Licensing

Premium licenses for SonarQube and Snyk were acquired. Due to Snyk’s usage lim-
itations, the license was not sufficient to achieve adequate results and was therefore
excluded. Through mailing contact, none of the other companies provided licenses
for academic purposes.

4Unclear information
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Chapter 4
Data set - CVEfixes

The use of CVEfixes as the evaluation data set was decided early on in the plan-
ning phase as per recommendation from the project’s supervisor. Upon initial
review, it was considered suitable for the evaluation for its collection of real-world
vulnerabilities, convenient structure and reproducibility. Additionally, no other
studies were found that evaluate SAST tools on CVEfixes. As such, CVEfixes was
chosen and no further rigorous selection process was conducted.

CVEfixes is a data set containing data about vulnerable code, collected from
real Git repositories. It is periodically updated to comply with the CVE classifica-
tion and to include newly disclosed vulnerabilities [11]. The collection process of
vulnerabilities is automated by extracting information from NVD as well as code
from their corresponding Git repositories. Since the CVEfixes project is open
source, it is possible to generate a newer version manually if more up-to-date in-
formation is needed than what the latest release provides. CVEfixes version 1.0.8
[47] was used during the tool evaluation, which was the latest release at the time.
The data is contained within an SQL database.

The following sections describe how the database is structured, what parts of
it are useful and how it can be filtered to suit the needs of the project. The last
section touches on limitations of CVEfixes.

4.1 Database structure

The data set is divided into 8 SQL tables that can be split into two sections: classifi-
cation and code (see fig. 4.1). The four tables cve, cwe, cwe_classification and
fixes belong to the classification category and contains information about CVEs,
CWEs and how they are connected. cve is the largest one, consisting mainly of
vulnerability scores of different metrics. cwe has a couple of fields whereof one links
to the official documentation with more information. cwe_classification and
fixes simply serve as bridges between the cve and cwe tables and cve and commits
tables respectively. The remaining four tables, namely repository, commits,
file_change and method_change belong to the code section and describe differ-
ent abstraction layers of a Git project [11]. The highest abstraction layer, the
repository table, most importantly, contains the field repo_url and descriptive
fields of less importance to this project. The second highest layer, the commit ta-
ble, similarly contains a lot of non-essentials, beside from the hash field. This field
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corresponds to the hash of the Git commit that fixed a vulnerability. The second
lowest abstraction layer, the file_change table, contains information about the
files modified in a commit. Each commit can have multiple corresponding entries
in the table. Each entry describes the file both before and after the commit with
appropriately named keys for differentiation. The field change_type can be used
to determine if a file has been modified, deleted, added or renamed. In the cases
of deleted and added, fields corresponding to after and before respectively are not
present. The last and lowest layer, the method_change table, goes one step fur-
ther to describe how methods have been changed. Each entry in file_change can
have many corresponding entries in method_change. In contrast to file_change,
method_change does not contain information on both before and after a fix; the
information is divided into two entries. The boolean field before_change deter-
mines if the entry is from before or after the commit.

repository

repo_url (PK)

repo_name
description
date_created
date_last_push
homepage
repo_language
owner
forks_count
stars_count

commits

repo_url (PK, FK)

hash (PK)

author
author_name
author_timezone
committer
committer_date
committer_timezone
msg
merge
parents
num_lines_added
num_lines_deleted
dmm_unit_complexity
dmm_unit_interfacing
dmm_unit_size

file_change

file_change_id (PK)

hash (FK)

filename
old_path
new_path
change_type
diff
diff_parsed
num_lines_added
num_lines_deleted
code_after
code_before
nloc
complexity
token_count
programming_language

method_change

method_change_id (PK)

file_change_id (FK)

name
signature
parameters
start_line
end_line
code
nloc
complexity
token_count
top_nesting_level
before_change

fixes

cve_id (PK, FK)

hash (PK, FK)

repo_url (PK, FK)

cve

cve_id (PK)

published_date
last_modified_date
description
nodes
severity
obtain_all_privilege
obtain_user_privilege
obtain_other_privilege
user_interaction_required
cvss2_vector_string
cvss2_access_vector
cvss2_access_complexity
cvss2_authentication
cvss2_confidentiality_impact
cvss2_integrity_impact
cvss2_availability_impact
cvss2_base_score

cvss3_vector_string
cvss3_attack_vector
cvss3_attack_complexity
cvss3_privileges_required
cvss3_user_interaction
cvss3_scope
cvss3_confidentiality_impact
cvss3_integrity_impact
cvss3_availability_impact
cvss3_base_score
cvss3_base_severity
exploitability_score
impact_score
ac_insuf_info
reference_json
problemtype_json

cwe_classification

cve_id (PK, FK)

cwe_id (PK, FK)

cwe

cwe_id (PK)

cwe_name
description
extended_description
url
is_category

Figure 4.1: Entity Relation Diagram of the CVEfixes data set. The
diagram is structured into two sections: a code section (upper)
and a classification section (lower).

4.2 Exploratory Analysis

An initial exploratory analysis was performed on the data set in order to identify
any limitations that could affect the practical implementation of the SAST tool
evaluation, and to determine what data needed to be filtered out. To perform the
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exploratory analysis, the CVEfixes database was queried using a number of SQL
statements, of which the resulting data was processed with Python scripts. The
exploratory analysis was unstructured and guided by insights from the concurrent
literature study.

In order to adhere to the project constraints, it had to be determined how the
data set could be filtered to contain only Java vulnerabilities. The goal was to scan
not only Java source files, but also other files relevant to Java, such as configuration
files. For each file change, CVEfixes provides a column programming_language
that supposedly contains what programming language the file is written in. In
order to ensure reliability of its data, the file distribution for Java files was ex-
plored. It was found that of files that were identified as Java, roughly 6% were
without a .java extension. Instead, everything from C source files to TypeScript
files were mislabeled as Java. Similarly, of files with the .java extension, 2%
were not labeled as Java. Both of these inconsistencies were verified by man-
ual inspection. From these findings, a decision was made to not rely on the
programming_language column provided by CVEfixes and instead trust file ex-
tensions to identify files relevant to Java development, especially Java source files.

To determine whether special handling was needed for missing or placeholder
values, the distinct values of each column relevant to the evaluation were inves-
tigated. The first finding was that the associated CWE weaknesses of some vul-
nerabilities were shown to contain placeholder values, namely NVD-CWE-noinfo
and NVD-CWE-Other. These labels are used to indicate lacking information from
CVE and lack of a suitable CWE mapping, respectively. Any vulnerabilities as-
sociated with such placeholder CWEs were excluded from the evaluation, since
there is no ground truth for its vulnerability classification. Another finding
was that code_before and code_after contained many placeholder values None,
which initially caused some concern. Through further investigation, it was shown
that the placeholder value only appeared for file creation and deletion. Finally,
file_change.nloc was shown to include many nan values, for reasons still un-
known. Given that the source code of the files were provided, the number of lines
of code could easily be calculated. Other than that, no unexpected empty or
placeholder values were found in data affecting the evaluation.

Two other issues were identified related to CWE mapping. Firstly, some code
changes referenced deprecated CWE issues, to which CWE mapping is prohibited.
Secondly, some vulnerabilities in the data set were mapped to CWEs not within
CWE-1000. They were shown to be CWE Categories, to which mapping is also
prohibited.

To ensure the reliability of the comparative analysis, the data was checked for
duplicates. In particular, hash collisions were considered, as the data set includes
many repositories, including forks. Duplicate hashes were found and in all cases,
collisions occurred because of the same code changes existing in different forks of
the same code repository.
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Category File Extensions Usage
Source Code java Java source code.
Build & Dependency bazel, gradle, kts,

properties, mf
Build scripts, dependency
management, metadata
for builds and JARs.

Application Configuration conf, yaml, yml, xml,
json, toml, ini

Defining application
settings or framework
configurations.

Security & Certificates crt, key SSL/TLS certificates and
keys for encryption.

IDE & Project Metadata classpath, iml,
.gitignore

IDE project settings and
version control exclusions.

Template Engines & Views ftl, ftlh, vm, jelly,
jsp

Templates for generating
dynamic web content.

Framework-Specific aj, thrift Files for AspectJ (AOP)
and Apache Thrift (RPC
framework).

Table 4.1: File extensions included in the scans and their respective
uses in Java development.

4.3 Data Pre-processing

Before conducting the experiments, the data provided by CVEfixes was filtered.
As discussed in the previous section, the programming_language columns could
not be relied on to filter for Java files. Instead, a choice was made to only include
code patches modifying at least one Java source file. These commits were shown
to include source files of multiple other languages. To focus only on files relevant
to Java development, only the file types listed in Table 4.1 were included in the
evaluation.

These file extensions were selected from an exhaustive list of file extensions
present in the code patches with at least one modified Java source file. These
include, for example, source files, configuration files, certificates and templates.
The reason why only these file extensions were included is to avoid scanning source
files for languages other than Java, as this would produce inaccurate results. At
the same time, files relevant to Java development were included to avoid restricting
the scope of detectable vulnerabilities.

To prevent overrepresentation of specific weakness classes, duplicate code
patches (with equal commit hashes) were excluded. Additionally, patches only
addressing deprecated CWEs, as defined by CWE-604: Deprecated Entries [82],
were omitted from the evaluation to avoid the scenario of SAST tools mislabeling
these vulnerabilities despite correctly detecting them.

Some fixes in CVEfixes were not mapped to any CWE, instead labeled as
either NVD-CWE-noinfo or NVD-CWE-Other. Similarly, some fixes were associated
with a CWE weakness or class that was not covered by CWE-1000. In both cases,
such code fixes were excluded from the evaluation.

Before filtering, the data set spanned 4249 code repositories, 11873 unique
CVEs and 272 unique CWEs. After filtering for non-duplicate Java code changes
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associated with non-deprecated CWEs, there were 244 code repositories, 462
unique CVEs and 87 unique CWEs left. The distribution of CWEs into CWE
Pillars, according to CWE-1000: Research Concepts [83], is illustrated in figure
4.2. There were no code changes in the filtered data set that were associated with
CWE-697: Incorrect Comparison [45], resulting in 9 CWE Classes left for the
evaluation in the CWE-1000 pillar level.

Figure 4.2: CWE Pillar count before and after filtering the data set.

4.4 Data set limitations

As the CVEfixes data set was chosen without a comparison to other data sets, it
is important to be aware of possible limitations it might possess. Comparing it to
data sets mentioned in previous papers can uncover its shortcomings.

The data sets used by Li et al. [37] and Ponta et al. [54] are manually
constructed and curated. This allows the information of each entry to be verified
and therefore presumably contain few mistakes. The CVEfixes data set does not
have this luxury and may contain inconsistencies arisen from being generated.
One such instance already surfaced during the exploratory analysis, namely the
unreliable programming_language field. Notably, the data set used by Ponta et al.
[54] also contains more Java entries than the CVEfixes data set.

Previously, synthetic datasets like the Juliet test suite [80] were considered lim-
ited in diversity and unrepresentative of real-world code [11]. However, this allows
full control over the code’s content, ensuring it contains only what is intended.
The code in CVEfixes does not guarantee that it only contains the intended vul-
nerability and may contain additional vulnerabilities. This makes it difficult to
determine if a SAST tool is wrong if it flags an undocumented vulnerability.

Although limited to C/C++, the Magma dataset [31] provides both the source
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and sink locations for each vulnerability. This allows a tool to be considered correct
whether it flags the source or the sink. In contrast, CVEfixes provides only one of
the two, making it impossible to verify correctness if the tool flags the “incorrect”
of the two.



Chapter 5
Evaluation Methodology

In order to provide an objective basis for recommendation, a quantitative study
was performed, comparing the different Java SAST tools. Each tool was evaluated
based on its vulnerability detection efficacy and resource consumption on real-
world vulnerable code from open source code repositories, as provided by CVEfixes.
A quantitative study was preferred over a qualitative one to focus on the tools’
primary purpose in finding bugs, rather than, for instance, qualitatively assessing
user experience. Real-world vulnerabilities were chosen as grounds for evaluation
in favor of vulnerability benchmarks to be more representative of real use in a
production environment.

The following sections describe the evaluation process, including the vulnera-
bility scanning, result processing and result presentation. The chapter concludes
with a short discussion of alternative approaches that were considered, but ulti-
mately not pursued.

5.1 Vulnerability Scans

The evaluation was divided into three levels of scanning: file-, commit- and project-
level scans. The file level and commit level utilize the commits and file_change
tables of CVEfixes, while the project level scans the entire code repository. Each
level consists of two tests: before and after a vulnerability has been fixed. The tools
were tested using their respective CLI tools. The following subsections describe
how each level was performed except the last one, describing how the tools were
configured.

5.1.1 File- and Commit-level Scans

Albeit being divided into two different levels, the file and commit levels are very
similar. They both perform scans on all of the files that have been modified in a
given commit. The difference is that file level performs one scan per individual file
while commit level performs one for all of the files together. This is repeated for
both before and after a fixing commit (see fig. 5.1).

All the files that belong to a commit are gathered from the file_change table
with the corresponding commit hash. The files are put in specific directories based
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on the fields old_path or new_path depending on if a scan is before or after a fix.
Correspondingly, the code is fetched from code_before or code_after.

CVEfixes 21 1

Deserialization Scan 1

2

Scan 2

(a) File level

CVEfixes 21 1

Deserialization Scan

2

(b) Commit level

Figure 5.1: Scanning process for the file and commit levels. The
scan section is repeated for code_before and for code_after.

5.1.2 Project-level Scans

In contrast to the other two levels, the code scanned on this level does not come
from the data set, but is fetched directly from the corresponding Git repositories
(see fig. 5.2). The URL for each repository is retrieved from the repo_url field in
the commits table. Cloning the repositories and checking out to the given commit
corresponds to the code after a fix. Checking out to the commits parent naturally
yields the code from before the fix. Each project is scanned in its entirety without
file-type filtering.

repo_url
CVEfixes 1

Cloning Scan

2
checkout

before/after

Repeat for every tool

Figure 5.2: Scanning process for the project level. The scan section
is repeated for the code before and after the fix 1.

5.1.3 Tool Configuration

To ensure a fair comparison, certain tools were configured with restricted settings,
as some SAST tools offer features beyond traditional static analysis. Since scan-

1
GitHub logo used with permission under the GitHub Logo Policy. © GitHub, Inc.
GITLAB is a trademark of GitLab Inc. in the United States and other countries and regions
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ning is time consuming, some features were not used in order to save time. The
following subsections describe how each tool was configured.

SonarQube

sonar -scanner -Dsonar.projectKey=$PROJECT_KEY
-Dsonar.sources=$TESTING_FOLDER
-Dsonar.host.url=$URL -Dsonar.login=$SECRET

SonarQube has a lot of functionalities, but for full functionality, it requires
the scanned code to be compiled. It does support scanning on Java source code
directly, but can only do so if there is a single Java file present. Tests for SonarQube
were therefore limited to only file-level scanning. Comparing SonarQube with
other tools will therefore also be limited to file level.

The scan results can not be retrieved directly from the CLI tool. Instead, after
a scan has been conducted, the results are pushed to a server. The results can
be accessed by API calls to the server in between each scan, where only the most
recent scan can be accessed by applying a time filter.

CodeQL

codeql database create $DB_LOCATION --language=Java
--source -root=$TESTING_FOLDER --build -mode=none
--overwrite

codeql database analyze $DB_LOCATION
--format=sarif -latest --output=$OUTPUT_FILE

CodeQL works very differently from the other tools. Before a scan can be
conducted, CodeQL builds a code database. By default, the tool tries to build the
project, but this can be disabled with the --build-mode=none flag. As another
default, it tries to download all dependencies if it finds Maven, Gradle or Ant files.
Since this feature is not available for direct source code scanning in other tools, it
was determined to be unfair. It would also significantly add to the scanning time.
As the tool doesn’t allow turning this feature off, a workaround is to delete all
configuration files of the build tools.

Since every scan requires its own database, it is convenient to recreate the
database in the same directory. By default, CodeQL doesn’t allow to override a
previously generated database. To allow for this, the --overwrite flag is required.
One database is created for each language, so the --lang=java makes sure only
one is created. This also prevents the tool from scanning other languages.

Semgrep

semgrep scan --config p/ci $TESTING_FOLDER --json
--json -output=$OUTPUT_FILE --no-git -ignore

Semgrep is built upon rule sets. There exists default rules, pro rules and user
created rules. In order to use the pro rules, logging in is required. This can be
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done by running the command semgrep login. Since there are user created rules,
Semgrep’s accuracy could depend on how many rules are used. Choosing what
rules to include requires a lot of subjective decision-making, so choosing among
one of Semgrep’s own rule sets makes it easier. The ci rule set, is claimed to
produce few false positives [65]. It contains 111 Java rules (32 default and 79 pro)
which is considerably less than the default rule set of 261 rules (118 default and
143 pro) [68]. Using fewer rules should improve the runtime. For these reasons,
the ci rule set was chosen.

Without any configurations, Semgrep believes that the specified directory is a
Git repository. To tell Semgrep that it is not, the flag --no-git-ignore can be
used.

Bearer

bearer scan $TESTING_FOLDER -f=json
--output=$OUTPUT_FILE

Compared to the previous tools, Bearer is very straightforward and requires
no special configurations to work as intended.

Horusec

horusec start --disable -docker=true -o=json
-O=$OUTPUT_FILE -p=$TESTING_FOLDER

The default behavior of Horusec is to use Docker containers to scan code. To
make it more lightweight, --disable-docker=true disables this feature.

5.2 Data Post-processing

To prepare the scan results for comparison, a two-step post-processing procedure
was applied. This involved two steps: (1) mapping each SAST tool finding to a list
of CWE weaknesses and (2) linking each CWE to its position in the CWE-1000
hierarchy.

5.2.1 Mapping Scan Results to a List of CWE Findings

To enable comparison, scan outputs were first normalized to a common format.
While there exists an industry-standard for reporting the results of static code
analysis tools: SARIF (Static Analysis Results Interchange Format) [50], it is not
implemented by all tools considered for evaluation. The SARIF format also is not
developed specifically for vulnerability reporting and as such has no standardized
way to state weaknesses for a finding. Consequently, a custom mapping procedure
was required for each SAST tool. Specifically, for each scan result, a list of findings
was collected, along with a binary value representing whether a runtime error had
occurred for the SAST tool. Each finding referenced the flagged source code file
and line, and a list of the CWE weaknesses reported. Only findings that reported
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at least one CWE-1000-applicable weakness were collected to focus on security-
related weaknesses, as opposed to syntactic errors and code quality issues.

Two of the evaluated SAST tools, CodeQL and SonarQube, do not report CWE
weaknesses in their findings, but instead report which pattern matching rule the
source code matched. In the case of CodeQL, the CWE weaknesses associated with
each rule were publicly documented [36] and were scraped from their website. For
SonarQube, the associated CWE weaknesses for each rule were fetched via API
calls to the /api/rules/show endpoint of the local SonarQube instance.

5.2.2 Mapping CWEs to CWE-1000 hierarchy

The hierarchical CWE View, CWE-1000, is used both to assess vulnerability de-
tection efficacy and vulnerability classification quality of the SAST tools. In order
to map each CWE weakness to its corresponding node in the CWE-1000 hierarchy,
a local graph representation was built by referencing the descendant endpoint of
the CWE REST API: /api/v1/cwe/1000/descendants?view=1000. The result-
ing graph representation was used in the evaluation to extract a list of ancestor
nodes, hereafter referred to as a Path. The last ancestor of the Path is always a
CWE Pillar, the top-most abstraction of CWE-1000. The ancestor CWE Pillar is
used for the detection efficacy evaluation. If two CWEs share the same ancestor
Pillar, it is considered a Pillar match. The Path is used to assess classification
quality using the PF metric, introduced in section 2.4.

5.3 Evaluation metrics

With the collected SAST tool findings, a number of different metrics were pro-
duced to evaluate the tools. In particular, this section presents the metrics used
to assess vulnerability detection efficacy, resource consumption and vulnerability
classification quality, as well as details on how they were produced.

5.3.1 Vulnerability Detection

As discussed in section 2.4, traditional classification metrics such as the F1 score
are less appropriate for evaluating on real-world vulnerabilities. Instead, following
previous work [37, 40, 88], the number of detected vulnerabilities was used as a
metric for vulnerability detection, expressed as a ratio.

Detection was measured in two levels of granularity: file-level detection and
method-level detection. File-level detection considers a vulnerability detected if at
least one vulnerable file is flagged as vulnerable. Similarly, method-level detection
requires at least one vulnerable method to be flagged. In both cases, a file or
method is considered vulnerable if it is modified in the vulnerability-fixing commit.
Furthermore, detection was also measured with and without accounting for CWE
Pillar classification. A detected vulnerability is considered to have the correct
CWE Pillar if the SAST tool produced a vulnerability finding for the correct
vulnerable file or method, and at least one of the reported CWE weaknesses shared
the same ancestor CWE Pillar as the ground-truth CWE.
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Following Li et al. [37], the number of vulnerabilities detected in the unpatched
source code of each vulnerability-fixing commit was measured across four scenarios,
reflecting all combinations of detection granularity and Pillar classification. The
same terminology as Li et al. [37] is used for the detection scenarios to avoid
confusion:

• File-level Detection with Any CWE Pillar (SF−A): A vulnerability
is detected if any vulnerable file is flagged, regardless of the reported Pillar
CWE.

• File-level Detection with Correct CWE Pillar (SF−C): A vulner-
ability is detected if any vulnerable file is flagged with the correct CWE
Pillar.

• Method-level Detection with Any CWE Pillar (SM−A): A vulner-
ability is detected if any vulnerable method is flagged, regardless of the
reported CWE Pillar.

• Method-level Detection with Correct CWE Pillar (SM−C): A vul-
nerability is detected if any vulnerable method is flagged with the correct
CWE Pillar.

For each tool, scan level and detection scenario, the sets Dvul and Dpatch were
identified. These represent commits where a vulnerability was detected before and
after applying the vulnerability-fixing commit, respectively. Following Li et al.
[37], the approximate false positives were then determined as the commits where a
vulnerability was detected both before and after applying the vulnerability-fixing
commit:

FP = Dvul ∩Dpatch

This approach to false positive approximation was chosen in favor of the ratio of
marked functions due to it being equally applicable for file-level, commit-level and
project-level scans. In contrast, the ratio of marked functions will be comparably
high when scanning file-by-file and low for project-level scans, due to the varying
number of files scanned.

Three metrics were finally presented:

• Predicted Positives (PP%): The ratio of predicted positives, more specif-
ically the ratio of detected vulnerabilities before applying a vulnerability-
fixing commit:

PP% =
#Dvul

#Total Commits

• True Positives (TP%): The ratio of estimated true positives, defined as
the number of detected vulnerabilities subtracted by the approximate false
positives:

TP% =
#Dvul −#FP

#Total Commits
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• Precision (Pr): The ratio of estimated true positives among the detected
vulnerabilities. A low precision implies more false positives among the de-
tected vulnerabilities.

Pr =
#Dvul −#FP

#Dvul

Previous works [37, 88] only present the predicted positives, which may include
false positives. Some tools report many findings for less critical code weaknesses,
which gives them an unfair advantage in comparison. To address this limitation,
the ratio of estimated true positives TP% was presented in addition to the predicted
positives.

Beyond detection metrics, the total number of findings produced by each SAST
tool was also presented. Each finding corresponds to a flagged location in the
source code, typically a line, associated with one or more CWE weaknesses. Con-
sequently, a single file or method may contribute multiple findings if different lines
are flagged.

5.3.2 Resource Consumption

Time was the sole metric employed for resource consumption evaluation. Time
consumption was measured simultaneous to the evaluation of vulnerability detec-
tion efficacy, by measuring the completion time for each SAST tool scan. The time
consumption was then evaluated in respect to the lines of code scanned, which in
the case of file-level and commit-level scans was extracted from the code_before
and code_after columns of the file_change table of CVEfixes. Since CVEfixes
provides neither the total number of lines of code nor the full project source code,
separate data collection was performed for each repository in the filtered dataset
to determine project size in terms of lines of code and byte size.

5.3.3 Vulnerability Classification

Vulnerability classification quality was assessed as part of the SAST tool evalua-
tion, using the PF score (See section 2.4). In short, the PF score quantifies how
closely the predicted CWE classification aligns with the ground-truth CWE within
the CWE-1000 hierarchy by measuring the fraction of shared ancestor nodes.

The original PF score (See equation 6.6) is defined as the average for each test
case of the fraction of the predicted CWE Path that is also in the ground-truth
CWE Path. This definition assumes there is only one predicted CWE Path per
test case. Since the selected SAST tools can produce multiple CWE weaknesses for
a single finding and multiple findings per vulnerability, the PF score was modified
to accommodate for this. In particular, for each detected vulnerability, a CWE
Path Ŷji of a CWE weakness reported among the modified files is chosen such that
it maximizes the path fraction:

PFmax =
1

N

N∑
j=1

max
i

#(Ŷji ∩ Yj)

#Yj
(5.1)

Here, N is the number of detected vulnerabilities and Yj is the ground-truth CWE
Path.
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The modified PF score was measured for file-level (SF−A) and method-level
(SM−A) detections, across all tools and scanning levels. It complements the binary
Pillar match criteria used in SF−C and SM−C . Whereas the Pillar match criteria
is a simple binary classification, the PF score provides a graded measure of the
classification quality. A PF score of 1 indicates perfect classification and 0 means
the predicted CWE weaknesses did not share a CWE Pillar with the ground-truth
CWE.

5.4 Considerations

Due to initial estimates, performing scans on all of the code of the Java repositories
was not plausible. Therefore the scans were limited to only the file changes in
CVEfixes. This greatly reduces the scanning times but degrades the quality of the
scans due to the limited scope. Scanning on only changes does not guarantee that
the tools can see the source and the sink. The scanning times were shown to be
greatly shorter than expected and scans for all of the code were ultimately chosen
to be performed. Although the results of the limited scans does not show the tools’
full capabilities, the results can still give some insight into what limitations the
tools have when they are presented a limited scope.

Additional scans were originally also proposed. They would be based on the
method_change table from the data set (see 4.1). The idea came from how tests
had been performed by Atiiq et al. [7]. A file only containing a method is not valid
Java syntax which caused some of the tools to not work. Injecting the method
into an empty Java class does work, but variable called from outside of the method
would not be present. If this information was to be included, it would not be very
different from scanning the full file and is the reason why this level was dropped.

The file type filtering described under 4.3 was not performed for the project-
level scans. While applying this filtering to project-level scans was considered,
scanning entire projects without filtering provides a more accurate reflection of
the time required for real-world scans.

Stated in 3.2, Semgrep supports cross-file analysis. To enable this, the tool
requires the installation of the Semgrep pro engine and adding the --pro flag when
scanning [66]. In addition to this, cross-file analysis must be activated online for
the account used with the scanning [69]. Scans using this feature were tested,
but due to unreasonably long scan times, it was chosen to be turned off. From
estimates, the total runtime would be more than three weeks.
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After more than 15 full days of CPU time, excluding time for cloning repositories
and tool setup, all scans were complete. The resulting metrics are presented in
this section, including the tools’ vulnerability detection efficacy, time consumption
and CWE-1000 classification accuracy.

6.1 Vulnerability Detection Efficacy

Figure 6.1 shows the vulnerability detection efficacy results. Each subfigure dis-
plays the results for a separate detection scenario. The two figures on the top
(6.1a, 6.1b) show the number of vulnerabilities flagged for file-level detection. The
first one (6.1a) shows how many of the vulnerable files that were flagged with any
CWE classification, and the second one how many of the vulnerable files had pillar
matches. The figures at the bottom (6.1c, 6.1d) display the same statistics, but
for method-level detection. For all of the graphs, approximate false positives are
included as the dimmed part of the bars. Following Li et al. [37], vulnerabili-
ties found both before and after a vulnerability-fixing commit are considered an
approximation of false positives. The same data is represented in table 6.1.

From the data in figure 6.1 and table 6.1, it can be seen that SonarQube flags
the most vulnerabilities for detections with any CWE, but produces significantly
fewer pillar matches in comparison to the other SAST tools. Apart from Sonar-
Qube, the relative standings of the tools in terms of predicted positives (PP%) are
somewhat consistent across the different detection cases, with Horusec flagging the
most, followed by Bearer, CodeQL and finally Semgrep. Subtracting the approx-
imate false positives, as an approximate measure of true positives, it can be seen
that CodeQL performs the best overall, followed by Horusec. Bearer performed
the worst, with the least approximate true positives.

Between the different scanning levels, most of the tools were either stagnant or
improving, both for predicted positives (PP%) and true positives (TP%) (see fig.
6.1). Bearer notably flags more vulnerabilities for file-level scans in all detection
scenarios. Similarly, CodeQL flagged more vulnerabilities with each increase in
scan size, most significantly for project-level scans.

It can be observed in table 6.1 that the precision is greater for method-level de-
tection than for file-level detection. In comparison with other SAST tools, CodeQL
maintains the lowest false positive rate for the majority of detection cases. In
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(a) SF−A: The ratio of vulnerabilities where
at least one vulnerable file was flagged,
regardless of CWE reported.

(b) SF−C : The ratio of vulnerabilities where
at least one vulnerable file has a pillar
match

(c) SM−A: The ratio of vulnerabilities where
at least one vulnerable method was
flagged, regardless of CWE reported.

(d) SM−C : The ratio of vulnerabilities where
at least one vulnerable method has a
pillar match

Figure 6.1: The vulnerability detection efficacy for each detection
scenario. The bars represent the number of detected vulnera-
bilities PP%, whereas the bottom opaque parts represent the
true positives TP%.
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Figure 6.2: The number of total findings for each tool at different
scan levels.

contrast, Bearer has the lowest precision for almost all scan levels and detection
scenarios. While Horusec for the most part has the highest predicted positives
(PP%), it has the second worst precision.

Looking at figure 6.2, it can be seen that Bearer produces a very large number
of findings for file-level scans in comparison to the other tools. Horusec produced
roughly double the amount of findings for project-level scans than for file- and
commit-level scans. Through manual inspection, it seems that the large amount of
Bearer findings for file-level scans could be partly attributed to duplicate findings,
where the same rule was marked on multiple lines in a flagged file. Horusec and
SonarQube also produced a larger number of findings than Semgrep and CodeQL,
by a factor of approximately 10.
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Scan
level Metric Bearer CodeQL Horusec Semgrep SonarQube

S
F
−
A

F
ile

PP% 39.0% 14.8% 48.9% 12.9% 61.9%
TP% 1.7% 5.3% 3.4% 2.1% 2.3%
Pr 4.3% 35.7% 6.9% 16.4% 3.8%

C
om

m
it PP% 34.3% 15.7% 49.6% 12.9% -

TP% 1.7% 6.4% 3.4% 2.5% -
Pr 4.9% 40.5% 6.8% 19.7% -

P
ro

je
ct PP% 34.5% 26.1% 50.2% 12.7% -

TP% 1.7% 7.2% 3.4% 2.5% -
Pr 4.9% 27.6% 6.8% 20.0% -

S
F
−
C

F
ile

PP% 24.4% 9.5% 33.3% 7.4% 23.1%
TP% 1.5% 4.9% 4.0% 2.3% 3.0%
Pr 6.1% 51.1% 12.1% 31.4% 12.8%

C
om

m
it PP% 22.5% 10.8% 33.7% 7.4% -

TP% 1.5% 5.7% 4.0% 2.3% -
Pr 6.6% 52.9% 11.9% 31.4% -

P
ro

je
ct PP% 22.9% 17.4% 34.3% 7.4% -

TP% 1.5% 5.7% 4.0% 2.3% -
Pr 6.5% 32.9% 11.7% 31.4% -

S
M

−
A

F
ile

PP% 15.0% 7.0% 21.4% 5.9% 31.8%
TP% 2.8% 3.4% 5.3% 2.3% 4.9%
Pr 18.3% 48.5% 24.8% 39.3% 15.3%

C
om

m
it PP% 13.8% 7.4% 21.4% 5.9% -

TP% 2.3% 4.2% 5.3% 2.8% -
Pr 16.9% 57.1% 24.8% 46.4% -

P
ro

je
ct PP% 13.8% 14.0% 21.8% 5.9% -

TP% 2.3% 5.9% 5.3% 2.8% -
Pr 16.9% 42.4% 24.3% 46.4% -

S
M

−
C

F
ile

PP% 10.2% 4.4% 15.7% 4.7% 11.0%
TP% 2.5% 3.0% 5.1% 2.5% 4.2%
Pr 25.0% 66.7% 32.4% 54.5% 38.5%

C
om

m
it PP% 10.0% 5.3% 15.5% 4.7% -

TP% 2.5% 3.8% 5.1% 2.5% -
Pr 25.5% 72.0% 32.9% 54.5% -

P
ro

je
ct PP% 10.2% 9.1% 15.5% 4.7% -

TP% 2.5% 4.4% 5.1% 2.5% -
Pr 25.0% 48.8% 32.9% 54.5% -

Table 6.1: Predicted positives, true positives and precision for the
four detection scenarios. The values are presented for each
detection scenario and tool.
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6.2 Time Consumption

Figure 6.3 visualizes the time consumption of each tool for file-level scans. The
running time of each tool appears to increase linearly with time. An exception
to this is CodeQL with inconsistent results. Less data is available for Semgrep
and CodeQL for the largest files. This is due to the way the scanning was set up,
where file-level scans only initiated if vulnerabilities were found for the commit-
level scans.

Figure 6.4 similarly visualizes the time consumption of each tool for commit-
level scans. Once more, most of the tools seem to increase linearly. CodeQL is
again an exception with sporadic results. Horusec, Bearer and Semgrep relatively
retain the same rankings as for file-level scans. Note that SonarQube is not present
due to its lack of commit-level scans.

Excluding CodeQL from the comparison, Horusec appears to run the fastest
and Semgrep the slowest.

Figure 6.5 finally visualizes the time consumption for project-level scans.
There are some significant outliers in terms of time, especially for CodeQL and
Horusec. The largest ones for CodeQL were rescanned manually and verified to
take a long time. Apart from these, the scanning time of CodeQL appears to
act more linearly than for file- and commit-level scans. For the larger scans, the
relative standings are different. Here, Bearer appears to be the fastest, followed
by Semgrep, Horusec and CodeQL. In general, most of the tools seem to act less
linearly than for file- and commit-level scans.

Figure 6.3: The file-level scan times at varying numbers of lines of
Java code. Least square regression lines are included.
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Figure 6.4: The commit-level scan times at varying total number of
lines of Java code. Least square regression lines are included.

Figure 6.5: The project-level scan times for code repositories of vary-
ing total numbers of lines of Java code. The left figure shows
the unzoomed view, including significant outliers, whereas the
right shows a zoomed view focusing on the data surrounding
the least square regression lines.
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6.3 Vulnerability Classification

Figure 6.6a and 6.6b compares the PF scores for file-level and method-level detec-
tions with any CWE Pillar (SF−A and SM−A). Since SonarQube could only be
scanned file-by-file, it has no data for the commit and project levels.

There is a clear difference in PF scores between file-level and method-level
detections, with file-level detections achieving lower scores over all. PF scores
were generally stable or improved across with an increase in scanning size, with
the exception of CodeQL, which showed a decline for project-level scans.

Semgrep classified vulnerabilities best for both file-level and method-level de-
tection, with average PF scores of 0.46 and 0.70 for file-level and method-level de-
tection, respectively. Horusec followed close in second place. The PF scores for file-
level detections are comparable for most tools, with the exception of SonarQube,
which performs significantly worse in both detection scenarios. For method-level
detections, the tools ranked clearly by performance, with PF scores in descending
order: Semgrep, Horusec, Bearer, CodeQL and SonarQube.

(a) SF−A: Vulnerabilities where at least one
vulnerable file was flagged.

(b) SM−A: Vulnerabilities where at least one
vulnerable method was flagged.

Figure 6.6: PF scores for file-level and method-level detections with
any CWE Pillar.
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Chapter 7
Discussion

This chapter interprets the results presented in the evaluation, focusing on the
strengths and limitations of the selected SAST tools. The first sections corre-
spond directly to those in the evaluation chapter, covering vulnerability detection
efficacy, time consumption and classification quality. The next section combines
the findings and a conclusion is made regarding a recommended tool. The latter
part of the chapter discusses broader theoretical considerations regarding the lim-
itations of SAST tools and concludes with an overview of potential threats to the
validity of the study.

7.1 Vulnerability Detection Efficacy

From the results, it is clear that Horusec and CodeQL are the main contenders in
terms of vulnerability detection efficacy by their approximate true positive metrics.
Li et al. [37] similarly found Horusec to be a top-performer, despite being a syntax-
based tool with rules implemented by simple regular expression matching [37].

In contrast to Horusec, CodeQL goes beyond regular expressions, utilizing
control-flow analysis and data-flow analysis, most notably taint analysis [37] to
find vulnerabilities. It is unknown to what extent CodeQL is able to make use of
taint analysis without building a project. Assuming the detection efficacy increases
given access to the compiled code, CodeQL could surpass Horusec in performance
in such case.

SonarQube noticeably flags significantly fewer vulnerabilities for the scenarios
accounting for Pillar classification. Upon manual inspection, it was discovered
that a significant portion of SonarQube’s findings were categorized as code smells.
These are not bugs, but rather warning signs of deeper issues that may increase
the risk of bugs [75]. These code smells were not explicitly excluded, instead all
findings with an associated CWE weaknesses were included in the evaluation. This
approach was chosen for consistency across tools, but it turns out that SonarQube
had a large portion of not directly security-related issues, which could affect results.
Further inspection showed that these code smell findings also often map to a
distinct CWE Pillar, namely CWE-710: Improper Adherence to Coding Standards
[46] , which includes weaknesses such as CWE-546: Suspicious Comment [44] and
CWE-1041: Use of Redundant Code [43]. The drop in detections for scenarios
SF−C and SM−C could be explained by the fact that CWE-710 constitutes a very
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small portion of the data set (See figure 4.2).

7.1.1 Precision

A large variation can be observed between the tools’ precision. One explanation
to this could be due to varying philosophies in vulnerability scanning. There is
essentially a trade-off of the number of detected vulnerabilities and the number
of false positives presented. Tools that aim for higher number of detections may
flag a broader set of potential vulnerabilities to ensure that fewer true positives
are missed, but at the cost of reporting more false positives. Tools optimized for
precision instead tend to be more conservative in detections, reducing the burden
of false positives, but potentially overlooking some genuine issues. This trade-off
reflects differing priorities: security teams may prefer a higher number of detections
to maximize coverage, while developers often value precision to minimize time
spent reviewing findings. This is also reflected by the findings of Bennett et al.
[9]: While reviewing false positives is a burden to developers, teams typically
configure tools to reduce false negatives instead of false positives.

7.1.2 Performance Across Scanning Levels

Most SAST tools showed relatively consistent detection results across scanning
levels. CodeQL’s increase in efficacy for each increase in scan level could be ex-
plained by its novel technique in creating a database of the relational data of the
entire code base, allowing for cross-file scans.

Both Semgrep and SonarQube also support cross-file scans. Since SonarQube
was only performed on file-level, which means it only scanned files individually,
cross-file scans are not possible. For Semgrep, as mentioned under 5.4, this feature
was disabled due to long scan times. Each file is therefore scanned individually,
which could explain why there is no increase in vulnerability detections between
different scan levels.

One benefit with SAST tools not performing cross-file analysis is that the tools
could be configured to scan only modified files, potentially dramatically decreasing
the run time for use in development, whereas cross-file analysis needs to scan the
entire code base to be effective.

Among Bearer’s three scan levels, it had the highest number of detected vul-
nerabilities on file level, for all detection scenarios (see fig. 6.1). This is most
likely related to Bearer’s spike in findings for file level in figure 6.2. The reason to
this behavior is still unknown as there is no documentation as to why this would
happen.

7.1.3 Comparison with Previous Work

The project-level scan results for scenarios SF−C and SM−C were compared with
the results of Li et al. [37] (See table 2.1). CodeQL demonstrates comparable
performance across both evaluations. However, the remaining tools show notable
discrepancies. In particular, Li et al. [37] report significantly higher precision
for Horusec, reaching 71% in SM−C , while maintaining a high number of detec-
tions. This thesis primarily uses default configurations for the evaluated tools,
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whereas their evaluation explicitly enabled Horusec’s integrated OWASP Depen-
dency Check, which contributed an additional 49 detections. This configuration
difference likely explains the performance gap. SonarQube, in contrast, reports
fewer detections in their evaluation. Possibly, SonarQube was explicitly config-
ured to exclude code smells, which could explain the difference in results, given
that the default configuration used in this thesis includes them. Semgrep further
shows more detections, possibly due to the rule set used, which could differ from
the CI rule set used in this thesis. Additionally, differences in the dataset and
filtering methods likely contribute to the variation in performance.

7.2 Time Consumption

The tools generally exhibited linear execution times across different scan levels,
with the notable exception of CodeQL. The execution times were compared as-
suming linearity, based on claims by both CodeQL [26] and Semgrep [71] that
their tools scale proportionally with the number of lines of code. However, as
many of CodeQL’s results significantly deviate from the regression line, it is rea-
sonable to conclude that its behavior is not strictly linear. Manual inspection of
the results (see fig. 6.3, 6.4, 6.5) indicates that the project-level scans (6.5) align
most closely with the regression line. This suggests that CodeQL may tend toward
linear execution times for larger projects than those included in this study.

Semgrep seems to be in a similar situation. File- and method-level scans align
well with the regression line, but project-level scans resemble CodeQL’s behav-
ior. The deviating results at lower line counts might be the result from a higher
proportion of non-Java files. Since project-level scans also scan the non-Java files
present, perhaps a lot of projects at the lower end contain few Java files and a lot
of other files.

Another tool that seems to be affected by scanning non-Java files is Horusec.
In file- and commit-level scans, Horusec was clearly the fastest, with a noticeably
flatter regression slope than the other tools. This changes quite a lot for the
project-level scans where its running time is significantly higher than Semgrep
and Bearer.

Since CodeQL is configured to only scan Java, non-Java files are ignored even
given the additional context that scanning at project-level provides. Enabling
support for more languages would likely further increase increase scan time.

A comparison with the execution times reported by Li et al. [37] reveals notable
differences. As Li et al. [37] present no regression lines, it is difficult to conduct a
direct comparison. Since different hardware was used, the times are different, but
the relative scan times can still be compared. None of the tools match perfectly,
but are not too far off, except Semgrep. Its execution time for Li et al. [37] is,
comparatively speaking, significantly greater than either of the scan levels of this
thesis. Whether Li et al. [37] are using the premium version with free access or
the free version of Semgrep is unclear. If they use the premium version, they have
access to cross-file analysis which significantly increases the scanning times. If they
use the free version, there is a great chance that they are running Semgrep with
the default configurations. This runs a project in a Docker container, adding to
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the execution time. The use of any of these two features could explain why their
execution time was greater. This highlights how tool configuration significantly
affects execution time.

Running the tools with different configurations would not only change the
execution times, but also their performance. The execution times alone are not
sufficient for determining the best tool. For the tools that are based on rule sets,
the execution times are closely tied to the size and complexity of the selected rule
set. The ci rule set was chosen for Semgrep, which contains fewer rules than
the default set. While the default rule set could increase execution time, it
could also improve vulnerability detection, disregarding any possible impact from
enabling cross-file analysis.

7.3 Vulnerability Classification

As observed, the PF scores for method-level detections are significantly higher than
for file-level detections. This can intuitively be explained by the fact that method-
level detections are less likely to include irrelevant findings and thus, the predicted
CWE weakness align better with the ground-truth. By the same argument, the
PF scores for method-level detections should be more representative in assessing
CWE classification quality.

The low PF scores for SonarQube could be explained by code smells being
included in its vulnerability findings, as discussed in section 7.1. As such, its PF
score might not be fully representative of its classification quality. The same is
not true for the remaining tools to the same extent.

Interestingly, while CodeQL performs well in detection scenarios accounting for
Pillar classification (SF−C and SM−C), its PF score for method-level detections is
worse than Bearer’s and barely achieves a higher score than for file-level detections.
This could indicate that CodeQL predicts less fine-grained CWE weaknesses in its
findings, while still matching the correct Pillar CWE.

The stagnant or increase in PF score for each increase in scanning size aligns
well with expectations. CodeQL achieving lower PF scores for project-level scans
could be explained by the comparatively high number of detections for project-
level scans, that are mostly attributed to false positives.

7.4 Recommended Tool

The evaluated tools showed varying performance. Determining what tool is the
best depends very much on what metric is of importance. Despite this, Bearer
can quite easily be ruled out as it has the worst overall performance among all of
the tools. From table 6.1, it has the lowest rate of true positives and precision for
almost all detection scenarios. SonarQube was the lowest performer in precision in
cases where Bearer was not. If SonarQube would have been the worst performer
if it had data for the commit- and project levels, is difficult to say without further
investigation. Since SonarQube was configured to analyze source code as opposed
to bytecode, it could not perform cross file analysis; performances would perhaps
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be better for higher scan levels. With only the currently available data, its low
precision, average scan time and low PF score make it difficult to recommend.

As cross-file analysis was also not utilized for Semgrep, its final results might
not reflect its true potential. It had the second best precision results, even beating
CodeQL in two cases. It however had the worst predicted positive rate which
could be seen as insignificant if the precision rate is high. The high precision is
likely a result from the choice of rule set, and choosing another rule set could
yield a different precision. Its PF score is comparable to the other tools on file-
level detection and has a significant lead for method-level detection. Although it
generally had a short execution time, this would not be the case if cross-file analysis
was enabled. Even if the performance could be better than the other tools, its long
execution times could be prohibitively slow. Just as with SonarQube, Semgrep can
not be recommended with the configurations used in this study.

From table 6.1, CodeQL and Horusec have the best results. While Horusec ac-
counted for the majority of the highest predicted positive rates, CodeQL predom-
inantly demonstrated superior precision, achieving percentages more than twice
those of Horusec. As developers dislike high rates of incorrectly flagged vulner-
abilities [9], CodeQL’s dominance in precision could be determined to be more
important than Horusec’s dominance of predicted positives. Conversely, CodeQL
takes at least double the time to scan compared to Horusec and has a notably
worse PF. Based on these factors, it is difficult to prefer one of the tools over
the other. Therefore, both CodeQL and Horusec are chosen as the recom-
mended tools. However, since a lot of CodeQL’s features were turned off in order
to comply with the selected configuration criteria, CodeQL has the potential to
outperform Horusec for more permissive configurations.

7.5 SAST Limitations

From table 6.1, it can be seen that the greatest true positive rate for any scan
level is merely 7.2%. This gives an insight into the current limitations of SAST
tools. As new vulnerabilities are continuously discovered, the CWE list evolves to
reflect an ever-shifting threat landscape. SAST tools are therefore engaged in a
constant race to keep pace; without regular updates and improvements, they risk
falling behind and becoming ineffective against emerging security threats.

Analogous to the famous halting problem, determining whether arbitrary code
is vulnerable is, in the general case, undecidable without execution. Since SAST
tools rely exclusively on static analysis, meaning they examine code without it
being executed, it raises fundamental challenges in achieving comprehensive vul-
nerability detection. Moreover, because the theoretical upper bound of SAST
effectiveness is unknown, it remains difficult to assess how close current tools are
to reaching their full potential.

To improve detection capabilities, SAST tools can incorporate more advanced
techniques such as taint analysis, cross-file analysis or data-flow analysis. However,
these approaches often lead to longer scan times, which may limit their practical
feasibility in software development. This was seen with Semgrep, where its cross-
file analysis feature made the execution time unbearably long. An alternative



44 Discussion

direction is the integration of AI-based techniques. They have seen rapid develop-
ments and growing adoption over the past year and may offer a path toward more
flexible and context-sensitive vulnerability detection.

7.6 Threats to Validity

One threat to validity lies in the definition of what constitutes a detected vulner-
ability. A SAST tool flagging a modified line from a vulnerability-fixing commit
does not necessarily indicate correct identification; it could flag for an unrelated
issue. To address this threat, Li et al. [37]’s approach to vulnerability detection
was followed. It divides vulnerability detection in four well defined detection sce-
narios, incorporating CWE Pillar classification as a validating measure. However,
to ensure validity, manual review of results would be required by experts in the
field.

Another threat is the existence of undetected vulnerabilities in the data set
used. To address this, only the detection efficacy of known vulnerabilities was
evaluated.

A metric TP% was introduced that approximates true positives by discarding
vulnerabilities that are flagged both before and after a vulnerability-fixing commit.
The validity of this metric lies in the assumption that no vulnerability detected
both before and after the commit correctly refers to the fixed vulnerability.

An important threat to consider is the effect of varying tool configurations
on detection efficacy. To minimize this risk, efforts were made to use the de-
fault configurations for all evaluated tools. However, as discussed in the previous
section, certain features were deliberately disabled, most notably, analysis of com-
piled code and cross-file analysis specifically for Semgrep. These limitations were
factored into the result analysis and tool recommendations, under the assumption
that enabling such features would likely enhance detection efficacy. Varying tool
configurations also have a significant impact on execution time, such as cross-file
analysis being disabled for Semgrep. This was taken into account when interpret-
ing the results, with the assumption that enabling more advanced features, such
as cross-file analysis, generally leads to longer execution times.



Chapter 8
Conclusion

As there are many tools available on the market, it is difficult to know which one is
the best. In this thesis, five different Java SAST tools were compared in terms of
efficacy and execution time. Limitations were imposed on the tools to make them
more comparable, but at the cost of not testing their full capabilities. Therefore
major features such as cross-file analysis were not used which could drastically
change the outcome of the study. Nonetheless, CodeQL and Horusec were deter-
mined to be the best tools, with a greater weight on efficacy over execution time.
Despite both being chosen as the best, CodeQL might be the real winner, as it
has unutilized features that Horusec does not support. To determine which tool is
the best while utilizing the tools’ full capabilities would require further research.

8.1 Future work

During the progress of the study, ideas of implementations to the work were pro-
posed, but were never made due to time constraints. The following things were
considered:

• Complete feature utilization - Allowing tools to use all of their features,
displaying their full capabilities. This includes building projects, allowing
SonarQube to run on all scan levels.

• Free vs. Premium - Testing free and premium setups for one tool to
determine if it is worth paying for the premium features.

• Pillar confusion matrix - Generating a confusion matrix for pillar matches
to determine which pillars are more often mixed up. This could be useful
for SAST tool developers.

• Evaluating more metrics - Looking at other factors such as memory
usage, ease of use or power consumption.

• Historic performance - Measure how SAST tools have improved over
time. This could help in determining if SAST is still worth using or if other
technologies should replace it.

45
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