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Abstract

Modern software systems often utilize a distributed architecture, which uses
the network as the communication channel. This results in the system being
dependent on the network performance to behave as expected. The network
performance varies, and network faults can occur, which may negatively affect
the system. As a system maintainer, it is difficult to know if the problem lies in
the service or the nerwork.

This thesis evaluates service mesh, an infrastructure layer that facilitates service-
to-service communication, as a tool for network monitoring without having ac-
cess to the network infrastructure.

Experiments in a virtualized data-intensive environment running Istio and
Kubernetes were performed, with the goal of evaluating how a service mesh aids
in identifying network faults and its performance impact on the system.

A latency increase and bandwidth decrease were discovered through the data
provided by a service mesh. Packet loss, however, was not discovered. Using a
service mesh resulted in a distinct negative performance impact on the system.

Keywords: Kubernetes, Service Mesh, Istio, Network Monitoring, Distributed Systems,

Containers
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Chapter 1

Introduction

In software engineering, a system’s lifecycle can be divided into multiple parts, where devel-
opment and maintenance are two of them [1]. Development is when the system is created,
and maintenance is when the system is put in use and enhancements are added and errors
are fixed as they are discovered. According to some estimates, 20 to 60 percent (average of
40%) of the time and cost of the system is spent in development, the remaining time and cost
is spent on maintenance [1].

When systems are in their maintenance phase (i.c., in production), the engineers in charge
need to know how the system behaves to prevent and discover potential faules [2]. The state
of the system can usually be determined by monitoring, for example, secing how high the
RAM utilization is and checking the application logs of specific machines. While this might
work for smaller systems, as the number of systems increases, this becomes more difficult [3,
ch .8]. For larger systems, the collections of telemetry and logs must be automated and stored
in a way such that engineers can easily query the data [2].

In recent years, there has been a shift from monolithic applications to a microservice
architecture. By uti]izing a microservice architecture, an app]ication is split into smaller ser-
vices, each deployed and developed independently [3, ch. 1]. Alongside the shift towards the
microservice architecture was the increasing popularity of running the services as contain-
ers with platforms such as Docker [4]. Containers are a lightweight environment for running
services which enables faster scaling of the systems [4]. With the help of container orchestra-
tion tools that manage containers such as Kubernetes [5], containers can automatica]]y scale
across multiple servers, making distributed systems more available and popular [6].

Due to the distributed nature of microservices and the possibilities when combined with
containers and container orchestration tools, a large part of the network communication in a
system is carried out internally between the services [3, ch. 1]. This introduces new problems
that need to be considered, which fall under the fallacies of distributed computing [7]. They
consist of false assumptions often made when developing network-based systems.

Recently a technology called service-mesh has gained traction in handling the problems
with the fallacies of distributed computing, where one example of a service mesh is Istio [8].




1. INTRODUCTION

A service mesh introduces an infrastructure layer that handles the communication between
services init. Besides providing features that handle the problems with fallacies of distributed
computing, it also provides observability features for inter-service communication [9]. Its
observability features are commonly used to monitor the services’ health, not the network'’s.

1.1 Problem Statement

Axis Communications AB [10] is a market leader in surveillance and security systems based in
Lund, Sweden. This thesis has been carried at a department in Axis, which is responsible for
collecting, visualizing and analyzing system metrics and telemetry from select Axis devices,
with the goal to find and fix errors in the devices. They have experienced some problems
regarding the reliability of the network, and they are currently in the process of moving
some of the services to a Kubernetes cluster. By moving the services to a Kubernetes cluster,
it is believed that the network problems will be even more prominent and more difficult to
debug.

Anton Friberg is a Data Engineer at Axis Communications and has provided a summary
of the prob]ems experienced with the lack of‘monitoring of network requests for individual
data services. Based on his summary, the following problems can be formulated:

L. It is not easy to monitor network performance accurately on a service level. (Band-
width, Latency, Packet Loss)

In distributed systems Composed of services, the communication between the services
and users is done through the network. The network, however, is unreliable according
to the fallacies of distributed computing. This unreliability is important to understand
how it affects a given service, especially over time. For example, a network fault could
lead to a decrease in bandwidth, possibly affecting the system’s reliabilicy. This, how-
ever, is not easy to monitor without having access to the network infrastructure, for
example, routers, etc.

2. It is time-consuming to debug a degradation of the network environment.

When a degradation happens due to a network faulg, it is unclear to a service owner
whether the fault is due to the service or due to the underlying network environment.
Therefore, a service owner must first make sure that the service is not at fault, which
is a time-consuming process. If the network health can be visible on a service level, the
detection time will be lower.

3. Data service performance and limits cannot be fairly estimated or benchmarked since
the outside influence on network infrascructure is unknown.

4. Data services are highly dependent on the performance of the network layer, and costly
mistakes in network application configurations are common.

For example, a firewall may be misconfigured so that it limits the available bandwidch
flowing through it, causing problems for services that transfer large amounts of data.
[f monitoring solutions are in place, a service owner could discover these problems and
alert the network engineers faster.
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1.2 Research Questions

The research questions have been formulated to address the stated problems provided by the
case company in Section 1.1. However, care has been taken to make the research appealing to
a broader audience.

RQ1 What data can a service mesh provide to aid in network monitoring?

RQ2 How can the data provided by a service mesh aid in identifying and locating problems
with low bandwidth, high latency, and packet loss?

RQ3 How does applying a proxy in the form of a service mesh affect application perfor-
mance?

1.3 Delimitations

This thesis work is based on problems experienced at one department at the case company.
The techniques and tools used in this study for conducting the experiments were chosen to
match the requirements of the case company. This acted as a basis for using Kubernetes and
[stio as the foundation in the experiments, along with the use of Relone and MinIO to model
data-intensive applications. Although the chosen configuration was made in order to be
casily integrated into the planned setup at the case company, the solution may be applicable
in other cases using different applications.

Due to the flexibility of a simulated environment, experiments in this thesis were run on
virtualized hardware (in a provided virtual machine from the case company), which can differ
from running on real hardware. Since the virtual machines share resources such as CPU and
disk with each other, the results could differ from running on dedicated hardware on a real
network (comprised of non-virtualized routers).

The way the network faults are introduced in the experiments differs slightly from how
real network faults appear in real networks. The tool used in this thesis, tc, was chosen due
to the need of introducing network faults on-demand. tc introduces a constant network
fault, such as a constant bandwidch limit for a given time. In a real-world situation, these
deterministic faults may not be present.

Due to the scope of the thesis, only the observability part of the service mesh has been of
interest, and therefore, other features of the service mesh are not discussed in depth. Some of
these features have been disabled to minimize the performance impact for the performance
tests and therefore can yield different results using other settings.

A deliberate choice in the experiments was to expand the Istio service-mesh to also in-
clude an external vircual machine to better model the use case of the case company. There-
fore, the experiments were designed to monitor the traffic between the services running in
the Kubernetes cluster and the service running in the virtual machine.

1.4 Related Work

With service mesh being a re]ative]y recent topic, the amount ofprevious academic research
to provide a base for this report is limited.
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One related work is a study performed in [11], where similar observability problems were
discussed which were experienced in SigSaude, an application that handles healch data. The
main goal was to be able to monitor performance at different stages in the data operation
process in order to identify potential problems of services. The following 8 requirements
were established to evaluate the outcome:

1. Metrics related to the execution time of each request

2. Request success rate metrics

3. Traceability in the flow of requests

4. Request size metrics

5. Centralized handling of logs for problem debugs

6. Alerts related to the average request time

7. Alerts reporting degradation or failure in microservices

8. Alerts related to host memory usage

Many of the requirements stated in the study are similar to the ones stated in the prob—
lem summary of this report. The result of the study managed to meet all the requirements
by applying the service-mesh solution Istio. However, the study only covers observability
discussions on a service level to discover problems with the services themselves (not the net-
work). This differentiates from this report since the goal of this report is to discuss whether a
service mesh solution can be used in order to discover actual network problems. To evaluate
this, the service mesh needs to be used differently in order to map the collected metrics to
the servers the services are running on.

Several previous research effores such as [12], [13] and [14] have evaluated service mesh
similarly to those [11] mentioned above. They all have performed monitoring on a service
level, yielding successful results. However, academic research on using service mesh to dis-
cover network problems on a server level has not been found.

The application performance impact of using a proxy-solution like Istio has previously
been researched in [15], in which it was shown that there is a distinct performance degrada-
tion with Istio applied. However, the goal of the report was mainly to research the perfor-
mance of large Kubernetes clusters with regard to the number of containers used for each
service.

In [16], a way of discovering and locating network anomalies are discussed by using
software-defined networking (SDN). The idea was to replace traditional switches with SDN
switches in order to collect data at any point in the network topology. SDN makes it pos-
sible to add additional ]ayers to the traditional network setup to collect more detailed data.
Data could then be polled with a monitoring node in order to calculate metrics over network
performance. The network metrics calculated were divided into two parts, the application
metrics: response time, throughput, and session number, and the network metrics: packet
loss, delay, and available bandwidch. With the collected metrics, an algorithm was imple-
mented to detect anomalies and, if possible, change routes through an SDN controller or
alert network administrators. This is in many ways similar to how a service mesh works

10
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and exposes similar metrics but on a network topology level. This approach is used in large
cloud platforms such as Google Cloud [17] to monitor the network and easily make changes
to the network infrastructure. However, this setup requires changes to the current network
infrastructure and is therefore not applicable to the problems stated in this report.

1.5 Contribution

When working with distributed applications, the network is an important aspect since all
communication between the applications is done through it. According to the supervisor at
Axis, network problems in distributed applications are generally hard and time-consuming
to debug, which is also supported by the Cloud Native Foundation’s survey [18] in 2020, show-
ing that 26% of the survey—takers stated networking as the biggest Challenge with managing
distributed containers. Having a clear view of how the network behaves between applications
helps the engineers debug and fix problems faster.

Service mesh is already used today in applications since it provides features such as traffic
management, authentication, and observability. This report will main]y cover the observabil-
ity aspects of a service mesh in order to monitor the network. The observability part for Istio,
a service-mesh implementation, covers application service metrics such as latency, traffic, er-
rors, and saturation [19]. A service mesh is traditionally applied to monitor the performance
of the services, with the mentioned metrics being collected based on calls between the ser-
vices and therefore do not provide any information on the network. In the context of this
report, this means that an investigation has to be made whether a service mesh can be used to
provide metrics based on the network infrastructure instead of the calls between the services.
Therefore, the report will contribute to the knowledge around service mesh and potentially
find an alternative use-case for the technology.

The resules of this master thesis will contribute to the development of the distributed
computing infrastructure at Axis. This by hopefully finding a solution to the stated prob-
lems that is easily applicable to the current setup without any large changes to the actual
service implementations. The thesis will also contribute to the general knowledge regarding
problems occurring due to the observability in distributed computing and provide insights
into how to solve these problems, focusing on network monitoring. The thesis will serve as
a basis for further research along with the previously mentioned articles (20, 12, 11, 15, 16]

Although the project has been formulated around the problems discovered at Axis and
made to be implemented in their current setup, the environment used for testing in this
problem is made to reflect a typical network, and the resulting solution may apply to other
sicuations. The performance results and measurements provided in this report may also be
used to compare other service mesh implementations.

1.6 Distribution of Work

The work behind this thesis has been evenly distributed between the two authors. In the
initial phase of the thesis, Ennio Mara focused mostly on setting up the infrastructure in
order to perform the experiments. At the same time, Elias Frykholm researched Istio and
tested different monitoring setups. Towards the middle and end of the thesis, both authors

11
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worked together to write the report, perform the experiments, document their results, and
present them in the report.
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Chapter 2
Background

In this chapter, some background and context is provided in order to understand the ap-
proach and results presented in this thesis. Some background in how distributed software
systems are developed is provided, together with the challenges that arise from it. Monitoring
of software systems, as well as background regarding service mesh, is also provided.

2.1 Microservice Architecture

In recent years, developing software using a microservice architecture has been adopted by
multiple projects during recent years. A microservice architecture is characterized by split-
ting an application into different components (services), where they are developed and de-
ployed independently [21].

In order to understand why there has been a shift, one needs to understand how ap-
plications were developed and deployed prior to this. Before, a monolith architecture was
common, whereby the application was developed as a single unit [21, 22]. A typical mono-
lich application consists of a client-side (which the users interact with), an application layer
where the business logic is defined, and a storage layer (for example, a database). The client
]ayer connects to the app]ication 1ayer, which uses the storage ]ayer for persistent storage (for
example, serving an article to the user) [22].

Due to the fact that monolithic app]ications are packaged asa sing]e unit, over time, the
size of this unit’s codebase will grow [22]; which can lead to problems such as difficulty to
keep a good modular structure and scaling problems [21]. Scaling problems are caused by the
fact that the entire unit must be scaled up, instead of only the component that requires more
resources [21].

By moving to a microservice architecture, the application is divided into different ser-
vices, where each service is small and autonomous [3, ch. 1]. A microservice should be small
and focused on doing one thing well. It should also be autonomous, i.e., a separate entity. The
communication between services is handled by network calls, where services expose APIs that

13
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other services may use [3, ch. 1].

Since the application now is composed of multiple services decoupled via APIs, the ser-
vices can now be scaled independently from each other [21]. For example, an application that
allows users to store and retrieve their photos, where the photo-storing process is resource
hungry. If the application is divided into two services, a store- and a retrieve-service, the
store-service can be scaled to accommodate for increased use without affecting the retrieve
service.

The microservice architecture provides multiple benefits, but it also comes with costs.
One such cost is the move to a distributed system, as the services now will be communi-
cating through network calls. Some common problems to communicating through network
calls are performance and reliability [23]. A more thorough description of these problems is
given in Section 2.4. These problems the network may introduce need to be handled by each
microservice, adding additional complexity.

Another cost of using microservice architecture is the increased operational complexity it
introduces [23]. From an observability point of view, monitoring becomes even more impor-
tant as the number of services grows. If a performance degradation appears in a monolithic
application, the only place an engineer has to look at is the monolith, as all the logic is cen-
tered there. When using microservices, this task becomes more difficult, as now there are
more services to debug, most likely running on different hosts (3, ch. 8].

2.2 Containers and Container Orchestration

Containers and container orchestration in the software context are tools and techniques de-
Veloped to maintain system re]iability and maintainabi]ity. A container is a service packaged
in a lightweight, reliable environment, including everything needed to run, e.g., code, run-
time, system tools, system libraries, and settings [3]. Container orchestration is the process of
managing containers, and it is often done through tools used for automation of tasks needed
to maintain and scale containers [6].

To understand why the software scene has moved towards the containerized approach,
it is important to first understand the difficulties and problems of the traditional ways. The
most obvious way of running software is to run it as it is on a system. There are numerous
ways a system can be set up, which can affect the running service. This can potentially lead to
sicuations where the software is running perfectly fine on one configuration and not running
at all on another. Many system variables can impact the software, such as operating system,
operating system version, dependencies, system hardware. These variables should be avoided
in order to maintain good reliability.

In order to address these problems, it became more frequent to run services on a Virtual
Machine (VM) instead of running the software directly to manage the configuration variables
more easily [3]. A VM virtualizes system hardware, therefore, in order to run software on a
VM, a full operating system is needed to run software on the VM and a hypervisor [24] is
needed to create multiple VMs on one machine. This induces a performance impact on the
system due to the resources needed for the VM and long boot times by requiring to start the
VM first and then run the service [4].

Containers were created in order to solve these problems. A container is an abstraction
at the application layer that packages the code together with the dependencies [4]. The con-

14
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tainers share resources with the host operating system, and therefore, a full operating system
and kernel are not needed in the container. Container resources are managed through man-
agement software on the host, eliminating the need for a hypervisor since it is not trying to
emulate a full system [3]. The most popular container platform is Docker, according to the
RightScale State of The Cloud Report [25] with 66% of the enterprise respondents and 57%
of the total respondents using Docker.

Due to their portability, low impact on the system, and low start time, containerized
software can be quickly scaled both horizontaﬂy and Vertically [3]. This can be done manu-
ally by starting containers and editing how much of the system’s resources they are allowed
to use. This is where a container orchestration tool can be useful where popular examples
are Kubernetes (5], Docker Swarm [26], Nomad [27], and Apache Mesos [28]. Kubernetes is the
most popular container orchestration tool according to the RightScale State of The Cloud
Report [25] with 60% of the enterprise respondents and 48% of the total respondents using
Kubernetes, which is heavily integrated with Docker.

According to the Cloud Native Foundation report [18], large software systems can utilize
thousands of containers, with 23% of the respondent companies typically run over 5 000
containers. Managing containers in large systems can therefore be very difficult, and chis is
where container orchestration tools aim to provide a way to do this efficiently. Common
features provided by container orchestration tools include the following [6]:

+ Scheduling

Scheduling of container deployments, resource allocations, service upgrades, etc.

+ Resource management
Allocating system resources for specified containers or services and load balancing.

« Service discovery
Grouping containers based on which service is running on them.

+ Automatic horizontal and vertical scaling
Automatically allocate more resources to the containers or deploying more containers
running the service based on demand.

« Container health checks
Checking the containers and their running service for errors and restarting containers

if needed.

« Updates and upgrades without downtime
Creating new containers running the upgraded service and automatically redirect traf-
fic in order to check the new container is working properly before stopping those run-
ning the old version.

Modern container orchestration tools can also operate across mu]tip]e physica] servers
on a distributed system. The workloads can then be divided evenly across them for increased
performance through load balancing. The mentioned features can be made on a service level
rather than a container level which implies that maintainers do not have to pay much atten-
tion to the actual containers [6].

Kubernetes was selected as the container orchestration tool for the setup in this thesis.
A Kubernetes cluster consists of a set of nodes (e.g., a Linux server), in which the scheduler

15



2. BACKGROUND

can schedule pods to run in. A pod is the smallest unit that can be deployed in a Kubernetes
cluster and consists of containers with shared resources such as storage and networking [5].
In the context of the Istio service mesh, a pod could, for example, consist of two containers,
one that runs the service (for example an API), and the other runs the service-mesh proxy,
which handles in/outgoing traffic.

2.3 Monitoring

Monitoring distributed systems is the continuous process of collecting, processing, aggregat-
ing, and displaying quantitative data and is an essential component in detecting and debug-
ging possible faults in the system [22, 29]. Monitoring can be applied at different levels in
the system and with different purposes.

By monitoring the growth of a system with regards to the database size, the system can
be expanded accordingly or optimized further. It can be possible to detect failures and cre-
ate alarms to quickly get notified and act accordingly without waiting for reports from the
user base. Dashboards can be created based on the monitoring data to provide user-friendly
graphical interfaces with an overview of the current state of the system and statistics with
tools such as Grafana [30].

Monitoring can be divided into two categories, white-box, and black-box monitoring.
White-box monitoring is the metrics exposed by the system itself, which is often the metrics
used to detect problems and failures. Black box monitoring on the other hand is symptom-
oriented the monitoring of the externally exposed elements which is available to the user.
Black-box monitoring represents active instead of predictive prob]ems which sometimes
might not be as visible in the data provided by the white-box monitoring [29]. With the
two monitoring categories combined, it may be possible to both answer what and why the
system behaves a certain way.

With distributed systems, there are four important metrics to monitor in order to dis-
cover some of the more critical problems [29]:

1. Latency

In black-box monitoring, the time to service a request can be the total time from a user
clicking a button to the point where something happens on screen. With white-box
monitoring, it is possible to get measurements on latency from calls between services
to know if a certain service is on a slow network or is poorly implemented.

2. Traffic

Measurement on how much demand is placed on the system, such as input/output
operations or bandwidth usage. With this data, it can be known if the system should
scale across multiple networks, if there is a weak connection to one of the servers, or

bad load balancing,

3. Errors

The rate ofrequests that fail may indicate a broken service, network error, po]icy break,
or network timeout.

16
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4. Saturation

A measurement of the load on a service is often a measurement of the hardware limita-
tions of a service, such as memory, I/O constraints, and CPU usage. This may indicate
bad load balancing or that scaling is needed in terms of performance.

There are several ways to implement the monitoring of a system, with the recently most
popular being applying a service mesh solution which is similar and somewhat based on the
following concepts. Network probing is another way to collect the network data of a system.
The idea is to create a virtual user which continuously generates trafhic to the services and
monitors mainly response times and errors. The probes can be created both on black-box
and, to a degree, on white-box levels through the origin and request type. This, however,
introduces additional traffic to the system, which can impact the performance depending
on probing frequency and system size. A tool to aid in collecting metrics using probing and
displaying the metrics is Dynatrace [31] Another way to monitor a system is by implementing
monitoring layers to the services themselves. This approach makes it able to monitor all of the
previously mentioned metrics due to access to all the data by implementing data collection
for the services incoming and outgoing calls and may provide both white-box and black-
box levels of metrics. The problem with this approach is that it is hard to manage both the
data and the implementation, induce code intrusion, and needs to be implemented for every
service. There are tools and frameworks supporting this approach and making it easier, such
as Hystrix [32] and Spring Boot Admin for Spring deployments [33].

In order to monitor data over time, the data needs to be stored in some way. In this
thesis, the storage solution of choice is Prometheus [34]. Prometheus is a time series database
that stores data with a metric name and value, a]ong with labels in the form of key/value
pairs. A time-series database is often used in monitoring because it indexes elements based
on timestamps and is optimized for measuring change over time. Metric labels in Prometheus
can be used to filter data and uses the query language PromQL to fetch data from the database.
Prometheus uses a pull model, which means that Prometheus, at a set interval, e.g., every 30th
second, retrieves the data that its targets expose and saves it to its internal database. This
means that the targets need to provide data so that Prometheus can scrape it.

2.4 Fallacies of Distributed Systems

With distributed computing comes problems that wouldn’t be as prominent on traditional
monolithic architecture, such as the network connections between the system endpoints.
To address the problems, Peter Deutsch created a list of eight assumptions developers make
about distributed systems referred to as the eight fallacies of distributed systems [35]. Mon-
itoring these fallacies is important to identify what is causing the problem, if it’s temporary,
and decide whether to take action.

The assumptions are the following:

1. The network is reliable
2. Latency is zero

3. Bandwidch is infinite
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4. The network is secure

5. Topology doesn’t change

6. There is one administrator

7. Transport cost is zero

8. The network is homogeneous

Assuming that the network is reliable as a developer can cause problems since calls over
the network will eventually fail. A network request might fail in many ways, such as dead
switch, timeout due to network overload, or improper package routing. This must then be
taken into consideration when deve]oping to create fail-safes such as retries, acknow]edge
requests and ignore duplicate requests [7, 36].

A network connection between two systems can theoretically never be zero due to pack-
ets not being able to exceed the speed of‘light [37]. Latency is the time it takes to move data
from one place to another and can greatly impact user experience. Latency can be affected
by distance to servers, routes, network load, etc. However, there are techniques to mitigate
latency by expanding servers and the locations of them or mask latency by caching and mir-
roring (36, 37].

Network bandwidth continuously seems to increase exponentially according to Nielsen’s
law [38] and induces fewer problems than a couple of years ago. However, application de-
mand also increases, and depending on the application, assuming bandwidth is infinite can
still lead to problems where bandwidth acts as a bottleneck. Ways to prevent this include
responsibility segregation and to use domain-driven design patterns [36].

Security is essential when transferring critical data over the internet, and assuming that
the network is secure can have large consequences. Therefore, security should always be an-
alyzed and weighed based on the cost, risk, and probability of a potential breach [39]. De-
velopers should be educated in the area, and multilayered security should be implemented in
critical applications [36].

In a development environment, network topology rarely changes. However, when the
product is deployed, the topology may be altered by node changes, servers being added or
removed or faults introducing network changes [39]. Assuming topology does not change
may lead to developing the application for the development environment with static routes
and ips, abstracting the physical network layer by using a DNS or providing discovery services
are ways to mitigate this [7].

Unless a system is in an early stage or is very small, the probability is high that chere is
more than one administrator in play throughout different levels of the system and external
entities [39]. There might be constraints on how the code can be developed and evolved when
administrative domains need to be crossed. Solutions to this problem include decoupling
parts of the system from each other by making them version-independent [36]. Third-party
components should be isolated so that a failure on the third-party component has a small
impact as possible on the system.

There are generally two aspects in consideration when stating that transport over the
network has a cost. One is the network infrascructure costs, e.g., leasing bandwidth, routers,
network security, and maintenance. The second aspect is the CPU time to serialize and de-
serialize data to transfer over the network [7, 36, 35, 39]. How 1arge impact this may have de-
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pends on the application but to mitigate this, the developers should consider which protocols
they use for transferring data to decrease CPU time and analyze if the cost is a problem [36].

The final fallacy is assuming the network is homogencous. A network almost always
contains many different devices and device conﬁgurations that can connect to the system.
Developers should therefore follow standards and use standard protocols when developing
network systems whenever possible and unless there is a good reason not to [36].

Knowing the fallacies of distributed computing, a connection can be seen between the
important metrics to monitor previously mentioned. By exposing the metrics, most of the
fallacies can be monitored. Monitoring these will give a good overview of the state and per-
formance of the system and provide data to take action and debug as problems arise.

2.5 Service Mesh

The shift to microservices from monolithic applications means that the fallacies of distributed
systems [7] must be addressed. One way of accomplishing this is by rearchitecting the ap-
plications to be more resilient and flexible. Several open-source libraries exist, such as re-
siliencedj [40], Sentinel [41], and failsafe [42], which provide tools such as retries' and circuit
breakers?.

By re-architecting the application in order to accommodate for the fallacies of distributed
systems, added complexity is introduced to the application. This complexity needs to be man-
aged by the application developers, which leads to them spending less time on the business
logic [43, ch. 1].

A service-mesh solves these problems by introducing an infrastructure layer that facili-
tates the communication between services without requiring modifications in the applica-
tions [9]. This architecture consists of two planes, adata-and a contro]—plane. The data—plane
consists of proxies, which take the application traffic and route it to its correct destination [9,
43]. The control-plane is the authority that controls the proxies by configuring them, for ex-
ample, by enforcing routing policies and what metrics to collect [9].

The features a service-mesh provides to an application are traffic control, service dis-
covery, observability, and security, amongst others [43, ch. 1]. The traffic control property
makes, for example, canary-deployments possible, where a new version of a service is used
by only a subset of users, for example, beta testers [43, ch. 3]. Through the security property,
a service mesh allows defining for example access policies, i.c., which services a service can
access [9]. The observability property allows an operator to monitor the inter-service trafhic,
which provides metrics such as latency, request volume and, success and error rates, amongst
others [9].

In the data plane, the proxy is the central component. The application is configured to
talk directly to this proxy instead of the network interface [9]. This means that all outbound
and inbound traffic to the application must pass through the proxy. Traffic passing through
the proxy allows the component to monitor traffic and apply traffic-control and access poli-

cies [9].

fa request to a resource fails, send the request again [3].

?A circuit breaker works by monitoring the sent requests. If they have failed, the circuit breaker will blow,
which will cause all future requests to fail directly. After a specified amount of time, the circuit breaker will see
if the resource has recovered and then continue sending requests normally [3].
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There are several different implementations of service-mesh, such as Istio 8], Linkerd [44],
Consul [45], AWS App Mesh [46], Open Service Mesh [47], and Kuma [48]. All meshes except
for AWS App Mesh support running on top of Kubernetes (AWS App Mesh requires that

the Kubernetes cluster is running on AWS).
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Chapter 3
Approach

In this chapter, the approach used to answer the research questions is explained. This involves
the experiment setup, the infrastructure used in order to perform these experiments and the
research methodology used.

3.1 Method

The chosen methodology for this thesis in order to answer the research questions is through
a method called action research. Action research is characterized by two stages, a situation
assessment phase and a problem intervention phase [49]. The assessment phase can be divided
into two parts, observation, and solution, while the situation assessment phase can be divided
into evaluation and reflection [50]. This process is an iterative one, done until the evaluation
is satisfactory. See Figure 3.1 for an illustration of this process.

Start End

L> Observation Solution Evaluation Reflection J

[ |

Figure 3.1: The phases in action research.

The research starts by first doing an observation/analysis of the problem that the research
aims to solve. Based on that observation/analysis, a set of changes are proposed, which aim
to solve the problem. These changes are then implemented, and their effects are evaluated.
Lastly, a reflection over how well the solution works is done at the end, which acts as input
to the next iteration (or if the research should be concluded) [50].
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Since the researcher is both proposing a solution and evaluating it, careful precaution
must be taken in order to perform an objective evaluation of the solution. By defining eval-
uation criteria can for example make the evaluation more objective [50].

In this thesis, RQ1 was answered by first understanding the configuration possibilities of
Istio, and then proposing a solution that could be used for network monitoring. This solution
was tried (evaluated) in a small part of the system, in order to understand how it could be
used for network monitoring. This process was repeated several times until a solution was
found which allowed experimenting in order to answer RQ2.

When creating the experiments used to answer RQ2 and RQI, this methodology was
also used. The experiments first started in a small scale, whereby a simple experiment was
proposed and then evaluated. The insights learned from each iteration were used to better
improve the experiments in order to properly answer the research questions. For example,
initially the experiments were performed once, and in later iterations it was decided that the
results would be based from an average of ten experiment runs. A more in-depth explanation
of the experiments is provided in Section 3.3.

3.2 Infrastructure

Answering the research questions defined in this thesis requires infrastructure to run the
experiments on. This infrastructure consists of several nodes connected via a private network
created by the authors.

Kubernetes cluster

Figure 3.2: Network infrastructure setup

The network infrastructure used in the experiments is shown in Figure 3.2. It consists of
virtual servers (depicted as S1, 2 and $3) and routers (depicted as RI and R2). The edges in
the graph show the paths between the different machines and the path a network packet has
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to take in order to reach its destination. For example, if a packet is sent from SI to S3, its
route will be S1 = R2 — R1 — S§3. Similarly, a packet sent from 3 to the internet (e.g.,
Google) will have a path of §3 — R1 — Internet.

Node Operating System RAM | CPU Cores
R1 | Ubuntu Bionic (18.04) | 512 MB
R2 | Ubuntu Bionic (18.04) | 256 MB
S1 Ubuntu Bionic (18.04) | 3 GB
S2 Ubuntu Bionic (18.04) | 22 GB
S3 Ubuntu Bionic (18.04) 1GB

[NON SR N NN I SN I ]

Table 3.1: Specifications for the vircual machines shown in Figure

3.2.

All nodes in the setup are running as vircual machines, created and managed via Va-
grant [51], which uses VirtualBox [52] (version 6.1.16) as the hypervisor. A configuration file
is supplied to Vagrant, written in Vagrant’s own Domain Specific Language (DSL). In this file,
configuration pertaining to the creation of these virtual machines is specified, such as RAM,
CPU, network interfaces, etc. The virtual machine specifications can be found in Table 3.1.

The virtual machines created by Vagrant are running on a machine running Ubuntu 20.04

as operating system, 32Gb of RAM and 8x2.60Ghz Intel Xeon(R) CPU E5-2697A v4 CPU.

3.2.1 Routers

In Figure 3.2, the nodes are connected directly to each other via the edges. If there is an
edge between two nodes, then they can communicate with each other. In order to facilitate
communication between two nodes that are not directly connected, there need to be routers
that will forward the packets to the correct destination. For example, a packet originating
from SI with a destination of $2 needs to pass R2 in order to reach its destination.

A router is a node that has some knowledge of the correct path a packet should take.
For example, a packet originating from SI destined for 3 would reach R2 first, which would
forward it to R1, which then forwards it to S3.

In these experiments, the nodes acting as the routers are running Quagga [53] (version
1.2.4-1), a software suite used for routing. Open Shortest Path First (OSPF) [54] is used in both
R1 and R2 as the routing protocol. Border Gateway Protocol (BGP) [55] is used only on R2 to
facilitate the networking requirements of the Kubernetes cluster. The configuration used can

be found in Appendix A 1L

3.2.2 MinlO

The $3 node is running an instance of the MinlO [56] (version RELEASE.2021-03-10T05-11-
337) application, which is an object storage implementation. The MinlO server is set up to
contain two buckets (folders), each containing a number of files filled with random binary
data. The first bucket contains 100 000 files, each 1 kB large. The second bucket contains
1000 files, each being 10 Mb.

23



3. APPROACH

MinlO implements the AWS S3 API [57] for object storage [56], which exposes an HT'TP
API for file operations. For example, the API exposes an endpoint for downloading an object.

3.2.3 Kubernetes Cluster

The Kubernetes cluster used in this thesis consists of nodes SI and 2, dotted in Figure 3.2.
The Kubernetes distribution used in this thesis is k3s [58] (version v1.19.5+k3s2), with ST acting
as the master node.

In order to perform the measurements Prometheus [34] (version 2.21.0) is used. It collects
metrics from defined targets and stores them in a database, which can be queried lacer. The
targets define which metrics they expose via HTTP APIs, and Prometheus scraped these
metrics at a given interval. In this thesis, Prometheus is configured to scrape every 10ch
second.

By default, Prometheus is configured to scrape the services running in the Kubernetes
cluster. Since the MinlO application is running in 3, it is not a part of the cluster. Therefore
Prometheus was also configured to scrape the MinlO application using a custom configura-

tion, which can be found in Appendix A.3.

3.2.4 Service Mesh

The service mesh imp]ementation used in this thesis is Istio [8] (version 1.9.0), installed on
the Kubernetes cluster. The reason why Istio was chosen is due to the fact that it supports
extension to also include virtual machines in the service mesh, i.e. workloads not part of
the Kubernetes cluster. It consists of services running in S1, $2 and the MinlO application
running in §3.

Since Istio is installed in the Kubernetes cluster, its control plane will also reside there.
Furthermore, the services in the Kubernetes cluster that will be part of the mesh will also
contain an Envoy [59] sidecar, which handles all inter-service communication.

In the virtual machines, which reside outside the Kubernetes cluster, some configuration
needs to be done. The Envoy proxy needs to be present there, and all outgoing traffic needs
to be routed to it.

The data plane of a service mesh is dependent on the control plane to receive relevant
information, such as certificates and access control lists. Therefore, the control plane (run-
ning in istiod in figure 3.3), must be able to access the data plane (the Envoy proxies shown as
purple hexagons in Figure 3.3). For the control plane to access the data plane in the virtual
machines, a gateway must be present, which relays the traffic between the Kubernetes cluster
and the outside components. The gateway also facilitates inter-service communication from
the Kubernetes cluster to a virtual machine and vice versa.

Istio Configuration

The Istio data was configured with custom metrics in order to be used for monitoring on a
server level. Istio does not support collecting node names for the requests, but the pod name
from where the data is polled is collected by defaule. However, the goal of this thesis was to
find errors on a specific packet route, and therefore the destination of the packets should also
be monitored. This was done through customizable metrics in Istio, which allowed for adding
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Figure 3.3: Figure showing a multi-network Istio setup. Source:

hteps://istio.io/v1.9/docs/ops/deployment/vm-architecture/

metrics for upstream and downstream pod names. The upstream and downstream pod met-
rics could then be used to see the destination of a packet. When monitoring a request from
the destination, the downstream pod name is the origin of the request, and when monitoring
from the source, the upstream pod name is the destination. The necessary configuration for
the customized metrics can be seen in Appendix A.2.

The pod names are unique to a specific server and can be translated to server names by a
translation table created as a recording rule in the Prometheus configuration. The recording
rules can be seen in Appendix A.3. The translation table was used to change the pod-names
to server names in the Prometheus queries, which could then be used to group by source and
destination servers for the desired data.

VirtualService is a feature provided by Istio which allows for traffic control configuration,
such as setting a request timeout on a specific route [60]. In the experiments, a timeout was set
to 15s for all traffic to the MinlIO server to detect packet loss. When a packet has not received
a response within 15s, the proxy will consider the packet as lost and create a response with a
timeout flag (UT) set. It is this flag that is used to detect whether a packet has been lost or
not.

3.3 Experiments

The following experiments were conducted in order to answer RQ2 and RQ3. The VMs will
be referred to as presented in Figure 3.2 in the following subsections.

Network faults were emulated in the test setup using the built-in traffic control tool in
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Linux, tc [61] together with the network emulation tool netem [62]. Tc allows for altering
the Linux kernel’s network-packet scheduler for a specified interface which can be used to
emulate network limitations. Netem is an enhancement of tc which simplifies certain network
limitations such as packet loss and delay. This made it possible to emulate known network
faules at specified interfaces on any VM, which are reproducible and controllable.

A Kubernetes job was created to simulate monitorable traffic using Relone [63] with the
copy command to copy all data from a specified bucket on the MinlO server. A Kubernetes
job functions as a service but with a specific task that will be completed; Kubernetes starts a
container running the job and terminates the container upon completion. This allowed the
[stio sidecar to be easily deployed together with the job using the automatic sidecar injection.
The transferred data was written to RAM in order to mitigate any possible performance
impact due to disk write speed or background tasks reading or writing to the disk. The job
would be running in the Kubernetes cluster, and the traffic would be routed through R1 and
R2. The Kubernetes job specification is provided in Appendix C. Kubernetes was configured
to schedule the job on 52 during the experiments in order to simplify the data collection and
resource management in the cluster.

The following experiments in Section 3.3.1 and 3.3.2 were run in ten iterations in order
to create an average reading of the data. They were executed by copying both the buckets
containing 1000 a 10MB files and the 100 000 a 1kB files.

3.3.1 Network Fault Experiment

The following experiment was created with the goal of answering RQ2. It aims to simulate a
network fault occurring on a system under load which should be discoverable using the data
provided by the experiments.

The test execution precedes according to the following schedule:

1. Apply the Kubernetes Relone job
The job is applied with the Istio sidecar and copies the specified bucket from MinlO,

simulating a data-intensive application.

2. Wait for the job to start transferring and record its start-time
The containers have a boot time, and Relone performs checks before transferring data
which needs to be considered. The start-time is recorded after the checks made by
Rclone and when the transferring starts. The start-time is needed to fetch data from
Prometheus within the relevant timespan.

3. Wait until 50% of the data has transferred, then apply emulated network fault and
record the time when the fault was introduced
The waiting period is used to allow some transfer to happen in order to collect com-
parable data before and after network fault. The emulated network fault is applied to
R1, and the time is recorded to use for analysis. The time of the fault introduction is
recorded for later use when plotting the graphs.

4. Wait for the job to finish and record its end-time
End-time is recorded once the transfer is done. It is used to fetch daca wichin che
relevant timespan from Prometheus.
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5. Fetch Istio data from Prometheus and save data co JSON file
The queries used to fetch the relevant Istio data from Prometheus can be seen in Ap-

pendix B.

6. Delete job from Kubernetes cluster and remove network faule
Used to automate the tests in order to run multiple iterations.

The values of network faults shown below were chosen based on the testing environment,
typical network conditions, and input from the case company. The emulated network faules
introduced in the experiment are the following:

1. Latency
300 ms latency is applied using the following command. The limit is the maximum
packets allowed in the queue before dropping packets. This was set high in order to
solely introduce latency and not packet loss.

tc qdisc add dev enpOs9 root netem limit 10000000 delay 300ms

2. Bandwidth
A 15 MB/s network bandwidth limit is applied using the following command:

tc qdisc add dev enpOs8 root tbf rate 15mbps burst 3mb limit
100000000

burst 3mb is the maximum allowed packet size, and limit 100 000 000 is the maximum
allowed packet count in the queue before dropping packets. These parameters were
set high to solely focus on bandwidth and not impact performance in other ways.

3. Packet loss

10% packet loss is emulated using the following command:

tc qdisc add dev enpOs9 root netem loss 107

Enp0s8 and enp0s9 are network interfaces on R1, where enp0s8 is the interface connect-
ing RIto R2 and enp0s9 is the interface connecting R1to 3. The experiment was automated
using an Ansible playbook.

3.3.2 Application Performance Experiment

The following experiment was created in order to answer RQ3. The experiment aims to
determine the performance impact of using a service mesh like Istio compared to not using a
service mesh. It also aims to evaluate the performance impact by applying a proxy like Istio
on a data-intensive application.

The test execution precedes according to a similar schedule as previously mentioned in
Section 3.3.1:

L. Apply the Kubernetes Relone job

2. Wait for the job to finish and save the Relone log file. The Relone job's logs include a
total transfer time which is used to present the results.
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3. Delete job from Kubernetes cluster

The Relone job log reports a total elapsed time which is used for plotting and evalua-
tion. All the tests were executed with and without Istio enabled on both the cluster and che
standalone VM. The test was automated using an Ansible playbook.
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Chapter 4

Results

This chapter will present the results from the experiments described in the previous chapter
and the findings regarding what data Istio provides, which can aid in network monitoring,
thus answering RQ1, RQ2 and RQ3.

The results in the following sections are gathered by running the experiments and collect-
ing metrics using Prometheus as the experiments run. The metrics are then retrieved from
Prometheus and are filtered to show the relevant information. To analyze and visualize the
graphs in this report, Pandas and Matplotlib were used.

4.1 Istio Metrics

By default, Istio exposes a set of metrics, which can be found in its documentation at [64].
These metrics are generated in the Envoy proxies (data plane) since all traffic goes through
the proxies. Most of the metrics exposed by Istio are relevant in network monitoring, where
the relevant metrics in this thesis are the total number of requests a proxy has processed and
request duration, request size, and response size as a distribution. Besides the actual metrics,
the exposed metrics also contain additional labels, which can be used to group the data. Some
of the relevant labels for monitoring are:

1. Reporter
Shows which proxy the metric is taken from. It can be either source or destination,
depending on if the proxy is a client or a server.

2. Response code
The resulting HTTP response code from the request.

3. Response flag
The resulting response flag for a request reported by the proxy. Shows the reason why
a request failed, for example, due to a timeout or if the request was rate-limited.
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4. Source app
The name of the application from where the request originates from.

5. Destination app
The name of the application where the request is directed to.

The observability/monitoring features of Istio are mainly focused on monitoring either a
single or a set of services. Besides the default metrics, Istio also allows configuring the labels
exposed by the Envoy proxies [65]. This opens up the possibility of adding additional labels,
which aid in aggregating the metrics by node (required for network monitoring).

This makes it possible to add labels such as upstream_peer and downstream_peer, which can
be used to note the destination and origin of a packet. An upstream connection is the service
where the Envoy proxy is connecting to, while a downstream connection is the service where
the Envoy is receiving a connection from.

[stio utilizes Prometheus to retrieve the metrics from the proxies at a given interval. As
Prometheus scrapes the metrics for each proxy, it can be configured to attach labels based
on the metadata of the proxy. One such example is the name of the pod where the proxy is
running on.

4.2 Network Fault Discovery

This section aims to answer RQ2 by showing the results of the experiments captured by the
service mesh. The results are divided into subsections based on the three different metrics
proposed in the research question.

The results shown in sections 4.2.1-4.2.3 are from the network fault experiment described
in Section 3.3.1 and features graphs based on the Prometheus data from the queries in Ap-
pendix B. The graph shows the data captured from requests originating from the Relone job
(running on $2) with MinlO (running on $3) as the destination.

The experiments were executed ten times, and the relevant metrics were collected, along
with the experiment’s start- and end-time and the time the network fault was introduced.
These collected metrics were then plotted on a graph, with each graph being centered around
the time the network fault was introduced. A red vertical line shows this time in the graphs
below. These metrics were then averaged, which are the lines shown in the graphs below. The
shaded blue portion of the graphs shows the minimum and maximum values recorded from
the ten runs.

4.2.1 Latency

In Figure 4.1, the experiment results are shown when the latency network faule of an added
300 ms delay on outgoing traffic from the Relone job was introduced. The figures on the left
show the experiments where 1000 files 2 10MB (large files) were transferred, while the figures
on the right show the experiments where 100 000 a 1kB files (small files) were transferred.

When the latency network fault was introduced, the transfer speed (bandwidth) for both
file sizes is affected. For the large files (Figure 4.1a), the transfer speed drops to roughly 1/3
of its original speed, while for the small files (Figure 4.1b) it drops to roughly 1/8.
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The latency graphs in Figure 4.1c and 4.1d also show a difference before and after the
network fault was introduced. The 50¢h, 90th, and 99¢h percentile latencies for both file
sizes increase consistently after the network fault is introduced. Relative to each other, the

small files show a more consistent increase in latency with the added latency 0of 300 ms. One

interesting difference between them is the spike in the beginning in Figure 4.1d, which is not

present in Figure 4.1c.

The loss graphs in Figure 4.1¢ and 4.1f however, are different from each other. In large

files, some loss (average 1%) occurs after the fault is introduced, which is consistent with the

other large-file graphs. However, this fault lasts only for a small portion of time and goes
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back to zero towards the end of the experiment. For smaller files, on the other hand, no loss

COu]d b€ detected.

4.2.2 Bandwidth

In this experiment, the network fault introduced was a restriction in bandwidch to 15 MB/s
on outgoing traffic from the MinlO server. This means that before fault introduction, files
can be transferred as fast as possible (~30 MB/s), while after, the files can be transferred with
amaximum of 15 MB/s. The experiment results are shown in Figure 4.2, where the left graphs
are the transfer of large files, while the graphs on the right are the transfer of small files.

The bandwidth graphs in Figure 4.2a and 4.2 differ quite a lot from each other. The large
file transfer in Figure 4.2a starts transferring with an average of ~30 MB/s, while after the
fault is introduced, it drops to an average of around 15 MB/s. However, the small file transfer
in Figure 4.2b maintains a constant average bandwidth of ~0.2 MB/s across the entire transfer,
even after the bandwidth limit is introduced.

An introduction of bandwidth limit does not seem to affect the packet loss, as shown in
Figure 4.2¢ and 4.2f. The packet loss is 0% in both graphs before and after the limit introduc-
tion.

4.2.3 Packet Loss

In this experiment, the network fault that was introduced was a packet loss of 10% on outgo-
ing traffic from the Relone job. The results of this experiment are shown in Figure 4.3.

The bandwidth graphs in Figure 4.3a and 4.3b are somewhat similar to each other. The
large files transfer in Figure 4.3a shows no visible change after the fault was introduced. The
small files transfer graph in Figure 4.3b on the other hand, shows a slight decrease in band-
width from ~0.23 MB/s to slightly less than 0.20 MB/s.

The latency graphs in Figure 4.3¢ and 4.3d show similar results as the bandwidth graphs.
For large files, the latency graphs remain unchanged before and after the fault introduction,
across all percentiles. However, there is a considerable increase of the 99th percentile graph
to around 400 ms for the small file transfer.

The loss graphs in Figure 4.3¢ and 4.3f show a loss of 0% for both small and large file
transfers.

One interesting observation about the large file graphs (Figure 4.3a and 4.3¢) is the differ-
ence in the beginning of the graphs. The bandwidth is almost zero, while the latency spikes
in the beginning.

4.3 Application Performance Impact

This section aims to answer RQ3 by showing how the service mesh proxy affects a data-
intensive application. The graphs and data shown in this section are the results of the ex-
periments described in Section 3.3.2. The tests are run ten times, and the data shown in this
section shows the total time it takes Rclone to transfer the files.

First, the results of transferring small files (100 000 a 1kB) will be shown, then the resules
when transferring the large files (1000 a 10MB) will be shown.
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Figure 4.2: Bandwidth limit of 15 MB/s introduced at the red line.

4.3.1 Small Files Transfer

Figure 4.4 shows the median transfer time in seconds for transferring the small files. The left
bar plots show the median total transfer time with one parallel transfer, while the bar plots
on the right show the median total transfer time with 20 parallel transfers.

Table 4.1 shows the mean, median, 25th percentile, 75th percentile, the minimum, and
the maximum time the transfer took based on the ten runs that were done during the exper-
iments. It shows the values for both one transfer and 20 transfers.

As can be seen in Figure 4.4 and Table 4.1, the transfers took longer time on average when
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Figure 4.3: Packet loss of 10% introduced at the red line.

[stio was used, compared to without. Using one transfer, the transfer without Istio took on
average 25m03s, while using Istio took on average 34m17s. That is a 36% increase in transfer
time using Istio. For 20 transfers, the difference is smaller, 17m22s without Istio and 21m44s
with Istio (25% increase).

The difference between the number of transfers is also visible in the data. Transferring
using one parallel transfer takes on average longer time than using 20 parallel transfers. This
difference is present regardless if Istio is being used or not.
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Figure 4.4: Median transfer time for 100k 1kB files from ten runs

Metric Mean Median 25th perc. 75th perc. Min Max
1 transfer
Without Istio  25m03s 24m46s 24m36s 25m04s 24m19s  26m29s

Wich Istio 34m1l7s (+36.9%) 33mb5ls (+36.6%) 33m35s 34m02s 33m19s  37mOls

20 transfers
Without Istio  17m22s 17m27s 17mlls 17m37s 16m40s 17m46s
Wich Istio 21m44s (+25%) 19m45s (+13%) 19m31s 20mO09s 19m15s  39m30s

Table 4.1: The experiments results when transferring 100 000 files 4
1kB ten times. Lower is better.
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Figure 4.5: Median transfer time for 1 000 10MB files from ten runs

Metric Mean Median 25th perc.  75th perc.  Min Max
1 transfer
Without Istio  4m57s 4m58s 4mb56s 5m00s 4m43s  5ml0s

With Istio 6mO04s (+24%) 6mOl1s (+21%) 6mO00s 6m03s 6m00s 6ml4s

20 transfers
Without Istio  6m40s 6m32s 6m27s 6m34s 6ml12s  8m2ls
Wich Istio I9m36s (+43%) 9Im39s (+47%) 9m37s 9m43s 8m46s  10mO05s

Table 4.2: The experiments results when transferring 1000 files a
10MB ten times. Lower is better.

4.3.2 Large Files Transfer

Figure 4.5 shows the median transfer time in seconds for transferring the small files. As for
small files, the left bar plots show the median transfer time the transfer took with one parallel
transfer, and the right bar plots show the time using 20 parallel transfers.

Table 4.2 shows the mean, median, 25th & 75¢h percentile and the minimum & maximum
time the transfers took based on the ten experiment runs. The values are shown for one- and
20 parallel transfers.

Based on Figure 4.5, the transfers for both one and 20 parallel transfers took less time
when Istio was not used compared to when it was used. For one transfer, it took on average
4m57s to transfer the files without Istio and 6m04s when Istio was used (24% longer time).
For 20 transfers, this difference was larger, 6m40s when Istio was not used and 9m36s when
it was used (43% longer time).

Comparing the data for one and 20 parallel transfers, it took on average less time to
transfer the data with one parallel transfer. When Istio was not used, this difference is small,
while with Istio there is a bigger difference.
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Chapter 5

Discussion

In this chapter, the results from the experiments are analyzed, with focus on answering this
thesis’ research questions. The outcome of this thesis is discussed, together with limitations
provided by this solution, and some future work in which our thesis can be used as a foun-
dation.

5.1 Istio Metrics

With the monitoring possibi]ities presented in Section 4.1, it is theoretiea]ly possib]e to create
a solution for monitoring a network using a service mesh like Istio, thus answering RQL.
Several default metrics provided by Istio are related to network monitoring, and looking at
the default configuration, it seems possible to succeed without any custom configuration.
Using the different data provided and grouping by reporter, source app, destination app, etc., it
seems like it would be possible to find a solution out of the box. However, the problem lies in
the observability features of Istio are based on monitoring a service or a group of services, not
the network. These services can be placed on arbitrary nodes, making network monitoring
difhicult using the default metrics provided by Istio.

The default labels source app and destination app (see Section 4.1) could be used for network
monitoring; however, that requires a one-to-one mapping between a service and the instance
that serves it. When there is a one-to-one mapping, the instance will be scheduled on one
node, which makes aggregating by node possib]e. When there is a one-to-many mapping,
that approach is no longer useful as instances can be scheduled in arbitrary nodes, making
aggregating impossible.

To be able to aggregate by node while maintaining the one-to-many mapping between a
service and its instances, Prometheus can be instructed to attach the pod name of the instance
it’s running on to the collected metrics. Since the pod’s name is unique, and Kubernetes stores
on which node each pod is running in, a proxy (and subsequently the metrics it provides) can
now be tied to a specific node, making node aggregation of metrics possible. By combining
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the pod name with the reporter label (provided by the proxy) equal to source, we can show
metrics based on the request’s origin.

In order to monitor the network between the nodes, besides the origin of the request,
its destination is also needed. Istio, by default, does not provide such a metric. However, it
can be added by configuring Istio to include the upstream_peer.name and downstream_peername.
These metrics show the destination pod’s name and the origin pod’s name, respectively. Since
the node where a certain pod is running is known, the metrics can be aggregated to show
traffic information between all nodes. The configuration can be seen in Appendix A.2.

Even though there is a connection between pods and the nodes they are running on, it
is not straightfbrward to retrieve them directly from Prometheus. To solve this prob]em,
Prometheus was configured to add a node_name label to metrics retrieved from Envoy proxies
which show the node the pod is running on. This was possible because each pod contains
information about what node it is running on (through the __meta_kubernetes_pod_node_name
label).

Furthermore, translation tables were also created to translate the upstream_peer.name and
downstream_peername to their node mapping. This was achieved using recording rules in
Prometheus, which create a custom timeseries based on an expression. This timeseries was
created by modifying a timeseries from the Kubernetes metrics called container_memory_rss,
containing both the pod name and the node name. See Appendix A2 for the full configura-
tion used.

By adding the labels above, it is possible to aggregate all metrics exposed by Istio by the
network path between nodes. The relevant default metrics exposed by Istio noted in Section
4.1 were deemed enough to create experiments to answer RQ2. Combining the request- and
response-size metrics would make it possible to calculate and monitor the bandwidch used
in the paths between the nodes over time. By using the request duration metric, the round-
trip latency can be calculated. Packet loss can be calculated by the ratio between the failed
requests (calculated using the response flag that Envoy attaches to failed requests and the
HTTP response code) and the total number of requests.

Using these collected metrics could be a viable solution to answering the questions in this
thesis. Latency would be discovered easily using this approach since an increase in latency
would affect all pods sharing the same line in the same way; however, bandwidth and loss
would not be discovered as accurate]y. Since bandwidth is shared among all traf‘ﬁc—generators
on a line, the full bandwidth capacity would only be monitored by adding all the traffic
between pods on the line, which would also monitor a limitation of the bandwidth. Loss is
also unpredictable and could manifest itself as only being applied on one of the pods due to
its randomness.

5.2 Network Fault Monitoring

The network fault experiments described in Section 3.3.1 yielded resules that made it possible
to discover some of the errors in RQ2. Where in the link the faults were introduced was not
possible to detect using a service mesh. To do so, a proxy would have to be added in front
of all routers, which could divide each network link monitoring segments into smaller parts.
This however requires access to the network infrastructure, which defeats the purpose of this
thesis since this thesis assumes no such access.
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Relone sends a request to MinlO to create a checksum for the files to transfer before
starting the actual transfer. This takes some time to create, especially for the 100 000 1kB
files, and this time is not included in the graphs in Section 4.2. Some of the graphs show
a spike in latency or low bandwidth initially, which can be explained as some data being
captured from the checksum creation time and is not relevant to the experiment.

Prometheus was configured to have a scrape-interval of 10s during the experiments, which
is a very short time compared to the default setting of one minute. This was set low in order
to collect more data during the relatively short experiment times to get an accurate reading.
In a real implementation, the proposed metrics would be monitored over a ]onger timespan
and would therefore not have much impact on the network monitoring solution.

The traffic generated by Prometheus in order to scrape the services is sent on the same
network as the Relone traffic. Prometheus’ traffic is therefore also affected by the network
errors introduced, which can affect the resulting metrics. A separate virtual network link
could be created between the nodes to handle the Prometheus traffic to remove this variable,
but this wouldn’t represent a real-life scenario and was therefore deemed irrelevant.

5.2.1 Latency

When an error with a network delay is applied, an increasing latency can be seen in the
graphs in Figure 4.1c and 4.1d, showing that a latency error can be detected through the
solution proposed in this thesis. However, how effective this solution is, depends on the data
transferred and service performance.

The 1atency measured by Istio is the round—trip duration of a request, i.e., the total time
from that a request has reached the Envoy proxy at the origin until a response has returned
to the proxy. This includes the time it takes for the destination service to process the re-
quest. The desired latency measurement from the aspect of monitoring the network would
be the round-trip time for a request without the processing time at the destination service.
A solution for this should theoretically be possible to create using Istio. The processing time
for a destination service can be accessed by monitoring the request duration milliseconds
metric exposed by Istio where reporter equals destination. With this metric and the previous
round-trip metric, it can be seen if a spike in latency is caused by the service or the network.
Combining the two measurements by subtracting the processing time measured from the
destination from the round-trip latency would yield the desired metrics. However, this was
not solved in this thesis; attempts were made, but doing so would require equal groups in the
data to subtract. With the upstream and downstream node names being different from the
source and destination of the request, subtracting equal groups was not possible. This would
need further translation tables in order to match the label, which was deemed as future work
for this thesis.

The introduced error of an increased latency of 300 ms should manifest itself as an in-
creased overall latency of 300 ms in Figure 4.1c and 4.1d, for all the percentiles, since it is
applied to all requests. The increasing latency is mainly visible in Figure 4.1d when copying
the bucket containing 100 000 1kB files. This shows that a network error manifesting itself
as an increased latency can be discovered with the configuration used in this thesis. However,
in Figure 4.1c showing the same metric for copying the bucket containing 1 000 10MB files,
the 50th percentile ]ateney increase is difficult to see. This is due to the fact that 1ateney is
measured as the round-trip time for a request, from the time it was sent until a response is
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received. The consequence of this is that the latency is dependent on the file size; a larger
file takes 1onger to transfer and therefore yie]ds a higher ]atency. This results in the relative]y
small increase of 300 ms, which is difficult to identify.

However, in Figure 4.1¢c, the latency for the 90th and 99th percentile of the requests
increases dramatically. The reason behind this is unknown, but a theory is that the limit of
the packet queue in the queuing discipline applied when introducing the delay overflows,
and packets get dropped, resu]ting ina high 1atency for more than 10% of the packets.

When latency is introduced, the bandwidth also decreases, as can be seen in Figure 4.1a
and 4.1b. This is due to the delay occurring between each request to transfer a file. Therefore a
larger difference is also seen in Figure 4.2b due to more requests are being sent. The maximum
total bandwidth for a network link does not get limited by a latency increase, but the services
can utilize less bandwidth due to the extra time when waiting for a response.

5.2.2 Bandwidth

A change in the maximum bandwidth limit was discovered through the recorded data show-
ing bandwidth usage between nodes. However, detecting a network fault in the form of
limited bandwidth requires the bandwidth to be used at full capacity in the solution pro-
posed in this thesis. This means that it can be difficult to differentiate when there is an error
in the network or when the current bandwidth usage is low.

The results show a clear decrease in bandwidth in Figure 4.2a, down to the specified limit
of 15 MB/s shortly after the error is introduced. This shows errors resulting in a limited band-
width can be detected using the solution proposed in this thesis. This change is noticeable
due to the bandwidth being the limit of the transfer speed when transferring the 10MB files.
In Figure 4.2b showing the bandwidth when transferring the small files, the change is not vis-
ible. This is due to the network bandwidth limit not being fu]]y used, the theory is that the
transfer speed is limited by either CPU power, storage device speeds, throughput limitations,
or the overhead of opening and closing files in either MinIO or Relone.

When the bandwidch limit is introduced at the time of transferring the 1 000 10MB files,
an increase in latency can also be seen for the 90th percentile and up in Figure 4.2c. This
is possibly due to the packet queue for the interface overﬂowing and dropping packets; the
response packets are larger for the 10MB files and take up more space to store in the queue
than the 1kB files, which is why it does not show the same result in Figure 4.2d.

5.2.3 Packet Loss

The work conducted in this thesis did not find a way to monitor packet loss through Istio
reliably. Istio, by default, does not save information about unfinished requests (requests that
have been sent but have not been acknowledged by the receiver). An attempr to solve this
problem was using a VirtualService with the purpose of discovering when a response was tak-
ing too long. When a response exceeds the timeout in the VirtualService, it creates a response
with a timeout response flag set, which can be monitored. However, this workaround did not
yield successful resules either.

The first approach made to measure loss through Istio was to compare requests with a
missing response to all requests. Through several accempts, a conclusion was drawn that there
was no way to configure Istio to monitor non-completed requests. The next approach was to

40



5.3 ISTIO PERFORMANCE IMPACT

add the VirtualService to introduce a timeout to packets. This timeout results in timed-out
packets receiving a response flag of UT, which is monitored in the graphs depicting the loss.
The approach partially worked; in Figure 4.1e, the latency of the 99th percentile of packets
marginally exceeds 15s. At the same instance, spikes showing loss can be seen in Figure 4.1e.
This is an undesired behavior but shows the VirtualService generating responses with timeout
flags. However, in Figure 4.3¢ and 4.3f, where loss is should have been detected, the timeout
is not reached, and no timeout responses were generated.

The problem seems to lie in that retransmission happens at some point in the request’s
life-cycle and that Istio logs a retransmitted request as one request. Logs from Relone don't
show any signs of errors which indicates that Relone is not aware of the loss occurring, and
Relone has a limit of 60s before retransmitting. Several variables may be responsible for
retransmission but most probably lies in the TCP protocol, which is handled in the Linux
kernel.

In Figure 4.3b, a decreased bandwidth usage can be seen when transferring the 100 000
1kB files after the loss was applied. The same behavior can not be seen for the 1 000 10MB
files. The theory of why this happens is that more requests are being sent per second when
transferring the small files, which implies that more packets are lost and therefore have a
larger impact on the bandwidth. In Figure 4.3d, an increased latency is noted for the 99th
percentile of requests when the loss has been applied. This is probably the total latency for
the lost packets and further indicates some form of retransmission happening. Theoretically,
this should also be seen for the 90¢h percentile of the requests since 10% of the packets are
lost, and there are uncertainties around why this isn’t the case.

The loss was applied to outgoing packets from RI to S3, which in this case, was dropping
the requests. And it is believed that this is the reason why an increased latency cannot be
seen in Figure 4.3¢, since the time for a packet to reach R1 is so small compared to the total
duration of a request together with retransmission has a relatively small impact on the total
latency. To confirm this, the experiment was executed again when applying the loss to the
outgoing packets from R1 to R2. The results from this experiment can be seen in the figures in
Appendix D which shows a loss of the expected value, 10%, when transferring the large files.
The latency can also be seen reaching more than 15s that causes the timeout flag to be set,
which is why the correct loss is registered. The increased 1atency difference between Figure
4.3¢ and Figure D.1a from Appendix D is due to the processing delay before the packets are

retransmitted since the packets are lost on the response side.

5.3 Istio Performance Impact

In Section 4.3 the results of the performance experiments were presented, with the goal of
answering RQ3. The results show a distinct performance impact when Istio is used. In this
section, the results of that experiment will be discussed furcher.

5.3.1 Performance Analysis

When Istio is present, all outgoing traffic from Relone and MinlO is forced to pass through
the Envoy proxy, which routes it correctly. When traffic passes through the proxy, it is pro-
cessed, and metrics are collected. This process done in the proxy requires some computing
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power, which means that it will take some time (added latency) for the proxy to process the
traffic. The time it takes for the proxy to process this data has been documented previously
[66] by the Istio project maintainers. According to [66], two proxies (one on the client and
one on the server-side) add 1.7 ms and 2.69 ms latency for each request to the 90th and 99th
percentile, respectively. The fact that the Envoy proxies lead to higher latency explains the
increased processing time in our experiments when using Istio as opposcd to not using it.

In Figure 4.4 (small file cransfer), the impact of having Istio applied is much larger when
using one transfer than 20 cransfers. When transferring using one parallel cransfer, each file
needs to be read from the filesystem, processed, then sent through the network. Since one
transfer is used, this overhead (I/O) is performed on every initiated file transfer. When using
20 parallel cransfers, the I/O overhead is most likely spread out through the 20 transfers, thus
minimizing its effect.

On the other hand, when transferring large files (Figure 4.5), Istio’s overhead is larger
when 20 parallel transfers were used compared to one. This difference likely comes from
the file sizes used in the experiments. For the small files, a 1kB file fits into a single packet,
while a 10MB file needs to split into multiple smaller packets in order to be transferred over
the network. This leads to more packets having to pass through the proxy, which is likely
the bottleneck in this case. The bottleneck could, for example, be that the proxy cannot
handle that level of packet throughput, leading to a slowdown. This theory is supported by
[66], which lists different factors that affect the data plane performance, for example, request
rate, request size, and the number of client connections.

An unexpected difference between the resules for small and large files is that for small
files, in Figure 4.4, a transfer count of 20 results in a shorter transfer time compared to one
transfer count. For the large files, in Figure 4.5, this is not the case, as 20 transfers result in
a longer transfer time. This difference lies in the different bottlenecks in the two scenarios.
For small files, the bottleneck is I/O, i.e., the time it takes MinIO to retrieve the file from the
storage and to start transferring it. Using more parallel transfers, this bottleneck becomes
less significant since the files can now be read in parallel. For large files, however, the bot-
tleneck is likely the network bandwidch. Using more parallel transfers does not affect the
network bandwidch. Instead, more time is spent giving each transfer an equal timeshare on
the network, which induces an overhead.

5.3.2 Envoy Throughput Limitations

The performance experiment to evaluate Istio’s impact in this thesis is mainly constructed
to test the possible delay added for a packet passing through the Envoy proxy. With the
simulated network setup used in this thesis, the maximum transfer speed was limited to ~30
MB/s which can be seen in the bandwidth graphs from the network experiment results prior
to the applied error. In a real application using non-simulated hardware, the bandwidth can
reach speeds over 10Gb/s. There is a possibility that the Envoy proxy can’t handle recording
metrics at such speeds and therefore has further impact on performance and resource usage.
This is also dependant on the CPU resources allocated to the proxy. As discussed in Section
5.3.1, there is a possibility that this limit was reached when transferring the large files wich
20 parallel transfers; however, this should be further tested.
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5.4 Future Work

Istio has been studied in this thesis as a representation of the service-mesh landscape. Even
though the results in this thesis successfully used Istio for network monitoring, other service-
mesh solutions could be more usable and produce better results in this context. Therefore
studying other service-mesh imp]ementations and comparing them to this thesis’ results are
left as future work.

A delimitation in this study is focusing on data-intensive applications, modeled by Relone
and MinlO, to generate the network traffic in this thesis. The real world is more complex,
with services that have different network patterns and systems that consist of multiple run-
ning services. For example, a Kubernetes cluster usually runs multiple services. Therefore a
study of the results of this thesis on a real-world scenario with multiple dissimilar services
could have a greater benefit and is left for future work.

One thing the results of this thesis showed was that packet loss could not be identified
based on the current setup of the experiment. A more in-depth study into this problem and
possible solutions could yield more successful results regarding packet loss.

The experiments conducted in this thesis to evaluate the performance impact on the
applications when using Istio mainly focused on the possible impact per request sent for the
specific implementation in this thesis. One of the areas to further research was presented in
Section 5.3.2 and several other factors are listed in the Istio documentation [66] which can
affect the performance of the data plane. Some of the factors listed are the number of clients
connected, request rate, CPU cores, protocol, etc. How these factors affect the performance
impact is not studied and left as future work.
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Chapter 6

Conclusion

At the case company, efforts have been made in order to migrate some of the services running
on virtual machines to Kubernetes clusters. With the move to Kubernetes, some possible
future problems have been identified with regard to network performance. The possible
issues identified are related to monitoring network performance from the standpoint of a
service owner. Three monitoring metrics have been prioritized in this thesis, bandwidth,
latency, and packet loss.

The proposed solution for the described problem was using a service mesh to monitor the
network. The service mesh solution Istio was chosen since it supports expanding the service
mesh to include virtual machines, thus enabling monitoring services both inside and outside
of a Kubernetes cluster.

Istio by default supports monitoring this thesis’ prioritized metrics through monitor-
ing request duration (latency), request/response bytes (bandwidth), and total requests which
contain a specific response flag (packet loss). However, the main purpose of a service mesh
from an observability aspect is to monitor service performance, not network performance.

Through custom configurations of Istio and Prometheus, it was possible to aggregate the
metrics exposed by Istio based on a request’s origin node and its destination node. By doing
this, inter-node communication could be monitored, thus answering RQ1.

In order to answer RQ2, an experiment was created in order to test whether the metrics
mentioned above could be used to identify network faules. This was achieved by introduc-
ing known network faults such as bandwidth limitations, increased latency- and loss while
transferring data from a node to another in order to evaluate if the error could be identified
based on the collected data from Istio.

The results from the experiments in this thesis show that an increased latency and de-
creased bandwidth can be identified using the data provided by Istio. In this thesis, however,
no reliable way to detect an increased packet loss was discovered. Regarding the increased
latency detection, the reliability depends on the application used as the measurements are
based on the total duration of a request. If the duration of the request is high, a small lacency
increase due to the network will be less noticeable in the data. Regarding the decrease in
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bandwidch, the detection requires that the network bandwidch is fully utilized by the appli-
cations. Finally, an increase in packet loss could not be successfully identified. Envoy should
theoretically be able to monitor lost packets, and there may be ways to configure it to log
and export these metrics manually.

In order to answer RQ3, an experiment was created to measure the performance impact
on applications when using Istio. The experiment results show that Istio has a distinct neg-
ative performance impact of an increased average total transfer time ranging from 24-43%
across all of the performed tests.

Although the proposed solution in this thesis did not fully solve the problems at the case
company, the research questions were answered, and the implementation used in this thesis
can be used in a real-world scenario. The intended use-case of a service mesh like Istio is not
related to inter-node network monitoring, however, the observability features of it could
possib]y be extended to facilitate the use-case in this thesis better.
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Appendix A

Configuration

A.1 Quagga Configuration

A.1.1 OSPFD Configuration

Configuration file for setting up ospdf in Quagga:
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O
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Routerl

interface enp0s8

interface enp0s9

interface lo

router ospf

default-information originate always

passive-interface enp0s9

network 172.27.102.0/28 area 0.0.0.0

network 172.27.101.32/28 area 0.0.0.0
line vty

Router2

interface enp0s8

interface enp0s9

interface lo

router ospf

passive-interface enpOs8

network 172.27.101.0/27 area 0.0.0.0
network 172.27.101.16/27 area 0.0.0.0
network 172.27.102.0/28 area 0.0.0.0
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line vty

A.1.2 Zebra Configuration

Configuration file for setting up zebra in Quagga:

Routerl

interface enp0s8

ip address 172.27.102.14/28
ipv6 nd suppress-ra
interface enp0s9

ip address 172.27.101.46/28
ipv6 nd suppress-ra
interface lozebra

ip forwarding
line vty
ip route 0.0.0.0/0 172.16.0.2

Router2

interface enp0s8

ip address 172.27.101.30/27
ipv6 nd suppress-ra
interface enp0s9

ip address 172.27.102.1/28
ipv6 nd suppress-ra
interface lozebra

ip forwarding

line vty

A.1.3 BGPD Configuration

Configuration file for setting up bgpd in Quagga:

Router2

router bgp 64501

bgp router-id 172.27.101.30

network 172.27.101.1/27

neighbor 172.27.101.1 remote-as 64512
neighbor 172.27.101.17 remote-as 64512

A.2 Istio Operator Configuration

The following code was used in order to apply the custom metrics for Istio. The Istio operator
was deployed with Ansible using Helm.
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A.2 ISTIO OPERATOR CONFIGURATION

kind: IstioOperator

metadata:
name: istio-controlplane
spec:
values:
global:
meshID: "{{ mesh }}"
multiCluster:

clusterName: "{{ cluster }}"
network: "{{ CLUSTER_NETWORK }1}"
telemetry:
v2:
prometheus:
configOverride:
inboundSidecar:
metrics:
- name: requests_total
dimensions:
upstream_pod_name: upstream_peer.name
downstream_pod_name: downstream_peer.name
- name: request_duration_milliseconds
dimensions:
upstream_pod_name: upstream_peer.name
downstream_pod_name: downstream_peer.name
- name: request_bytes
dimensions:
upstream_pod_name: upstream_peer.name
downstream_pod_name: downstream_peer.name
- name: response_bytes
dimensions:
upstream_pod_name: upstream_peer.name
downstream_pod_name: downstream_peer.name
outboundSidecar:
metrics:
- name: requests_total
dimensions:
upstream_pod_name: upstream_peer.name
downstream_pod_name: downstream_peer.name
- name: request_duration_milliseconds
dimensions:
upstream_pod_name: upstream_peer.name
downstream_pod_name: downstream_peer.name
- name: request_bytes
dimensions:
upstream_pod_name: upstream_peer.name
downstream_pod_name: downstream_peer.name
- name: response_bytes
dimensions:
upstream_pod_name: upstream_peer.name
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A. CONFIGURATION

downstream_pod_name: downstream_peer.name
profile: default
# There is a bug in istio where the instructions given in
# https://istio.io/latest/docs/setup/install/virtual-machine/#
configure-the-virtual-machine
# would fail due to a panic in istioctl. This bug is fixed
upstream in

# https://github.com/istio/istio/commit/790
b21dae0c887£5766699231c02f7e319623a5b,
# but it is not part of any official release as of today
# (2021-02-19). Having the following config skips the panic, as
it
# was having an empty proxyMetadata caused the panic.
meshConfig:
defaultConfig:
proxyMetadata:
BLA: bla
extraStatTags:
- source_address
- destination_address
- upstream_pod_name
- downstream_pod_name
components:
pilot:
k8s:
resources:
requests:

memory: 256Mi

A.3 Prometheus Configuration

Prometheus was deployed with Ansible using helm. The configuration for deploying Prometheus
is the following;

community.kubernetes.helm:
name: prometheus
chart_ref: prometheus-community/prometheus
chart_version: 11.16.2
namespace: istio-system
create_namespace: true
update_repo_cache: yes
state: present
values:
alertmanager:
enabled: false
pushgateway:
enabled: false
kubeStateMetrics:
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A.3 PROMETHEUS CONFIGURATION

enabled: false
nodeExporter:

enabled: false
serverFiles:

recording_rules.yml:

groups:
- name: custom_rules
rules:
- record: upstream_pod_name_to_upstream_node_name
expr: (0 * count(label_replace(label_replace(

container_memory_rss, "upstream_pod_name", "$1", "
pod", "(.*)"), "upstream_node_name", "$1", "
instance", "(.*)")) by (upstream_pod_name,

upstream_node_name))
- record: downstream_pod_name_to_downstream_node_name
expr: (0 * count(label_replace(label_replace(
container_memory_rss, "downstream_pod_name", "$1",

"pod", "(.*)"), "downstream_node_name", "$1", "
instance", "(.*)")) by (downstream_pod_name,
downstream node_name))

server:
podAnnotations:

sidecar.istio.io/inject: "false"
persistentVolume:

enabled: false
# Use port 9090 to match Istio documentation
service:

servicePort: 9090
readinessProbeInitialDelay: O
# Speed up scraping a bit from the default
global:

scrape_interval: 15s

extraScrapeConfigs: |

- job_name: vm-logs

scrape_interval: 10s

honor_labels: true

metrics_path: ’/stats/prometheus’

static_configs:

- targets:
- ’172.27.101.33:15090’
labels:
node_name: ’serverl3’

- job_name: ’envoy-stats’

metrics_path: /stats/prometheus

kubernetes_sd_configs:

- role: pod

relabel _configs:

- source_labels: [__meta_kubernetes_pod_node_name]

action: replace
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56 target_label: node_name
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Appendix B

Prometheus Queries

Prometheus queries used to pu]] the data FOT the results From the experiments.

B.1 Latency

//50th Percentile Latency
histogram_quantile(

0.50,
sum (
irate(
istio_request_duration_milliseconds_bucket{
reporter="source",
destination_workload=~"server13",
destination_workload_namespace=~"vm-namespace',
source_canonical_service="clone"
}[1m]
)
) by (1e)
) or histogram_quantile(
0.50,
sum (
irate(
istio_request_duration_seconds_bucketq{
reporter="source",
destination_app="server13",
node_name="server2"
}[1m]
)

) by (le) / 1000
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B. PROMETHEUS QUERIES

//90th Percentile Latency
histogram_quantile(

0.90,
sum (
irate(
istio_request_duration_milliseconds_bucket{
reporter="source",
destination_workload=~"server13",
destination_workload_namespace=~"vm-namespace",
source_canonical_service="clone"
}[1m]
)
) by (1e)
) or histogram_quantile(
0.90,
sum (
irate(
istio_request_duration_seconds_bucketq{
reporter="source",
destination_app="server13",
node_name="server2"
}[1m]
)

) by (le) / 1000

//99th Percentile Latency
histogram_quantile(

0.99,
sum (
irate(
istio_request_duration_milliseconds_bucket{
reporter="source",
destination_workload=~"server13",
destination_workload_namespace=~"vm-namespace",
source_canonical_service="clone"
}[(1m]
)
) by (le)
) or histogram_quantile(
0.99,
sum (
irate(

istio_request_duration_seconds_bucket{
reporter="source",
destination_app="server13",
node_name="server2"

62



74
75
76
77

Co J O Ul v W N —

10

11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28

1
2
3
4
5

N

O o0 3

B.2 BANDWIDTH

}[1m]
)
) by (le) / 1000
)

B.2 Bandwidth

sum (
(
irate(
istio_response_bytes_sum{
reporter="source",
node_name!=""
} [1m]
)
+
(on(upstream_pod_name) group_left(upstream_node_name)
upstream_pod_name_to_upstream_node_name{upstream_pod_name!=""})
)
or
(
on (upstream_pod_name) label_replace(
irate(
istio_response_bytes_sum{
reporter="source",
node_name!="",
upstream_pod_name!="unknown"
}[1m]
),
"upstream_node_name",
"G Lkk"
"upstream_pod_name",
")
)
)

) by (node_name, upstream_node_name)

B.3 Packet Loss

sum (
irate(
istio_requests_total{
reporter="source",
node_name!="",
destination_app="server13",
response_flags="UT"
} [1m]
)
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) by(node_name, destination_app)

or (
0 / sum(
irate(
istio_requests_total{
reporter="source",
node_name!="",
destination_app="server13"
} [1m]
)
) by (node_name, destination_app)
)
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Appendix C

Rclone Kubernetes Job

The Kubernetes job specification for Relone with Istio applied.

apiVersion: vi1
kind: Namespace
metadata:
name: rclone
labels:
"istio-injection": "enabled"

apiVersion: vi1
kind: ConfigMap
metadata:
name: rclone-config
namespace: rclone
data:
rclone: |
[minio]
type = s3
provider = Minio
access_key_id = minioadmin
secret_access_key = minioadmin
endpoint = http://minio.vm-namespace.svc:9000

apiVersion: batch/v1l
kind: Job
metadata:

name: clone
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C. RCLONE KUBERNETES JOB

namespace: rclone

spec:

template:

tolerations:
# only schedule in server?2
- key: rclone-node

operator: Exists
effect: NoSchedule

containers:
- name: clone

image: rclone/rclone
# The istio-proxy sidecontainer does not exit when rclomne is
stopped. The commands below force it to quit
# when the job is finished.
command:
- /bin/sh
- -C
-
until (printf ’GET /healthz/ready HTTP/1.0\r\n\r\n’; sleep 1)
| nc localhost 15020 | grep "HTTP/1.0 200 OK"; do echo \"
Waiting for Sidecar...\"; sleep 3; done;
echo \"Sidecar available. Running the command...\";
rclone --check-first --dump headers copy minio:{{ bucket }}
memory: -P;
x=$(echo $7); (printf ’POST /quitquitquit HTTP/1.0\r\n\r\n’;
sleep 1) | nc localhost 15020 && exit $x
volumeMounts:
- name: rclone-config
mountPath: /config/rclone
env:
- name: RCLONE_TRANSFERS
value: "{{ transfers | default(’6’)}}"

volumes:
- name: rclone-config

configMap:
name: rclone-config
items:
- key: rclone
path: rclone.conf

restartPolicy: Never
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Appendix D

Response Loss Experiment

Loss introduced at interface enp0s8 on RI introduced at the red line. This affects the re-
sponses from the MinlO server.
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D. RESPONSE LOSS EXPERIMENT
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