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Abstract

With the rapid growth of software dependencies in critical systems, detecting vul-
nerabilities early in the development cycle has become a necessity. While extensive
research exists on vulnerability detection in low-level languages like C/C-+-+, there
is a significant gap in addressing vulnerabilities in higher-level languages, includ-
ing JavaScript, Python, and PHP. This thesis explores the feasibility of using
fine-tuned large language models (LLMs) to detect vulnerabilities in these higher-
level languages, leveraging data-driven approaches to bridge the existing research
gap.

In this thesis we work with fine-tuning LLMs on a curated dataset derived from
CVEFixes, implementing the model in an API format to facilitate integration into
CI/CD pipelines. Key performance metrics, including accuracy, precision, and F1
score, reveal that the model achieved varying effectiveness across different lan-
guages, with strong results in JavaScript and Java but weaker results in PHP,
highlighting the nuanced challenges of vulnerability detection in diverse program-
ming contexts. To demonstrate real-world applicability, the models proposed in
this thesis were deployed through a user-friendly web interface, with API accessi-
bility allowing seamless integration for developers.

In our discussion, we address the ethical and security implications of using Al-
driven vulnerability detection, including potential misuse by malicious actors and
over-reliance on automated findings. The findings suggest that while LLMs are
promising for certain languages, further refinement is needed to improve accuracy
and reliability across diverse high-level languages. Future work should explore
hybrid models that combine traditional and Al-based detection to mitigate cur-
rent limitations and enhance practical use in software security, and CWE-specific
training for higher-level languages.
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Popular Science Summary

Can Artificial Intelligence Help Stop Software Security
Breaches?

Our reliance on digital devices and online platforms grows every day,
and with it, the need for secure software. This thesis explores how Al
could automate the detection of software vulnerabilities, with a focus on
the languages behind today’s most common apps. Could a specialized
AT tool help developers quickly find and fix weak spots in code before
hackers can exploit them?

Across industries, from healthcare to finance, software security is crucial. Yet
every day, news breaks of hackers who have exploited vulnerabilities in widely-used
applications. While some vulnerabilities are found by cyber-security experts before
they cause damage, many remain undetected and can result in data breaches,
system crashes, or worse. Detecting these weaknesses manually, or even with
traditional software tools, can be difficult, time-consuming, and may miss new or
complex vulnerabilities that AT could easily spot.

This thesis work aims to bridge that gap using artificial intelligence. The
approach fine-tuned an advanced AI model, a large language model (LLM), on
data specifically related to common software vulnerabilities. By “training” it on a
wide range of real-world examples, this LLM can now recognize patterns of code
that might indicate a security flaw — particularly in the high-level languages that
power popular web and mobile applications.

Why Al in Security? The Potential for Broader, Faster Vulnerability Detection

AT models like LLMs have proven to be effective in understanding and generating
human-like text, which makes them well-suited to understanding the structure
and flow of programming code. In this thesis, an LLM is specially trained to
detect vulnerabilities in languages such as JavaScript, Python, and Java. This is
especially relevant because of the research gap in this subject. While traditional
tools for vulnerability detection have made a huge impact on writing secure code,
there is a lack of easily accessible, and automated vulnerability detection systems
for developers to take advantage of.
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Not only does this Al approach promise to detect vulnerabilities faster, but
it can also provide a valuable extra line of defense for developers. Integrating
this model into developers’ workflow allows it to scan code in real-time, quickly
flagging potential vulnerabilities, even if they occur in more complex or obscure
areas of the code. This could mean that the Al scans code as developers write it,
detecting vulnerabilities before deployment.

v
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Chapter ]_

Introduction

In today’s world, everything runs on software—our phones, cars, and even our
fridges. As societies become more dependent on these digital systems, the stakes
get higher when something goes wrong. A single vulnerability in a piece of software
could allow malicious attackers to exploit the entire system, potentially leading to
intrusions, denial of service, or even massive data breaches. For example, in 2014,
a vulnerability later called Heartbleed! was revealed, allowing attackers to access
secrets from an estimated 24-55% of popular HTTPS protected websites [21]. It is
a growing concern, and unfortunately, one that is becoming increasingly common.

As this concern grew, researchers started investigating ways of preventing vul-
nerabilities. One of the first ideas, from 1976, was to have developers manually
inspect the code, in an attempt to find bugs or other weaknesses [22|. Then, in
1990, dynamically running the program and feeding certain methods random data
as a means of testing was developed [43], later known as Fuzzing. Even more
recently, in 1995, tools for inspecting code without running it to find bugs and
weaknesses, known as static analysis, started gaining traction [68].

Traditionally, people manually look through code or use these tools to try and
spot these vulnerabilities. AI models, especially Large Language Models (LLMs)
that can read, contextualize, and understand code, has potential to automate the
process of identifying these weak spots before attackers can get to them.

Most research so far has been hyper-focused on C and C++, languages that
are notorious for being difficult to secure. What about other languages that power
modern web apps, machine learning projects, and mobile apps — such as Python,
JavaScript, and Java? Despite the possibility of these languages containing just
as risk-imposing security issues, there is a significant gap in research aimed at
detecting weaknesses in these high-level languages.

This thesis aims to develop Al tools for detecting vulnerabilities in source code.
Despite prior research efforts, existing models have struggled to accurately predict
code vulnerabilities. The thesis work is supported by Gehrmann Trusted ICT,
which is where the thesis is performed. The work is based on existing vulnerable
code datasets and aims to extend the current research in cyber-security and Al

"https://heartbleed.com/



2 Introduction

1.1 Motivation

With the growing complexity of software systems and digital infrastructure be-
coming more crucial, security vulnerabilities in source code have become a critical
issue. Attack vectors continue to evolve, and even minor weaknesses in code can
lead to severe security breaches, threatening user privacy and financial stability.
As the volume of code expands, manual review processes become increasingly un-
sustainable. This creates an urgent need for scalable, automated approaches to
identify vulnerabilities in software.

Traditional static and dynamic analysis tools, such as Checkmarx® and
Acunetix® to name a few, have provided significant advancements in detecting
vulnerabilities but often struggle with scalability and time costs [9, 63]. Machine
learning (ML) approaches, specifically the emergence of LLMs, present new possi-
bilities for automating vulnerability detection by leveraging vast amounts of code
data to learn patterns associated with insecure coding practices [71]. Models such
as GPT [8] and BERT [17], trained on massive text corpora, have shown promising
capabilities in tasks such as natural language understanding, code generation, and
even bug detection. However, fine-tuning these models specifically for the task of
vulnerability detection presents unique challenges.

The motivation for this thesis stems from the need to explore how fine-tuning
LLMs can be optimized for identifying vulnerabilities in languages that are less
frequently targeted by existing research in LLMs. Given the rapid advancement
in both programming languages and security threats, exploring data-driven ap-
proaches using LLMs can bridge the gap between theoretical security practices
and real-world applications.

2

1.2 Thesis Purpose

This thesis explores the potential of fine-tuning LLMs for detecting security vul-
nerabilities in non-C/C++ programming languages. While much of the existing
research focuses on the vulnerabilities associated with C and C++, higher-level
languages that are widely used in modern development environments also pose sig-
nificant risks. Python, JavaScript, and Java, among others, have been increasingly
utilized in various domains, from web development to machine learning, making
them attractive targets for attackers.

1.2.1 Model Fine-tuning

The first goal of this thesis is to leverage the capabilities of LLMs to analyze
code for common security vulnerabilities in these higher-level languages. This
includes preparing datasets of vulnerable and non-vulnerable code samples, fine-
tuning pre-trained LLMs for the task, and evaluating the model’s performance on
unseen data. By identifying vulnerabilities early in the development cycle, the

%https://checkmarx.com/
3https://www.acunetix.com/
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fine-tuned models could provide a useful tool to developers, enhancing software
security without significantly increasing development time.

1.2.2 Model Usage

As a last step, a website and a pipeline for Continuous Integration (CI) / Con-
tinuous Deployment (CD) will be built to further enhance the usability of the
models. For this, an API needs to be created and users should be able to authen-
ticate themselves to control the use of the models. The API should be able to
accept code functions, and make a prediction on whether the given code function
is vulnerable or not. The reasoning behind providing code functions to the model,
as opposed to an entire code base, is due to technical limitations in how much
data can be processed by an LLM. On the other hand, it is not feasible to make
a prediction on vulnerability based on a single line of code either, as the model
should have enough context to make an accurate prediction. Therefore, keeping
it at a code function level provides a good balance between technical limits while
giving enough context.

1.2.3 Research Questions
The purpose of the thesis can be summarized into the following research questions:

e RQ1: How effective are Al models in detecting vulnerabilities in high-level
programming languages?

— How do the results compare to traditional vulnerability detection
methods regarding speed, accuracy, and ease of use?

e RQ2: What are the challenges and benefits of integrating AI vulnerabil-
ity detection models into continuous integration / continuous deployment
pipelines in GitHub and GitLab?

1.3 Outline

The remainder of this thesis is structured as follows:

e Chapter 2: Background provides an overview of the relevant research
and concepts in software vulnerability detection, machine learning, and large
language models. It includes a discussion on traditional static and dynamic
analysis techniques and the recent trends in machine learning-based ap-
proaches to code analysis.

e Chapter 3: Data Description covers the data used when training the
models, providing information about what data is available, how they were
filtered, and what alterations were made.

e Chapter 3: Methodology describes the model architecture and fine-
tuning strategy used in this research. It also discusses the hyperparameters
and training process, as well as the frameworks and tools used for building
the API, website, and CI/CD integrations.
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e Chapter 4: Experiments and Results presents the metrics used for
measuring model performance, and the results obtained from the fine-tuned
models, including comparisons with baseline techniques, as well as the sys-
tem structure of the API and CI/CD integrations.

e Chapter 5: Discussion provides an interpretation of the experimental
results and reflects on the challenges and limitations of using LLMs for
vulnerability detection in non-C/C++ languages.

e Chapter 6: Conclusion and Future Work summarizes the findings of
this research and suggests potential future directions for improving vulner-
ability detection using LLMs.



Chapter 2

Background

To bridge the foundational concepts and methodologies of vulnerability detection
with its practical application, this section provides an overview of the tools and
techniques used to uncover software security flaws.

2.1 Software Vulnerability Detection

Vulnerability detection is a preventive measure taken to mitigate the security risks
of a software solution, aiming to identify potential security flaws in code that
attackers can exploit.

According to Chu et. al., the three most common methods for vulnerability
detection are fuzz testing, symbolic execution, and formal verification [15]. These
approaches are generally not easily executed, with efficient fuzz testing requiring
both time and in-depth knowledge of the software that is being fuzzed [6], symbolic
execution requiring large amounts of memory, and sometimes not being feasible for
large code projects [4], and formal verification being an advanced, time-consuming
and costly process [37].

A graph of different approaches to analyzing programs can be seen in figure 2.1
[16], depicting the relations between static/dynamic-ness, and how much manual
work is required to use the different tools. Some of these approaches will be further
discussed.

2.1.1 Dynamic Analysis

Dynamic Analysis, also known as Dynamic Application Security Testing (DAST),
is a set of techniques for examining programs during runtime to identify potential
vulnerabilities [46]. Since there is an overlap between functionality/bug testing
and security testing, some of these tools and techniques are well-known in the
developer industry, such as unit-testing [35], code-coverage analysis with gcov!,
and memory error detectors such as AddressSanitizer [61] and Valgrind [47].

"https://gec.gnu.org/onlinedocs/gee/ Geov.html
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Figure 2.1: Static/dynamic automatic/manual program analysis
tools [16].

Fuzz Testing

Fuzz testing, also known as fuzzing, is the concept of repeatedly sending machine-
generated input into a function, to validate that no memory issues arise regardless
of the input [7]. The fuzzing engine, typically AFL? or libFuzzer?, will continuously
monitor the branch coverage for each generated input, and based on the code
coverage, mutate the input in an attempt to further increase the branch coverage.
If a new input has triggered more edge cases in the code, it is saved to a corpus
that the engine uses in future fuzzing sessions. If a crash happens, the input will
be saved along with the crash information. This procedure is depicted in figure
2.2.

Despite being an effective and sound technique for finding security vulnera-
bilities, fuzzing has its challenges. Fuzzing is a time-consuming process, with the
idea being that one lets a fuzzer run for as long as possible to find all edge cases
in the program. Since a fuzzer is sending semi-randomized data, it may never find
a certain bug if it is complex enough. Additionally, the developer creating the
fuzzing harnesses requires an understanding of the solution as a whole.

https://github.com/google/AFL
3https://llvm.org/docs/LibFuzzer.html
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Figure 2.2: Fuzz testing

2.1.2 Static Analysis

Static analysis is an umbrella term for several code analysis methods, such as data
flow analysis, control flow analysis, pattern matching for common vulnerabilities,
and Abstract Syntax Tree (AST) analysis. All these methods share the fact that
the code is never executed, making them categorizable under static analysis.

Data Flow Analysis

The key concept of data flow analysis is to analyze a program’s Control-Flow
Graph (CFG) to determine which values certain variables may have. By analyzing
the flow of data, potential vulnerabilities may be discovered, such as uninitialized
variables (reaching definitions [64]) and tainted user input which potentially could
lead to injection attacks.

Control Flow Analysis

By using control flow analysis, possible execution paths are modeled, making it
possible to detect issues such as infinite loops, unreachable code, or improper
exception handling [48], which could lead to security vulnerabilities.

2.2 LLM-based Vulnerability Detection

LLMs are scalable and capable of analyzing large codebases with relatively fast
results. They also simplify the vulnerability detection process, since they do not
require any advanced setup from the user’s point of view, making it more accessible
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for developers. As more developers adopt this approach, more secure code could
be published, reducing the risk of attacks.

2.2.1 Data-Driven Approaches to Vulnerability Detection

A data-driven approach to vulnerability detection using LLMs relies heavily on
the availability of correctly labeled datasets of code. Issues such as imbalanced
data, where secure code significantly outnumbers insecure samples, and the labels’
correctness, must be considered when building a robust model [56, 10]. For ex-
ample, if 99% of the data is non-vulnerable code, with only 1% being vulnerable,
the model would be biased into classifying all code as non-vulnerable, as it gets a
high accuracy on its predictions. While handling the class imbalance, maintaining
enough data is important. This imposes several challenges for the data to be used.

This thesis explores the feasibility of leveraging LLMs for vulnerability de-
tection in non-C/C++ languages by fine-tuning them on relevant datasets and
evaluating their effectiveness in real-world applications.

Vulnerability Classification Systems

To standardize vulnerability identification and classification, several frameworks
exist, primarily CVEs [70] and CWEs %. These frameworks provide structures for
identifying and categorizing vulnerabilities across software types and development
environments, aiding in detection, prevention, and remediation.

CVEs provide a universal reference for publicly known vulnerabilities. The
CVE system, managed by MITRE, assigns unique identifiers to vulnerabilities
across products and software, enabling precise tracking. Each CVE entry de-
scribes a specific vulnerability, including its impact, affected versions, and patch
information, facilitating rapid identification of risks within code bases.

CWEs catalog vulnerability types based on underlying weaknesses that lead to
security flaws. Unlike CVEs, which document individual instances, CWEs focus
on patterns and categories of vulnerabilities, such as CWE-89 (SQL Injection) and
CWE-787 (Out-of-bounds Write). This classification system is widely recognized
and critical in identifying and grouping vulnerabilities for targeted remediation
strategies.

In addition to CVEs and CWEs, other systems contribute to vulnerability
management. The National Vulnerability Database (NVD)® provides detailed
metadata for CVEs, including severity ratings (using CVSS scores®) and impact
metrics. Moreover, the Open Web Application Security Project (OWASP) lists
top vulnerabilities by prevalence and risk, offering resources for mitigating web
application vulnerabilities.

Automated vulnerability detection tools often reference these frameworks,
matching identified weaknesses against CVE or CWE listings. This alignment

‘https://cwe.mitre.org/about/index.html
Shttps://nvd.nist.gov/

https://nvd.nist.gov/vuln-metrics/cvss
"https://owasp.org/www-project-top-ten/
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allows developers to address risks according to severity and to comply with indus-
try standards for software security.

2.3 The C/C4++ Dilemma

To the best of our knowledge, there is no published research where a large language
model has been trained to achieve statistically good results in code vulnerability
detection. The majority of research in this field is based around C and C+-+.
Inspecting the available vulnerable code data indicates some possible causes. One
major issue is transitive vulnerabilities [44], e.g., a function may be classified as
vulnerable in a dataset if the function calls another vulnerable function. While
calling a vulnerable function is a security issue, it is not reasonable to claim that
the function responsible for making the call is vulnerable - fixing the actual vulner-
ability will result in the calling function being non-vulnerable, without requiring
any modification.

Additionally, several CWEs are more frequent in lower-level languages such as
C and C++ due to their direct memory management and lack of built-in protec-
tion. These vulnerabilities may be mitigated, or even non-existent, in higher-level
languages. Some examples include CWE-416 Use After Free and CWE-476 Dou-
ble Free since automated garbage collectors are often used, or CWE-787 Out-of-
bounds write because of built-in checks during runtime that throw exceptions.

For this thesis, C/C++ will not be investigated due to previous rigorous exam-
ination by multiple researchers. Instead, this thesis will be limited to examining
JavaScript, PHP, Java, Python, and Go, since large data exists covering these
languages, further described in following sections.

2.4 Previous Research

The concept of utilizing Al in secure coding, and in cyber-security more broadly,
is currently undergoing rigorous examination by researchers. This section aims to
shed light on the current research situation in the field.

2.4.1 Data-gathering

Gathering data for machine learning purposes is difficult, as machine learning relies
heavily on correct and sound data. The most common way to gather vulnerable
code is to scrape data from a CVE database, such as NVD, and identify the git
change that fixed the vulnerability. This approach was taken both by Bhandari
et.al., published as CVEFixes [5], and Fan et.al., published as Big-Vul [23].

Chakraborty et.al. proposed a different data-gathering methodology, where
they selected the Linux Debian Kernel and Chromium projects, and scraped se-
curity issues and their fixes according to their GitHub issues and their Bugzilla
repository respectively, released as a dataset ReVeal [12].

Nikitopoulos et.al. combined the methodologies of ReVeal and CVEFixes/Big-
Vul, both scraping NVD and using issue-scraping, releasing the data under the
CrossVul dataset [50].



10 Background

2.4.2 Dataset Curation

While CVEFixes contains mostly accurate data (since it scrapes CVEs and their
supposed fixes for them through git history), it does not have as much data as
Big-Vul. Big-Vul, however, contains duplicated code and is not well curated, since
it uses multiple sources for its data. An analysis of datasets performed by Chen
et.al. by randomly sampling code and manually investigating the correctness of
a label showed that out of the mentioned datasets, CVEFixes had the highest
correctness for the vulnerability label [14].

2.4.3 Machine Learning for Vulnerability Detection

Machine Learning (ML) in the context of vulnerability detection is a relatively
new field, currently being scrutinized by researchers. A study where API requests
were classified as malicious or not using various ML models, was conducted by
Piyush Ranjan [55]. Ranjan’s study compared some approaches to ML and their
efficiency in correctly detecting malicious requests. The models compared were
Decision Tree®, Random Forest® [57], Support Vector Machine (SVM)!° [62], and
Long Short-Term Memory (LSTM) [33]. The study found LSTM to be the most
efficient ML approach for detecting malicious requests, correctly classifying 95.6%
of requests.

Another study of using ML in vulnerability detection was performed by We-
learegai et. al. [67], where multiple models were tried to classify requests to
various Raspberry Pi'! devices as either benign or under attack and act upon the
classification accordingly. They achieved an accuracy of 75% for online monitoring
of attacks.

In a study performed by Ma et. al. [41], they analyzed the AST of JavaScript
programs to detect malicious code using Random Forest [57], SVM [62], XGBoost
[13], and Multilayer Perceptron (MLP) [1]. By utilizing backpropagation through
the AST nodes, they marked code segments as tainted or not tainted, indicat-
ing whether a value sent to a function had been tainted (e.g. modified) by the
function, and then training the different model architectures to get a comparison
of how the different models performed on detecting vulnerabilities. Using this
methodology, they achieved an accuracy on detecting malicious code of 85.60%
using MLP architecture, and an accuracy of 96.40% using XGBoost.

2.4.4 Fine-tuning

Fine-tuning is a process in machine learning where a pre-trained model, initially
trained on a large and general dataset, is adapted for a specific task through
additional training on a more specialized dataset. This approach leverages the
generalized knowledge embedded in the model from pre-training and customizes it
for narrower applications. In the context of LLMs, fine-tuning involves adjusting

Shttps://www.ibm.com/topics/decision-trees

Shttps://www.ibm.com/topics/random-forest
Ohttps://www.ibm. com/topics/support-vector-machine
"https://www.raspberrypi.com/
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the model’s parameters to improve performance on a target task, such as vul-
nerability detection in code, by learning from domain-specific patterns present in
labeled data.

In recent years, fine-tuning large language models for vulnerability detection
has shown varying results, especially for identifying security risks in low-level lan-
guages like C and C++. Fine-tuning allows LLMs, such as those based on trans-
former architectures, to adapt to specific security contexts. Studies by Ding et
al. with the PrimeVul dataset [18], for instance, demonstrated the effectiveness of
such models in identifying code vulnerabilities by leveraging fine-tuning on curated
datasets of vulnerable and non-vulnerable code snippets. PrimeVul is one of the
most recent, better-performing research outputs in this field, compared to other
previously mentioned studies.

Notable fine-tuning attempts have focused on classifying functions as either
vulnerable or non-vulnerable. However, other variations of vulnerability classifi-
cation have also been attempted. Research by Atiiq et al. [2]| has highlighted that
fine-tuning LLMs specifically on vulnerability types, as classified by CWE identi-
fiers, significantly improves detection accuracy and allows the models to recognize
vulnerabilities with specific attributes, like SQL injection, index out-of-bounds,
or cross-site scripting. Despite these advances, fine-tuning models for universal
vulnerability detection across multiple CWEs and languages remains challenging
due to the variations in syntax, security issues, and data availability for different
languages.

LLM Vulnerability Detection in Multiple Languages

In a study by Dozono et. al. [19], they identified the research gap in non-
C/C++ vulnerability detection using LLMs. Using a technique known as
prompt priming'?, which involves setting the tone, style, or structure for
the LLMs responses, combined with a regular prompt asking if the code is
vulnerable or not, they queried GPT [8] models, CodeLlama [58] models,
and Gemini 1.5 Pro'® on the languages Python, C, C++, JavaScript, and
Java. They experimented with different prompts and achieved comparatively
good results, with the arguably best prompt combination being ‘‘You are
an AI binary vulnerability classifier that identifies whether the
provided code is vulnerable or not vulnerable. You should respond
with either only ’vulnerable’ or ’not vulnerable’. + ‘‘Classify the
following code in vulnerable or not vulnerable. QOutput either only
’vulnerable’ or ’not vulnerable’’’. They chose not to perform fine-tuning
due to the requirement of substantial computational resources but mentioned that
fine-tuned models typically outperform other machine-learning approaches. After
experimenting, they achieved code vulnerability detection accuracies between
47% (C) to 88% (JavaScript).

Bae et. al. [3] attempted to classify C++, Java, and Python code using GPT
and Claude [8, 20]. Specifically, they used GPT-3.5 Turbo, GPT-4 Turbo, GPT-
40, and Claude-3.5 Sonnet to classify the code and detect whether it contained

2https://learnprompting.org/docs/basics/priming_prompt
Bhttps://deepmind.google/technologies/gemini/pro/
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a vulnerability in a given CWE class. They evaluated three types of prompting;
concise prompts, tip setting prompts, and step-by-step prompts. They define
concise prompting as:

“Please evaluate if the above code has a CWE-*** vulnerability. Does
this code have a CWE-*** vulnerability? (Yes/No). Please rate your
confidence in this answer on a scale from 0 to 100, where 100 means
very confident and 0 means not confident at all.”

In tip setting prompts, they prepend the prompt with “I'm going to tip $500k
for a better solution.”, and in step-by-step prompts, they append “Let’s think
step by step”. Using this methodology, they achieved a maximum accuracy of
90.22% using GPT-40 and step-by-step prompting, and a minimum accuracy of
54.95% using GPT-3.5 Turbo with concise prompting. On average, Claude-3.5
Sonnet performed the best across methodologies, while GPT-40 with step-by-step
prompting was the most promising.



Chapter 3

Data Description

This chapter outlines the process of collecting, analyzing, and preparing data for
training and evaluation. It provides details about the dataset selection criteria,
exploratory data analysis (EDA), and preprocessing steps to ensure the data’s
suitability for machine learning tasks.

3.1 Dataset Collection

This section describes the gathering, analysis, and preprocessing of data. The
initial datasets consisted of Big-Vul [23], CVEFixes [5], CrossVul [50], ReVeal
[12], and PrimeVul [18]. After filtering out those focusing solely on C and C++,
only CVEFixes and CrossVul contained non-C/C++ data. However, upon closer
inspection, the CrossVul dataset revealed numerous empty files and ’404: Not
Found’ errors. This, in combination with Nikitopoulos et.al.’s findings regarding
CrossVul’s label correctness in contrast to CVEFixes [50], leads to the choice
of only using CVEFixes. CVEFixes is a comprehensive dataset, and combining
it with the CrossVul dataset may lead to data duplication, given the nature of
CVEFixes’s data-gathering methodology.

3.2 Exploratory Data Analysis (EDA)

The CVEFixes dataset is provided as an SQL database with an ER diagram de-
picted in figure 3.1. By using SQL query (A.1) and the Python library Pandas
[61], the data is stored in a data frame. There are 16 123 occurrences of method
changes without an associated programming language, 14 651 changes in C, 5 409
changes in C++, and a single occurrence with the programming language None,
all of which are filtered out. This data is visualized in figure 3.2.

A comparison between the number of vulnerable vs. non-vulnerable code snip-
pets for the ten most common languages from figure 3.2 is shown in figure 3.3.
These figures highlight which languages need data balancing.

13
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Figure 3.1: The entity-relation diagram from CVEFixes dataset
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Figure 3.2: Number of Code Snippets per Programming Language

3.3 Data Preprocessing

The common data preprocessing includes formatting the data for each language
to a JSON file [54] with one column being the code function, and another column
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Comparison of vulnerable vs. non-vulnerable code snippets per language
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Figure 3.3: Vulnerable vs. non-vulnerable for the ten most frequent
languages.

being whether the code is vulnerable or not, using the integer 1 as a label for
vulnerability, and 0 otherwise. Duplicated code entries are made unique. The
data is then split into 80% training data, 10% evaluation data, and 10% test data.

An issue in machine learning is data leakage. Data leakage is when the model
is trained on data that is later used for testing and evaluation. This is mitigated
by removing duplicated code entries, leaving the main issue to be the concept of
time traveling, as described in Ding et.al.’s paper [18]. Time traveling applies in
this case since there is a possibility that historically written code did not have
the same bugs as modern code. Therefore, data is split on the date the bug was
committed to the public repository, which is gathered from the CVEFixes dataset.
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Chapter 4

Methodology

This chapter outlines the methodologies employed to fine-tune and evaluate a
large pre-trained language model for the task of code vulnerability detection. It
details the fine-tuning process, hyperparameter selection, model architecture, and
the tools used. Additionally, it describes the implementation of an API, a con-
tinuous integration/continuous deployment (CI/CD) pipeline, and a web-based
demonstration for practical application.

4.1 Model Fine-tuning and Hyperparameter Selection

This section describes how the fine-tuning was performed, and which parame-
ters were chosen. The model fine-tuning was conducted using PyTorch [52] and
HuggingFace’s Transformers libraries [69], with the DeepSeek-Coder 1.3B [31] pre-
trained model as the base. The fine-tuning involved adapting the pre-trained model
for a binary classification task, e.g. classifying code functions with one of two la-
bels: vulnerable or non-vulnerable. The training was run on four NVIDIA A100
Graphical Processing Units (GPUs)! with 80 GB of memory per GPU device.

4.1.1 Motivation of HuggingFace

The HuggingFace? ecosystem has rapidly become a go-to platform for working with
LLMs due to its comprehensive library of pre-trained models, ease of use of APIs,
thorough documentation, and robust developer tools. Its extensive support for
transformers, and state-of-the-art models for Natural Language Processing (NLP)
tasks, makes it highly suitable for the purpose of this thesis.

By using HuggingFace libraries, this thesis benefits from a state-of-the-art,
flexible, and easy-to-use toolset designed for modern machine-learning workflows,
making it an ideal choice for the thesis.

4.1.2 Hyperparameters

When fine-tuning a model, some parameters can be set to obtain better results.
The used parameters are described here.

'https://www.nvidia.com/en-us/data-center/a100/
’https://huggingface.co/
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Learning Rate

The learning rate, also known as step size, is a tuning parameter that determines
the step size at each iteration, concerning minimizing the loss function. The value
decides how large corrections should be made between each iteration in an epoch.
In general machine learning algorithms, setting the learning rate to a small value
will result in the model converging to a minimum loss slowly, while setting it too
large may instead lead to failure in converging towards a minimum loss [45].

A learning rate of 2 x 10~° was chosen to ensure gradual and stable updates
during fine-tuning. Fine-tuning pre-trained models requires careful optimization
because these models have already learned generalized patterns from large-scale
datasets. A small learning rate prevents significant changes to the pre-trained
weights, which could lead to catastrophic forgetting of previously learned informa-
tion [42]. A small value is commonly used in fine-tuning transformer-based models
(such as BERT, GPT, etc.) and is effective for making subtle adjustments without
destabilizing the model’s performance. Using a value that is too small will find
an error minimum, at the cost of time required to fine-tune the model [53]. The
selected value was sufficient to prevent catastrophic inference and maintain a high
level of learning per epoch.

Number of Epochs

An epoch is a single pass through the entire dataset, first training, followed by
evaluation [45]. The number of epochs was set to 10 to provide sufficient oppor-
tunity for the model to adapt to the specific task, without risking overfitting, e.g.
“|...] creating a model that matches (memorizes) the training set so closely that
the model fails to make correct predictions on new data. An overfit model is anal-
ogous to an invention that performs well in the lab but is worthless in the real
world” [27]. Fine-tuning generally requires fewer epochs compared to training a
model from scratch, as the model has already been exposed to a large amount of
general-purpose code data. Ten epochs provide a balance between underfitting and
overfitting, allowing the model to converge appropriately for most tasks without
over-adapting to the fine-tuning data.

Batch Size

The batch size represents the number of samples used in one iteration®. A small
batch size has the advantage of capturing more details in the training data, re-
sulting in higher accuracy, in contrast to using gradients to generalize the data.
This comes at the cost of time needed to train the models [34]. Additionally, the
technical limitations of GPU memory when using a larger batch size for fine-tuning
a model of this size were ruled out.

3https://www.sabrepc.com/blog/Deep-Learning-and-AI/
Epochs-Batch-Size-Iterations
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Seed

The seed* is a value used for randomness. Using the same seed should always
produce the same results, despite any randomness involved. In this training, the
seed value was arbitrarily set to 42 to ensure reproducibility. The seed controls the
randomness involved in processes such as data shuffling and weight initialization,
ensuring that experiments can be replicated under the same conditions. The choice
of 42 is arbitrary but widely recognized in the machine learning community as a
standard seed value, allowing for consistent results across multiple training runs.

Summary

The following hyperparameters were chosen for fine-tuning the models:

hyperparameters = {
"learning rate": 2e—5,
"num epochs": 10,
"train batch size": 1,
"eval batch size": 1,
"seed": 42,

4.1.3 Fine-tuning

In this subsection, the fine-tuning methodology will be described.

Tokenization

A tokenizer is responsible for segmenting the text into a vocabulary, and making it
suitable for machine learning by assigning arbitrary (unique) integer indices to the
vocabulary entries. DeepSeek Coder uses HuggingFace’s Tokenizer® to implement
the Bytelevel-BPE [65] algorithm [31]. DeepSeck-Coder was chosen due to its high
rating on the EvalPlus Leaderboard®, in second place with GPT-4-Turbo being in
first place, combined with the fact that it is free and open-source.

The tokenization of the textual data was done using a pre-trained tokenizer
from DeepSeek-Coder, with the special token [PAD] added for padding,.

Texts were truncated to a maximum length of 4020 tokens to ensure con-
sistency in the input size, and the tokenization function applied truncation and
padding for each input example. After tokenization, the dataset was reformatted
into PyTorch tensors’ to enable efficient processing during model training and
evaluation.

‘https://en.wikipedia.org/wiki/Random_seed
Shttps://huggingface.co/docs/transformers/en/main_classes/tokenizer
Shttps://evalplus.github.io/leaderboard.html
"https://pytorch.org/docs/stable/tensors.html
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Model Architecture

The model architecture used is the AutoModelForSequenceClassification® from
the HuggingFace library. This library is a configuration wrapper, which allows for
multiple model architectures, with the shared element of the models being sequence
classification types, e.g. taking a sequence of text and classifying it into a category,
such as vulnerable or non-vulnerable code. The architecture is initialized with the
same checkpoint as the tokenizer and adapted for a binary classification task by
setting the num_labels parameter to 2. The model’s embedding layer was resized
to accommodate the tokenizer’s vocabulary, such as the additional padding token.

Training

Training and evaluation were carried out using data loaders created via PyTorch’s
DataLoader®, a library for wrapping PyTorch Datasets with an iterator for ease
of access to samples, compatible with HuggingFace, with batch sizes of 1 for both
training and evaluation to handle memory limitations and potentially improve the
generalization of the model on smaller datasets.

The training loop was implemented using the Accelerate library from Hug-
gingFace, which enables and optimizes model training across various hardware
configurations, including multi-GPU and distributed environments [29]. The main
components of the training procedure can be described as:

e Data Preparation: The function begins by preparing the data loaders for
both training and evaluation datasets. The set_seed function was invoked
to ensure reproducible results, and the optimizer used was AdamW, a variant
of Adam that incorporates weight decay to mitigate overfitting.

e Learning Rate Schedule: A linear learning rate scheduler with warm-up
steps was employed. The warm-up period consists of 1000 steps, during
which the learning rate gradually increases to the specified maximum, after
which it decays linearly. This helps stabilize the model’s learning early in
the training process and prevents abrupt changes in the gradient updates,
which can lead to convergence issues.

e Training Loop: The model was trained over 10 epochs, as specified by the
hyperparameters. For each epoch, the model alternates between training
and evaluation modes. During training, the model’s predictions and losses
were calculated using the tokenized inputs. The optimizer was updated
at each step, and gradient accumulation was managed by the Accelerator
library to ensure proper synchronization across devices in a distributed set-
ting.

e Evaluation Loop: After each epoch, the model was evaluated on the val-
idation set. Predictions from the model were collected and evaluated using
several key metrics, further discussed in section 4.2 and 5.1.

Shttps://huggingface.co/transformers/v3.0.2/model_doc/auto.html#
automodelforsequenceclassification
“https://pytorch.org/tutorials/beginner/basics/data_tutorial.html
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e Model Saving: For each epoch, the model weights and tokenizer were
saved to the disk, enabling later analysis or further fine-tuning.

4.2 Evaluation

This section outlines the evaluation methodology used to assess the performance of
the fine-tuned model. The evaluation measured the model’s ability to classify code
correctly. Two types of evaluation were performed on the models: one between
each epoch using the evaluation data set and one after the model had finished
training utilizing the test set to ensure that the model did not learn from the test
evaluation.

The model was evaluated using a held-out validation set, consisting of domain-
specific data points not included in the training data. This dataset acts as unseen
real-world data and helps estimate the model’s generalization capabilities. The use
of a validation set ensures that the model is not merely memorizing the training
data but can generalize its learned patterns to new inputs [36].

4.3 API Building

An API is developed using Flask [28], a lightweight Python web framework, to
provide an interface for users to submit code functions for vulnerability detection.
The API operates through different endpoints that process incoming requests,
verify user authentication, and return results from model inference.

4.3.1 Framework and Libraries

Flask was chosen for its simplicity and flexibility in handling web requests, man-
aging routing, and handling other aspects of web development. Several additional
libraries and sub-libraries of Flask were integrated, such as Flask-JWT-Extended
for token-based authentication to secure API endpoints, Flask-Berypt for pass-
word hashing, and SQLAlchemy for facilitating database interaction, token, and
user data management.

4.3.2 Serving the Models

The core functionality of the API revolves around the AI models. These models
were initialized in the backend using the HuggingFace Transformers pipeline [69]
for text classification. The API requires a valid access token in the request head-
ers to ensure that only authenticated users can access the vulnerability detection
models. The token’s validity is confirmed by looking up the corresponding user in
the database.

The primary API endpoint for vulnerability detection is the /predict route,
which accepts POST requests containing code functions. This is sent to the end-
point as JSON formatted text. The structure of the request is expected to contain
function names grouped by programming language, with each function name point-
ing to the function code. This allows the backend to predict the vulnerability of
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each function, and return the predictions grouped by language and function name
for the user to analyze.

4.3.3 User Handling

Endpoints were implemented to manage user authentication and session control
within the API.

Registration

Users may register through the /register endpoint. This endpoint accepts POST
requests containing the user’s username, email, and password. The password is
hashed using Flask-Berypt before being stored in the database to ensure security.
The user is also assigned a UUID (Unique User ID) token, which is used for
authentication purposes when making API requests to the /predict endpoint.

Login

The /login endpoint allows users to log in by sending a POST request containing
their username and plaintext password. Since the backend is storing the hash of a
password, any login attempt will securely transmit the plaintext password through
HTTPS, and the hash of the plaintext password can be compared to the (saved)
hashed password in the backend. A successful comparison will return the user’s
UUID token.

GitHub OAuth2 Integration

The API integrates OAuth2 authentication with GitHub to provide users with an
additional login method. Users may then log in through GitHub, giving them the
option to memorize one less password. If it is their first login through GitHub
OAuth, they are granted a unique UUID token, acting as a registration.

4.4 Cl/CD Pipeline

A CI/CD pipeline was built using GitHub Actions and GitLab Jobs to integrate
the vulnerability detection models into the development workflow. This pipeline
aims to automate the process of code vulnerability analysis whenever changes
are pushed to a repository. For the pipeline implementations, a script is created
to extract the modified functions from the most recent commit, including which
language the code was written in, determined by the file ending.

The CI process is set to trigger on any commit or pull request. Upon a trigger,
the changed functions are extracted from the code. The changed functions are then
sent to the API for vulnerability detection, and if any vulnerabilities are detected,
an email is sent to a user-specified email.
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4.5 Website & Proof of Concept Deployment

To facilitate the usage and demonstration of the vulnerability detection models,
a website was developed. The website serves two main purposes: managing user
authentication and providing a proof of concept demonstration.

The website is deployed on a server rented from Hetzner!?, a cloud service
provider. Since the server is responsible for performing model inference, somewhat
high requirements had to be met. The server runs on an Intel Core i7 7700k!!
CPU with 62 GB of usable RAM. Additionally, the domain name vyprai.net was
leased to enhance the user experience of accessing the website. An SSL certificate,
needed for HTTPS communication, was issued by Lets Encrypt!2.

45.1 Website Development

The website consists of an HTML and JavaScript-based frontend, communicating
with the Flask backend server. It features five pages: The homepage (/), a lo-
gin page (/login), a signup page (/signup), a user page (/user), and a page for
interacting with the model (/demo).

A specification of the pages is as follows:

e Homepage: The homepage features buttons for logging in and signing up
if not already logged in, else a button to the user page and a logout button.
It queries the Flask backend to determine whether the user is logged in.

e Login page: The login page has text fields for the user to enter their email
and password. It sends this information to the backend to compare the
password hash against the saved hash. Additionally, a button for logging in
through GitHub OAuth registers the user if it is their first time logging in.
Logging in results in Flask creating a session for the user, communicated
through a session token between Flask and the client.

e Signup page: The signup page has text fields for email, username, and
password. It sends this to the backend to create a user, adding a user to the
database and creating the UUID token.

e User page: This page acts as the user portal/dashboard, fetching the user’s
UUID token from the backend. It also contains a button for returning to
the homepage and a button for logging out.

e Demo page: To interact with the model and experiment with its predic-
tions, the demo page was built. It has a text box where a user can write
code functions, a language select module specifying which language the code
function is written in, and a submit button. Upon clicking the submit but-
ton, a POST request to the backend is made, including the code, the code
language, and the logged-in user’s session token. The backend validates the

POhttps: //www.hetzner.com/
Hhttps://www.intel.com/content /www /us/en/products,/sku,/97129 /intel-core-

177700k-processor-8m-cache-up-to-4-50-ghz /specifications.html
2https://letsencrypt.org/
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request, performs the model inference, and returns the result. The fron-
tend will subsequently present the result using a color scheme based on
the prediction and the confidence of the prediction, ranging from full green
(not vulnerable) to full red (vulnerable), and hues of orange indicating low
confidence.
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Results

This chapter presents the outcomes of our experiments and evaluations, highlight-
ing the performance of the model in detecting code vulnerabilities. The results are
analyzed using established performance metrics. Additionally, the chapter delves
into comparative benchmarks with previous studies, the deployment of a CI/CD
pipeline, and the integration of the model into a web-based interface. These find-
ings demonstrate the strengths and limitations of our approach while providing
insights for practical application and future improvements.

5.1 Model Performance Metrics

The metrics used to quantify the model’s performance included accuracy, precision,
recall, F1 score, and a confusion matrix. These metrics were chosen to provide
a comprehensive understanding of the model’s strengths and weaknesses across
various performance aspects.

5.1.1 Confusion Matrix

The confusion matrix in binary classification is a 2x2 matrix describing a model’s
predictions [24]. Generally, it can be depicted as in table 5.1.1, where the positive
label in this case is the equivalent of a vulnerable code function, and a negative
is not vulnerable. The cells in the matrix account for the number of predictions
made for the actual values.

This matrix enables the calculation of some additional metrics such as:

e False Positive Rate (FPR) = Fpi%

e False Negative Rate (FNR) = %

e True Positive Rate (FPR) = TPZ% < Recall

e True Negative Rate (TNR) = %
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Figure 5.1: General confusion matrix

5.1.2 Accuracy

The accuracy metric describes the ratio of correct predictions to the total number
of predictions. It is defined as:

TP+ TN
TP+TN+FP+FN

Accuracy =

5.1.3 Precision

Precision measures how many of the predicted positive instances were true pos-
itives. This metric is valuable when the cost of false positives is high and can
be used to minimize false alarms. An example of a scenario where this metric
should be high is if the models are used in a CI/CD pipeline. False positives in a
continuous environment may be significantly problematic [38]. Precision is defined
as:

TP

Precision = W

5.1.4 Recall

Recall, also known as sensitivity, measures how well the model captures all the
positive instances. It is equivalent to TPR. This metric provides valuable insight
to use cases where the cost of missing a true positive (such as failing to identify a
vulnerability) comes with a higher cost than predicting false positives. The recall
value is defined as:

TP

Recall = m
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Language Acc F1 Prec Rec FPR
JavaScript | 0.6959 | 0.6555 | 0.7513 | 0.5814 | 0.1907
PHP 0.8284 | 0.3659 | 0.3840 | 0.3495 | 0.0925
Java 0.6859 | 0.6918 | 0.7133 | 0.6717 | 0.2983
Python 0.6019 | 0.5327 | 0.6007 | 0.4785 | 0.2868
Go 0.8530 | 0.4161 | 0.8378 | 0.2768 | 0.0125

Table 5.1: Evaluation results of the different models

Model Acc F1
CodeT5 [66] 0.9667 | 0.1970
CodeBERT [25] | 0.9687 | 0.2086
UnixCoder [30] | 0.9686 | 0.2143
StarCoder2 [40] | 0.9702 | 0.1805
CodeGen2.5 [49] | 0.9665 | 0.1961

Table 5.2: Benchmarks from PrimeVul [18] on C and C++ functions

5.1.5 Fj Score

The F; measurement is defined as a harmonic mean of precision (P) and recall
(R) [59], giving a balanced metric, and is calculated by:

2P x R 2T P

F = —
' PYR  2TP+FPYFN

A high F} score indicates that the model performs well on both precision and
recall, making it a suitable metric for situations where both false positives and
false negatives should be minimized.

5.2 Model Performance

We evaluated model performance using accuracy, precision, recall, F} score, and a
confusion matrix. Table 5.1 presents the results for the different language models.
These values can be compared to PrimeVul’s findings, shown in table 5.2. There is
a significant increase in F; scores across all our language models. The accuracy is
higher from PrimeVul’s findings, indicating that they had a data imbalance greater
than ours. It should be noted that the data imbalance is not the sole reason for
the lower overall performance (measured by the Fy score).

5.3 CI/CD Pipeline

CI/CD scripts were successfully developed for both GitHub and GitLab. The
CI/CD scripts are similar and can be reviewed in the appendix. See appendix A.2
for the GitHub action, and appendix A.3 for the GitLab job. Figure 5.2 illustrates
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the data flow occurring when a commit is pushed /pull requested, highlighting all
steps up until the APIL.
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Figure 5.2: Data flow diagram of ClI/CD pipeline

5.4 Website Functionality and API| Deployment

The system architecture of the website solution is depicted in figure 5.3, illustrating
the core functionality of the front- and backend.

5.4.1 User Interface and Experience

The User Interface and Experience (UI/UX) consists of several pages on the web-
site. Screen captures of the website are available in the appendix, see appendix
A.1 and A.2 (home page), A.3 (demo page), A.4 (login page), A.5 (signup page),
and A.6 (user page).

5.4.2 Performance and Scalability

To measure how well the API performs, time measurements were taken for varying
sizes of input to each model. The results of the measurements are in table 5.3.
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Language Data Size (Characters)
10 100 1000 10000
JavaScript | 0.8381 | 1.0308 | 6.4366 | 75.5222
PHP 0.8147 | 1.0373 | 6.4842 | 76.3413
Java 0.8347 | 1.0977 | 6.7083 | 75.5808
Python 0.7475 | 1.0616 | 6.3377 | 75.3490
Go 0.7263 | 1.0830 | 6.2177 | 75.8672

Mean 0.7923 | 1.0621 | 6.4369 | 75.7321

Table 5.3: Time in seconds needed per number of characters, for
each language and data size.
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Chapter 6

Discussion

This chapter evaluates the effectiveness and implications of using Large Language
Models (LLMs) for vulnerability detection, considering their strengths, limitations,
and areas for improvement. It examines the nuances of applying LLMs in prac-
tical scenarios, comparing their performance to traditional vulnerability detection
systems, and analyzing their applicability across different programming languages.
Additionally, the chapter explores real-world deployment challenges, ethical con-
siderations, and the potential business impact of integrating LLMs into security
workflows. These discussions aim to comprehensively understand the capabilities
and responsible usage of Al-driven vulnerability detection systems.

6.1 Effectiveness of LLMs for Vulnerability Detection

While the LLMs demonstrated comparatively strong performance in detecting vul-
nerabilities in structured datasets, the real-world application remains challenging
due to varying code complexity and inconsistent labeling in existing vulnerability
datasets. In practice, code vulnerabilities are rarely as cleanly labeled or isolated
as in curated datasets, and context is often essential for accurate detection. For
instance, a function that appears non-vulnerable in isolation may pose a significant
risk when interacting with other system components or external inputs.

Additionally, the model’s reliance on data from specific sources (e.g., CVE-
Fixes) potentially limits its ability to generalize, particularly for novel or edge-
case vulnerabilities that have not been frequently documented. Overcoming these
issues would likely require dynamic learning systems that continuously ingest and
learn from newly reported vulnerabilities, adapting to evolving coding practices
and security standards, as well as more training on uncommon yet well-known
security issues.

As an example, by submitting blatantly vulnerable code, such as the code in
listing 6.1 displaying a command injection vulnerability (CWE-78)!, the model
appears to be uncertain on whether it is vulnerable or not, giving a low confidence
score. One hypothesis regarding why this is happening is that the model has not
seen code with obvious vulnerabilities present, but has rather been trained on real
vulnerabilities in production code - typically more complicated code functions with

"https://cwe.mitre.org/data/definitions/78.html
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more subtle vulnerabilities.

Listing 6.1: Vulnerable (Confidence: 0.64778)

function example() {
var userCode = prompt("Enter code to execute: ");
eval (userCode );

}

Another observation made is that the model handles human language context.
This is likely because the model is suitable for NLP tasks. As an example, see the
following three Python code functions and their predictions.

Listing 6.2: Vulnerable (Confidence: 0.97984)

def func():
os.exec(’ls

)

+ input (’Enter directory to list 7))

Listing 6.3: Vulnerable (Confidence: 0.99992)

def func():
os.exec (input ())

Listing 6.4: Not vulnerable (Confidence: 0.99968)

def safe ():
# This function is only called from a trusted path
os.exec (input ())

In listings 6.2 and 6.3 we see that the model has classified the code as vulner-
able, with high confidence scores. However, by renaming the function to safe and
adding a code comment as in listing 6.4, we manage to convince the model that
the code does not contain vulnerabilities. This could happen since we use natural
language to indicate that the function is safe, which it may be, depending on the
context.

The fact that natural language plays a role in the model predictions comes
with both benefits and drawbacks. The greatest benefit is that the model can
contextualize knowledge in the form of e.g. code comments, that other tools such
as SAST, may disregard. If a code function has comments documenting how the
code works, the AI models may find that the code will never be executed and thus
should be marked as safe. A SAST tool would not be able to draw this conclusion
based on code comments, and could therefore raise false positives.

6.1.1 Comparison to Other Vulnerability Detection Systems

To compare how well the models compare to traditional vulnerability detection
systems, we investigate the differences between benchmarks gathered by VULMG
[32]. They benchmarked six different vulnerability detection systems, namely MG-
GAT [39], FlawFinder [26], RATS?, BiLSTM?, SVM*, and GCN [60] (a subclass of

’https://code.google.com/archive/p/rough-auditing-tool-for-security/
3https://paperswithcode.com/method/bilstm
‘https://en.wikipedia.org/wiki/Support_vector_machine
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artificial neural networks). VULMG found that the different tools and approaches
had Fy scores ranging from 43.39% to 94.43% when experimenting on CWE-369
(Division by zero) and between 0.00% to 96.30% when running the same tests on
CWE-476 (Null pointer dereference).

Despite these high F; scores, it should be taken into consideration that these
benchmarks were taken only on a single CWE at a time, which is significantly
different from finding any vulnerability classified under any CWE. In a study
conducted by Atiiq et. al., it was found that fine-tuning on CWE-specific vulner-
abilities gives better F) scores [2] than fine-tuning on all vulnerabilities (such as
performed in PrimeVul and this thesis). It may be problematic to have separate
models from a deployment perspective, as the question arises on how to handle
inference on a code function, e.g. whether the code functions should be inferred
by all models, or a single one, and the implications on time/resource costs when
performing inference through a multitude of models.

6.1.2 Vulnerability Detection in Higher-Level Languages

The model’s focus on high-level languages like JavaScript, Python, and PHP, of-
fers a fresh perspective on vulnerability detection outside the traditional C/C++
domain. In lower-level languages, such as C and C++, memory has to be explicitly
handled by the developer, introducing a range of new vulnerability classes, such as
CWE-121, CWE-122, and CWE-127, to name a few. These memory-related CWEs
have been summarized under the CWE Category 1399°. All memory management
has been abstracted away in higher-level languages, relying on automated garbage
collection and built-in safety mechanisms. This removes a lot of the potential
CWEs, allowing the model to focus more on those that remain across high-level
languages, possibly giving it a better basis to make predictions.

On the contrary, the languages may introduce new CWEs. For example,
JavaScript is susceptible to attacks such as cross-site scripting (XSS) and client-
side injection, due to its extensive use in web applications and its interaction with
HTML/DOM objects.

Based on the results found in Atiiq et. al.’s study [2] and VULMG’s findings
[32], it may be stated that having fewer CWE vulnerability possibilities leads to
better vulnerability detection. To further add to the claim, or to disprove it,
additional research into how many CWEs were dropped and added should be
conducted, investigating any possible correlation between the number of CWEs
and vulnerability prediction performance.

6.2 APl and Website Deployment: Real-World Applicability

The developed API and website offer practical solutions for real-world applica-
tions, but time costs associated with the model’s inference for larger code snippets
remain a limitation. In CI/CD pipelines, where code scans should occur seam-
lessly without delaying deployment, even minor lags can accumulate, impacting
productivity and increasing operational costs. Integrating a lightweight version

"https://cwe.mitre.org/data/definitions/1399.html
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of the model or a heuristic-based pre-screening step may help mitigate this by
pre-filtering non-vulnerable code blocks before running comprehensive scans on
remaining snippets. The promising results with JavaScript and Go, which exhib-
ited lower false positives, indicate these languages as viable starting points for
initial integrations in CI/CD environments.

Although the time cost may be a hindrance for use in a CI/CD pipeline, this
is relatively easy to mitigate, especially if deployed for large-scale use with funding
available. The inference could be performed much quicker by deploying the models
on a more capable server, perhaps using GPU-accelerated computing.

6.2.1 Business Aspects

Although some approaches have higher F) scores, there is a significant difference
in ease of use. Leveraging Al capabilities through an API easily integrated into a
CI/CD pipeline can be a valuable addition to identifying weaknesses in code. The
models can provide additional insight into pull requests that SAST tools may fail
to detect. It can be taken into account that the models do not necessarily act as
a replacement for these tools or manual code reviews but may complement these
systems.

6.3 Ethical and Security Considerations

The deployment of Al-driven vulnerability detection systems introduces several
ethical and security implications, particularly when such tools are made publicly
accessible. While LLMs democratize access to security resources, they also carry
the risk of misuse if accessible by individuals with malicious intent. By providing
a tool for identifying weaknesses in code, an ill-intended attacker could use the
tool to find weaknesses in, for example, open-source code, to exploit any present
vulnerability. In addition, dependency on automated systems could introduce a
false sense of security [11]; human oversight remains essential to validate findings
and interpret the nuances of vulnerabilities flagged by the model.

To mitigate these risks, implementing restricted access and thorough user ver-
ification for public APIs could help control use and prevent abuse. Furthermore,
caution should be taken to ensure that detection results are not over-relied upon
without validation, as vulnerabilities flagged by Al might require context-specific
understanding for accurate assessment. This ethical dimension underscores the
importance of responsible use, highlighting the need for transparency and appro-
priate user training when integrating these tools into broader security practices.



Chapter 7

Conclusion

This thesis explored the potential of fine-tuned Large Language Models to en-
hance vulnerability detection in non-C/C++ programming languages, a critical
yet underexplored area in software security research. As modern software ecosys-
tems increasingly rely on high-level languages like JavaScript, Python, and Java,
traditional vulnerability detection methods often fall short of identifying the risks
posed by these environments. Our work directly addresses this gap by employing
a data-driven approach, fine-tuning an LLM on curated datasets, and deploying it
via an accessible API within CI/CD pipelines.

The results demonstrate that LLMs, when specifically trained on security-
related data, can meaningfully detect vulnerabilities in high-level languages, albeit
with varying degrees of effectiveness. Performance metrics reveal a strong apti-
tude for identifying vulnerabilities in Java and JavaScript, indicating that LLMs
can generalize and understand syntactic and contextual clues in these languages
to highlight security weaknesses. However, the model’s lower performance in PHP
highlights the challenges inherent in universalizing detection capabilities across
diverse languages with distinct syntactical and structural features. These results
point toward a broader implication: while LLMs hold promise for vulnerability
detection, their effectiveness hinges heavily on the quality, balance, and represen-
tativeness of the training datasets, as well as language-specific nuances.

Beyond the technical findings, this thesis also tackled the practical deploy-
ment of Al-driven vulnerability detection in real-world development environments.
Through the development of a CI/CD pipeline and a user-friendly web interface,
this project aimed to demonstrate how vulnerability detection could be integrated
into standard development workflows without imposing significant overhead. De-
spite the model’s inference time for larger code snippets—which could be a poten-
tial bottleneck in high-frequency CI/CD environments, this research underscores
the practical viability of such a system, particularly when deployed with sufficient
computational resources or alongside more lightweight pre-screening models. This
approach offers an adaptable framework that could be extended to multiple de-
velopment environments, opening the door for Al-enhanced security practices in
daily coding operations.

However, the benefits of LLM-based vulnerability detection also raise impor-
tant ethical and security considerations. While these models can democratize ac-
cess to advanced security insights, they also carry the risk of misuse, particularly
if publicly accessible without access controls. There is a delicate balance between
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providing developers with tools to identify vulnerabilities and safeguarding against
potential exploitation by malicious actors. Moreover, as with any automated sys-
tem, there is a risk of over-reliance, which could lead to a false sense of security.
Thus, it is crucial that Al-powered tools remain supplementary to human review,
and that they operate under clear ethical guidelines to prevent misuse and main-
tain trust.

7.1 Future Work

Future research in this domain could address improvements in the datasets, and
hybrid models that combine LLMs with traditional static analysis tools. Addition-
ally, employing continual learning techniques® could allow models to dynamically
update with the latest vulnerability data, increasing their relevance in a rapidly
evolving threat landscape. Research into optimizing model efficiency and reducing
latency, especially within the constraints of CI/CD pipelines, will also be essential
for widespread adoption.

Another possibility for future research would be to perform CWE-specific clas-
sification, similar to Atiiq et. al.’s paper [2], but for higher-level languages, and
how to efficiently deploy the models for a real-world application.

Ultimately, this thesis contributes to a foundational understanding of how
LLMs can be applied to vulnerability detection beyond low-level languages, offering
a springboard for future innovations in Al-driven cybersecurity. By advancing the
technical capabilities and practical applications of LLMs in this field, this research
takes a meaningful step toward bridging the gap between theory and real-world
security needs, highlighting the promise and responsibility accompanying Al’s role
in modern software development.

'https://neptune.ai/blog/continual-learning-methods-and-application
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Appendix

Al SQL

Listing A.1: SQL query to count the number of entries in CVEFixes
SELECT fc.programming language,
COUNT(mc. method change id) AS count
FROM file change fc, method change mc
WHERE fc . file change id = mc.file change id
GROUP BY fc.programming language
ORDER BY count DESC;

A.2 GitHub Actions Script

Listing A.2: GitHub Action script

name: Vulnerability Scan

on:
push:
branches:
— main
pull request:
branches:
— main

jobs:
vulnerability check:
runs—on: ubuntu—latest
steps:
— name: Checkout code
uses: actions/checkout@v3
with :
fetch—depth: 0
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name: Set up Python
uses: actions/setup—python@v4
with :
python—version: ’3.8.x’
update—environment: true

name: Install dependencies
run: |
python —m pip install —upgrade pip
pip install pydriller
sudo apt—get update
sudo apt—get install —y mailutils

name: Find code changes
run: |

python .github/scripts/extract function.py

name: Send function to Al server
env:
UUID_KEY: ${{ secrets.UUID KEY }}
id: send—to—server
run:
curl —X POST \
—H "Content—Type: application/json" \
—H "Authorization: $(UUID KEY)" \
—d @function changes.json \
https://vyprai.net/api/predict \
—0 al_response.json

name: Display Al vulnerability analysis result
run: |
cat function changes.json
cat ai_response.json
VULNERABLE=\
$(ja '.py[] | select(.label =— "LABEL 1")’ \
ai_response.json)
if [ —m "$VULNERABLE" |; then
echo "Vulnerabilities detected in \
the following function(s): \
$(jg —r ’.py | to_entries|[] \
| select (.value.label = "LABEL 1") \
| "\(.key)"’ ai response.json)" \
| mail —s "Vulnerability Detected" \
email@domain . t1d
fi
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A3

GitLab Job Script

Listing A.3: GitLab Job script

stages:
— vulnerability scan

variables:
PYTHON VERSION: "3.8"

vulnerability scan:
stage: vulnerability scan
image: python:3.8

rules:
— if: ’$CI_COMMIT BRANCH =— "main"’
— if: ’$CI_ MERGE REQUEST TARGET BRANCH NAME — "main"’

before script:
— apt—get update
— apt—get install —y curl git
— python —version

script:

"python —m pip install —upgrade pip’
pip install pydriller

python .gitlab/scripts/extract function.py
“curl —X POST \

—H "Content—Type: application/json" \
—H "Authorization: $(UUID_KEY)" \

—d @function changes.json \
https://vyprai.net/api/predict \

—0 ai_response.json’

cat function changes.json

cat ai_response.json

git —version

git log —2

git status

A4  Website Components

A4l
A4.2
A43
A4.4
A.4.5

Home Page
Demo Page
Login Page
Signup Page
User Page
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We're Building

Something Cool

VYPR Al — Cutting-edge Al for vulnerability detection is coming soon.

RIS m

Figure A.1: Home page (logged out)

Account (test)

We're Building

Something Cool

VYPR Al — Cutting-edge Al for vulnerability detection is coming soon.

Figure A.2: Home page (logged in)
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Code Vulnerability Detector

Select Language:

Python v

Submit Code

Result:

Figure A.3: Demo page

Login to VYPR Al
Username
Password

Login

Forgot Password?

Login with GitHub

Figure A.4: Login page
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Sign Up for VYPR Al

Email

Username

Figure A.5: Signup page

Welcome to your dashboard, test

Here you can manage your VYPR Al account and settings.

YYour Token: c45d9df2-d09d-4d52-b0f7-300c5893d496

Figure A.6: User page



LUND

UNIVERSITY

Series of Master’s theses
Department of Electrical and Information Technology
LU/LTH-EIT 2024-1034
http://www.eit.Ith.se

207 pun ‘1@sny-3 | 13uaxdAIL Aq parulid



