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Abstract
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structures provide, for example availability of electricity, tap water and internet connectivity. Hence, it is of essence tha

these nfrastructures are resilient to interruptions.

The purpose of this thesis is to investigatel contrasresilience levels of different types of technical critical infrastructures

in SwedenA generic resilience assessment approach is developed thagstititerruption dataasgiven bydata onduration

and consequencef failures that are gathered by infrastructure owngef#is interruption data isised as a measure to indi-
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a2 Ol ff SR UbHB hehderive® Th@& esitiede Eul/esor different infrastructuresare then used as baste

contrast and compareesilience levelachieved by the different infrastructures

The resilience assessment approach has successfully been applied to interruptiperiztiingobjective quantifications in
a unified mannerfor eight different Swedish critical infrastructures. The results revealttt@Swedish kectricity transmis-
sion systemis most resilient. Least resilient, with a great margimaiway transport system Second leastesilient infra-
structure is the &ectricity distribution system The rest of the infrastructuresvater supplysystem roadtransportsystem
and telecommunicationsystemswith regard tomobile communicationproadband srvicesand fixed telephonylies be-
tween these threebut allrelativelyon similar levels.

Examples are givelor the possible fields of usageith respect to the suggested apgach and the presented results.is
concludecdthat the results produced by the approach coulduseful in risk management processes aeldtedwork within
spatial planning or societal safety. The possibility to measure resilience as a function @f gmeified manneacross
different types of infrastructuresenables comparisons between the infrastructures. Such information could be used as a
basis for decision makers &g.evaluatepolicy andmitigationdecisions
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SUMMARY

This thesis aims tavestigateand compareesilience levels of different types of technical
critical infrastructures in Sweden by wilng interruption datand to discuss hothese types

of results can beut to real uselTo enablesuch comparis@)a generic resilience assessment
approachs developedThe developedpproachs tested anderified by appling it oninter-
ruption datafrom several different infrastructureghe scope is limited to Swedish technical
critical infrastructures, of which we have analysed data tlmrdectricity transmissiorsys-

tem several kectricity distribution systemsthe national @adtransportatiorsystem the na-
tional railway transportation systethe largest \atersupply system in Swedeandtelecom-
municationsystems wherethe elecommunicatiorsystemshas been split up ia three sub
infrastructuresvith respect to mmbile communicatiopfixedtelephoty andbroadbandervices

The study has been carried out as a quantitative empirical data analysis. The data gathering
process was significantpart of the conducted work, which was made through emails, phone
calls and online meetiisg

To analyseesilience based on interruptions two fundamental metrics are necessary, the dura-
tion of the disruption and the system functionality loss during the disrujni@nruptions are

most often logged with ealendar duration, specified by start and end diatesiof the inter-
ruption, normally with an accuracy of whole minutes, used to derivéhe duration metric.
Further, interruptions are normally logged with some kind of consequence parameter, e.g. num-
ber of customers not servethe consequence paramed@rided byat ot a | system 66b
is used to derive thieinctionality loss metrid,e. depictinghow big part of the systethatwas
affected by the interruptionnterruptionsthat had been logged by infrastructure owners but
lacked the fundamental information to derive thesenwvetricshad to be omittedrhe devel-

oped resilience assessment apprdakhsa nationalsystems perspective, where all interrup-
tionsfor a giventype of infrastructure are deemea puta strain ora nationakystemThis is

done ly aggregating all individual interruptiofisom several systems belonging to one type of
infrastructuree.qg. interruption data from several different electricity distribugistems were
aggregated into a national electricity distribution infrastructlinen thenationalsystem func-
tional ity can bresilipntecutvesael bdesecwnes/plotrethmreused as thé

main source fosubsequerdnaly®s

The resilence assessment approach has successfully been appliedtidie infrastructure
interruptiondatg sometimes covering several yedossmeasur@and comparg¢heir respective
level of resilience. The results reveal tHattricity transmissiorsystems most resilient. Least
resilient, with a great margin, railway transportsystem Second least comekectricity dis-
tribution systems The rest of the infrastructuresater supply system, road transport system



and the telecommunicatiorsystemsin temms of mobile communication, broadband services
and fixed telephonyare slightly less resilient thastectricity transmissiorsystem but all on
similar levels.

In the thess ideas aralsopreented on how the approach canusedto gain further insighg
about the studied infrastructur@sainly in relation to societal safety, spatial planning and risk
management process Thesediscussios concludethat knowledge about resilience lésje
and how they vary between infrastructures and over tarepe geful, for exampléo reveal
how risk factors and vulnerabilitiediffers between the infrastructures and how successfully
resilience enhancingtrategies for one infrastructuneight beapplicable andised in other
infrastructuresAs the approach is @etrospectivein the sense that it is based on empirical
failure data,the resuls can be used to reveal the impact of different typdezisions|s the
attained resilience level over the years for a particular infrastruotline withchanges ire.g
legislative regulatios or physical changeof the infrastructureExamples aralsogiven of
how such information coulpotentiallyaid decision makers in the work with spatial planning,
societal safety and risk management.

A significant amount of cuent research elaborates with the concept of resilience curves and
how different characteristics and properties of the resilience can be measured and dralysed.
our knowledgehowever the presentedpproactof analysingand contrasting different type of
infrastructureesiliencelevels, through the us# interruptiondata,has not been addressed in
the scientific literature As such,this thesis has beesummarigd and accepted as scientific
article to be published and presenteat the European Safetynd Reliability Conference
(ESREL) in thesummerof 2018



LI ST ABBREVI ATI ONS

ADT Averaged daily traffic

Cl Critical Infrastructure

CRAD Causereported additionatdielays

End DT End DateTime, refers to specific end (of anantuption) calendar dat

and 24hkclock time
ENS Energy Not Supplied

MSB The SwedishContingenciesAgency (In Swedish: Myndligheten f¢
samhaéllskydd och beredskap).

RAA The Resilience Assessment Approach. In the text it refers only t
developedesilience assessment approach.

RADM Registeredhdditional delayninutes

RMP Risk Management Process

RVA Risk and Vulnerability Analysis

RQ Research Question

Start DT Start DateTime, refers to specific start (of an interruption) calen

date and®?4h-clock time

SvK Svenska kraftnat
tCl Technical Critical Infrastructure
TTS Total traffic stop

VSF Vital societal functions
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1INTRODUCTI ON

1.1BACKGROUND

Todaydés modern societies are increasingly de
supplier of the services we nowadays often take for granted, services that our everyday life in
many ways rely on completely.peoplemore and more often tesdo look down onheir cell

phone than what is going on arouthem it is important that the®@ internet is fast enough.

All those pages that needs to be swiped through better be loaded fast enough, and before the
train arrives. On timelt is also impotant for the society to lift the eyes for those that might
forget, so that at least someone can expect what is needed if, and when, the unexpected hap-
pens, so that we all can continue enjoying our train rides and that new app of ours. While living

in a sogety that has taken on the quest and responsibility to protect us, it is of great importance
for that society to limit the consequences and enable a swift recovery as possible when that
somethingunexpectedhappens next.

0 Re s i :the ability toe Bouncéack, comes from Latin and is a term that has been used for

more thanl00 years within medicine disciplinddacgillivray, 1897) Even though the term

is mentioned in a Swedish medical paper as early as (B33B, 1957) it takes until 2015

before the word r e s i ik founahic 8ADLE (2015) To simplify and clarify, resilience is

defined in thisthesisas6t he abi |l ity to cope' Iwtrmhofrshd r ec
management, emergency preparedness and societal gdefaetpstcommon way ofnterpret-

ing system resiliends that it isameasurablattribute Giventhat asystemaffected by stress

increased resilience &chievedoy:

i) Better absorbing thsetressby reduang the initial impactrom a given threat or hazard

! Svenska Akademiens Ordlista (Eng. The Swedish Academy Glossary); a word list which for many acts as the
standard of the Swedish language, defining real and correct Swedish words.
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i) Better recovering from the streds; decreamg the time until the system is restored
again

Most oftenit is considered thakesilience is achieved as a combinatiénthe two (Hosseini,
Barker, & RamirezaMarquez, 2016)

The concept ofesiliencehashad a boost of usage within the different fields of risk manage-
ment, not least in regard to infrastructyrasd specificallycritical infrastructuresas well as
societalsafety In nature the critical infrastructures in our society are complex and increasingly
interdependenfLaugé, Hernantes, & Sarriegi, 2015; Rinaldi, Peerenboom, & Kelly, 2001)
The volcanic eruption of Eyjafjallajokull in Iceland, 2010, the devastating ingb&tirricane

Katrina, 2005, in New Orleans, USA and the 11/9 terrorist attack in USA in 2001 are only few
examples of large scale events involving critical infrastructures that have resulted in large scale
societal consequences. Events that, consequaltstyexposed their vulnerabilities. However,
these kinds of external events are not the only threats that infrastructures are exposed to, as
they can originate within as well, as both low and high impact events shape the overall resili-
ence.In the early tage of thighesis afterattainingsomeempirical interruptiordata gathered

by Swedish authorities, businesses and organisations, it stood clear that the many theories of
resilience assessments we had studiectinadequatén relation tothe dataachevedandour

research questionasthey are either

1 based orsingle largescale kind of eventsr scenarioswhere detailed information
about how the system's characteristics is assumed to be known, hence also measured
and/or

1 addressingesilience inonly one specific type of infrastructure

No approach wafund on the subjethatassesesboth multipletypes ofinfrastructurewhilst

also addressing string of differentypes of small to largescaleevens (Nan & Sansavini,
2017; Panteli, Mancarella, Trakas, Kyriakides, & Hatziargyriou, 2017; Ouyang & Duefias
Osorio, 2014; MacKenzie & Barker, 2B 10uyang & Duefia®©sorio, 2012; Ouyang, Duerfias
Osorio, & Min, 2012; G. P. Cimellaro, Reinhorn, & Bruneau, 2010)

After a largescaleevent such as an earthquakeaiftood, in a modern society, there is prob-

ably much information to bgatheredhat justifies many of these resilience theories. However,

the more commoavery day kind of incidents seems to be left out or forgotten. Soittere

is much written about resilience assessments on critical infrastructures, there is not much to be
found on how to perform larggcale assessments, with laiggaleinterruptiondatasets,in-
cludinglow to high impacevents. There seem to be a gap in research in how to use the different
frameworks andnethoddor assessing resilience, when #wailable interruptioata does not

fit any of the assessment tools andfethodspresented in scientific literatur@o our
knowledgs@.



1.2A1l M ARDRPOSE

The aim of tis thesis is to explore how resilient different technical critical infrastructures are,

by analysing real data of disruptive events and failures gathered from different Swedish com-
panies organisationand authories. The ambition is to develomanericapproach for meas-

uring resiliencdased on interruption datan approach that inumified manner will define the

level of resilience for differertlypes oftechnicalcritical infrastructuresThe aim is furthera

analyse the resilience of different Swedish critical infrastructdieis ishere done by gather-

ing andanalysng interruptiondata br those critical infrastructurdsy a generic approachs-

suming that the resilience levels can be defined and measithethe developedapproach,

the various reasons and sources for the resilience differences can be brought to light. This opens
for discussions about those differences and about how such an approach can be utilised. Our
ambition is to give some ideas amukswergo questions related to what practical opportunities

can be derived from an implementation of the approach, and how such knowledge could be
utilised within the fields ofisk managemensocietal safety angpatialplanning.The intention

behind ths is to clarifywhy the concept of resilience is important and homwight beused to
increase societal safety amaprove the functioning aiechnical critical infrastructures

1.3RESEARQWBESTI ONS

Theresults from tfs thesis work aims taddress threeesearch question$he main research
guestion(RQ), RQ1makes the foundation of the thesis and is followed by RQ2 and RQ3

RQ1. How can the resilience of different critical infrastructure be measured through em-
pirical interruption data and compared in a umifireanne?

RQ2. How resilient are the different types of critical infrastructures?

RQ3. How can such results be used as inpuh&risk management and spatial planning
process?

Initially our intention was t@lsoaddress fourthresearch question:

D. What are plausike explanations for differences and similarities of the resilience lev-
els for different critical infrastructurée.g. technical aspects, safety cultural aspects,
legislative or regulatory aspects)?

However, due to time limitation and underestimagiohthe work ofcollection the necessary
data and analysis the datathis questiorturned out to widen the scopmo much Instead ve
chose to briefly bring up the topic in tléscusgn and addrespossible future research in
relation to thisquestion hopingfor someone els® undertake suckvork in thefuture (see
Chapter).



1.4DELI MI TATI OINSMIATMO | ONS

Defining resilience from severdifferentcomprehesive sets ointerruptiondata have proven
difficult and timeconsuming, to narrow down to an appropriate scope for the thesis and set
some boundaries for what to be expected of the thesis, limitations and delimitations are here
clarified.

1.41DELI MI TATI ONS

As resilience is a widely used and iaisultidisciplinary concept, it is important to clarify that

in this thesighe concept will be strictlpddressel r om a 6 Syst ems Engi nee
Further, before attempting to obtain interruption data for critical infrastructure we choose to
delimit ourselves tdechnicalcritical infrastructures, such aaviatiory, railway-, road and
maritime transport, telecommunication and internet, the ateptriver grid (e.g. electrical
transmission and distribution) and water supply. To further narrow the scope down we limit
ourselves to technical critical infrastructures within the geographical area of Sweden and aim-
ing for a national infrastructure perspiee. The work of this thesis is highly dependent on the
possibility to get access to interruption data as our intent is to use empirical interruption data
to estimate resilience level of several different infrastructures. It was uncertain from the start
for how many infrastructures we would be able to obtain data for. For this reason, we decided
to cast a broader net in our search of empirical interruption data to see which actors that col-
lected and could share the type of data of interest to us. Faittbal infrastructures that we
managed to gain access to interruption data, we only askddtédor the past ten years

1.4.2L1 MI TATI ONS

The thesis is very much limited to thgoe and amount of interruptiatata thacan be col-
lected, so depending on hdar back the data has been gathered and what pararthetease
included in the datahe limitations will vary both in terms of time span and data quality. To
develop ayeneric resilience assessmapproach that utilisaaterruptiondata to draw conclu-
sionsregarding the resilience level of different types of critical infrastrucpossibly in com-
bination with probabilistic theories and perhaps stochastic matiedsobvious that the data
quantity and quality will be a limiting factoFollowing pont gives indication of limiting fac-
tors:

1 If interruption data is systematically gathereddnyactorfor some instance and if it is
publicly available, the latter as there is a possibility that the data is seen to be of sensi-
tive nature.

1 We are limited tdhe parameters the respective actor colleets which is normally a
reflection of if the data is gathered for internal or regulatory purposes

4



We are further limited to the time span for which the infrastructure actor has been re-
cording interruptions.

Sample size of the interruption data in terms of the coverage of the critical infrastructure
under study (e.g. percentage of the tatahberof actors within the infrastructure).

How well the data represents reality, i.e. what are the limitation ofthes pect i ve ac
data gathering process.

Geographical scope of the sample datathere is not always possibility to get access
to data that represent the national level.

How well methodsand theorypresented in scientific literatutbat can be appleeto
the type of realife data that is gathered.






2 THEORETIBALIKGROUND

A literature review was conducted to get a more in depth understanding of the central concepts
and available resilience methods to servaramspiration to formulate the Resilience Assess-
ment Approach (RAA) to measure resilience level for different types of critical infrastructures
(Cls). The review was targeted mainly towards literature involving quantitative methods to
assess resilience td@chnical Cls by utilising the databases LUBsearch and LOVISA. The fol-
lowing keywords wereused: Resilience in different combinations with words like Metric, As-
sessment, Model, Modelling, Framework, System, Critical Infrastructure, Technical Infrastruc-
ture System, Quantitative.

To give acontext for the ideas and work in the thesis and to lesttadotheoretical background

for argumeng put forward this chapter will start with an introductive paift underpinning
concepts for the thesis (secti@rl). In the second part of the chapter the focus is narrowed
towards resilience in the field of engineering (seca?), where we presérthe ideas put
forward in relevant academic literature regarding assessing resilience of Cls, followed by
discussion about what has and has not been done so far (to our knowledge) in this field of
study.The latter to introduce what kind of theories dideas thais lacking in the scientific
literature ands of essence tbe able tdulfil theaim of the thesis.

2.1CONCEPTS

2.1.1CRI TI €ENHRASTRUCTURE

Modernsociety is highly dependent on vital societal functions (VSF) (e.g. electngatier,
food) which ae provided by various critical infrastructure (ClI) (eetgctrictransmission and



distribution grics, water distribution networks, and road transportaiiptsB, 2014) The in-
frastructures that are considered tachcal are those that if a disruptive or destructive event
occusresulsin severe impactohnhe nati onds ec onialmsll-peingeqxcur ity
essence severely impacting services and systems that are of significance to human activity
(MSB, 2014; Brown, 2006; Rinaldi et al., 200Eurthermore, infrastructures are complex sys-

tems that are highly interconnected and dependent upon each otham.ifdvidual CI to

operate at normal functionality it requires either products and/or services from otfieauzié

et al., 2015; Rinaldi et al., 2001)

The Swedish Contingency Agency (MS@017a)r ef er s t o a <criti cal [
activities, facilities, nodes, infrastture and services that maintain the function that they are

a p a pitl) thisfissimilar to how Cl are definéak exampldan USA, Canadand European

Union (Homeland Security, 2017; Public Safety Canada, 2017; EU, 2008an be present

at any level of society, that is national, regional and 10d&B, 2017a) Additionally, MSB

(2017ay ef er s t o vital soci et al ntdinagivenfunctionslityas f ét
Each such function is i ncl (pdeWhatideternonaseaCbr mot
according taMSB (2017ajs if the infrastructure meets one of the stated critgrid )

T AA |l oss of or a severe disruption to the
events, rapidly |l eads to a serious societ
T AThe activity is necessary and very esse

crisiscan be mitigated as much as possi bl eo

Cls can be identified within different sectoldSB (2014)refers to them as societal sectors.
Within each sector various VSF are present. In Sweden there are eleven societalEsectors:
ergy supplyFinancial servicesTrade & Industry Health, medical and care servigédunic-

ipal technical servicednformation and communicatiofrood, Public administration (man-
agement functions and support functiori®jotection, safety and securjtgnd Transport It

varies between nation to nation which and how many sectors that are classified as critical in-
frastucture sectors. For examiileere aresixteen sectorgr USA (Homeland Security, 2017)

in Canada tesectorqPublic Safety Canada, 201@nd inUK thirteensectors have beeden-

tified as critical or national infrastructuréSPNI, n.d.)

Nations all over the world recognise the importance of protecting Cls with the aim to reduce
the vulnerability of the Cls and strengthen their resilie(iteropean Commission, 2017;
Homeland Security, 2017; Public Safety Canada, 2017; MSB, 20id)concept of Cls was
relatively new in USA in 2006 according Byown (2006) It was first defined in an official
federal policy in 1996, Executive Order 13010 signed by President Bill Clinton which related
to protection of critical infrastructures. The September 11 2001 terraaskathighlighted the
issuesnf defence and security, and CI protection became a top federal piBrotyn, 2006)



The European Union also developed a critiofdastructureprotection program, following
September 11, 2001 and the bombings in London and Madrid, in which the 26di82Etive

was important partThis directive focusses on European critical infrastructure and their pro-
tection and where CI was defined fran EU perspectivéMSB, 2015, 2009; EU, 2008)n
Sweden the conceptas not formally defined, and a plan &itesd out until 2013. This was
done in a document from tiMSB (2013)regarding an action pldor the protection of vital
societal functions and critical infrastructure. The European program was one of the driving
forces behind the Swedish action p{M5B, 2015) Even though the CI term has been around
for some time now, it is still relatively new within Sweden.

Brown (2006)emphasissthat long before the critical infrastructure cept became a trend
within the political scene, Athreats to seryv
have al ways (phxip Distunbancds due $o dnfrastructure failure can result in
consequences spanning from benign to catastrdphitte, 2003) These failures can result

from various hazards and threats that the CI faces. It can be nature related hazards, such as
lightning, hurricanes and severe storms, earthquakes and flocals diso be related to threats

such as antagonistic and premeditated destruction of the CI. Failures can also arise are due to
degradation of the CI (simple weandtear), insufficient maintenance, outdated technology,
accidents and recurring human err@@sown, 2006)

As mentioned previously, Cls are dependamd interconnected (in other words interdepend-
ent). The combined operational characteristics of infrastructures are strongly influenced by
how strong the linkage between the infrastructures (dobansson, Hassel, Cedergren,
Svegrup, & Arvidsson, 2015)ight connectioimmeans that the system has little or no flexibility

to respond to failure or the changing condition. Wholese connection, then the system is
relatively flexible to respond to changing condition or fail(R&aldi et al., 2001)Addition-

ally, Nan and Sansavini (201%)t at es t hat At hese i nterdepende
thr eat gen dgp 26} Thisigturn makds midigation strategies to minimize the dam-
age to an infrastructure and to ensure its continuity of service complicated. Due to this linkage
between infrastructures there is a possibility of a cascading failure could ocauherbsund-

ary of the infrastructuréLittle, 2003) meaning the failure of one infrastructure could result in

a failure of another infrastructure. Thus, increasing the vulnerability of the infrastructures to
negative impact which may not be easily fores@¢an & Sansavin 2017; Johansson &
Hassel, 2010; Wilhelmsson & Johansson, 20R8)aldi et al. (2001proadly categorises three
classes of infrastructure failur€ascading failuré i a uptiorsim one infrastructure causes

a failure [ é] i noEacalatiegdadunddafdisruptionansre innastituaiuree
exacerbates an independent disruption of a second infrastr(oi2®) fi €.9.,the time for
recovery or restoration of an infrastructure increases because another infrastructure is not avail-
able) (Little, 2003, p. 3) andCommon cause failurie iwo or more infrastructureetworks



are disruptedt the same timg é because of a common caagRinaldi et al, 2001, p. 22)
fi(e.q., natural disaster, righf-way corridorp (Little, 2003, p. 3)

The critical infrastructure sectors presented by MSB (M&Brsto themas societal sectors)

gives a starting point to determine which technical Cls we should attempt to get interruption
data for from a national perspective for this thesis. Cls are the backbone of societies. Thus, it
is important for a Cl to be able to recowrickly from interruptions. Though interdependen-

cies are not the focus of this thesis, it is important to mention to gain a better understanding of
Cls vulnerabilities and that threats can also come from interruptions in other infrastructures.
These depatencies can also prolong the recovery process and the aggravate the consequences
that arise in the society. This is where the concept of resilience is of value. The more resilient
a system is, the quicker it recovers from disturbances.

2.12RESI LI ENCE

To startwith, as mentioned in the introduction, resilience comes from Latin and rtfeans

ability to bounce backHosseini et al., 2016; SAOL, 201%nd we simply define resilience as

6t he ability to c o pss.Histaritallythatarch has beenousedinmdny om s
fields and disciplines, an engineering article from as early as (I8&8gold)is found men-

tioning resilience as the greatness describing how much strain a material cawitiesisgt

permanent distortignn this case regarding different kinds of timb&medical paper is found
mentioning the term already during thé™@entury, where it describes resilience regarding
certain tissueds abil irtsiMacgilovrap ©807) Itiscalsdaavellk | n o
known and used concept in economics, where i
and recover from a chodBriguglio, Cordina, Farrugia, & Vella, 2009Dther disciplines

where the term is frequently used is sociol
ability of groups oicommunities to cope with external stresses and disturbances as a result of
social, political (Adgat, 2000 p.larnodn nenn teaclo | cohgayn g ewoh ¢
acharacteristof ecosystems to maintain (Atdgern2808,] ves i
p. 1) The concepis used from many differepierspective, suchas r gani sati onal s
operational ontinuances and adaptabilities, supply change management, safety engineering
disaster managemertc.(Bhamra, Dani, & Burnard, 2011Regardless of the broad applica-

tionsand usage there is a common ground that séefme generic in all thdifferent defini-

tions, even if the terminology might diffstightly depending on the writer atidesubjectarea
Fundamental properties that seem to be considered essential for a sybterasibent are

given by abilities such ggeparednesgeadinessrobustnessrecoverabilityandadaptability

(Hosseini et al., 2016; Bhamra et al., 2011)

Understanding the concept of resilienaed how it differs between various disciplinasd its
propertiesis fundamental in order to measure resilience of criicfihstructuresin section
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2.2we narrow thescope andocuson how researchers in academic literattelated to engi-
neering systembave been attempting to measure resilieznog giveexamples of how re-
searchers havepproachedyuantification ofresiliencein critical infrastructures.

2.1.3RI SMIANAGEMENT

Risk managemens often considered as a process tlagdesawareness of potential risks that
a system can be exposted(or threaten byin terms of events thatan result imegative con-
sequencesThis thenprovides a basidor managinghe risksthat fall outside of what is con-
sideredto beacceptable riske.g. through risk mitigatioor risk prevention) A system ca
refer toentitiessuch as organisatisnwhole society(or some of its parts at different levels
e.g. localor regional level)pr onéseverakritical infrastructure. Consequently, risk manage-
ment can be applied within multiple discipim

Accordingto theInternational Electrotechnical Commission [IEC] (1998k management
consists of three partthat isrisk analysis, risk evaluation and risédductiontéontrol in sys-
tematic way (se€igurel). Where risk assessment consists of the fivetstepsi.e. risk anal-

ysis and risk evaluatignvhich involvesidentifying and analysingisk scenariosind then con-

sider which risks ardeemedacceptable and which are neith the aim toput forth potential

risk mitigationoptions. For those risks that are deemed not acceptable an attempt is made to
redwce or control the risks order to achieve successful manageni®iisson, 2003)

Risk management

Risk assessment

Risk analysis Risk reduction/control

Risk evaluation
» Scope definition
« Hazard identification
« Risk estimation

+ Decision making
* Implementation
+ Monitoring

« Analysis of options
¢ Risk tolerability decisions

A A

Figure 1 Risk management processaadapted from IEC (1995)

The wordrisk is fundamental in the risk management proc&3dR), as the risk management
term indicatesMeaning, h order to manage thiesks,one needs to define what risk sow-
ever, he concept is not strictly ancthambiguoushdefined,as its meaning can vary between
disciplinesand peopledperspectiveand sassociatewvith impact on whahumans values e.g.
in relation toenvironment economic (property), human lifEuropean Commissn, 2010;
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Renn, 1998)Generally risk is defined by answeritite three questionpresented byaplan
and Garrick (1981)

i)  What can go wrong?
i)  What is the likelihood of it happening?
iii)  What are the consequences?

This wayof defining risk is commonly used when condngtiisk assessmentd engineering
systems The outcome is a list with various scenarios, the probability of each scenario and
consequences.

During the analgingphase of the RMP it is essentialconsidethe effects on what iselieved
beingof value (in other words the consequences to wieaashumars put valueon) (MSB,
2017a) From the perspective of societal safety and protection of critical infrastructure and its
vital societal functions MSB refers to these valassore valiesand within Sweden they are

the following(MSB, 2014, p. 11)

1 Human life and health

1 Vital societal functions

1 Democracy, rules of la@nd human rights
1 Environment and property

1 National sovereignty

It can be expecteih terms ofthis contexthat thesevaluescan vary from nation to natigim
terms how broadly they are defined

Vulnerability is another term that is very relevant to the RBMihansson, Hassel, & Zio, 2013)

It indicates the impact of an adverse event, meaning how serious and how rsystem or
society or part thereqfis affected.Actors have certain capabilities to deal witie conse-
guences of an everithat said, alegree of vulnerability can be indicated by the consequences
when a society or an actor fails to anticipate, manage, withstand, and recover from an event
(MSB, 2011)

In Sweden all municipalities, county boards and central agencies are bound by law to perform

a risk and vulnerability analgs (RVAs). The reasoning behind it is to strengthening crisis
prepaedness of individual actors and the a wholesociety atall levels (national, regional,
local) (MSB, 2014).fil n accordance with MSB regul ations
ments, public sector actors are required to report identified VSF & Cl and their critical depend-

e n c i(MS8,2017a, p. 1)These RVA contribute to gaining knowledge of the national risk

picture as well agproviding a basis for decision making, urban plannamgl information for
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the public about societal risks. Overdlie aim of theRVA processess to develop joint soci-
etal ability to manage risks and vulnerabilities, as well as prevent and mitigat¢M&n
2017a)

A risk management process that incorporates both risk and vulnerability amalsisrdance
to MSB (2011)is demonstrated iRigure2.

\|
Method, \ \ Continued

Roleand |\ . cpective Risk Risk Risk \ capability \\Vulnerability |\ Resultsand \|  work,

area.of - and identification analysis evaluation |/ assessment // analysis |/ conclusions | measures, |
responsibility e |

delimitations / /f |/ plans, etc. |
! / / / {

Risk management process ]

Figure 2 Risk management process which includes vulnerability assessment, adapted froavEB (2011)
Translation from Swedish to English done by author of this thesis.

Figurel andFigure2 are just two of many ways to illustrate the risk management process. The
benefits of having a wellefinedRMP is that it enables for more effectiveanagement of
risks (Swedish Standards Institute, 2008hich is considered essential for dealing with com-
plex systems.

A successfully performed RAA as suggested by the scope of this thesis will quantify resilience
for different tCls. Such results could be found as useful tool iREhB, e.g. in the risk analysis

and vulnerability analysis stages of analysing certain.rifkbe measured resilience results
from different timeperiods are compared, e.g. before and after a performed risk management
process, it could possibly be used as an input for evalu&iarh results can then be used to
compare between the tCls, tepliay where different efforts are put to best use.

Furthermore, if such results are compared for a single-Ergie event, like a storm, the results
could possibly be used to analyse how vulnerable the different tCls are for the given event.

RESILIENCE AND RISK MANAGEMENT

In terms of risk engineering the conceptesiliencehas not been widely used until quite re-

cently. AsMacKenzie and Barker (2018jgues on system resilience and risk engineering, that
historically has risk assessment procedbesen focusingn the classical definition of risk as
aproductofariskscear i o6s probability and consequence
the risk, work have mainly been put on preventive efforts that absorbs (lesser consequence) or
avoids (bwer probability) the riskLately emphasis has been made to enlighten the faict th
disasters and disruptive events will continue to occur and shock societies in new and unantici-
pated ways, they will cause civil damage and lives no matter howheelsocietesarebuilt

and prepared, so that focus of risk management should be beokaied pubn the risk event
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as a whole; #ort is needed in all phases: preparedness, response, and rgddaeienzie &
Barker, 2013)

2.14SPATIRILANNI NG

Spatialplanningis aninterdisciplinary activityof planningthe spatial dimensions otociety
basically referring to where to put what and for what realsdieak with objectiveghatunites
economic, social and environmengglals(ESDP, 1999)lt is not simple todefine,and the
scope of spatial planning is interpreted differeailyongst actorst includesdisciplines such
asphysical planningcommunity planningndurban planningThe United Nations Economic
Commission for Europ@JNECE) summarizesheaim of spatial planning itenitems which
are the followig (UNECE, 2008, p. vii)

1. Promote territorial cohesion through a more balanced social and eco-
nomic development of regiongicaimproved competitiveness;

2. Encourage development generated by urban functions and improve the
relationship between the town and countryside;

. Promote more balanced accessibility;
. Develop access to information and knowledge;

. Reduce environmental damage;

3
4
5
6. Enhance and protect natural resources and natural heritage;
7. Enhance cultural heritage as a factor for development;

8. Develop energy resources while maintaining safety

9. Encourage higkguality, sustainable tourism;

10. Limit the impact of natural disasters.

To approachthis conceptith a Swedishperspectives complexcommissionsnd legislations
of severaluthoritiesneeds to be addressedctverthese itemsnd there is no clear Swedish
translationof the English term spatial planninghich makest even more difficult to address
(Nordregio, n.d.)We have found theifflerent aspect®f spatial planningandthe shared re-
sponsibilities between actots overlapeach other anthat theyare sometimes difficult to
differentiate.Boverket(2017) dividesthe Swedish scopef spatial planningn three levels
namely:

1 National level
1 Regional level

1 Municipal level
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Most of the Swedishpatialplanning is carried on the two latter levels, where the municipalities
hawe the most power and influence. They are responsible for evagy/fhom micro level de-
cisionsinthese al detd abdl ed de v obhnoperlematro gedspeative in the
muni cipalityds mo rcanprghensieerplai{Boverketd 205/ )espitathd e d
municipalitie®self-governedgower, the regionaland national levét influence regardingpa-

tial planning is still of importance from a risk perspee. Especially regarding tCls, as they
arecrucialfor the whole nation.

The RMP in relation to spatial planningp accordance t&®addningsverket (199&)oesnot
differ much from theanore classischematics of thRMP (seeFigure3).

‘ /Jj Y

— Aim and delimitations |« >

e, i
v

' T

Identification - > p

’ e, i
— )

; Analysis )

Criteria for Monitoring and
Risk [} C ng The surrounding
) < » Risk
Evaluation - world
communication
Risk Level

v

' ™

Risk evaluation - > >

e, i
v

' T

———  Risk mitigation < >

C H_/ —

P: Probability
C: Consequences

Figure 3 Risk management process in the context ddpatial planning, adapted from Raddningsverket
(1998) Translation from Swedish to English done by authos of this thesis.
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RESILIENCE AND SPATIAL PLANNING

As Fleischhauer (200&tates, hazards are momeless prone to be arspecific. While com-
paring the risks from a volcar(fixed location) with the risks with terrorism/stors{unpre-
dictable locatiol it is obvious that some risks are spatially more easily assessed. However,
calls for methods that caaid the procesw identify, locate and quantify societal hazards are
mentioned both b¥leischhauer (200&nd in the UNDP lead project Bklling et al. (2004)

It is of our belief, that ihdaptedand utilised in the right wayhe RAA presented in this thesis
could contribute in such process

22RESI LI ENCENGINIEERI NG

Various literature is available on suggestions how to measure resilience from different perspec-
tives, where engineering perspective is of interest here. Mettepisted in academic litera-

ture to assess resilience of Cls can be divided into qualitative assessments and quantitative
assessmentsiosseini et al., 2016Qualitative assessments approaches uses ideas and reason-
ing to assess resilience, while quantitative methods uses calculatatigtical and mathemat-

ical approache¢G. P. Cimellaro, 2016From an even wideperspective, these methods can

be divided into three categories: expert based, modelling and simulation badesmpirical

based methods. Methods that are considered expert based are typically based on assessment of
system characteristics (e.g. redundancy and resourcefulness), where goofaesilience

index for the system is produced through aggregation of experts' opiH@ssel & Johansson,

2016; Hosseini et al., 2016)he resilience elicitation approach depicteinang, McDaniels,

Fox, Dhariwal, and angstaff (2014)s one example of expert based method, where in context

of interdependent critical infrastructures they estimate resilience levels based on expert opin-
ions for a specific scenario which results in estimated service disruption levedsityset/a
disruption is rated from no loss to severe loss for various time lengths of disruptions. Modelling
and simulatiorbased methods, in the contexts of assessing resilience of Cl are quantitative
approaches with the aim of observing the modellecehr of the system during disruptive
event(Hosseini et al., 2016; Ouyang & Dueffasorio, 2014) Some athors even include
conceptualisation of more gemakresilience ratrics which could be utilised for empirical re-
silienceanalysis anépply them in the context of modelling and simula{idan & Sansavini,

2017; Panteli et al., 20).™Methods based on modelling and simulatspan e.g. from being
network theoretical, optimization, Monte Carlo to fuzzy logic approa¢Hesseini et al.,

2016)

As mentioned so far, there ar@nyways to take on resilience assessments, all with different
and unique strengths and we adsa)thesnsos Biteresthg we v er
part of the literature and reseamtethe methods with empirically produced resutteaning
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that they use some form of data or other types of observations to empirically withdraw charac-
teristics or parameters that are represt@re for measuring resilience. This topic is young and
interesting work has been found that we have had the benefits of being inspired of. For instance,
Wilhelmsson and Johansson (208&plays an exampledm how empirical data can be used

to derive characteristics of a system that represents properties of resilience, which is exactly
what this thesis aims at. Other work that addresses the field of assessing resilience from dis-
ruptive events is e.d?anteli et al. (2017)who presents methods of measuring resilience by
using the number of tripped powerlines to define resilience matf@sand Sansavini (2017)
andMacKenzie and Barker (2018%es similar ideas to measure resiliehoghquite detailed
methods for measuring the system, meaning that they need information that is not easily ac-
cessible Further, they are commonlgoking at single largscale kind of events. What we

could not find in our literature review, is a generic method that can be applied to empirical
interruption data without the need of additional tiommsuming data gathering, and that takes

a broader sp#rum of interruptions into consideration. Winabst ofthe abovementioned re-
searchhasin common, is the concamlisationof systemgesilienceby | o o functiogr at 6
alityd as a fimemuibgidisraptive évestwhich is described in furtheletail in the

next section.

221QUANTI TATI VE CREE AISISIEESNS MENTHABP ROA

Many method®xistto numerically define and quantify resilienige critical infrastructures

there seem to be no end to all thiferent suggestion®ne can quantitatively measuaiad

define resilienceThere is one thing almost all the resilience assessment methodologies have
in common, which i s t héf drdetabvard & laWkegpéds the mo s
emphasis is generally on measuring resilience in relationingle specific event or a scenario

(Nan & Sansavini, 2017; Panteli et al., 2017; Hosseini et al., 20h&) idea of looking at
resilience asomething that should relate to the measured system functionality over time, was
initiated byBruneau et al. (2003Basically, an incident results in an immediate loss off func-
tionality, from which the system then recovers, resulting in a triangular shape syltsm
functionality is plotted as a function of timgeeFigure 4. Bruneau et al. (2003)roposed
conceptualisation is someti me@anteleet d.r201&,d 1t o
Hosseini et al., 2016)

17



Functionality
A

()

FLOSS

to T+t Time

e --- Recovery time ----

Figure 4 Functionality F(t) plotted as a function of time adapted fromHosseini et al. (2016)

The product offunctionalitylossovertime is normally referredtoasr e s i | i (B®she | os s
Figure4), andis the fundamental idea used inailhthe presentechodels and approaches. The

initial drop in functionality(t) (in this thesis we refer to this drop lasnctionality Losycan

beani ndi cator of the systemob6s r obF@.stoRiTets)s, and
i ndi cat es rapititg recowemakiliy mribs preparednes@s. P. Cimellaro, 2016)

There are different ways to interpret the recoy@ngse ad analyse its behaviour to quantify

better or worse resilience. Three different typésrecoveryphasesare suggested bg.

Cimellaro, Fumo, Reinhorn, and Bruneau (208083 shown irFigure5, of which the expo-

nential shape isonsideredhe one that is most common in real evemtsmonstrating a well

prepared andrapid recoveryf systemfunctionality.

Functionality
Functionality
Functionality

Time Time Time

Linear Trigonometric Exponential
recovery recovery recovery

Figure 5 Different recovery behaviours, of which the 'Exponentialshape indicates betterecoveryand the
‘Trigonometric' shape indicatesworse, adapted fromG. Cimellaro et al. (2009)
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In literature there are alstepictedexample of approaches where the resilience c{some-

times referred to as functionality cunis)divided into several different phases; suclioaig)-

inal steady state&ystemdisruptior§ disruptivestatd Gystem recovely and adstable end
statéd(Nan & Sansavini, 2017; Henry & Emmanuel Ramikarquez, 2012)Here we have

two additional phaes compared the resilience curpessentedh Figure4 andFigure5, which

arethe system disruptiomnddisrupted stateSystem disruptionis the state in which the sys-

t emdés f unct i oaneslbwlytfrgm tleelisrupiva evehisncedescribing a system

with the ability to supress the initial drop. Before the system shaas to recover itis in the
disrupted statewhich describes a system that might sustain the state of disruption for some
time, normally unwantedlybefore it enters the reeery phase, as seenkhigure6.

Functionality

A Disruptive
event

F(t)

System Disrupted System
disruption state recovery

Time

Figure 6 The idea of &ystem Disruptior that leads to adDisrupted Statedbefore recovery, adapted from
Hosseini et al. (2016)

Theseengineering perspectigen resilience poses two fundamental questions:

1 How to define the functionality? From what kind of data or observations should the
functionality curve be based upon and how is that datatosgerive metrics that can
quantify the functionality over time (shaping the line)?

1 How to define resilience from the measured functionality? When the functionality is
measured and calculated, how does one derive different metrics and deraligre-
silience from this information?

Here theseveraldifferent waysare suggested in the literatune ltow tointerpret and quanti-
tatively measure resilienc@neexamples MacKenzie and Barker (2018)here data regard-
ing electrical power outages used to derive the functionality. Another example is fiban
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and Sansavini (201 Wherea combination of number of tripp@dwer lines, energy not served
and the availability of some important instrumeistssed to derive functionality. A third ex-
ample isfrom Panteli et al. (2017Wwherethe numberof tripped power grid lines and delivered
power is used to derive functionality. A fourlxample isfrom Vugrin, Warren, and Ehlen
(2011) wheredifferent costgor repairing andecovey of petrochemical supply chaimsused
to derive functionality. And a final example@ P. Cimellaro et al. (201@herelost lives in
combination with different restoring costs for hospitalased to derive functionalityThese
are only some examples from approadhasmeasurefunctionality, similarly to the approach
presented in this thesi$he specifics of the different suggestatethodologies antiow to
calculate the resiliencredifferent in them all.

Our aim is to provide a generic RAA that is utilising empirical interruption data to assess over-
all resilience of different types ¢€ls. For the development stage of the Rih& above sug-

gested quantitative resilience assessmmthalshave been used for inspiratidtence, ashe
collected interruption data span long periods of time and contains hundreds and thousands of
interruptions (compared to the dominating view of measuring resilience for single specific
events), assessing rgsnce in terms of functionality over time becomes the fundamental ap-
proach and starting point for developing the RAA.
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SMETHODOLOGY

The aim of thighesis is orassessing resilience afitical infrastructures (CIs) thédlls within
the category ofechnical, referred to as technical critical infrastructure (€ias unknown
from the start of the project what kind of interruption datdfor how many tCls itvould be
possible to retrievdata from it was decided tapproach as nmy tCls as possible in the be-
ginning of the data collection procesés summary lie followingtCls we were able to attain
usable data frorElectricity Transmission, ElectricitPistribution, TransporRoad, Transport
Railway, WaterSupply andTelecommunicationAttempswerealsomade to retrieve interrup-
tion datafor District Heating,TransporiMaritimeandTransport Aviation, but without success.
In this chapter the method used for gathering the datdi¢n3.1), for processing and treating
the raw datadection3.2) and the deveped resilience assessment approagtt{on3.3) is
presented.

3. IDATAGATHERIPRGCESS

3. 1.1IILLUSTRATI ON AOFA TGARH HERI NG PROCES

Figure7 demonstrates the outline of the conducted iterative data gathering piiasssro-
cesswassplit into threadifferentphases.

PHASE 1
Identifying technical critical infrastructures(s) within Swederthat areof interest.

PHASE 2

Identifying actors, preferably at national level, that potentially collects interruption data for the
respective Cls. Once identified, contact the respective actor or actors and attempt 1o get in
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touch with appropate department or person within the organisation. In cases &whaxtor
is unable to assist, that actor is considered a dead end and further atfgropssble are made
to identify another actor or actors for that respectivéh@l could potentid collect interrup-
tion data

PHASE 3

Retriewe the interruptiordata from the respective act@sdexamineit to gain further under-
standingof the quality and quantity of the datenportant points to consider are:

i) How the data is presented? (e.g. isdhta aggregated in Excel spread sheets oris it in
form of incident reports that need to be manually aggregated into Excel spread sheets?)

i) What are the parameters given in the data set?
iii) Whatarethe limitatiors of the data?

After gaining knowledge of theespective data set needs to be determined if the data set has
at leastthe minimumdesired parametenmseededfor the Resilience Assessment Approach
(RAA). If not, additional attempts are made, e contaghg the informanbf the respective

Cl andbr search online for additional informatiaio gather the necessary ddfaadditional
datais achieved it again needslieevaluaté. This is considered an iterative procdsases
were no moraisefulinformation and/or datean be gained the process is stopped.
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Phase 1 'O

Identify the critical
infractructures
Phase 2
Identify actors
Contact actors
Does the actor
collect data on
interruptions?
Phase 3
Retrive interruption
data
A
—— How is the data presented?
. What parameters are given in the data set?
Evaluate if the data What is the limitations of the data?
can still be used
I !

Estimated that no Does the data have

more information can the desired
be gathered parameters?

1

Reach out to contact
:’ and/or search online

 IAdditional data and/or Do‘f;;hn‘ji:ia"‘]i r':]a"e
. |information needed? h
' parameters required?

The data set is
considered usable [

H

Figure 7 Outline of the data gathering process

3.1.2FURTHER ELABORATIHEN DATA GARROEREISNEG

When it came to identify and contacting actimrsa specific infrastructur® inquire interrup-
tion data, this procesormallyinvolvedcontacting severalifferent actorsas well aglifferent
personsvithinana ct or s 6 0 wnana follgnwang suggastiansoohappropriate contact
personsall in the attempt to find the ppopriate contact person with the knowledge and the
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resources to assist witupplying thedesireddata. In the cases where interruption data could
possibly be obtained, the contact person often needed further understanding about the aim and
purpose of thehesis to comprehend what kind sifecificdata. There was also reeedfrom

our side taunderstand what kind of data the respective actor collected, to endbienulate
understandableequirements fothe actor in order toetrieve adequate data. Fdrdse Cls that

could offer interruption data, further explanation regarding parameters given in the data set and
additional information and/or data was needed in most tad®sable to use the data

Theinitial intention was to collect interruption ddtam actors solely a national level, how-

ever that was not possible for alltical infrastructure¢suchasfor WaterSupply). The actors

that provided interruption data that met the requirements for our resilience analysis are pre-
sented inTable 1. Additionally, Goteborg Kretslopp ochVatten(Water Supply), VA SYD

(Water Supply) and SUNET (Telecommunicatidtetwork) provided us with data. Unfortu-
nately, these data sets did not meetrttinimum requirementsr our resilience analysithus

they wereexcludedirom further analyse@iscussed further in sectidn?).

Table 1 The actors that provided interruption data

Critical Infrastructure Critical Infrastructure Interruption data provited by
Sector

Energy supply Electricity Transmission Svensk&raftnatet (SvK)
Energy supply Electricity Distribution Energiforetagen

Transport Transport Road Trafikverket

Transport Transport Railway Trafikverket

Information and Telecommunication Post ochtelestyrelsen (PTS)

communication

Municipal technical WaterSupply StockholmVatten ochAvfall (SVOA)
services

Once we started to receive interruption data from the different actors, we started to get a better
understanding of its limitations. Consequently, our desired parameters changed over time as
we needed to adapt our requirementthtorecorded parameterepented in each data set, as

well as all of the different data sets as a whblerthermorean evaluation was needed to
determine whether the provided data set contained enough parametelsrto analyse and
comparethe level of resilience between tltifferent Cls. It should be noted that not all the
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gathered interruption datmntained enough parametergitrive a resilience metric and con-
sequently to do a resilience comparison.

It is should further banoted that the process of gatheritige data eded up being a compre-
hersive part of the thesis work amths much more time consumittgen initially anticipated.

This proces$as resulted in more than hundred emails communications, along with dozens of
phone calls, and a skype conference.

3.2DATAPROCESGI| N

3.2 1PRESENTATI ON

For each data sahe data presentation includes a description of the source, what kind of pa-
rameters aréncludedand a summary of the data. In addition to that a quality assessment is
performed.The quality assessment is conducted by analysing missing values or insufficient
data points for the given parameters and presented in fiJuregathered data is presented in
Chapter4.

3.22DATAREATMENT

UNTREATED DATA DATA TREATMENT TREATED DATA

General data
treatment

Fundamental data requirement:
The interruption data Each individual interruption needs to
after treatment have start DT, end DT and the given
consequence parameter

Raw collected
interruption data

Infrastructure
specific data
treatment

Figure 8 Data treatment process consists of three phasedntreated Data, Data Treatment, and Treated
Data.

The collectedinterruption datavasgivenin Excel format for nearly all of the collected inter-
ruption data. The exception is thelecommunicationnfrastructure where the information

was received in the form ofdividual incident reportsThese reports needed to be manually
transcribed int@ suitable data format and stored in Excel. How we approached this is covered
in sectior4.6.

The softwareMatlab is used toransformthe Excel fles into a suitable format fodata treat-
ment,calculations antb creataesultfigures
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The data treatment process (showedigure 8) consists of three phasetintreated Dat§
data Treatmerdanddlreated Daté Only the parameters that are fulfilling the critesfahe
RAA are evaluatedVleaning each single interrupti needs to have &art DT, End DT and
minimum one consequence paramelierthe Untreated Datgphase each single recorded in-
terruption in the collected interruption data is evaluated and divided into three categories:

I Valid data:

(0]

Single interruptios containng all the required parameters for the RAA.

9 Unusable data:

(0]

Single interruptions that can be considered containing unrealistic values, that
are considered incorrect and cannot be adjusted, in one or several of the param-
eters that are essential for fRAA.

Single interruptions that completely lacks values for one or several of the pa-
rameterdo meet the criteria of the RAA.

M1 Zerovalue

(0]

Single interruptions given with zero duration besulsin consequencemean-
ing the consequences are gredt@mnzera

Single interruptions that have a recorded duration but results in zero conse-
quences.

In the Data Treatmentphasethe treatment of data is split into two parts:

1 General data treatmentApplies to all single recorded interruptions in the collected
interruption data:

(0]

UnusablalatacategoryRemoval okingle interruptions from the collected data
set,if and only if, they are deemed to give an unrealistic value in any of the
three parameters required for the RAA (e.g. negative values for durafion or
conseqguences).

ZerovaluecategoryRemoval of single interruptions containingro valuesor
eitherduration End DTi Start DT), consequencer both. Note Infrastructure
specific data treatmeiaipplies heréor two Clswhichpartlyoverrules this treat-
ment stepsee further irsection5.1.2and5.4.2

1 Infrastructure specific data treatmé&m treatment of data thanly applies to a specific
infrastructure. This kind of data treatment is address€tapters under the respective
Cl sectionwhenit applies.
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The TreatedData phase is when the treated data has been achieved, here are all single inter-
ruptions considered valid and fulfil the fundamental criteria of the RAA, that is each interrup-
tion is registered witBtart DT,End DT and have a consequence parameter.

3.3RESI LI ASGESS MARAROACH

This section presents both the process of derivitigelRAA and theRAA itself.

3.3.1PROCESS OF DEVHIIREBI NGRASGESSMENT
APPROACH

The development process for tRAA is an iterative process, see illustratinrFigure9.

Theoretical Aim and purpose of the Resilience inig:'fllml::?clm
background Assessment Approach (RAA) datg
\ l J
-
— Developing the RAA <
\ L J
e ™

Apply the RAA using the collected
interruption data

|

( No,

Evaluation 1 .
. . adjustment or
Is this RAA reasonable, given the change of direction

) . e
interruption data limitations? ) needed

l

Yes

No .
i ! Evaluation 2 .
adjustment or Does the RAA fulfill its Yes RAA consldered
change of direction - acceptable
purpose?
needed

Figure 9 The process of developig the Resilience Assessment Approach

Before developing the approach, the aim and purpose of the approashimeedet. The
theoretical background used agput on how researchensthin this fieldhave been depicting
ideason howto measure resilieecInput fromtheseapproachesre studied to increase our
understanding ofhe limitationsandthe possibilities the parameters in the collected interrup-
tion datacould offer In section2.2 we give a brief overview of how researchers hag
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proachedesilienceanalysis where a focus has been putliteraturefrom an engineering per-
spectiveThe development phage/olvedtestng ideas on a piece of the collected interruption
data The results from these testergthenevaluatedn orderto decideif it seemedo bea
reasonable approachll these stps are iterative as thaywolved making adjustment tthe
current methodsametesteddeas were not fruitful and sometimag®vious idea where revi-
talized with minor change3he second evaluation steps needetb make sure that the RAA
fulfils its intendent purpose.

TheRAA presented in the following section and appliedhis thesis is then end result of this
process and has passed both of the evaluation bpseconsidered acceptable.

3.3.2PRESENTATI| ONRBOSFI ITIHASGE SS MARAROACH

The aim of theRAA is to present a generic method that can be applied in resiieabgsis of
several different types @ls atavariety of hierarchical levels by using empirical interruption
data.By doing so, the different characteristics and properties of the measured states of resili-
ence can be discussed; opening for possible @eadields of practical usage of such an ap-
proach.

It should be emphasised that the RAA is based on utilisirgreal interruption data anid
thereforenaturallylimited to the interruption parameters that are collected by the infrastructure
owners ormregulatory authorities. The interruption data is generally recorded as independent
incidents and thus not much can be said about the events as a group, even though there might
bea corretion between the interruptions. They are for instance not indepgahtley share

the same roetause (e.g. storm). However, the incidents that may be related are not necessarily
easily linked togethethrough the data provided

The RAA can be split intdwo parts. The first part (sectio®3.3 is to find the resilience
parameters available, in a given set of data that megsuogsrties that can be correlated to

the characteristics of resilience, doing so byoslitag metrics of any given individual interrup-

tion that can easily be measured and applied on any other interruption in each set of interruption
data.The second part (secti@?3.9) is where it is presented and explained how the empirical
interruption data is aggregatap to afinational system levelbased on unified, generic met-

rics.As the approach aims to measure resilience of the system @deasihilartoa sy st emoé s
thinking perspective, the systembés total | ev
level of functionality We hope and believithat by doing so, taking all the events that results

in nondelivered service intaccounta wider more andultifacetedapproach to measure re-

silience could be made possible
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3.3.3DEFI NIREGI| LI IETRI CS FOR IANAILNDI V
| NTERRUPTI ON

As mentioned irthe previoussection, the collected interruption daga@ommonly recorded in
terms of independent single events (hereby referred ta aatarruptiord. The parameters
that can collectively be withdrawn from the interruption datallaheincludedCls are:

1 when the interruption occyréstart dateimed(Start DT),
1 when the interruption engdé&nd dategimed(End DT), and
1 what are theonsequences due to the interruption.

Overall, detailed information is lackirmg howasingle event behagén terms offunctionality

losHover dimed That is, how fast the functionality of the system decreases (the disruptive
phase), when the recovery procesaitiatedand how quickly the systethenrecovers (the

recovery phase)so, he behaviouof the system functionality is then unknowntems of
dunctionalityLos$ (FL) for a single interruption. Consequently, the cotled data does not

reflect the more detailedesilience curve®(sometimes referred to &f uncti onal i ty
depicted in literaturen suggested methods/approachesé¢asure resiliencéor Clsfrom en-

gineering point of viewWasdescribed earlign section2.2.1).

If every interruption recorded in the collected data contained more detailed information regard-
ing disruptiveandrecovery phase, then the behaviour of the system functionality due to a single
event wouldperhapdetter resemble the theoreticatiliencecurvesasdepicted inthe scien-

tific literature(e.g. Panteli et al., 2017; Hosseini et al., 2016; G. Cimellaro et al., 200fy-
tunately,the collectednterruption data lacks this informatidror these reasons the behaviour

of the functionality during a single recorded interruptio the collected data defined with a

box shaped profile, hereby symbolising ResilienceLosH(RLosg Of the system in the thesis
seeFigure10. Overall, Functionality Lossduration andrResiliencelLossarereferredto in this
thesisa®dr esi | i e mwhexeashuadtianality koésand duration is a fulamental re-
guirement fothe developed RAA foeach single interruptiotHow thesemetrics are generi-

cally calculatedor a single interruption are presentadhe following subheading.
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Figure 10 Functionality curve for a single interruption. Where 100% represents the normal state of the
system where it is operating as it should with out interruptions. When an interruption occurs there is a
drop in the system functionality, referred to as Functionality Loss (FL). Each single interruption has a
duration from when it starts untill the system has recovered from the interruption. The aredramed by
the Functionality Loss and the duration of the interruptio n is the Resiliencel 0ss(RLoss) in the system due
to a single interruption.

DURATION METRIC
For a single interruption, thduration metricepresents how long the interruption last, in other

words the time it takes the system to recover from the evetiteloollected interruption data,
each interruption is generally recorded with calendar date anavtiere the interruption starts
and wherit ends.Durationis simply calculated according Ex. 1.
YO0 o Eq.1
where
Tour: The duration of a single interruption.
Tend The End DT of a single interruption.

Tstart The Start DT of a single interruption.

In relation to usage of the terduration in the context of this thesis tbermrefersboth to a
time vector [ength of an interruptiorg.g.number ofhours) butit is alsoused todefinethe
interruptionin time-space with giverstart DT andEnd DT (e.g. when (date) and at what time
aninterruption starts, and when (date) and at what time is it considered finidlseheas, e
latter is essentidbr the RAA.

FUNCTIONALITY LOSSMETRIC

The Functionality Losametric (F.), describes how much the fuimnality of the system has
decreased compared to its normal statelzge2andFigurel0. To determine thBunctionality
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Loss the consequences of single interruption are normalised with an appropriatedéene
pendent baseline and should reflect the specifiedpen®d of study. The baselisdould be
an indicator of the normaind fullfunctionality stateof the infrastructure anith the same unit
as therecorded consequence of the interruption in the datarder forthe Functionality Loss
beaunit less quote. Thus, the baseline and/errdtorded consequendes the interruption
data may needed to be scaled in ordegetibausable format. The genemguationfor Func-
tionality Lossis presented ikq. 2.

6EEi QRO QE OQ Eq.2
6O QaQEQ
where

FL: Functionality Loss.

Consequence: The recorded consequence parameter for a single intel
in the interruption data.

Baseline: Appropriateme-independent baseline for a specified tipgziod
of study.

For the resilience analysis in this thesis the baseline is given on annual bases.

RESILIENCE LOSSMETRIC

The ResilienceLossmetric (RLos9), is the area described as the coloured box shagzdin
Figurel0. As the collected interruption data is discr®esilience_oss of a single interruption
is calculatedas the sum dfunctionalityLossover the duration of the interruptipseeEq. 3.

It should be noted thahe ResilienceLoss metriadoes not capture what it means iif iater-
ruption has short duration and lar§enctionality Lossor vice versaasthe two cargive the
sameresult inresilience loss

Eq.3

where
FL: Functionality Loss of a single interruption.
tend The EndDT of a single interruption.

tstat The StartDT of a single interruption.
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3.3 4AGGREGATI ON TGNAL NSAWM$STEM LEVEL

The presented RAAaIims to measure resilience of a Cldinational system level in other
words analysing resilience of thessgm (the CI) as whole. Ake overallCl is usuallybuilt

up by several sumfrastructures, it ishusessential to aggregate the interruption data from
several subnfrastructures that covers different geographical areas up to a national tesel.

kind of approach is argued to be better suited for guiding policy making and regulatory con-
sideration at this level.

As previously mentioned, it igenerally quite difficult make the connection between the rec-
orded interruptions within a Clo detemine if they are connected or nébor this reason, each
individual interruptions treated equally. That is, each single interruption is considered to place
a strain on thevhole system with a negative effect on the functionatitying that specific

time period. In the cases where two or more interruptions occur simultaneously at any given
time period, these are simpigded togethefin other wordsstacked), resultingn a fictive
Functionality LosgF.) of the system as a whole (theational system lesl0), seeFigurell.

As stated irearlierin this chapter, the true behaviour of the system functionality during a single
recorded interruption is unkmvn and is thus described with a behxape profileThat said, the
presentedRAA would however still be applicable with interruption data of higher resolution,
meaning more detailed information regardthg intermediateFunctionality Lossbehaviour
duringa single interruption.

Functionality Functionality Functionality
A

o T T T % m

Time Time Time

Figure 11 lllustration of how the interruption data from several sub-infrastructures (left) is aggregated to
a fictive finational system | evel o (r i ghssimultandoyslyst acki n
(middle).

Thecriteriafor the RAA is that each recorded singiterruption in the collecteempiricaldata

is registered with the following parametestart DT, End DT, and one or more consequence
parameters which in turn can be transforme8uactionality Losswith an appropriate time
independent baseline (also sewlerFunctionality Loss Metriin section3.3.3. For theRAA

it is important to be ableo locate therecorded singlénterruption in time foithe given time

period of the collected datas well as knowing how much ti@nctionality Losss for the
respective interruption. This is essential to be able to stack the collected data to fictive national
systemlevel andestimate the resilience of thole systenfthe CI)
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Functionality
A

100%

Rmean -

Time

Figure12l | l ustrati on of t he fiedliencexcarve Wheeetsyistormfanctiomsaligysst e m | ev
affected byfictive national Functionality Losses within the system over a specified timperiod due toseries

of interruptions. Where 100% represent if a system is functioningas should that is without interruptions

that lead to loss in functionality. Note in the presented equationin this section utili ses quote instead of

percentage) The &otal resilience los§in the system isshown as thearea above the curve (the coloured

area), while the dotal resiliencedis the area below the curveHere is alsovisually shownt h eesiliénce

meand Ruean), Which isutilized to compare the resiliencdevelsof different Cls.

Once the empirical interruption data has been aggregated it is pasgipientifythe level of
resilienceand resilience los®r the respective Clslow this is done is presented here below.

TOTAL RESILIENCE AND RESILIENCE MEAN OF STREAM OF INTERRUPTIO N OVER
SPECIFIED TIME PERIOD

The dotal resiliencé (Rror) of the critical infrastructure over a specified time persoshown
in Eq. 4.

Eq.4

where
FL : Functionality Loss during time period t.
To : Start time of time period.
Tend: End time of time period.

In order to be able to compare the differ€ig and to take into consideration the varying time
periods theresiliencem e a lev@l (Rvean) for a given time periods calculated according to
Eq.5andFigurel2.
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where

N : Total number of data points in time period for which the mean is c:
lated.

TOTAL RESILIENCE LOSS ANDRESILIENCE L OSSMEAN OF STREAM OF
INTERRUPTION OVER SPECIFIED TIME PERIOD

The desilience loss medétevel can thus be simply calculated accordingetp 6.

Y o; p Y Eq.6

Note, it is also possible to calculatiee resilience loss meay first calcuhting thetotal resil-
ience losgseeEq. 7) and then divide it by the total number of data points in time period, N
(seeEg. 8), and from there estimate thmesiliencemeanfrom subtracting theesilience loss
meanfrom one.

Eq.7
Y ; "0 0
where
FL : Functionality Loss during time period t.
To : Start time of time period.
Tend: End time of time period.
Y & Eq.8

where

N : Total number of data points in time period.
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ADATFPRESENTATI ON

Disclaimer. Readingthis chapterin depthis not entirelynecessaryo understand an@ppre-
ciatethe resuls, discussionaand conclusions dhe thesis This chapter igjiving athorough
descriptionof the collecteddata,necessary tenable a complete and holistic understanding of
theforthcomingchaptes.

In this chapter, the reader will be introduced to the background afotleeted interruption

data on which the thesis is based upon. There are many factors that can contribute to a deeper
and more holistic understanding of tleddata, such as knowledge about the intentions and
reasons for the collecting of data and if its gathered due to legal obligations or internal audit
and improvement. Hence, as a basis to estabfismdamental understanding of tteveloped

RAA, the limitations, delimitations and background of the achieved data is predeattkahf

the different i rafeprasented with genaratissdddesdrigtiorg inctueirtg s
information about how and from where the data retiseved,and a @scriptive background

to why the data is gathered by thetor

The original state of the achieved dadaeachCl is presented for documentation purposes to

give a fair overview of how the raw ddtzoked like A description of all the parameters in-
cludedin the datas given and then summarised by visualising the content in plots and graphs.

A summarisingable ispresentedor eachof theobtainedCI6 sterruptiondatg the first col-

umn presents the collectadriablecategorises, the second column lists the variables and the
third column shows the adopted values for each variable. For those variables where the adopted
values are plenty and not in need of detailed presentation, an exemplifying selecticeiof the
most occurring valuegregiven.

The chapter finiseswith an overviewing résumé of tlwellected and usedata,as well aghe
collecteddata that couldnot be used and data that could not be achieved. For documentation
purposes and clarificatiorhis is considered being of importance as there were a couple of Cls
ruled out due to lack of adequai@rameters in theollecteddatg the implications of which is
further discussed ithe discussion ihapter8.
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41ELECTRI CRANSMI SSI ON
SYVENSKRAFTN T

Svensk&raftnat SvK) is the national system operator for electricity and the Swedish authority
responsible for the electric poweansmissios y st emés fAstem networ ko t
ing to the environmental needs and to be cost efficient. The stem network transports high volt-
age power from the generating sources; such as power plants and windmills to the region net-
works and local network§ he stem net also delivers sold power to connected nationalities as

well as it receives power bought by Sweden. It states on their homepage that,

AThe government has assigned Svenska kraf;
the Swedish national grid felectricity. The national grid power lines transport
electricity from wind, hydro and nuclear power stations to regional and local
el ectrici(Bw,281&)t wor ks o

According to Swedish and European Union regulations, all companies providing power sup-

plies are bound by law to deliver reports otages and disturbances since 2(BNRTSOE,

2017; SvK, 2017; Regeringskansliet, 200989 aresponse, in 2009 SvK delivered the report

fiGoal s for oper at i o rfavhereststdtes that all interduptions shouldibey e n ¢
reported. The report does not yet contain the word resilience, but describing the concept in
other wordgRegeringen, 2009)

The data achieved from SvK were received as an Excel file, containing operatitanges
from year 2005 to 2016.

41.1PARAMETERS

Each line of data is representingiaterruption given by 14 parametesghich aresummarised
and categorised ihable?2.

2 In Swedish: Mal for driftsakerheEfglish Translation Disclaimgr
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Table 2 Summary of given parameterg in the interruption data achieved from SvK

Parameter category

Variable name

Description with adopted values or exemplification

General characterisics
of interruption

Causes ointerruption

Failing system section
or component

Duration and
conseguences

Failure
identification
number
Date

Failure
characteristics

Initial/subsequent
failure

Failure type

Failure cause

Failure subcause

Installation
component

SvKos
Voltage level [kV]

From

Until

Interruption minutes

ENS [MWh]

net

Integer

2005.01.0#2016.12.18

Persistant, transient

Initial, subsequent/latent failure

Examples: Other network, singdase ground failure,
pole-pole failure, SSR3-phase short circuit, excess loadir
Operation and maintenance, high voltage equipment fail
control equipment failure, subsynchronous resonance,
subharmonics, extarnal influence, thunderstorm,
miscellaneous, unkmmn, other

Examples: Fire, animal, failure in other network, electror
component failure, flying vehicles incl. kites etc., leakage
glaciation, rain/moist/snow, timbering,

Examples: Circuit breaker, disconnectors and grounding
switches, HVDC, power transformer, overhead line, seri
capacitor, other high voltage components in stations
Home network, other network

130, 220, 400, €00, HVDC (High Voltage Direct Current

2005.01.07 07:08

2016.12.18 07:43

I nteger,
minutes

representing the

Integer

The consequences are quantified byitiberruptiord s
Not Supplie8(ENS), of which the bigger part is equal to zero. dnéerruption minutedare
given with a resolution of whole minutdspwevereach interruptioralso comes with &tart

dur ati on

3 Disclaimer for the Swedish to English translation of parameters, variables and exemplifications.
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andEnd DT of a resolution of seconds, introducing the possibility of choosingteguption

times and duration with accuracy of whole seconds. Although, as the data is given with a pre
calculated quantity of duration in wholeimates, it might indicate that whole minutes are a
good estimation of the averaged true accuracy. Edetruptionalso comes with a dimension

that defines the consequences in terms of ENS in Megawatt hours.

Furthermore, eacimterruptionis defined by seeral qualitative attributes. These are descrip-

tions about thenterruptiod s char acteristics in terms of th
that is failing.E.g, there is information given about what kind of power grid that is affected,
whether it isan initial or subsequeinrterruptionand if so, igt caused by othenterconnected

networks thawhatSWK 6 s seehable?2.

4.1.2SU MMARY

SvK presents a consistent data set where the interruptions are similarly distributed amongst
causes over the yeaseerigurel3. This might be an indicator for consistency and similarities

in reportinginterruptions Almost one quarter of thaterruptionsar e due t o natur e
of which most are due to thunders storms agtatihg.

800
[ IHuman [JNatural X Technical [ External Il Unknown Il Missing data
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600 250 1 I I

500
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S
o
o

1501
300

1001
200

100 50 1

0

2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016
le::;\(\g Year
NS

Figure 13 Summary of the Electricity Transmissioni n f r a s t intercuptians and their causessum-
marised (left) andannually (right)

41.3QUALI TY ASSESBMENMI ANTI ONS

The data set received from SvK comes witime unusable data points each ykaweverthe

vad majority has all datpointsrepresented, sdégurel4. Among the bad parameters, most

are justempty cells that are lacking information; almost no data is given with unrealistic or
faulty numbers. Hence, this data is judged to be of very high quality and to represent charac-
teristics of interruptions that accurately resembles reality.
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Figure 14 Number of missing parameters per year for the ElectricityT ransmissioninfrastructure

414RESI LI ENCE PARAMETERS

This data set is almost spotless, with only one year where there was more than ten bad param-
eters and two years with ne out ofapproximately180, sed-igure15. However, as previously
mentioned and worth noticing, nearly all the ENS values are equal to zero; describing interrup-
tions and incidents where some part of the system has failddlmdgtlead to any interruption

of supplydueto instant rerouting ofpower.Only six percent of theterruptionresult in ENS

greater than zero, séggurel5 below.

Theresi | i ence me interrugtisndatacao be b&edkod the calculated duration,
derived from the givetart DTandEnd DT, and the amount of ENS for eaicterruptioncan

be used to derivéhe Functionality Loss metric However,in order derive théunctionality
Loss metridt is not enouglho have the consequenaespresentedn terms of the Electricity
Transmission interruption data the following is needed in order to deritaitteionalityL oss
metric,

1 Thegiven consequence parameeMS is nota timeless unitmeaningit is given as
energy [Wh]whichis time dependenthereforethe consequence parametered to be
madetimelessby transforming itto power [W]

1 Theretrievedbaselinds thetotal averaged Swedish power consumption

In section5.1 a detailed descriptioaf how bothduration andFunctionalityLossmetrics are
derived for the interruptions of Electricity Transmissisgiven
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Figure 15 Usability of the interruption data for Electricity Transmission infrastructure , aggregated annu-
ally (above and summarisedby total interruptions, duration metric and the consequenceesilienceparam-
eter (below).

A2ELECTRI ©®I $YRI BYUTI ON
ENERGI F¥RETAGEN

Energiforetagen is eelatively new Swedish trade association, operating since 2016. Though
their main task is to ensure and maintain i
developing the Swedish power system to kiéegp to da¢ with the development of new de-

mands and environmental needs. Energiféretagen continuously gather andiateatyggion

data from their members and are bound to do so according to the same laws as SvK, see section
4.1 above. The statistics of this data is summarised and presenteppgr (2016)n the so

cal | ed # @A RWlichsategnnuallypublished by EnergiféretagéBnergiféretagen,

2017b, 2017a)With almost 100 member companies, this data represents nearly 90% of Swe-
dendsnd ot @hkeint@&wiptiondata from Energiféretagemere receive@dsExcel files

separated by yedor unplanned interruptiorfer the year005 to 2016.
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42.1PARAMETERS

Each line of data is representingiaterruption given by 13 parameters, summarised and cat-
egorised inTable3 below.

Table 3 Summary of given parameteré in the interruption data achieved fom Energiféretagen

Parameter category

Variable name

Description with adopted values or exemplification

General characterisics

of interruption

Causes ofnterruption

Failing system section
or component

Start date

Start time

End date
End time

Failure cause

Interruption type

Disconnecting site

Failure site

Network

Installation
component

2005.01.04

hh.mm

Examples: 12.32, 11.3, 15

Notes: time written with decimals. Exdwurs are not
written like 12.00 but as an interger 12

2016.12.31
hh:mm, see Start time above

Examples: Unknown, faulty production or component,
fallen tree due to wind, thunder, fuse breakaigging,
lacking maintenance, wind, overload, snow or ice load

Disruption

220 kV Backbone network; 220 kV own region net; 132,
66, 45, 36 and 22 kV region network; 24, 12 arkDkV
distribution network; 0.4 kV low voltage network

2 220 kV home region network; 132, 66, 45, 36 and 22 |
region network; expired 22kV region network; 24, 12 anc
10 kV distribution network; 0.4 kV low voltage network;
relief facilities

Home network, customer installation high voltage, custo
installation low voltage, unknown, merged, overlying
network

Examples: Unknown, overhead line unisolated, ground
cable, fuseor apparatubox, bifurcating or cabling
cabinett, overhead line isolated, pole station, distribution
centre, overhead bundled cable line, encapsulated
transformer

4 Disclaimer for the Swedish to English translation of parameters, variables and ez
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Duration and Interruption time  hh.mmm,
consequences representing the sum of a

Examples: 375.57, 0.3, 6.029

Notes: whole hours are written as intergers, thetfirst
decimals resemble minutes. Eg. 0.3 is equal to 30 minut
and 375.57 is equal to 375 hours and 57 minutes. If ther
a third decimal, this resembles one tenth of a minute, the
6 seconds. So 6.029 is equal to 6 hours two minutes anc
seconds.

No. high voltage  Inerger
customers affectec

No. low voltage Interger
customers affectec

The consequences are derived from ofrthiberof high and low voltage customers affected
by each interruption and the duratisneasily calculated by th8tart andEnd DT. Another
time parameter is thénterruption tim& which is given prealculated as the total sum of all

customersé6 factual interruption times, high

equally to the total. This parametends to be lower than the calculatederruption time
which is because of reconnected customers whom receive their power befatertoptian
is fixed for all, that is
O a6 | 0iado O d Qi | 6 MNONDE ¢
‘0 0Qi | 0 AV € QAL @@ Qi EQQ®W O QQE
QEBOQIE Q& B E & OXMOAW £ & Qi i
. (close to always less than or equal to)
"0t 0'Qi 1 0 MADOEO & WO QQ
OWwhe @E O 061 o Q¢ ¢
0 € 0 owddQ0 £ @ QIQE QA 'R 0 i @4 Q

Worth mentioning is that the parameters received from Energiféretagen are similar to the ones
from SvK, especially the qualitative parametéyse rows undedailing system section or
componeréin Table 3). This can be considered likely as they are both subject to the same
regulations and all companies are using the same templates and guidelines to report the inter-
ruptions(Svk, 2013b)

4.2.2SUMMARY

This is an impressive collection of data, with almost 700 000 logdeduptionsover eleven
years. The quote of faita causes that are human, technicateot ur al , are much
As could be expected of Energi f°retagenods
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much finer local networks; networks where the power lines are more integrated in complex
urban enronments, adding up many more unknown failure causes compared to SvK. On the
other hand, there are no giveterruptionshat can be connected to other networks, so part of

the SvKOés unknown interruption&gotcmauvalm pbod ent
%10°
1000001 JHuman [INatural I Technical [l External Il Unknown [l Missing data
25 90000
80000
2 70000
.~ 60000 .
515
3 50000
; 40000
30000
05 20000
100001
0 0
& @ ) ey 0 20 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015
A < S @ \)‘\@0 ‘5\“:5‘(@6 Year

Figure 16 Summary of the Electricity Distribution i n f r a s t mterptions and teeir causes,summa-
rised (left) and annually (right)

423QUALI TY ASSESBMENWI ANTI ONS

The data set received from Energif®retagen i
total numberof interruptions. Considering this, it must be said that the amounts of bad or lack-
ing data are few in numbers, empty cells and missing values dg batuarely.

Of just over 700 000 given interruptions, nafehe interruptiongniss more than two of the
total 13 parameters, ségurel7 below. Hence this data igudged to be of high quality and
to represent characteristics of interruptions that accurately resembles reality.

10210 ' '
[INone
[10One
8 - Bl Two
6-

Count

2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017
Year

Figure 17 Number of missing parameters per year for the ElectricityDistribution infrastru cture
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424RESI|I LI ENCE PARAMETERS

The Electricity Distribution interruption dat@ompared to the Transmission datags not

come with the sameumberof data points where duration consequenceareequal tozero,
representing statistics witerruptionghat most often leaves customers without power for some
time (seeFigure 18 below). The number of parameters missing for the resilience metrics are
zero after adjusting some obvious errors, which is impressive for such a big data set. The num-
ber of outages resulting in any ndalivered energy (ENS) to end customers is much greater

in the data achieveaff the Electricity Distribution irfrastructurewhen comparing withthe
Electricity Transmissiomterruptiondata. This implies some initiating ideas abtiat Elec-

tricity Transmission infrastructurbeing more resilient. AsSvK is delivering high voltage

power from the main production sourcesto Energigdt agené6s affiliated co
locally, thusit could be expected to find less outages from an actor such as SvK.

Looking at the parameters from a resilience perspectiv&téneDT andEnd DT parameters
areused to derivéhe durationmetric. The consequence parameters are given by the number
of (high and low voltage) customers affecteldich is used to derive thfeunctionality Loss
metric. In terms of the Electricity Distribution interruption data the following is needed in order
to deive theFunctionality Lossnetric

1 A baselinegiven asthetotal numberof customer®f the companies thaeport inter-
ruptions toEnergiféretagen

In sectiorb.2a detailed description of how bdtiedurationandtheFunctionality Lossnetrics
arederived for the interruptionsf Electricity Distribution.
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Figure 18 Usability of interruption data for the Electricity Distribution infrastructure , aggregated annually
(above) and summarised byotal interruptions, duration metric and the consequence paramete(below).

4A.3TRANSPO®WRAD
TRAFI KVERKET

Trafikverkef is the public body/authority responsitif the longterm infrastructure planning

of road, railway, shipping and aviatioroperations;as well asbuilding and working with
maintenance of the roadnd railwaysystems in SwedefTrafikverket, 2017) The data re-
ceived from Trafikverket derives from a projectcalfied ot a | t Y(BIS)fwheretaft o p 0
fic jams are registered when there is an unplanned total stop of traffic on any given road
Sweden A situation of long ques where the traffic isang standing still, but some cars still

may pass, it is not registered as a TTS. Only while the cars are unable to pass or turn away the
stop is classified abTS; as soon as the situation allows cars to slowly pass by again, the total
stop should be reked and registered as endéxh larger roads, where the two directions are
completely separated, a stop is classified as stodglonly if all the lanes in one direction are

in full stop. For roads where the two directions are not separated, all latlediiactions must

5In English: TheSwedish Transport Administration
81n Swedish: Totalstopp i trafikefEqglishTranslation Disclaimer)
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be in full stop for théSituation ID5to be classified as, and registered in, TTigeinterruption
data for Transport Road infrastructure spans the time period ofi 2Ddrge 2017.

43.1PARAMETERS

Each line of data is representingiateruption, given by 30 parameters, summarised and cat-
egorised inTable4 below. An interruptionin this data, a TTS, is made from the sum of all
piecesof information reported about a specific TTS.

Table 4 Summary of given parametersin the interruption data achieved from Trafikverket

Parameter category Variable name

Description with adopted values or exemplification

General characterisics Year
of interruption

Month

Situation 1D
Object historty ID
Start time

End time
Situation type

Redirection
description

2016 and 2017

Interger, 1 to 12
Interger

Interger

201601-13 16:00:00
201706-14 16:14:03

Description of the cause of failure, adopted values are:
nature and traffic caused

More detailed description of of the redirectioning, empty
no redirectioning occurs

First situation text Accident, towing, stationary vehiclallen tree, accident

First additional
text

Impact
Description

Failing system section Location text
or component

involving heavy vehicle, obstacle on the roadway, road
closed, flood, objects on the roadway, closed, accident
involving dangerous goods, falling ice, severe fire, rocksl

road closed, road blocked, blockelhsed

Not given, none, light, heavy, very heavy,

Text written by traffic manager to further describe the
sittuation

Information about the location of the situation

" English Translation Disclaimer for parameters, variables and exemplification
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Duration and
consequences

Road of great
importance

Urban road

Heavy vehicle
involved

County number
County name
Road number
Xpkt

Ypkt

Gross duration
[min]

Net duration [min]

Start time,
redirection

Affected
directions

ADT
(Averaged daily
traffic)

Palpability

ADT truck
Duration class

Length [m]

Yes (else empty)

Yes (else empty)

Yes (else empty)

Interger, county ID Nr

Written name of county, example: Skane lan

Road ID Nr

9 digit intergercoordinates in a system called Sweref99
9 digit interger, coordinates in a system called Sweref99

I nterger, duration in min

ti meo

Interger < 720more accurate duration where redirection
traffic duration is taken into account

Date and time of redirection, 2008-12 16:54:50
(Empty if no redirection is stated)

Determines if one or both directioase affected by a full
stop, adopted values: 1, 2

Interger. A parameter calculated by complex road traffic
measurements, to give the averaged dalily traffic load of
given road section.

Interger. Sum of prealculated vehicle houefeted by
TTS

Interger. ADT for trucks and heavy vehicles
Classification number, adopted values: 25, 2, 1

Interger. Calculated length of waiting car

The parameters achieved framafikverket are plenty, and for the bigger part, the parameters
aremade to classify theeportedtotal sto in traffic and considered uninteresting for our un-
derstanding of the data analysis at hand; for exgrti@mpacband the coordinates of the
accident (seéXpkibanddypkd) and other location descriptions.

Eachinterruptionis the sum of many pieces of reported information, of which each is identified
with a Situation 10 and they all add up to o@®bject history I@ SpecificSituation IBs and
individual information about those are excluded from this data set, which is made up by the
summarised version§bject history ID The consequence of eacterruptionis calculated
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through th@Averaged daily traffio(ADT), a number that is extensiyagathered by Trafikver-

ket for nearly every part of all Swedish roads. ADT defines the traffic density, which is specific
to a local part of the road and sometimes even specific to the given traffic direction; a given
ADT represents the averaged amountraffic that passes the chosen road section during 24
hours. From the ADT and the duratjghe secalled Palpabilitydis calculated, a parameter

that estimates theumberof vehicles affected by thETS. To estimate th@alpability the day

is divided into five parts, of which a given percentage of the ADT is assumed to pass hourly
within each part. For example, between 1618000 during commuting traffic, 13% of ADT

is calculated to pass each hour. Between 00700, during lowraffic, it is said to pass 1%
hourly and so on. To perform thalpability calculations, two duration quantities are intro-
duced, the sealleddNet duratio®anddsross duratiod@ TheNet durationis the one used for
calculatingPalpability,. T h e dation, beawedn thd first registration of theSand the

last @Start tim@&andd&nd timé) is calledGross duration TheNet duration made to be more
accurate and realistic, iI's calcul ated from
whicheve occurs first of the following:

1 When thefStart time, redirectiodoccurs (if it does),

T At maxi mum n,240 mihutes art urbanrdads and 720 minutes on country
roads

1 The given end timeNet duration= Gross duratioi).

The maximum net duratiors made to avoid too long and unrealistic durations. For example,
if a road is affected by a Hifor days because of a flood or heavy snowfall, it is assumed that
the traffic will redirect and the cuing vehicles will cooperate to enable passage away with
without help of emergency services.

4.3.2SUMMARY

One of the main differences wilhhansport Roadatacompared to the interruption data for the
other infrastructuress its limited time span. Unfortunately, this type of data has only been
gathered since 201@hich only gives us the possibility of one anlladf year of data to work

with. Where most of the other data we received stretches for some ten years, this only reveals
the last piece, which will make it more difficult to differ between trend and a®nce. As

could be expected from the Transport Ro#castructure almost all interruptions are due to
human errors, sdéigurel19.

48



9000

8000

6000

[ JHuman [INatural [ Technical lExternal [l Unknown [l Missing data

7000 ]
50001
6000
40001
€ 5000
3
© 4000 30001
3000
2000
2000
1000
1000
0 0
0 2 o 2 A A2 2016 2017
o .\\\'o““ < ac,(\(“o ?’*\&3‘“ \)\,\\(S\D ‘ é’\(\qga Year
Figure 19Su mmary of t he Tr ans p ointdrrupfonsaard thein fausassummarisel ur e 6 s

(left) and annually (right)

43.3QUALI TY ASSESBMEMTTATNI ONS

To count the number of lacking parameters here is difficult, as this data comes with empty cells
where other would log something. Empty cells are seen imgepiestions where the answer

is not yes andor some parameters where no informatgfmould be given. This sometimes
makes it difficult to realise if blank cells are lacking data or intentionally left empty, hence, the
number of missing parameters might be slightly underestimaked.said put of 8300 only a

few lacksthe minimumdataneeded of which no one migsmore thanwo parameters, see
Figure20 below.
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Figure 20 Number of missing parameters per year for the Transport Roadnfrastructure

There are some key factors that shapes the data received frokvéniadt that should be clar-
ified. To start with, there is a lower threshold of minimum five minutes; any situation that
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would have classified as a total stop but falls below a duration of five minutes will not be
registered as TTS. Also, any road that haisyet been analysed and lacks an assigned ADT is
completely excluded from this data, as well as stops that are registered incorrectly so that the
correct ADT cannot be applied.

To calculate and assign ADT for a given point on a road, a complex stttsiculation
procedure is performed. This is made with consideration of traffic density variations amongst
weekends, holidays, seasons and weekdays so that daily differences are averaged and included
in the ADT constant. Then, while calculatiRglpability, the same ADT is used regardless of
which day it occurs. Only hourly differences over the day is taken into account, being the only
factor that differthe two incidents of equal duration and location (read uséetion4.3.1).

This will contribute to overand underestimations depending on when the incident occur. With
large data quantities, they should contribute equally much and cancel eachubthivehich
hopefully is our case. However, if only variations in traffic density is taken into acaadnt
notthevariations in prevalence (occurrence of accidents), meaning that it is assumed that the
number of incidents are directly proportional te ttumber of passing cars on a given piece of
road, it is possible that this introduces a bias. Since the ADT behaves the same etleey day
wholeyear, while probably not equally many accideatsurevery dayduring the whole year

It could be morgrobable that accidents occur during some parts of the year or some part of
the day.e.g.during winter conditions (ilscania.

To conclude, this data is judged to be of good quality regarding most pathmeteralues

are available.However, he given consequencéhe Palpability) area made through rough
estimations, which is judged to bring high uncertainties in terms of affected cars. It is also
uncertain how and how accurateéhe TTS arelogged. Given that a tree falls on a random
Swedish road whre the local community solves the situation, this could result in adaiber

of affected carshoweverit is hard to imagine how it could be logged in TTS.

434RESI LI ENCE PARAMETERS

ThePalpability is chosen as the resilience paramaigepresent the consequence of this data

set as it is the parameter that most closely estimates the number of affected cars for a given
interruption The givenEnd DT is incorrect to use for calculating theationmetricsince the
Palpability is calculated from the givedet Duration HencefEnd DT is recalculated as,

0¢ QY 30 wiOdY 1 QOO 1 WO Q¢ ¢ Eq.9

This is why there are that mamyterruptions that haveero valuesn terms ofduration see
Figure21. Which alsds reflectedn theconsequences, as tRalpability is proportional to the
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Net Duration All Net Durationsthat are equal to zero will result the consequenceghe
Palpability) to equal to zero.

In term of the TranspoRoadinterruption data the following ialsoneeded in order tderive
the Functionality Lossnetric:

1 The retrieved baselinas the conspience paramet@Palpability) representthenum-
ber affected cars, we need the total number of cars in the systdmassine

In sectiorb.3a detailed description of how bdtiedurationandtheFunctionality Lossnetrics
are derived for the interruptions of Transport Road.
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Figure 21 Usability of the interruption data for the Transport Road infrastructure , aggregated annually
(above) and summarised byotal interruptions, duration metric and the consequence paramete(below).
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AA4TRANSPORT LWAY
TRAFIERKET

As previously mentioned isection4.3, Trafikverket is the public actor responsible for read
, railway-, maritime and aviatioroperations, as well as constructing and maintenahtee
road and railway system in Sweden.

Receiving usable dat@r the TransportRailway infrastructurgurned out to be harder than
anticipated, not the least since we were told from Trafikverket while gatherirgdptador
Transport Road infrastruate) that it is tobe expectthatthe data for th@ransport Railway
infrastructure to bbeetter and easier accessible daimpared to Transport Road

There has not been found any information about juridical responsibilities for data gathering,
that saidtheloggeddelays are used to determine whrtis to carry the responsibility and
burdened with a fefor the delays) (Trafikverket, 2013)

Thereceiveddata for theTransportRailway infrastructurecomes from the statistical service
department at Trafikverket and was received as Excel files, with yearly data spanning from
20122016.

441 PARAMETERS

Each line of data is representing the sum of all delayed trains that are logged with the same
root cause, i.e. delays that are given the saniee ID& ¥achinterruptionis given by 20
parametersyhich aresummarised and categorisedliable5 below.

Table 5 Summary of given parameterg in the interruption data achieved from Trafikverket

Parameter category Variable name Description with adopted values or exemplification
General Delay ID Interger, six or seven digits starting with capital H
characteristics of Spanning from H783305 to H2124505
interruption
Delay Nr Delay | D without prefix ¢
Start date 2012.01.0% 2016.12.31
Start time 13:37

81n English: TheSwedish Transpodministration
9 Disclaimer for the Swedish to English translation of parameters, variables and exemplifications.
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End date 2012.01.0% 2017.05.30
Prognosed end date 2012.01.01 2018.11.30

Prognosed end time 13:38

Failing system section

or component

Duration and
conseguences

Cause code

Delay cause level

Delay cause level 2

Delay cause level 3

Delay location

Delay area
Causing train Nr

Number of
causerequiring
additionaldelays

Number of
causereported
additionaldelays

Number of train
disturbances

Registrered derived

delay minutes

Registered aditional

delay minutes

Examples: JJF, JDE-, JTP-, DPS 01, DPR 03, JTP 13,
DTB -, OUT-, DTT

Railway company, Operational management ,
Infrastructure, Accidents/ Incidents and external factors

Terminal/Platform Management; No Data from JF; Dela
from Depot; Towing/motor car; Personnel; Prioritization
Signalingfacilities; Driver personnel; Congestion railway
yard; Railway superstructure

-; Incorrect Handling/Decision; Priority Management; JF
Wish; Machine Error; Track Exchange; Door Error; Systi
Restart; Signal; Sighal Switch; RBC and LBiecking
System

Examples: Stockholm C, Géteborgs ¢, Malmé
Godsbangard, Malmé ¢, Hallsbergs rangerbangard,
Hassleholm, Hallsbergs pbg, Nassjo ¢, Bodens ¢, Norra
bantorget

Examples: Cst, GQVigb, M, Hrbg, Hpbg, Hm, N, Bdn, Nbt
Train number responsible for the registebeday 1D

Sum of stored delays that needs to be logged.

Interger, spanning from 0 /097

Sum of aequiringéadddionatlee | ay s 6 t
logged to the given Delay ID. No case has been found
where this value differs

Interger, most often less thte6 Nu mber o f |
Spanning from 0 to 6948

Sum of all derived extra delay time due to given Delay Il

Sum of all delayminutesfor the traingegisteredunderthe
sameDelay ID

As could be expected, the system for logging train deldystishuge and complex. No dedi-
cated documentation has been received to clarify the procedbeaaisen questions been
communicated over phone. If correctigderstood, a traithat isdelayed for more than three

minutes when passing a given measurement point (usually located at train stations) generates
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adCauserequiring additionaldelayd TheCauserequiring additionatdelaywill maintain un-
til it is manudly logged, thus given eootfailure cause as well asi@ausing train N§ if there
is a train to blame. Once a delay has been reported and gbelan ID, it is stored as a
@Causereported additionalddelay®(CRAD).

Given a train that is delayday x minutes, this train will only generate new CRAD if it is
delayedmore than x when it passes a measurement point. So, if a train is delayed 2 minutes
according toschedule from measurement pointtAen it isdelayedby 15 minutesaccording

to schedule from measurement point B &sdly it is delaye@0 minutesaccording taschedule

from measurement point C; that train would havéR@gistered additional delay minufes
(RADM) and 0 CRAD from point Athen from point B it would hav& RADM and 1CRAD

and another RADM and 1 CRAD from pint C, making theotal sum of 18RADM and 2

CRAD.

4.4.2SUMMARY

The Transport Railway data covers five years and comes paito@matelymillion logged
Delay IDs, which is the sum of three million registered CRADs. The numbBety 1Ds are
on a stable level, at just about 200 000 per yearfigeee22. The bigger part of thiaterrup-
tionsare due human erroasd theratio of unknowncausess continuously improving.
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Figure 22 Summary of the Transport Railway infrastructure 6 mterruptions and their causes,summarised
(left) and annually (right)

443QUALI TY ASSESBMENMI ANTI ONS

It is consdered that thelelays inTransport Railway datare loggedaccuratelyHowever the
delaysarefloored minutely, and there is a threshold of three minutes, which basically excludes
all trains delayed less than four minutes (3:59 to be exact). As mentioned, théhphais
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deemedesponsibldor a delay is punished by a fine, which makes for strong economic inter-

ests in its accuracy and nearly g@iresystem seems to be measured and logged digitally in

real time. These are factors that are arguec
the loggedfailure causdin Table5 referred to a® D e | a y) isctle dirmlguilgement of

whom carries the guilt, it not strange that only Bielay IDs of a million comes without a

logged failure cause.

It is hard to define interruptions from this @as it only ircludes delayand no cancelled trains

are logged. The ultima indicatéor railway interruptions would be logged system interrup-
tions, when train traffic is failing completelgnd no trains can run. We were told, however,
that no such datia stored. This leaves a big gap of uncertainty in this data set, as it only logs
delays. This means that given an incident on a railfinagk with only one track, where no
trains can pass and are all cancelled for a certain time, it might not giveegustifisequences
(the CRAD) in a data set where only delayed trains are registered.

Furthermore, trains can only be logged to a certain amount of fixed delay causes (given by
three levels, seBable5) and ar e not | ,0.qg gverdastrmthat afieatsdbig! ¢ a
parts of the country and equally much the railway systemgitite uncertain how probable it

is that all thenterruptionsconnected to this storm will be given the sdbeday ID.

Another flaw is the fact that almost &lkelay IDs are given the sang@art- andEnd DT. This
makes it difficult to assess for how long a train keeps a delay. Since GRXIy registered

for the measurement points with measured additional CRAD, it will not take in to consideration
for how longit carries this delayror example, igen a train A that islelayedan hourfrom the
startand keeps this delay during a whole route of ten hthues; givera train B, that gets stuck

in the end of its routerhich results in it beingelayed for an hour between the two last meas-
urement pointsto its end statin). In this data set train A and train B will most probably show
up with the equa$tart- andEnd DT and therefore it is impossible to differ between the, two
as theywill result in thesame CRADand will therefore beounted for equally.

Out d just over belowone millioninterruptionsgiven in the datathere are only a femter-
ruptionsthat lacksvalues for the defined data parametews which nosingle interruption
missesmore than four parameters, dégure23 below. Overall, this data is judged to be of
high quality and represesnithecharacteristics ahterruptiorsthat accurately resembles reality
in terms of train delay$ioweverhow well it esembles interruptions remains uncergsns
does not include cancelled trains.
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Figure 23 Number of missing parameters per year for the Transport Railwayinfrastructure

444RES|I LI ENCE PARAMETERS

To determine resiliengearameters was toudbr the Transport Railway infrastructuras there

is no obvious parametgiven in the datéhat resembles consequencadditionally, almost

all values come with an incorrect duration value of zeroFsgare 24 (bottom) That is the

Start DT andEnd DT was the samie majority of caseslnitially the numberof RADM was
expected most usefebnsequenceneasurment. Howeverit was ruled ousincea baseline
couldnotbe derived for the delay minutes. In the end, the only parameter deemed adequate to
resemble consequenceshs CRAD for each interruptionTheStart- andEnd DT are used to
calculate the duratiometric In terms of the Transport Railway interruption data the following

is also needeith order to derive th&unctionality Lossnetric

1 The retrieved baseline, which represents the number of annual departures in the system.

In sectiorb.4a detailed description of how bdtiedurationandthe Functionality Lossnetrics
are derived for the interruptions of Transport Railway. Furthernasthe bigger pdrof all
interruptions resulted in zero duratjeme needed to figure out tiiend DT of thoseéDelay IDs
(interruptions) How this was done is alsmvered in sectiob.4.
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Figure 24 Usability of the interruption data for the Transport Railway infrastructure , aggregated annually
(above) and summarised byotal interruptions, duration metric and the consequence paramete(below).

AS5WATES&UPPLY
STOCKHOVMITEN ACHALL

Stockholm Vatten och Avfall (SVOA) is the main distributor of drinking water and runs the
wastewater treatment for Stockholm city and the municipality of HuddiBy©A, 2015)
SVOA gathers data of disruptions in the water interruption caused by serdicepamnations

of broken piping for internal audit.

Thecollecteddata sefrom SVOAstretches from 2007 to ®May 2017and provided in Excel
format.

451PARAME TSER

SVOA does not present thenterruptionsin the samemanner a®therinterruption data that
was achieved in the form of Excel filethe way the data is tabulat@the most commormway,

the interruption data is presentéxia table where each row resembles an interruption, defined
by a certain number of fields or cells containing the definedrpaters, characteristics and
descriptionsHowever,S V O Aidtesruptionshave most values gathered in one column, where
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one disruption, od/Nork order IDbis represented by several lines of different but still unified
parameters. Some interruptions arerted by feweiinesthan others, introducing some un-
certainties about whethére data islackingunintentionally or if itis intentionally stored dif-
ferently. That saidsome patterns are found that explaimsdifferences that are more easily

taken into accoung.g.after two years the data changes behaviour and slightly different pa-
rameters are stored (segure26 - Figure27 below). In total, eacinterruptioncan be given

by 11 different parameterspweverstructural alterations of howe data istorel weremade

in middle of 2009;whereprior to alteratiors thestored data is given byparameterand post
alteration by arametersseeTable6 below.

Table 6 Summary of given parameter&®in the interruption data achieved from SVOA

Parameter category

Variable name

Description with adopted values or exemplification

General characterisics

of interruption

Failing system section

or component

Duration and
consequences

Work order ID

Start date and time

Failure cause

Time ambitions
fulfilled?

Work order type
Duration [h]
Total usethours

without water [h]

Hours without
water [h]

Number of users
Length[m]

Asphalt area [rf}

Interger

From 200701-02 07:17:09 to 20105-22 13:19:53

Leak, pipe rupture; leak; leak, joint; leak, chemical
corrosion; leak, crack; leak, excavation/digging; rupture,
sewer; unsealed gasket; examination; preventive
maintenance; failure on cover/lid; block.

Yes, no ambitions set, no

Repair of distributiorpipe, repair of main water pipe,

repairation service

Duration in hours, interger (up until ®June 2009)

Interger (up until 12 June 2009)

Interger (after 12 June 2009)

Interger (after 12 June 2009)
Interger (after 12 June 2009)

Interger (after 12 June 2009)

0 pisclaimer for the Swedish to English translation of parameters, variables and exemplifications.
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Before 12" June 2009 the data set gives slightly different information and is in general of much
lower quality. During this time, the consequences are given Ipatiaeneter calledlotal user

hours without watd¥(the summarised duration of the affected users), which easily transforms

to number of users when divided by duration. Unfortunately, both parameters are seldom pre-
sent for thosenterruptionsHowever, fter12"J une 2009 the data setos
tically. Murationd and Total userhours without waters replaced byHours without wated
and@®Number of usefs and two new parameters are introduckéngttdandAsphalt ared
describing socirl effects of the consequences of pipe repairing and excavation in an urban
environment.

4.52SUMMARY

This data represents piping that SVOA for any given reason decides tq vepalr forces

themto cut the water pressure for some customers. Water distribpifiorg networls are

often old and there is a constant leakage flow from which substgotatitiesof produced

wateris lost (Malm, 2011) Leakages and damaged piping does not lead to watagein
mostcases, not until the water pressure needs to be turned off for pipe replacements or repara-
tions. It is first then, when the water is turned off, that connected customers will experience the
interruption From this perspective, the large proportadriTechnical disruptionseens to be
legitimate, when close to all are due to broken pigsagFigure25).
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Figure 25 Summary of the Water Supply infrastructure & mterruptions and their causes, summarisedleft)
and annually (right)

453QUALI TY ASSESBMENMI ANTI ONS

It seems like damaged piping seldom leads to changes in water qualigrarption but only
to higher consumption neettscompensattor the losses of water in the systduoe tospilled
water. Since we are informed that the omlierruptionsi n SVOA6s system ar e
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repairs, this data is argued to be a good representatiealiy. It is worth mentioning that we

were told that never during the time period of this data set has there been anyirygreup-

tion thatresulted inundrinkable water qualities. According to SVOA, a big paflomber of
usersis derived from theational population registration, giving the exact number of persons
living at the affected addresses, adding up to the numbers accuracy. When this information is
not used, we are told that an averaged number of habitants per household is used.

As mentiored in the summary above, there are indications that suggests this data being of high
guality in terms of representing reality. Looking at the number of missing paramefagarna

26 below, it seems as the data aftel’ I2ne 2009 (when changes in the data structures were
made, sesectiord.5.1above) is of fine quality, where almost @lterruptionsare given with

all parameters.
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Figure 26 Number of missing parameters per year for the WateiSupply infrastructure

454RES|I LI ENCE PARAMETERS

The data after the change in 2009 comes with both resilience parameter in the vast majority of
cases. Somaterruptionscome with zero duration or consequence, which might be inaccurate
data or explained by other reasons. Since broken pipes does ndbggEsmarate many or any
spontaneousterruptions we suggest that it sometimes might be possible to depressurise only
such part of a water piping system, that it enables repair without leaving any customers without
water. This could potentially explaingimterruptions that results imo consequences, Seig-

ure27.

TheStart DT together with the givedlurationgives the exact duration wistart- andend DT

as in the previous data sets. The number of affected customers is used as consequence param-
eterfor the Functionality Lossnetric In terms of the Water Supply interruption data the fol-

lowing is also needed to derive thenctionality Lossnetric
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1 Theretrieved baseline, which is represented byttit@ number of customeas SVOA.

In sectiorb.5a detailed description of how bdtieduration andthe FunctionalityL ossmetrics
are derived for the interruptions 8fater Supply
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Figure 27 Usability of the interruption data for the Water Supply infrastructure , aggregated annually
(above) and summarised byotal interruptions, duration metric and the consequence paramete(below).

AG6TELECOMMUNI CATI ON

POSTOCHELESTYRELSEN

The Swedish Post and Telecom AuthdrifPTS) is the public agency that is responsible for
monitoring both electronic communications (inchuglithe Internet, telephony and radio) and
postal sectors in SwedéWhere itsoverall goals is to secure communication, effective use of
resources and lorgrm sustainable competition and consumers ber{efitS, n.cb).

Since July 2011 electronic communication operators are obligated to depoitionsand
interruptions that fall under the criteria of threshold (§able 7) according to PT$n.d-b,

1 1n Swedish: Postoch telestyrelsen
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2012)regulation 8 § PTSFS 2012:2 regarding reportindisfuptiors or interruptiors of great
significance(PTS, 2013)

Table 7 Threshold values.Theta bl e i s ad apst

(2012)regulation

Time occurrence of Estimated extentof disruption or

the disruption or interruption

interruption

O 1 hour 150 000 subscrt
15 djd@indaffécted area or
50% capacity |

O 2 hour 30 000 subscri
5 0%(pidt affected area or
30% capacity |

O 6 hour 5 000 subscrigy

5P0 kn# joint affected area or
50% capacity |
O 24 hour 2 000 subscrigj
1 0?(pidt affected area or
10% capacity |

oo ooo ooo ooo

The data achieved from PTS was in from of incident reports which needed to be aggregated to
an Excelformatmanually The time periof the datas from mid-August 2011 to the begin-

ning of March 2017. It is important to take note that part of the information in the incident
reports are masked as it is considered to be covered by secréBRelgavingskansliet, 2009b)

The masking varies a lot from report to report, botlerms of how much is masked and what.

46.1PARAMETERS

The Telecommunicatiodataparameters are ngathered angresented in same manner as for

the otherCl, as the original informatioregardingdisruptionsand interruptiongin this thesis

we do not distingish between the two and refertteem simplyas interruptionsjs not pre-

sented in tabulated format. Operators are obligated to provide specific information about the
incidents in accordance to PT&d-b, 2012)regulation 38 78 PTSFS 2012:RTS (2013)

has #s0 published a document to aid the telecommunications companies to interpret the regu-
lation. This documengives detailed information on what information it should include, but
thereisno cl ear information on how eedomisénswedr d be
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ing the questions, reflects how the incident reports are written and how differently the conse-
guences are reported. This makes it more complicated to transcribe the data and to define uni-
fied parameters.

Parameters are presentedlable 8 below, which arebased on how we decided to withdraw
theinformation regardingnterruptionsfrom these incident reportBue to the complexity of
transcribing the data, we limited ourselves to thse Telecommunicationnfrastructures
Broadband Service§jxed Telephonyand Mobile Communication.

Table 8 Summary of parameters based on information available in the incident reports achieved from the
Telecommunicationinfrastructure .

Parameter category Variable name Description with adopted values or exemplification

General characterisics Start date & time 2012.07.29 17:23
of interruption

End date & time YYYY.MM.DD hh:mm, see Start date & time above

Affected Given municipalitywheretheinterruptionhad an affect
municipality
Affected county Given countywhere the interruption had an affect
All of Sweden Yes or No
affected
Causes ofnterruption  Failure cause Human, Technical, External, Natural, Unknown, Missing
data

Consequences for®P-  Customers (number Integer
based infrastructure of affected
services customers,

subscripers)

Geograficabrea Integer
[km?]

Consequences for Customers (number Integer
Fixed Telephony of affected

customers,

subscripers)

Geografical area Integer
[km?]

Consequences for Customers (number

M obile of affected

Communication customers,
subscripers)

Integer
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Mobile sites Integer
(number of affected

2G, 3G and 4G

mobile sites)

Geografical area Integer
[km?]

For clarification interruptionsthat switches between going down and coming up again are
treated as individuahterruptionsand given the same consequence parameter, if and only if it
is clearly stated in the incident report. This is done to not over estimating the duration of the
interruption as the system had function in betwelearthermore, we daot distinguish be-
tween cstomer, subscriptions, connection; thus, we call it customéerms of affected ot

bile sitesreferrers taany of the mobile site types 2G, 3G and 4G. Regardingiteuptions

where the consequence parameter was available, if it was expressedye weadopted the
maximum value.

4.6.2SU MMARY

The data seis aggregated manually (as previously mentionetijch was dondy reading

and analysing 366 incidents documents, resembling what bexalaa set 0223 interrup-

tions. As can be seen iRigure 28, the number of incidents the first three years is steadily
increasing, which might the result of an implementation process, to then be on steady level fo
three years and then decrease again. The decrease in the end is probably because that we did
not receive the latest reports, as we only received reports that had already been masked at some
point before we asked for thefhshould be noted that the saoaise relateshterruption may

affect one or moresub Telecommunicationnfrastructure depending on the services/infra-
structures are provided/operated by the Telecom operator.

It is understandable that the reports need to be masked to protect the expopadies and

for the safety of the nation, but the irregularity in the masking makes it questionable. Some
reports are completely unmasked, in others the masked information is in parts that were left
unmasked in some cases and vice versa.
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46.3QUALI TY ASSESBMENWI ANTI ONS

Thereis quite a lot of missing data in the masked reports, which makes it difficult to define the
parameterdsromwhat can be gathered fraitme unmasked information, the data is very accu-

rate However,in many cases the datalues that are relevant to the irdent purpose of this
thesisis masked or partially maskedssumptions has been madeincrease the number of
usable interruptiond hat said when there is not enough informati@veilableto draw reason-
able parameter valudgr the interruptionshe dah value/smust betreated like they are miss-
ing. In some reports, parts of the masked information were ge:grwhere the numbers of

2017

and

their

affectedcustomers wereaskedthe areas are sometimes mentioned. In these cases, the pop-
ulation of the affected are@sunicipalities or regions) and the given carriers market share in
terms of customers has been used to estimate the number of affected customers.

In total, this isone ofthe most inaccurate data set as so many incidents are left unkoativn

as we cannot be sure that we have all the incident reports, but also the umkmolgrof

lacking incidents due to the threshold value for reportitmyvever,therearestill some inci-

dents to use, and for the three years ZBO®5 it seems to benca stable level, whiclkve

believe is an indicator othat wemight have most of theaw data(reports) for this perigd

missing parameters or not.

46.4RESI LI ENCE PARAMETERS

It should be stated now, that we decided to group the consequence categoriea bgsedfo

subTelecommunicatiomfrastructureo makethe work of extracting and aggregé#te infor-

mation given in the incident repomsoremanageable. We defingdreeconsequence catego-
ries. The first category is 1Based infrastructurénereby referd to as Telecommunication
Broadband Serviceand refers to fixed internet and broadband connectiortBaliap modem,
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cable fibre or xDLS, but also services such ashdzed telephony and IPTV. This is done as
some incident reports talk about broadbaed/ice without specifying clearly which part of it
and/or how the consequences are distributed between them. The second category is mobile
communicationhereby referred to as Telecommunication Mobéedl refers to mobile call,

data, MMS, SMS and mobileoadband. The third category is fixed teleph@imereby referred

to as Telecommunication Fixed Telephomgjich includes PSTN anDN, IP-based phone

is not included here even though it is considered as fixed telefjRo1®y n.d-a).

Theinterruptionsdurations are accurately stated3grt- andEnd DT, and available for almost
all incidents seeFigure29. The consequences are given as either affé@edgraphicalaread
or number of affectedCustanersd With the exceptionof Telecommunication Mobilevhich
has an extra categompat is thenumber ofaffecteddViobile sitet Theconsequences are only
one part of deriving thEunctionalityLossmetric.In term of the three sdlbelecommunication
infrastructurehe following is also needed in order to derive FactionalityLossmetric

I The retrieved baseligeof thetotal number of users for the three Telecommunication
subinfrastructures

I Theretrieved baseline dbtal number of mobile sige

In sectiorb.6a detailed description of how both tthérationand the-unctionality Lossnetrics
are derived for the interruptions thfe three sufI elecommunication infrastructures.
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Figure 29 Usability of the interruption data for Telecommunication infrastructure (aggregated for the three
Telecommunicationsub-infrastructure s), aggregated annually (above) andummarised bytotal interrup-
tions, duration metric and the consequence parametgbelow).

4 7INSUFFI ClI ENT LDIATTA QUA

For documentation purposeasd for a general overview of the data collection efforts with re-
spect to interruption dafar different infrasructures the data received babuld not be used
is shortly presented here.

4.7 IWATE®UPPLY

G¥ TEBOKBETSL OP PVAOQHE N

Goteborg Kretslopp och Vatten offered a very complete data sétigeee30. Unfortunately

it only comes withStart DT and it doesiot come with anyarameters that describes conse-

guences. Without duration andantifiableconsequencesf an interruptionthe datas unus-
able for the purpose of thisetds.
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Figure 30 Summary of Goteborg Kretslopp och Vatten's interruptions and their causessummerised(left)
and annually (right)

AT2WATESUPPLY
VASY D

Theinterruptiondata achieve from VAYD was not of sufficient quality. It displays the num-
ber water leakages both in the main distribution pipeline and service pipeline duringr2016
a monthly basislt also shows the total number of leakages per year for-201@ for these
two types of pelines. The data appseothe municipalities of Malmé, Lund, Burlov, and
Eslov. Theinterruptiondata is in PDF format, whereimber ofleakages are presented both in
tables and figures.

This data does not contaamy information regarding timeframe f@ach individualnterrup-
tion and a consequence parameter. Thusjrihesruptiondatasetis excluded as it lacks infor-
mation on the basic parameters to fulfil the purpose of this thesis.

A73TELECOMMUNI GATI ON
SUNET

SUNET stands for Swedish University cpater Network. It owns and operatesgata com-
munication networkThe interruption data is recorded in monthly reports where the incidents
are logged per calendar date they occur, with short description of what hapfiesegpplies

to both planned and ptanned interruptions. Then the month is summarised in a table where
the number of incidentareaggregated in accordance to specific component (e.g. hardware,
software, link and routing) and the total duration of the grouped events is given in terms of
planned and unplanned event. This table then summarises the duration in terms of total duration
of unplanned, and respectively planned; and then it summarises the total duration of all inci-
dents (planned and unplanned) in terms of the specific componetds.e&éluation of the
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received data from SUNET it is determined that the data set do not fulfil the requirement of the
RAA and therefor excluded

4.8SUMMARY

In the pursuit of attemptintp gainaccess to suitable interruption data for the different types

of Cls, while not knowing if respective actors would reply or have access to the data we needed,
resulted in a rather extensive outreach. In this chapter we have presented the interruption data
that we got access to, both in terms of the data that fulfilledefuirement criteria of our

RAA and the interruption data that didt meet the fundamental criteria of the approach. We
want to emphasise that we also attempted to get interruption data for other Cls as well, such as
aviation, maritime and district head). In Table9 we have summarised the communicated in-
frastructures and the respective actor that we either got interruption data or attempted to obtain
interruption éta from.The tablealso summarise the collected interruption data it terms of the
fundamental criteria of the RAAhat thedata includes the resilience parameters needed for
the resilience metric, that &art DT,End DT andone or more consequengarameters.
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Table 9 Summary of the communicated infrastructures. The colour code refers to the collected interruption
data in relation to the fundamental criteria of our RAA. That the collected data set haStart DT, End DT
and quantitative consequence parameter. Green means the parameter is givgejlow means the parameter
can be derived from another given parameter in the data set; and red means that the parameter is not
given.

Infrastructure Organisation Answer Data Start End Quantifiable
data available DT DT consequences

Electr|C|-ty ) Svenskekraftnét Yes Yes
Transmission
EI_eCt.”C't.y Energiféretagen Yes Yes
Distribution
Ellect.rlcn.y E ON No
Distribution
D'Stn.Ct Kraftringen No
Heating
Dlsm_Ct Energiféretagen Yes No
Heating
Water Svenskt Vatten Yes No
Supply
Water Stockholm Vatten oct Yes Yes
Supply Avfal
Watelr Goteborg Kretslopr Yes Yes
Supply och Vatten
Water VA SYD Yes Yes
Supply
Transport Trafikverket Yes Yes
Road
Tra.nsport Trafikverket Yes Yes
Railway
Tra.ms.port Luftfartsverket Yes No
Aviation
Transport .

o Swedavia Yes No
Aviation
Tra.\ns.port - Transportstyrelsen  Yes No
Aviation/Maritime
Transport Sveriges Hamnar- Yes No
Maritime .

transportforetagen

Telecommunication PTS Yes Yes
All
Telecommunication SUNET Yes Yes
Network
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SRESI LI BMMEORI CS

The resilience metriaduration andRresiliencel ossis estimated in accordancelq. 1 andEq.

3 (see RAAIn section3.3.3, for each individualnterruption As for theFunctionaity Loss

metric the generic representation is givelen?2 (see RAA section3.3.3, that said how it is
actually estimated varies between infrastructure to infrastructure. Therefore, a further elabora-
tion on how thd~unctionalityLoss is derived is covered here.

5. 1ELECTRI CIIRAXWSMI SSI ON

Theinterruptiondata regarding thElectricity Transmission infrastructune Sweden contains

the minimum parameters for deriving the resilience metrics. The time parameters of when each
individual interruptionstarts, and when it ends are given, as well as the duration ioitene

ruption In the resilience assessment we calculated the duration with the start and end times
given and did not use the given duratidhere is given one consequence parameter aid th

is ENS Energy Not Supplied

Regarding the consequence parameter, during analysis oftémeuptiors we noticed that
there are maninterruptiors that hae zero duration and zero consequences. Howé¢here
were also someinterruptiors that have zer duration which lead to ENS. According tekS
(Hampus Bergquist,-mail, 201711-28)interruptiors with zero duration minutes anmgerrup-
tionsthat last under a minute. iBhis for interruptionsthat areautomaticallycorrected (which
normally takes inhe order of milliseconds to secondb) cases that lead to ENS, this is a
result ofwhenswitching is requiredbut there are no available linés take over the load from
the disconnected liné&vK & powergrid is a mesh networik about80-90% of Swederthus
the remainingoower linesthosehat are not faulted aratestill in operation, can in most cases
take overthe load of thdaulted powerline hence leading to zero ENS (in comparison with

71



alternative routes for road traffic when a road is clas€dg interruptions withduration of

zero minutes and zero consequences are not included in the resilience assessmergrti.e. a
ruptionthat does not lead to any consequences), as SvK is the only actor that does this uni-
formly in theirinterruptiondata.For the cases where timerruptionshave the duration of zero
minutes but associated with an ENS greater than zero we give them duration of one minute, so
the FunctionalityLosscan be derived and analysed. The duration of one minute is chosen as
that i the lowest resolution for time in our implemented analysis approach.

5.1.1DERI VIRESI LI MECRI CS FRBBLLECTED
| NTERRUPDTATAN

The metrics are derived in accordance to the generic equations preseptehi8s3.3

DURATION METRIC
Though the duration is given in ti@erruptiondata, we use thgtart DT andEnd DT of the
interruptionto calculatehe durationof the interruption

Thedurationis derived from the given timeframes for eaaterruptionin the giveninterrup-
tion data, in accordance txq.1 (in section3.3.3.

BASELINE

Theaverage hourlpower consumptionver one yeain Swederis utilized as théaseline for
calculating thé=unctionalityLoss in the system. The baseline is retrievethfpublicly avail-
able data on SviK £016b)homepageThe data presentBeexact hourly energy consumption,
that is per clock hour, and is given witieaccuracy of whole MWAL0® (Wh) from July 2010

to date, before July 2010 the accuracy is MY, The data given by SvK is the exact energy
consumption, where imported/exported energy andaomsumed energy is not taken into ac-
count(SvK, 2016a, 205, 2014, 2013a, 2011, 2010, 2009, 2008, 2007, 2006, .2005)

A timeless baseline was achieved by summarising the total energy hourly consumption over
one year and divide it with the total hours in g@@r, seeEq. 10. Havinga timeless baseline

means that the baseline does not change over one year, that is it is on average valid during any
time point during the year.

As the energy consumption comes wstich a high resolution, meaniitgs given per hour,
this baseline is considered to be of high accuracy.
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PRESENTATION OF THBASELINEMETRIC
BO'® 01 &k i 6a§ o @i Eq.10
Y § ODQBIME 6'QIL 1 610 QEE

0

where
Pavg: Average power consumptidar given yea(MW).

FE(hourly consumption over a yeai$um of the hourly consumption durir
a year (MWh).

Tourpaselindyear of interruption):Total hours in one year, there ane aver-
age8760 hours in one year. Start and end time of for the calculated &
average, that is 00.00 first of January and 24.0008 December the yez
given by the measured interruption.

FUNCTIONALITY LOSSMETRIC

The issue with the ENS consequence parameter is that it contains a time parameter, it has the
unit of MWh. Therefore, beforthe Functionality Losscan be derived the ENS needs to be
transformed ta@PowerNot Suppliedd(PNS). That is done by averaging ENS over the duration

of theinterruption seeEq. 11.

L 00 Y Eq.11

where
PNSwg Power Not SuppliedaveragedMW)
ENS: Energy Not Supplied (MWh)
Tour: The time duration of an interruption (h)

The FunctionalityLoss(F.) is then derived by dividingveraged®NSwith the baseline, see
Eqg.12

73



PRESENTATION OF THEUNCTIONALITYLOSSMETRIC, "O

0067y Eq.12

O h
v

where
FL : Functionality Loss
PNSwg: Average Power Not Suppligdr given interruptior(MW)

Pavg: Averagesystempower consumption when interruption occurs (MW

5.1.2DATA TREATMENT

The bigger part of the data treatment for Bbectricity Transmission has been to remove the
interruptonsthat did not lead to any power loss (zero consequencef)e data there were
found wo bad values witmegative durationsghd DT was before Start DT), one with six
hoursnegative duratiothatwas removedndthe otheronewas an obvious error andas
consequenthcorrectedand included in the dat&ome values were found that hadENS
greater than zeydut with zero duratioi. All these values were given a duration of one minute
(the lowest value our resolution of whole minutes allguwsaccodance to previous explana-
tion. In Figure31asummary and comparison of thetreatedlataandthe data after treatment.
Furthermore, it demonstratdge portion ofnterruptions irthe datahat is usedh the resilience
analysis of this thesis.

12 Zero is not a defined duration for a produced amount of energy
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Figure 31 Summary and comparison of the untreated and treated datdor the Electricity Transmission
infrastructure. The data is aggregated annually (above)where each bar is split by untreated data (left side)
and treated data (right side). The data is alssummarised by metric (below) showinguntreated data (bot-
tom-left side) and treated data (bottomright side). Where the treated data has an extra clarifying bar,
summing up the total used data.

5.1.3VALI DI TY OF TBE METRI

The validity for the resilience metrics are very high for the Electricity Transmission data. All
valuesfor calculation of the interruptioduration, consequenead baselinghat that are used
comes from highly accurate numbers. No values have been estimiidt¢ige exception of the

few interruptions that came with undefined durations of zero (energy production is not defined
for zero duration).

5.2ELECTRI AI BRI BUTI ON

Theinterruptiondata regarding thElectricity Distributioninfrastructureoffered more than the
minimum requirement for calculating the resilience metrics.Stag DT andend DT for the
interruptionare present, along with three consequerazarpeters. The consequence that area
presented arénterruption time No. of high voltage customers affectaddNo. of low voltage
customers affectedror resilience assessment, theerruption timeparameter is not included.
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Though it is considered asteresting parameter, as it is number of higihd low voltage cus-
tomer that were affected during the duration ofitherruption This parameter is quite similar
to what we refer to aResilienceLoss. However, no similar parameter is present inrfes-
ruptiondata for the other Cls and therefore it is excluded.

There were no issues with deriving the resilience meiicElectricity Distribution.

5.2.1DERI VI NG RESIETIRENGE FREOMUMLLECTED
| NTERRUPDTATAN

DURATION METRIC

Thedurationis derived from the given timeframes for eaakterruptionin the giveninterrup-
tion data, in accordance txq.1 (in section3.3.3.

BASELINE

The baseline is the total numbafr customers of the electricity distribution companies that
reportinterruptionsto Energiféretagen, sdeqg. 13. This number includes both higand low

voltage customers. It was not possible obtain a baseline that is separated accordinrguta high

low voltage customers. The baseline data is presented on annual basis, for same years as the
correspondingnterruptiondata, that is 2006 2015. The data is provided by Energiféretagen

(Matz Tapper, enail, 201704-26).

PRESENTATION OF THBASELINE
0 ; Eq.13
where
Niot,customers Average number of customers for the given year the interru

occurs.

FUNCTIONALITY LOSSMETRIC

FunctionalityLossof eachindividual interruptionis determined by the number of higind
low voltage customers affectelivided by the baseline which is the average number of cus-
tomers during a giveimterruptionyear,seekq. 14.
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PRESENTATION OF THEUNCTIONALITYLOSSMETRIC, "O

0 Eq.14
0 q

where
FL: Functionality Loss of individual interruption.

Naffected customers Number of affected customers during the respective il
ruption.

Niot,customers Average number of customers the year the respective inte
tion occurs.

5.22DATA TREATMENT

No unusable data given the data sehoweversome valuewvith zero duration wreremoved.
Somefifty incorrectly labelledend DT where found, where the date did not changehier
interruptionghat started or ended at midnight (at the time 00:00 the date should change, as the
new day begins). This results inroect end time, but the date is 24 hours early, resulting in
negative durations with a correct absolute value; 24 hours were added to those values.

Some values were considered faulty that had the duration of just above one year (in one case
tree years), Wich is extremely rarelata set. Hence, whémd DT values are found that hap-

pens to be almogireciely one year afteBtart DT, they have been judged as incorrect and
given a new end date the correct year. Very dosdl values were used #sey werggivenas

can besea in Figure32, butthe treated data is not enough to be separated from the untreated
treated barg-urthermore, the figure demorees the portion dhterruptionsin the data that

is used in the resilience analysis of this thesis.
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Figure 32 Summary and comparison of the untreated and treated data for the Electricityistribution in-
frastructure . The datais aggregated annually (above), where each bar is split by untreated data (left side)
and treated data (right side). The data is also summarisedytmetric (below), showinguntreated data (bot-
tom-left side) and treated data (bottoraright side). Where the treated data has an extra clarifying bar,
summing up the total used data.

5.23VALI DI TY OF TBE METRI

The metricdor the Electricity Distributionnfrastructureareconsideedto behighly valid. The
baseline is given as the total number of customers, giveis toy Energiféretagen and the
durations seem to be weaccurate. The uncertainties are introduced when the gitemup-

tion time(seeTable3) wasnot used. The consequences are calculated from thentwidder

of customers affected multiplied with the duration, which in most cases is equal to the given
Interruption time However, sometimes some customers are gradually connected which is
taken into acount in the giveinterruption time but we estimated thog&erruptionswith the

interruptionso total duration, which in gene

the resilience loss.
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5 3TRANSPOd®WRAD

Theinterruptiondata for theTransportRoad infrastructureontainsa couple of duration and
consequence paramei¢seesectiord.3). Thegiven time relategparametersare Start DT and
End DT of theinterruptions GrossdurationandNet duration The parameters used are Start
DT andNet duration Gross durations not utlised for the resilience assessme¥g.a measure
of consequence, the estimated number of affected cars for each interruption is (Ragathe
bility.

5.3.1DERI VI NG RESIEODTIREXGE FREOBLLECTED
| NTERRUPDTATAN

DURATION METRIC

Here thedurationmetric isrepresented by th&tart DT andNetduration according tdEq. 9
eventhoughthe generidurationmetric is given withHeq. 1 (in thesection3.3.3.

BASELINE

The average number of vehicles in the system is estimatedniwombersregarding traffic
volume and the total length of the national road netyse&Eq.15. The system is here defined
as the total Swedish road networke baseline data is estimated framumbeipresented in

a report regardingptal road lengthor 2015, maddy the Swedish Transport Administration
(Trafikverket, 2016) Thenumberggiven in that report are from 2041%2-31 and herehavenot
beenany published reports orpad lengthsince It is assumed thaherehave not beenany
significant changeegardingoad length irthe national road network since 2015 and that these
figures can represent the baseline for the time period aftéeuptiondata.

PRESENTATION OF THBASELINE
"Yi O QERDO G Q Eq.15
“Y§ 01T £0QQ0

where:
Niotvenicles Average number of vehicles in the system
Traffic volume: Total number of vehicle km per year

Total road length:The total length of the tianal road network in km
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FUNCTIONALITY LOSSMETRIC

TheFunctionalityLossis derived fromthe Palpability, a pre-calculated estimain of the num-

ber of vehicles affected kygivenTTS. By dividing the Palpability with the baselinga quote
received as an estimation of how big part of the estimated numbers of vehicles is affected by
interruptions seekq. 16.

PRESENTATION OF THEUNCTIONALITYLOSSMETRIC, "O
0 QAN OOQI QO K Eq.16
UV i
where
FL: Functionality Loss of an individual ietruption

Palpability: Number of affected vehicles for a given interruption

Niot,venicles Averaged number of vehicles in the system (i.e. the total Sww
road network for)

5.3.2DATA TREATMENT

No bad or unrealistic datagiven, howeverone third of thenterruptionshad zero duration or
consequence and wé#sereforeremovedfrom the data setseeFigure 32. Furthermore, the
figure demonstrates the portion @iterruptions inthe data that is used in tf@rthcomingre-
silience analysis.
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Figure 33 Summary and comparison of the untreated and treated data for th@&ransport Road infrastruc-
ture. The data is aggegated annually (above), where each bar is split by untreated data (left side) and
treated data (right side). The data is also summarisedybmetric (below), showinguntreated data (bottom
left side) and treated data (bottomright side). Where the treateddata below has an extra clarifying bar,
summing up the total used data.

533VALI DI TY OF TBBE METRI

The accuracy of the metrics from the road data are judgedhimbly uncertain, as they are
all rough estimationslhe system that calculates the duratiohsterruptionsis of unknown
accuracy. When fully functioning, the system should be updaiédaccuratetraffic infor-
mation in real timeHowever,the data also comes withmaximum duration value that ap-
plied when théNet durationreceived by theeporting systems unrealistically long, i.e. when
the systenseens to be failing. This indicates a system that sometimes-estmate the dura-
tions of interruptions As the duration is directly correlated to tRalpability (number of af-
fected cars), whichlso is ehighly uncertainaveragetheuncertainties areveralljudged to be
high. Furthermore,he baseline is estimated from the expected total number alucenisg in
the system, which is a highly uncertain estimation.
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D.4TRANSPORAT L WAY

There were couple of difficulties of deriving the resilience metrics foil taasport Railway
interruptiondata. As a consequence paraméitethe interruptionsthe number of registered
delays(CRAD) is utilised TheStart DT andend DT are givern theinterruptiondatg however
thevastmajority of theinterruptionsare given withthe sameStart DT andEnd DT, resulting
in zero duratiorfor these interruptiongiow this issue was dealt with covered under section
5.4.2

5.4.1DERI VI NG RESIEODTIREXGE FREOBLLECTED
| NTERRUPDTATAN

DURATION METRIC
Thedurationis calculated according t6q. 1 (in section3.3.3.

BASELINE

The baseline is here represented by the number okhdepartures in the systeirhat said
we only have the number of departures in the system for one year wiiomi2012.We
utilise extrapolation to estimate tla@mnualof annual departures in the systéon the other
years the interruption daspans seekq. 17.

The 2012baseline is normalised and weightad utilising thesum of all transported km per
yearfor railway traffic(Trafikanalys, 2017)with 2012 as index year.

PRESENTATION OF THBASELINE

YiGWE Ol Eq.17
Yi OW@EC TP C

0 WQOOINT 'O 616 OOV ¢ Ttp ¢
where

tMP(2012) EO OEA O1 OA1T 001 1T £ bbyaddna
in all Sweden for year 2012 38 10°).

(year =Yr): i s the scaled hourly a\
pointso by all trgddr)ns i n all Sw

FUNCTIONALITY LOSSMETRIC

TheFunctionalityLossis derived from thgiveni nt e r r consdquence @asame@RAD
(Causereported additionatdlelayg whichis then averaged hourlgeeEq. 18. This hourly av-
eragedCRAD is then divided by theaourly average of thetal number of depaed measure-
ment pointdn the system fothe given yeay seeEq. 19. l.e. the houy averaged number of
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additionaldelayed measurement poinfSRAD) is divided by the@veragenumber ofdeparted
measurement in the whole system (all Sweden).

PRESENTATION OF THEUNCTIONALITYLOSSMETRIC, 'O
BO'YO@E Qi i 6n0 Q¢ ¢ Eq.18
061 woMd ¢ i

0'Yo O

5Yd0 Eq.19
0 WAQAMINI

where
FL: Functionality Loss of individual interruption.

F CRAD (inTkherspmioh)passed 06 me:
train has received additional delay registered to the Delay ID (the inte
tion)

# 2 lin®nupton: Hour 'y average of passed
ruption.

5.42DATA TREATMENT

The TransportRailway data is thedatain need ofmost manipwtion as it has one essential
flaw aspreviously stated, thatearly allEnd DT values are incorrect. Nearly Biélay 1Ds are
givenwith the sameStart DT andEnd DT, i.e.resulting indurationthatareequal tozera

Many of the given durations are less than some of its inciudecduptiord €RADsS, meaning

that the given duration of tHeelay ID is shorterthansomeof its delays However,a Delay

ID6 &nd DT is not defined for duratiortbat arelessthanany ncl uded si ngl e
delay (CRAD) the duration of an interruption cannot be shorter than any of its included delays
trains,meaning those values are also incorrect. With this knowledge, all avaitdsleiption
durationsthat aregreater tharzero and less than 10 minutes has been considered faulty, and
will be given a nevEnd DT. No correlations could be found betwéaaduration and CRAD

(or any other consequenparameter) for thBelay IDs with correct durations, otherwise such

a correlaton would be appropriate tese forestimationof the incorrecénd DTs. Instead, the
duratiors of the correctly giveelay IDsareanalysedn order toget an estimate for tHaelay

IDs withincorrectEnd DTs seeFigure34. A few of the zerevalues hae an estimatedend

DT, which usually is given for thBelay 1Ds that lasts for several days, weeks or months; these
values are adopted Bed DT whenavailable.
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Figure 34 Histogram of durations longer than 10 minutes for the TransportRailway data

As seerin Figure34, theinterruption® t hat ar e ¢ odurateomrsthdtayequiteo g g e d
evenly spread outor thousands of hourBrom the look of this dataowever it seems possible

to find a correlabn with a stochastic procedfso, such a correlation can be used to generate
the incorrect End DT values by stochastically randomise them. In doingdee@s not seem

fair to estimate very long durations for the unkndanwd DTwe want to generatét does not

seem very likelythat these correaturations arall representable for thearts of thedata set

with incorrect End DT as longer delays are deemed more probable to be coreggied
Therefore, only delaythat arelonger than 10minutes butshorter than 10 hours are used as
basisfor further analysisThis data is then used to estimate a probability density function
(PDF); when fitted with an exponential distribution an accurate correlation is fourféigsee

35, top histogram). The propertiestbi fitted exponential function is then used to stochasti-
cally randomise the missing values. These values are plotted in a histogram as a function of the
relative probability seethe bottomFigure35.3

13 The relative probability is used as the randomised values are much greater in number and would have looked
un-proportionallylarge in a regular histogram.
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Figure 35 Probability density function of the valid durations less thanl10 hours with the fitted exponential
function curve (top). The same valid durations from the data is also plotted together with the stochastically
randomised values, in the histogram of relative probability (bottom)

A summary of the values before and aftee data treatment is foundkigure36 below. Fur-
thermore, the figure demonstrates the portion of interruptions in the data that is used in the
resilience analysis of this thesis.
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Figure 36 Summary and comparison of the untreated and treated data for th@ransport Railway infra-

structure. The data is aggregated annually (above), where each bar is split by untreated déeft side) and
treated data (right side). The data is also summarisedybmetric (below), showinguntreated data (bottom

left side) and treated data (bottoraright side). Where the treated data below has an extra clarifying bar,
summing up the total used dta.

543VALI DI TY OF TBE METRI

The CRAD is a highly valid number. The given baseline is also estimated to be adtwate,
everthe validity of using delayed trains as consequence parameter for interruptions is not con-
sidered high. With more than eight outteh stochastically estimated durations and no can-
celled trains, the validity of this data as a representatifeasfsport Railwaynterruptions, is
deemed to be highly uncertain.

55WATES8UPPLY

As previously mentioned i€hapter4, the data is of better quality after Juné’12009. For
this reason, we exclude the all data prior J&ly2009. The argument for starting from Jufy 1
instead of thel2", is bothto start at a beginning of a month insteadnofhe middle of the
month, as well as July represents the beginning of new annual quarter.
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Theinterruptiondatafor Water Supplycontains the minimurparametersor deriving the re-
silience metrics. The time paramettrat aregiven areStart DT andduration(referring to the
parameteHours without waterwhich is given in hours. There is riend DT present in the
interruptions dataThe consequence parameteXisnber of userghat are affected

5.5.1DERI VI NG RESIEODTIREXGE FREOBLLECTED
| NTERRUPDTATAN

DURATION METRIC

Though the generidurationmetricis given withEg. 1 (in section3.3.3. As previously stated,
theEnd DT is not givenn the interruption datdor that reason the given duratisnutilised.
Both in terms of the interruption duraticas well as estimating tiend DT.

BASELINE

Number of system useris used taepresenthe baseline, wher@5% of the total inhabitants
of Stockholm and Huddinge municipalities
network seealsoEq. 20. It should be noted thatdustries, hotels, schools and work places are
not included (Erik Karlsson,-mail, 201707-18). The total number of inhabitarfts Stock-
holm and Huddinge municipalities on annual basis is retrieved from Statistics S{&&#n
n.d.)

PRESENTATION OF THBASELINE
0 j Eq.20
WL B "D 0 QOECEHO £ WG E VO QQQHOREQD QR O ¢
where

NtotsystemuseisNU mber of wusers that are «
bution network per year.

FUNCTIONALITY LOSSMETRIC

TheFunctionalityLossis determined by thBumber of userthat areaffectedby the interrup-
tion divided by theannualnumber of total users of the systevhen the interruption occurs,
seeEq. 21
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PRESENTATION OFHE FUNCTIONALITYLOSSMETRIC, "O

0 Eq.21

0 -
U n

where
FL : FunctionalityLoss of individual interruption.
Naffected users Number of users that are affected by the interruption.

Ntot,systemuser:s N u mb e r 0 f u S e r S t h a. t QJ[DpE
infrastructurefor a given year of interruption.

5.5.2DATA TREATMENT

The main part of the data treatment for W&epplywas to remove alhterruptions occurring
before July 2009, as there was not enough usable datEigsee37. The remaining data treat-
ment was to delete interruptions that lacked the reqinfednation to withdraw theesilience
metrics.FurthermoreFigure 37 demonstrates the portion of interruptions in the data that is
used in the resilience analysis of this thesis.
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Figure 37 Summary and comparison of the untreatednd treated data for theWater Supply infrastructure .
The data is aggregated annually (above), where each bar is split by untreated data (left side) and treated
data (right side). The data is also summarisedybmetric (below), showinguntreated data (bottom-left side)
and treated data (bottomright side). Where the treated data below has an extra clarifying bar, summing
up the total used data. Note that the treated datdoesnot include valuesprior to July 2009.

553VALI DI TY OF TBE METRI

The FunctionalityLoss metricandthe duration metric for the Wateupply interruptiordata
are judged to beery accurate, the uncertainties are introduced witHahe certain baseline.
Our contact aBVOA judged arestimated baseline of 95 % of the populabbthe area Stock-
holm and Huddingenunicipality, to be accuratdhat in turn, will add some uncertéigs to
thederivedFunctionality Lossnetric. However, werall the validity of these metrics is deemed
to be high Theuncertaintiesareprofferedbeingin the baselineather than in the consequence
parameterthat way it contributes withan equal bias betweell interruptionsFunctionality
Lossmetric (changeannually.
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S .0TELECOMMUNI CATI ON

As previously mentioned, it proved difficult and time consugrio aggregate the relevant in-
formationfrom the incident reports from PTS, especiatiyerms ofthe consequences. Triee
werevarious difficulties with extracting the relevant consequence paranagigigsreare cou-

ple of thethemlisted; firstly, multiple ways to express the same consequences. Secondly, some
of the consequences were difficult to place as they do not fit the general format, such as number
of customer or mobile sites. Lastly, the information is masked. This islimoited list.

On the positive sideyut of all the Clghe information is most detail from PTS, the problem is
to make sense of the data and aggregate it, and that the information given is not uniformly
given in the same way. Ti®&art DT andEnd DT (which gives the interruption durationis)
not so difficult to extractrom the incident reportand in the majority of thanterruptionsthe
durationis presentlt was even possible in some of the cases to sane ofthe inbetween
parametergluringthedurationof theinterruption More explicitly, e.g.m some cases the peak
time where the consequences where the high@sgivenand in other cases step by step time
pointsand correspondingonsequencegalues during that timepointslowever, minority of
the Telecommunicatiomnterruptionscontained this level of detailsurthermorenone of the
otherCl interruptiondatasetshave thatevel ofdetail, where commonlgnly the StartDT and
End DT (or durationjand the maxnum consequences are given

As previously mention in sectigh6, we focus three suimfrastructures from the Telecommu-
nication infrastructurewhich are Telecommunication Mdéj Telecommunication Broadband
Services, and Telecommunication Fixed Telephdimg Telecommunicatioimfrastructureas
the only Cilwherewe have decided @nalysesubinfragructureseparately insteaaf analysing
them as a group itheresilience analis This is both deto the complexity of aggregating
theinterruptiondata, as well as difficulties elstablishing joint baseline

Commonconsequence paramebatween the sulmfrastructurs is number o€Customerghat
areaffected by thenterruptiors. However, Telecommunication Mobile also expressase-
guences in terms of affectdbbile sites

5.6.1DERI VI NG RESIETIRENCGE FREOULLECTED
| NTERRUPDTATAN

DURATION METRIC
Thedurationmetricis calculated according tq. 1 (in section3.3.3.
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BASELINE

There areouple of baseline®ftheTelecommunicatiomfrastructureas thenterruptiondata
expresses different types sfibinfrastructure/servicesAppropriate baselineseeded to be
foundfor each subnfrastructureon annual basis

For Telecommunication Mobile the are two base lingghe frst baseline is total number of
mobile sites, in other words the mobile masts, per given year in Sys=gi. 23. We do not
divide between @, 3G, and 4Ghis isbecause of how differently the information is presented
in the incident reports. The data for the mobile sites basesliaggregateéfom PTS reports
(PTS, 2017a, 2016, 2015 hich is available for 201-2016.The secondaselinegs number

of subscribersseeEq. 22. The selection of which of the baseline used depends on how the
consequences are expressed for each interrupti@year.

The baseline for botfielecommunication Fixed Telephony and Telaoounication Broad-
band Servicess represented by theumber of customers with fixed telephone services (ex-
cluding IRbased phonejespectively the number of customers Wiiked broadband services
(that includes the Internet,tfased phone, and IPT\§ee Eq. 22

The baseline data regarding number of customer$dtlmcommunication MobileTelecom-

munication Fxed Telephony andlelecommunication Badand Servicesare allretrieved

from PTS (2017b)tatistics Brtaldatabasvhich is publicly available® TS6s St at i st i ¢
database offe@mong other thingdetailed informatia overall customers owedish telecom
companiesnd their subscription services

PRESENTATION OF THBASELINES
All threesubinfrastruduresshare the baseline calculations derived from the total number of
users, se&q.22.
0 MQADINI Eq.22
where

Niwt: Total number of registered subscriptions of studiedisfrastructure
during the given year (Yr) of interruption.

TELECOMMUNICATIONMOBILE SPECIFIC

As previously mentioned above, Telecommunication Maltileses twoforms of baselineas
this subinfrastructure expresses its consequeitéso ways.When the consequenéa in-
terruptionsare expressed itermsof affectedMobile sitesthen this baselinapplies ands
given by theiotal number of sitethe given year of the interruptipeeekEq. 23.
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0 Eq.23

where

Niot,mobile sites The total number of mobile sites for given year of interrupt

FUNCTIONALITY LOSS
A generic formula forll the subTelecommunication sulmfrastructuregor thecalculation of
Functionality Losss given inEq. 24.

PRESENTATION OFHE FUNCTIONALITYLOSSMETRIC, 'O

5
0 - Eqg.24
UV §

where
FL: Functionality Loss of individual interruption.
Naffected: The number of customers or sites affected.

Niwot,systems  TOtal number of customers connected to the respective actc
given year, or total number of (Mobile) sites.

5.6.2DATA TREATMENT

Nothing is done with the Telecommunicatioierruptiondata except dividing the different
interruptions and their consequences between the differesibfsabtructuresandthen re-
movingthe interruptions thdacks the information to meet the criteria of derivingrmlience
metrics seeFigure38for Telecommunication Mobild-igure39for TelecommunicationFixed
Telephony andrigure40 for TelecommunicatioBroadband Servicegurthermorethe por-
tion of interruptions for each respectisabinfrastructure that is utilised in thesilience anal-
ysis in this thesis can be seen in these figures.

92



TELECOMMUNICATION M OBILE

304 [_|valid data i
[Tlvalue is zero
251 M Unusable data . i
20 L
C
=3
815 -
10+ -
51 L
0 T T T T T T T T T T T -
2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017
100 100
80 80
Y S 60 e
[e] o
(@] (@]
40 40
20 20
0 — 0
» & © A O o X2
% 2O «C % O oC R
A\ 0\)"6 o o\\)e < o \)(’b 3 o\\)e 906
(\5 (\5 \)
o S

Figure 38 Summary and comparison of the untreated and treated data for th&elecommunicationMobile
infrastructure . The data is aggregated annually (above), where each bar is split by untreated data (left side)
and treated data (right side).The data is also summarised ypmetric (below), showing untreated data (bot-
tom-left side) and treated data Hottom-right side). Where the treated data below has an extra clarifying
bar, summing up the total used data.
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FIXED TELEPHONY
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Figure 39 Summary and comparison of the untreated and treated data for th&@elecommunicationFixed
Telephony. The data is aggregated annually (above), where each bar is split by untreated data (left side)
and treated data (right side).The data is also summarised ypmetric (below), showing untreated data (bot-
tom-left side) and treated data (bottoraright side). Where the treated data below has an extra clarifying
bar, summing up the total used data.
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BROADBAND SERVICES
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Figure 40 Summary and comparison of the untreated and treated data for th&elecommunicationBroad-
band Servicednfrastructure . The data is aggregated annually (above), where each bar is split by untreated
data (left side) and treated data (right side)The data is also summarised ¥ metric (below), showing un-
treated data (bottom-left side) and treated data (bottomright side). Where the treated data below has an
extra clarifying bar, summing up the total used data.

5.6.3VALI DI TY OF TBE METRI

Whenthe interruption parameteese not maskedpoth the consequence parameter and the
duration metricare hghly accurate. The baselinmat areused are also highly accurate. The
assumptions made of the unmasked data is uncertain. As those reports only states the affected
areas, it is not known if there are more accurate consequences stated in the magkedeext.

have assumed all customers for a given carrier to be affected in those areas stated, probability
is that they are somewhat overestimated. Given that we have received all reports, the uncer-
tainties from missed data is introduced by the masked ddtharmias caused by the threshold

for reporting.

95



5.7 SUMMARY AND CONCDBSTBE METRI (

All data has successfully been transformed into the generic metfesiofionality Lossaand
calendar duration. The validity of the different parameters differsthieutinal data with all
estimated values included is deemed to result in resilience calculations that are representative

for therespective tClI.
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ORESI LI ASGESSMEBNRNT
INDI VI DORMLTI CAL
INFRASTRUCTURES

In this chapter we presetite results for each studied CI.

THE NATIONAL SYSTEMAVEL

For each infrastructure, the interruption data has been aggregatedordance to the RAA

and presented. The table datal subf i gur e mar ked wi t h foénétion- d e mo n
ality lossin the system over time with the accuracy of minutes. The othédiguies show the
functionalitylosswith respect the interruption causes (i.e.-salmples of the totélinctionality

losg . Human causes are marked O6HO6, natur al 6N
are unknown or mi ssi ng -fauresitimpossible td visddlize howWi t h
much each type ahterruptioncontributes to the totdlnctionalitylossover time. This gives

an indication of tovhatextent the differeninterruptioncauses contributes to the totahc-

tionality lossof the system.

ANNUAL RESILIENCE LENL:

For each infrastructure, depending on the availability of data, the annualesdamce level
and mean resilience losskas been calculated in accordance to the RAA and presented in
tables

Note, the tabulated values presented in the chapter are given with three sigddmardls
with the exception of numerical table valuésesilience which is given with five decimals in
order ofbetter displaying the difference in resilienti@s also applies to table values in section
7.2
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6.1ELEQRN CITRANSMI SSI ON

6.1.1THENAT | ONRVISTEINEVERES| L | ONFELIEECTRI CI TY
TRANSMI SSI ON

Figure41demonstrates the functionality of the Electricity Transmission infrastructure at a na-
tional system level over the time period of thega andyiven data availability. The findings
demonstrate thidhe infrastructure does not experience frequ@etruptons, generally long

time intervals betweewith examples of almost a whole year

Table10, as complement tBigure 41, gives an indication of whicimterruptioncauses that
contribute most to the total losses of the functionality level of the infrastructurent&heip-

tion cause resulting in therigest impact on the electricity transmission infrastructure are re-
lated to external causeBhefunctionalitylossin the system generated by external causes are
few, buttheyresult inahigh mearfunctionalitylossand resilience loss compared to theeoth
causes. However, the mean duration is the lowest comparing to the other causes. Technical
causes and then natural causes are second and third contributors. Compared toithierother
ruption causes, the technical failure causes have the second higipast in terms of mean
functionalitylossandresilienceloss in the system, however, it has the highest mean duration
of interruptions at the national system level. Furthernfargtionalitylossin the system gen-
erated by technicaterruptioncauses are generally not many. Natur@rruptioncauses tend

to affect the functionality of the system more frequently than other causes.
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Figure 41 Resilience curvefor Electricity Transmission during the time period 20052016. All values are
first plotted as reference (A), then categorised according to the generiigterruption causes: (H) human,
(N) natural, (T) technical, (E) external and (U) unknown/missing dataA dashed line is plotted as reference,
displaying a fully functional system. The vertical axes are given a unified value of.@®7) for better resolu-
tion. Extreme values falling outside of the displayed bounds are presented for accounting purposesatg
(maxFL)]: 2006-03-23(0.045),2006:07-27 (0.006), 207-11-13 (0.011), 20082-24 (0.012), 20084-16 (0.008)
and 201107-10 (0.008).

99



Table 10 Overall resilience values of the generic interruption causes for Electricity Transmissioi\: The
total functionality of the system at a national system level. Theegericinterruption causes: H human, N;
natural, T: technical, E: external and U: unknown/missing data

Cause Duration (h) FL Resilience Loss Resilience
Mean Var Max Mean Var Max Mean Var Max Mean
(103 (10%) (103 (109 (10%)

2.23 76.5 67.3 0.512 8.05 44.5 0.216  0.000963 0.0445 1.000@
0.288 0.227 1.85 0.254 0.257 2.29 0.0325 0.000@t92 0.00229 1.000®

0.718 119 23.3 0290 0.6 8.44 0.09 0.000629 0.00844 1.000®
18.4 617 67.3 0.389 3.1 10.6 0.0465 0.000663 0.0106 1.000®
0.145 0.03D 0.567 2.76 83.8 44.5 0.0602 0.000796 0.0445 1.000@
2.35 27.0 20.0 0.190 0.102 141 0.020  0.0000@56 0.00141 1.000®@

cm+=z I >»

6.1.2ZANNUARES| LI HETUEL SEIOFCTRI CRANSMI SSI ON

In Figure42the calculated annual mean resilience level for the Electilicitiysmission system
is given.In Table 11 detailed accounts of the annual measilience level, meaduration of
the given year, along with medénnctionalitylossper year and meamesilienceloss is gien.
FromFigure42it is hard to discern any changes of the mreailience level over the years as
is it very close to one, althougtablel1reveals that there are some minor variations.
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Figure 42 Annual resilience level of Electricity Transmission
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Table 11 Resilience values for Electricity Transmission per year

Year Duration (h) FL Resilience Loss Resilience
Mean Var Max Mean Var Max Mean Var Max Mean
(10% (0% (10% (109 (109
2005 053 582 116 0217 0.123 1.85 0.0309 0.0000247 0.00185 1.00000
2006 5.14 255 67.3 1.47 51.1 445 0.774 0.00423 0.0445 1.00000
2007 9.66 575 640 0.894 7.32 10.6 0.306 0.00089 0.0106 1.00000
2008 0.0733 0.011 0.333 123 949 12 0.596 0.00575 0.012  1.00000
2009 2.30 47.1 26.0 0.203 0.105 1.58 0.0423 0.0000174 0.00158 1.00000
2010 0.297 0.623 2.77 0.174 0.0498 0.75 0.0462 0.00000795 0.00075 1.00000
2011 3.11 329 17.6 0.727 3.74 8.44 0.377 0.000464 0.00844 1.00000
2012 5.07 98.7 20.0 0.215 0.114 0.768 0.051 0.0000196 0.00076€ 1.00000
2013 0.0167 O 0.0167 0.262 0.206 0.786 0.0015 0.00000118 0.00078€ 1.00000
2014 0.82 12.7 17.6 0.238 0.122 1.78 0.139 0.0000734 0.00178 1.00000
2015 258 245 153 0.163 0.0469 0.662 0.219 0.0000599 0.000662 1.00000
2016 0.681 3.01 462 0.159 0.0589 0.785 0.00834 0.0000028C 0.00078E 1.00000

All 2.23 76.5 67.3 0.512 8.05 445 0.216 0.000963 0.0445 1.00000
years

6.2ZELECTRI ©OI $SYRI BUTI ON

6.21NATI ONRVISTEIMEVERESI LI ODNFELEECTRI CI TY
DI STRI BUTI ON

Figure43to Figure46 demonstrates the functionality of the Electridtigtribution infrastruc-

ture at a national system level over the time period oflttte andjiven the data availability.

The findings demonsite that the Electricity distribution infrastructure, seen from a national
level perspectives nearly continuously experiencing interruptions, some of which results in
highfunctionalitylos®s. The results show that these peaksnitionalitylossoccur generally

during the late autumn/winter, where there is generally a strong correlation between the inter-
ruptions and natural failure causes.

Table12, as complement tBigure43to Figure46, gives an indication of whicimterruption
causes that contribute most to the total losses of functionality level of the infrastructure. By far,
natural relatednterruptioncauses have the most significant impact on the total functionality
of the infrastructure. Naturahterruptioncauses score the highest in all categor@sration
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Mean,Functionality LosdMean,ResilienceMean,ResilienceLossMean). Technical related
causes are the second most contributing factor to the total system functionality.
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Figure 43 Resilience curvefor Electricity Distribution during the time period 200520071 part 1/4. All
values are first plotted as reference (A), then categorised according to the gendriterruption causes: (H)
human causes(N) natural, (T) technical, (E) external and (U) unknown/missing datahere are no external
causesA dashed line is plotted as reference, displaying a fully functional system. The vertical axes are
given a unified value of (0,8) for better resolution. Extreme values falling outside of the displayed bounds
are presented for accounting purposes as [Year (maxFL)R005(0,159) and 2007(0,105)
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Figure 44 Resilience curvefor Electricity Distribution during the time period 200B-201071 part 2/4. All
values are first plotted as reference (A), then categorised according to the gendriterruption causes: (H)
human causes, (N) natural, (T) technical, (E) external and (U) unknown/missing dathere are noexternal
causesA dashed line is plotted as reference, displaying a fully functional system. The vertical axes are
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Figure 45 Resilience curvefor Electricity Distribution during the time period 2011-201371 part 3/4. All
values are first plotted as reference (A), then categorised according to the gendriterruption causes: (H)
human causes, (N) natural, (T) technical, (E) extaal and (U) unknown/missing datg here are no external
causesA dashed line is plotted as reference, displaying a fully functional system. The vertical axes are
given a unified value of (0,8) for better resolution. Extreme values falling outside of thedisplayed bounds
are presented for accounting purposes as [Year (max}: 2011 (Q076).
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Figure 46 Resilience curvefor Electricity Distribution during the time period 20142015.7 part 4/4. All
values are first plotted as reference (A), then categorised according to the gendriterruption causes: (H)
human causes, (N) natural, (T) technical, (E) external and (U) unknown/missing dathere are no external
causesA dashed line is plotted a reference, displaying a fully functional system. The vertical axes are
given a unified value of (0,8) for better resolution.
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Table 12 Overall resilience values of the generiinterruption causes for Electricity Distribution. A: The
total functionality of the system at a national system level. Theegericinterruption causes: H human, N;
natural, T: technical, E: external andU: unknown/missing data.

Cause Duration (h) Fo Resilience Loss Resilience
Mean Var Max Mean Var Max Mean Var Max Mean
(10% (10% (10% (109 (109

A 8.25 4210 8770 3.97 160 160 1180 20.2 0.16 0.99882
H 3.71 952 6130 0.134 0.0925 10.7 88.5 0.045 0.0107 0.99991
N 19.2 10010 8770 8.62 403 157 769 19.3 0.157  0.99923
T 3.49 1980 8770 0.222 0.294 16.8 169 0.245 0.0168 0.99983
U 2.75 1290 8040 0.232 0.211 15.6 153 0.137 0.0156__ 0.99985

6.22THEANNUARESI| LI EHEEEL SEIOFCTRI CI TY
DI STRI BUTI ON

In Figure47 the calculated annual mean resilience level for the Electricity distribution system
is given. InTablel3detailed accounts of the annual resilience level, mean duration of the given
year, along with meaRunctionality Losger year and mean resilience loss.

The results show that 2005 has the lowest resilience level, 2dtighasthe highest resilience

level. The mean resilience loss during 2005 is approximately wigks greater than the resil-
ience lossluring 2006 The results also show that the resilience level differs from year to year.
During 2006 there is a significant re@se in resilience level, from which the level fluctuates
somewhat until 2013. From 2013 to 2015 the resilience level shown to have stabilised some-
what, compared to the years before 2013.
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Figure 47 Annual resilience level of Electricity distribution. The doted horizontal line refers to fully func-
tional system.
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Table 13 Resilience values for ElectricityDistribution per year

Year Duration (h) FL Resilience Loss Resilience
Mean Var Max Mean Var Max Mean Var Max Mean
(10% (10% (10% (109 (10%)

2005 385 29700 8710 144 836 160 3770 137 0.180 0.99623
2006 3.21 13 8040 1.19 9.07 36.3 462 1.16 0.0363 0.99954
2007 9.77 957 2210  7.92 373 106 1270 40.3 0.106  0.99873
2008 3.74 654 36 1.36 6.79 23.1 578 1.40 0.0231 0.99942
2009 3.48 3280 6550 1.65 2.45 17.2 1190 1.69 0.0172 0.99881
2010 2.71 299 2530 112 1.49 13.6 784 0.959 0.0136  0.99922
2011 5.19 2260 87M  4.69 102 75.5 1560 14.9 0.0754 0.99844
2012 2.87 334 2710  1.09 4.32 18.3 561 121 0.0183 0.99944
2013 5.97 790 270  3.12 430 36.7 979 7.57 0.0366 0.99902
2014 3.58 707 2790 1.32 2.99 16.1 872 2.20 0.0161 0.99913
2015 6.82 1060 3650 2.78 335 37.3 952 6.11 0.0373 0.99905
All 8.25 4210 8710  3.97 160 160 1180 20.2 0.16 0.99882
years

6.3 TRANSP RORD

6.3.1THENAT I ONVISTEIMEVERES| L1 ONFCREANSP ORT
ROAD

Figure 48 shows the functionality of the Transport Road infrastructure at a national system
level over the time period of tltata andjiven data availability. The findings demonstrate that
the infrastucture experiences interruptions with minor |eilctionalityloses on somewhat
regularly basis, while interruption of highlemctionalityloses occurs with longer time inter-
vals.

Table 14, as complement tBigure 48, gives an indication of whichmterruptioncauses that
contribute most to the total losses of functionalgydl of the infrastructure. The results are
well correlated to human causes, as can be seen betwedngise=l8) interruptioncauses.
The frequency of natural ré&dinterruptiors is very low compared to human related causes.
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Figure 48 Resilience curvefor Transport Road during the time period 2016 to 201706-30. All values are

first plotted as reference (A), then categorised according to the generiaterruption causes: (H) human
causes, (N) natural, (T) technical, (E) external and (U) unknown/missing dat&ere are only human and

natural causes that affect thesystem.A dashed line is plotted as reference, displaying a fully functional
system. The vertical axes are given a unified value of (@B for better resolution. Extreme values falling

outside of the displayed bounds are presented for accounting purposas [Year (maxFL)]: 2016 (0.1596.

Table 14 Overall resilience values of the generimterruption causes for Transport Road. A: The total func-
tionality of the system at a national system level. Theegericinterruption causes: H human, and N: natu-
ral.

Cause Duration (h) FL Resilience Loss Resilience
Mean Var Max Mean Var Max Mean Var Max Mean
(103 (10% (103 (109 (109

A 0.973 2.10 12.0 0.101 0.134 5.89 39.7 0.0387 0.00589 0.99996
0.93 1.96 12.0 0.0964 0.134 5.89 37.5 0.0370 0.00589 0.99996
N 1.86 4.20 12.0 0.0183 0.005150.895 2.18 0.0012 0.00089< 1.00000

T
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6.3.2THEANNUARES| L1 HEZEL STROANS P GROR D

In Figure49the calculated annual mean resilience level for the Transport Road infrastructure
is given.In Table15 detailed accounts of the annual mean resilience level, mean duration of
the given year, along with mednnctionalitylossper year and mean resilience loss is given.

It is demonstrated ifrigure 49 that the mean resilience level is quite close to full resilience,
where according tdable15 the mean resilience level during 20%6).9962.Tendencies are
difficult to see with such a small statistical basis, butfits¢ six months of 2017 the mean
resilience level improved slightly compared to 2016. The mean resilience losses are approxi-
mately eight times greater during 2016 gared to the first six months of 2017.
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Figure 49 Annual resilience level of TransportRoad

Table 15 Resilience values for TransporiRoad per yeato 201706-30 ()

Year Duration (h) FL Resilience Loss Resilience
Mean Var Max Mean Var Max Mean Var Max Mean
(109 (109 (109 (109 (109
2016 0.937 163 120 0.0963 0.176 5.89 355 0.0431 0.00589 0.99996
2017* 1.03 2.84 12.0 0.109 0.0661 2.26 48.1 0.0295 0.00226 0.99995

All 0.973 2.10 120 0.101 0.134 5.89 39.7 0.0387 0.00589 0.99996
years
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6.ATRANSP dRT LWAY

6.4.1THENATI ONFVISTEIMEVERESI| LI ENCREEANSFP ORT

RAT LWAY

In Figure50 to Figure52 the Functionality Losf the Transport Railway infrastructure at a
national system leve$ given over the time period of the data and given data availability. The
findings demonstrate that the infrastructooatinuouslyexperience interruptiaover all with

quite high variation ifFunctionality Los®ver time.

Table16, as complement tBigure50 to Figure52, gives an indication of whicimterruption
causes that contribute most to the total functionality level of the infrastructure. The biggest
contributor to the total losses of functionality level of the infrastructurdaseckto interrup-

tions due to human related causes, followed by techinieatruptioncauses.

o
©
5}

Functionality

0.9 - : - ; : : : .
Jan2012  Apr2012 Jul2012 Oct2012 Jan2013 Apr2013 Jul2013  Oct2013 Jan 2014

1’*7777777777777 7777777 7777777777 77777777777777777777777777777777777777

o
©
o

Functionality

0.9 . T T . ‘ ‘ :
Jan2012 Apr2012 Jul2012 Oct2012 Jan2013 Apr2013 Jul2013 Oct2013 Jan 2014

L — L e e T B A 11/ s L L e i

o
©
o

Functionality

0.9 . T T . ‘ ‘ :
Jan 2012 Apr2012  Jul 2012 Oct2012 Jan 2013 Apr2013 Jul2013 Oct2013 Jan 2014

! 'WWW’PPWFT;WWW‘-‘WWFWWW’YTWWWWWWWWWWWWW'

o
©
o

Functionality

0.9 . T T . ‘ ‘ :
Jan 2012 Apr2012  Jul 2012 Oct2012 Jan 2013 Apr2013 Jul2013 Oct2013 Jan 2014

Cont

11C



Figure 50 Resilience curvefor Transport Railway during the time period 2016 t0201706-307 Part 1/3. All
values are first plotted as reference (A), then categorised according to the gendriterruption causes: (H)
human causes, (N) natural, (T) technical, (E) external and (U) unknown/missing dat& dashed line is
plotted as reference, displaying a fully functional system. The vertical axes are given a unified value of (0,9)
for better resolution. Extreme values falling outside of the displayed bounds are presented for accounting
purposes as [Year (maxF[]: 2013 (0.1870).
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