
 Autonomous Systems

 RQ1-Conceptulization

 Self-awareness (environment and own states)

 Self-decision making

 Adaptive ( to environment and goals)

 Level of autonomy  SAE 6 levels of driving automation

 Architecture

 Perception module

 Reflection module

 Planning module

 Goal management module

 Self-adaptation module

 Applications

 Autonomous vehicles

 Autonomous emergency brake

 Collision avoidance

 Adaptive cruise control

 Autonomous drones

 RQ2-Challenges of testing

 Inadequacy of the tranditional testing approaches

 Unpredictable environment

 Infeasible exhaustive testing

 Corner cases (low frequency errors)

 Hard to replicate (track, reproduce, reuse) failures

 Complexity

 System of systems

 Emergency of AI

 AI testability

 AI interpretability

 AI visualizability

 Adversarial attacks

 Modelling

 Environment

 System functionalities and constraints

 Test scenarios

 Limitation of simulation techniques

 Data accessibility

 Data collection

 Data labelling

 Data interpretation

 Data validtation

 Missing standards and guidelines

 Estabilished terminologies
 Requirement specifications

 Test specifications

 Quality criteria

 Safety performance metrics

 Policies and regulations

 Ethical consideration

 Test automation

 Tools, frameworks and approaches

 Hard to define test oracle

 Regression test

 Communication availability and security

 RQ3-Techniques, approaches 
 and practices for testing

 Practices

 Industrial standards

 ISO/PAS-21448

 ISO-26262

 IEC 61508-3

 ISO-16787:2017

 Euro NCAP, NHTSA (* not standards but 
 assessment programs and legislations)

 Using simulation techniques

 Open source (data, tools, frameworks) collaboration

 Combine different test approaches

 Separate functional and safety requirements

 Iterative and continuous testing

 V-model paradigm

 Techniques and approaches

 Model-based testing (e.g. UML, CPN)

 Formal methods

 Fuzzy testing

 Fault injection (e.g. using exception DB)

 Combinatorial testing

 Metamorphic testing

 Search-based testing

 Runtime verification
 Actuator-monitor architecture

 Online data collection

 Safety-cage

 Statistic learning approach (e.g. using probablistic model)

 Cause-effect graphing

 Proving ground test (test track for vehicles)

 Road testing (for vehicles)

 ML-based frameworks

 DeepTest (test generation)

 Using natural language processing (e.g. test 
 scenario extraction from accident reports)

 Complementary Material to Concepts in Testing of Autonomous Systems: 
 Academic Literature and Industry Practice - Thematic model of literature


