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Abstract

In a time when digital services are fundamental to everyday living, ensuring the
reliability of these systems is crucial. Availability, the property of a system being
accessible and usable upon demand, is a key aspect of reliability. This dissertation
addresses three domains where availability is critical: (i) Internet of Things (IoT),
(ii) 5G networks (with particular focus on the data analytics component), and
(iii) software vulnerability detection. Although each domain poses unique chal-
lenges, ranging from resource-constrained IoT devices to large-scale 5G networks
and massive software codebases, they share a common requirement: maintaining
dependable, uninterrupted operations despite failures and attacks.

First, this work proposes new techniques to counteract Denial of Service (DoS)
attacks targeting [oT systems, where IoT devices can be either victims or poten-
tial attack sources orchestrated by a centralized adversary. Efficient, collaborative
approaches and lightweight detection mechanisms are shown to reduce computa-
tional burden and energy consumption on resource-constrained IoT devices while
preserving their service. Additionally, a collaborative approach is demonstrated
to mitigate the detrimental effects of DoS attacks on victims, such as service dis-
ruption or resource exhaustion, irrespective of the victim’s computing capabilities
(i.e., a high-performance server vs. a small embedded device). Furthermore, we
extend existing loT device recovery schemes claimed to provide guaranteed recov-
ery from a compromised device. We identify limitations in these schemes and
propose enhancements to better handle runtime software attacks and network-
level disruptions, thereby strengthening the IoT devices’ ability to recover from a
compromised state.

Second, the research explores the availability challenges in 5G by focusing on
the Network Data Analytics Function (NWDAF), which uses machine learning
for tasks such as mobility prediction. Mobility prediction is crucial in 5G as it
enables the network to anticipate the movement of devices and proactively allo-
cate resources at the predicted location. This helps ensure a seamless handover
process and maintains uninterrupted service for users. The impact of attacks on
the NWDAF’s mobility prediction is investigated, considering two types of at-
tacks: inference-time attacks, where malicious devices provide false location data
to mislead the trained model, and training-time attacks, where attackers manipu-
late the training data to degrade the model’s performance. For the former, the re-
sults demonstrate that even a small number of compromised devices participating
in these attacks can substantially reduce the accuracy of the NWDAF’s mobility
predictions. For the latter, we investigate strategies for robust retraining and model
selection, particularly through Automatic Machine Learning (AutoML), showing
that initial selection with a long time-budget is more robust than reselecting the
model for each retraining.

Finally, the dissertation investigates the use of Code Language Models (Code-
LMs) for software vulnerability detection across multiple programming languages,



iv

including C/C++, JavaScript, PHP, Java, Python, and Go. Results show that for
C/C++ code, models trained and tested on a single vulnerability type achieve
higher recall and F1 scores for that specific type. Also, certain vulnerability types
are found to share detectable patterns that enable some cross-type generalization,
while others have more unique representations that do not transfer well. As a con-
tinuation of code-LM work on C/C++, comparing vulnerability detection per-
formance across languages reveals that models generally perform better on non-
C/C++ languages, with some achieving meaningfully higher F1 scores compared
to prior work on C/C++. However, performance still varies substantially between
languages. To understand the variations further, we analyze the relationship be-
tween code complexity metrics and detection performance (F1) and find only weak
and inconsistent correlations.



Acknowledgements

@

RSP

I would like to express my sincere gratitude to my supervisor, Christian
Gehrmann, for his support, guidance, and mentorship. Your feedback and
thought-provoking discussions have been instrumental in shaping my research and
helping me grow as a scholar. Thank you for always making time for me despite
your busy schedule. Your impact on my academic development will undoubtedly
extend far beyond the pages of this dissertation.

Collaborating on research and papers with my brilliant co-authors, Jakob,
Karim, Kevin, Luis, and Yachao, has been truly enjoyable. Each of you has con-
tributed uniquely to this journey, and I look forward to future collaborations.

To my office mate Vu, a true comrade-in-arms, thank you for your brutal hon-
esty and the countless moments of laughter (and stress) we've shared. I also want
to give a shout-out to the rest of the security group: Alex, Arthur, Dachao, De-
nis, Elena, Erik, Hui, Jing, Joakim, Jonathan, Linus, Maggie, Markus, Martin G,
Martin H, Mohsen, Mustafa, Paul, Pegah, Qian, Rohon, Shouran, and Thomas.
Thank you for being awesome colleagues and for all the fun times we've shared
during lunches and fika breaks.

To the Indonesian community in Skéne, thank you for keeping me sane during
the dark winters. Special thanks to Andri, Desna, Lintang, and Ayu, who have
become an extended family even though were miles away from our homeland.

To my loving mother, Ibuk Mukarromah, your endless love and prayers have
been a constant source of strength. To my three brothers, Mahuddin, Alan, and
Yusron, thank you for introducing me to the world of engineering and for being
my role models. To my late father, Bapak Muhadjir, a man with a heart of gold, this
dissertation is as much yours as it is mine; I deeply missed all the silly conversations
and the random “let’s-take-the-motorcycle-and-go-somewhere” moments we had.

To my kids, Khadija Sabrina and Ahmad Fahruddin, your smiles, hugs, and
innocent curiosity have been a constant reminder of what truly matters in life.
Thank you for understanding when Daddy had to work long hours and for always
welcoming me home with open arms.

Saving the best for last, my deepest gratitude to my better half, Amirinnisa, for
her unwavering love and patience throughout this journey. Your belief in me has
been my anchor, keeping me grounded even when I felt like I was floating adrift.
Thank you for being my personal superhero, always ready to swoop in, and for the
occasional reminder that sleep is not optional. I couldn’t have done this without

you. ILYTTMAB!

°

Syafiq
Lund, March 2025



Contribution Statement

This dissertation includes the following papers:

Paper I Syafiq Al Atiiq, Christian Gehrmann. “CLI-DOS: Collaborative Coun-
teraction against Denial of Service in the Internet of Things”. In 18" Inter-
national Conference on Pervasive Computing and Communications Workshops,

PerCom Workshops 2020, Austin, TX, USA. pp. 1-6, IEEE.

Paper I Syafiq Al Atiiq, Christian Gehrmann. “X-Pro: Distributed XDP Proxies
Against Botnets of Things”. In 26'" Nordic Conference on Secure IT Systems,
Nordsec 2021, Tampere, Finland. LNCS Vol. 13115, pp. 51-71, Springer.

Paper III Syafiq Al Atiiq, Christian Gehrmann. “Regaining Dominance in
CIDER and Lazarus”. In [EEE Access, 2024. vol. 12, pp. 124589-124603,
IEEE.

Paper IV Syafiq Al Atiiq, Yachao Yuan, Christian Gehrmann, Jakob Sternby, Luis
Barriga. “Attacks Against Mobility Prediction in 5G Networks”. In 2274
International Conference on Trust, Security, and Privacy in Computing and
Communications, TrustCom 2023, Exeter, United Kingdom. pp. 1502-1511,
IEEE.

Paper V Syafiq Al Atiiq, Christian Gehrmann, Yachao Yuan, Jakob Sternby. “Au-
toML in the Face of Adversity: Securing Mobility Predictions in NWDAF”.
In 9" International Conference on Fog and Mobile Edge Computing, FMEC
2024, Malmé, Sweden. pp. 90-98, IEEE.

Paper VI Syafiq Al Atiiq, Christian Gehrmann, Karim Khalil, Kevin Dahlén.
“Catching Common Vulnerabilities with Code Language Models”. Sub-
mitted to 20" International Conference on Availability, Reliability and Secu-
rity, ARES 2025, Ghent, Belgium.

Paper VII Syafiq Al Atiiq, Christian Gehrmann, Kevin Dahlén. “Vulnerability
Detection in Popular Programming Languages with Language Models”.
Submitted to 20" International Conference on Availability, Reliability and
Security, ARES 2025, Ghent, Belgium.



vii

Below is a table that outlines Syafiq Al Atiig’s responsibilities in each paper.

Paper Writing Concepts  Implementation  Evaluation
I Jookk - ok dokok Yook
I Yook Yook Yokokokok Yok Aokk
111 Yook Yok Yokokokok Yok dokok
v Yook Yook 2 0,000 ¢ Yok okk
\% Yook Jokokolok  Jokokokok Yokokkok
VI Yook ook Jokokokok ok dokok
VII  Sooolok ook dokokokok Yokokkok

Legend:

YA KKK = Lead (primary responsibility)

Yok Kk = Major

Yokk - Significant

Yk = Moderate

Y = Minor

—= None

Table 1: Contributions per Paper.

Syafig’s contributions are explained in more detail in the following paragraphs.

In Paper I, Syafiq was the developer responsible for building the proof-of-
concept (PoC) implementation and performing the evaluation. Syafiq also made
major contributions to the writing of the paper.

In Paper 11, Syafiq developed the idea of using kernel networking for the proxy
model and was also the main developer responsible for building the PoC imple-
mentation and conducting the evaluation. Syafiq took the lead and was the pri-
mary person responsible for the writing.

In Paper III, Syafiq developed the attack (both the concept and implemen-
tation) and contributed equally to the concept of the proposed solution. Syafiq
also developed the PoC implementation of the proposed solution. And last, he
contributed equally to the writing of the paper.

In Paper IV, Syafiq wrote an extension for the simulator to enable it to pro-
duce adversarial mobility patterns for attacking the existing legitimate mobility.
Syafiq performed the attack, evaluation, and analysis using this extended simula-
tor. Syafiq was the main contributor to the paper’s writing.

In Paper V, Syafiq developed the initial idea and concept for the paper. Syafiq
was responsible for both the implementation and evaluation aspects of the work.

In Paper VI, Syafiq was involved in the ideation process to develop the idea and
concept for the paper. Syafiq was responsible for a major portion of the writing



viii

and the lead responsible for the implementation.

In Paper VII, Syafiq acted as the lead writer for the paper, playing a key role
in the ideation process to shape the idea and concept. Syafiq also took charge of
its implementation.

Section 3.1 further elaborates on Syafiq’s specific contributions o the research

field in each of the included papers.



Other Contributions

The following peer-reviewed publications are not incorporated into the main body
of this dissertation:

* Marco Tiloca, Rikard Hoglund, Syafiq Al Atiig. “SARDOS: Self-Adaptive
Reaction Against Denial of Service in the Internet of Things,” Peer-reviewed
in 5" International Conference on Internet of Things: Systems, Management,
and Security, loTSMS 2018, Valencia, Spain, pp. 54-61, IEEE.

* Syafiq Al Adiiq, Aris Cahyadi Risdianto. “Demystifying AMD SEV Perfor-
mance Penalty for NFV Deployment,” Peer-reviewed in 13" International
Conference on Networks, Communication, and Computing, ICNCC 2024,
Bangkok, Thailand, ACM.

* Syafiq Al Adiiq, Christian Gehrmann, Karim Khalil, Jakob Sternby, Yachao
Yuan. “Resilient Automatic Model Selection for Mobility Prediction,” Sub-
mitted to the Journal of Cluster Computing.






Contents

Abstract
Acknowledgements
Contribution Statement
Contents

1 Introduction

1.1 Dissertation Outline

2 Background
2.1 IoT Availability
2.2 5G Availability

2.3 Vulnerability Detection

3 Contributions and Conclusions

3.1 Contributions

3.2 Conclusions . .. ... ...

References

Included Publications

iii

53

I CLI-DOS: Collaborative Counteraction against Denial of Service in the

Internet of Things

1 Introduction . . . ... ...

2 Related Work

3 Background . . .. .. ...



xii CONTENTS
4 Application Scenario . . . . ... Lo oL 60
5 Collaborative Counteraction Against DoS . . . . . . ... ... 61
6 Experimental Evaluation . . . . . . ... ... ... ... ... 63
7 Conclusion and Future Work . . . . . .. .. ... ... ... 67
References . . . . . . . . . . 67
II X-Pro: Distributed XDP Proxies Against Botnets of Things 71
1 Introduction . . . . . .. ... 72
2 Related Work . . . . . . . . . .. . . 73
3 XDPand BPFMaps . . . . . . ..o oo 75
4 The X-Pro Solution . . . . ... ... ... .. ........ 76
5  Implementation . ... ... ... ... .. ... .. 82
6 Experimental Evaluation . . . . . .. ... .. 00 L. 84
7 Conclusion and Future Work . . . . . .. .. .. ... .... 88
A Proxy Synchronization Protocol . . . . . ... ..o 90
B Packet Filtering Procedures . . . . . . . ... ... ... .. .. 91
References . . . . . . . . o i e 91
III Regaining Dominance in CIDER and Lazarus 95
1 Introduction . . . . . . . ... 96
2 Related Work . . . . . . . . . .. ... . 98
3 Background . . .. ... oo Lo 99
4 Attacks Proof of Concepton Lazarus . . . . . ... ... .... 101
5  CIDER/Lazarus Main Shortcomings . . . . . . ... ... ... 105
6 TheNewDesign . . . ... ... ... ... ... ...... 107
7 Implementation . . . ... ... ... ... ... . 112
8 Evaluation . . . ... ... ... .. ... . 113
9 Security Discussion . . . ... ... 116
10 Real World Implementation . . . . .. ... ... ....... 121
11 Conclusion. . . . . . . . . . e 122
References . . . . . . . . . 123
IV Attacks Against Mobility Prediction in 5G Networks 129
1 Introduction . . . . . .. ... 130
2 Problem Definition . . . . . . .. .. ... ... ....... 131
3 Mobility . . . . . ..o 133
4 Simulation Environment . . . . . .. ... ... .. .. ... 139
5 Result . . . . . . 139
6 Defense Mechanism of The Deployed Model . . . . . ... .. 143
7 Related Work . . . . . . . .. .. .. ... 147
8 Conclusion . . . . . . . . . e 149
References . . . . . . . . . . . . . 150



CONTENTS xiii

V AutoML in the Face of Adversity: Securing Mobility Predictions in

NWDAF 155
1 Introduction . . . . .. ... Lo Lo 156
2 RelatedWork . . ... ... ... ... 157
3 Background and Problem Definition . . . . . .. ... ... .. 159
4 Different Operator Retraining Strategies . . . . . .. . ... .. 161
5 ThreatModel . . ... ... . .. .. o 163
6 Mobility . . ... 164
7 Simulatonand Result . . . . ... ... ... 00 0L 165
8 Conclusions . . . ... ... 172
References . . . . . .. . . . . . 173
VI Catching Common Vulnerabilities with Code Language Models 179
1 Introduction . . . . . ... 180
2 RelatedWork . .. ... ... ... .. 182
3 Data, Model, and Fine-tuning Setup . . . . . . ... ... ... 184
4 Experimentand Discussion . . . . ... ... ......... 189
5 Threatsto Validity . . .. ... ... ... ... . ..., 201
6  Conclusion and Future Works . . . . .. ... ... ... 201
References . . . . . . . . . . 203

VII Vulnerability Detection in Popular Programming Languages with Lan-

guage Models 209
1 Introduction . . . . . .. ... 210
2 Background and Related Work . . . . . . . ... .00 211
3 Problem Definition . . . . . ... ... ... ... ...... 214
4 Dataset, Modelsand Setup . . . . . ... oL 215
5 Resultsand Analysis . . . . ... ... ... ... .. .. .. 218
6 Limitation . . . . . . . . . . . . .. e 226
7 Conclusions . . . . . . v i i e 227
References . . . . . . . . . 229

Popular Science Summary 235






Introduction

A distributed system is one in which
the failure of a computer you didn’t
even know existed can render your
own computer unusable.

— Leslie Lamport

Imagine a day when your mobile phone suddenly decides it needs a break, pre-
cisely the moment you most need it. To compound the frustration, your internet
connection also goes offline, so you cannot even run a quick search on “how o fix
a phone that won’t turn on” from another device. It feels like trying to find a light
switch in a pitch-black room: you know the solution is out there, but you have
no way of reaching it. Even though the two breakdowns may be unrelated, their
simultaneous failure shows how dependent we have become on these systems to
manage our everyday lives.

This reliance on connectivity was also shown during the COVID-19 pandemic
[Fel+20; OZ23]. As lockdowns and social distancing measures took effect world-
wide, the internet evolved into an indispensable gateway for work, education, and
social interaction. These online networks effectively became our collective safety
net, enabling vital research to continue (research that includes some of the work
presented in this dissertation) and showing just how dependent we have become
on the seamless operation of these modern systems.

But what exactly is a system? A system, as defined by [Mea08], is “a sez of in-
terconnected components designed to work collectively toward achieving a specific goal.”
While this concept can be interpreted broadly across various contexts, this disser-
tation focuses specifically on systems within three domains: the Internet of Things
(IoT), the 5" generation of the cellular network (5G), and software verification
processes. In each of these domains, ensuring that the interconnected compo-
nents continuously function as intended is crucial for both everyday operations
and broader societal needs.

Building on the previous understanding, this dissertation explores how avail-
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Confidentiality

CIA Triad

Integrity Availability

Figure 1.1: The CIA Triad: Confidentiality, Integrity, and Availability

ability issues affect [oT and 5G systems while also exploring how vulnerabilities in
software can be caught early. Availability refers to the property of a system being
accessible and usable upon demand by an authorized entity [Avi+04]. In other
words, it is the assurance that a system will work as intended and when needed.

Availability is one of the three core principles of information security, alongside
confidentiality and integrity, collectively forming the Confidentiality, Integrity,
and Availability (CIA) triad! as shown in figure 1.1:

* Confidentiality: Ensuring that sensitive data remains private and accessible
only to authorized individuals.

* Integrity: Preventing unauthorized alteration or tampering of data or sys-
tems to maintain their accuracy and trustworthiness.

* Availability: Ensuring that systems, applications, and data are continuously
accessible to legitimate users when needed.

Consider a hospital’s [oT-enabled patient monitoring system? [CS24]: Confi-
dentiality protects sensitive health data, Integrity ensures medication dosages aren’t
tampered with, and Availability guarantees life-critical alerts always reach nurses.
This real-world dependency on the CIA triad drives its adoption across industries
where system failures have tangible consequences.

In the context of IoT and 5G, availability issues can arise from various fac-
tors such as device failures [KRS09], network congestion [Wel05], or malicious

" https://www.nccoe.nist.gov/publication/1800-26/VolA/index.html
*heeps://tele2iot.com/article/remote-patient-monitoring/



attacks like Denial of Service (DoS) [Nee93]. These disruptions can have severe
consequences, especially as these technologies become more integrated into crit-
ical infrastructure and everyday life. For example, vulnerabilities in medical IoT
devices, such as wireless pacemakers, could expose patients to life-threatening cy-
berattacks®, while 5G network outages could disrupt emergency services*.

Starting with IoT, this dissertation explores the challenges posed by DoS at-
tacks. When multiple IoT devices are compromised and become attackers, the
attack’s magnitude can be amplified enormously, as shown by the Mirai botnet
attack [Ant+17a]. Conversely, when an IoT device becomes a victim, the conse-
quences can be severe due to its resource-constrained nature [GTH15]. Also, this
dissertation proposes an efficient collaborative protocol to detect and mitigate DoS
attacks on IoT devices and identifies potential availability issues in existing recov-
ery architectures, CIDER [Xu+19] and Lazarus [Hub+20], offering an updated
design.

Moving to 5G, the research focuses on the Network Data Analytics Func-
tion (NWDAF) [3GP22c], a core network node designed to optimize network
operations through data analysis. We examine the impact of adversarial data con-
tamination on the machine learning (ML) models NWDAF uses, particularly for
the use case of mobility prediction. Using data from Ericsson’s Global Artificial
Intelligence Accelerator (GAIA) platform®, we extend the tool to generate adver-
sarial patterns. We investigate the model’s reaction to contaminated data, also
considering the use of Automated Machine Learning (AutoML) [HKV19], an au-
tomatic mechanism of selecting, optimizing, and evaluating ML models for model
discovery.

While availability is central to the IoT and 5G, this dissertation also explores
vulnerability detection in software, which is related but distinct. Software vulner-
abilities pose a significant threat to system security. Attackers can exploit flaws in
the design or implementation of software to crash systems, leak sensitive data, or
gain unauthorized control. Therefore, effective vulnerability detection is crucial
for maintaining the security and reliability of systems.

In the software verification domain, we investigate Code Language Model
(code-LM)-based vulnerability detection systems [Zha+24]. Despite outperform-
ing previous approaches, these systems have not achieved satisfactory performance
for the C/C++ programming language. We analyze the most common vulnerabil-
ity representations to identify patterns and potential improvements. Additionally,
recognizing the focus on C/C++, the dissertation evaluates the performance of

*hteps://www.science.org/content/article/could-wireless-pacemaker-let-hackers-take-control-
your-heart

“https://news.sky.com/story/widespread-disruption-in-denmark-after-mobile-network-outage-
13262696

>hetps://www.ericsson.com/en/about-us/company-facts/ericsson-worldwide/india/ericsson-in-
india/global-artificial-intelligence-accelerator-india
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Code-LMs on other popular programming languages to address this gap in the
current literature.

Our modern world shows that losing access to critical systems may have severe
consequences for businesses, infrastructures, and society at large. In the upcoming
chapters, this dissertation will examine (some small parts of) these issues in detail,
identifying potential threats to availability and security and proposing practical
solutions to build stronger and more dependable systems.

1.1 Dissertation Outline

Following the introduction in Chapter 1, the rest of this dissertation is structured
as follows:

* Chapter 2 provides an overview of the three key research domains explored
in this work:

— Section 2.1 examines IoT as both a victim and perpetrator of DoS at-
tacks, along with recovery mechanisms. This includes (i) DoS mitiga-
tion techniques, featured in Paper I and Paper 11, and (ii) an enhanced
recovery scheme in Paper III.

— Section 2.2 introduces 5G network availability, focusing on NWDAF.
Here, Papers IV and V address adversarial data contamination in mo-
bility prediction.

— Section 2.3 covers software vulnerability detection using Code-LMs.
This discussion sets the stage for Papers VI and VII.

* Chapter 3 (Contributions and Conclusions) summarizes the main research
outputs:

— Section 3.1 presents an overview of all seven included papers, describ-
ing their individual contributions and the author’s role in each.

— Section 3.2 synthesizes key findings from the body of work, showing
how the proposed techniques enhance system availability and security
across [oT, 5G, and software ecosystems.

The second part of this dissertation contains the full text of the included publica-
tions. Although the formatting has been standardized for consistency, each paper
is presented in its originally published (or under-submission) form.



Background

From the smart fridge that texts you when you're out of milk! to the industrial sen-
sors controlling entire assembly lines, our digital ecosystem has never been more
interconnected. According to recent forecasts, the number of internet-connected
devices is on track to exceed 30 billion by 20302, making our reliance on tech-
nology grow faster than our streaming queues. Yet with great connectivity comes
great vulnerability: cybercrime is projected to inflict damages amounting to $12
trillion annually? by 2025, a sum that could buy enough coffee to keep hack-
ers (and everyone else) awake for years. This reality elevates cybersecurity from a
purely technical matter to a critical economic priority, showing the need to ensure
both data integrity and system availability.

The IoT ecosystem includes billions of devices, from smart sensors in indus-
trial contexts [Law+24; Fis+24] to personal wearables [Tao+23; Ate+22]. Given
the limited computational and battery resources of many loT devices, achieving
and maintaining robust availability can be more challenging than in traditional
infrastructures. IoT devices are prone to be both victims (i.e., targeted by DoS at-
tacks [Ron+17]) and part of the perpetrators (i.e., hijacked into botnets [Ant+17a])
of cyber attacks. Consequently, securing IoT availability has far-reaching impli-
cations not only for end-user services (like smart homes [PME19]) but also for
critical infrastructures (such as energy grids [Sal+19]) that increasingly depend on
IoT solutions. As some IoT services increasingly rely on mobile networks like 5G
for connectivity, ensuring availability becomes even more complex.

As of the third quarter of 2024, global 5G connections surpassed two billion?,
reflecting a 48% year-over-year growth. This rapid adoption represents 5G’s role as
a dominant connectivity technology, with projections indicating 5.5 billion con-

"hteps://www.samsung.com/us/support/answer/ ANS00049761/

~https://www.ericsson.com/en/reports-and-papers/mobility-report/dataforecasts/iot-
connections-outlook

*heps://www.forrester.com/blogs/predictions-2025-cybersecurity-risk-privacy/

*hetps:/fwww.businesswire.com/news/home/20241218716754/en/Global-5G-Connections-
Hit-Two-Billion-Milestone-in-Q3-2024



6 Background

nections by 2030°. 5G introduced ultra-low latency [Mag+24], high bandwidth
[PCH16], and massive loT connectivity [Che+21b], supporting everything from
autonomous vehicles [Kak+24] to smart city services [She+22]. At the same time,
5G’s complex architecture, including new components such as the NWDAF, cre-
ates expanded attack surfaces and new vulnerabilities. At this point, ensuring high
availability in 5G not only safeguards consumer applications but also supports crit-
ical industrial and public safety services.

Regardless of whether an organization is rolling out IoT services or deploying
5G network components, software vulnerabilities remain a common denominator
across the two. Attackers continue to exploit weaknesses in code to breach systems,
steal data, or launch disruptive attacks that degrade availability. Automated vul-
nerability detection methods, ranging from static [Sad+18a] and dynamic [Bal99a]
analysis to fuzzing [Mil+95] and the emerging Code-LMs [Che+21a], are increas-
ingly essential for identifying and mitigating security flaws before they can be ex-
ploited. Reliable code translates directly into stronger system availability, thereby
benefiting both IoT and 5G ecosystems (and beyond).

With this perspective in mind, the following sections explore each of the dif-
ferent research areas covered in this dissertation.

2.1 10T Availability

IoT has transformed our interaction with technology, linking billions of devices
and enabling numerous applications, from smart homes to healthcare (as men-
tioned earlier). As IoT systems integrate into daily life and critical infrastructures,
ensuring security and reliability is crucial. Availability is a key aspect of IoT, vital
for the operation and dependability of the devices.

In IoT, availability refers to the ability of the devices, services, and networks to
be accessible and operational when needed, even in the face of adversarial condi-
tions or failures [MK22]. It ensures that IoT systems can perform their intended
functions without interruption or degradation, delivering the expected services to
users and other dependent systems.

Despite its importance, ensuring availability in IoT systems presents signifi-
cant challenges due to the unique characteristics and constraints of IoT environ-
ments. These challenges include:

1. Resource constraints: Many loT devices have limited computational
power, memory, and energy resources, making them vulnerable to resource
exhaustion attacks and failures [MP21].

>heeps://www.gsma.com/newsroom/press-release/ 5g-momentum-continues-with-1-6-billion-
connections-worldwide-rising-to-5-5-billion-by-2030-according-to-gsma-intelligence/
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2. Heterogeneity: IoT systems often involve a diverse range of devices, proto-
cols, and platforms, complicating the implementation of consistent security
measures and recovery mechanisms [Noa+22].

3. Large-scale deployments: The sheer number of IoT devices deployed in
various environments makes it difficult to manage, monitor, and protect
them effectively against availability threats [Tag+24].

4. Wireless connectivity: IoT devices often rely on wireless networks, which
are susceptible to interference, jamming, and other availability disruptions

[KA24].

5. Cyber-attacks: IoT systems are increasingly targeted by sophisticated cyber-
attacks, such as DoS, which can overwhelm devices and networks, rendering

them unavailable [Kol+17; SM17; Ant+17a].

To address these challenges and ensure reliable operation in IoT systems, there
is a need for improved security architectures and recovery mechanisms. These so-
lutions must be crafted to reduce the effects of availability threats like DoS attacks
and device failures while also considering the specific characteristics and limita-
tions of IoT environments mentioned above. New methods, including collab-
orative defenses [RFB17; LKG13], distributed filtering [FAB12], and advanced
recovery schemes [Xu+19; Hub+20], are some of the existing examples. The first
part of this dissertation concentrates on creating and assessing such solutions to
improve the availability and reliability of IoT devices and networks amidst various
security issues.

Researchers have proposed various approaches to address the availability chal-
lenges in IoT systems. This section explores the related work in three key areas:
DoS mitigation techniques, IoT botnet detection and prevention, and IoT recov-
ery mechanisms.

2.1.1 DoS mitigation in IoT

Various strategies have been proposed to mitigate DoS attacks in the IoT environ-
ments, operating at both the nerwork and device levels. In the literature, these are
often referred to as router-based and host-based approaches, respectively.

Network-level (router-based) defenses

Network-level defenses aim to detect and filter malicious traffic before it reaches
the victim’s IoT devices. These techniques include traffic analysis [Liu+18b;
ARWO04], anomaly detection [DAF18], and packet filtering [EI-+09; PLO1]. For
example, [DAF18] proposed an ML-based approach to detect and mitigate DoS
attacks in IoT networks by analyzing traffic patterns and identifying malicious
flows. Other researchers have explored the use of software-defined networking
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(SDN) to enable dynamic and programmable network defenses against DoS at-
tacks [EP23].

Device-level (host-based) defenses

Device-level defenses focus on strengthening the security of individual IoT devices
to prevent them from being compromised and used in DoS attacks by a botnet
controller. These techniques include secure authentication mechanisms [ACS17],
access control, and resource management [Sfo+16]. For instance, [ACS17] pro-
posed a lightweight authentication scheme for IoT devices using physically un-
clonable functions (PUFs) to prevent unauthorized access and mitigate DoS at-
tacks. Other researchers have explored the use of resource management tech-
niques, such as rate limiting and resource isolation, to prevent resource exhaustion
attacks on IoT devices [Sfo+16].

SMACK: Short Message Authentication Check

One notable device-level solution is SMACK (Short Message Authentication
ChecK), as described in [GTH15]. SMACK specifically tackles battery exhaustion
(a severe Denial-of-Sleep/DoS attack) by letting an IoT device quickly verify in-
coming messages before performing any costly processing. In particular, SMACK
attaches a short (16-bit) Message Authentication Code (MAC) near the start of
each incoming message so that the device can immediately check if the message
originates from a legitimate source.

If the short MAC verification fails, the device discards the message before, ex-
pending additional CPU cycles, memory, or network overhead. This saves bat-
tery life on constrained devices and prevents attackers from forcing the device to
remain active or perform unnecessary parsing. In practice, SMACK can be in-
tegrated with the Constrained Application Protocol (CoAP) [SHB14] by placing
the short MAC in CoAP’s Token field, requiring no changes to the underlying
message format.

A succinct representation of SMACK’s short MAC computation (tailored for
16-bit fields) is as follows:

v; = (mio + a-my1 + a2-mi2) -b 4+ ¢, 2.1)
where

> mjo, M1, miz € GF(2'0) are 16-bit chunks derived from the CoAP header
plus a short request identifier,

* a,b,c; € GF(2'9) are key values derived from a master key Ky, and

* v; is the 16-bit output that serves as the short MAC included in the packet.
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Because the device can reject invalid traffic at a very early stage, SMACK sig-
nificantly reduces the impact of DoS attempts. Moreover, experimental results
in [GTH15] show that SMACK’s overhead is low in terms of memory footprint,
CPU cycles, and energy usage, making it especially suitable for constrained IoT
platforms that need robust, energy-ethcient availability.

A hybrid collaborative approach: CLI-DOS
The first paper in this dissertation, CLI-DOS, proposes a collaborative defense

mechanism that leverages the cooperation between IoT devices (hosts) and gate-
ways (routers) to mitigate DoS attacks and preserve device availability. The key
idea behind CLI-DOS is to offload the major computational burden of DoS mit-
igation from resource-constrained IoT devices to more powerful gateways while
still relying on a short MAC check (SMACK) at the IoT device. By implement-
ing SMACK on the device side, each incoming message undergoes a quick legit-
imacy check (via a 16-bit MAC) before the device engages in heavier processing.
Meanwhile, the gateway uses feedback from these SMACK checks, plus additional
filtering rules, to drop suspicious trafhic at the network perimeter.

Through this sync, gateways analyze incoming flows and block identified at-
tack messages before they can overwhelm the IoT devices. In essence, CLI-DOS
addresses varying intensities of DoS attacks aimed at exhausting device resources: if
SMACK identifies messages as invalid, the gateway quickly blocks further requests
of the same type, preventing resource-strapped IoT devices from being flooded. By
combining elements of both router-based (network-level) and host-based (device-
level) defenses, CLI-DOS effectively mitigates DoS attacks while maintaining ser-
vice availability.

2.1.2 IoT Botnet Detection and Prevention

Modern IoT ecosystems comprise a vast number of connected devices, from house-
hold appliances to large-scale industrial sensors, each potentially vulnerable to ma-
licious activities. Among the most critical security challenges is the rise of IoT
botnets, which aggregate compromised IoT devices into large-scale networks ca-
pable of launching various cyberattacks, particularly Distributed Denial-of-Service
(DDoS). In recent years, attacks such as Mirai [Kol+17] shows how rapidly IoT
devices could be hijacked at scale, targeting high-profile websites® and services’8.
Consequently, research and industry efforts have produced a variety of strategies
to detect, block, and mitigate IoT-specific botnet threats.

However, many of these existing solutions face practical limitations when de-
ployed at scale:

Shttps://krebsonsecurity.com/2016/09/krebsonsecurity-hit-with-record-ddos/
"hteps://blog.cloudflare.com/inside-mirai-the-infamous-iot-botnet-a-retrospective-analysis/
8heeps://www.wired.com/2016/10/internet-outage-ddos-dns-dyn/
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¢ JoT resource constraints. As also mentioned in section 2.1, many IoT de-
vices are extremely resource-constrained (in terms of CPU, memory, or bat-
tery) [MP21]. Sophisticated techniques can exceed what small IoT nodes
can handle locally.

* Centralized bottlenecks. Traditional DDoS mitigation often focuses on
core networks or cloud layers [FAB12], which can become overwhelmed
[Sha+15b] under large-scale attacks targeting IoT ecosystems.

* Insufficient source-based controls. Without enforcing traffic filtering near
the source [MRO5], attackers can re-route or spoof malicious traffic, cir-
cumventing defenses.

These gaps show the need for lightweight source-based mechanisms capable of
rapidly filtering malicious traffic close to its origin. The fact that (i) IoT devices do
not typically connect to the general internet but rather specific to the particular
backend(s), and (ii) IoT devices that are infected by botnet are already undesir-
able from the resource perspective gives the device owner incentives to implement
DDoS mitigation technique at the source (not just on the network).

The remainder of this section surveys key detection and mitigation paradigms.

Signature-Based and Anomaly-Based Detection Methods

Broadly, detection mechanisms for IoT botnets draw on two dominant paradigms:
signature-based and anomaly-based.

* Signature-Based Methods rely on predefined rules or patterns (signatures)
characteristic of known botnets to identify and block malicious traffic
[GSG19; KL20]. Classical IDS tools such as Snort? [Cas+03] or Suricata'®
rely heavily on such signatures for fast and accurate detection of repeated,
well-understood attacks. However, these approaches are less effective for
novel threats whose behaviors have not yet been profiled or whose signa-
tures rapidly evolve.

* Anomaly-Based Methods aim to detect deviations from normal IoT device
behavior [Kom+21; Bor+23; NB18]. For instance, [Mei+18] proposed an
ML-driven anomaly detection system that establishes baseline profiles of
device traffic and flags unusual patterns. This technique is better suited for
unknown or zero-day threats, as it does not depend on prior knowledge
of an attack signature. Nonetheless, anomaly-based solutions often require
periodic retraining, careful tuning to minimize false positives, and sufficient
compute resources for full traffic visibility.

®https://www.snort.org/
heeps://suricata.io/
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Both methods can be complementary: signature-based filters can quickly
block well-known exploits, while anomaly-based models catch stealthier or evolv-
ing attacks.

Collaborative and Distributed Mitigation Strategies

Beyond detection, mitigation of IoT botnets increasingly leverages collaborative or
distributed strategies. This involves cooperation among devices, gateways, Internet
Service Providers (ISPs), and cloud services to coordinate a faster, more scalable
response.

FireCol [FAB12], for example, detects DDoS attacks at the ISP level and dis-
seminates alerts upstream. If FireCol identifies an attack in one ISP domain, it
triggers a subscription-based mechanism that notifies other ISPs, which then adopt
similar mitigation measures. Such collaboration effectively handles high-volume
attacks by filtering out malicious traffic as early as possible in the network path.

Similarly, multi-access edge computing (MEC) [Kek+18] can be harnessed to
do detection or throttling logic closer to the sources of IoT traffic. By implement-
ing filtering at the network edge, i.c., near a cellular base station or local gateway,
the approach can block malicious packets before they converge on a single tar-
get, reducing both bandwidth consumption and the chance of overwhelming the
victim. These ideas naturally align with source-based defenses such as D-WARD
[MROS5], which perform traffic policing near the origin to contain attacks early.

Nevertheless, these strategies can still suffer from deployment complexity,
overhead in handling high data rates, or slow synchronization among cooperative
nodes. For resource-starved IoT endpoints, relying purely on device-side detection
is often impractical, while large centralized systems can quickly become overloaded
during a volumetric DDoS.

From Collaborative Approaches to X-Pro

Building on collaborative, edge-based filtering concepts, the second paper, X-Pro,
introduces a distributed proxy architecture for IoT-specific DDoS mitigation. At
its core, X-Pro leverages the eXpress Data Path (XDP) for real-time, in-kernel
packet filtering at line speed, allowing malicious flows to be blocked before they
reach core networks. Multiple X-Pro proxies are deployed near traffic sources,
i.e., ISP points of presence (PoP), edge gateways, or cloud backends, and share
aggregated flow metrics via a lightweight synchronization mechanism through a
centralized database. This setup detects both massive volumetric floods and sub-
tler multi-proxy attacks by imposing threshold-based controls on IoT traffic at the
source. Consequently, X-Pro balances minimal overhead with robust source-end
protection and can integrate into diverse IoT environments, including 5G MEC
nodes or on-premise gateways.
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Figure 2.1: High-level flow of IoT recovery.

2.1.3 IoT Recovery

IoT device recovery refers to the process of restoring a device to a secure and op-
erational state after it has been compromised by malware, software corruption,
or hardware attacks [Xu+19]. Since many IoT devices operate in unattended or
resource-constrained environments, ensuring reliable recovery is a significant chal-
lenge. Unlike traditional computing systems, where recovery may involve user
intervention or reinstallation, IoT recovery mechanisms often need to function
autonomously and remotely. A high-level flow of a recovery in IoT is depicted in
figure 2.1.

Various researchers have explored mechanisms to enhance the recovery and
resilience of IoT systems. These approaches can be broadly categorized into two
main strategies: remote recovery and self-healing.

Remote Recovery

Remote recovery focuses on restoring compromised devices through the interven-
tion of an external entity, such as a remote administrator or a trusted server. No-
table examples include:

* APEX [Nun+20] offers a system that leverages a Trusted Execution Environ-
ment (TEE) to allow a remote administrator to recover an embedded device
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even when parts of the software stack are compromised. It also exposes an in-
terface to intrusion detection software, enabling automated recovery triggers.

* RO-IoT [Suz+20] autonomously reboots and reinstalls a fresh OS image from a
trusted server if the existing one is compromised, ensuring the authenticity and
integrity of the recovery process.

* SeED [ISZ17] is a non-interactive attestation protocol where devices initiate
attestation at random intervals, eliminating the need for verifier challenges and
reducing communication overhead. It uses a Pseudorandom Number Genera-
tor (PRNG) to randomize attestation timing. SeED relies on hardware-assisted
protections to safeguard attestation keys, software integrity, and timestamps.

Self-Healing

Self-healing approaches focus on enabling IoT devices to detect and recover from
compromises independently, without relying on external intervention. Key exam-
ples include:

* Verify&Revive [AC20] combines remote attestation with a mechanism to re-
store software to a known-good state if the device is found compromised. It
uses Merkle hash trees [Mer88] to pinpoint corrupted memory regions.

* HEALED [IST19] similarly integrates attestation with a disinfection protocol
that resets corrupted software. Its Merkle tree structure provides efficient mod-
ification tracking.

Countering Physical Attacks

In addition to the above strategies, CASU [De +22] is a system architecture de-
signed to counter physical attacks that wear out flash memory, potentially leading
to hardware destruction. CASU provides secure update and recovery capabilities
through a TEE, addressing both software and hardware threats.

CIDER and Lazarus

Among these IoT recovery solutions, CIDER [Xu+19] and Lazarus [Hub+20]
stand out for their promise of unconditional recovery even if a device’s firmware
has been completely compromised. In contrast to earlier recovery mechanisms,
where success may rely on some part of the local firmware or an intact recovery
partition, CIDER and Lazarus both employ hardware or TEE-enforced watch-
dog logic to forcibly reset and verify each attempted boot. As a result, adversaries
cannot indefinitely prevent a return to known-good firmware by subverting lo-
cal code. CIDER introduces the notion of “dominance,” meaning that within a
bounded timeframe, the device owner or administrator can remotely enforce the
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execution of specific firmware on an IoT device, regardless of the device’s current
compromised state. This bounded timeframe is closely related to the concept of
the Authenticated Watchdog Timer (AWDT), which ensures resets cannot be lo-
cally bypassed by malicious firmware.

Authenticated Watchdog Timer (AWDT). An AWDT functions like a con-
ventional watchdog timer in that it resets the system if not periodically serviced,
but with a critical security enhancement: it requires cryptographically protected
keepalive messages (called “DeferralTickets”) issued by a remote administrator to
defer the platform reset. This means that, unlike a conventional watchdog timer
that can be serviced independently by local firmware, an AWDT cannot be ser-
viced by potentially compromised local firmware without authorization from the
trusted remote hub.

CIDER Overview. CIDER achieves dominance via two core components:
1. Gated Boot: Only authorized firmware is allowed to execute on the device.

2. Reser Trigger: A trusted hub can force the device to reset, invoke the gated
boot procedure, and regain full control of a compromised device.

This design centers on simple hardware primitives, including latches and an
AWDT. CIDER thus ensures that if an attacker disrupts normal device execution,
the watchdog and reset trigger can revert the device to a secure state. However,
note that AWDT implementation on CIDER requires an additional MCU to be
attached to the main board.

Lazarus Overview. Building on CIDER’s fundamentals, Lazarus aims to make
unconditional recovery practical for low-end microcontrollers. Instead of adding
new hardware like CIDER, Lazarus uses the TEE capabilities of modern MCU
platforms (i.e., ARM TrustZone) to implement the necessary security primitives
(i.e., the AWDT, storage latches) in software.

During boot, Lazarus’s minimal trusted computing base (TCB) configures
the TEE so that critical peripherals and data remain protected from untrusted
firmware. A component called 7EETrigger enforces resets if the device fails to
receive fresh, authenticated tickets from the hub, ensuring reversion to a known-
good state.

To enable seamless updates of the TCB while preserving device identity,
Lazarus leverages and extends the Device Identifier Composition Engine (DICE)
standard [Gro21; JPF17; Tao+21]. DICE establishes a unique device identity and
a chain of trust rooted in hardware. It uses a unique secret per device, the Unique
Device Secret (UDS), to derive a Compound Device Identifier (CDI) through
cryptographic operations. The CDI is then used to generate a DevicelD key pair
for device authentication.
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Figure 2.2: Boot flow of Lazarus.

However, DICE alone does not support firmware updates, as changes to the
firmware would alter the CDI and DevicelD. To address this, Lazarus introduces
DICE++, an extension to DICE. DICE++ adds a static secret static_sym derived
from the UDS and a static device identifier dev_uuid generated at first boot. By
combining static_sym with a measurement (hash) of the current firmware ver-
sion, Lazarus can generate a firmware-specific authentication key, core_auth. In
other words, core_auth is bound to the current firmware version because it changes
whenever the firmware image is updated; if an attacker modifies the firmware or
tries to reuse an old core_auth on new code, the cryptographic derivation will
not match.

After a firmware update, Lazarus uses the new core_auth to produce an
“identity token” dev_auth that proves to the hub that the update was applied
on the same physical device hardware. Here, same device hardware means that
both the old and new firmware derive their keys from the same underlying UDS
and dev_uuid. As a result, the hub can confirm that it is still talking to the exact
same physical chip despite a firmware update that would ordinarily change the
CDI and DevicelD. This allows the hub to link the device’s new DevicelD (re-
sulting from the firmware change) to its previous identity, ensuring that updates
do not break existing device identity records.

As illustrated in Figure 2.2, the Lazarus boot flow implements a secure chain
of execution. After reset, DICE++ runs in secure privileged mode, configuring
protections and handling the cryptographic derivations for identity preservation.
Lazarus Core then executes in secure unprivileged mode, verifying and applying
any pending updates or obtaining boot tickets from the hub via the Update Down-
loader (which runs in the non-secure world). Before transferring control to un-
trusted software, Lazarus Core initializes TEETrigger and configures handlers for
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critical peripherals, ensuring these protections remain active during normal oper-
ation.

Both CIDER and Lazarus rely on remote attestation, secure boot, and au-
thenticated tickets (DeferralTickets and BootTickets) to maintain device
integrity and recovery capabilities. Their threat models assume that adversaries
can eavesdrop on, tamper with, or temporarily block communications with the
trusted hub but cannot do so indefinitely.

Enhancements Proposed in the Third Paper

While unconditional recovery solutions like CIDER and Lazarus guarantee that
a remote owner can eventually enforce known-valid firmware, they can get stuck
in perpetual reset when under persistent network tampering or runtime attacks
that sabotage ticket retrieval. In such scenarios, the AWDT forces endless reboots
because the device can neither receive valid tickets nor differentiate an external
(network-based) cause from an internal (runtime) one.

To address these limitations, our third paper adds a verification mode to diag-
nose suspected disruptions, enabling the device to switch to a minimal application
mode if external connectivity remains blocked. This prevents lockout and main-
tains critical functionality while awaiting restored connectivity or hub commands.
Additionally, embedding “action commands” into ticket messages helps the device
selectively respond (i.e., apply a firmware update, re-attest) rather than blindly re-
setting on every missed ticket. As a result, these enhancements preserve availability
under worst-case network conditions and runtime exploits, ensuring more resilient
“best-effort dominance.”

2.2 5G Availability
2.2.1 NWDAF in 5G Networks

5G networks have introduced various concepts and architectural elements to
handle increasingly complex services. Among these elements, NWDAF plays
an important role in supporting data-driven decision-making. 3GPP [3GP22c;

3GP22a] defines NWDAF as a network function (NF) that collects, processes,
and analyzes data from various sources across the 5G core network.

Role and Importance in 5G.  As can be seen in figure 2.3, the role of NWDAF
in 5G is rooted in its ability to aggregate data from multiple entities such as the
Access and Mobility Management Function (AMF) [3GP24b], Session Manage-
ment Function (SMF) [3GP24a], Policy Control Function (PCF) [3GP24c], and
others. NWDAF provides the intelligence layer to optimize end-to-end service
delivery by collecting statistics on various data sources. In effecc, NWDAF helps
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Figure 2.3: High-level overview of NWDAF in the 5G Core, illustrating data
flows and analytics outputs to core functions such as AME, SME and PCE

operators identify bottlenecks, predict network loads, and proactively allocate re-

sources to ensure a reliable and resilient infrastructure!!.

Key Functionalities and Use Cases. NWDAF’s design principles revolve around
leveraging ML and statistical analysis to enable a variety of analytic services
[3GP22¢; 3GP22a; Yua+22], including:

* Network Performance Analytics: NWDAF gathers and correlates perfor-
mance metrics (i.e., throughput, latency, packet loss) to detect anomalies
and trending issues. This allows operators to perform root cause analysis
and preemptively address performance degradation.

* Subscriber Behavior Analytics: By examining user activity patterns, such
as mobility, app usage, and QoS requirements, NWDAF can help tailor
personalized policies. This extends to optimizing subscriber plans, enforcing
dynamic data rates, and ensuring fair resource allocation.

* Traffic Forecasting: One of NWDAF’s most prominent capabilities is the
forecasting of network load and traffic patterns. Accurate forecasts facilitate

capacity planning, load balancing, and energy-efficient scheduling.

* Security and Fraud Detection: NWDAF’s real-time analytics can also be
applied to detect suspicious activities, identify fraud, and enforce network-
wide security policies.

heeps://free5gc.org/blog/20241127/20241127/
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Through these functionalities, NWDAF serves as an analytics layer that in-
forms and orchestrates the decisions of other 5G core components.

Mobility Prediction as a Critical Service. Among the numerous applications
of NWDAE mobility prediction has gained particular attention due to the in-
creasingly dynamic nature of 5G services. With subscribers frequently switching
between cells and exploiting different access technologies (i.e., 5G gNodeB, LTE
eNodeB, Wi-Fi), accurate mobility forecasts become vital. NWDAF leverages
historical mobility traces and contextual information, such as user device capabili-
ties, geographical location, and signal strength, to project future mobility patterns.
These mobility insights can then be used to:

* Optimize Handover Decisions: By predicting a user’s next cell, the net-
work can proactively allocate resources and avoid dropped calls or service
disruptions.

* Enable Edge-Resource Allocation: Edge computing platforms can preemp-
tively cache or allocate computational resources near the user’s predicted
location, minimizing latency.

* Improve Energy Efficiency: Since the operator knows the movement in
advance, resources that are not needed can be kept idle, saving the power.

Successful mobility prediction not only ensures a consistent user experience
but also drives better utilization of network resources.

2.2.2 Mobility Prediction Fundamentals

Mobility prediction plays a pivotal role in 5G, where the user base is large and
highly diverse in terms of mobility behavior [Jeo+21a]. This section outlines the
core concepts of mobility prediction.

Basic Concepts of Mobility Prediction

In the broadest sense, mobility prediction refers to forecasting a User Equipment
(UE)’s future location and the time it will remain connected to a particular cell
or network node [ZD19]. As UE continuously moves, especially in dense urban
environments, accurate predictions are challenging yet increasingly critical. From
a high-level perspective (also shown in a pipeline format in figure 2.4), mobility
prediction often involves the following steps:

* Data Collection: Collect location-related features, i.e., timestamps, cell IDs
(or eNodeB/gNodeB IDs), signal strengths, and contextual factors such as
time-of-day or historical mobility patterns.
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* Feature Engineering: Transform raw mobility data (i.e., time-series of lo-
cations) into a structured input (i.e., previous cell attachments, connection
durations, signal strength distributions) suitable for machine-learning or
statistical models.

* Modeling and Inference: Apply algorithms (ranging from traditional
machine-learning classifiers to deep neural networks or ensemble methods)
that map the input features to a predicted future location (the where) and
the duration of stay (the how long).

Based on the operator’s needs, these steps can be refined and re-applied peri-
odically or continuously to capture evolving patterns in user mobility.

Metrics for Evaluating Prediction Accuracy

Numerous metrics are employed in mobility prediction research, ranging
from distance-based (i.e., Euclidean [SB14] or Haversine [Rob57] distance) to
classification-oriented (i.e., accuracy, Fl-score) approaches [Son+10; GHBO0S].
Because this dissertation focuses on discrete cell-level predictions, we adopt the
classification approach with two key metrics:

* Location Accuracy [. Determines how often the predicted cell (i.e., eN-
odeB/gNodeB) matches the actual cell to which the UE attaches at a given

time.

* Timeslot Accuracy 5. Reflects how well the model forecasts the duration
(or timeslot) that a UE stays connected to a particular cell. 5 is evaluated

conditioned on | being correct.
Combining these metrics results in an overall mobility prediction accuracy:

ZZ:Q (‘§COT‘T‘€Ct ’ Zcorrect)
n

Accuracy = (2.2)

which captures both correct location predictions and correct timeslot duration
estimates divided by the total number of events e from 0 to 7, where n is the total
number of events for any given timestamps in the dataset. Other performance
indicators, such as false handover rates, latency, or computational overhead, may
also be considered depending on the operational setting and the specific goals (i.e.,
resource-saving vs. quality-of-experience). We will use equation 2.2 throughout
the discussion for the rest of this dissertation.

With this as a basis, the dissertation explores how one could reduce the accu-
racy of NWDAF’s prediction, mainly during training and inference.



2.2 5G Availability

21

Training Phase m Poisoning Attack

Y

N

Legitimate
Mobility Data

J

Adversarial
(Poisoned) Data

|

N ¥

ML Training
Process

Deployed Model

~N

Inference Phase

Data

NWDAF
(Deployed Model)
Mobility
Predictions

Figure 2.5: Overview of attack surfaces for NWDAF mobility prediction. During

Evasion / Spoofing <A} oo _>[

Live Mobility ]

training, adversaries can inject poisoned data. During inference, they can spoof
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2.2.3  Attack Surface in NWDAF Mobility Prediction

ML models in NWDAF face security challenges that can compromise their effec-
tiveness. The particular interest of this dissertation is looking into the challenges
that arise in two main categories [OV23]: inference-time attacks and training-time
attacks. Attacks in these two phases are depicted in figure 2.5.

Inference-time Attacks

Attacks at inference time involve adversarial manipulation of spatio-temporal data
to degrade mobility prediction accuracy. For example, adversarial UE can inject
spoofed location updates [Gao+23] to mislead predictive models used for handover
optimization and resource allocation. Such adversarial behaviors have been studied



22 Background

in the context of adversarial ML in 5G networks, where inference-time attacks,
such as trajectory tampering and mobility obfuscation, can significantly reduce
the effectiveness of predictive analytics [SES21].

Recent research on over-the-air (OTA) attacks demonstrates that even subtle
perturbations in wireless signal-based fingerprinting systems can cause significant
misclassification [Xia+23]. Given the reliance of 3GPP NWDAF on massive mo-
bility data streams, even minor perturbations in reported positions can compound
into substantial QoS degradation.

Training-time Attacks

In many NWDAF implementations, ML models are periodically retrained with
newly collected mobility data. If an adversary injects malicious UE or falsified
records into this training set, the resulting “poisoned” data can corrupt the learn-
ing process. Identifying and filtering these adversarial traces is often difficult, espe-
cially if the anomalies blend well with legitimate mobility patterns. Poisoned data
can significantly alter the decision boundaries of ML models, leading to inaccurate
predictions even after deployment. In worst-case scenarios, operators may repeat-
edly retrain the model on tainted data without ever regaining stable prediction
performance. For instance, a study on poisoning attacks against deep learning-
based wireless traffic prediction demonstrated that adversaries could manipulate
training data to degrade prediction accuracy [ZL22].

In the 4" paper of this dissertation, we investigated potential attacks against
the NWDAF’s mobility prediction models during the inference phase. We demon-
strated that an adversary with the ability to hijack and clone cellular devices can
significantly reduce prediction accuracy from 75% to 40% using just 100 adver-
sarial UEs out of 10,000 total subscribers. While the specific defense mechanism
depends on the attack type and mobility patterns in a particular area, we showed
that basic KMeans clustering is able to distinguish legitimate and adversarial UEs
(at least in our dataset).

Building upon these findings, the 5" paper explored the impact of the same
attacks of the 4" paper on NWDAF mobility prediction models during the re-
training phase, when the models are updated with new data that adversaries may
poison. We evaluated different strategies for employing AutoML to maintain pre-
diction accuracy in the face of such attacks. Our results showed that extensively
tuning the initial model using AutoML and then retraining that selected model
on new data, even if poisoned, outperforms reselecting models with AutoML at
each retraining step. This suggests that mobile network operators should priori-
tize initial model selection and tuning to ensure robustness against potential data
poisoning attacks during future retraining.

5th
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2.3 Vulnerability Detection

Modern software development faces a critical challenge: maintaining security
while delivering frequent updates. Crowdstrike 2024 state of application secu-
rity report!? states that “71% of organizations report releasing application updates at
least once a week”. Considering this, ensuring that every release is secure is crucial.
The simplest way is to check the code manually [BB13] before every release; how-
ever, as the codebase grows, this approach becomes less effective. The time and
effort required to thoroughly review each line of code increases, making manual
review less efficient. Additionally, people might make mistakes for different rea-
sons; they may be tired or have differing levels of expertise, leading to inconsistent
assessments.

A better approach is to employ automated tools to detect potential vulner-
abilities in the codebase. These tools can be used to assist manual code review
or as standalone, autonomous systems. They analyze the code systematically and
consistently, flagging areas of concern for further manual review when used in con-
junction with human reviewers. When used autonomously, the effectiveness of the
security assessment depends on the specific tool and its capabilities. In either case,
these tools allow development teams to focus their limited time and attention on
the highest-risk areas.

To gain a deeper insight into the evolution of vulnerability detection systems
and their significance in the software development landscape, it is essential to re-
flect on the historical development of these tools over time. This context will
provide a more comprehensive understanding of the background of this disserta-
tion.

2.3.1 'Traditional Approaches

Traditional vulnerability detection approaches include manual code review, static
analysis, and dynamic analysis. A summary and the relationship among these three
are depicted in figure 2.6.

Manual Code Review

Manual code review involves security experts or developers meticulously inspect-
ing source code to identify potential vulnerabilities [Sad+18b; BB22]. The effec-
tiveness of this method depends on the reviewers’ expertise and familiarity with
both the codebase and secure coding practices. Although thorough code reviews
can uncover subtle logic flaws and design issues, this process is time-consuming
and does not scale well for large codebases [LE20]. Moreover, human error and
reviewer fatigue can lead to missed weaknesses, particularly if the codebase is com-
plex or if deadlines are tight.

Zhttps://www.crowdstrike.com/en-us/2024-state-of-application-security-report/
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Figure 2.6: A high-level comparison of three traditional approaches to vulnera-
bility detection. Manual Code Review relies on human inspection of source code,
Static Analysis inspects code without running it, and Dynamic Analysis examines
a running program.

Static Analysis

The static analysis aims to detect vulnerabilities by examining source code or
bytecode without executing it [Tho21; CMO04]. Popular static analysis tools
13,14 scan for known bug patterns, such as buffer overflows [FOB05], injection
points [LLO5], and unsafe function calls'®. These tools can handle large codebases
faster than manual inspection and can integrate into continuous integration (CI)
pipelines, thereby providing automated checks early in the development cycle.

However, a known drawback of static analysis techniques is their often high
rate of false positives [Tym17]. Developers can become overwhelmed by the vol-
ume of warnings, many of which may not be relevant. Moreover, static analysis
relies on explicit rule sets or pattern-matching heuristics. While these rules are typ-
ically informed by known vulnerabilities and established coding standards (i.e.,
CWE'® and MISRA'7), they must be continuously updated to address newly dis-
covered exploits or subtle variations of existing ones. This maintenance overhead
can be tedious and costly, especially in large organizations where codebases and
threats rapidly evolve.

Another limitation is that static analysis may miss vulnerabilities that depend
on runtime information, such as environment-specific configurations, dynamic li-

Bheeps://semgrep.dev/products/semgrep-code/
“hetps://www.sonarsource.com/products/sonarqube/
Phteps://cwe.mitre.org/data/definitions/676.html

1°Common Weakness Enumeration; https://cwe.mitre.org/

”Moror Industry Software Reliability Association; https://misra.org.uk/
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brary loading, and input-dependent behavior. Since code is not actually executed,
these context-dependent issues are often undetectable through static analysis alone.
As a result, static analysis tools are frequently complemented by other methods
such as dynamic analysis, manual review, or more advanced Al-based techniques
to improve both coverage and accuracy.

Dynamic Analysis

Dynamic analysis inspects a program’s behavior during execution [Bal99b;
SAB10]. Typical techniques include instrumenting applications to monitor mem-
ory usage, execution paths, and system calls under various test inputs. Examples
range from unit tests and integration tests to more specialized methods such as
fuzzing [MW23; Fio+20; Ngu+20], where random or semi-random inputs are
systematically generated to trigger unexpected states. Dynamic approaches can
catch vulnerabilities (i.e., memory corruption or resource leaks) that are difficult
to detect statically. However, they inherently rely on the coverage and quality
of the test inputs. Vulnerabilities that are not triggered by a given test set re-
main undiscovered, limiting the completeness of dynamic analysis. In addition,
dynamic methods can incur significant overhead in terms of execution time and
resource usage when dealing with large-scale systems.

Limitations and Motivations for Advanced Techniques

While these traditional approaches have proven effective for certain categories of
vulnerabilities, each suffers from shortcomings that motivate the pursuit of more
advanced and automated methods. Manual code reviews are labor-intensive and
dependent on expert knowledge, static analysis may generate a substantial num-
ber of false positives, and dynamic analysis can miss vulnerabilities not triggered
by specific inputs. Consequently, recent research has moved toward more sophisti-
cated techniques, such as hybrid analysis (combining static and dynamic methods)
and ML-based vulnerability detection, to address these gaps. These emerging solu-
tions seek to reduce manual effort, improve accuracy, and increase the coverage of
potential security threats beyond the capabilities of traditional methods [Tho21;
Tym17].

2.3.2 Early Neural Network Approaches for Vulnerability Detection

As deep learning gained traction in fields such as computer vision and natural
language processing, researchers began to explore its potential for security-related
tasks. In recent years, various deep learning-based methods have been proposed for
vulnerability detection and related software engineering tasks [Cha+22b; Li+18a;
Zho+19a]. These approaches capitalize on the capacity of neural networks to au-
tomatically learn features from large-scale datasets, reducing the burden of hand-
crafting features. These techniques generally focus on traditional deep learning
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Figure 2.7: Side-by-side illustration of two early deep learning approaches to vul-
nerability detection. Left: CNN-based methods process token sequences, often
with a token embedding layer feeding into convolutional filters. Right: GNN-
based methods construct a graph (i.e., abstract syntax tree and code property
graph) and then use graph neural networks to propagate information and clas-
sify potential vulnerabilities.

backbones such as convolutional neural networks (CNNs) [LeC+89] and graph
neural networks (GNNs) [Sca+09]. The summary is depicted in figure 2.7.

CNN-based Methods

One of the representative CNN-based approaches is Vie/DeePecker [Li+18a], which
detects vulnerabilities in C/C++ programs by learning features from slices of code.
CNNs are adept at capturing local patterns in their input data; thus, when applied
to code, CNN filters learn localized features such as syntax elements or short-range
data dependencies. This approach can yield promising detection rates and reduce
the need for extensive manual feature engineering. However, CNNs have inherent
limitations in capturing long-range dependencies and context spread over multiple
files or functions, which are often crucial in identifying certain types of software
vulnerabilities.
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GNN-based Methods

Graph neural networks leverage graph representations of source code, such as ab-
stract syntax trees (ASTs), control flow graphs (CFGs), or code property graphs
(CPGs). Devign [Zho+19a] is an example of this category by combining GNNis
with CPGs to detect vulnerabilities in C/C++ programs. GNNs are uniquely po-
sitioned to capture structural and relational information in code, such as function
calls, variable usages, and data-flow links. By encoding this information into a
graph structure, GNNs can learn context-specific representations that go beyond
token-level patterns. Despite these strengths, GNNs can still face challenges in
scaling to large codebases and effectively modeling highly complex control flows,
particularly when the number of nodes and edges grows significantly.

Limitations of Early Neural Network Approaches

While CNN- and GNN-based models have shown promising results in vulnera-
bility detection, there remain notable drawbacks. One key limitation is the need
for substantial feature engineering. Although these deep learning models automate
part of the feature-learning process, researchers often manually design code rep-
resentations (i.e., ASTs or CPGs) before training the neural network [Yan+22].
This step can be time-consuming, requiring deep domain expertise to capture
the nuances of different programming languages and vulnerability types. More-
over, traditional neural architectures may struggle with the complex semantics
and control-flow relationships inherent to source code. Long-range dependen-
cies, such as those spanning multiple function calls or files, are especially difficult
to model with CNNs, whereas GNNs may be constrained by the complexity of
graph construction.

Why Language Models?

Recent advances in transformer-based architectures and attention mechanisms of-
fer a potential solution to these challenges by capturing long-range dependencies
and global context within code. Such mechanisms have become integral to lan-
guage model (LM)-based methods, which are often pre-trained on massive repos-
itories of source code from diverse languages and projects. This extensive pre-
training enables language models to learn rich contextual embeddings and seman-

tic relationships within code, potentially bridging some of the gaps left by prior
CNN- and GNN-based methods.

2.3.3 Language Models

Language models (LMs) represent a class of deep learning approaches trained on
vast amounts of text data to learn nuanced, context-aware representations of nat-

ural language. These models, such as BERT [Dev+19a], GPT [Rad+19], Gemini
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[Tea24], and Deepseck [Dai+24], have achieved state-of-the-art (SOTA) perfor-
mance on a wide array of NLP tasks including question answering, language trans-
lation, and text generation.

A key factor in the success of modern LMs is the zransformer architecture
[Vas+17], which employs self-attention mechanisms to capture long-range depen-
dencies in text. This design excels at modeling contextual relationships, allowing
the network to weigh different parts of the input sequence based on their relevance
to each position. Through large-scale pre-training on immense text corpora, LMs
acquire an understanding of linguistic structures (i.e., syntax, semantics) and prag-
matic elements (i.e., context, idiomatic usage). The result is a model capable of
generating coherent, contextually nuanced text that closely resembles human writ-
ing.

Given their robust language-understanding capabilities, there has been grow-
ing interest in applying LMs to other domains, particularly source code analysis
and generation. Codebase shares structural similarities with natural language (i.c.,
syntax and grammar), yet it also presents unique challenges such as strict compi-
lation requirements, domain-specific libraries, and varying coding styles. Despite
these challenges, LMs have been adapted for tasks like code completion [Svy+20],
where the model predicts the next token or line of code based on context, and code
summarization [Fen+20a], where the goal is to generate concise, human-readable
explanations of code snippets. Furthermore, researchers have also investigated bug
detection [Li+24] tasks, leveraging LMs to identify syntax anomalies or suspicious
programming patterns.

Opverall, the integration of LMs from natural language tasks into software en-
gineering has shown promising results, particularly due to their ability to learn
representations that capture both syntactic structures and higher-level semantics.
As these models continue to scale in size and training data, their capacity to han-
dle sophisticated code analysis tasks, including vulnerability detection, stands to
grow.

LM for Code Analysis

Source code, much like natural language, contains rich structural and semantic
characteristics that can be modeled with modern deep-learning approaches. LMs
have shown promise in a wide range of code analysis tasks by leveraging their ability
to capture complex patterns and contextual relationships in textual data [Alo+19;
Nam+24; Shi+24].

Opver the past few years, researchers have developed specialized LMs tailored
to source code. One prominent example is CodeBERT [Fen+20a], a model pre-
trained on a massive corpus of programming language data (paired with corre-
sponding natural language descriptions). By learning from these parallel data
sources, CodeBERT is able to capture both the syntactic structure and high-level
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semantics of code, which can aid in downstream tasks such as bug detection and
code search.

Building on CodeBERT’s success, GraphCodeBERT [Guo+21] incorporates
graph-based representations of code to model information contained in abstract
syntax trees (ASTs) and data-flow graphs (DFGs). This graph-enhanced approach
addresses the inherent structural properties of source code more directly by rep-
resenting the relationships between variables, methods, and control-flow nodes.
Empirical results show that GraphCodeBERT can outperform earlier models in
tasks like code summarization, code completion, and defect detection, showing
the significance of capturing both token-level context (as in language) and struc-
tural properties (unique to code).

These advancements indicate that language models, particularly those refined
for source code, can more effectively grasp the complex relationships in large-scale
software repositories. Consequently, they offer a powerful foundation for applica-
tions such as automated vulnerability detection, where a nuanced understanding
of logic flow, data dependencies, and syntactical correctness is crucial. As LMs
continue to improve and incorporate richer structural and semantic insights, their
application to code analysis is set to expand, potentially transforming how devel-
opers assess code quality and software security.

Recent years have witnessed growing interest in leveraging language models for
vulnerability detection, particularly in C/C++ code. While studies report promis-
ing results, they also show significant technical and methodological challenges in
using LMs for robust and generalizable vulnerability detection.

A critical step in enhancing the efficacy of LMs for this purpose involves un-
derstanding the underlying mechanisms of fine-tuning. Fine-tuning enables the
adaptation of a pre-trained model to specific tasks, such as identifying vulnerabil-
ities. This process not only aligns the model closer to the target domain but also
improves its predictive accuracy. Through fine-tuning, we can effectively tailor
the general-purpose representations learned during pre-training to detect subtle
patterns indicative of vulnerabilities within the code.

Fine-Tuning Process for LM-based Vulnerability Detection. Let fg be a large
language model (i.e., a Transformer) with parameters € that has been pre-rrained
on large-scale text or code data. During pre-training, 6 learns general-purpose
representations (i.e., by predicting masked tokens or next tokens). Figure 2.8 sum-
marizes the fine-tuning process (in a simplified version).

To adapt this model for vulnerability detection, we attach a lightweight classi-
fier head h¢, (in practice, this attachment is implemented through standard model
composition methods available in various deep learning libraries'®), often a feed-
forward network or a linear layer, on top of fg. For a given snippet of code z,

"One example is Hugging Face Transformers AutoModelForSequenceClassification:
heeps://huggingface.co/docs/transformers/main/model_doc/auto#automodelforsequenceclassi-
fication
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Figure 2.8: Fine-tuning a pre-trained language model fg for vulnerability detec-
tion. Each labeled code snippet (;, y;) from the dataset D is fed into the model
and a classifier head hg. The output probability p(y | ) is compared to the
ground-truth label y; to compute a cross-entropy (CE) loss. Gradients are then

backpropagated, updating both € and ¢.
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our model outputs a probability distribution over possible labels (i.e., vulnerable
vs. non-vulnerable):

p(y|x;0,0) = softmax(hqg(fg(az))),

where y is the binary label indicating vulnerability. We then collect a labeled
dataset D = {(z;, Z/z’)}ﬁ\;p with z; being code snippets and y; € {0,1} the
corresponding ground-truth labels. A common choice of loss function for fine-
tuning is cross-entropy:

N
Z[yz logp(yi =1 | i) + (1 —yi)logp(yi =0 | z;) |-
=1

Gradient-Based Optimization. To minimize £(0, ¢), we use gradient-based
optimization, such as Adam [KB15]. The parameters are updated iteratively using
gradient descent:

p(t+1) — gt) _ nVeLl(0, ),

dH) = o) —V4L(6,9)

where:

* 1 > 0 is the learning rate, a hyperparameter controlling the step size of
updates.

* VoL(0, @) is the gradient of the loss function with respect to 6.
* V4L(0, @) is the gradient with respect to the classifier head parameters ¢.

Parameter Initialization. Typically, the backbone model parameters 6 are ini-
tialized from pre-trained weights, allowing the model to start with substantial
knowledge of code syntax and semantics. However, the classifier head parame-
ters ¢ are randomly initialized since they must be learned from scratch for the
vulnerability detection task.

These steps are iterated over multiple training epochs until convergence, where
the loss function no longer decreases significantly.

Why Fine-Tuning Helps. During large-scale pre-training, the model parame-
ters @ (i.e., the backbone of fg) learn general-purpose representations of code,
capturing patterns such as function boundaries, data flow, and common library
usages. Fine-tuning further adapts these representations to a security-focused task
by training on the smaller, labeled dataset D = {(z;,y;)}\,, where each code
snippet z; is labeled as vulnerable (y; = 1) or safe (y; = 0). Specifically, the
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model’s output probabilities p(y | x; 8, ¢) are computed by attaching and updat-
ing a lightweight classifier head hg. Through gradient-based optimization of the
cross-entropy loss £(0, ¢), both 8 and ¢ become specialized to detect subtle vul-
nerability indicators (i.e., unsafe function calls). This approach reduces the need
for large training sets while retaining the model’s broad code understanding, mak-
ing fine-tuning the standard method for repurposing pre-trained language models
in software security tasks such as vulnerability detection.

Datasets and Early Findings. Two major C/C++ datasets have emerged to fa-
cilitate research in this area. DiverseVul [Che+23a] contains 18,945 vulnerable
functions covering 150 CWEs and 330,492 non-vulnerable functions. Experi-
ments on 11 model architectures from four families (GNN [Sca+09], RoBERTa
[Liu+20], GPT-2 [Rad+19], and T5 [Wan+21c]) demonstrate that LMs typically
outperform GNN-based approaches, especially when trained on larger datasets.
However, the models still grapple with limited generalization capabilities when
facing unseen codebases or novel vulnerabilities.

As a follow-up, PrimeVul [Din+25] was introduced to address known limi-
tations of existing datasets (i.e., low label accuracy and high duplication rates).
Despite containing more diverse and carefully curated examples, PrimeVul reveals
that even advanced training techniques and larger LM architectures achieve sub-
par performance. The reported F1 scores fall short of expectations, showing that
current LM solutions, while promising, are still not sufficiently robust to handle
more realistic and heterogeneous vulnerability scenarios.

Key Challenges. A major shortcoming observed in both PrimeVul and Diverse-
Vul is the low F1 scores achieved by the evaluated models. PrimeVul, in particular,
shows how LMs, even those considered state-of-the-art, struggle with vulnerabil-
ity detection in real-world contexts. Beyond limited generalization, several factors
contribute to these challenges:

* High Vulnerability Type Diversity. Vulnerability categories (i.e., buffer
overflows, use-after-free, integer overflows) have distinct properties, code
semantics, and exploit patterns.

* Class Imbalance. Vulnerable functions are relatively rare compared to non-
vulnerable ones (~18k vs. ~330k in DiverseVul, ~7k vs. ~220k in Prime-
Vul), creating skewed distributions that can bias trained models toward pre-
dicting “safe” code [Che+23a; Din+25].

* Inadequate Training Techniques. Although advanced methods like con-
trastive learning and class weighting have been employed [Che+23a;
Din+25], their impact on overall performance remains limited.
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Insights from PrimeVul.  Further analysis in PrimeVul shows three specific areas
where LM-based detectors often fall short:

1. Context Limitations. Current approaches typically restrict the analysis to
the function level, missing crucial interprocedural data flows. Identifying
vulnerabilities in real-world software often requires tracing variables and
control paths across multiple functions and files (an inherently more com-

plex task).

2. Overreliance on Textual Cues. Models frequently base decisions on super-
ficial textual similarities rather than understanding the core logic or root
causes of vulnerabilities. This reliance can lead to missed detections or false
alarms when code shows minor syntactic variations.

3. Binary Classification Oversimplification. Treating vulnerability detection
purely as a binary classification task may miss critical nuances, such as the
category or severity of the flaw. PrimeVul suggests that decomposing the
detection pipeline into smaller reasoning steps, i.e., locating potential code
hotspots, analyzing control-flow anomalies, and evaluating semantic cor-
rectness, could yield more accurate and interpretable results.

The 6" paper, “Catching Common Vulnerabilities with Code Language Mod-
els,” explores deeper into these challenges by investigating vulnerability detection
at a more granular level. Instead of treating all vulnerabilities as a single label,
we focus on classifying specific Common Weakness Enumeration (CWE) types.
By training models on individual CWEs and incrementally including more types,
we uncover several insights. Models trained on a single, common CWE achieve
higher recall and F1 scores for that specific type, but their performance deteriorates
when faced with a diverse set of vulnerabilities. However, knowledge of vulnera-
bility in some CWE:s is transferrable to other CWEs with close relationships. We
also show the trade-off between specialization and generalization, i.e., expanding
coverage to more CWEs can improve overall precision but at the cost of reduced
per-type recall.

The 7% paper, “Vulnerability Detection in Popular Programming Languages
with Language Models,” extends the investigation beyond C/C++ to assess LM
performance on JavaScript, Java, Python, PHP, and Go. These five languages rep-
resent the top entries in the CVEFixes [BNM21a], collectively covering the ma-
jority of vulnerabilities outside C/C++. Using the CVEFixes dataset, we find that
detection effectiveness varies significantly across languages. Furthermore, in-depth
experiments on independent datasets show how these models generalize to external
code samples, with mixed success depending on the dataset and language-specific
patterns. By computing standard code complexity metrics (i.e., Halstead Effort,
Cyclomatic Complexity), the paper also explores the link between complexity and
detection performance. The analysis demonstrates only a weak, statistically in-
significant correlation between code complexity and F1 scores.
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Conclusions

3.1 Contributions

This section provides an introduction to each contribution, details the specific
contributions made by the author, and explains any modifications made to the
publications to include them in this dissertation.

The following list presents the author names and their corresponding
acronyms in alphabetical order: Christian Gehrmann (CG), Jakob Sternby (JS),
Karim Khalil (KK), Kevin Dahlén (KD), Luis Barriga (LB), Syafiq Al Atiiq (SA),
and Yachao Yuan (YY).

3.1.1 CLI-DOS: Collaborative Counteraction against Denial of Service
in the Internet of Things

Content

This paper presents CLI-DOS, a collaborative mechanism between IoT gateways
and devices to counteract DoS attacks. CLI-DOS combines short MAC values
for attack detection with a defense strategy that offloads filtering to the gateway.
The gateway filters attack messages to prevent them from reaching the IoT de-
vices while allowing legitimate connections. The proposed solution is evaluated
from several standpoints, demonstrating reduced resource utilization compared to
vanilla CoAP implementations while preserving service availability even when the
device is under heavy attack.

Individual Contribution

CG proposed the initial idea for this paper. SA was the developer responsible
for building the proof-of-concept implementation and performing the evaluation.
Additionally, SA made major contributions to the writing of the paper.
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For this Dissertation

The paper’s formatting has been adjusted to maintain consistency with the overall
dissertation.

3.1.2 X-Pro: Distributed XDP Proxies Against Botnets of Things
Content

X-Pro is a distributed XDP proxy solution designed to defend against DDoS at-
tacks from IoT botnets. The proxies between the IoT devices and potential victims
perform flow policing on all IoT traffic from a single administrative domain. X-
Pro leverages eXpress Data Path (XDP) for efficient packet processing in the Linux
kernel, i.e., the blocking happens even before the node allocates memory for the
incoming packets (if the packets turn out to be malicious). The proxies work syn-
chronously to block bogus messages and detect traffic levels exceeding predefined
thresholds. Evaluations show that X-Pro efficiently blocks DoS traffic for both
low-rate and massive attacks.

Individual Contribution

The idea for this paper was a collaborative effort between CG and SA. SA was the
developer responsible for building the PoC implementation and conducting the
evaluation. For this paper, SA took the lead and was the primary person responsi-
ble for the writing.

For this Dissertation

The paper’s formatting has been adjusted to maintain consistency with the overall
dissertation.

3.1.3 Regaining Dominance in CIDER and Lazarus
Content

This paper extends the CIDER and Lazarus device recovery architectures to ad-
dress two major issues: attackers making devices unavailable by manipulating tick-
ets and runtime attacks utilizing potential weaknesses in trusted firmware. We
propose a new design with richer device security state tracking, allowing devices
to handle attacks more robustly and with better availability guarantees. A new
boot mode, LZ_VERIFY, is introduced to verify disruption causes and enhance
decision-making. Evaluations show significant improvements in device availabil-
ity under both network and runtime attack conditions compared to the original
Lazarus design.
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Individual Contribution

CG and SA worked together to identify flaws in the CIDER and Lazarus archi-
tectures, particularly from the runtime and networking perspectives. They collab-
orated to develop a theoretical solution to address these issues. SA was responsible
for the implementation and evaluation of the proposed solution. CG and SA con-
tributed equally to the writing of the paper.

For this Dissertation

The paper’s formatting has been adjusted to maintain consistency with the overall
dissertation.

3.1.4 Attacks Against Mobility Prediction in 5G Networks
Content

This paper investigates potential attacks against the 5G NWDAF that can signif-
icantly degrade the accuracy of mobility trajectory prediction models. Through
simulations, it is shown that an adversary capable of hijacking and cloning cellular
devices can reduce prediction accuracy from 75% to 40% with just 100 adversar-
ial UEs (out of 10,000 legitimate UEs) by having cloned device pairs alternately
connect to different locations to deceive the network. The attack aims to make the
operator retrain prediction models with adversarial data, further harming accuracy.
As a countermeasure, KMeans clustering is shown to effectively distinguish adver-
sarial and legitimate mobility patterns (at least on our dataset), enabling filtering
out malicious UEs before model retraining.

Individual Contribution

The data used in this paper was generated from a simulator provided by Ericsson,
with assistance from JS and LB. SA wrote an extension for the simulator to enable
it to produce adversarial mobility patterns that could be used to attack the existing
legitimate mobility models. Using this extended simulator, SA performed the at-
tack, evaluation, and analysis. SA was the main contributor to the paper’s writing,

with help from YY, CG, J§, and LB.

For this Dissertation

The paper’s formatting has been adjusted to maintain consistency with the overall
dissertation.
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3.1.5 AutoML in the Face of Adversity: Securing Mobility Predictions
in NWDAF

Content

This paper investigates strategies for mobile network operators to maintain
NWDAF model performance using AutoML in the face of attacks on mobility
prediction. Two main retraining strategies are considered: reselecting the model
using AutoML at each retraining and retaining the initial model. Under varying
proportions of adversarial UEs, retraining with AutoML yields worse results than
retaining a well-trained initial model selected using an extensive AutoML search
during initial training. We recommend prioritizing model selection during initial
training to ensure the base model is optimally tuned for subsequent retraining,
even when the data for retraining is poisoned.

Individual Contribution

SA developed the initial idea and concept for this paper. YY, JS, and CG pro-
vided valuable input to refine the concept and assisted with the writing. SA was
responsible for both the implementation and evaluation aspects of the work.

For this Dissertation

The paper’s formatting has been adjusted to maintain consistency with the overall
dissertation.

3.1.6 Catching Common Vulnerabilities with Code Language Models
Content

This paper examines the challenges of code language model (code-LM) based vul-
nerability detection for C/C++, focusing on the difficulty of generalizing well
across different vulnerability types. We investigate the performance of code-LMs
in classifying specific vulnerability types using the PrimeVul dataset. Experiments
on datasets specific to each of the most common types and cumulative datasets
incorporating an increasing number of types reveal that identifying a specific vul-
nerability class in a dataset containing all types is challenging. However, when
the task is modified to identify the most common vulnerabilities, the cumulative
model outperforms previous binary classification results.

Individual Contribution

The idea and concept for this paper emerged from an ideation process involving
CG and SA. SA is the main contributor to the implementation and evaluation,
with the help of KD. KK helped interpret the resulting output and wrote the
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initial version of the analysis. CG contributed to parts of the writing. SA was
responsible for a major portion of the writing.

For this Dissertation

The paper’s formatting has been adjusted to maintain consistency with the overall
dissertation.

3.1.7 Vulnerability Detection in Popular Programming Languages with
Language Models

Content

This paper investigates the effectiveness of language models (LMs) for vulnerability
detection in popular programming languages, including JavaScript, Java, Python,
PHP, Go, and C/C++. We utilize the CVEFixes dataset to create language-specific
vulnerability subsets and fine-tune state-of-the-art LMs on these subsets. The re-
sults show that vulnerability detection performance varies significantly across lan-
guages, with JavaScript showing the best performance and more practical detection
capabilities than C/C++ (in terms of F1 score). The relationship between code
complexity and detection performance is also examined, revealing only a weak
correlation between code complexity metrics and the models’ F1 scores.

Individual Contribution

The idea and concept were developed through an ideation process between CG
and SA. CG contributed to some of the writing, while SA served as the lead writer
for the paper. SA is mainly responsible for the implementation, model fine-tuning,
and evaluation. KD assisted with the dataset preprocessing and fine-tuning.

For this Dissertation

The paper’s formatting has been adjusted to maintain consistency with the overall
dissertation.

3.2 Conclusions

The papers presented in this dissertation contribute to the field of cybersecurity,
focusing on three main areas: IoT availability, 5G availability, and vulnerability
detection. A common thread that ties these papers together is their focus on en-
hancing system availability in the face of various threats.

Papers I, II, and III propose novel solutions to defend against attacks that can
compromise system availability in the area of IoT security. CLI-DOS (Paper I)
and X-Pro (Paper II) introduce collaborative mechanisms and distributed proxy
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solutions to counteract DoS and DDoS§ attacks. While CLI-DOS focuses on safe-
guarding IoT devices as potential victims, X-Pro addresses the issue of IoT devices
being compromised and used as attackers in a botnet scenario; both solutions
aim to maintain the availability and responsiveness of IoT devices to legitimate re-
quests, whether they are the target or the source of an attack. Paper III (Improving
CIDER and Lazarus recovery mechanisms) extends device recovery architectures
to handle runtime attacks and improve device availability under network attack
conditions, minimizing downtime and improving the way loT performs recovery
during failure.

Papers IV and V address security challenges in 5G networks, particularly in
the NWDAE a key component in the 5G architecture responsible for collecting
and analyzing data from various NFs and services, which plays a crucial role in
maintaining the availability and performance of 5G services. Paper IV shows that
adversaries with device cloning capabilities can significantly degrade NWDAF mo-
bility prediction accuracy from 75% to 40% using just 100 adversarial UEs (out
of 10,000 legitimate UEs) in a “tuple jump attack” that creates physically impos-
sible movement patterns. Paper V explores strategies for maintaining NWDAF
model performance when the operator uses AutoML to select the model. Under
attack conditions, retraining a model with AutoML proves to be less effective than
preserving a well-trained initial model that was chosen through a comprehensive
AutoML search performed during the initial training phase.

Papers VI and VII focus on vulnerability detection using code language mod-
els (code-LMs), addressing the issue of identifying software vulnerabilities that can
be exploited to compromise system availability. Paper VI examines the challenges
of code-LM-based vulnerability detection for C/C++ and proposes a cumulative
model that outperforms binary classification when identifying the most common
vulnerabilities. Paper VII investigates the effectiveness of LMs for vulnerability
detection in various programming languages, revealing significant performance
variations and a weak correlation between code complexity and detection perfor-
mance.

Collectively, these papers contribute novel solutions, insights, and empirical
findings that enhance system availability in the context of IoT, 5G networks, and
software systems.
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CLI-DOS: Collaborative
Counteraction against Denial
of Service in the Internet of
Things

Abstract

Internet of Things (IoT) is the next generation of network scenario where bil-
lions of devices are connected to the internet and capable to communicate with
each other. However, they are especially vulnerable to Denial of Service (DoS)
attack, which typically launched by overloading the server with bogus messages.
Hence, unnecessary computation is performed by the IoT units, which can se-
riously worsen their performance or even make them unable to serve legitimate
requests. Existing mechanisms for the detection and prevention of DoS attacks
only either make it more difficult to perform massive DoS attacks or completely
block the legitimate requests to be served. In this paper, we present CLI-DOS, a
collaborative mechanism between Gateway and IoT units to counteract Denial of
Service attacks. CLI-DOS combines an efficient attack-detection principle using
short MAC value with a more effective defense strategy. In an under attack sit-
uation, we leverage the IoT gateway for preventing the attack messages to make
contact with the IoT units while opening up possibilities to set-up connection
with legitimate external entities. We evaluate the performance of our proposal
from several standpoints. In conclusion, CLI-DOS offers a lower resource utiliza-
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tion in an under attack IoT units while preserving service availability to the best
possible extent.

1 Introduction

Internet of Things (loT) is commonly referred to an increasing trend in information
technology en route to networked society, where all devices are interconnected and
able to harness the connection to the internet [Kor+10]. In some cases, these de-
vices are even used for prominent and important tasks such as health monitoring,
industrial automation, or energy management. However, many loT devices are
built upon a constrained hardware platform, which has limited resources of CPU,
memory, or even power source compared to e.g. personal computers. That be-
ing said, keeping the availability of the devices as long as possible becomes a very
important task.

IoT units with a direct connection to the internet are prone to be exposed
to DoS attack. The common strategy used by the adversaries consist in flooding
the server devices with invalid messages such that the server becomes exhausted
and unable to serve legitimate requests. As most IoT units are battery-powered,
the impact of DoS attack to those devices is considerably severe which can greatly
reduce the lifetime of the IoT units or even make them out of battery at once.

A number of countermeasure strategies have been proposed to counteract DoS
attacks. As explained by Wang [W]S07], strategies can be classified into two types,
namely router-based and host-based. First, router-based approach addresses the
problem by deploying a built-in defense mechanism running on the intermedi-
ate nodes between client and server. On Cisco routers [Cis08], this include for
instance: reverse routing path verification and IP address filtering. As for the bosz-
based solution, IoT units are designed to use cryptographic protocols e.g. DTLS
[RM12] and IKE [Kau05]. As these protocols use a stateless cookie exchange,
launching DoS attack with spoofed IP addresses towards IoT units would be diffi-
cult. On the other hand, the cryptographic operations employed in the IoT units
can be quite expensive in terms of power consumption at the set-up phase. Fur-
thermore, as mentioned in the standard [RM12], a cookie does not provide any
defense mechanism against DoS attack launched from valid IP addresses.

Another approach [Hum+13] is by forcing the adversaries to solve a compu-
tational demanding puzzle as a requirement to proceed to the handshake phase.
However, with an increasing power of modern GPU, the puzzles from the victim
can be easily solved [NM16]. Furthermore, a more advanced strategy to deter-
mine the validity of incoming request is by including a short symmetric key based
MAC value in the packet header when both parties, client and server, are trying to
establish a connection [TGS17][GTH15][GS13]. While this is very efficient to
detect the occurrence of DoS attack in the IoT units, such strategy will at the same
time completely prevents the legitimate clients to reach the IoT units. An adaptive

solution, called SARDOS [THA18] has been proposed to counteract DoS attack
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while preserving service availability from legitimate clients. Even though SAR-
DOS mechanism is already good enough to prevent the battery drain by adaptively
changing the server state, but the computational burden to check the validity of
the incoming requests is still inside the IoT units. Aside from shutting down the
interface, there is no mechanism in SARDOS to drop the attack messages even
before reaching the IoT units.

To fill the gap, in this paper we introduce CLI-DOS, a collaborative mecha-
nism between the IoT units and the gateway to counteract DoS attacks. In par-
ticular, we leverage an efficient DoS detection mechanism from the previous work
[TGS17][GTH15][GS13] with a novel collaboration protocol between the IoT
units and the gateway at the border of IoT wireless domain. Our rationale is, it
would be better to offload some computational expensive process of filtering attack
messages from the IoT units to a much more powerful gateway that sits close to the
IoT wireless domain. The gateway will have the capability to filter the message ID
of the CoAP request based on the acceptable range provided by the victim. This
way, we are able to protect the wireless IoT units from battery drain attack, even
when the adversaries changing their IP address many times, while at the same time
allowing legitimate request to be served. CLI-DOS will to some extent lessen the
capabilities of IoT units to communicate with external entities, however, it will
not completely block the communication from serving the critical messages even
when under heavy attacks.

We have made a proof-of-concept implementation of CLI-DOS for the
CoAP [SHB14] protocol using ContikiOS [DGV04] inside resource-constrained
CC2538 platform. Yet, CLI-DOS is designed with the general mindset and can
be implemented at any communication protocol stack. On the gateway side, we
have made an implementation using 32 module of netfilter [Net19] inside the
kernel in a way that it can parse the CoAP message ID as one of our require-
ment. Also, the design of our protocol in the gateway side is general so that it can
be implemented on any linux flavor, either in user-space or kernel-space. As some
computational burden of filtering attack messages has been off-loaded to the gate-
way unit, our results show that CLI-DOS has a lower resource utilization in terms
of energy consumption at the IoT units compared to the vanilla CoAP implemen-
tation and pure IP blocking mechanism at the gateway. In addition, CLI-DOS
has efficiently dropped the bogus messages even before reaching the under-attack
IoT units while still serving legitimate requests from external entities at the same
time.

The rest of the paper is organized as follows. We discuss related works in Sec-
tion II and background concepts in Section III. We provide the application sce-
nario in Section IV. Section V presents collaborative solution against DoS, while in
Section VI we provide a performance evaluation of CLI-DOS. Section VII draws
our conclusions and anticipate future works.
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2  Related Work

Denial of Service is a security menace, as defined at [TGS17], in which the aim is
to (partially or completely) disrupt the service of server(s). The victim is usually
forced to use its resource in a high fashioned utilization. This include for instance
CPU, memory, and network bandwidth as a means to make it less responsive or
even unable to serve legitimate request. The use of DoS to attack can be classified
into Distributed Denial of Service [Mir+04] if the attacker sources are using many
machines. This usually done by creating a well coordinating master and slave
nodes, in which the master act as a leader.

To counteract DoS, there have been several ideas proposed. As classified by
Wang [W]S07], there are two types of DoS counteraction, namely router-based
and client-based. A router-based mechanism solve the problem by identifying ad-
dress passed by the attacker [Li+04], thanks to its built-in mechanism planted on
every router on the path from the client to server. This particularly efficient for a
network that is managed by single entity where we have the access to all the router.
On the other hand, router-based solution normally need the involving router to
implement Probabilistic Packet Marking (PPM) and coordinating mechanism be-
tween them. This would lead to the inconvenience of the person in charge as they
need to maintain many coordinating nodes with additional complexity. Seidel
proposes a protocol validation to complicate remote DoS attack [SKM19]. While
this is a good starting point to offload the filtering mechanism to the border router,
we believe that a further step to determine the validity of request message should
be taken into account.

Host-based approach counteract DoS by building a mechanism at the end
nodes, which does not need a coordination function between entities. Sev-
eral examples of host-based approach can rely on resource management schemes
[QPP02][BF99]. Another proposed solution that can be classified into host-based
leverages puzzle [XR03]. In order to legitimately access the server, a client has to
solve puzzles which has several level of difficulty. While this can prevent a DoS
to some extent, but with an increasing power of modern GPU, a puzzle from a
resource constrained device can easily be solved [NM16].

Odur solution in this paper falls between router-based and host-based. We lever-
age the simplicity of setting up host-based approach while still maintain contact
with the router to get better quality and resource to filter bogus messages. To get
a better segregation on valid and invalid messages on the server side, we leverage
SMACK [GTH15], a host-based countermeasure to DoS that make use of short
Message Authentication Code (MAC). The server analyze the embedded short
MAC on the request message sent to them and instantly get a classification of the
validity of the message.

The additional value of our proposed solution compared to traditional DoS
mitigation relies on the coordination function between victim server and the router
on the same network. As the router is usually more powerful in terms of resource,
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we move some computational burden of filtering messages to them, not only using
IP based blocking but also a mechanism based on message ID of CoAP message.
This way, even the adversaries changing its IP address, we can preserve the battery
on the server side while maintaining the service to the legitimate user to the best
possible extent.

3 Background
3.1 CoAP

The Constrained Application Protocol [SHB14] is a lightweight communication
protocol, specifically designed for resource constrained nodes and networks. To
some extent, it is similar to HT'TP but for affordable and lightweight type of com-
munication. CoAP’s main purpose is to be used for Internet of Things environ-
ment, where machine to machine communication take place. Home automation,
factory monitoring, and connected vehicles are some examples of where CoAP is
suited.

Unlike HTTP, CoAP uses UDP as its transport protocol, meaning that it has
less overhead in terms of the amount of messages exchanged between parties. With
regards to security, CoAP does not provide any mechanism, but rather offload it
to other components. The most recommended one is DTLS, where it can provide
secure communication, e.g. authentication, integrity, and confidentiality of the
messages that’s exchanged between nodes.

3.2 SMACK

SMACK [GTH15], correspond to Short Message Authentication ChecK, is a se-
curity mechanism to identify a validity of incoming messages in the server. The
way SMACK works is by probing into a short and lightweight Message Authen-
tication Code embedded in the message. The output of SMACK processing is a
verdict whether a message is a valid request (and proceed for further processing)
or not (discarded).

SMACK is designed to work well with CoAD, in which it uses the Token field
to embed short MAC in the message. By message structure, there is not much
modification of the CoAP header, except the Token field itself. In advance of
sending the message, client generates 16-bits random Request ID R as a means to
match request and respective response messages. Following R, client computes
16-bits short MAC SM. Then, the client put R and SM in the Request ID and
Validity check field respectively, as depicted in figure 1.

Upon receiving the message, the server computes the short MAC of the incom-
ing message and compare the value with the provided short MAC of the request
message.
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Figure 1: CoAP Message with Short MAC
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Figure 2: Application Scenario

4  Application Scenario

Henceforward, we examine the scenario in Figure 2. It consists of a Server S and a
Client C' exchanging message over CoAP protocol. At the same time, an adversary
A launch a DoS attack by sending large number of invalid CoAP messages towards
S. The aim of the attack messages is to make S worthlessly commit resources in
a way that is not serving actual legitimate request. A also has the capability to
spoof its IP address as many times as he wants. This way, S could be endangered
by becoming less responsive or even running out of energy due to battery drain.

A Gateway G sits between C'and S. The gateway carry out the job as a message
forwarder between C' and S. We assume that the connection between G and S
are in the wireless communication channel, meanwhile communication towards
C'is a wired connection. The adversary A always come from the wired connection
domain. The case where A is coming from the wireless domain is out of scope of
this paper.

Atany times, S should be able to identify legitimacy of the request message. A
legitimate request from C' is always processed and replied with a CoAP response.
On the other hand, an illegitimate request from A should be detected and .S should
further act (i.e. report to Gateway ) as explained in chapter 5. In this paper, the
capability to identify legitimacy of the message come from the implementation of
SMACK [GTHI15].

We assume G is secure enough, such that it is unattainable to be compromised.
It is possible to design G as a distributed gateway to get a better reliability as
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described in [And10][Bir12]. The work to design such system is out of scope of
this paper. Nevertheless, we assume that G is robust and reliable such that no
matter how high the DoS magnitude, does not kill G.

5 Collaborative Counteraction Against DoS

In this section, we present CLI-DOS, the Collaborative Counteraction against
DoS. The fundamental motivation of CLI-DOS lies in two following arguments:
(i) It is possible to offload computational expensive filtering at the server to a much
more powerful gateway, while at the same time (ii) Allowing legitimate request to
be served in a best effort manner. CLI-DOS leverages the Message ID field in the
CoAP header to determine the validity of subsequent CoAP requests. This will
allow the gateway to detect IP spoofing events from the adversaries. CLI-DOS will
to some extent reduce the communication capabilities of the server, however it will
not completely stop the server to perform critical communication task even under
heavy DoS attacks. The following subchapter explain the detailed procedures of
CLI-DOS both from the server and gateway side.

5.1 Procedures from The Server Perspective

At any times, the server measures the number of invalid message(s) m for every
time period ¢. In a normal operation, if there is no DoS attack occured, S' resets
m to 0 when ¢ is over. However, if the number of invalid messages m exceeds a
predefined threshold £, S contacts G and sends a request 7 to start DoS protection.
Let IDyq be the message ID accepted by SMACK as a valid request [GTH15],
and ID,, as a set of accepted message ID of size , then Algorithm 1 summarize
S procedures for every time period ¢.

When a newer valid request arrived, IiDq should be updated accord-
ingly.  For example, let x be 20, once ID, arrived, 1D, would con-
tains {IDg2,1Dy3,1Dyg4,...,]1Dg21}. Since CoAP runs on top of UDD
it is possible that request messages arrived out of order. For example, in-
stead of 1Dy, it is I1Dg13 whose arrived first.  Then IiDq would delete
[Dqlg and {IDql, ceey IDq(lB—(QO/Q))}1 and append 1+ (13 — 20/2) ad-
ditional message ID’s at the end of the list. Hence, m would become
{IDy4,1Dys, ...,IDgi2,1Dg14, ..., I Dy23, I Dyo4 }. However, if the message ID
is less than /2, I D, will just delete I Dg,, and append 1 new message ID at the
end of the list.

Request 7 includes the following information:

* The latest state of set I D,.
¢ A list of recorded source IP addresses in which the Server S wants to block.

* Maximum number of allowed IP packets per second, p.
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Algorithm 1 Procedure at S

1: IDg = {IDg1,IDg2,...,]Dgs}
22m=0
3: while time < t do

4: <Receive and check short MAC>
5: if CoAP Request Valid and 1Dy, € 1D, then
6: 1Dy .delete(I Dgq)
7: ifa < (z/2) then
8: [Dq.append(IDq(z_,_l))
9: else
10: IDq.delete(IDql,...,IDq(a,@/g)))
11: IDg.append(I Dy(g+41), -+ I Dg(at14(a—(2/2))))
12: end if
13: else if CoAP Request Invalid then
14: m=m-++1
15: if  has not been sent and m > h then
16: <Send 7 to G, starts s1 and turn off radio>
17: else
18: <Send my to G >
19: end if
20: end if
21: end while
22: m=0

* 'Threshold value h, denotes the maximum number of invalid messages for a
time period .

* Asleep period, s.

Once S goes into the sleep mode, it initializes an internal clock s1, which then
followed by turning off its radio communication. On the other hand, if  has been
sent to G, S only sends m s, a flag message informing G of each individual invalid
request arrived at S.

5.2 Procedures from The Gateway Perspective

When there is no request 7 from S, G operates normally by forwarding all request
messages from C' to S. However, when r received, G initialize s, a timer to
indicate when S is going to wake up again. This step marks G to operates on a
more strict rules on who can send CoAP request towards S.

During this period, all packets which have the destination address of S are
checked with respect to their higher level protocol, such that: i) all packets with
the messages ID not in the list of IiDq’ ii) all packets with forbidden IP addresses,
and iii) all packets but CoAP, are dropped.

G measures the number of dropped and accepted packets per second targetting
S, denoted as d and a respectively. When period s is over, S turned on its radio



6 Experimental Evaluation 63

Algorithm 2 Procedure at G during attack period

: <Receive 7 from S >
: IDy ={IDg1,IDg2,....,]1Dgs}
: <Starting timer s2 >
: <Apply filtering mechanism as requested by S >
a=0andd =0
: <Initiate messages buffer with the length z >
while s2 is not expired do
<Receive CoAP request packet from C' >
9: if IDgq € IDy then
10: < a = a + 1 and put the packet into buffer>
11: else
12: < d = d+ 1 and discard the packet>
13: end if
14: end while
15: ifa < p then
16: <Forwards all queued packet to §' >
17: else
18: <More severe attack happens>
19: <Sends warning w to the system responsible>
20: end if

O N QA PN =

communication again, and notify G. When G get notified by S, it checks whether
s9 > saswell as if a < p, where p is a threshold determines the maximum allowed
load on S. If both conditions are met, G starts forwarding sequentially all queued
packets targetting S until the packet buffer is empty. G then sets a to 0 and
reinitialized s to 0. Otherwise, when so > s, GG would assumes that a more
severe attack happens and sends a warning message w to the system responsible.
Algorithm 2 summarizes G behavior during the attack period.

Also, when filtering mechanism kicked in, G’ should have a MID list process-
ing, regardless of the state of S. When a request with MID 1D, received, G
checks if it is in the 1D, or not. If yes, then G puts 1Dy, into a temporary list
1Dy where the size is adjustable. Meanwhile, G initialize a timer ,,, where it ex-
pects to receive an ominous message from S, saying that CoAP request with 1 Dy,
is an attack. If it does not happen until ¢,, expired, G assumes that the request is
valid, and delete I Dy, from 1Dy, followed by the adaptation of T Dy similar to
the process explained in section 5.1. Algorithm 3 summarizes the G message ID
processing, which running parallel with Algorithm 2 as a non-blocking operations.

6 Experimental Evaluation

In this section, we discuss the setup, scenario, and results of the evaluation of CLI-
DOS. We compare CLI-DOS with Vanilla CoAP and pure IP based protection
at G. We have developed a prototype of CLI-DOS on Contiki Operating System
[DGV04]. The new developed firmware is tested on Zolertia Firefly platform
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Algorithm 3 Procedure at G at any times

1: ID; = {}
2: <Receive CoAP with MID 1Dy, from C' >
3: if IDyo € 1D, then

4: ID;.append(I Dgq)
5: <Starts t, >
6: if t,, expired then
7: < CoAP message with I Dgq is valid>
8: ID;.delete(I D,,) and TDy.delete(I Do)
9: ifa < (z/2) then
10: IDg.append(IDg(y41))
11: else
12: E.dclctc(IDql, ...,IDq(a,(z/g)))
13: IDg.append(I Dy (z41); -y I Dg(at14(a—(2/2))))
14: end if
15: else if m received before t,, expired then
16: < CoAP message with 1D, is an attack>
17: ID;.delete(I Dyy)
18: end if
19: else
20: <Drop CoAP Request>
21: end if

[Zol19], which has the following specifications : CC2538 radio chipset, 32 kB
RAM, 512 kB of flash ROM.

Our experiment follows the scenario depicted in Fig 2, where .S is connected
to G using IPv6 over IEEE 802.15.4 [CMW17] transmission running 6LoW-
PAN stack. S is the Zolertia Firefly [Zol19] device running extended CoAP server
equipped with CLI-DOS. G is a dedicated VM running contiki rpl-border-router
and connected to a slip radio through serial connection. The combination of rpl-
border-router and slip-radio makes it possible to bridge the wired domain with
the 6LoWPAN protocol in the wireless domain. G, C, and A runs on a native
linux and performs the computation on an identic but fully isolated VM with na-
tive IPv6 connectivity. All of the VM’s equipped with 2 GB Memory and 1 core
vCPU.

We perform three experiments, namely 1) E_PLAIN, where S running Vanilla
CoAP implementation, and G acts as a forwarder, where all the packets are for-
warded to S. 2) E_SMACK_IP, where S has SMACK [GTH15] and able to
shuts down its interface and report to G the source IP of A, when certain limit
of attack is reached. For simplicity, we made the limit same as A value at E_CLI-
DOS_MID. 3) E_CLIDOS_MID, where S running CLI-DOS with message ID
filtering mechanism. To this end, aside from source IP filtering, G has the capa-
bility to inspect CoAP message based on its MID, as we explained in the previous
section. One experiment performed by running 100 Request-Response exchange
messages between C' and S. One experiment considered as done only if the last
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request message has been replied by the .S, and received by C. It is possible to
lost the message if S is fully occupied by A. In this case, the experiment consid-
ered to be done when the last retransmission message on the last request has been
transmitted. C' sends similar request message every 2 sec, with the size of 28 bytes.
We examine CLI-DOS performance with five different attack settings, that
is: 0, 5, 10, 15, and 20 msg/s. We run each experiments 5 times for each attack
settings, and then calculate the mean value. A sends 19-bytes CoAP request as
the attack messages in all experiments. Also, during our evaluation, we set the
threshold A to be 9 msg/s and sleep time s to be 60 sec. These values are deter-
mined heuristically through repeated test and evaluations. The performances are
measured in terms of i.) energy consumption at S, and ii.) RTT from C.

6.1 Results

Fig 3 shows average energy consumption at § for 5 different attack settings. When
there is no attack, each of the experiments shows little difference on the energy
usage. It means that SMACK as a message validator, does not have considerable
amount of additional overhead.
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Figure 3: Energy Consumption of each attack configuration

However, when the attack continue to rise to 5 msg/s, E_PLAIN uses 2.29 p],
E_SMACK_IP uses 2.23 ], while E_CLIDOS_MID uses 2.22 p]. Intuitively,
E_SMACK_IP and E_CLIDOS_MID should show lower energy consumption
than shown in the graph. However, this is happened because S considers 5 msg/s
as a non-malignant attack. The reason is because we set the threshold A to be 9
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attack messages per second (we would get a similar result with a different thresh-
old selection). Hence, S would not send any request r towards G to start filter-
ing protection. At 20 msg/s, E_PLAIN reaches the highest point 2.65 p], while
E_SMACK_IP uses 2.17 uJ. On the other hand, E_CLIDOS_MID comfort-
ably uses only 1.61 p] energy during the experiment. It means that even though
E_SMACK_IP performs IP filtering at G, it is not enough to protect S once A
spoof its address. Meanwhile, as E_CLIDOS_MID performs deeper payload in-
spection (based on MID) for each incoming request, it has better performance
because less bogus messages are arrived at .S.
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Figure 4: Average Round Trip Time

Fig 4 shows the average RTT for each different attack settings in all experi-
ments. We can see that during 0 and 5 msg/s (benign attack), there is not much
different between them. However, when the attack goes up to 20 msg/s, E_CLI-
DOS_MID (645.28 ms) performs better than E_SMACK_IP (2005.95 ms) and
E_PLAIN (811.28 ms). E_SMACK_IP took longer time because it shuts down its
interface much longer than E_CLIDOS_MID due to IP address spoofing at the
advesary, which then followed by subsequent attack. On the other hand, E_CLI-
DOS_MID could serve the request better than others, due to MID blocking at
G such that adversary A could not reach S even by spoofing their IP address. As
Fig 4 is average value, E_SMACK_IP and E_CLIDOS_MID’s are get affected by
sleep period s of the victim. But, it is only a fraction of the messages need to wait
longer to get reply due to s.
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7  Conclusion and Future Work

This paper has presented CLI-DOS, a Collaborative Counteraction against Denial
of Service. Through this collaboration, it is possible to off-load the computational
expensive packet filtering from the IoT units to a much more powerful gateway.
This way, CLI-DOS has effectively prevent the IoT units from worthlessly com-
mit of resources during DoS attack, while at the same time serving legitimate
requests to the best possible extent. The solution works without requiring any
trust between the IoT unit and gateway except for sharing filtering parameters,
i.e. SMACK shared secrets are 7ot shared. We have experimentally evaluated CLI-
DOS through our prototype on Contiki OS running on Zolertia Firefly platform.
The results show that, when under heavy attack, CLI-DOS successfully preserve
the energy consumption, such that IoT units does not have to deal with the attack
messages and can serve the legitimate client better. This come at the price of some
longer RTT for some request packet, due to waiting time of the server when they
shut down their interface. Future works will include evaluation of larger IoT net-
works and under different wireless channel conditions. Also, scenarios with more
powerful adversaries is left to consider.
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X-Pro: Distributed XDP
Proxies against Botnets of
Things

Abstract

The steadily increasing Internet of Things (IoT) devices are vulnerable to be used
as bots to launch distributed-denial-of-service (DDoS) attacks. In this paper, we
present X-Pro, a distributed XDP proxy to counteract DDoS attacks. We pro-
pose a source-based defense mechanism where proxies located between the IoT
devices and the victim performs flow policing on all IoT traffic from a single ad-
ministrative domain. The proposed proxy architecture can be integrated in widely
used IoT frameworks as well as telecommunication networks. The proxies are
working synchronously to block bogus messages and to detect traffic levels above
predefined thresholds. Our implementation leverages eXpress Data Path (XDP),
a programmable packet processing in the Linux kernel, as the main engine in the
proxy. We evaluate X-Pro from several standpoints and conclude that our solution
offers efficient DoS traffic blocking for both low-rate or massive attacks. Depend-
ing on the device side implementation selection, the computational overhead is
cheap at the cost of some bandwidth loss.

Syafiq Al Atiiq, Christian Gehrmann. “X-Pro: Distributed XDP Proxies Against Botnets of
Things”. In 26" Nordic Conference on Secure IT Systems, Nordsec 2021, Tampere, Finland. LINCS
Vol. 13115, pp. 51-71, Springer.
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1 Introduction

Denial of Service Attacks (DoS) has harmed the internet since the early 1980s.
DoS prevents legitimate users from reaching their services and still constitute a ma-
jor problem. In September 2016, a tremendous Distributed DoS (DDoS) attack
was launched against several high-profile websites: OVH [Klal6], Dyn [Hil16],
and Krebs on Security [Krel6]. Surprisingly, the source came from a vast amount
of embedded devices turned into bots. A master process controls these bots, which
is later known as the Mirai botnets [Kol+17]. Mirai scanned the internet and in-
fected embedded devices running with insecure default password.

Based on the attack strategy, an adversary can design the botnets to be
launched, either as a periodically low-rate [Luo+14; MDGO09; Gui+05], or a mas-
sive [Sha+15b] DDoS attack. The low-rate DDoS behaves identically to the regu-
lar traffic pattern, making it difficult to detect by firewalls, routers, and switches.
Furthermore, in an IoT setting, low-rate DDoS is not only a threat against the tar-
get nodes; as loT devices often are battery-driven and resource-constrained, such
attacks can severely harm the device itself.

Traditionally, DoS is handled at the victim-end or core-end, applying network-
level detection and filtering [SA21]. However, as the type of DoS threats are very
diverse, so are the suggested countermeasures. The majority of the works focus
on the detection and blocking of harmful traffic [Mah+17]. Three main detection
approaches occur in the literature: Signature-Based Approach (SBA), Anomaly
Based Approach (ABA), and Entropy-Based Approach (EBA). SBA and ABA share
many characteristics with traditional intrusion detection systems, while EBA is a
pure traffic analysis approach [WYL10].

We have observed that this traditional way of handling DDoS does not con-
sider the new IoT communication patterns. Especially, the following aspects are
fundamentally different from an IoT perspective:

* IoT devices typically do not primarily communicate with general internet
services but are directed towards a specific backend.

* Botnet threats on IoT entities are undesirable from a resource perspective,
and this gives a large incentive for IoT device owners to implement DDoS
countermeasures at the source not just on the network level.

Inspired by earlier successful of source-end approaches such as D-WARD
[MRO5], we reconsider the DDoS problem from an IoT application perspective.
We argue that DDoS blocking and detection can efliciently be applied by strong
policing on IoT flow level and that such policing preferably takes place at the IoT
backend. As we show in our paper, X-Pro can be easily integrated into an exist-
ing IoT backend as well as into already deployed telecommunication network. To
show that this is indeed an efficient approach, we have designed a DDoS filtering
architecture based on simple flow counts where packet count and policing take
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place on ordinary backend servers. This is very similar to an EBA detection mech-
anism, but we argue that we can filter using absolute flow thresholds in a strong
and controlled IoT environment. To be able to get a fast packet processing in the
kernel context, we utilize XDP [Hpi+18]. X-Pro can be combined with traditional
DoS detection mechanisms using, for instance, SBA or ABA. However, to secure
basic functionality and IoT availability, the first step is to filter using flow thresh-
olds. In this paper, we show how to use our architecture with such flow threshold
values and policing. We call our solution X-Pro, coordinated XDP proxies run-
ning together as distributed systems to detect and filter out attack messages. Our
solution can be combined with more advanced detection mechanisms, which will
be left for future work. Our main purpose is to show that our approach is effi-
cient in terms of overload blocking and that it can be implemented in existing loT
backends and devices with a reasonable performance overhead. In summary, the
paper presents the following contributions:

* We provide a new framework (namely X-Pro) to counteract an attack to-
wards a victim from the context of the IoT unit as the adversary.

* We suggest novel algorithms for packet filtering within a proxy and packet
data synchronization between proxies.

* We provide an implementation and performance evaluation of the proxy
using XDP, a novel programmable packet processing hook in the Linux
kernel.

* We present loT side realization and show the packet handling overhead.

The rest of the paper is organized as follows. We discuss related works and
backgrounds in Sections II and III. We provide the solution in Section IV. Section
V presents the implementation, while in Section VI, we provide the performance
evaluation. Section VII draws our conclusions and anticipates future works.

2 Related Work

First, we distinguish between high and low-rate DDoS. We start by discussing the
former and then continue with the latter. DDoS can be performed by flooding
the victim with massive and bogus messages to consume bandwidth or resources.
Such mechanism, behavior, mitigation strategies, and the detailed taxonomy are
defined in [Sha+15b]. The author distinguishes the DDoS mitigation strategy into
two categories, namely: (i.) collaborative, where multiple nodes are cooperating
to mitigate DDoS, and (ii.) non-cooperative, in which no collaboration between
network elements occurred.

Examples of collaborative strategies: FireCol [FAB12], CoFence [RFB17], and
CoDef [LKG13]. FireCol observes the occurrence of DDoS attacks at the Inter-

net Service Provider (ISP) level, in which the ISPs form a subscription mechanism
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between each other. If FireCol detects an attack within an ISP, it informs the
occurrence to the upstream ISPs, which consecutively perform a similar mitiga-
tion process. To detect such an attack, one of the most widely used method is
Kullback-Leibler divergence and Shannon’s entropy, where malicious traffic is de-
tected based on IP address or packet size distribution statistics [Yu+11][XLZ11].
Our investigations use simple packet frequency thresholds for DDoS detection,
and we also adopt a detection window approach. However, we do not focus on
advanced detection rules but use firm and a priori thresholds. This is motivated
by the fact that the main research goal in this paper is 7ot to evaluate detection
principles but rather to introduce a new proxy model for DDoS prevention, an
efficient filter based on XDP and corresponding packet distribution data sharing
principle between the proxies. Our approach can be extended to handle tradi-
tional, statistical detection methods based on the frequency counts provided by
our solution.

Non-cooperative strategies include dynamic resource scaling [Yu+14], scaling
via low-cost untrusted CDN (Content Delivery Network) [Gil+16], and harness-
ing DPI (Deep Packet Inspection) in SDN (Software Defined Networks) [Tsa+17].
The dynamic resource scaling offers a resource allocation strategy based on the
queueing theory when idle VMs (Virtual Machine) are utilized once DDoS oc-
curred. However, as the VM is not free, the occurrence of DDoS might emerge
to become an Economic-DoS [IT]13], where the adversary shifts the target to the
economic aspect of the victim. In this case, the resources in the intermediate nodes
are occupied as the attack reaches the network between adversaries and victims.

Both collaborative and non-cooperative mitigation approaches mentioned are
for high-rate DDoS. We argue that the occurrence of high-rate DDoS should be
solved along with the low-rate DDoS at the same time. Examples of low-rate
DDoS are shrew-attack [Luo+14], LORDAS [MDGO09], and reduction-of-quality
(ROQ) [Gui+05]. Shrew-attack abuses the weakness of TCP’s retransmission
timeout (RTO) procedure. A legitimate TCP flow is being attacked by regularly
dispatching a high-rate bogus message simultaneously of the RTO. This way, once
a sender restores from timeout, they will instantly receive a subsequent attack and
probably go back to the timeout phase again. Low-rate DDoS are usually detected
by employing a frequency domain analysis, i.e., Discrete-Fourier-Transform in one
of the components in the system. Example of such mechanism is described in
[FKA16]. To this point, X-Pro does not utilize or employ such analysis or any
related statistical method to perform DDoS occurrence detection. But rather, we
provide the data to be used by the system designer to employ such a method. It
is possible to use an advanced method, i.e., machine learning working together
alongside X-Pro, to perform more sophisticated analysis to set the X-Pro filtering
thresholds. Extending X-Pro in this regard is for future work.

We utilize XDP extensively in this work. XDP has been around for a couple of
years and has been used by some companies and open source projects to perform

high-speed packet processing. Cloudflare [Ber17] publicly announce that XDP is
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Figure 1: Execution flow of a typical XDP program, as described in [Hoi+18]

used in their DDoS mitigation pipeline. Suricata, an open-source Intrusion De-
tection System (IDS) provides XDP plugin [Surl9] to their IDS. Also, Facebook
has been extensively harnessing XDP as they claim that every packet reaching their
network is being processing by XDP enabled application [Shil8].

3 XDP and BPF Maps

XDP [Hei+18] is a novel programmable packet processing hook living inside the
kernel-space. In XDD, the underlying operating system accommodates a safe ex-
ecution environment to run an eBPF ! program. This execution happens within
the device driver context. XDP has been part of the mainland Linux kernel since
4.8 [Mil16]. XDP provides a safe, fast, and customizable packet processing in-
tegrated with the kernel networking stack. An execution flow of a typical XDP
program can be seen in figure 1. The logic of the eBPF program running inside
the XDP hook is written in a high-level language, i.e., C, and compiled into byte-
code. The kernel has the job of safeguarding the eBPF program by verifying it.
This verification happens during the load time of the program.

Within the XDP execution environment, eBPF programs are executed in re-
turn to an event, i.e., when the packet arrives. The eBPF program does not have
access to persistent memory within the boundary of its program context. Instead,
the kernel provides the eBPF program a similar feature with access to a so-called

'eBPF [Fle17] refers to extended-BPF, the newer version of original BPF (Berkeley Packet Filter).
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BPF maps [Hoi+18]. It is a generic data structure to store many different data
types. Similar to a database, the format of BPF maps are key/value stores defined
before loading an eBPF program to an interface. An eBPF code can refer to BPF
maps within its codebase, just like referring to a memory. Fig 1 shows the rela-
tionship between BPF maps with other entities in the system.

4 The X-Pro Solution

In this section, we present X-Pro, a distributed XDP-based proxy to counteract
DDoS. Under the assumption that an adversary can infect IoT units but not
prevent packets from flowing over the proxies (see also our discussion regarding
device-side implementation in Section 4.5), X-Pro prevents servers from being
overwhelmed by DDoS by blocking the unwanted traffic with distributed proxies.
When a filtering decision is taken, the system also automatically detects a potential
DDoS attempt. To handle distributed DoS, information about traffic condition
is shared between the proxies via a centralized database node. For the rest of the
paper, we follow notations from table 1.

4.1 Overall Architecture and Solution

The X-Pro overall architecture can be seen in Figure 2. The first part is a set of
proxy P 3 pi, ..., pn, interconnected through internal network. To have a broader
view of the system at a particular time, each proxy node shares logging and load
information between each other, leveraging a centralized database Mpp. The
synched information is described in more detail in section 4.3. The next part in
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U Set of IoT units in the system
u €U | AnloT unit
I Set of proxies in the system
p € P | Proxy
1 A unique index given to an IoT unit
U; An IoT unit with index i
J A proxy unique network address associated with a proxy
D; A proxy with address j
Mppg A centralized database
Lpgp A local database at p
Dggdr | Destination IP address of a packet
ts] Time stamp in p; indicating the “oldest” packet time for a particular (2, Dy qqr)
ts), Time stamp in p; indicating the “most recent” packet time for a particular (¢, Dgqdr)
tsy Time stamp in M p p indicating the “oldest” packet time for a particular (2, Dggds)
tso Time stamp in M p p indicating the “most recent” packet time for a particular (2, Dgqdr)
ts1* The minimum value of £s1 in p; for a specific destination address among U
tso* The maximum value of ts2 in p; for a specific destination address among U
c Packet counter for a particular (¢, Dggqy) pair
dc Delta packet counter (internally within a proxy) for a particular (4, Dgq4r) pair
c* The sum of ¢ and dc for a particular D 44,
Tr1 First filtering reset threshold used by a proxy
Tro Second Filtering minimum measure time threshold used by a proxy
Tr3 Third filtering minimum measure time threshold used by a proxy
Tra Fourth filtering minimum measure time threshold used by a proxy
Tr1 First packet maximum allowed frequency threshold used by a proxy
Tra Second packet maximum allowed frequency threshold used by a proxy
r Frequency division factor

Table 1: Notations
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the system is [oT units (U > uyq, ..., u,). Each unit must have the connectivity
to at least one available proxy within p1, ..., p,. It is possible to have multiple
connections from a single u; towards multiple p;. We allow the adversaries to
control IoT units U, meaning that a message proxy p; receives from an IoT unit
might be bogus.

One can apply X-Pro into an existing IoT backend, such as Thingsboard
[Thi20] and Mainflux [Mai20]. In Thingsboard, there is a transport layer where
the job is to receive messages from the devices, then parse the messages, which are
then forwarded to one of the queues. X-Pro acts as a complement of Thingsboard
transport with an additional feature of DDoS mitigation. As we show later in sec-
tion 4.5, X-Pro requires an IoT device to set up an IP tunnel to the proxy. This
fits naturally in the connection between the device and the Thingsboard transport.
An advantage of this approach is the device does not have to resolve the domain
of the Thingsboard transport as everything happens in the IP layer. However, as
we require all the traffic from the device to pass the proxy, there is an additional
mechanism to forward the packet outside the Thingsboard core if devices want
to send the packet outside the X-Pro network. Hence, X-Pro can live to coexist
without having to break the existing implementation.

Another option is to put X-Pro into an existing telecom infrastructure. The
5G network allows us to have multi-access edge computing (MEC) [Kek+18] close
to the radio base station. As the purpose of MEC is to get an application closer
to the user, we can utilize distributed MEC to be attached with X-Pro software
in its network interface. This will make sure that the changes in the network
operator side will be as minimum as possible. Even if, for example, 5G network
deployment is still far away plan for some network operator, we can deploy X-Pro
(within MEC) in the existing 4G network [Giu+18]. One possibility is to make
X-Pro acts as a user plane packet inspection in the S1U interface between SGW
(Serving Gateway) and eNodeB.

4.2  Filtering Design

We use a filtering approach where each packet arrived at a particular proxy, is ana-
lyzed, and potentially blocked?. Such mechanism is performed as early as possible,
i.e., in the XDP hook. The blocking decision is based on a set of threshold pa-
rameters (see also the notation in table 1). These can be tuned to get the right
trade-off between security and false blocking decisions. We discuss and review
different threshold parameter selections, performance, and DoS packet endpoint
reaching rates in Section 6.

The filtering is done using a time window, defined by two-time values, ¢s;
and tsy for each target address for any ongoing traffic flow at any p;. Each p; is

Blocking automatically also implies a potential attack detection. Our solution can be adapted
such that we use lower threshold values for detection than blocking decisions. For simplicity, we
only consider a single blocking threshold.
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assumed to keep corresponding time values and packet counts. The current local
view of the time window is denoted by ¢s| and ¢s}. The packet frequency for
each target destination is calculated regularly and compared with the frequency
thresholds 771 and Tro. The first frequency threshold T indicates the maxi-
mum allowed packet rate from one particular IoT unit to one specific endpoint.
The second threshold T2 indicates the accumulated maximum allowed packet
rate (from all connected IoT units) towards one specific endpoint. In a corner
case, it might be possible for the legitimate u; to be falsely blocked by p; due to
a circumstance when a single victim is being attacked with a low-rate traffic from
many compromised ;. This will make the accumulated traffic become higher than
T'r2. To accommodate this case, we provide a non-policed flow to be attached to
a specific source (i.e. legitimate u;). However, as it is now being done manually,
the proposal for performing this task automatically is left for future work. For
simplicity, we only consider a system-wide and common threshold values, T and
Try. However, the very same principle can be applied to a system where indi-
vidual threshold values are given to specific destination addresses or destination
address ranges. The latter would be the case envisioned for most applications, but
our simplification will not make any major difference when evaluating the effec-
tiveness of our approach. The complete filtering algorithm (algorithm 5) is shown

in Appendix B.

4.3  Synchronization Design

To have the same visibility on each proxy, one needs to have a synchronization
function between them. This section explains in more detail such procedures. For
every time period ¢, each proxy p; performs the synchronization procedure with
the centralized database, Mpp. pj iterates through every (i, Dgqqr ) received from
Mppg, and for each pair of (7, Dyqdyr), pj looks up at the corresponding values
in the local database, Lpp. If a newer data is available, each entity (either p;
or Mppg) will update each other. The rule of thumb here is that a newer data
will always replace an older one. The synchronization between p; and Mpp are
assumed to be over a secure end-to-end communication channel. We consider
p € P are trustworthy, hence a direct attack on them are out of scope of this
paper. We have come up with a synchronization procedure that tries to cover the
most important aspects for keeping consistent time window and counts among
the proxies; see the algorithm 4 in Appendix A. The way Mpp implemented is
agnostic to any particular technology. We assume that Mpp is robust, reliable,
and impossible to be killed no matter how high the DDoS attack is. To achieve
that, it is possible to design M pp as a distributed system as described in [Agr+11]
[Jim+02]. However, the design of such system is out of scope of this paper.

The main challenge with the synchronization lies in the counts and count win-
dow in L pp might be different from Mp g since the last synchronization. Hence,
the synchronization must be able to cope with these changes. The algorithm han-
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dles this by comparing the local time window ¢s) and ¢s/, with the corresponding
ones loaded from Mpp, ts; and tsy. Furthermore, to stop the count window
growing to infinity, we must reduce the size if the time window is getting too
large. Such identification happens locally, and the rest of the proxies must adjust
their values accordingly at their next synchronization. Besides, if no record for a
particular address occurs for a while, our filtering algorithm resets the count (this
is indicated through a mark parameter). Such reset should be propagated to the
rest of the proxies only if they have not received a similar destination packet for
a time exceeding a predefined threshold. These aspects, as well as making sure
that the counts and the window are consistent, are the primary purpose of our
synchronization design which has been verified through the experiments. The dif-
ferent time thresholds can be tuned to get the suitable trade-off between filtering
efficiency and synchronization overhead.

4.4 Proxy Design Based on XDP

As mentioned in section 3, XDP can process the packet at the earliest possible
hook. An advantage of this feature is the associated device driver, which handles
the packet, does not need to allocate the memory if it turns out that the incoming
packet is not legitimate. This, in return, would require a lot less resource on the
proxy if the attack turns out to be massive. We intend to exploit this feature as the
underlying mechanism as defined in more detail in this chapter.

As described in 4.3, the information ts1, ts2, ¢ for each incoming packet needs
to be shared among P. It is natural to pass this information to p;’s userspace
first, then perform the synchronization with Mpp from there. The sync function
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Figure 4: An IoT implementation

should be executed between the local database, L p g, which is represented by BPF
maps, and the centralized Mpp. It is fairly trivial to integrate such mechanism
using API provided by Mpp as well as local API of BPF maps [Pag20]. For any
new information tsy, ¢S, ¢ recorded from the XDP program, the data is stored in
Lppg. If newer data is found, the old data is replaced.

Once the local BPF maps are filled with the needed information, the next job is
to propagate this to all other proxies in P, via M pp, as well as retrieving data from
Mpp that is not available locally. Note that all the synchronized information is
only statistics of the packet, not the packet itself. Meaning that, only small amount
of transactions between p; and Mpp is needed. This mechanism allows us to
pass the information between proxies without sending the invalid packet to the
userspace. Hence, reducing the resource utilization in the userspace. Therefore,
the proxy can allocate the resource to a more essential task, i.e., packet filtering in
the kernel. Our rationale is that the fewer tasks performed in the userspace, the
more resource can be utilized by the XDP to block the invalid messages; hence
we get more packet filtering capacity in the kernel. Furthermore, as our codebase
does not require access to a specific kernel helper, X-Pro can be offloaded entirely
to, i.e., smart-NIC [Mia+19] to get a better performance. Figure 3 represents the
mechanism mentioned in this section.
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4.5 Device Side Design

The X-Pro design requires 4ll traffic from the IoT units are routed through the
proxy. An attacker aware of this principle can circumvent this mechanism by
avoiding the whole proxy network, and fulfill the DoS target. Therefore, it is a
mandatory design requirement for the IoT device to prevent its IP traffic control
part from being infected by a malicious software. A legacy IoT device can connect
to p; as long as it has a way to separate the main and network MCU securely,
i.e. through secure virtualization. Several different techniques are possible. In this
section, we discuss a possible design where the modem SoC is separated from the
main SoC, allowing secure proxy packet encapsulation.

The job of the modem SoC is to perform proxy management and provides a
standard network interface from the operating system within an IoT device. Fig-
ure 4 shows the connection between the main SoC and the modem SoC within
the IoT unit u;. The modem SoC keeps track of available proxies P in the sys-
tem. It is possible to change the current destination proxy, pj, if, for example,
the one currently used is overloaded or unavailable. Information about load and
availability is obtained through a probing mechanism. Two different solutions are

possible:

* The modem SoC connected to an arbitrary proxy p and received the load
information of all the proxies within P. The received information is then
used to decide which p; has the minimum load among the proxies, P.

* The modem SoC measures multiple p; within P at once by sending a ping
request and calculate the lowest response time among the measured proxies.

As shown in figure 4, the modem SoC embed an additional header as a tunnel
header. It tunnels all outbound traffic to the selected proxy from the previous
mechanism. The tunnel itself can be implemented as a raw IP tunnel, HTTP, or
even CoAP [SHB14] where the source IP packet is encapsulated. This way, X-
Pro would not prevent an IP level (or even HTTP) end-to-end security, such as
IPSec. Unlike the outbound connections, the inbound traffic is treated entirely
transparent and does not affect the modem or the whole IoT unit in any way.

5 Implementation

This section will describe the technical implementation of proxies, the centralized
database, and the device packet handling in more detail. The code is available as
open-source’.

*https://github.com/syafig/xpro
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5.1 Proxy

The proxy implementation consists of two different parts, that is kernel space and
userspace. The kernel space implementation mostly deals with the filtering mech-
anism for each incoming packet, whereas the userspace implementation deals with
the synchronization between proxies. Within the kernel space, the algorithm 5 is
implemented as an eBPF program [Tea20a], written in C. The eBPF program is
attached to one of the interfaces in the proxy, p;.

Each proxy p; synchronizes the local BPF map to Mppg for every pre-
defined period t. The synchronization utilizes BPF helpers [Tea20b], i.e.
bpf_map_lookup_elem and bpf_map_get_next_key. These functions is pe-
riodically called to iterate through the BPF maps and update the Mpp. To read-
/write through the Mpp, we harness hiredis [SNR20], a redis client written as a
C library.

5.2 Centralized Database

The database Mpp is a single Redis instance running inside a virtual machine.
Mpp must have connectivity to all the proxies in the system.

5.3 IoT units

We have developed the proof of concept for the IoT units using a low-cost plat-
form ESP32 [Esp20] and FiPy [Pyc20]. The aim is to provide a real-world example
of performing procedures explained in section 4.5. The process should be trans-
parent to the applications running in the main SoC, and both processes should
be completely separated from each other. It means the application should not
handle the proxy selections and packet encapsulation mechanism, but rather the
modem SoC does. This gives a solid separation between the systems and strong
protection against software attacks of the main system. In our proof of concept,
the ESP32 acts as the modem SoC, whereas FiPy acts as the main SoC. Both
boards are connected through the UART pinouts. In our PoC, the ESP32 board
runs on a native operating system from espressif, esp-idf [Esp20]. We modify the
firmware such that any outgoing packet is always encapsulated, with one of the
proxy p being the new destination IP. As mentioned earlier, the old destination IP
is preserved, along with the payload from the application in the main SoC.
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As UART speed is fairly slow compared to, i.e., wireless connection, we de-
cided to build a second prototype in which the encapsulation process happens
in the TCP/IP stack. We modify the lightweight TCP/IP stack from the ESP32
firmware at the last point of IP encapsulation (within the IwIP TX buffer) before
the packet is moved into the WiFi TX buffer. Figure 5 shows where exactly our
modification happens within the ESP32 TCP/IP stack. From a security point of
view, this would require either of the two following options:

* The logic from section 4.5 is implemented in a hardware (i.e., VHDL), such
that adversaries cannot tamper or modify the encapsulation process.

e The TCP/IP stack lives in a trusted environment (i.e., ARM Trust-
Zone[Arm20][PS19]) such that the isolation is built-in into the main CPU
and SoC.

In our proof of concept, we have zot made a full implementation of any of these
two options. However, the overhead with a pure hardware solution would un-
doubtedly be less than our chosen proof of concept implementation. The Trust-
Zone option or any other virtualization options like using a thin I/O hypervisor
[Shi+09] is left for future work.

6 Experimental Evaluation

Next, we evaluate the design and realization through a proof of concept. We have
made a full implementation of the design on the proxy and the device side as
described in Section 5. The proxies and the centralized database are implemented
as a virtual machine in Fedora 30 operating system, running kernel version 5.6.
All of the VM of the proxies and centralized database are running with one vCPU
and 1024 MB of memory. We simulate the IoT units (infected and non-infected
with botnets) with a Linux machine, running PKTGEN [TSO16] software from
the Linux kernel tree, with adjustable intensity. PKTGEN sends CoAP messages, in
which the size of each packet is 64 bytes. Message rates can easily be set through
the ratep value in the PKTGEN configuration file.

Our evaluation goal is to measure how effective the suggested solution in terms
of packet blocking for both single high-rate attack and low-rate attacks using fixed
attack thresholds. We also measure the pure overhead at the device side for our
two different implementation options (see also Section 5.3). As some IoT units
might be expected to send relatively high amount of traffic, typically directed to a
particular server node, we would like to measure how well our DoS blocking prin-
ciple works in a situation where we have a mixture of such high rate, valid traffic,
and DoS traffic. We use a simple approach where some IoT units are allowed to
send traffic at their maximum capacity without being blocked while the rest are
subject for the filtering with thresholds. In a more realistic setting, the flows that
should be policed or not can be set in a more fine-grained way and vary over time.
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However, to simplify our measurement, we only use two static categories of de-
vices, i.e., units with non-policed traffic and devices with policed flows. A more
advanced principle that label flows in a more intelligent way using for instance,
machine learning, is left for future work [BE18][Zhi+20].

6.1 Single-Proxy

In this scenario, a single proxy instance p; sits between IoT units and the victim.
An infected unit becomes an adversary and a unit without policed traffic (without
upper threshold) that is assumed to be not infected by the botnets. Both the units,
either the infected or the non-blocked one, are sending packets towards the victim
with various intensities, ranging from 50000-400000 packets per second. These
values are picked merely based on the capability of our test hardware*. While per-
forming packet forwarding to the backend server (or victim), p; drops incoming
messages if it senses a DoS attack. This mechanism is based on the algorithm we
mention in section 4.4. Even though it does not seem to make sense that a single
IoT unit can generate such magnitude of the attack, we argue this measurement
is still crucial for the following reason. We can test the limit on how high proxy
pj can cope with a DoS attack within the context of provided hardware, i.c., one
vCPU and 1 GB RAM.

Figure 6 shows the percentages of packets being passed to the backend server
by p; varies to the attack intensity in packets per second (PPS). As the intensity
of the incoming packet exceeds the value of T'F, more than 99% of the packets
are efficiently dropped if the source comes from the infected IoT units. When this
happens, only less than 1% of the bogus messages are forwarded as p; needs some
time to calculate the frequency before deciding what action needs to be performed
for the subsequent packet. For example, when T'F| = 300k and attack messages
= 400k, only 0.3% of total messages are forwarded to the final destination, while
the rest are dropped. However, no messages from IoT units marked to not be
subject to blocking are dropped by p;.

6.2 Multiple-Proxy Working Together

In this scenario, a set of proxies p; € P, where j = 1,2, 3, 4 sits between multiple
IoT units. Also, a set of IoT units u; € U where ¢ = 1,2, ..., 8 are connected to
the set of proxies P. Each p; is connected to two IoT units u;,,, and u;,,.,,, where
Ui,y = 27 — 1 and w;,,,, = 2j. It means, for example, p; is connected to uq
and ug, ps is connected to ug and w4, and so on. In this experiment, we have set
U;, 4, o act as an infected IoT unit, while u;,,,, are not subject to traffic policing,
i.e., they are allowed to send traffic at their maximum capacity. Each unit sends

“To put into perspective, the whole New York area has been deployed with 15000 security cam-
eras by NYPD[Fus21]. So, depends on what application is used and how many sensors needed, we
think that 50000-400000 make sense.
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Separated main MCU IwIP logic of encapsulation
and network MCU
Average RTT (ms) | Average RTT (ms) | Average throughput
(Mbits/s)
X-Pro 50.55 37.67 25.86
vanilla 35.96 36.78 30.37

Table 2: Overhead of the IoT Device

packets to the victim with various intensities, ranging from 50000-400000 PPS,
and p; performs a synchronization towards Mpp for every 4 seconds. Note that
these values are determined heuristically, in which the equation and/or derivation
of such values are out of the scope of this paper.

We perform this measurement to show how X-Pro handles a situation where
multiple adversaries are trying to launch an attack under the radar, i.c., sending
attack messages just below T'F with the hope that attack packets can slip through
pj. As we can see later, this is not the case as p; has been implemented with the
procedure mentioned in section 4.4. Figure 7 shows the average percentages of
packets being passed by p; vary to the packet intensity per second from each ;.
In the infected IoT units u;,,,, we can clearly see that all p; € P start to drop
incoming packet from w;,_,, when 4 x incoming packets is greater than T'F5. This
is expected, as we have four units of devices turned into botnets.

Among the units u;,,,,, all packets are forwarded to the backend server as the
incoming packets from these sources are not counted to get the frequency value.
We can see from figure 7 that the average percentages for u;,, ., are 100%.

6.3 Overhead from the IoT units

First, we measure our prototype where the main and the network MCU are com-
pletely separated hardware connected through UART. The main MCU sends a
CoAP request to the network MCU, followed by stripping off the old destination
IP with p; as the new destination address. Itis then sent to p; and forwarded to the
final destination if deemed as a non-malignant packet. When the network MCU
receives the CoAP response, it is delivered back to the main MCU. All those pro-
cesses are counted while we measure the round trip time of the response-request
messages. We measure 100 times and calculate the average, shown in table 2. It is
clear that X-Pro requires an additional 15 ms processing time. The main reason for
this overhead is the relatively slow UART communication. We did not measure
the throughput of this approach as the UART will permanently cap it. However,
the adversary can’t tamper with the network MCU by having two different entities
in a separate hardware.

Second, to get a clear picture of how much overhead is added when we have
such an encapsulation process, we decided to implement our solution in a fully
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Average RTT (ms)
Thingsboard + X-Pro 82.93
Thingsboard 80.98

Table 3: Thingsboard with and without X-Pro

softwarized manner. However, this is with the assumption that already mentioned
in section 5.3. We can see from table 2 that our solution only adds about 1 ms of
the total round trip time. However, the throughput is a bit decreased by around
5Mbits/sec. The reason is there is additional overhead to process each packet due
to the IP tunnel, i.e., encapsulating a new header such that the new destination IP
is one of the proxy p; € P. This gives an extra 32 bits (the size of an IPv4) for each
packet because the real destination should be preserved while the new destination
is installed.

All the IoT unit overheads and extra implementation penalties can be avoided
in the network situations where layer two mechanisms allow network-enforced
routing through proxies. It is possible to mix such configuration with IoT IP
tunneling configurations for some IoT units in the system. It is also possible to
dynamically switch on and off the proxy forwarding function in the IoT units.
When a DDoS attack is not expected, the protection mechanism is switched off,
avoiding the bandwidth loss penalty for a certain amount of time.

To complement the example that has been provided in section 4.1, we mea-
sure the average round trip time (RTT) from the IoT device to the Thingsboard
backend. The IoT device sends a CoAP message with the method POST and sub-
sequently expecting an acknowledgment message. We measure the RTT as the
time difference when the IoT device sends the CoAP message and receives the re-
spective acknowledgment. The CoAP POST message is repeated 100 times, and
the average value is calculated, as shown in table 3. We can see that X-Pro adds 2
ms overhead, a small fraction of the total average time.

7  Conclusion and Future Work

This paper has presented X-Pro, a distributed XDP proxies against botnets of
things. The design of distributed proxies is armed with a centralized database,
allowing the proxies to inform each other about the latest event in the networks.
Through this collaboration, it is possible to defend the victim amid the situations
when the adversaries are trying to send, (i.) a massive and well-coordinated attack
towards the victim through a single proxy, (ii.) periodically low-rate bogus mes-
sages spanned to multiple proxies in which the intention is to fly under the radar.
We have proven that this is indeed the case in practice through our experimental
evaluations. The obtained results show that our solution allows strong protection
of overload to both of the IoT backend and external attack targets. X-Pro requires
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the IoT units to be modified in regards to the network interface modem. As the
adversary cannot tamper with the modification, they cannot re-route the destina-
tion of an outgoing packet, which always be forwarded to one of X-Pro’s proxies.

Our paper shows that X-Pro is possible to realize with low overhead in typical
IoT scenarios and that it can be used to give protection from all kinds of packet
overload attacks. In future work, we will extend the solution with more advanced
DDoS detection mechanisms (i.e., machine learning), which will allow automatic
DDoS infection detection combined with efficient blocking.
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Appendix A Proxy Synchronization Protocol

Algorithm 4 Proxy Synchronization Protocol

1: p; looks all the pair (¢, Dgqar), foru; € U
2: for each (i, Dggqr) in Mpp do

3 if Lpp 24, Dyqqr then

4 if (mark’ = 1) then

5: < mark’ =0 >

6: if (ts} — ts1 > Tr1) then

7: <dcd =0>

8 < tsy =ts),tsa =tsh,c=c >
9: end if

10: else if (mark’ # 1) or (mark’ =1 & ts| —ts1 < Tr1) then
11: if tsh, < tso then

12: < tsh =tsy >

13: else

14: iftS,Q — tsy > Ty then

15: < ts) =tsh, — (tsh —ts1)/r >
16: <c=|efr],tsy =ts), tsp = tsh >
17: end if

18: < tsp =tsh >

19: end if

20: ifts] > tsy then

21: < tsh =tsy >

22: else

23: if ts, — ts} > Ty then

24: < ts) =tsy >

25: else

26: <tsy =ts) >

27: end if

28: end if

29: <cd =c+dd,c=c,dc =0>
30: end if

31: <c=c,dd =0>

32: else

33: < tsh =tsy,tsh, =tsa >

34: <cd =c,dd =0,mark! =0 >

35: end if

36: end for

37: for each (i, Dygqr) in Lpp do

38: if Mpp 3 i, Dyqqd, then

39: < tsy =ts),tsyg =tsh,e=c >
40: end if

41: end for
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Appendix B Packet Filtering Procedures

Algorithm 5 Packet Filtering Procedures

1: <Lookup ts,tsh, ¢ for record (i, Dggar) in Lpp >
2: if record found then

3: ift — tsfy > Tpy then

4: tsh =t,¢ =0,dc=0,mark =1

5: end if

6: else

7: tsh =tsh =1, =0,dc=0,mark =0

8: end if

9:

d=cd+1,de=dc+1,tsh =t
10: if tsh —ts| > Trro then
11: if ¢ /(tsl, — ts]) > T then

12: <Drop packet>

13: <Send an overload warning>
14: end if

15: end if

16: ts1x = minuieUDaddT ts1)

17: tsox = maXy, eUp tsa)

18: cx =3, c; + dc;

19: if tso * u—ltes[ifa;d%ig then :

20: ifcx /(tsg * —ts1*) > Tgo then

21: <Drop packet>
22: end if
23: end if

24: <forward packet>
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Regaining Dominance in
CIDER and Lazarus

Abstract

Ensuring availability is a critical requirement for the Internet of Things (IoT).
CIDER, a recovery architecture, and its follow-up scheme, Lazarus, are solutions
to address this issue. CIDER introduced a new hardware module, the Authenti-
cated Watchdog Timer (AWDT), to keep IoT devices running in normal mode as
long as trusted authenticated tickets are received from a hub. If valid tickets are
not received, the AWDT resets the device, and a recovery procedure takes over.
Lazarus, a more advanced solution, implemented the AWDT in ARM TrustZone
(TZ). CIDER and Lazarus promised to unconditionally recover control in case of
compromised firmware. In this work, we analyze both and demonstrate that the
schemes do not give such unconditional recovery. In particular, we identify two
major problems. Attackers can easily make devices unavailable by manipulating
the tickets. Even more severe is the fact that a runtime attack, utilizing a potential
weakness in the trusted firmware, can also make a device unavailable and prevent
the recovery mechanism. We notice that when the AWDT is implemented in
TZ, a richer device security state information can be tracked securely, allowing
the device to handle attacks in a much more robust way with a better availability
guarantee. We design and implement a new solution using the same hardware
as Lazarus. Our design introduces a new boot mode called LZ_VERIFY, which
verifies whether disruption is caused by a network issue or a runtime attack, en-
hancing the device’s decision-making for subsequent actions. Assuming the time
spent in LZ_VERIFY as uptime, our evaluation shows that under network attack
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conditions, the new design improves device availability from 1.66% to 99.95%
compared to Lazarus, a significant improvement. A similar design is also possible

using a hardware AWDT, as used by CIDER.

1 Introduction

The growth of IoT devices has been rapidly increasing and is expected to continue
to rise. As of 2023, the number of connected IoT devices has already surpassed
15.7 billion and is projected to reach 38.9 billion by 2029'. ToT has been uti-
lized in a diverse range of fields, i.e., building automation, healthcare, and energy.
The various applications translate to a vast array of deployments with distinct re-
quirements. Many of them are carried out on a constrained platform and rely on
wireless connectivity.

It is crucial that applications are tailored to minimize power consumption and
memory usage. loT devices are typically deployed in remote locations where they
are difficult to access and maintain (they often have minimal user interfaces). As
a result, [oT management solutions must be designed to be secure, robust, and
remotely maintainable at the same time. The distributed nature, constrained, and
large-scale deployments make IoT devices an attractive target for adversaries.

IoT security is a complex field that requires careful consideration of various as-
pects. A comprehensive analysis of the complexities, layers, and threats is provided
in [Wil+22]. Since attacks can target individual or multiple layers simultaneously,
predicting and preventing them can be challenging. Therefore, taking a network-
centric approach to IoT security is insufficient; it is also necessary to consider the
application layer and physical attacks.

To enhance IoT security, it is essential to have strict control of the device soft-
ware state, particularly since many devices are deployed with identical software and
configurations. Attestation is a solution that enables the tracking of the software
status, as explained in [Grol19; Sai+04; AC15]. While attestation is a powerful
tool, it only enables a trusted entity to check/verify the software state, and addi-
tional measures are needed to ensure device availability.

CIDER [Xu+19] introduced the concept of dominance, allowing strict control
of the software state of an IoT unit through a combination of software attestation
and the usage of a new hardware primitive called AWDT. It keeps the device run-
ning in normal mode as long as authenticated tickets are received from a trusted
hub, resetting the device and activating a recovery procedure if valid tickets are not
received.

While CIDER implements this concept through a new IoT hardware module,
Lazarus [Hub+20] reconsiders CIDER using off-the-shelf ARM hardware and TZ

"https://www.ericsson.com/en/reports-and-papers/mobility-report/
dataforecasts/iot-connections-outlook
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to minimize the Trusted Computing Base (TCB). Both claim to have uncondi-
tional recovery even after a firmware compromise.

This paper examines the designs of CIDER and Lazarus, which rely on similar
principles. We argue that both do not live up to the promise of unconditional
recovery, at least in two cases we have observed.

First, a simple message tampering attack (which is explicitly allowed in the
threat model of both Lazarus and CIDER) between the hub and the device causes
the device to go into a cyclic reboot every AWDT period.

Second, a runtime attack from the application that affects the availability of
the AWDT message triggers the same reboot (not every AWDT period, but every
time the runtime attack is triggered). The reason for this is the limited recov-
ery state handling that makes it difficult for the device and hub to distinguish
between network-based and compromised firmware runtime attacks. These limi-
tations pose a significant risk, as network operators can take action to address the
former, while the latter can be resolved through a software upgrade or by changing
the device’s mode of operation.

To address these issues, we propose a new design that utilizes the small TCB to
enable more robust state-tracking. This enables the device to enter recovery states
that significantly improve observability compared to the existing scheme. We focus
our experimental work only on Lazarus as it has an open-source implementation;
therefore, our proposal’s implementation is the extension of Lazarus on top of the
same hardware and codebase.

To recapitulate, here are the contributions of our work :

1. First, we demonstrate the vulnerability of Lazarus to a message tampering
attack on AWDT. We show that under a realistic assumption of an inter-
mediate node being compromised, an adversary can render the device prac-
tically unusable by causing it to undergo a cyclic reboot.

2. Second, we show that Lazarus is vulnerable to software runtime attacks,
which can similarly make the device unusable and create difficulties for the
hub to take appropriate actions.

3. And last, to address these limitations, we propose an updated design based
on the use of richer state-tracking. Our extension of Lazarus’s implemen-
tation demonstrates improvement over the original scheme in terms of ob-
servability. This leads to better availability as the system can judge which
attack happened at a particular time. Lastly, we provide performance figures
and security analysis of our updated design.

In Section 2, we begin by presenting related work. The background informa-
tion is provided in Section 3. Then, in Section 4, we describe the attacks we con-
ducted on the original Lazarus implementation, which demonstrated the scheme’s
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susceptibility to network and software runtime attacks. Section 5 provides an
analysis of the device state and its limitations in the original scheme.

In Section 6, we propose an improved design that utilizes the small TCB and
introduces more robust state-tracking. We provide a detailed description of the
new design and its implementation in Section 7, followed by an evaluation in
Section 8. In Section 9, we discuss the security aspects of the new design, followed
by a discussion about the real-world implementation of CIDER, Lazarus, and our
solution in Section 10. Finally, we draw conclusions and anticipate future works
in Section 11.

2 Related Work

The concept of recoverability is central to both CIDER and Lazarus. Our paper
builds upon these principles, broadening the scope of potential attack circum-
stances in a quest to achieve better device availability. There is a body of work that
also targets similar issues[Suz+20; AC20; R6c+21; Nun+20; IST19; De +22].

These studies typically aim to devise methods to remotely recover compro-
mised devices, whether by guaranteed means or a best-effort approach. Our re-
search enhances these existing mechanisms by introducing an additional layer of
solution, resulting in a more resilient system for device healing.

Recent works have focused on improving the security and performance of IoT
devices and networks at various levels. SA4P [De +24] proposes an loT security
framework that allows fine-grained control over IoT devices’ interactions with the
physical world through a Peripheral Guard (PEG) managed by a trusted deploy-
ment manager. TeeFilter [RBM24] is a formally verified network filtering engine
for high-end IoT and edge devices that selectively executes parts of the network
stack in a Trusted Execution Environment (TEE). PAISA [JKT23] ensures secure
and periodic announcements of IoT device presence and capabilities to nearby
user devices, leveraging ARM TrustZone TEE. ACFA [CRN23] is a runtime au-
diting and device healing system that uses active control flow attestation (CFA) to
monitor control flow transfers and guarantee delivery of control flow reports, even
if the device software is compromised.

A crucial component of the device healing mechanism is the capacity to attest
to the software state of the device. In a dominance model, this attestation requires
verification by an external entity. The concept of remote attestation was origi-
nally proposed by the Trusted Computing Group (TCG), which utilizes special-
ized TPM hardware. Currently, TCG has already standardized the next generation
TPM, namely version 2.0, which was released in October 2014.

Recognizing the challenge of requiring specialized hardware in compact IoT
devices, TCG has striven to meet these new requirements through the Device
Identifier Composition Engine (DICE) standard [Gro21]. The DICE standard

presents a robust architecture based on a combination of hardware and software.
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It introduced a technique to generate attestation evidence during boot time, re-
quiring a secret value obtained from the latched boot ROM.

The implementation of DICE has been showcased by [JPF17] and formally
validated by [Tao+21]. Both the CIDER and Lazarus schemes discussed in this
paper incorporate DICE as an essential element of their design. [LJF24] propose
methods to accelerate DICE key generation on resource-constrained devices by
caching keys or public key data, enabling faster boot times which is important in
domains like automotive systems.

Remote attestation can be broadly categorized into two classifications: 1.)
Software-based, and 2.) Hardware-based. The primary rationale for opting for
pure software-based attestation typically relates to cost-effectiveness, given that
no specialized hardware is required and the entire process is facilitated by code
[SL19; Amm+19; Gri+22; ADD21; Sur+21]. These solutions often demand that
the Microcontroller Unit (MCU) is equipped with a memory protection mecha-
nism upon which the attestation service can be constructed.

Conversely, the hardware-based approach [Mae+18; ALK20; V1i+19] is typ-
ically associated with efficiency and security arguments. It enhances efficiency
through the utilization of specialized hardware and bolsters security by executing
on dedicated hardware designed exclusively for this purpose.

However, a hybrid approach combining hardware and software-based meth-
ods [Nun+19; ACT20; Hri+18] is now emerging, driven by the decreasing costs
of hardware. The previously mentioned TCG DICE model is another example
of this approach. This enables designers to optimize cost and efliciency to extract
maximum benefits from both methods. The hybrid approach usually sets a mini-
mum hardware requirement (which most MCUs are presumed to support) while
simultaneously reducing cost by offering abundant features in the software.

There is also a new approach to transfer the responsibility of the sole trusted
verifier to an untrusted intermediary, known as a proxy [Pet+22]. This proxy,
fulfilled using a smart contract, assists in affirming provers’ credibility on behalf of
verifiers.

3 Background

This section walks through the main principles of CIDER/Lazarus. Both solutions
are based on the DeferralTickets, BootTickets, and AWDT. The summary of
CIDER and Lazarus that is relevant to our work can be seen in table 1.

3.1 CIDER

The idea of CIDER is to solve the problem of recovering loT devices after a serious
attack. The goal is to bring the devices back to a safe state unconditionally after
such a fatal failure. This, in turn, provides the owner with the power to reclaim
the ownership of the device even after the attack happens.
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Aspect CIDER Lazarus
Open Source? No Yes
Hardware require- | Requires additional | Aims to minimize hard-
ments. hardware features such | ware requirements by

as storage read-write | implementing latches,
latches and an external

MCU for AWDT.

the reset trigger, and
peripheral access con-
trol in software using a

TEE.

Both allow the adversary to eavesdrop on, tam-

Threat model in terms
of communication be-
tween the hub and the
device.

per with, or block communications between devices
and the hub. However, the adversary cannot indef-
initely block the communication.

Table 1: Comparison between CIDER and Lazarus

The solution is called dominance to reflect this power given to the device owner.
Unlike attestation [GRB03; MW W02], which focuses only on confidentiality and
privacy, CIDER is claimed to provide availability. This is manifested by the ad-
ministrator’s ability to specify a guaranteed firmware update in a scheduled time
period.

CIDER requires both: 1.) storage latches to be able to write-protect recovery
TCB from the untrusted world and 2.) AWDT implementation as a separate
MCU. The former is implemented in the embedded multi-media card (eMMC)
memory chips, which are somewhat complicated and costly. Apart from that,
eMMC is naturally nonexistent on tiny MCU-based hardware. The latter results
in a situation where the AWDT component has a similar complexity to the primary
device it is planned to defend.

3.2 Lazarus

To overcome two issues on CIDER previously mentioned, Lazarus has been in-
troduced with the same goal to unconditionally reclaim the device’s ownership.
The storage latches and AWDT feature are implemented in software running in
a trusted execution environment (TEE). This way, it is possible to have AWDT
without additional MCU and just rely on the existing Commercial-Off-The-Shelf
(COTS) hardware, i.e., with a commonly used TEE, like ARM TZ.

As for the latch, Lazarus constructs the TEE to form the flash range that keeps
Lazarus’s code/data inaccessible from the untrusted world. Figure 1 depicts the
boot flow of Lazarus. The green part is considered safe as it runs inside the TEE,
but not the red area.
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Figure 1: Boot flow of Lazarus.

If one disregards the details, the flow is similar to CIDER except the fact that
Update Downloader is considered to be untrusted. The reason behind this de-
sign choice is that the downloader introduces a broad attack surface as it faces the
internet.

4 Attacks Proof of Concept on Lazarus

In this section, we show two attacks against Lazarus implementation: (i) AWDT
Ticket Attack and (ii) Runtime attack. Lazarus paper explicitly mentions the fol-
lowing attack vectors: (i.) “Manipulate or block the communication channel berween
device and hub.”, (ii.) Attempt to tamper with Lazarus by interfering with its execu-
tion, by overwriting it or by forging updates.” within the scope of its design.

For the former, while the author narrowed down the scope of the DoS attack
by claiming that the network attack could only last a maximum of 48 hours, an
IoT device handling critical tasks (i.e., pacemaker, controller for a nuclear reactor,
etc.) would not be able to tolerate such long time.

For the latter, since the device is completely dependent on the AWDT mes-
sages, a zero-day attack during runtime could affect the device’s operation (if the
zero-day affects the AWDT). In this section, we show that such a scenario could
exist. 'The vulnerability itself is not Lazaruss vulnerability but comes from the
underlying system that Lazarus uses.

We are showing the following shortcomings to exemplify that Lazarus’s design
cannot cope with such a scenario, and a better state handling could be achieved
if the design is slightly changed. While the vulnerability can come and go, the
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LPC55560-EVK+ESPR266 WiFi Router LZ HUB

Figure 2: Attack against AWDT.

following proof of concept holds against the current open-sourced Lazarus imple-
mentation.

4.1 AWDT Ticket Attack

CIDER/Lazarus are two schemes claiming to provide strong protection against
active attacks through robust recovery mechanisms. These mechanisms rely on
the use of an AWDT, which is capable of forcing an IoT device to restart if its
software is compromised.

However, the threat model of CIDER/Lazarus explicitly allows for eavesdrop-
ping, forging, and tampering (but not indefinitely blocking) with the communica-
tion channel between the hub and the IoT device. This is a significant concern in
the context of IoT security, where malware is widespread on small home routers,
making it easy for attackers to intercept or modify AWDT tickets through man-
in-the-middle (MITM) attacks.

Consumer routers, cameras, and digital video recorders are among the most
commonly infected devices by malware like Mirai [Ant+17b], with routers alone
accounting for 17% of total infections. Given the prevalence of vulnerabilities in
home routers and the ease of unauthorized access, it is not a stretch to imagine that
middleboxes could potentially tamper with messages in transit, compromising the
security of AWDT in CIDER and Lazarus.

In our experiment shown in Figure 2, we conducted an MITM attack on the
Lazarus IoT device to test its robustness against active attacks. As there is no open-
source implementation of CIDER, we utilized Lazarus’s code [Fra22] (commit
7¢cf54702) to conduct the attack.

We ran the source code on the NXP LPC55S69 [Sem19], and Espressif
ESP8266 [Sys22] hardware, which was connected to the hub through a Raspberry
Pi 4B acting as a wifi router. The router was able to eavesdrop and tamper with any
passed-through message, allowing us to selectively choose when to tamper with the
message.

During our attack, we tampered with the actual communication between the
device and the hub, but not the TCP handshake, as the AWDT message is not
sent from the device if the TCP is not established. We flipped the payload by only

one bit, and as the payload was changed, the checksum needed to be recalculated.
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The tampering rule was put into effect once the device had finished the boot-
ing process and started with the application execution. We allow the device to
finish the booting process until valid software is verified to run inside without
interceptions, after which the router initiates the process of the tampering rules.

Due to the router’s tampering rules, when the device sent the deferral ticket,
the hub could not verify its signature using the AliasID public key. As mentioned
in Lazarus, the device is able to survive the reset if the next deferral ticket request
is verified. However, as this was not the case, the device decided to reboot.

The device went through the execution of DICE++, followed by Lazarus core,
and finally, the Demo App. When the Demo App was initiated, there existed a
mechanism for waiting forever if A1iasID update was unsuccessful. At this point,
the device stopped working and did not perform any subsequent tasks.

However, as the watchdog timer period had already kicked in (the default
value is 3600 seconds), the device underwent another reboot, followed by the
same sequence of events. This hourly event occurred indefinitely, rendering the
device practically unusable. The full logs of our attack on both the hub and device
side are available in the repository [Ati23c].

4.2 Runtime Attack

In our analysis, we highlight an existing critical vulnerability in FreeRTOS
v10.2.0, the operating system that Lazarus utilizes. Specifically, this vulnerabil-
ity, documented as CVE-2021-315712, corresponds to an integer overflow within
the queue allocation mechanism of FreeRTOS, which becomes exploitable when
a queue is allocated within sizeof (queue_t) bytes of 4GB.

Given Lazarus’s reliance on FreeRTOS v10.2.0 at the time of its implementa-
tion, it inherently inherits this vulnerability. It is crucial to note that the vulnera-
bility itself originates not from Lazarus but from the FreeRTOS version it employs.
This exemplification underscores that should such a scenario occur, Lazarus would
be susceptible to the implications of this pre-existing vulnerability, especially if the
vulnerability is of a type of zero-day.

To further illustrate the vulnerability’s implications, we modified the Lazarus
framework to allow dynamic queue sizing for its network interface. In typical
scenarios, a remote loT device may experience fluctuating connectivity. Under
stable connections, outgoing packets can be directly transmitted without queuing.
In contrast, during unstable connections, increasing the network interface’s queue
can help manage packet traffic.

The default Lazarus implementation has a fixed queue size of 8096. Our mod-
ification involved altering the function lzport_usart_init_esp() to accept an integer
input, which subsequently is passed to lzport_esp8266_init_queue() and eventu-
ally consumed by xQueueCreate(). Itis important to highlight that this function is

*https://nvd.nist.gov/vuln/detail/ CVE-2021-31571
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where the buffer overflow vulnerability resides. Also, any change to the interface’s
queue size mandates a device reboot.

In an extreme connectivity condition, a device operating with the default
queue size of 8096 needs to adjust this value. If, for instance, the device alters
its queue size to 1 GB (1073741824) in response to intermittent connectivity, it
would encounter the buffer overflow vulnerability when trying to initialize the in-
terface. This results in xQueueCreate() returning NULL, throwing the ERROR:
Failed to initialize ESP queue, rendering the device inoperative until the
subsequent reset, which is set to a default of one hour.

Should the queue size remain unchanged post-reset, the device would enter a
continuous reset cycle, reminiscent of the previous attack described in section 4.1.
Since no network interface is available, the hub cannot serve the AWDT. Lazarus’s
change to achieve our purpose in showing CVE-2021-31571 can be seen on the
following repository [Ati23d].

Step | Description

1 | Modify the Lazarus framework to allow dynamic queue sizing for
its network interface.

2 | Alter the function 1zport_usart_init_esp() to accept an in-
teger input, which is passed to 1zport_esp8266_init_queue()
and eventually consumed by xQueueCreate().

3 | Under extreme connectivity conditions, change the queue size to
a large value, such as 1 GB (1073741824).

4 | When the device attempts to initialize the interface with the mod-
ified queue size, it encounters the buffer overflow vulnerability in
xQueueCreate(), causing it to return NULL.

5 | The device throws the error JERROR: Failed to initialize ESP
queue” and becomes inoperative until the next reset, which is set

to a default of one hour.

6 | If the queue size remains unchanged post-reset, the device enters

a continuous reset cycle, rendering it unusable.

Table 2: Steps of the runtime attack exploiting CVE-2021-31571.

To summarize the steps of the runtime attack exploiting CVE-2021-31571,
consider table 2. Notably, the integer overflow vulnerability can be exploited (or
accidentally triggered) by anyone who has access to the Demo App, which is a
userspace application residing in unsecured storage. Knowing the existence of a
vulnerability in the underlying system for device recovery is crucial, especially if it
can affect the runtime of the system and result in a possible runtime attack, such
as CVE-2021-31571.

Even though the vulnerability may come and go, it is still essential to be aware
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of its presence, as it could lead to repeated platform resets and render the device
unusable. The potential consequences of such attacks can be severe, and it is es-
sential to take appropriate measures to mitigate them.

5 CIDER/Lazarus Main Shortcomings

In this study, we conduct an analysis of the security and availability aspects of the
CIDER/Lazarus designs, with a particular focus on their potential improvements
and identified limitations.

5.1 Dominance Analysis and Potential Improvements

The fundamental concept underlying the dominance scheme involves granting a
central hub the ability to exert control over a device by issuing regular tickets to
it. As long as the device continues to receive these tickets, it operates normally.
However, if the ticket supply is disrupted, a watchdog function takes over and
initiates a device reset. During the reset process, the TCB executes the boot code
to ensure that the hub can regain control, perform updates, and carry out other
necessary functions.

Nevertheless, our analysis, as presented in Section 4, demonstrates that the
ticket-serving mechanism, which is crucial for maintaining hub dominance, is
susceptible to two distinct types of attacks: (i) A direct, network-based attack on
the tickets, which will force a reset through the AWDT mechanism as we showed
in our attack example in Section 4.1. And (ii) A software run-time attack that will
influence the ticket serving mechanism that can utilize a potential weakness in the
TCB part of the implementation, as we showed with our example in Section 4.2.

The first type of attack renders the device completely nonfunctional as long as
the attacker persists in interfering with the ticket-handling process. However, the
second type of attack offers the possibility of mitigating the impact. By switching
to an unaffected code base and detecting the ongoing runtime attack, the system
can take appropriate measures, such as performing a firmware update.

Consequently, maintaining control and dominance over the hub becomes fea-
sible in the second attack scenario. Achieving this requires implementing richer
device state tracking and separating different code components within the TCB.
By adding a separate mechanism from the existing one, the design ensures that the
device’s functionality is not solely dependent on the integrity of the entire TCB.

This approach offers a twofold advantage: (i) The new design ensures the main-
tenance of hub control even in the face of severe runtime attacks, including zero-
day exploits. And (ii) Furthermore, the design enables the identification of a de-
vice that is likely to be under a network ticket attack. Once detected, appropriate
actions can be taken to mitigate the impact of the attack.

If possible, the device can switch to an alternative network connection, evad-
ing the ongoing attack and maintaining its operational status. Alternatively, if
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switching the network connection is not feasible, the device can be transitioned
into a minimally functional state. This state allows the device to remain opera-
tional during the attack, albeit with limited functionality, ensuring the continued
operation of the device.

To demonstrate the effectiveness of the proposed design, we present its de-
tails in Section 6. Additionally, a proof of concept implementation is provided in
Section 7.

5.2 Boot Tickets Usage Analysis

The CIDER and Lazarus schemes incorporate a novel concept known as
“BootTickets” to streamline the boot process. By leveraging BootTickets,
these schemes enable direct booting of the firmware without the requirement of
initial attestation to an external trusted hub following a platform reset.

This mechanism operates on the basis of a nonce that is securely stored during
gated boot and subsequently included in a DICE-attested request sent to the hub.
In response, the hub issues a boot ticket containing the nonce and an acceptable
firmware image hash value. The primary objective behind adopting BootTickets
is to attain platform state verification in subsequent boots without the need for
repetitive attestations, resulting in signiﬁcant time savings.

The principle of dominance stipulates that the hub maintains comprehensive
oversight of the devices and their associated software state. Thus, the hub con-
sistently has complete knowledge of each device’s anticipated software state. As
long as there exist no network disruptions, the hub may exercise control over the
device via the DeferralTicket. It’s straightforward to augment this ticket with
information determining whether the hub necessitates a reboot with attestation
from the device. For Lazarus, this information is subsequently processed by the
TCB, and for CIDER, the AWDT hardware performs the task.

The local verification against the latest accepted firmware image is better done
with a traditional secure boot certificate [Pro+19] than using boot tickets. Such
a certificate is then distributed together with the image. A new certificate will
then be included at each firmware upgrade, and the hub will be sure which latest
expected firmware image hash is used for local verification at each reboot. This is
then the very same hash value that is included in a boot ticket.

Furthermore, the usage of BootTickets will require zwo consecutive re-
boots prior to a new attestation when the hub decides that such will be needed,
which is less efficient than directly requesting it through an information flag in a
DeferralTicket. Ifthe DeferralTicket is not received in time, there is indeed
a severe problem with the dominance, and reconnecting with the hub is the main
security priority. The hub should then decide whether a new attestation is needed
or not.

In summary, the combination of more extensive attestation control in the
DeferralTicket and a secure boot verification will give the same effect as us-
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ing a BootTickets. This reality, together with the fact that BootTickets can
also easily be modified using network attacks (as we showed in section 4.1), are
arguments for removing the BootTickets altogether in the design and instead let
the hub directly control the reset behavior through the DeferralTicket only as
we do in our updated design.

6 'The New Design

CIDER/Lazarus has established a foundation for a device recovery mechanism.
The principle of dominance, where a trusted hub has the main power of the device
through utilizing secure hardware or the TCB of the device, is a powerful concept
that allows the hub to take control whenever the device does not operate normally.
This is indeed true, regardless of whether the reason for a service disruption is an
error or an attack.

However, as we have shown in Section 4 and 5, the ticket usage itself is very
sensitive to network and runtime attacks, which causes the hub control to fail.
Furthermore, if the hub loses contact with the device, it will not know if the reason
is a problem with the ticket delivery or a software compromise or error. Hence,
to actually live up to the promise of hub dominance, there is a need for a more
robust design with better control possibilities from the hub as well as richer device
state tracking.

To enhance the robustness of CIDER and Lazarus, we present an improved
design that addresses these issues, allowing considerably improved device domi-
nance, as shown in Figure 3. We propose a validation mechanism to determine
whether the inability to retrieve AWDT is attributable to external factors, such as
network disturbances, or internal, like runtime attacks. We do this by introducing
richer state tracking.

Especially when a ticket verification or fetch fails, we keep track of if this
occurred during the “normal” operation, and then after reset, instead of continuing
to normal operation, we move into a zew mode, LZ_VERIFY, with protected and
separated code/execution. If valid ticket fetch also fails in this mode, we can, with
a high likelihood, conclude that the main problem is a network problem and not
a runtime attack, and we can act accordingly (repeated tries and or moving to a
minimal operation mode).

However, if it succeeds, a runtime is likely, and we can take proper actions,
inform the hub about the conditions, and ask the hub to take proper action (like
requesting a software update or similar). The primary goal of the new design is to
ensure the highest possible level of availability, even under attack.

As discussed above, the verification process is executed through a new
boot_mode, called LZ_VERIFY. This serves as a component in enhancing ob-
servability when the application (APP) detects a problem (internal or external).
An internal problem implies that the APP has been compromised and requires an
update, irrespective of the hub’s readiness.
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Conversely, an external problem suggests that the device must relinquish its
dependency on the AWDT, provided that the occurrence of the external problem
is verified. This serves ONLY as the final contingency measure when both the
device and the hub are at a loss for further actions.

To recapitulate, in Lazarus, various states denoted as boot_mode are utilized.
These states include:

* APP: This state encompasses the portion of the device that houses the busi-
ness logic.

e LZ UDOWNLOADER: The device boots into this to establish communi-
cation with the hub and do firmware updates.

* LZ_CPATCHER: A core patcher responsible for applying Lazarus Core up-
dates. As this mode is unrelated to the issue discussed in this paper, we ex-
clude it from our analysis. For a detailed explanation of LZ_CPATCHER,
readers are referred to read the Lazarus paper.

In addition to the existing boot_mode states, we introduce the following new
states to accommodate our proposed solution:

e LZ_VERIFY: This mode is intended to be invoked in the event of a dis-
ruption to the device’s operation, assuming the hub has not scheduled an
update. As previously discussed, the cause of the disruption may be internal,
such as a runtime attack (which the hub and device are typically capable of
resolving collectively) or external due to the device’s reliance on the AWD'T,
which requires constant network connectivity.

Given these, the security of the LZ VERIFY codebase must be of
paramount importance. One plausible approach is to locate this code
within the TEE section of the device. While this placement is feasible in
the Lazarus model, it may not be in the CIDER model. However, if device
limitations make this impractical, LZ_VERIFY could be positioned within
an unsecured section, provided it remains unaltered at all times. Addition-
ally, the fact that LZ_VERIFY can only be executed following a platform
reset ensures the continuous ability to verify the software’s hash prior to its
execution.

e MIN_APP: When the device cannot retrieve DeferralTicket from the
LZ_VERIFY (making it inaccessible from both APP and LZ_VERIFY),
the device concludes that there exists a network attack. By this far, there is
no point in trying to operate normally until the network is back. In this
state, the device expends minimal computational effort to maintain usabil-

ity while the attack is ongoing, hence called MIN_APP.

The definition of “minimum” may vary depending on the specific applica-
tion. Determining which computations to prioritize is beyond the scope of
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Figure 4: Additional field (green) in the signed area of the message header.

this paper, and we defer to application developers for such decisions. How-
ever, it must preserve the core computation resource of the device according
to its purpose without the need to contact the hub through all the AWDT
processes. Periodically, the device checks for the restoration of a connection
to the hub. If a connection is reestablished, the device can return to the
APP state (subject to the hub’s authorization).

Figure 3 shows the interaction between components in our new proposed de-
sign, where the purple and blue sections are the LZ_VERIFY and MIN_APP,
respectively.

6.1 Best Effort Dominance

This paper focused on maximizing the usability of IoT devices by granting
them a more active role in determining when and how to respond to exter-
nal circumstances, such as compromised firmware or network attacks. Unlike
CIDER/Lazarus, where the hub solely acted as an integrity-acknowledgment ser-
vice for device messages, our solution empowers the device itself to make decisions
when the hub is inaccessible.

However, when the hub is reachable, we anticipate the device will be in com-
plete compliance with the hub, maintaining the principle of full hub dominance.
While CIDER/Lazarus assumes a binary view of surrounding circumstances, lim-
ited to normal situations and continuous network attacks, we recognize that ad-
versaries may exhibit more complex behavior, requiring decision-making beyond
the input received by the device alone.

To address these challenges, we introduce a concept called “best effort domi-
nance”. By leveraging the hub as a centralized entity, we aim to provide better
control and influence. Instead of an unconditional dominance, our approach of-
fers the best effort, wherein the hub can send commands to the device as long as
the message integrity is maintained. By embedding information on which state
the device currently is into the DeferralTicket request, the device expects to
receive instruction on what to do next at any given time.

A scenario where best-effort dominance is vital involves changes in application
behavior (APP) due to changes from adversaries. As previously mentioned, an ad-
versary can modify the application’s behavior while keeping the DeferralTicket
intact, allowing the device to operate incorrectly without detection.

Since the hub is the only entity capable of detecting such deviations, it can
initiate commands to reset the device. If the abnormal behavior persists, the hub
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can command the device to perform a reset with attestation. In the Lazarus design,
this can only be executed during the next platform reset, initiated by the device
when the AWDT expires, while the hub passively remains inactive.

The same mechanism can also serve as a substitute for BootTickets, expedit-
ing the boot process due to the hub’s capability to instruct the device to reset with
or without an attestation at any given moment. Even within the LZ_VERIFY and
MIN_APP modes, as long as the device can receive a verified instruction from the
hub, the hub retains the ability to guide the device’s subsequent actions to the best
of its capacity.

Conversely, if the integrity is compromised, it is impractical to insist on dom-
inance, i.e., if the adversary intermittently tampers with the message, continuous
communication with the hub may be futile. In such cases, it is preferable for the
device to follow the hub’s instructions independently.

To enable this, the hub can command the device to remain in a specific state,
such as the MIN_APP, for the duration of the network attack. The hub can employ
various mechanisms, such as network probes, to detect the occurrence of network
attacks and decide on appropriate actions for the device. In the most extreme
scenario, even if the message instructing the device is forged, the device will still
transition to the MIN_APP mode, as illustrated in Figure 3.

To facilitate these functionalities, we introduce an additional field in the
header of response messages from the hub. This command is not initiated by
the device itself but rather piggybacked in a reply message, i.e., in response to the
DeferralTicket.

Figure 4 illustrates the modified message header, which includes a field for
controlling the device. In situations where the message integrity is compromised,
the device is not obligated to comply with the commands from the hub. However,
the device’s obedience to these instructions is essential in normal circumstances.

6.2 Multiple Access if Possible

If possible, supplementary measures can be introduced to tackle the retrieval of
a valid deferral ticket by adding interfaces and/or hubs if the primary attempt is
unsuccessful. This is to confirm that a failed retrieval does not definitively signify
a network attack.

The causes of unsuccessful ticket retrieval could range from a malfunctioning
interface connection to a deactivated hub. By using multiple interfaces and hubs,
system designers can attain a trade-off between cost and availability, optimizing
their system in accordance with these factors. This strategy can be implemented
in each yellow branching point from Figure 3.

6.3 Maintaining Autonomy when Dominance is Compromised

In the event that the dominance mechanism is entirely disrupted due to net-
work disturbances, the device retains the capability to preserve its functionality.
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Figure 5: The flash memory new layout.

It achieves this by independently transitioning into the MIN_APP mode from
LZ_VERIFY. This action is reserved for scenarios where all prior attempts to main-
tain dominance have been exhausted.

7 Implementation

To demonstrate the feasibility of our proposed design, we have developed a proof-
of-concept. To enable a direct comparison with the previous design, we have mod-
ified the Lazarus implementation and utilized the same hardware platform. The
codebase of the improved solution is available at [Ati23b].

Specifically, we selected the LPCXpresso55569 development board from NXP,
which comes equipped with the LPC55569 MCU, featuring a dual-core ARM
Cortex-M33 with TrustZone-M support. To establish network connectivity with
the hub, we employed additional hardware, the ESP8266, as the main board lacks
native external network connectivity. The ESP8266 module is interfaced with the
LPCXpresso board through its universal synchronous and asynchronous receiver
transmitter (USART).

Our prototype carries the original allocation of the secured flash memory.
Hence, the size of DICE++, Lazarus Core, and Core Patcher has not changed
in any way. For the unsecured application, we shifted the flash so that the new
boot_modes can be accommodated. The layout of the new design is depicted in
Figure 5.

MIN_APP. The implementation of the minimum application is similar to the
business logic application but without the need to refresh the AWDT. There is a
mechanism to check the connection towards the hub occasionally. However, the
purpose of the execution is not to get the AWDT working with Lazarus Core for
a long period of time. But rather for testing the connection and going back to the
normal state if it is deemed that there is no disturbance in the network.

In our implementation, the definition of minimum is that the device is able to
use the sensor and save measurements to local storage. There might be a case when
this is not enough, but we let the developers define what they need, depending on
the application requirement.

LZ_VERIFY. The verification mechanism in LZ_VERIFY is an important

component of the proposed design. Like the update downloader section in
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Lazarus, the Flash Memory Controller (FMC) handler ensures that LZ_VERIFY
can only write to specific areas in the flash memory. In our current proof of con-
cept, we prioritize testing the principle on the very same platform as Lazarus to
make fair comparisons between the two approaches.

However, as the secure memory in Lazarus was not enough, we were forced to
implement LZ_VERIFY in the unsecure part. This allows us to test and verify the
attack behavior of our new solution compared to the old, but in a real deployment,
LZ_VERIFY must be implemented in the secure part of the flash together with
the Lazarus Core.

To be able to change the boot_mode, MIN_APP and LZ_VERIFY can set a
request on what to boot the next time the device decides to restart. This way, the
LZ_CORE will receive the signal on what to boot depending on the request from
the unsecured application.

8 Evaluation

The robustness improvement in this paper is based on the condition of network
attack or runtime attack. Having said that, we evaluate our solution in the fol-
lowing scenarios: 1.) The network is compromised but not the firmware; 2.) The
firmware is compromised, but not the network. Readers who are interested in
learning the baseline of Lazarus” performance should read the original paper.

We follow a similar hardware setup used by Lazarus, as mentioned in section
7. Additionally, the hub ran on an HP EliteDesk PC, equipped with an Intel Core
i7-6700 processor and 16 GB of DDR4 RAM, which connected to the wireless
router through a 1Gbps network connection. The PC is installed with Ubuntu
18.04 and supported with Python 3.8.0. A Raspberry Pi 4B acts as a wireless

router, which is also connected to the hub through a 1Gbps ethernet connection.
8.1 Device Behavior Under Network Attack

In this section, we discuss and evaluate our new design proposal only on a specific
circumstance, i.e., a network attack.

Measurement on Vanilla Implementation of Lazarus

First, we measure the impact of a tampering attack on the original Lazarus. The
impact is measured by how long the device can be in an operational state (APP)
before becoming unusable based on the attack we mentioned in section 4.1. We
ran the code without changing anything, meaning all variables are on the default
value. Lazarus invokes three important variables during this attack:

21 Default WDT timeout: 3600 seconds.

22 Deferral ticket time: 60 seconds.
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3 Deferral ticket task wait time: 30 seconds.

It means that prior to any interaction with the hub, the device is able to sur-
vive based on 1’s value before the Lazarus Core forces the device to reboot if no
DeferralTicket request is granted. Once the DeferralTicket is requested,
x2 is invoked as the requested time, and if the hub grants the request, the device
is waiting for 23 period before it sends another DeferralTicket, and so on.

Looking back at figure 1, the adversary starts tampering with the message once
the device is fully booted, i.e., reached the business logic (APP) with one or more
DeferralTicket is allowed to pass through the router without getting tampered.
At this point, the WDT timeout has changed to 22 while the device continues to
send the DeferralTicket request every 3.

After x3, the device sends a DeferralTicket request, but the hub refuses
to authenticate the ticket as its integrity is compromised. The device is able to
survive one more WDT timeout period (22) before rebooting itself. As it reboots,
the WDT timeout is back to the default value (x1). But, since the tampering
rules persist, the integrity of all the messages is compromised, resulting in the hub
refusing to update its AliasID certificate and repeating the cyclic reboot every x1.
At this stage, the device is practically unusable.

Given that all the variables are unchanged, it takes 59.83 seconds for the device
to go into an unusable state when a persistent message tampering attack happens.
To make a fair comparison with our solution, we measure the operational state
using the same time-bound, utilizing the value of 1. In 3600 seconds, the device
is in an operational state for 59.83 seconds or 1.66%. At this point, even though
x1 is changed to, i.e., shorter time, it does not matter, as it will just change the
cyclic period of the device reboot, and the device is still unusable.

Measurement on the New Design

Next, as we know how long it takes to put the device into an unusable state, we
compare them with how the new design would react regarding the “operation
time”. It should be noted that MIN_APP is not a fully operational state, but
compared to CIDER/Lazarus, it is a state where the device can preserve its minimal
function and critical parts, while CIDER/Lazarus is unusable and is not able to
preserve anything under the same attack. One can see MIN_APP as similar to
APP, only without the dependency on the AWDT message.

To get a fair comparison with the vanilla implementation, the transition pe-
riod when the device shifts from APP to MIN_APP is not operational time. So,
operational time is equal to APP+MIN_APP, while LZ_VERIFY is not included.
This measurement uses the same default value as the previous one. When the same
attack happens, the device can survive for 22 seconds due to the same reason.

However, as described in section 6, it verifies the occurrence of the net-
work attack through LZ_VERIFY. If that is the case, then the device goes to the
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Lazarus The New Proposal
Operational Time | 59.83 seconds | 3598.31 seconds
Percentages 1.66% 99.95%

"
Assuming that MIN_APP is counted as an operational state.

Table 3: The operational time of Lazarus and the new design in a one-hour time-
frame.

Runtime Attack Target | Lazarus | The New Proposal

Application No Yes
Ticket No Yes

Table 4: Device Recoverability During Runtime Attack.

MIN_APP and stays there as long as the attack persists. The transition time be-
tween APP-LZ_VERIFY-MIN_APP took 1.69 seconds. In 3600 seconds time-
bound, the device is in an operational state for 3598.31 seconds or 99.95% of
the total time. Table 3 sums up the comparison of the operational time between
Lazarus and our newly proposed solution.

8.2 Device Behavior Under Runtime Attack

This section evaluates our new design during a runtime attack. The attack is either
targeting: 1.) the application, or 2.) the DeferralTicket. As explained in 5, an
unnoticed vulnerability (i.e., zero-day) can be exploited by an adversary to change
the behavior of the device. Depending on the attack target, the outcome behavior
can be different.

As shown in table 4, a runtime attack against the application or the
DeferralTicket cannot be recovered by Lazarus. On the other hand, the new
proposal is able to recover the device by utilizing the new field in the response
message from the hub, called the “command”.

8.3 Overhead of the New Signaling Message

To get a best-effort dominance, the hub must be able to send instructions, com-
manding the device on what to do, as explained in section 6.1. An additional
command field is needed to serve this purpose, and the size can be adjusted based
on the number of instructions. For the purpose of tackling the attacks we men-
tioned, 4 bytes is enough to cover all the instructions, as shown in table 5.

8.4 Complexity Analysis

The new design is more complex than the old Lazarus design as it covers a richer
state to overcome the attack. It incorporates 23209 additional lines of code com-
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Lazarus The New Proposal
’ AWDT Response Size | 180 bytes 184 bytes

Table 5: AWDT response size comparison between Lazarus and the new proposal.

pared to the original Lazarus codebase. It is important to note that most of these
new features are only invoked when the device is under attack, minimizing the
impact on overall system performance while saving the device from cyclic reboot
at the same time.

Under normal circumstances, LZ_ VERIFY and MIN_APP are not invoked,
resulting in no additional complexity to the system operation. However, when
(i) the network is under attack or (ii) the firmware is compromised, these two
functions may be triggered. In the case of the former, it depends on the attack
frequency, while the latter depends on whether the compromised firmware affects
the AWDT functionality or not.

LZ_VERIFY and MIN_APP are not significantly more complex than the
original deferral ticket request in the Lazarus design. LZ_VERIFY’s additional
complexity lies in its ability to receive a 4-byte instruction from the hub during
operation. MIN_APP is expected to be less complex than the original APP, as
unnecessary functionalities are removed when the device preserves its resources.
Overall, the added complexity is minimal, and most of these components are only
invoked during an attack.

9 Security Discussion

Next, we analyze the security properties of the enhanced Lazarus design that we
have provided. In our analysis, we follow the attack-oriented reasoning used by
the authors of the Lazarus paper. For convenience, we here repeat the listing of
the main considered attack vectors from [Hub+20]:

A-1 “Manipulate or block the communication channel between device and hub.”.

A-2 Artempt to tamper with Lazarus by interfering with its execution, by overwrit-
ing it or by forging updates.”

A-3 “Tamper with peripherals to permanently render devices irrecoverable. Exam-
ples are wear out of flash storage, shutting devices down or setting them into
irrecoverable low-power states, or manipulating the firmware of other peripher-
als.”

A-4 “Prevent or defer device reset, e.g., by manipulating or turning off TEE Trigger
or by forging deferral tickers.”

A-5 “Inject malware into untrusted software and try to persist it across resets.”
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A-6 “Deceive the hub about the application of updates to Lazarus.”

Below, we discuss how or to what extent our new design mitigates these main
threats.

Attack type A-1

As explained in section 4.1, Lazarus cannot defend an attack against forged, tam-
pered, or blocked communication between the hub and the device, particularly
when such malicious actions affect AWDT messages. The discussion on how we
solve this (to the best possible extent) can be seen in section 9.1.

Attack type A-2

As explained in section 4.2, Lazarus cannot distinguish (and also safeguard) against
runtime attacks targeting the application and/or the AWDT. We elaborate on our
solution to this problem in section 9.2.

A-3

Our design inherits Lazarus’ approach of using trusted handlers to control access
to critical peripherals. By ensuring that the application interacts with peripherals
through these secure handlers, we maintain the same level of protection against
tampering attempts.

A4

The use of a hardware-based secure element (TEE) to trigger device resets, as em-
ployed in Lazarus, is preserved in our design. This makes it difficult for attackers
to manipulate or disable the reset mechanism, ensuring timely recovery in case of
compromised functionality.

A-5

Our design follows Lazarus’ approach of storing critical components like DICE++,
Lazarus Core, and Core Patcher in secure memory regions. This isolation, com-
bined with the attestation process during boot, helps prevent malware from per-
sisting across device resets.

A-6

We maintain Lazarus’ secure communication channels and attestation mechanisms
between the device and the hub. This ensures that the hub can reliably verify the
integrity of the device’s software state and detect any deception attempts regarding
updates.
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The new design follows the Lazarus and CIDER design with the following
exceptions:

* Richer state tracking
¢ Introduction of a new mode: LZ_VERIFY

* Modified ticket handing by replacing boot tickets with DeferralTicket
only

The richer state tracking is achieved by tracking the execution state in the frusted
and protected part of the system. This is like the design in Lazarus, and there are
no additional threat vectors with respect to properties A-3 until A-6. The code has
been updated to make sure no deadlock conditions arise.

The new mode, LZ_VERIFY, is a separate mode but, apart from that, con-
tains the same ticket-handling code as before. Consequently, the previous security
analysis applies also to LZ_VERIFY.

Regarding the new control commands in the ticket, those are parsed by the
trusted part of the code. The security of the control commands is in the hands of
the trusted code base. Special care needs to be taken to make sure this code fulfills
the security requirements in order not to influence the overall security.

The next part of this security discussion will be about solving the two short-
comings in the previous design with our extended solution to resolve both claims

in A-1 and A-2.

9.1 Building Awareness when Network Disruptions Occurred

The critical issue underlying the cyclic reboot and practical unusability of the de-
vice in CIDER/Lazarus, as discussed in Section 4.1, stems from the inability to
detect network disruptions. This limitation arises due to the complete reliance on
AWDT for normal device operation at all times.

We have emphasized that this combination of premises proves problematic
when both are simultaneously encountered. While the concept of AWDT is
sound, during network disruptions, it is more effective to relinquish dependency
on AWDT and strive for normal device operation without it.

To address this challenge, we introduced MIN_APP, enabling the device to
conserve resources and maintain limited functionality during network attacks.
However, the decision to transition into MIN_APP should be made carefully,
without yielding too easily to entering the minimum state whenever convenient.
Instead, the occurrence of a network attack must be confirmed through an alterna-
tive boot_mode outside of APP, namely LZ_VERIFY, which is presumed to offer
greater security than APP.

Only after the attack is verified can the device transition into MIN_APP mode.
The role of LZ_VERIFY is to verify whether the event constitutes a network attack
or another anomaly originating from within the device. An internal anomaly does
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not warrant the activation of MIN_APP; instead, a software update (if available)
should suffice to address such anomalies, as mentioned in 9.2.

In addition, ensuring the appropriate decision-making process for transition-
ing between MIN_APP and APP modes is crucial to reflect the conditions accu-
rately. A clever adversary could strategically manipulate message tampering inter-
mittently to deceive the device into believing that network disruptions have ceased,
prompting it to switch back to APP mode even when disruptions persist. This can
lead to subsequent troubles triggered by the adversary. To address this challenge,
we propose the following:

1. MIN_APP continuously monitors the network connection status at the end
of each period. Let ¢ represent the duration of each period, where ¢ = 2",
and r is initally set to 0.

2. If, at the end of period ¢, the connection to retrieve AWDT is restored,
7 is incremented by 1, thereby increasing the duration of the next period
exponentially whenever the device attempts to transition from MIN_APP

back to APP.

3. The successful retrieval of AWDT must be confirmed through a second
opinion from the hub. This confirmation is achieved by utilizing the cmd
field, as mentioned in figure 4, where the hub sends a message to validate
the reestablishment of the connection.

4. Only when both conditions are met (i.e., the connection is restored and
confirmed by the hub) can the device transition back to normal APP mode.
Otherwise, it must remain in MIN_APP for an extended period based on
the exponential duration determined in the second point.

By implementing the proposed mechanisms, we significantly enhance the life-
cycle operation of the device, specifically addressing the problem when the device is
faced with an attack targeting AWDT and, ultimately, live up to the expectation of
attack-vector A-1. Regardless of whether the network disruptions occur intermit-
tently or continuously, we effectively minimize the impact on device operations,
in contrast to previous solutions offered by CIDER/Lazarus, which rendered the
device practically unusable.

9.2 Giving the Device a Better Observability to Differentiate Runtime
Attacks

In regards to A-2, we have identified three distinct impacts that a runtime attack
can have on the device, depending on its target:

T-1 Impact on AWDT: The attack aims to disrupt the functionality or integrity
of the AWDT. This type of attack directly affects the device’s recovery mech-

anisms and can undermine its ability to maintain normal operations.
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T-2 Impact on the device behavior (known by the hub): The attack specifically
targets the device’s behavior from the userspace or application perspective.
In this case, the hub is assumed to know the attack and its potential con-
sequences. The information that enhances the hub’s awareness is conveyed
via the DeferralTicket request, in conjunction with changes in the APP
behavior that can be detected from the backend application at the hub. This
type of attack may alter the device’s intended functionality or introduce ma-
licious behavior that is recognizable by the hub.

T-3 Impact on AWDT or device behavior (unknown to the hub): The attack
affects either the AWDT or the device’s behavior, but the hub is unaware of
the attack and lacks knowledge on how to mitigate its effects at the moment
of attack. This type of attack poses a significant challenge as it compromises
the recovery mechanisms and can introduce undesirable behaviors in the
device without detection or effective countermeasures from the hub.

In the case of T-1, where the AWDT is affected by a runtime attack, the device
becomes unable to fetch the AWDT from the APP. In our extended design, this
event triggers the device to transition to LZ_VERIFY. Note that the AWDT is
still fetchable from the LZ_VERIFY state, as it remains unaffected by the runtime
attack.

This ensures the device can continue its recovery procedures and maintain its
integrity. Following the LZ_VERIFY state, there are two potential options for the
device depending on the situation:

¢ Hub aware of the situation (T-2): As the hub has the awareness, the soft-
ware update to solve the problem is presumably available. The hub asks the
device to transition to the LZ_UDOWNLOADER state. In this state, the
device retrieves the necessary software update and proceeds with the update
process, ensuring it remains up-to-date with the latest security measures and
fixes.

¢ Hub unaware of the situation (T-3): In scenarios where the hub is unaware
of the impact of the runtime attack, the hub may, in the worst-case sce-
nario, instruct the device to transition to the MIN_APP state until the is-
sue is resolved. The cmd field, as discussed earlier, can be utilized to relay
instructions from the hub to the device. By instructing the device to stay
in the MIN_APP state, the hub can prevent further potential risks or con-
sequences resulting from the unknown behavior shift.

The impact of T-1 on device AWDT fetching is notable, whereas T-2 does not
display a similar influence. In the event that a software update is scheduled, it will
be automatically initiated during the subsequent AWDT fetching period through
the instruction from the hub, provided that the update is available. The hub may
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or may not ask the device to transition to the MIN_APP, but such a decision is
contingent upon the severity of the impact.

In contrast to the approach taken by CIDER/Lazarus, where both runtime
attacks targeting AWDT and communication attacks affecting AWDT result in the
device becoming unusable due to their heavy reliance on the AWDT message, our
solution introduces improved action points for the device based on its awareness
of the specific circumstances at any given time. This approach ensures that the
device does not remain stagnant or completely non-operational, even when facing
different types of attacks.

In the worst scenario, when the hub is unaware of the issue, our solution
allows the hub to ask the device to preserve its resources while still maintaining
core functionality by transitioning to the MIN_APP. This request from the hub
is triggered only under a limited time, i.e., until i) the hub identifies the problem
and ii) a software update is available.

On top of that, the capability to transmit instructions from the hub to the de-
vice enables the system to respond appropriately at the earliest opportunity (i.e.,
subsequent to each DeferralTicket response). Since all the boot_mode scenar-
ios are equipped with this functionality, the hub can continually send instructions,
provided the integrity of the message is preserved, paving the way for better dom-
inance, but in a best-effort manner.

By incorporating these, our solution ensures that the device remains opera-
tional and adaptable to various attack scenarios. It strikes a balance between re-
source preservation and maintaining operational capabilities with the best-effort
dominance, allowing the device to continue functioning properly even in the face
of adversarial actions.

This way, the claim in attack vector A-2 can live up to the expectation as the
device has better observability and can act accordingly based on a more informed
decision.

10 Real World Implementation

Similar to the argument from the Lazarus paper, practical integration of CIDER,
Lazarus, and our extended solution requires the developer to configure the solution
according to the device’s peripherals and the specific application’s needs.

An example of this configuration is writing new trusted handlers to control
access to important peripherals. Besides creating trusted handlers, the developer
also has to change the IoT application’s code so it uses these handlers to interact
with the peripherals instead of accessing them directly.

To the best of our knowledge, the use of CIDER, Lazarus, or something similar
to our solution has not been implemented in a real-world scenario, at least from
the documents that are accessible to the public. There are at least two reasons for

this:
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* Different Original Equipment Manufacturer (OEM) has different periph-
erals and TEE Implementation. Since the solution is an abstraction layer
between the peripherals and the upper-layer application, it needs to have
a standardized way to communicate in both directions (to the peripherals
and the application). The same argument goes with the TEE.

* Not all OEMs open-sourced their operating system to the public. Unless
the solution is standardized as a requirement for the device manufacturer,
each OEM will have different approaches (and implementations) to solve
issues raised in CIDER, Lazarus, and our paper.

11 Conclusion

This paper introduces an enhanced and more resilient approach to the remote
recovery protocols outlined in CIDER and Lazarus. Specifically, we have restruc-
tured the procedures to ensure robust handling of network and runtime attacks.

To accomplish this, we introduce an independent boot_mode, LZ_VERIFY,
which operates separately from the primary application. Its main function is to
discern whether any disruption is due to an internal issue, such as a runtime attack,
or an external issue, such as a network attack.

Using this method, the proposed design can better judge the device’s status,
hence enhancing the decision-making process for subsequent actions. This differs
significantly from the Lazarus/CIDER approach, where both types of disruptions
are treated similarly, resulting in the device becoming inoperable in case of a run-
time attack, even if it is indeed possible, as we have shown in our design, to recover
from such an attack. Through our approach, it is also possible to recover better
from network attacks as they can be properly identified. Even if full recovery is
not possible in this case unless a different network connection can be used, the
device can go into minimal operation if the network attack persists.

Moreover, we have equipped the hub with the capability to directly manage
IoT devices at any point when a DeferralTicket is received. In combination
with the device state handling, this allows the hub to take a more proactive role
in managing the device’s lifecycle, given any environmental inputs. This is par-
ticularly essential for mitigating the effects of increasingly sophisticated runtime
attacks.

We have shown that our design works by implementing it on the same plat-
form as the Lazarus solution. Even if it is less straightforward, the same design
can also be used with a hardware AWDT as used in CIDER. This requires more
advanced ticket verification in hardware, which makes ticket control command
updates more difficult, but apart from this, it is another possible realization of the
proposed design.

Future works include implementing LZ_VERIFY in a secured part of the
memory. This would need an evaluation board with a larger memory and prob-
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ably port the current implementation with new peripherals. A work towards a
distributed hub would also be an interesting way forward. Particularly, if the hub
is not as strong as our assumption, a way to secure the hub needs to be designed.
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Attacks Against Mobility
Prediction in 5G Networks

Abstract

The 5" generation of mobile networks introduces a new Network Function (NF)
that was not present in previous generations, namely the Network Data Analytics
Function (NWDAF). Its primary objective is to provide advanced analytics ser-
vices to various entities within the network and also towards external application
services in the 5G ecosystem. One of the key use cases of NWDAF is mobility
trajectory prediction, which aims to accurately support efficient mobility manage-
ment of User Equipment (UE) in the network by allocating “just in time” necessary
network resources. In this paper, we show that there are potential mobility attacks
that can compromise the accuracy of these predictions. In a semi-realistic scenario
with 10,000 subscribers, we demonstrate that an adversary equipped with the abil-
ity to hijack cellular mobile devices and clone them can significantly reduce the
prediction accuracy from 75% to 40% using just 100 adversarial UEs. While a
defense mechanism largely depends on the attack and the mobility types in a par-
ticular area, we prove that a basic KMeans clustering is effective in distinguishing
legitimate and adversarial UEs.
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Mobility Prediction in 5G Networks”. In 22™¢ International Conference on Trust, Security, and
Privacy in Computing and Communications, TrustCom 2023, Exeter, United Kingdom. pp.
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1 Introduction

According to the recent Ericsson mobility report!, SG mobile networks will reach
5 billion subscriptions by 2028. Compared to the previous generations, 5G will
become the main subscription type in the coming years due to its support for
higher speeds, higher bandwidth, lower latencies, improved security/privacy, and
network capabilities exposure towards industry verticals and enterprises. For this
reason, 5G is also considered a platform that enables innovation to investigate
novel data-driven use cases, applications, and automation. N'WDAF is a new
network function that the 3G Partnership Project (3GPP) formalized in response
to the maturity of Artificial Intelligence (AI) in recent years. NWDAF intends
to benefit from the explosion of data generated by 5G. Its architecture and API
are documented in 3GPP Technical Specification (TS) 23.288 [3GP22c] and TS
29.520 [3GP22a], respectively. NWDAF’s main objective is to provide internal
analytics service to other NFs to automate processes, i.e., troubleshooting, resource
allocation, and anomaly detection. Based on [3GP22¢; 3GP22a], one of the use
cases of NWDAF is UE mobility analytics and prediction. For this context, the
prediction can be used to optimize the resource allocation to be as precise as possi-
ble based on the user’s needs. This is to enhance user experience and efficiency, as
edge computing resources for heavy applications need to be pre-allocated before
the user moves into a particular area. TS 37.817 [3GP22b] mentioned that trajec-
tory prediction can be used to reduce late/early or wrong handovers. Looking from
the opposite angle, the same mobility prediction can be used to detect whether a
particular UE mobility is possibly adversarial. The definition of adversarial UE
mobility itself is broad, but we are particularly interested in the deliberate actions
of UEs targeting the accuracy of a mobility model within NWDAE Therefore, in
our context, an adversarial UE is one that tries to fool such a model and ultimately
degrade its utility. This paper investigates possible attacks against a mobility trajec-
tory model in NWDAF. In a real-world scenario, the model may be implemented
differently, depending on the UE’s mobility type, coverage, and density in a partic-
ular area. Given a set of legitimate UE movements, we would like to understand
how the malicious activity of adversarial UEs could influence the prediction of
the mobility model implemented in NWDAF. Since NWDAF is a new concept
in 3GPD, attacks against its mobility trajectory models are yet to be found. While
some of our attacks are hypothetical, based on the assumption that the adversary
has control over a number of UEs, others are based on similar, earlier attempted
attacks against the existing system. As a presumption, our work does not consider
outliers in the network, i.e., certain events that gather large crowds. We experi-
mentally evaluated the best model to be used for legitimate mobility, then attacked
the same model with the intention of decreasing its prediction accuracy. To the
best of our knowledge, this is the first work to investigate and evaluate attacks
against mobility prediction models in NWDAE As a follow-up, we investigate

'hrtps://www.ericsson.com/en/reports-and-papers/ mobility-report
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how to differentiate the adversarial UE movements from the legitimate UEs. This
can be used to prevent the mobile operator from including the adversarial UEs in
the next retraining period so that the model degradation quality can be avoided.

The paper is organized as follows. We overview the problem definition in
Section 2. We manifest the UE mobility in Section 3. The simulation environment
and the results are written in sections 4 and 5, respectively. Defense mechanisms
for the respective attacks are discussed in 6. We present the related work in section
7 and finally draw the conclusion in section 8.

2 Problem Definition

NWDAF collects data streams from neighboring NFs and performs analysis on
the streams to support NF’s tasks through an NWDAF subscription model. In
this paper, we investigate adversarial mobility patterns and how they can influ-
ence NWDAF mobility models, which in turn will impact operations for the NFs
that utilize these models. The mobility data is usually streamed from the Mobility
Management Entity - MME (for 4G) or Access and Mobility Management Func-
tion - AMF (for 5G). In this work, we do not differentiate mobility data by origin;
therefore, the base station in the system, i.e., eNodeB (4G) and gNodeB (5G), will
be used interchangeably.

2.1 Scenario

We consider the NWDAF’s use case of UE’s mobility analysis and prediction. In
our case, the output of mobility prediction is often consumed by the mobility
management subsystem. It may also be used by its surrounding support services
(for simplicity, let’s call this an “application server”). Mobility predictions are use-
ful to prepare the necessary network resources before the UE moves into another
location. In a non-malicious setting, this will enable smooth handover and provide
optimal data traffic routing [Jeo+21a]. Figure 1 depicts the scenario of a moving
UE in a 5G setting. Initially, the UE is attached to some radio and Core Network
(CN) NFs - gNodeB, Access and Mobility Management Function (AMF), Session
Management Function (SMF), and User Plane Function (UPF) - commonly via
the closest edge site.

At some point, the UE moves into a different geographical area where the cur-
rently allocated resources are sub-optimal. This move implies (i.) radio handover
(changes of gNodeB), (ii) CN handover (AMF & UPF) re-selection, and (iii) the
change of the application server (not shown in the picture). With the introduction
of mobility prediction in NWDAE, the aim is to perform this mechanism auto-
matically such that the target network resources at the destination are ready for the
handover when the UE is moving. Practically, this will smoothen the process and
provide a more efficient handover. For high-mobility UEs, mobility management
manages network resource re-allocation in order to ensure service continuity and



132 Paper IV: Attacks Against Mobility Prediction in 5G Networks

QoS. This implies efficient handovers across radio and core network resources such
as gNodeB, AME, UPFE, and Application Function (AF). Note that a radio han-
dover between gNodeBs doesn’t necessarily imply a handover between CN nodes
such as UPE. That is dependent on the network configuration. Upon handovers,
the network may need to spawn new resources on the destination and reduce the
ones in the original location.

mobility
analytics
e NWDAF Mobility
3 Management
datai
collection|

o | o3 03

& AMF N SMF 1 4 .

resource
reallocation /

Figure 1: Use Case Scenario

Adversarial UEs aware of this scenario could try to induce the mobility trajec-
tory model deployed in NWDAF with malicious movement, i.e., moving around
the network with the intent of decreasing the accuracy of the prediction perfor-
mance of the model. With reduced prediction performance, network resources
could be wrongly allocated, causing inefhiciency and decreased Quality of Service

(QoS).

2.2 'Threat Model

We assume an adversary has the power to acquire UEs and then clone [Liu+15a;
Liu+15b; BFD20; Zha+21; P1 21] them to obtain a number of UEs with the
same identity. Acquiring UE does not necessarily mean that the adversary needs
to steal sim cards, but legitimately owning a sim card can also be counted [Wec20].
A practical example of this action is when a powerful adversary legally acquires a
large amount of IoT devices in a short time. In this case, there is no need to hijack
anything, and cloning the device is much easier as the source and cloned devices
are already owned by the adversary.

Similar types of attacks might increase considerably in the future. For exam-
ple, the 3GPP security report TR 33.861 [3GP19] identified two threats stemming
from the massive deployment of cellular IoT devices in 5G, stating that a mali-
cious attacker could take over the same application on a large number of UEs and
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instruct them to launch signaling attacks at the same time. In our case, we argue
that the UE application can be manipulated to generate malicious mobility pat-
terns instead. The same document also mentions the risk of massive low-security
unattended cellular IoT devices, such as shared bicycles, that can be hijacked and
used to launch Denial of Service (DoS) attacks toward the radio network. In our
case, we argue that the attack can be used to generate malicious mobility patterns
instead. The Mirai botnet is an example of how the infection could also possibly
spread across massive cellular IoT.

An adversary may increase the number of cloned UEs to many “perceived to
be” same UEs by the operator. It has been shown that extracting the USIM (Uni-
versal Subscriber Identity Module) master secret key in 4G is feasible [Liu+15a;
Liu+15b]. A more advanced side channel attack to compromise USIM has also
been shown using deep learning [BFD20]. Compromising the master USIM key
means that an adversary has the capability of cloning them. Aside from compro-
mising the USIM, a temporal UE’s cloning can also be achieved by intercepting
the authentication vectors generated by the network and stealing them via a false
base station[P1 21]. While this was proven to be successful against 2G, 3G, and
4G, the same issue will be faced by 5G interconnects if the operator does not
enforce a coherency control on the inbound 5G signaling [P1 21].

In this work, we present several malicious mobilities, explained in more detail
in section 3.4. The objective of such mobilities is to decrease the overall predic-
tion accuracy of a mobility model. From the operator’s perspective, a decreased
accuracy would mean two things: (i.) This can lead the mobile operator to believe
that there is a shift in UE mobility patterns, which may prompt them to retrain
the model with newer data. (ii.) if the former is executed, then the prediction
quality is significantly downgraded, which means the predictions of the model are
unreliable. Consequently, the efficiency, as well as the resource allocation func-
tion of networks, would drastically deteriorate. Meanwhile, even if the defender
can retrain the model periodically to include new patterns, retraining is not only
time/resource-consuming but also potentially harmful to the model’s performance
on normal data.

3 Mobility

The uniqueness of human mobility to a particular location is a reflection of the
culture and values of the people living there [ST19a]. Each location has its own
characteristics, which influence how people move, the time they spend in a ge-
ographical area, and the motivations for their travels. That said, the best way to
model human mobility is by using a real dataset obtained from real UE mobility
in a live network.

Since there are, to our knowledge, no available UE mobility datasets collected
by network operators, we decided to generate a synthetic one using a mobility
simulator created by Ericsson [Eri20] using a publicly available mobile network
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topology. This section explains in more detail the simulator, the legitimate mobil-
ities, and the adversarial mobilities developed on top of the simulator.

3.1 Mobility Simulator

The mobility of a UE is sensitive data that has to be treated carefully. Hence,
obtaining real data from a mobile operator is difficult due to privacy concerns
governed by strict laws, i.e., General Data Protection Regulation (GDPR) in Eu-
rope [Eur23]. To overcome this, Ericsson has developed a spatiotemporal mobil-
ity simulator, producing the dataset of UE mobility given a set of pre-determined
mobility models. In this work, even though the mobility data is based on a pre-
determined model, the spatial aspect of the simulator is based on a real-world
deployment by Airtel’s open-network topology [Air16] in India.

The dataset of UE mobility is a time series. For a particular time (let’s call this
a timestamp t), it manifests a UE connected to a certain eNodeB with a calculated
signal strength depending on its distance and the load of the respective eNodeB.
The original mobility simulator contains legitimate mobilities in section 3.2, while
the extended version contains additional malicious mobilities from section 3.4.
While the simulator is not open-source, a subset of the post-processed dataset
from our work is available at the following repository [Ati23a].

3.2 Legitimate Mobilities

Accurately modeling human mobility patterns is a significant challenge due to
their high variability across different locations worldwide. This variability makes it
difficult to develop a generalizable approach for predicting movements at a specific
time and place. In our study, we focus on a radio network installation in India (and
in particular, Airtel [Air16]), with legitimate mobilities consisting of people who
are working in an office setup (with a particular and consistent location of office
and home), people who drive taxis, and local street vendors who move around in a
limited particular area. While this is not an exhaustive list, we select representative
mobility types that can be formalized and categorized into the same type, allowing
us to make meaningful conclusions based on similar movement types.

Working Professional (WP)

Working Professional is a custom mobility model designed to simulate the pattern
of a UE belonging to an employee with a stationary workplace. It follows a periodic
movement pattern between the office and the home. Professionals are assumed to
move between home and office during the day and evening. Initial coordinates for
home and office are randomly selected (for a given constraint, i.e., specific bound-
aries on a particular location) when the mobility model is constructed. Lastly, the
mobility pattern is assumed to happen on a daily basis. Such mobility has been
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Figure 2: 3 UEs with different mobility. Black: Working Professional, Blue:
Random Way Point, and Green: Gauss-Markov.

formalized in [Ekm+08] and represents the population of 140 million people in
India?.

Random Way Point (RWDP)

The Random Waypoint [HV07] model simulates random UE mobility behavior
over time. It randomly generates destination, speed, and direction for each UE,
independently of other UE’s, allowing the UE to move freely and without restric-
tions. This model has been used in numerous simulation studies [Deh+20; Ge+16;
Nai+05]. The movement of a UE is governed in the following manner: Each UE
may be able to move/pause for a timestep based on a probability value between
0 and 1. At a particular time, this indicates how likely a UE is going to move or
not. At each step, a random destination, minimum speed, and maximum speed
are selected. The UE moves from its current location to the randomly selected
destination and repeats this process for the duration of the simulation. This mo-
bility is analogous to a taxi driver, where the direction and the time spent at each
point are uniformly random, depending on the request from the passenger. There
are estimated to be around 1.9 million taxi drivers in India®. While they are still a
fraction of the total population, the mobility behavior of taxi drivers is common
in downtown areas (regardless of the country) in general. Another reason why we
include RWP is that, unlike WD, which usually takes only one round-trip per day,
a taxi driver often takes more than a trip, depending on how many customers they
serve, generating a larger number of mobility events.

*heeps://www.thehindu.com/data/India-walks-to-work-Census/article60346511.ece
*htps://mobilityforesights.com/product/on-demand-taxi-market-in-india/
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Gauss-Markov (GM)

The Gauss-Markov model [AWS00] is a mobility model that enables objects to
move across a grid plane, with their next transition point determined by their
current speed and direction. One can think of this model as similar to a local
vendor/salesperson walking around a particular area. There are estimated to be

about 10 million street vendors in India®.

Figure 2 shows the movement of WP (Black), RWP (Blue), and GM (Green)
across a particular Airtel India’s cartesian plane. For illustrative purposes, each
mobility is shown with a single UE, while the actual simulation involved 10,000
UEs for each mobility.

While WP is intuitively the most predictable mobility among the three, the
unpredictability of random mobility models such as RWP and GM presents a
challenge for accurate prediction, as movement patterns are inherently random.
To address this challenge, it may be more important to determine the proportion
of unpredictable UEs relative to the total number of mobile subscribers in a given
area. This information can be used to allocate appropriate resources for these un-
predictable UEs. Despite the seemingly random nature of their movements, it is
important to note that random UEs are still subject to the laws of physics, and
therefore, it is impossible for a UE to instantaneously jump from one location to
another. By accounting for the proportion of random UEs and the physical limi-
tations of their movement, it may be possible to develop more effective strategies
for managing network resources in areas with high levels of random mobility.

3.3 Prediction Accuracy

In the case of mobility prediction, there are two important metrics to look into:
1. Location prediction at a particular time, denoted as [.

2. Timeslot prediction (8), given that [ is correct. This shows how long a UE
stays in a particular enodeB at a particular time.

Supposed that there are n mobility events e for a period of to — t1 € T, the
mobility prediction accuracy is the sum of correct timeslot prediction § (given that

the location prediction [ is also correct), divided by the total number of predic-
tions. Formally, the total accuracy can be written as follows:

ZZ:(] (écorrect ’ Zcorrect)
n

(1)

Accuracy =

This accuracy calculation from equation 1 will be used for the rest of this paper.

“https://www.indiaspend.com/governance/only-11-of-vulnerable-street-vendors-benefitted-
from-pm-credit-scheme-survey-774968
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3.4 Adversarial Mobility

600

A EnodeBs

500

Figure 3: 3 UEs with different attack patterns. Green: Tuple Jump, Blue: Quin-
tuple Jump, Red: Decuple Jump, and Purple: Google Maps Attack.

This section outlines the existence of adversarial UEs with the intention of
reducing the accuracy of legitimate mobility patterns by introducing adversarial
movements. Thus, shifting the perceived UE’s behavior such that the operator
feels the need to retrain the NWDAF’s model with newer data (including adver-
sarial UEs). The adversarial movements are required to be economically efficient
by committing to the lowest possible resources while aiming for the highest de-
crease in accuracy. The resources available to the adversary include the number
of acquired UEs and the performed adversarial mobility. The best-case scenario
for the adversary is to produce adversarial movement without physically carrying
around the UEs, as it minimizes the effort required. However, if the UEs have to
be physically transported, the effort involved must be minimized to ensure the sus-
tainability of the attack. In this scenario, an adversary, denoted as a, successfully
acquires n UEs, and we aim to understand the optimal strategy for a to achieve
the lowest accuracy as quickly as possible using the lowest resources in hand.

Tuple Jump Mobility Attack

Given that a acquired n UEs, a divides n into 1/2 paired sets. A set contains two
distinctively different UEs but has the same identity, i.e., International Mobile
Subscriber Identity (IMSI). As the basis of our assumption, it has been proven
that it is feasible to clone the UE, as explained in our threat model. We built the
adversarial mobility on top of this argument.

Within a set, let’s call the first UE u; and the second one uz. Even though
they are distinctively different, from the network operator standpoint, u; and us
are the same (due to the same identifier, IMSI). The following sequences illustrate
the attack:
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1. At timestamp t1, 11 connects to an enodeB e1. At the same time, u2 stays
silent and does not perform any effort to connect to any enodeB.

2. At timestamp t2, u; shuts down its interface, while at the same time, u2
connects to another enodeB ey located on a different geographical location
than ey.

1st

3. Repeat from the 1% step.

What the network operator sees is a UE jumping around from e; to ez and
back forever. The preference on which e and ez should be connected is uniformly
random, selected by adversaries. Not only e;_3 can be located adjacent to each
other but also in a sparsely different location where movement from e; to ez can
be impossible from the law of physics.

However, it is limited to the cartesian plane that we extract from Airtel’s open-
network [Air16]. Using this approach, a does not have to carry around u; and
ug to make both of them look like they are moving from e; to e3. The effort to
perform the mobility on this attack is virtually non-existent as u1 and ug can be
statically placed near e; and es, respectively. We consider the effort to put u;_2 in
the first place to be negligible, as it is only needed when a deploys the adversarial
UEs, not when operating them.

Quintuple Jump Mobility Attack

While in the previous attack model, a divides  into n/2, in this scenario, a divides
n into n/5, expanding the tuple [u1, ug] into a quintuple [u1, ug, us, uq, us|. We
would like to understand whether expanding the tuple has any positive effect on
the decreasing accuracy or not. A set contains UEs with a cloned identity; hence
they are perceived to be the same UE by the mobile operator. The sequences are
similar. But, instead of repeating in step number 3, the jumping traverses through
all the members u;_5 and repeats the sequence in step 6. Similar to the previous
one, the sets can be vertically scaled up depending on the power of a.

Decuple Jump Mobility Attack

Similar to the two previous attacks, the number of acquired UEs n are divided into
sets, where one set is a decuple, consisting of [u1_10]. These sets can be vertically
scaled up, depending on the power of a.

Google Maps Attack

An adversary a acquires a set of n UEs and walks a particular path while carrying
them. This type of attack has similarities to a demonstrated attack against Google
Maps, where a attempts to create a fake traffic jam in the application by carrying
UEs in a basket [Wec20]. We aim to examine whether this attack can be applied
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to the mobility trajectory in NWDAE Additionally, we explore the scalability of
this attack by varying the number of acquired UEs.

Figure 3 shows the movement of tuple jump, quintuple jump, decuple jump,
and google maps attack in green, blue, red, and purple, respectively. Similar to
the picture of legitimate mobilities, we only show the movement of each mobility
with one UE, spanned over two days of simulation.

4 Simulation Environment

The simulation of UE mobility was conducted on a server equipped with 40 Intel
Xeon E5-2650 cores and 128 GB memory. In the baseline simulation (i.e., with-
out attack), 10,000 UEs were included in each of the legitimate mobility, WP,
RWP, and GM scenarios. The simulation spanned five days, with the first four
days allocated for training and the 5t day used for testing.

On top of that, the actual model used in this simulation is not part of the
NWDAF specification, as the 3GPP standard only specifies interfaces and use
cases. That said, the model that we developed here, together with the follow-up
attack scenario, is an attack against a mobility model with input and output as if
it were deployed in NWDAE

One might argue that our research should have used real-world data instead
of a simulated one. However, obtaining real-world data for the use of NWDAF
is not as simple as it sounds. Regulation-wise, the data is considered to be sensi-
tive. While anonymization might help, the operators will not give an interested
374 party access to such data. Our work is an initial effort to open up the re-
search direction in the area despite these limitations. We simulate the legitimate
mobilities in a way that it should be enough that there are different mobilities, fol-
lowing human mobilities from the previous research [ST19a]. It allows the needed
amount of data (in order to get significant and reliable experimental results) to be
generated under different mobility patterns, reflecting the reality that mobile data
is heterogeneous over time and at different geographical locations. Although the
used mobility data is synthetic and will differ somewhat from data of a real deploy-
ment, we believe that this does not affect the validity of evaluating the threats. The
investigated attacks create mobility patterns that differ from the mobility models,
and although results would differ for models built from real-world data, the prin-
ciple would also be applicable to real scenarios.

5 Result

The 3GPP standard does not explicitly specify whether one or more models should
be used to perform trajectory prediction. In this study, we utilize a different model
for each legitimate mobility type. This approach is motivated by two factors.
Firstly, certain mobility types are easier to predict than others, as evidenced by
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the WP mobility (see table 2), which outperformed the other mobility types. Sec-
ondly, combining the datasets into a single training and testing set would not make
sense since the poor performance of some mobility types would overshadow the
good results of others.

We assume that the mobile operator knows the mobility type of each UE be-
fore the adversarial UEs are introduced by the attacker. This can be accomplished
by examining the UE’s history and attaching a label to each IMSI. Alternatively,
unsupervised learning can be used to cluster the results into a labeled dataset with
mobility types attached to each UE. While previous studies have proposed spa-
tiotemporal clustering techniques for this purpose [Lu+21b][Kis+10], our work
does not include these techniques.

5.1 Data Preprocessing

The dataset used in this study, generated by [Eri20], includes three core features:
{IMSI, enodeb_path, signal_strength}. Each unique IMSI serves as an index, with
the historical data of visited eNodeBs, their corresponding timestamps and signal
strengths recorded in each data point. Take the following example of a raw data
point:

IMSI enodeb_path signal_strength
09ccc864 ’163’:12,348:10,... ’163’:0.189,’348:0.186,...

Table 1: An example of a raw, IMSI-based data point

This shows a UE with an IMSI 09ccc864 that connects to an eNodeB 12 at
timestamp 163 with a signal strength of 0.189, followed by connecting to eN-
odeB 10 at timestamp 348 with a signal strength of 0.186, and so on. To perform
a timewise prediction, where the NWDAF predicts which eNodeB a UE will con-
nect to and for how long it will stay connected at a particular time, the dataset
is transformed from IMSI-based to an event-based. An event occurs when a UE
connects to an eNodeB with one timestamp representing one minute. The dura-
tion of time that a UE stays connected to a particular eNodeB is calculated as the
time elapsed between the current and the next connection to another eNodeB.
This calculation is used to create the timeslot column for each event, providing
more complete information. Given the example above, a timeslot with the value
of 185 (coming from 348-163) is added to the timeslot column of the data point.

To contextualize the dataset, we incorporate historical information by ap-
pending the values of the previous four connected eNodeBs and their respective
timestamps (relative to each day) to each data point. Additionally, we include the
top four neighboring eNodeBs based on the adjacency matrix of Airtel’s eNodeB
network installation [Airl6] to provide an additional location context. This in-
formation enables us to determine the top four nearest eNodeBs available for a
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wr RWP GM
Accuracy  75.2% 44.8% 37.6%

Table 2: Baseline accuracy for each mobility type

given target eNodeB location. We categorize the timestamp of each IMSI’s mobil-
ity into five distinct time bins: {early_morning, morning, noon, evening,
and night}, and then aggregate the sum of each bin to provide information on
how each IMSI spends its time on a particular day. Finally, we also include the
eNodeB to which a UE stay connected the longest, called home_enodeb. The final
input variable () includes the following enriched features:

{enode_1, enode_2, enode_3, enode_4, time_1, time_2
, time_3, time_4, target_time , sig_st , imsi,
home_enb, early_morn, morning, noon, evening,

night, neigh_1, neigh_2, neigh_3, neigh_ 4}

The dataset is used to predict a binned timeslot (5) that a UE stays connected
to a particular eNodeB (1) using the model discussed in Section 5.2.

5.2 Baseline

Table 2 presents the baseline accuracy of each mobility type when there are no
adversaries. The results indicate that the mobility type of working professionals
has the highest accuracy since it is the most predictable. Conversely, the other
mobility types perform poorly due to their randomness in destination, speed, and
direction (for the random waypoint) and a random variable sampled from the
Gaussian distribution (for the Gaussian-Markov).

Each event previously mentioned in section 5.1 is independently treated to
produce two predictions (namely § and 1), i.c., the models have been trained in-
dependently of each other. The baseline accuracy presented in Table 2 is obtained
by running the classifier in Table 3 on the dataset previously pre-processed, with
the classifier and its hyperparameters automatically selected by the FLAML Au-
toML framework [Wan+21a]. We did not manually choose the classifier or its
hyperparameters.

5.3 Adversaries Included

Figures 4, 5, and 6 demonstrate the impact of adversarial mobility on the total
mobility prediction accuracy. Each graph shows the changes in accuracy for the
different legitimate mobility types as the number of acquired adversarial UEs in-
creases. The dataset was expanded by the data points coming from the adversar-
ial UEs when the attack occurred. After preprocessing, there were no noticeable
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Mobility ~ Model [ Model 3

WP Random Forest [Bre01] Extra Tree [GEWO006]
RWP Random Forest [Bre01] Extra Tree [GEW06]
GM Light GBM [Ke+17] Extra Tree [GEW06]

Table 3: Model used for each mobility type

changes (decrease or increase) in the accuracy value if we only selected the legit-
imate data points. However, the accuracy value decreased due to the addition of
events with low accuracy from the adversarial UEs. We did not observe any con-
nection between the introduction of the adversarial UEs and the accuracy value of
legitimate UEs. This is because the preprocessing mechanism, as explained in sec-
tion 5.1, does not involve mixing inter-IMSI data when we add historical context
to each data point. Nevertheless, NWDAF treats all UEs as a legitimate source of
data, as it is unaware of the existence of adversarial UEs at this point. In short, by
introducing adversarial events, the mean accuracy will go down by the proportion
of adversarial events.

When n UEs are acquired, the optimal strategy for the adversary is to execute
the tuple jump attack. This involves dividing the attacker UEs into 11/2 pairs of
cloned IMSIs, maximizing the decrease in accuracy. The quintuple and decuple
jump attacks also decrease the accuracy number, but not as fast as the tuple jump
attack.

The tuple jump attack stands out as the most effective because it generates
a greater number of data points compared to other attacks. For instance, given
T > top — t1p and 10 acquired UEs by a, at t19, the generated data points are
{50, 20, 10} for {tuple, quintuple, decuple}. Moreover, at any timestamp, the
tuple jump attack has only one idle UE, while the quintuple and decuple jump
attacks have four and nine idle UEs, respectively. While having the idle UE is nec-
essary due to the unwillingness of the adversary to physically carry them around,
optimizing their existence is necessary, and one way to do that is by minimizing
the number of idle UEs.

Although the various jump attacks have different effects on accuracy, the
Google Maps attack appears to have little impact on overall accuracy. Graphs
for WP and GM indicate a slight decrease in accuracy as the number of acquired
UE:s increases, but the opposite occurs for RWP, where accuracy actually slightly
improves. One possible explanation for this phenomenon could be attributed to
the intrinsic randomness of the RWP mobility model, which makes it challenging
to develop an accurate prediction model. In contrast, the Google Maps attack
involved a set of devices with more predictable movements. Strikingly, as the pro-
portion of predictable devices increased in the dataset, we observed a paradoxical
effect: the accuracy of the prediction model improved instead of decreasing, as one
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might expect. Therefore, an adversary seeking to quickly decrease accuracy would
not need to use this method, at least not against an NWDAF model with the UEs
comprised of WP, RWP, and GM mobility.
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Figure 4: The number of acquired adversarial UEs on the accuracy of WP’s mo-

bility

6 Defense Mechanism of The Deployed Model

In light of the attacks discussed in the previous section, safeguarding the trustwor-
thiness of legitimate users is paramount. Although the accuracy of legitimate UE
may remain unchanged, it is imperative to defend against a decrease in total accu-
racy (legitimate+adversarial) since a general mobility prediction model is unable
to distinguish adversarial data.

As a way to analyze the properties of the adversarial data, i.e., how easy it is to
distinguish the adversarial from the legitimate data, we employ KMeans [HW79].
It is chosen due to its simplicity and the most popular clustering methods. The
adversarial samples in our dataset are distinct from normal samples, making them
easy to cluster using KMeans. While KMeans is not intended for real-time detec-
tion of adversarial UEs, it can be used to solve the problem of malicious mobility
patterns by identifying which data is safe or unsafe to be included in the retraining
process. This is because the main problem, as explained in Section 2.2, is that a
shift in UE behavior can lead the mobile operator to believe that retraining with
newer data is necessary.
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Figure 5: The number of acquired adversarial UEs on the accuracy of RWP’s
mobility

Although there may be other methods to defend against adversarial UEs, such
as increasing the robustness of the deployed model, we leave this as an open ques-
tion. We believe that more attacks will be introduced in the future, and the so-
lution will depend on the respective attacks. However, for adversaries that fall
within the constraints defined in our threat model, KMeans serves as an adequate
distinguisher.

Given a set of UE location dataX = {x1, ..., x,, }, zn € R%, where x; has three
features, i.e., {IMSI, enodeb_path, signal_strength}, KMeans splits the dataset
that includes both malicious and benign samples into K disjoint sub-clusters
C1, ...,Ck. It aims to minimize the distance between a data point and the cen-
troid of every sub-cluster. That is to say, the data sample belongs to the closest
sub-cluster. Then, we calculate the hamming distance of the accuracy using each
of the clustered labels. Equation 2 is the clustering loss where f; is the clustering
loss, ; is the 7 sample and o is the cluster center. d(z) is the hamming distance
function, N is the total number of samples in a dataset. In our settings, we set
K = 2 for malicious and benign clusters.

K N
fi=Y_) glwi € Cx)ld(xi, 0)], 2)

k=1 i=1
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Figure 6: The number of acquired adversarial UEs on the accuracy of GM’s mo-
bility

6.1 Dataset

To evaluate the effectiveness of KMeans, we analyze its performance using three
different datasets that pertain to WB RWP, and GM mobility patterns, where the
WP, RWP, and GM datasets contain 110811, 80930, and 613306 normal data
points generated by 10000 UEs. Besides, the WP, RWP, and GM datasets include
233949 adversarial data samples, i.e., 142560, 56736, 27792, and 6861 from
Tuple Jump, Quintuple Jump, Decuple Jump, and Google Maps attacks. The
data points of each attack model are produced by 200 UEs (the highest number
of acquired UEs from figures 4, 5, and 6). In total, there are 805047 legitimate
and 701847 malicious samples in our dataset. In our experiments, the parameter
n_clusters=2 as we have two classes, malicious and benign; as for other parameters,
we use the defaults of the KMeans() function in sklearn, e.g., random_state=0,
n_init=10.

6.2 Results

The visualization result of KMeans clustering for GM’s mobility and the Tuple
Jump mobility attack is presented in Figure 7. The figure displays the timestamps
and timeslots of one legitimate and one adversarial UE from a specific timestamp
range on the 5! day of the simulation. The timeslot is defined as the time duration
of a UE staying connected to a specific eNodeB, which is calculated by the elapsed
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time between the current and the next connection of the UE to another eNodeB.
The clustering result demonstrates that KMeans successfully distinguishes between
the timeslots of legitimate and adversarial UEs. The legitimate UE has a varied
timeslot for each connection, while the Tuple Jump attack has a consistent timeslot
throughout the simulation. Although an attacker may randomize the timeslot
value to evade the clustering, a lower timeslot means more data points on the
attack dataset, which will result in a much faster accuracy reduction. Thus, a more
sophisticated adversary must strike a balance between having as many data points
as possible and randomizing the timeslot value. We left this as an open question
for future research.
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Figure 7: KMeans visualization of a selected timestamp on Gauss-Markov Mo-
bility

Figures 4, 5, and 6 demonstrate the activation of the defense mechanism at
their respective rightmost ends. When the defense mechanism is activated, the
adversarial UEs can be separated from the rest of the dataset. It deters the mobile
operator from retraining the model with newer data, as this could adversely affect
the model’s performance. The operator can then take follow-up actions on the
separated dataset of adversarial UEs, such as blocking them or taking other mea-
sures to mitigate the attack. However, the specific follow-up actions are out of the

scope of this paper.
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7 Related Work

NWDAEF is a critical component in 5G networks that enables network automa-
tion, optimization, and security, and there has been a growing interest in using
NWDAF to enhance data analytics capabilities and enable more advanced au-
tomation and optimization of 5G networks. To enhance NWDAF’s performance,
numerous research studies have been carried out. They can be grouped into three
categories, i.e., “NWDAF-oriented mobility trajectory prediction”, “adversarial
attack on network mobility”, and “attack defense mechanisms”.
NWDAF-oriented mobility trajectory prediction: In [Kim+22], the authors
emphasized the significance of NWDAF for enabling real-time data analytics and
decision-making in mobile networks and explained that NWDAF plays a crucial
role in collecting, processing, and analyzing network data. [CMS22] delves into
the integration and implementation of NWDAF in 5G/6G core networks. They
discuss the architecture of NWDAF and its capability to provide slice-specific net-
work data analytics to various NFs. Through a case study, the paper illustrates
the insights obtained from N'WDAF-collected data and highlights its potential in
steering traffic policies and resource allocation, including from the mobility data.
Similarly, [Sha+20] highlighted the importance of utilizing machine learning
algorithms in NWDATF for beamformer design and predicting mobility for bet-
ter handover management. Mobility in the 5G core network plays a pivotal role
in ensuring efficient and agile operations, as explained in [Jeo+21b]. The use of
machine learning has shown potential in accurately predicting these mobility pat-
terns within the core network domain. However, a significant challenge emerges
in the practical application of these predictions. One notable limitation to con-
sider is the sensitivity of the prediction models to changes in the network topology;
for instance, the entire Recurrent Neural Network (RNN) model might require
retraining if there is an addition or removal of a gNB. Despite these challenges,
advanced predictions offer practical advantages: if the network can anticipate a
UE move to a target edge site, it allows for preemptive actions in the relocation
procedure, streamlining the process before the actual gNB handover occurs.
Adversarial attack on network mobility: As aforementioned, NWDAF is crit-
ical for automating data collection and analytics of the core network, and ML
methods play a key role in NWDAE However, due to the distributed and API-
based structure, the ML algorithms in NWDAF could be possible targets for adver-
sarial attacks [Ash+22]. Attacks on the network mobility can occur either during
the training or testing phases. Training phase attacks, such as poisoning attacks,
aim to corrupt the model by injecting manipulation into the training process that
causes the trained model to make incorrect or biased predictions. For example,
[Zol+23] considered a poisoning attack in 5G, where compromised UEs are uti-
lized to transfer malicious data to RAN after using their credentials to authenticate
and be authorized in the core network. Testing phase attacks attempt to create in-
put data that appears normal but is specifically designed to mislead the machine
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learning model to give the wrong results [Sze+14]. Our work falls into the cate-
gory of testing phase attacks, specifically targeting the mobility trajectory model
after it is deployed.

Attack defense mechanisms: There are mainly two types of defense mecha-
nisms, proactive and reactive. Proactive defenders prevent adversarial attacks be-
fore they happen by, for instance, Moving Target Defense (MTD) [Sou+21] and
distillation [Pap+16; Gro+17] and adversarial training [Ant+21], while reactive de-
fenders respond to adversarial attacks when they occur, for example, using anomaly
detection [STL20; MTB23; LTZ08]. For proactive defenses, MTD [Sou+21]
defends against the attack by continuously changing networks’ attack surface to
make it more difficult for attackers to identify and exploit vulnerabilities. By using
MTPD, it is more challenging for attackers (by reducing their asymmetrical advan-
tage) to find the vulnerabilities of the network, while the network defender can
respond to attacks in real-time, and the network can adapt to changing threats.

Distillation as a defense mechanism [Pap+16; Gro+17] involves training both
a “teacher” and a “student” model. The “teacher” produces softened output prob-
abilities, which act as labels when training the “student”. The idea is to have the
“student” model learn the underlying patterns in the data rather than merely mem-
orizing the training set, which can make it more robust to adversarial attacks.
While distillation-based defenses can enhance resilience against certain adversarial
attacks by promoting more robust feature learning, they are not universally fool-
proof [CW17]. In terms of computational efficiency, once the teacher model is
trained, only the student model needs additional training, which can be more ef-
ficient than other defense methods that require multiple retrainings. Adversarial
training is used to improve the robustness of a model against adversarial attacks
by incorporating malicious data into the training set to improve the robustness
of the model against future attacks. Yet, the computational cost could be increas-
ingly high as it requires constantly generating and including adversarial samples
for training. For instance, [Ant+21] evaluates the performance of a supervised-
learning-based industrial control system when it is under adversarial attacks and
utilizes the generated adversarial samples to improve the robustness of the system.

For reactive defenses, anomaly detection distinguishes the benign and mali-
cious data. Drawing inspiration from the Isolation Forest algorithm [LTZ08],
which is a previous method for outlier detection, [MTB23] extends its concept
to a proximity-based framework. Unlike the Isolation Forest, which operates on
feature-based outlier detection, the Proximity Isolation Forest requires only a set
of pairwise distances to function, making it adaptable to different types of data.
Anomaly Detection Forest [STL20] discusses the challenge of anomaly detection
in a case where labeled anomaly data is not available and proposes a new algorithm
designed for one-class learning with only normal instances as training data. The
algorithm is an ensemble of binary trees and shows superiority over existing algo-
rithms, i.e., Isolation Forest and One-Class Random Forest for one-class anomaly
detection. While the purpose is not to perform a real-time classification, our work
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in this paper is considered a reactive defense, where we employ KMeans to distin-
guish the adversarial UEs from the legitimate ones.

8 Conclusion

This study presents an investigation of potential attacks against mobility trajec-
tory models supporting 3GPP NWDAF abnormal mobility normative analytics
use cases. The results show that, under the constraint of an adversary who aims to
minimize their effort along with the power of IMSI cloning, a tuple jump attack
is the most effective strategy. This attack involves dividing the acquired adversarial
UEs into pairs of cloned IMSIs, resulting in a decrease in mobility prediction ac-
curacy from 75% to 40%, given 10,000 legitimate subscribers and 100 acquired
adversarial UEs. The purpose of such an attack is to make the mobile operator
believe that there is a shift in the UE’s mobility behavior, and retraining with
newer data is necessary, which leads to a lower accuracy on the legitimate UEs if
this happens. While our attack works on a given legitimate mobility, i.e., work-
ing professional, random-waypoint, and gaussian-markov, further study is needed
for different mobility types. Our analysis shows that the data from adversarial
movements is distinct, and KMeans Lloyd’s unsupervised clustering technique is
sufficient to distinguish between legitimate and adversarial movements.

Future research directions include i.) testing the approach on a live network
dataset and investigating the implications of retraining the model with adversarial
data, ii.) modeling more sophisticated adversarial UEs, i.e., armed with the power
to randomize the timeslot when jumping between points in the cartesian plane.
This would need a more advanced defense strategy, as we would expect. And
lastly, iii.) Expanding the investigation to include cellular IoT scenarios, which
are expected to dominate the amount of 5G subscriptions due to the support of
massive IoT deployments in 5G.

The findings of this study provide insights for the development of more robust
NWDAF-supported mobility prediction ML models that can effectively defend

against such attacks.
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AutoML in the Face of
Adversity: Securing Mobility
Predictions in NWDAF

Abstract

Network Data Analytics Function (NWDATF) is a key component in 5G net-
works, introduced by 3G Partnership Project (3GPP) standards, that leverages
machine learning to optimize network performance. The 3GPP standards man-
date that mobile network operators should retrain NWDAF models to maintain
accuracy. However, the presence of adversarial user equipment (UE) can introduce
corrupted data points during this retraining process, compromising prediction ac-
curacy. Manually selecting optimal models for NWDAF tasks is challenging and
time-consuming, making Automated Machine Learning (AutoML) an attractive
solution. This paper investigates strategies for operators to maintain NWDAF
model performance using AutoML in the face of adversarial attacks, focusing on
mobility prediction. We consider two main retraining strategies: (A) reselecting
the model using AutoML at each retraining and (B) retaining the initial model. We
evaluate these strategies using different AutoML frameworks under varying pro-
portions of adversarial UEs, assuming that the attacker is unaware of the retraining
schedule and the operator lacks the capability to distinguish between adversarial
and legitimate mobility patterns. Our results show that, in the presence of adver-
sarial UEs, retraining with AutoML yields worse results compared to retaining a
well-trained initial model selected using an extensive AutoML search during ini-
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tial training. We, therefore, recommend that operators prioritize model selection
during initial training, ensuring the base model is optimally tuned to maintain
accuracy over subsequent retraining. This allows effective mobility prediction to
be preserved even if corrupted data cannot be fully excluded.

1 Introduction

5G network has brought significant advancements in mobile technology, with
the 3GPP introducing the NWDAF [3GP22¢; 3GP22a] as a new component.
NWDAF harnesses the power of machine learning (ML) to optimize network
performance, enabling operators to enhance efficiency, reduce costs, and improve
user experience. However, the 3GPP standards require operators to periodically
retrain NWDAF models to ensure continued accuracy, a task that can be complex
and resource-intensive when done manually. AutoML has emerged as a promising
solution, with recent reports [CI22; Ora22] highlighting its growing adoption in
NWDAF deployments. One of the key applications of NWDAF is mobility tra-
jectory prediction, which involves forecasting the future locations of user equip-
ment (UE). Accurate mobility predictions are essential for optimizing network
operations and resource allocation. For instance, by leveraging mobility predic-
tions, operators can achieve significant reductions in paging signaling, leading to
improved computational efficiency [Man+23].

However, the presence of malicious UEs can compromise the integrity of the
NWDAEF retraining process by injecting corrupted data points. While previous
research [Ati+23] has demonstrated the detrimental impact of adversarial mobility
on prediction accuracy during the inference phase, this paper takes a step further
by investigating the effects of adversarial attacks on the training data itself. We fo-
cus on scenarios where malicious UEs evade detection until the retraining phase,
corrupting the data used to update the NWDAF models. In our study, we assume
that the attacker is unaware of the operator’s retraining schedule and that the oper-
ator lacks the capability to distinguish between adversarial and legitimate mobility
patterns.

The 3GPP standards recognize the potential threat posed by abnormal UEs
and mandate that operators implement mechanisms to identify and exclude their
data to maintain the accuracy of NWDAF analytics (3GPP 23.288 [3GP22c],
section 5.1). However, given the challenges associated with anomaly detection,
even the presence of such mechanisms may not guarantee the identification of all
malicious activities within the network. This paper delves into the challenge of
maintaining NWDAF model performance in the face of adversarial attacks that
evade detection, focusing on the role of AutoML in discovering robust models.

We explore two primary retraining strategies for operators to mitigate the im-
pact of adversarial attacks: (A) employing AutoML to reselect the model at each
retraining iteration and (B) retaining the initial model discovered by AutoML. We
assess the effectiveness of these strategies using various AutoML frameworks and
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under different levels of adversarial UE presence. Our findings reveal that, in the
presence of adversarial UEs, retraining with AutoML yields worse results com-
pared to retaining a well-trained initial model selected using an extensive AutoML
search during initial training.

The main contributions of this paper are twofold:

* We conduct an in-depth investigation into the impact of adversarial UEs
on the AutoML model selection process for NWDAF mobility prediction,
considering scenarios where operators rely on AutoML for model discovery
and lack the capability to distinguish between adversarial and legitimate
mobility patterns.

* Based on our analysis, we provide recommendations on the most effective
strategy for operators to maintain NWDAF model accuracy in the pres-
ence of adversarial UEs, focusing on the trade-offs between retraining with
AutoML and retaining a well-trained initial model.

The remainder of this paper is structured as follows. Section 2 surveys re-
lated work on AutoML, mobility prediction, and adversarial machine learning.
Section 3 provides an overview of the NWDAF model lifecycle and the problem
statement. Section 4 describes the operator retraining strategies considered in this
study. Section 5 presents the threat model. Section 6 details the modeling of UE
mobility. Section 7 discusses the simulation setup and results. Finally, Section 8
concludes the paper and outlines future research directions.

2 Related Work

Below, we discuss the most relevant related work. We will cover previous work on
AutoML with a particular focus on open frameworks. Next, we discuss previous
work on ML-based mobility prediction and, finally, adversarial machine learning.

2.1 Automated Machine Learning (AutoML)

AutoML [S]22] has gained significant attention in recent years due to the increas-
ing demand for ML solutions and the shortage of experts [Tim21]. It is designed
to automate the process of building machine learning models, including tasks such
as data preprocessing, feature engineering, model selection, and hyperparameter
tuning [HZC21; Kar+21]. Numerous approaches have been proposed in the lit-
erature to achieve this goal, such as genetic algorithms [MM19], Bayesian opti-
mization [Sha+15a], and cost frugal optimization [WWH21]. It is particularly
well suited for telecom operators, especially small ones, where Al is not the focus,
and acquiring such expertise might take time, effort, and money. While previous
research has provided a benchmark on different AutoML frameworks [Gij+22],
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the result was from general datasets and runs on a malignant environment. Our
work focuses on exploring AutoML for mobility data in mobile operators while
adversarial data is introduced to the environment simultaneously.

Framework Optimization and Search Space

Auto-sklearn [Feu+22]  Bayesian Optimization
Autogluon [Eri+20] Stacked Ensembles of Preset Pipelines
FLAML [Wan+21b] Cost Frugal Optimization

Table 1: Employed AutoML frameworks in the experiments.

Given the excessive costs involved in assessing every framework, we chose to
focus on analyzing three specific frameworks for this study from table 1, i.e., Auto-
sklearn [Feu+22], Autogluon [Eri+20], and FLAML [Wan+21b]. We focus on
finding a generalized conclusion on how the AutoML solution would handle when
the training data is poisoned with adversarial data points, particularly in the con-
text of NWDAF in 5G.

Each of the frameworks listed above employs unique strategies: Auto-sklearn
employs Bayesian optimization [Sha+15a], and AutoGluon [Eri+20] employs
multiple techniques, i.e., ensembling and stacking [Pav18] for model performance
enhancement, alongside multi-fidelity optimization [LL24] and bandit-based re-
source allocation [Cha+08] for efficient model selection. It also utilizes Neural Ar-
chitecture Search (NAS) [EMH19] for optimizing models to balance performance
and search efhciency. FLAML is a lightweight AutoML tool that employs an adap-
tive ensemble learning approach to construct high-performing models with min-
imal computational overhead [WWH21].

2.2 ML-based mobility prediction

In the area of ML-based mobility prediction and its resource application in 5G,
several works have been proposed. The existing works can be roughly catego-
rized into two groups: traditional ML-based [Imt+18; KK10; Gho+14], and deep
learning-based [AK20; Ozt+19]. An example of the former is a new framework
for 5G using Random Forest to improve its resource allocation efficiency and ro-
bustness [Imt+18]. Additionally, [Gho+14] introduces an approach for predict-
ing node mobility in mobile ad hoc networks using Extreme Learning Machines
(ELMs) [HZSO06]. For the latter approaches, in [AK20], Long Short-Term Mem-
ory (LSTM) was employed for traffic prediction in vehicular ad hoc networks
(VANETs). The authors of [Ozt+19] proposed a low-cost approach to mobility
prediction in 5G using a deep learning model based on the user’s previous location
and velocity data.
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2.3 Adversarial Machine Learning

Relative to the stages of learning, a report from the National Institute of Stan-
dards and Technology (NIST) [OV23] classifies the attack toward machine learn-
ing model into two categories: (i) Training-time attacks and (ii) Deployment-time
attacks. The common term of the former is poisoning attack [BNL12], which can
be classified into two categories: data poisoning [BNL12; Gu+19] where an at-
tacker injects harmful data into the training set and model poisoning [Liu+18a]
where the attacker tampers with the model itself, either during training or via a
compromised update mechanism. The latter can also be classified into two cate-
gories: evasion attack [Big+13; GSS14; Sze+13], where the adversary modifies in-
put data to cause the machine learning model to make incorrect predictions, and
privacy attack [Sho+17; DNO03] where the aim is to extract sensitive information
from the model or its data. While the work against a deployed NWDAF model
[Ati+23] is considered to be an evasion attack, our work in this paper focuses on
data poisoning attacks.

3 Background and Problem Definition

3.1 Background: The Lifecycle of an NWDAF Model

The NWDAF model is defined by 3GPP [3GP22c]. It is a rather broad framework
allowing different mobile network analytics functions to be implemented. The
standard also discusses a mechanism for identifying abnormal UEs. There is a
mandatory requirement for the operator to have the means to distinguish such
abnormality within a given time window and potentially exclude their data to
maintain the accuracy of NWDAF analytics (3GPP 23.288 [3GP22c¢], section
5.1). As anomaly detection is challenging, even if such a mechanism exists, it
cannot detect all malicious activities in the network.

The life cycle of an NWDAF model following the standard [3GP22c¢] would
typically look like the one we depict in Figure 1. Below, we explain the details of
the different steps:

C1 The cycle starts with an initial training (green) to generate the first version
of the trajectory model. The model selection can be handcrafted manu-
ally or by using an automated mechanism with AutoML. In this paper, our
approach follows the model selection of the prior work [Ati+23], which in-
volves picking the best model with AutoML. Once the best model is identi-
fied, it is deployed to the live environment to provide services to other NFs
in the network. The accuracy of the deployed model is periodically checked
and remeasured every predefined period. A decrease in accuracy indicates
either behavioral changes of legitimate UEs or the presence of adversarial
UEs in the network.
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Figure 1: The lifecycle of NWDAF’s model

C2 In the presence of adversarial UEs in the network, the 3GPP standard man-
dates that the operator must have the means to distinguish the legitimate
and adversarial UEs to be potentially excluded from the network (red).

C3 If the accuracy is back to normal after the exclusion of adversarial UEs (C2),
the NWDAF model continues its operation. Otherwise, the operator as-
sumes that there is a shift in the (legitimate) user mobility behavior. When
this happens, the assumed-to-be all benign UEs form the training set and
will be used in the next retraining task (blue). This generates a new model
that will be deployed to the live environment. Similar to the C1 situation,
in this phase, the model selection can be handcrafted manually, or AutoML
can be used to automate the selection.

3.2 Problem Definition

In this paper, we assume the situation in step C2 where the operator is unable to
exclude abnormal UEs from the dataset. This means the adversarial data points are
included in the next retraining task in C3. This situation can, for instance, occur
due to (i) a newer version of adversarial mobility is introduced to the network such
that the defense mechanism fails to recognize, or (ii) a number of legitimate UEs
turns into adversarial in the middle of NWDAF deployment in a way that the
system believes that the UEs are still benign. When no proper anomaly detection
exists, the NWDAF will train on all data, including any adversarial data points,
and as a consequence, the adversarial data points will poison the dataset for the
next retraining task in C3. The severity of this issue depends on (i) the type of
adversarial mobility (previous work [Ati+23] has shown that different mobility
affects the accuracy during inference in different ways) and (ii) the proportion of
the adversarial data points in the dataset.
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Given the data poisoning situation described above, we consider the problem
of forming an operator retraining strategy in C3 that gives acceptable mobility
prediction accuracy. The term acceptable here means that the accuracy for the
legitimate user should not be decreased in any way. Even when it is, the decrement
should be kept as small as possible to minimize the impact. In the context of the
use of AutoML, we are particularly interested in whether the use of AutoML in
C1 and C3 is suitable when the operator is enduring an attack from the adversarial
UEs. This includes whether they need to employ AutoML at all times (both C1
and C3) or not. Using AutoML at all times is convenient, but we want to find the
answer to whether using this strategy is robust enough in the long run, particularly
when the number of adversarial data points increases. It is also important to notice
that if; we can find a solution to this problem; there is not even a reed to introduce
any other type of anomaly detection into the system for this type of mobility attack,
as the system will be robust independent of the presence of the attack or not; as
long as the selected model is robust enough.

4 Different Operator Retraining Strategies

To address the identified research problem, we investigate two natural classes and
three different types of hypothetical operator strategies based on the characteristics
of their retraining profile in C3, i.e., how they use AutoML during retraining tasks.
We denote the two classes, A and B, respectively, and the selection is based on a
more general work about continual learning in practice [Die+18]. But, before
that, we explain the time budget in AutoML as it is the main factor for classifying
the strategies.

4.1 Time-budget in AutoML

The term time-budger [Feu+18] refers to the maximum amount of time that the
AutoML system is allowed to search for the best machine learning model and its
hyperparameters given the input dataset. Essentially, it sets a runtime limit on
the AutoML process. However, searching through all possible combinations of
models and their hyperparameters can be computationally expensive and time-
consuming. While a more extended time budget can potentially lead to a more
optimized model, it does not always guarantee significantly better performance.
After a certain point, the improvements might be marginal. Hence, choosing an
appropriate time budget is crucial to balance model performance and computa-
tional efficiency.

4.2 New model and data for each retraining

The first strategy, A, is about constantly updating the learning process as new data
comes in. In [Die+18], it is termed as a self-correction policy where “the policy



Paper V: AutoML in the Face of Adversity: Securing Mobility Predictions in
162 NWDAF

engine is responsible for updating models by triggering retraining or other actions”. In
our case, the trigger is a lowered accuracy after the system is assumed to have sep-
arated the adversarial data points from the dataset (which is actually not the case).
With the model being updated for every trigger of the policy engine, AutoML
is used to select the best model at all times (both during initial training and at
retraining). Strategy A is formally defined as:

A The operator selects the best model and hyperparameters both during initial
training (C1) and during the retraining period (C3) using AutoML.

This is a natural and straightforward strategy to choose. In this case, setting
an appropriate AutoML time budget is critical. Performing a retraining task using
AutoML can be time-consuming, with a significant portion of time dedicated to
finding the best model given the polluted dataset. In order to minimize the impact,
a lower time budget is desirable. However, a lower time budget may result in a
less accurate model and a poor selection of hyperparameters. Striking a balance
between these two factors is crucial to achieving a performant model while keeping
uptime high. The discussion to balance these two factors is explored in section 7.3.

4.3 Old model and new data for each retraining

The second strategy, B, is the opposite of the first one. It diverges from the con-
tinual learning ideal by limiting the scope of retraining. This reflects a practical
compromise, as highlighted in [Die+18], between the ideal of continuous model
evolution and the realities of computational and resource constraints. Accord-
ing to the second strategy, the operator thinks model reselection using AutoML
is costly (computation, time, and cost-wise). In this case, the operator’s natural
choice is to select the initial model with AutoML but retrain using the same se-
lected model as picked initially with newer data (which, in this case, might include
the adversarial data points). We formally define strategy B as follows:

B The operator selects the best model and hyperparameters with AutoML only
during initial training (C1) and then retrains the same initial model and
hyperparameters during the retraining period (C3) with newer data.

We divide this retraining strategy class into two different categories, depending on
the allocated time budget for the initial training (C1):

B1 Short time budget.

B2 Long time budget.

For the strategies B1 and B2, as the operator decided to stick with the initial
model, allocating more time budget is not a problem. This is because AutoML



5 Threat Model 163

is only used when NWDAF is not yet deployed, and spending as much time as
possible in finding a suitable model can be done without affecting the live deploy-
ment in any way. Hence, allocating a larger time budget is not as costly as in the
first strategy. The main consideration is, instead, the computational cost, where a
larger time budget means more resources are needed for the initial training.

5 Threat Model

For a mobility attack to be considered feasible, it must not require an unreasonable
amount of effort. In particular, an attack that involves moving UEs (physically)
throughout the network for extended durations is not practical. The resources
and effort needed to carry out such an attack would outweigh any potential gains,
making these types of attacks improbable and beyond the scope of this analysis.

This study operates under the assumption that an adversary possesses the capa-
bility to obtain UEs and create multiple clones with identical International Mo-
bile Subscriber Identity (IMSI) numbers. The attack can be scaled vertically by
acquiring more UEs or horizontally by increasing the number of cloned UEs. The
acquisition process can be either legitimate, following standard procedures, or il-
legitimate if existing ones are stolen. Note that this scaling is limited as assuming
the adversary can control all the UEs in the network is not feasible. It means that
the adversary does not have full white-box capabilities, as it only controls a small
portion of the UEs in the network. Research has demonstrated the feasibility of
extracting the main secret key from a 4G Universal Subscriber Identity Module
(USIM) [Liu+15a; Liu+15b]. If the adversary gains access to the primary USIM
key, they may be able to duplicate it. While NWDAF and our attack are mainly in-
tended for 5G, we envision that a similar attack can be applied in a non-standalone
5G network.

Since our primary objective is to illustrate how the presence of adversarial UEs
can also impact the accuracy of legitimate UESs’ trajectory prediction if the operator
fails to exclude the adversarial UEs before the next retraining task, we assume that
the adversarial mobility from the attacker cannot be detected in step C2, i.e., a data
poisoning event has occurred. In such a worst-case scenario (given the attack that is
performed), we explore what can be done to minimize the impact on the operator
using the different identified strategies A, B1, and B2. In a real-world scenario,
this situation often occurs when a newly formed adversarial pattern is introduced
by the adversary, making the system unable to detect the attack. It should be noted
that the mobility model itself is not a part of the NWDATF specification, as the
3GPP standard only defines interfaces and use cases. However, we have defined a

mobility model with NWDAF input and output.
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6 Mobility
6.1 Mobility Simulator

The privacy-sensitive nature of UE mobility data poses challenges to obtaining
real-world data from mobile operators due to strict privacy laws, such as the Gen-
eral Data Protection Regulation (GDPR) [Eur23]. To address this issue, Ericsson
has developed an internal spatiotemporal mobility simulator [Eri20] capable of
producing UE mobility data based on predetermined mobility models. The spa-
tial aspect of the simulator is based on a real-world deployment of Airtel’s open-
network topology [Air16] in India. On top of that, the mobility data is gener-
ated as time series data that manifests UE connected to a particular eNodeB with
calculated signal strength based on distance and the load of the respective eN-
odeB. Although the simulator is not open-sourced, a subset of the post-processed
dataset is available in our repository: https://github.com/nwdaf-research/
dataset-attack.

6.2 Prediction Accuracy

Mobility prediction in UE involves two crucial metrics: (1) location prediction at
a specific time denoted as [, and (2) timeslot prediction (8) given that [ is accurae.
The latter metric indicates how long a UE remains connected to a specific eNodeB
at a particular time. For a given period of to — t; € T with n mobility events
e, the mobility prediction accuracy is calculated as the sum of correct timeslot
predictions § (when [ is correct) divided by the total number of predictions. The
accuracy is shown in equation 1 and will be used throughout this paper.

ZZ:() (écm"rect ’ Zcor'rect)
n

1)

Accuracy =

6.3 Legitimate Mobility

Generalizing UE mobility and providing a one-size-fits-all model to perform pre-
diction is a non-trivial task [ST19b]. This is due to the uniqueness of the mobility,
either as an individual or as aggregates in a particular area. While some mobilities
are too stochastic to enable reliable prediction, others may follow patterns that are
possible to model. With this assumption, we decided to pick a subset of UE mo-
bility called working professional [Ekm+08] as the legitimate UEs in the dataset,
which follows a periodic movement pattern between the office and the home. It
assumes that professionals engage in regular movements between their residences
and workplaces throughout the day and evening. The model employs randomly
selected initial coordinates for home and office, adhering to specific location con-
straints. This mobility pattern is relevant in most areas worldwide. As our base
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installation of the eNodeB is based on an operator in India, this mobility represents

the population of 140 million people based on Census data [Ruk16].

6.4 Adversarial Mobility

For adversarial mobility, the previous study [Ati+23] has shown one attack, called
the tuple jump mobility attack, as the most effective in decreasing the NWDAF’s
accuracy. We use this type of attack in our measurement. To do this, the attacker
divides the adversarial UEs into pairs and assigns each pair the same IMSI (original
and cloned), allowing them to impersonate each other. Within each pair, the ad-
versary can make one device connect to an eNodeB while the other remains silent,
then switch their roles in the next step, creating the appearance of movement be-
tween different locations while actually both of them stay in their locations at all
times. The attacker makes the choice of eNodeBs randomly and can include geo-
graphically distant ones. This attack can be carried out without much effort since
the devices can be placed near the chosen eNodeBs and do not need to move phys-
ically, fulfilling the requirement from the adversary in our threat model. When an
adversary obtains multiple UEs, they can use this technique to confuse the net-
work operator and make it seem like a single device is moving erratically between

different eNodeBs.

7  Simulation and Result

7.1 Simulation Environment

The UE mobility simulation and the computation to find the best model, followed
by attacking such a model, was conducted on a server with 48 cores of AMD
EPYC 7413 and 256 GB of memory. While the number of adversarial UEs varied
between 50 and 1000 (with an increment of 50), the simulation included a baseline
of 10,000 legitimate UEs. The simulation spanned five days, with the first four
days used for training and the final day for testing.

7.2 Data Preprocessing

This work utilized a dataset sourced from the mobility simulator mentioned in sec-
tion 6.1, containing three main features: {IMSI, eNodeB_path, signal_strength}.
The data contains historically connected eNodeBs coupled with each connection’s
timestamp and signal strength for a particular unique IMSI. Table 2 shows an IMSI
08126630, which is historically connected to eNodeB 2 and 17 at timestamp 99
and 244, respectively, where the signal strength of each connection is 0.154 and
0.199.

Given many available IMSIs, the dataset is then transformed from an IMSI-
based to an event-based. The reason is that we want to predict the future location
of a particular IMSI at a particular time. In this case, it is better to have the
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IMSI eNodeB_path signal_strength
08126630 99’:2,244’:17,... 99’:0.154,244°:0.199,...

Table 2: Raw data

timestamp (event-based) as the main identifier of each entry of the data instead of
the IMSI. So, for a particular timestamp, the transformed dataset contains many
IMSIs connected to many eNodeBs, but one IMSI is only allowed to connect to
one eNodeB. The duration an IMSI remains connected to one eNodeB before
switching to another is called a timeslot, as used in equation 1.

To provide a better context for each event, we then enrich the dataset with
additional features, i.e.:

* enode_1-enode_4: The history of 4 previous connected eNodeBs.

* time_1-time_4: The timeslot of each connection.

* sig_st: Signal strength of that particular connection to the target eNodeB.
* imsi: The IMSI of the connected UE of the target eNodeB.

* neigh_1-neigh_4: Top four neighboring eNodeBs of the currently con-
nected eNodeB.

* early_morning, morning, noon, evening, and night: Categoriz-
ing each timestamp into five different bins.

* home_enb: A home eNodeB where a particular IMSI stays connected the
longest.

The enriched features are included in the final input variable, represented as
x: {enode_1, enode_2, enode_3, enode_4, time_1, time_2, time_3,
time_4, sig_st, imsi, home_enb, early_morn, morning, noon,
evening, night, neigh_1, neigh_2, neigh_3, neigh_4}

The dataset is subsequently employed to construct a model that predicts the
binned timeslot (5), during which a UE maintains a connection to a specific eN-
odeB (Z) Note that the timeslot is binned to reduce the effect of small differences
in continuous values, which are of less importance. Also, as the timeslot is the time
spent on each eNodeB before moving to another location, classifying binned val-
ues is simpler than classifying the continuous values of many different UEs. This
comes at the cost of rounding up each value to the respective range in the binned
position. Note that a round-down is possible, but the resource will be allocated
less than needed.
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7.3 Finding the optimum time budget

Given the discussion in section 4, setting a suitable time budget for the model
selection is important. In particular, it is more important for the retraining task
in C3 because it is triggered when the accuracy of the prediction is low, while at
the same time, the NWDAF is serving the subscribed NFs. On the other hand,
for the initial model selection in C1, one would be able to spend as much time
as possible due to the model not yet being operational. In this section, we discuss
how we set the time budget for all the strategies A, B1, and B2 in relation to the
initial and retraining task.

To start with, we explore how different time budgets impact prediction accu-
racy when the training set is not poisoned, i.e., consisting exclusively of legitimate
UEs. We vary the time budget from 1 to 10 minutes and observe the changes in
accuracy over the three different AutoML frameworks mentioned in section 2.1:
Auto-sklearn, FLAML, and AutoGluon. Resource-wise, it is not feasible to test a
very large number of different frameworks. We have chosen to work with these
three as they give a good representation of different AutoML algorithms and use
fundamental different optimizations and search spaces as shown in table 1.

Then, we pick the smallest time budget once the values start to converge
among the three frameworks. It would be possible to pick a longer time, but a
shorter time budget is desired (as the time taken to iterate the process in Figure 1
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is also shorter), especially during the retraining period in C3.

Figure 2 illustrates this relationship, showing a marked increase in accuracy in
the initial runs, with a convergence over all the frameworks around the 6-minute
mark. After this, the accuracy among the frameworks does not have a significant
difference. To this end, we standardized the minimum time budget to get a mean-
ingful result and obtain a performant model: 6 minutes. This is applied to both
strategies A and B1 (for simplicity, let’s call them TA and TBI, respectively). In
A, TA is used in both C1 and C3, but in B1, TB1 is used only in C1 as the re-
training in B1 uses the same selected model picked initially. Note that this is the
minimum amount of time to be spent in model selection using AutoML to se-
lect the best-performing model. In these experiments, however, different datasets
might yield different minimum time budget requirements. Adversary knowing
the information of applied time budget to the training strategy could trigger the
retraining phase more frequently, resulting in a never-ending cycle of retraining,
which might affect the NWDAF’s performance. Such a case is out of the scope of
this paper and left for future investigation.

For a longer time budget in B2, we heuristically set it to be 10x the minimum
time previously mentioned. Thus, the time budget for B2 is 60 minutes; we call
it TB2 (used only in C1). Note that there is no long time budget for strategy
A because spending longer time during C3 in strategy A is undesired, especially
when the accuracy of the prediction is, at the same time, low. Using TA, TB1,
and TB2, we explore the operator’s options for preserving the NWDAF’s model
prediction accuracy to the best possible extent. Our ultimate goal is to provide
recommendations on which strategy to pursue for mobile operators facing similar
issues in the future.

7.4 Attack on the training set

Given the pre-processed data and the minimum time budget mentioned earlier,
we investigate the impact of the attacks on the hypothetical operators with the
strategies A, B1, and B2. As the operator is assumed to be unable to distinguish
the adversarial UEs, we investigate the effect of data poisoning during retraining.
The poisoning is performed with an increasing proportion of adversarial UEs to the
total number of legitimate UEs in the network, i.e., as there are 10000 legitimate
UEs and 50 to 1000 adversarial UEs, the attack is performed with the proportion
0f 0.005 to 0.1 adversarial UEs to the total legitimate UEs. The interval of 50 is
selected to provide a granular understanding of how the NWDAF’s performance
is affected as the number of adversarial UEs increases within this range. To make
a fair comparison, the configuration is kept to be as basic as possible for each
framework we run. The following is the detail of the run on each strategy:
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A

For each proportion of adversarial UEs, the retraining task with AutoML is per-
formed five times, and then the mean and the standard deviation of the accuracy
are calculated. Since AutoML is involved, each run for this strategy yields a dif-
ferent model and hyperparameters.

B1 and B2

For each proportion of adversarial UEs, the retraining task is performed five times
with the same model selection as selected by the initial training, i.e., the same
model but with different training data. The initial training for the model selection
still involves AutoML with a time budget of 6 minutes for B1 and 60 minutes
for B2. In the end, the mean and the standard deviation of the accuracy for each
proportion of adversarial UEs are calculated.

7.5 Results

Given the attack previously explained, we draw the line plots of the prediction
accuracy relative to the proportion of adversarial UEs in the network. The line
plots in figures 3, 4, and 5 display two key pieces of information. The X-axis shows
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the ratio of adversarial UEs to the total legitimate UEs available in the network.
On the Y-axis, the accuracy corresponds to each of these ratios.

Given the 6 minutes time budget explained in 7.3, it is clear that retraining
the poisoned data with the AutoML frameworks for each retraining occasion (sce-
nario A) is not enough to keep the accuracy desirable and cannot be generalized as
the solution. While FLAML shows a slight decrease over the x-axis, AutoSklearn
shows a significant decrease as the proportion of adversarial UEs increases. On
the other hand, AutoGluon shows a more stable accuracy even though the accu-
racy value is around 42% regardless of the proportion of the adversarial UEs. The
strategy A for FLAML and AutoSklearn shows a considerable variance compared
to the rest of the strategies. The variability of the accuracy could be attributed
to the way the frameworks explore the model space, i.c., (i) Each run may start
with a different random state, leading to different paths in the search for the op-
timal model, and (ii) The frameworks employ a cost-effective search strategy that
balances between exploring different models and exploiting the best-performing
models. This strategy can involve probabilistic decisions that might differ from
one run to another. However, the accuracy is generally dropped (FLAML and
AutoSklearn) or already low (AutoGluon) even when the model is newly selected
for each proportion of adversarial UEs. In this case, following the self-correction
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policy [Die+18] does not suit the situation, particularly when the proportion of
the adversarial UEs is high.

Maintaining the original model and retraining it with poisoned data helps to
keep the accuracy stable. Specifically, in scenario B1, all evaluated frameworks
manage to maintain their accuracy levels, even as the share of adversarial UEs in-
creases. However, FLAML and AutoSklearn achieve higher accuracy compared
to AutoGluon under these conditions. AutoGluon, in contrast, performs poorly,
with its accuracy being worse than random guessing from the start. This reveals
two key insights: firstly, having up to a 10% proportion of adversarial UEs does
not significantly affect model performance in B1, despite the training data being
poisoned with an increasing number of adversarial UEs. Secondly, in this specific
case, AutoSklearn and FLAML outperform AutoGluon in developing a more ac-
curate model, even though all frameworks manage to maintain consistent accuracy
as the proportion of adversarial UEs increases.

However, it is clear from all the figures that B2 is the most robust scenario
among all the strategies. Of all the frameworks, not only does B2 demonstrate
the highest accuracy in comparison to the other scenarios, but it also maintains
this accuracy consistently, even when the training data is incrementally poisoned.
This is attributable to (i) a more extensive search and (ii) better hyperparameter
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tuning. The former allows AutoML to try out more models and a wider range of
hyperparameters. This increases the likelihood of finding a model that generalizes
better to unseen data, even when the data is poisoned with a larger proportion of
adversarial UEs. The latter means AutoML can spend a longer time tuning the
hyperparameters of each model. Hyperparameter tuning is critical for getting the
best performance out of a machine learning model, and more time can lead to
more precise tuning, resulting in a more robust model, even in the presence of
adversarial data points.

While our results demonstrate that the B2 strategy, which involves an exten-
sive initial AutoML search followed by retraining with the same model and hy-
perparameters on updated data, provides the best resilience against data poisoning
attacks, it is important to consider the potential limitations. Although the B2 strat-
egy updates the model with new data during retraining, it may not fully capture
the context drift in the legitimate user data over time, as the model architecture
and hyperparameters remain fixed. As the mobility patterns of legitimate users
evolve, the fixed model might not be able to adapt optimally to these changes,
potentially leading to a gradual decrease in prediction accuracy for those users.

To mitigate this issue, periodic retraining using AutoML on carefully filtered
data could help discover new model architectures and hyperparameters that better
adapt to evolving legitimate user patterns while still maintaining robustness against
attacks. Additionally, employing unsupervised anomaly detection techniques to
identify and isolate potential adversarial data points before retraining could allow
the model to benefit from updates that capture context drift more effectively while
minimizing the impact of data poisoning. Future research should explore methods
to balance the need for model adaptability with robustness against data poisoning
attacks in the context of NWDAF mobility prediction to provide mobile network
operators with strategies that optimize both factors.

8 Conclusions

This paper investigates different AutoML frameworks for data poisoning of mobil-
ity data. When the adversarial UEs are not promptly identified and excluded from
the training dataset, the quality of the mobility predictions for legitimate UEs de-
teriorates. This is particularly true if the trajectory model’s retraining process is
not robust enough. We show that while AutoML frameworks are effective in ini-
tial model selection, their efficiency during retraining is significantly challenged by
the presence of adversarial mobility data. Extensive exploration of the model space
and meticulous hyperparameter tuning at the beginning, as shown in operator B2,
displayed a marked improvement in maintaining prediction accuracy, even when
the model is fed with adversarial data points during the retraining phase.

Our study suggests that while automating model selection in the retraining
phase is handy, the fact that the model owner has a limited time to train a newer
model makes it problematic, especially when faced with adversarial data points.
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For future mobile network operations, our research recommends that mobile op-
erators optimize the use of AutoML only during the initial training phase when
NWDAF has not been deployed. This is to ensure that the operator gets the best
trajectory model without worrying about the time budget, as shown by B2. Hence,
even when the operator is being attacked by adversarial UEs, poisoned training
data does not harm the overall system performance.

Future works include exploring the same strategy using real-world datasets
from an actual NWDAF deployment. This is needed to validate our conclusion
in a real-world scenario. While we only explore Auto-sklearn, FLAML, and Au-
toGluon, we find that other frameworks likely show similar trends, but still, a
scrutinization is needed to confirm our hypothesis. Also, with a larger resource,
one might be able to find the correlation between how much time is required to
keep the accuracy desirable if the operator wants to stick with the scenario A.
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Catching Common
Vulnerabilities with Code
Language Models

Abstract

Code Language Model (code-LM)-based vulnerability detection for C/C++ faces
a substantial challenge. Previous research has shown that even though code-LM-
based is better than any prior machine learning approach, they still struggle to
generalize well, as shown by the low F1 score. Prior works treated the problem
as a binary classification: either vulnerable or non-vulnerable. Looking deeper
at the various vulnerability types, we see that this oversimplifies the problem, as
different vulnerabilities have different characteristics. This paper investigates the
same problem but with a different question, i.e., how would the model perform
if the task is to classify whether the code is vulnerable to a specific type? We
use the recently released PrimeVul dataset as a basis to investigate the ability to
correctly classify different types of vulnerabilities. We conduct two experiments
by fine-tuning code LMs on (1) datasets specific to each of the most common
types and (2) cumulative datasets incorporating an increasing number of the most
common types. We show that it is challenging to correctly identify a specific class
of vulnerability in a dataset containing all types of vulnerabilities. However, if
the task is modified to correctly identify the most common vulnerabilities, the
cumulative model outperforms the previous results using binary classification on
the dataset. This result shows a promising path to make code-LM practical in

Syafiq Al Atiiq, Christian Gehrmann, Karim Khalil, Kevin Dahlén. “Catching Common
Vulnerabilities with Code Language Models”. Submitted to 20" International Conference on
Availability, Reliability and Security, ARES 2025, Ghent, Belgium.
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assisting developers with vulnerability detection tasks in C/C++ code.
g p y

1 Introduction

Software vulnerability detection is a resource-intensive task due to the complex-
ity and diversity of software systems [Lin+20]. Crowdstrike 2024 State of Ap-
plication Security Report! mentioned that ‘taditional security reviews are time-
consuming and expensive”. Vulnerabilities can emerge from different sources, i.e.,
design flaws, implementation errors, or misconfigurations. Traditional techniques,
such as static analysis [CM04] and dynamic testing [Bal99¢], often struggle to keep
pace [Zho+24] with the evolving landscape and the increasing software complex-
ity.

Recent advancements in transformers [Vas+17], particularly in code language
models (code LMs), have demonstrated impressive abilities in comprehending
both natural languages [Bro+20] and programming languages [Wei+24; Guo+24a;
Zhe+24]. This has led to the consideration of using code LMs for vulnerability
detection. By training code LMs on vast amounts of code (vulnerable and non-
vulnerable), code LMs can potentially learn patterns and common vulnerabilities.
Unfortunately, the outcome has not been as favorable as one would have hoped.

A recent work, Diversevul [Che+23b], has shown a promising result by fine-
tuning smaller code LMs on a curated dataset of ~330k non-vulnerable and ~19k
vulnerable functions, resulting in improvements over the traditional Graph Neural
Network (GNN) [Sca+09] approach. However, even if code LMs are better than
GNN:gs, they still struggle to generalize well. Its best-finetuned model (CodeBERT-
based [Fen+20b]) achieved only an 11.94% F1 score, with an unclear cause.

A follow-up work, PrimeVul [Din+25], is introduced as a new benchmark
dataset designed to show the limitations of the existing works. It features high-
quality data and rigorous de-duplication. It reveals an even deeper problem: state-
of-the-art (SOTA) LMs with billions of parameters struggle to generalize, with
performance significantly lower than reported. For instance, a StarCoder3 7B
model [Li+23] achieved an impressive F1 score of 68.26% on the BigVul [Fan+20]
dataset but plummeted to a mere 3.09% when tested on PrimeVul. The result also
shows no correlation between parameter size and performance.

'The de-facto approach used by PrimeVul and DiverseVul (and numerous earlier
works on ML-based vulnerability detection [Tha+22; Zho+19b; Zho+24; Fan+20;
Cha+22a]) is that they treat the problem with a binary classification approach
where multiple vulnerability types are classified into a single label. We hypoth-
esize that this is overly simplistic, mainly for two reasons: i) Each type has its
characteristics, and ii) different types have different numbers of representations in
real-world data (some vulnerabilities are more common than others). The ques-
tion from previous works is always asked, i.e., is the code vulnerable? In this paper,

'htps://www.crowdstrike.com/2024-state-of-application-security-report/
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we investigate a different question, i.e., is it vulnerable to a specific type of vulner-
ability? If it is indeed oversimplistic, then one can achieve a practical performance
if one narrows down the detection scope. Another implication is that if one incor-
porates more vulnerability types into the dataset, the detection performance will
decrease as the types increase. We perform extensive vulnerability detection exper-
iments to evaluate our hypothesis addressing the following two research questions:

* RQI: How do different code-LMs perform for each of the most common
vulnerability types?

* RQ2: How does code-LM performance change when incrementally includ-
ing more of the most common vulnerability types in the dataset?

To keep the investigation size feasible, we pick the ten most common vulner-
ability types based on the Common Weakness Enumeration (CWE).

Contributions. We investigate code vulnerability detection from a new an-
gle. Instead of the de-facto binary classification approach, we focus on whether
a given code snippet is vulnerable to a specific type of vulnerability. This more
granular approach reveals new insights: (RQ1) Narrowing down to a single or a
small subset of vulnerability types improves per-type detection quality, with some
vulnerabilities (i.e., CWE-119, CWE-20) showing patterns that generalize better
across other vulnerability types, whereas others (i.e., CWE-190, CWE-703) re-
main isolated and harder to detect beyond their own category. However, we also
demonstrate that it is particularly challenging to correctly identify a specific class of
vulnerability in a dataset containing all types of vulnerabilities. (RQ2) Gradually
increasing the number of targeted vulnerability types expands the model’s cover-
age but reduces per-type detection quality, ultimately showing a trade-off between
specialization and generalization. Our analysis also demonstrates that a model
trained on the top 10 most common CWEs, chosen based on their prevalence,
outperforms the SOTA results reported by PrimeVul (in terms of F1-score) when
evaluated in a similar fashion, highlighting that careful selection and training on a
more focused set of vulnerability types can surpass baselines that combine all types
into a single label.

Open Science. To support open science and encourage reproducibility, we
have made all materials from our study publicly available on GitHub. This in-
cludes the dataset, scripts for data processing, model training, evaluation, and the
complete experimental results. These resources can be accessed at the following
link: https://github.com/syafiq/commonvul.

Paper Organization. The rest of the paper is organized as follows. We present
the related work in section 2. Then, we discuss the data processing, used code LMs,
and the fine-tuning setup in section 3, followed by discussing RQ1 and RQ2 in
section 4. We discuss the threats to the validity of our study in section 5. And
finally, we draw our conclusion and anticipate future works in section 6.


https://github.com/syafiq/commonvul
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2  Related Work

2.1 Machine Learning Based Detection

Static Application Security Testing (SAST) has long been a method for identify-
ing vulnerabilities and ensuring code quality. Traditional SAST techniques rely on
rule-based systems and heuristics. However, with the birth of machine learning,
researchers have explored the application of these techniques to enhance the ef-
fectiveness and efficiency of SAST. While SAST tools are widely used in industry,
recent studies have shown that they may be less effective [Zho+24].

On the machine learning side, early work [Neu+07] proposed using support
vector machine (SVM) [CV95] to predict vulnerable software components by ex-
tracting features from code based on historical data. VulDeePecker [Li+18b] ad-
vanced this approach by applying deep learning techniques, specifically long short-
term memory (LSTM) [HS97] networks, to learn the patterns of insecure code.
They treated code as a sequence of tokens and trained the LSTM model to predict
the presence of vulnerabilities.

Building upon these, more recent work has focused on leveraging Graph Neu-
ral Networks (GNNs) [Sca+09] to incorporate code structure information. De-
vign [Zho+19b] and ReVeal [Cha+22a] utilized GNNs with code property graphs
to identify vulnerabilities based on the structural and semantic properties of code.
Similarly, VulChecker [Mir+23] proposed using an enriched program dependence
graph for vulnerability detection. Another approach by [Yam+14] modeled code
as a graph using GNNis to capture relationships between code elements for iden-
tifying vulnerabilities. Before the widespread use of pre-trained language models,
early deep learning approaches for vulnerability detection primarily utilized Bidi-
rectional Long Short-Term Memory (BiLSTM) and Bidirectional Gated Recur-
rent Unit (BiGRU) [Cho+14] networks. These variants of recurrent neural net-
works (RNN) can process sequential data, such as code tokens, in both forward
and backward directions, enabling them to learn the patterns. Notable examples
include VulDeePecker [Li+18b] and SySeVR [Li+22].

2.2 Language Model Based Detection

Recent advancements in natural language processing (NLP) have led to the adop-
tion of pre-trained LMs, such as Bidirectional Encoder Representations from
Transformers (BERT) [Dev+19b], in the field of code analysis. CodeBERT
[Fen+20b] is a pre-trained code LM that adapts BERT to capture the semantic
and syntactic properties of code. While CodeBERT is not specifically designed
for vulnerability detection, its ability to understand code semantics suggests its
potential application in this domain. Diversevul [Che+23b] conducted a com-
prehensive study on 11 model architectures from 4 families: GNNs [Sca+09],
RoBERTa [Liu+20], GPT-2 [Rad+19], and T5 [Raf+20]. Their results demon-
strated that code LMs like CodeT5 [Wan+21c; Le+22] and NatGen [Cha+22c¢],
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Dataset Base | AcctT | F11 | Prec?T | Rec? | FPR{

. CT5 | 9491 | 9.39 | 13.35 | 7.24 1.78
DiverseVul [Che+23b] 079917194 [ 13.34 | 10.80 | 2.65
CT5 | 96.67 | 19.7 - - -
CB 96.87 | 20.86 - - -
PrimeVul [Din+25] UC 96.86 | 21.43 - - -

SC2 97.02 | 18.05 - - -
CG2.5 | 96.65 | 19.61 - - -

Table 1: Performance of SOTA Vulnerability Detector. CT5: CodeT5, CB:
CodeBert, UC: UnixCoder, SC2: StarCoder2, CG2.5: CodeGen2.5. Numbers

are taken from the original papers; (-) means no available data.

outperformed the SOTA GNN model as the training data size increased. How-
ever, even with better performance than GNNs when trained on larger datasets,
DiverseVul confirmed that code LMs still struggle to achieve high performance on
the vulnerability detection task. When the models were tested on unseen projects
that were not represented in the training data, performance dropped significantly.
For example, CodeT5’s F1 score fell to only 9.39% on unseen projects. This sug-
gests the models may be overfitting to project-specific patterns and have difficulty
generalizing to new codebases. The root causes of these performance limitations
remain unclear based on the experiments in DiverseVul. The authors highlight
investigating and addressing this generalization challenge to unseen projects as an
important direction for future work.

As a follow-up, PrimeVul [Din+25] is introduced. It has rigorous data de-
duplication and chronological data splitting strategies to mitigate leakage. It
presents a new evaluation metric, the Vulnerability Detection Score (VD-S), and
a pair-wise evaluation method to assess the model’s ability to distinguish between
vulnerable code and its fixed counterpart. The authors show that current bench-
marks overstate the performance of these models in practical situations. It con-
cludes that even with efforts to improve performance through advanced training
techniques and larger parameters, these models still significantly lack the capability
for reliable vulnerability detection in real-world scenarios.

2.3 De-facto Approach for Existing Detection

The de-facto approach used in the studies from sections 2.1 and 2.2 treats all vul-
nerability types under the same label. Table 1 compares the performance of several
SOTA code LMs on the DiverseVul and PrimeVul datasets. The models evaluated
include: CodeT5 (CT5) [Wan+21c] 60M, CodeBERT (CB) [Fen+20b] 125M,
UniXcoder (UC) [Guo+22] 125M, StarCoder2 (SC2) [Li+23] 7B, CodeGen2.5
(CG2.5) [Nij+23] 7B. As shown in Table 1, even these advanced models with bil-
lions of parameters struggle to achieve high F1 scores, with UnixCoder reaching
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Dataset V| INV| Source
DiverseVul 18945 | 330492 Crawling

. BigVul [Fan+20], CrossVul [Nik+21a],
PrimeVul-v0.11 6004 | 218529 | gy o (BNM21b), DiverseVil [Che23b]

Table 2: Previous Datasets.
the highest score of only 21.43% on PrimeVul.

3 Data, Model, and Fine-tuning Setup

Before we explore the two research questions, we explain how we process the data,
the base code LMs we use, and the fine-tuning setup for our investigation.

3.1 Data
Previous data

As shown in Table 2, the dataset contains the following details: DiverseVul is
quite large, containing > 300k functions. However, PrimeVul identified some key
limitations with DiverseVul. First, the labels are noisy, with only 60% accuracy
for vulnerable functions. Second, even after applying hash-based deduplication,
DiverseVul still has 3.3% duplicate functions.

While DiverseVul has a larger raw number of samples, PrimeVul is better
suited for our purpose. The label accuracy in PrimeVul is much higher at 92%.
This is important as noisy labels can harm model training. Additionally, Prime-
Vul takes care to de-duplicate the data, avoiding potential data leakage between
train and test sets that could inflate performance. So even though PrimeVul has
fewer total functions (~200k), the higher quality of the data is more valuable than
simply having a larger quantity of noisy samples.

This paper uses PrimeVul-v0.12. This updated version of PrimeVul was created
and released by the original authors of the PrimeVul dataset. Compared to the ver-
sion described in the original PrimeVul paper [Din+25], PrimeVul-v0.1 includes
additional metadata, specifically comprehensive CWE annotations that were not
present in the initial release. Apart from using this updated version, we have made
no modifications to the dataset. Thus, PrimeVul-v0.1 retains all the key benefits of
the original data, such as high-quality labels and thorough de-duplication, while
providing the CWE information essential for our investigation. For brevity, when
we mention PrimeVul, we refer to PrimeVul-v0.1.

*https://github.com/DILVulDet/PrimeVul
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Data preprocessing

We take the vulnerable samples and show them in the v column in Table 3. As
shown, the data is significantly skewed, with some CWEs being more prevalent
in the dataset while others have representations as low as 1-2 samples per CWE.
We initiated the splitting process by defining a list of the top 10 most preva-
lent CWEs: CW Eq19, CW Eq35, CW E7g7, CW Esg, CW Es7¢, CW Esqp,
CW Eyg14, CW Eqg3, CW Eqg99, CW E399. We also calculated the overall ratio
of vulnerable (v) to non-vulnerable (nv) entries, represented as r. In PrimeVul,
r is equal to 36. For each vulnerable entry in the list of CWEs, we randomly
sampled a number of non-vulnerable counterparts equal to the size of CW E;
multiplied by the ratio 7. This ensures controlled experiments for consistent com-
parison across CWEs and maintains class distribution during the investigation of
CW Ej; to preserve interpretability. Finally, we split the dataset into training and
testing sets using a 90:10 ratio.

Dataset formation

The released PrimeVul contains already split data: train, validation, and test. Let
the merged PrimeVul be denoted as D, obtained by combining the three subsets:
Dtrain’ Dvalidation: and Dtest-

D = Dtrain U Dvalidation U Dtest (1)

For each CWE i, we create a CWE-specific dataset D; by identifying the vul-
nerable entries V; and randomly sampling non-vulnerable counterparts NVV;. The
number of non-vulnerable samples is determined by multiplying the number of
vulnerable functions for each CWE by a factor 7.

[NVi| =7 x |Vil (2)

While this approach standardizes the interpretability of our results, it also en-
sures that no non-vulnerable sample is reused across different CWE subsets. We
maintain a hash table to track selected entries, ensuring that once a sample is cho-
sen for a particular CWE dataset, it cannot be selected again for another. Con-
sequently, this procedure preserves the diversity of non-vulnerable samples and
prevents overlap between different experiments. In the context of our study, the
focus remains on understanding CWE-specific vulnerabilities rather than replicat-
ing real-world class distributions, making this controlled sampling strategy suitable
for our purposes.

The CWE-specific dataset D; is then formed by combining the vulnerable
and non-vulnerable samples: D; = V; U NV,. For CWEs with more than two
samples, we split each CWE-specific dataset D; into train and test sets, D; trqin
and D; ¢eqt, using a 90:10 ratio with stratified sampling to preserve the vulnerable



OWE, VI T 5V [ Doa] | Doreed] ] ]
119 719 25884 23942 2661 - -
125 677 | 24372 22543 2506 2 46485 5167
787 504 18144 16782 1866 3 63267 7033
20 471 16956 15683 1744 4 78950 8777
476 373 13428 12420 1381 5 91370 10158
200 321 11556 10688 1189 6 102058 11347
416 295 10620 9823 1092 7 111881 12439
703 257 9252 8557 952 8 120438 13391
190 228 8208 7592 844 9 128030 14235
399 196 7056 6526 726 10 134556 14961

1-2 samples/CWE 55 1980 - 2035 - 2035

The rest 1908 | 67073 | 60365 7118 - 7118

5 G004 | 218529 - T 24114 - e ] = 24114
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Table 3: Breakdown of the produced subset within PrimeVul.
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to non-vulnerable ratio where V; tqin, N'Vi train> Vi test> and N'V; teq represent
the vulnerable and non-vulnerable samples in the train and test sets, respectively:

D; = D; train' U Ditest, 5 | Ditrain| = 0.9 X | Dj, 5| Dj gest| = 0.1 x | Dy

’V;,train’ _ “/i,test‘ _ |VZ‘
|N‘/i,train‘ ’N‘/:i7test‘ ‘N‘/Z|

For CWEs with two or fewer samples, we create a test dataset that includes all
available positive samples and a randomly sampled set of negative samples (with
the same ratio 7 to the positive samples). This approach is necessary since stratified
splitting becomes impractical with such few samples. As a consequence, these
CWEs (55 entries in total) are only present in the test dataset and not in the
training dataset.

To evaluate the generalization capabilities of our models, we create a compre-
hensive test dataset Dyegt o1 by merging the test sets of all CWEs, including the
top 10 CWEs (CW E}op10) and the remaining CWEs (CW E.¢s).

4)

Dtest,all = U Di,test (5)
iGCWEtop10UCWETest

Additionally, we create CWE-specific comprehensive test datasets Do, i P by
relabeling the samples in the comprehensive test dataset based on whether they
belong to the specific CWE i or not.

DtCSST;LZ; ($ yl)|x € Dtest all, Yi = “é(x € Di,test) (6)
where }(-) is the indicator function that returns 1 if the condition is true and 0
otherwise. Note that Dtgst . differs from D; ¢ in that it includes samples from
all CWEs, with labels indicating whether they belong to CWE i or not, while
D; test only contains samples from CWE <.

Furthermore, we create cumulative datasets to assess the performance of
models trained on an increasing number of CWEs. Let CWE,,10 =
cweq, cwes, ..., cweyg be the set of the top 10 most frequent CWEs. For each
n € 1,2,...,10, we create a cumulative training dataset Dy
tive testing dataset Digiy',, by merging the train and test sets of the top n CWEs,
respectively.

and a cumula-

n
cum _
Dtrain,n - U Dcwei,train (7)
i=1
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Model Name Abbr. | Params | Arch. Approach
CodeT5 [Wan+21c] CT5 60M Enc-Dec | Fine-tuning
CodeBERT [Fen+20b] CB 125M | Encoder | Fine-tuning
UnixCoder [Guo+22] ucC 125M | Encoder | Fine-tuning

Table 4: The three pre-trained code language models compared in this research.

n
cum
Dtest,n = U Dcwei,test (8)
i=1

Note that D | and Dy, differ from Dj ¢rqin and D; tegt in that they rep-
resent the cumulative datasets for the top n CWEs, while D; t7qin and D test
represent the train and test sets for an individual CWE i.

Lastly, we create comprehensive test datasets D’ ,, for each cumulative
set of top n CWEs by relabeling the samples in the comprehensive test dataset

Dyest a1 based on whether they belong to any of the top n CWEs or not.

n
f;gfau,n = (1’, yn)’x € Dtest,alla Yn = “4(33 € U Dcwei,test) (9)
=1

This approach allows us to investigate the trade-off between specialization and gen-
eralization in vulnerability detection as the number of CWEs considered grows.
The final data for the top 10 most prevalent CWEs, the cumulative datasets, and
the rest of the CWEs can be seen in Table 3.

3.2 Code Language Models Studied

This study compares the effectiveness of using CWE-specific and cumulative sub-
sets of training data on three pre-trained code LMs. The models, summarized in
Table 4, include CodeT5 (CT5), a 60 million parameter encoder-decoder model,
and CodeBERT (CB) and UnixCoder (UC), both 125 million parameter encoder-
only models. We focus our analysis on these three smaller models used in the
PrimeVul [Din+25] and do not include experiments with larger models like Star-
Coder2 [Li+23] and CodeGen2.5 [Nij+23]. The main reasons for this are three-
fold.

First, these larger models still struggle to perform well on the realistic vulner-
ability detection task despite their substantial size. Second, the model with the
highest performance in the PrimeVul study is not the model with the most pa-
rameters. Third, our evaluation will be extensive, covering multiple CWEs and
sub-datasets per model. Resource-wise, including the larger models, would con-
sume a significant amount of computational resources. Therefore, we focus on the
three models used in PrimeVul to balance comprehensive evaluation and feasibil-
ity given resource constraints. All three models underwent fine-tuning on all the
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subsets. Their performance was then evaluated separately to assess the impact of
the specialized training data.

3.3 Fine-tuning Setup

Our experimental setup for fine-tuning the language models draws from the
methodologies established in prior benchmark studies [Che+23b; Din+25]. We
employ the AdamW optimizer with a learning rate of 2 x 10~ and train for ten
epochs. To fill the available memory, we use a batch size of 32 per GPU and accu-
mulate gradients over eight steps, simulating a larger batch size. The learning rate
schedule incorporates a linear warmup phase of 1000 steps, followed by a linear
decay. Our experiments are conducted on a high-performance computing (HPC)
environment managed by the Slurm? workload manager [JW23]. This cluster pro-
vides multiple NVIDIA A100 GPUs, enabling parallelism and efficient resource

allocation during fine-tuning.

4 Experiment and Discussion

4.1 Parameters for Discussion

Metric Formula Description
TP
Precision —_— Proportion of correctly predicted vulnerabil-
TP+ FP iy S
ities among all predictions; measures false
alarm avoidance.
TP . g
Recall —_— Proportion of actual vulnerabilities success-
TP+ FN . .
fully detected; critical for security coverage.
Precision X Recall
F1-Score | 2 x M Harmonic mean of precision and recall; bal-
Precision + Recall .
ances detection coverage and accuracy.
FpP iy .
FPR —_— False Positive Rate; Rate of falsely flagging
FP+TN
non-vulnerable code.
TN . Sy
TNR —_— True Negative Rate; Rate of correctly identi-
TN+ FP :
fying non-vulnerable code.

Table 5: Evaluation metrics used in our study.

Table 5 shows the metrics we use to analyze the results. Here, TP, F'P, FN,
and T'N represent the number of true positives, false positives, false negatives,
and true negatives, respectively. These metrics are standard in binary classification
tasks, and we include them for completeness and ease of interpretation.

*https://slurm.schedmd.com/overview.html
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4.2 RQ1-Performance on each of the top 10 CWE

Let M; represent the model trained to classify CWE ¢ where i €
119,125, 787,20, 476, 200, 416, 703, 190, 399 corresponding to the top 10
CWEs. In Table 6, M;’s performance metrics are evaluated on D) t¢s¢. For Table
7, the performance metrics are evaluated on nggf . Additionally, in Table 7, we
introduce two new metrics: TP and F'1’ (described later in equation 10). TP’
measures the number of true positives the model identifies when evaluated on the
full test set Dyegt a1, which includes vulnerabilities from all CWEs, not just the
specific CWE ¢ the model was trained on. This captures the model’s ability to
detect vulnerabilities beyond its primary focus. F'1’ is the F'1 score calculated
using TP’ instead of T'P. It provides a more comprehensive assessment of the
model’s performance, taking into account its capacity to generalize and identify
vulnerabilities across different CWEs.

Observation 1: Models trained on CWEs with more training data show higher
performance metrics.

Models trained on CWEs with larger training sets (| D; trqin|) generally achieve
higher performance metrics (i.e., 119, 125). The abundance of data for these
CWE:s provides richer patterns for the model to learn, resulting in improved pre-
cision, recall, and overall F1 scores.

Observation 2: Precision surpasses recall on single-CWE tests.

When evaluated on a CWE-specific test set D; e, the model exhibits

TP, - TP,
TP, +FP,  TP,+ FN;
This indicates that, within its trained CWE domain, the model identifies vul-

nerable samples more conservatively, yielding fewer false alarms (low F'F;) at the
expense of missing some vulnerabilities (non-zero F'IN;).

= Recall;.

Precision; =

Observation 3: False positive rate rises on comprehensive tests.

On the combined test set D;O;ZZZ , which includes multiple CWEs, the model’s
false positive rate

I

~ FP,+TN;

increases significantly compared to Dj test. Although T'P; remains un-
changed, the presence of vulnerabilities from other CWEs leads to more F'F;,
thereby reducing precision:

FPR;

TP,
Precisioni(Dfeog,?) = ﬁ v
f i
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CWE | Model | Acct | F11 | Prect | RecT | FPR] | TNRT | TPT | INT | FP| | EN| ||| TP’ T | FU 1
CT5 98.37 | 15.85 9.37 51.39 1.49 98.51 37 23684 | 358 35 161 29.81
.ﬂs; 119 CB 97.95 | 13.61 7.78 54.17 1.92 98.08 39 23580 | 462 33 195 32.83
Jm ucC 97.91 | 14.60 8.32 59.72 1.97 98.03 43 23568 474 29 230 38.21
M CT5 97.90 9.96 5.67 41.18 1.94 98.06 28 23580 | 466 40 118 19.98
% 125 CB 98.60 | 16.79 10.09 | 50.00 1.26 98.74 34 23743 303 34 79 15.43
Mo ucC 98.34 | 14.89 8.71 51.47 1.53 98.47 35 23679 367 33 103 18.92
m CT5 99.48 6.98 11.76 0.33 99.67 6 23983 80 45 26 6.74
— 787 CB 99.23 8.59 27.45 0.62 99.38 14 23914 149 37 36 8.47
1% ucC 99.00 | 10.41 6.42 27.45 0.85 99.15 14 23859 204 37 51 11.27
an CT5 98.74 8.43 4.93 29.17 1.12 98.88 14 23796 270 34 118 24.41
S 20 CB 98.97 | 15.07 9.02 45.83 0.92 99.08 22 23844 | 222 26 96 20.62
M ucC 98.41 11.93 6.70 54.17 1.50 98.50 26 23704 362 22 172 32.00
8 CT5 99.09 6.01 3.59 18.42 0.78 99.22 7 23888 188 31 77 17.48
.wlm 476 CB 99.43 | 13.84 9.09 28.95 0.46 99.54 11 23966 110 27 30 7.43
...m ucC 99.38 | 18.48 | 11.64 | 44.74 0.54 99.46 17 23947 129 21 44 10.56
5] CT5 99.02 | 10.61 6.06 42.42 0.90 99.10 14 23864 | 217 19 110 2391
.Im 200 CB 99.37 | 14.61 8.97 39.39 0.55 99.45 13 23949 132 20 57 13.70
= ucC 98.83 | 11.84 6.60 57.58 1.12 98.88 19 23812 | 269 14 110 22.56
m CT5 99.39 6.41 3.97 16.67 0.50 99.50 5 23963 121 25 51 12.52
g 416 CB 99.48 8.70 5.56 20.00 0.42 99.58 6 23982 102 24 38 9.56
m ucC 99.34 | 10.17 6.12 30.00 0.57 99.43 9 23946 138 21 50 11.99
P%,o CT5 99.68 | 11.63 8.33 19.23 0.23 99.77 5 24033 55 21 25 6.68
g 703 CB 98.81 7.74 4.23 46.15 1.13 98.87 12 23816 272 14 90 18.54
hC ucC 99.07 8.16 4.57 38.46 0.87 99.13 10 23879 209 16 43 9.49
< CT5 98.54 2.22 1.18 17.39 1.39 98.61 4 23757 | 334 19 77 14.98
P.p. 190 CB 99.07 6.64 3.67 34,78 0.87 99.13 8 23881 210 15 71 15.69
w ucC 99.37 7.32 4.26 26.09 0.56 99.44 6 23956 135 17 23 5.56
W.A CT5 98.97 3.86 2.09 25.00 0.97 99.03 5 23860 | 234 15 100 21.60
S 399 CB 98.49 3.70 1.96 35.00 1.46 98.54 7 23743 | 351 13 106 20.29
ucC 98.91 5.07 2.73 35.00 1.03 98.97 7 23845 249 13 122 25.87
N
o) Table 7: Similar to Table 6, trained on D; ¢qin, but tested on D;o22. Additional measurement on F1” that is tested on Dyest ati»

test,i
i.e., keeping the original label of vulnerable entries, not just to specific CWE in the respective row.
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Observation 4: Cross-CWE misclassification drives precision decline.

The drop in precision on nggf (compared to Dj sest) arises because the model
b

misclassifies vulnerabilities from other CWEs as belonging to CWE 4. These non-
target CWE vulnerabilities increase F'F;, diluting the precision. While the model
still identifies CWE-i vulnerabilities well, it cannot sufficiently discriminate them
from other vulnerability types in a larger pool.

Observation 5: Introducing F'1’ to capture generalization.

We also evaluate how well a model trained solely on CWE 7 detects any vulner-
ability in Diega11- Let T'P;, F'P;, F'N; be the usual counts for CWE 4, but note
that F'P; can include code vulnerable to other CWEs (which are true positives if we
treat “any vulnerability” as a positive). Denote by TP’ those “other-CWE” sam-
ples within F'P;, and by F'N' all other-CWE vulnerabilities the model misses.

Our revised “any vulnerability” F1 score is

) (TP +TP)
2(TP,+TP') + (FP,—TP') + (FN;+ FN')

Fl = (10)

This reclassification corrects for cross-CWE detections (I'P’) and missed
other-CWE samples (F'N’). A higher F'1’ indicates that a model, while trained
on one CWE, inadvertently captures patterns shared by multiple CWE:s.

Reflection on RQ1.

In the context of code-LM-based vulnerability detection, recall is particularly crit-
ical. Missing true vulnerabilities (low recall) can have severe security implications.
As shown in Tables 6 and 7, recall often declines for CWEs represented by fewer
training samples, highlighting the challenges of imbalanced data. Although the
F1 score is commonly used, in these cases, it fluctuates significantly, driven mostly
by variations in precision rather than by the model’s true coverage of vulnerable
instances. Consequently, relying solely on F1 in this setting may be misleading, as
it can mask the underlying variability in model performance.

To further understand model generalization, we introduced T'P" and F'1'.
These metrics measure how well a model trained on one CWE can inadvertently
detect vulnerabilities from other CWEs. The results show that certain CWEs gen-
eralize more effectively than others:

* High TP’ and F1I’: CWEs such as CWE-119 and CWE-20 achieve notably
higher TP’ and F'1’, suggesting these vulnerability types share patterns or

characteristics that are more universally detectable.
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CWE | TP’ Range | Transferability Features
119 162-230 Strong Overlapping
190 23-77 Low More unique

Table 8: Transferability analysis using 7'P’.

e Low TP’ and F1’: In contrast, CWEs like CWE-190 and CWE-703 dis-
play low TP’ and F'1’, implying their unique vulnerability patterns are less
readily transferred when the model is trained on other CWEs.

Table 8 summarizes the observed range of T'P’ values and the corresponding
insights. For instance, CWE-119 exhibits strong transferability (i.e., its patterns
help in detecting unrelated CWEs), whereas CWE-190 shows low transferability,
indicating relatively unique vulnerability features.

The variability in 7P" and F'1’ indicates that groups of CWEs may share struc-
tural similarities, enabling improved detection across that cluster. Identifying these
clusters and prioritizing CWEs with overlapping traits can enhance generalization
and detection performance. However, the fluctuations in F'1’ indicate the need to
carefully balance training data among various CWEs. By selectively focusing on
transferable CWEs, future research could develop more efficient training strategies
that maximize generalizability and real-world utility.

RQ1 Summary. Models trained on a single, common vulnerability type
achieve higher recall, and F1 scores for that specific CWE, yet their performance
decreases when tested on more diverse sets. In particular, we show that it is chal-
lenging to correctly identify a specific class of vulnerability in a dataset containing
all types of vulnerabilities, as evidenced by significant drops in precision when
models are evaluated on comprehensive test sets. Some CWEs, like CWE-119
or CWE-20, provide patterns that also help with detecting other vulnerabilities,
while others (i.e., CWE-190, CWE-703) remain more isolated and do not easily
transfer their learned patterns beyond their own type.

4.3 RQ2-Incrementally include more CWEs

Let M, represent the model trained to classify the top n CWEs where n €
2,3, ..., 10. The training data for each model M,, is Dy;i, . Each M, is tested
on Dy, and Digl ), shown in Tables 9 and 10, respectively. Additional
measurement on Dyegt o1 is also shown in Table 10 showing the TP’ and F'1'.

Note that F'1’ calculation is similar to the equation 10, only replacing ¢ with n.

Observation 1: Non-monotonic decrease in recall as n grows.

As n increases, the model’s recall tends to decrease, indicating that expanding the
range of CWEs reduces the model’s effectiveness in detecting each individual CWE
accurately.
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Topn CWE | Model | Acct | F11 | Prec? | Rect | FPRy | TNRT | TP1 | TNT | FP| | EN | ™ 1 | FU’'¢

CT5 97.39 | 17.56 | 10.75 | 47.86 2.32 97.68 67 23418 | 556 73 226 33.92
2 CB 97.74 | 20.47 | 12.87 | 50.00 1.98 98.02 70 23500 | 474 70 172 38.66
uC 97.66 | 20.31 | 12.65 | 51.43 2.07 97.93 72 23477 | 497 68 243 38.16
CT5 98.14 | 23.29 | 17.30 | 35.60 1.36 98.64 68 23598 | 325 123 150 37.04
3 CB 98.21 | 22.62 | 17.21 | 32.98 1.27 98.73 63 23620 | 303 128 106 35.29
uC 98.31 | 25.55 | 19.61 | 36.65 1.20 98.80 70 23636 | 287 121 151 38.71
CT5 97.36 | 24.29 | 16.97 | 42.68 2.09 97.91 102 | 23376 | 499 137 199 42.78
4 CB 97.97 | 25.30 | 19.90 | 34.73 1.40 98.60 83 23541 | 334 156 132 39.89

uC 97.22 | 24.01 | 16.46 | 44.35 2.25 97.75 106 | 23337 | 538 133 214 44.32
CT5 97.61 | 25.74 | 20.00 | 36.10 1.68 98.32 100 | 23437 | 400 177 167 41.38
5 CB 97.25 | 24.23 | 17.73 | 38.27 2.06 97.94 106 | 23345 | 492 171 196 39.43
uUC 96.99 | 27.37 | 18.92 | 49.46 2.46 97.54 137 | 23250 | 587 140 258 44.87
CT5 97.55 | 29.89 | 23.64 | 40.65 1.71 98.29 126 | 23397 | 407 184 229 43.89
6 CB 97.08 | 25.29 | 18.86 | 38.39 | 2.15 97.85 119 | 23292 | 512 191 186 | 40.76
uC 97.90 | 31.76 | 27.25 | 38.06 1.32 98.68 118 | 23489 | 315 192 217 | 46.02
CT5 97.27 | 26.37 | 21.26 | 34.71 1.84 98.16 118 | 23337 | 437 222 188 39.80
7 CB 97.92 | 26.65 | 26.53 | 26.76 1.06 98.94 91 23522 | 252 249 165 40.56
ucC 98.00 | 30.75 | 30.06 | 31.47 1.05 98.95 107 | 23525 | 249 233 184 45.00
CT5 97.66 | 31.39 | 28.29 | 35.25 1.38 98.62 129 | 23421 | 327 237 204 45.36
8 CB 96.75 | 25.07 | 19.29 | 35.79 2.31 97.69 131 23200 | 548 235 189 38.49
uC 97.03 | 30.46 | 23.61 | 42.90 2.14 97.86 157 | 23240 | 508 209 224 44.23
CT5 97.22 | 27.46 | 23.69 | 32.65 1.72 98.28 127 | 23316 | 409 262 189 41.73
9 CB 96.96 | 26.60 | 21.77 | 34.19 2.01 97.99 133 | 23247 | 478 256 186 40.44
ucC 97.57 | 30.70 | 28.38 | 33.42 1.38 98.62 130 | 23397 | 328 259 180 44.56

Catching Common Vulnerabilities with Code Language Models

w CT5 97.57 | 32.84 | 30.95 | 34.96 1.35 98.65 143 23386 | 319 266 216 47.14

- 10 CB 96.98 | 23.04 | 20.30 | 26.65 1.81 98.19 109 23277 | 428 300 143 37.24

ml ucC 96.94 | 27.36 | 22.90 | 33.99 1.97 98.03 139 23237 | 468 270 186 41.97

&
© Table 10: Similar to Table 9, trained on Dylainn but tested on Diest it n- Additional measurement on F1’ that is tested on Diest a1,
X

—

i.e., keeping the original label of vulnerable entries, not just to specific top n in the respective row.
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n T = Recall,,(D{27,), Recall,, (DS i) 4 -

test,n test,all,n

However, the recall does not decrease strictly monotonically. For example,
recall may rise when moving from n = 3 to n = 4 CWEs or from n = 5 to
n = 6. This can occur because adding more CWEs sometimes introduces patterns
that help the model recognize previously missed vulnerabilities, offsetting some of
the lost specificity. Nonetheless, the overarching trend remains that expanding the
model’s coverage often dilutes its per-CWE detection power.

cum

Observation 2: Fluctuations in precision and FPR on D},

When tested on nggzn, as n increases, both precision and F'P R can vary signifi-
cantly. Changes in the distribution of vulnerability types and overlapping features
across CWEs can introduce instability in the model’s decision boundaries, causing
precision and F'PR to rise or fall non-linearly.

Observation 3: Improved precision but still varied FPR.

When tested on D{7% o, as n increases, models trained on more CWEs show
relatively higher precision (due to higher TP) as n becomes large, even though
F PR is still varied. Formally, we observe:

n T == Precision,(Djegt qun) T and TP (Diest s n) T -

test,all,n

This trend occurs because training on more CWEs allows the model to rec-
ognize a wider range of vulnerability patterns, leading to more TP and improved
precision when tested on a comprehensive dataset. However, accommodating di-
verse CWEs also introduces complexity in the model’s decision boundaries, caus-
ing fluctuations in FPR. The improved precision due to improved TP affects the
F1 and F1’ scores in a similar way, as shown in Figure 1.

Figure 1 illustrates the performance trajectory as n increases. Both F1 and
F1’ scores generally increase, albeit with non-monotonic fluctuations. This pat-
tern suggests that expanding the range of vulnerability types in training typically
enhances detection capabilities, though with variations that reflect the complex
interactions between different vulnerability patterns. Note that the gap between
F1 and F1’ stems from their different evaluation contexts: F1 is calculated on test
sets Df;‘;ff alln while F1” is calculated on Dyegt q1. When our model identifies a
vulnerability outside its explicit training scope, this counts as a false positive in the
F1 calculation but as a true positive in the F1” calculation.

Observation 4: Comparing FPR and TNR across different evaluations.

We note that testing on a broader set D77 . elevates the F'PR and reduces

the TN R relative to testing on D{7, alone. While in a controlled environ-
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F1 and F1' Scores Trend
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Figure 1: F1 and F1’ trend based on Table 10.

ment (fewer CWEs, narrower test set), the model can maintain tight, well-defined
decision boundaries, exposure to a wider spectrum of vulnerabilities blurs these
boundaries and increases confusion. Consequently, although generalist models
handle diverse vulnerabilities more gracefully, they still face increased challenges
in maintaining low false positives compared to the narrower, per-CWE tests.

Observation 5: Balancing specialization and generalization.

When evaluated on D{*7" ., increasing n leads to a trade-off between special-

ization and generalization:

* Specialized models (small n): Tend to have a higher recall for a limited set of
CWESs but may suffer from lower precision when encountering unfamiliar
vulnerability patterns.

* Generalist models (large n): Achieve improved precision across a broad
range of vulnerabilities, but at the cost of lower recall for any individual

CWE.

The appropriate balance depends on the specific priorities of the vulnerability
detection setting, whether it is more critical to minimize missed vulnerabilities
(favoring recall) or reduce false alarms (favoring precision).
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Observation 6: Cumulative models outperform PrimeVul in comparative met-
rics.

Although the F1 metric has limitations for evaluating vulnerability detection, pri-
marily due to its balance between precision and recall, which can be skewed by
how well a model identifies non-vulnerable code, it remains necessary for com-
parative analysis since PrimeVul does not provide detailed performance metrics
for recall, TP, and FN. However, a direct comparison of our standard F1 scores
with PrimeVul’s reported metrics would be inappropriate since our experiments
focus specifically on the top 10 CWEs while PrimeVul contains all vulnerability
types. Instead, F1’ provides a more suitable comparative benchmark as it evaluates
performance across all vulnerabilities in Dyegt q11-

As shown in bold from Table 10, our best models achieve substantially higher
F1’ scores compared to PrimeVul’s reported F1 scores in Table 1: CT5 47.14%
when n = 10 (versus PrimeVul’s 19.7%), CB 40.76% when n = 6 (versus Prime-
Vul’s 20.86%), UC: 46.02% when n = 6 (versus PrimeVul’s 21.43%). It is im-
portant to note that methodological differences exist (as described in section 3.1),
our stratified sampling versus PrimeVul’s original set, which may influence these
comparisons. Nevertheless, the consistently higher F1” scores indicate that mod-
els trained on common CWEs can successfully detect other vulnerability types,
suggesting shared patterns across different CWE categories.

Reflection on RQ2.

When we compare the model trained cumulatively on multiple CWEs (M),) to the
aggregate results of separate models individually trained on each CWE (> M;),
the cumulatively trained model generally identifies more true positives (or fewer
false negatives as the implication). For instance, the CT5 model trained on the
top four CWEs simultaneously achieves 102 TPs and 137 FNs (see Tables 9 and
10), whereas the combined totals from four individually trained CT5 models, one
per CWE, yield only 85 TPs and 154 FNs (see Tables 6 and 7) in total. For
clarity, 85 TPs come from the sum of individually trained models (37 + 28 +
6 + 14), where each model is trained on Dj 4yqn, and tested on D; teq for i =
{119,125, 787,20}. This pattern generally persists across other M,, (except where
n = 3) for CT5, showing its ability to detect more TPs with varying efficiency.

However, the trend is not consistent for other models. For CB and UC, M,
often yield mixed results compared to their Y M;. While M,, occasionally im-
proves performance for UC, the improvements are inconsistent. CB, on the other
hand, frequently performs better in ) | M; than M,,. Therefore, the observed ad-
vantage of cumulative training primarily holds true for CT5, whereas CB and UC
show more varied behavior across M,,. The fact that CB and UC are encoder-based
and CT5 is encoder-decoder-based might play an important role.

Additionally, we see a similar pattern in the comparison within different M,,.
The benefits of cumulative training diminish for both encoder-based architectures
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as more CWEs are added. While M), initially shows gains in TP, these gains be-
come inconsistent. For instance, as shown in Table 10, UC trained with f%?njg
achieves the highest TP count of 157. But, when trained with Diigi, 1, it sees
a decline with TP reduced to 139. The same goes with CB on several occasions.
This trend likely occurs because the model begins to encounter overlapping pat-
terns among the CWEs. Once the model’s representational capacity is saturated,
introducing additional CWEs does not yield substantially new information. In-
stead, it may lead to performance deterioration when the model attempts to gen-
eralize across CWEs outside its learned feature cluster, forcing it to accommodate
a broader and potentially conflicting feature space.

While cumulative training generally enhances classification through increased
feature representation, this improvement diminishes as less representative CWEs
are added, leading to a consistent increase in FN across all model types (Tables
9 and 10). This observation may also explain why our model’s F1 score outper-
formed PrimeVul [Din+25], as discussed in Section 4.3. Unlike PrimeVul, which
includes all available datasets from all CWEs in its training set, our model focuses
exclusively on the top 10 CWEs, avoiding the negative impact of training on sparse
or inconsistent data, thereby specializing in well-represented CWE features within
the learned features cluster.

The TP’ metric further illustrates that cumulative models can identify vul-
nerabilities in CWEs they were not explicitly trained on. This demonstrates the
inherent transferability of vulnerability features between different CWEs. Conse-
quently, cumulative models not only improve detection within their trained do-
mains but also show the ability to generalize beyond them.

The F'1’ metric initially rises as more CWEs are integrated into the training
process, indicating enhanced overall detection capabilities. Eventually, however,
F1' tends to plateau, reflecting a saturation point in the model’s ability to in-
corporate additional CWE patterns into a more generalized detection framework.
This plateauing could also be attributed to the limited availability of representative
datasets for certain CWEs, which constrains the model’s capacity to learn distin-
guishing features effectively.

The observed transferability between CWEs indicates potential benefits in
identifying and training on clusters of related vulnerabilities. By carefully selecting
CWESs with strong transferability into one class, future efforts could refine training
methodologies to achieve the best performance.

RQ2 Summary. Our RQ2 analysis shows that as more common vulnera-
bility types are incrementally included in the training set, models initially detect
more true positives, suggesting greater Versatility. However, these improvements
are not limitless. After a certain point, performance gains plateau or decline, indi-
cating that too many vulnerability types can overwhelm the model, diminishing
its per-type recall. Thus, while expanding coverage may enhance generalization
and precision, it also reduces the model’s specialization and accuracy for individ-
ual vulnerabilities, revealing a fundamental trade-off between broad coverage and
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per-type detection quality. Although F1 is limited, it remains the only common
ground for comparison. On this metric, our cumulative models (M),) outperform
PrimeVul [Din+25], demonstrating that training on multiple well-chosen CWEs
can improve upon established baselines.

5 'Threats to Validity

While our study provides valuable insights into the performance of language mod-
els for vulnerability detection across different CWEs, there are a few potential
threats to the validity of our findings that should be acknowledged.

First, our analysis focuses on the top 10 most prevalent CWEs. Although these
CWEs represent a significant portion of real-world vulnerabilities, they do not ex-
haustively cover all possible vulnerability types. It is possible that the performance
trends and observations we noted may not fully generalize to less common CWEs
or to the entire spectrum of vulnerabilities. Future work could expand the scope
of the study to include a broader range of CWEs and assess whether the patterns
we identified hold consistently.

Second, due to the limitations of the PrimeVul-v0.1 dataset, which does not
include timestamp information, we were unable to split the data based on chrono-
logical order. This introduces a potential “time travel” issue, where the models may
be trained on vulnerability patterns that emerged after some of the testing sam-
ples were created (temporal leakage [AIP24]). In an ideal scenario, the training
data should precede the testing data chronologically to simulate a realistic deploy-
ment setting. The absence of time-based splitting may lead to overly optimistic
performance estimates. Future research could strive to curate datasets with clear
chronological information to enable more rigorous, time-aware evaluations of vul-
nerability detection models.

Despite these limitations, we believe our work takes a meaningful step to-
ward understanding the nuances of language model performance across different
vulnerability types and the implications of incrementally expanding the scope of
vulnerability detection. Our findings highlight the trade-offs between specializa-
tion and generalization and emphasize the challenges in achieving both high recall
and precision as the diversity of vulnerabilities increases.

6 Conclusion and Future Works

In this study, we re-examined the vulnerability detection task from a viewpoint
that differs from the current de-facto binary classification approach. Instead of
treating all vulnerability types as a single homogenous label, we narrowed the focus
to classifying vulnerabilities by their specific CWE types. Using the PrimeVul
dataset, we investigated how code LMs perform when answering more granular
questions like, “Is this C/C++ code vulnerable to a specific CWE type?”
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Key Findings. Our results show that code LMs trained on a single or a small
subset of CWE types achieve higher recall for those targeted vulnerabilities com-
pared to models trained on a broader range of vulnerability types. However, as
the scope of CWE types broadens, complexity increases, and per-type recall of-
ten declines. In particular, we show that it is challenging to correctly identify a
specific class of vulnerability in a dataset containing all types of vulnerabilities, as
evidenced by significant drops in precision when models are evaluated on com-
prehensive test sets. While including more CWEs can improve some aggregate
metrics and reduce certain types of false positives, this generally comes at the cost
of reduced detection acuity for individual vulnerabilities. This trade-off stresses a
tension between specialization and generalization: models optimized for a partic-
ular vulnerability type excel at that task but fare worse when facing a diverse set of
vulnerabilities.

Evaluating models solely with standard classification metrics like F1 can be
misleading in this multi-CWE context. Due to data imbalance and the complex-
ity of covering multiple vulnerability types, F1 often fluctuates based on precision
rather than meaningful improvements in recall. To gain a deeper understanding,
we expanded our evaluation scope by testing models on broader datasets that in-
clude CWE:s outside their original training targets. In these extended evaluations,
we examined standard metrics such as true positives (T'P’) and F1-score (F'1’) in
a broader context. While TP’ and F'1’ are not new metrics, this different eval-
uation scenario allowed us to observe how models trained on one CWE might
inadvertently detect vulnerabilities associated with other CWEs. This shed light
on the transferability of learned representations and revealed that certain CWEs
(i.e., CWE-119, CWE-20) have more universally detectable patterns, while oth-
ers (i.e., CWE-190, CWE-703) are more unique and less likely to enhance cross-
CWE generalization. Moreover, by focusing on the top 10 CWEs, our models
outperform the reported PrimeVul baseline in F1, showing that careful selection
of CWEs can lead to stronger aggregate metrics.

When models were trained cumulatively on multiple CWEs, they often iden-
tified more vulnerabilities overall, initially improving both true positives and re-
ducing false negatives. However, these gains tended to plateau as more CWEs
were added, suggesting a representational saturation point. The interplay between
specialization and generalization shows the need for strategic CWE selection and
clustering. By training on representative groups of CWEs that share overlapping
traits, future research could enhance both coverage and efficiency.

Implications. The outcomes suggest that current benchmarks, where all vul-
nerability types are lumped into a single label, do not fully capture the complexities
of real-world vulnerability detection in C/C++. Practical tools may need hybrid
strategies: specialized models for high-priority CWEs supplemented by broader
models capable of screening a wide range of vulnerabilities.

Future works. Several avenues exist for future research. Expanding the anal-
ysis beyond the top 10 CWE types would confirm whether our observed patterns
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hold for less frequent and more diverse vulnerabilities. This includes identifying
CWE clusters with overlapping features that could guide more efficient training
strategies, i.e., finding the optimum subset of CWEs that yields better generaliza-
tion while minimizing training complexity. Additionally, incorporating chrono-
logical splits and real-world temporal data would lead to more realistic perfor-
mance estimates, mitigating the risk of “time travel” biases. Beyond data consid-
erations, future work could explore model architectures or training techniques that
dynamically balance generalization and specialization, i.e., via multi-task learning
[CZY24] or hierarchical classification [Wan+23] strategies. While our focus has
been on C/C++ code, understanding whether similar trade-offs arise in other pro-
gramming languages would further enrich the field’s collective insights.
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Vulnerability Detection in
Popular Programming
Languages with Language
Models

Abstract

Vulnerability detection is crucial for maintaining software security, and recent
research has explored the use of Language Models (LMs) for this task. While
LM:s have shown promising results, their performance has been inconsistent across
datasets, particularly when generalizing to unseen code. Moreover, most studies
have focused on the C/C++ programming language, with limited attention given
to other popular languages. This paper addresses this gap by investigating the ef-
fectiveness of LMs for vulnerability detection in JavaScript, Java, Python, PHD,
and Go, in addition to C/C++ for comparison. We utilize the CVEFixes dataset
to create a diverse collection of language-specific vulnerabilities and preprocess
the data to ensure quality and integrity. We fine-tune and evaluate state-of-the-art
LMs across the selected languages and find that the performance of vulnerability
detection varies significantly. JavaScript exhibits the best performance, with con-
siderably better and more practical detection capabilities compared to C/C++. We
also examine the relationship between code complexity and detection performance
across the six languages and find only a weak correlation between code complexity
metrics and the models’ F1 scores.

Syafiq Al Atiiq, Christian Gehrmann, Kevin Dahlén. “Vulnerability Detection in Popular
Programming Languages with Language Models”. Submitted to 20" International Conference on
Availability, Reliability and Security, ARES 2025, Ghent, Belgium.
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1 Introduction

Vulnerability detection is a critical component of software security, as undetected
vulnerabilities can lead to severe consequences [McG04]. With the increasing
complexity of software, manual detection becomes impractical, requiring the de-
velopment of automated techniques'. In recent years, deep learning-based ap-
proaches have shown promise in vulnerability detection, particularly using lan-
guage model (LM) [Li+18a]. LMs, such as BERT [Dev+19a], GPT [Rad+19],
and Sonnet [Tem+24], have demonstrated outstanding performance in code un-
derstanding and generation tasks. These models can capture rich semantic and
syntactic information from a large codebase, potentially well-suited for analyzing
source code [Alo+19].

Several studies have explored LM’s application for vulnerability detection in
C/C++ code [Cha+22b; Zho+19a; Ull+24]. However, the results have been mixed,
with challenges like high false positive rates (FPR) and limited generalization to
unseen code [Che+23a; Din+25; Ati+24]. This raises a question about the effec-
tiveness of LM for real-world scenarios. While C/C++ is a widely used language,
particularly in system-level software, there is a growing need to address the same
problem in other programming languages®. Languages such as JavaScript, Java,
Python, PHP, and Go are extensively used in web development, enterprise appli-
cations, and data analysis®. Vulnerabilities in these languages may have significant
implications, given their widespread adoption and the sensitive nature of the ap-
plications they support?.

To bridge this gap, this paper investigates the effectiveness of LMs for vulner-
ability detection in popular programming languages. Our experimental evalua-
tion covers JavaScript, Java, Python, PHP, and Go. We use the CVEFixes dataset
[BNM21a], containing a diverse set of vulnerabilities across multiple languages,
and preprocess it to create language-specific subsets. These languages are chosen
because they have the highest number of samples in the dataset. By fine-tuning
and evaluating state-of-the-art (SOTA) language models on these subsets, we as-
sess their performance in detecting vulnerabilities across different languages and
address the following research questions:

RQ1. How does the detection performance vary for different programming lan-
guages when using SOTA LMs on code from the same curated dataset?
Result. Our findings indicate that the detection performance of finetuned
LM varies significantly across different languages. Specifically, language
like JavaScript demonstrated higher vulnerability detection performance,
achieving better F1 scores, suggesting a more effective balance between pre-

"hetps://lcameuf.coredump.cx/afl/
2https://www.tiobe.com/tiobe-index/
*https://survey.stackoverflow.co/2024/
4h’ctps ://owasp.org/www-project-top-ten/
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cision and recall. In contrast, C/C++ showed lower performance, with sig-
nificantly lower F1 scores.

RQ2. Is there any dependency between code complexity and the detection per-
formances using LM?
Result. Our analysis did not find a strong correlation between code com-
plexity and the detection capabilities of LM. We computed various code
complexity metrics, including Cyclomatic Complexity, Halstead Effort, To-
ken Length, Halstead Volume, Halstead Difficulty, and Number of Lines of
Code (NLOC), and assessed their relationship with the model’s F1 scores
across different languages. The correlation coeflicients were weak and not
statistically significant, indicating that code complexity, as measured by
these metrics, may not be a determining factor in the effectiveness of LM-
based vulnerability detection. This suggests that other factors, such as
language-specific characteristics, dataset quality, and the inherent ability of
the models to generalize across different coding styles, may play a more sub-
stantial role in influencing detection performance.

Open Science. In order to contribute to the open science community, we have
made the dataset, scripts (including those for data processing, model training, and
model evaluation), and experimental results from our study publicly available on
GitHub at the following link: https://github.com/syafiq/11m_vd.

Paper Organization. The remainder of this paper is organized as follows. Sec-
tion 2 presents the background and related work on vulnerability detection tech-
niques and language models. Section 3 provides the problem definition of our
work. Section 4 describes our dataset, models, and our fine-tuning setup. Section
5 presents the results and analysis of our experiments. Section 6 discusses the lim-
itations of our work, followed by conclusions and the implications of our findings
in section 7.

2 Background and Related Work

2.1 Vulnerability Detection Techniques

Over the years, various techniques have been developed to detect vulnerabilities
in software systems, ranging from traditional approaches to more advanced deep
learning-based methods [Lin+20; Lin+24; Lia+25].

Traditional Approaches

Traditional vulnerability detection approaches include manual code review
[Sad+18b], static analysis [Tho21], and dynamic analysis [Bal99b]. Manual code
review is a labor-intensive process where security experts manually inspect the
source code to identify vulnerabilities [BB22]. Static analysis techniques examine
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the source code without executing it to identify potential vulnerabilities [CMO04].
Dynamic analysis involves executing the program with specific inputs and moni-
toring its behavior to detect runtime vulnerabilities. [SAB10]. While these tradi-
tional approaches have effectively detected certain vulnerabilities, they have limi-
tations. Manual code review is time-consuming [LE20] and relies heavily on the
expertise of the reviewers. Static analysis techniques can suffer from high false pos-
itives [Tym17], while dynamic analysis may miss vulnerabilities not triggered by
the specific inputs used during testing.

Non-Language Model-based Deep Learning Approaches

In recent years, deep learning-based approaches have gained attention for their
ability to automatically learn features from large amounts of data and detect com-
plex patterns. These approaches have been applied to various software engineering
tasks, including vulnerability detection [Cha+22b; Li+18a; Zho+19a]. Several
studies have explored using deep learning models, such as convolutional neural
networks (CNNs) and graph neural networks (GNNs). VulDeePecker [Li+18a]
uses CNNis to detect vulnerabilities in C/C++ code. Devign [Zho+19a] combines
GNNGs with code property graphs to detect vulnerabilities in C/C++ programs.

While the deep learning-based approaches have shown promising results, they
often require extensive feature engineering and may struggle to capture the com-
plex semantics and dependencies present in source code [Yan+22]. Traditional
deep learning models typically rely on manual feature engineering to extract rel-
evant information from the code, which can be time-consuming and require do-
main expertise. Moreover, these models may have difficulty understanding the
intricate relationships between code elements, such as variable scoping, control
flow, and data dependencies, and capturing the context and intent behind the
code. Attention mechanisms used in transformer-based models have been pro-
posed to address these limitations. These mechanisms can help capture long-range
dependencies and global context. However, even with these advancements, deep
learning models may still struggle to fully capture source code’s complex seman-
tics and nuances, especially when dealing with diverse programming languages and
coding styles.

2.2 Vulnerability Detection with Language Model

The language model (LM) is a class of deep learning models trained on vast
amounts of text data to learn rich natural language representations. These mod-
els, such as BERT [Dev+19a], GPT [Rad+19], Gemini [Tea24], and Deepseck
[Dai+24], have achieved state-of-the-art performance on a wide range of natu-
ral language tasks. LMs are typically based on transformers [Vas+17], which use
self-attention mechanisms to capture long-range dependencies in the input. By
pre-training on large corpora of text data, LM learns to understand the structure
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and semantics of natural language, enabling them to generate coherent and con-
textually relevant text. The success of LM in natural language has sparked interest
in applying them to other domains, such as source code analysis and generation.
Several studies have explored the use of LM for tasks such as code completion
[Svy+20], code summarization [Fen+20a], and bug detection [Li+24].

LM for Code Analysis

Source code, like natural language, shows rich structural and semantic proper-
ties. LM, with their ability to capture complex patterns, have shown promise in
analyzing source code [Alo+19; Nam+24; Shi+24]. Several LMs have been specif-
ically designed for code analysis. CodeBERT [Fen+20a] is a pre-trained model
that learns from a large corpus of programming language data, enabling it to un-
derstand the semantics of code. GraphCodeBERT [Guo+21] extends CodeBERT
by incorporating graph-based representations of code, capturing the structural in-
formation present in abstract syntax trees and data flow graphs.

Vulnerability Detection using LM

The application of LM for vulnerability detection has gained attention in recent
years, mainly in the context of C/C++ code. Several studies investigated the ef-
fectiveness of LM in detecting vulnerabilities and reported promising results and
significant challenges.

In C/C++, two notable datasets have been introduced. DiverseVul [Che+23a]
is a dataset containing 18,945 vulnerable functions spanning 150 CWEs and
330,492 non-vulnerable functions. The authors study 11 model architectures
from 4 families (GNN [Sca+09], RoBERTa [Liu+20], GPT-2 [Rad+19], and T5
[Wan+21c]) and find that LM outperforms GNN, especially when trained on
larger datasets. However, the model still struggles with high FPR and limited
generalization. As a follow-up, PrimeVul [Din+25] is another C/C++ dataset de-
signed to address the limitations of existing datasets, i.e., poor data quality, low
label accuracy, and high duplication rates. The authors evaluate various LMs on
PrimeVul and find that their performances are significantly lower than reported for
the previous datasets. The performance remains poor even with advanced training
techniques and larger models.

The major issue with the detection results reported from the PrimeVul
[Din+25] and DiverseVul [Che+23a] is is the low F1 scores. PrimeVul highlights
the significant underperformance of LM when faced with realistic, diverse, and
challenging vulnerabilities, even with advanced training techniques and SOTA
models. Similarly, the DiverseVul study pinpoints a significant challenge for mod-
els to generalize to unknown test projects on the vulnerability detection task.

Furthermore, the vulnerability types diversity, each with its own unique char-
acteristics, code semantics, and patterns, makes it challenging for a single binary
classifier to learn and detect vulnerabilities across all categories effectively [Ati+24].
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The imbalance between vulnerable and non-vulnerable code samples in datasets
can also lead to biased models that struggle to learn and detect vulnerabilities
effectively [Che+23a; Din+25]. Inadequate training techniques have also been
identified as a limitation. Advanced training techniques, such as class weights and
contrastive learning (both performed in [Che+23a; Din+25]), have shown limited
success in improving the performance. Fundamentally, new approaches may be
needed to address this.

PrimeVul highlights key areas where the current LM falls short. First, prior
work focuses on function-level analysis without considering the broader context,
such as interprocedural data flows, making detecting vulnerabilities challenging
even for humans. Second, LM makes decisions primarily based on textual simi-
larity without considering the underlying root causes. Finally, posing vulnerability
detection as a binary classification problem might be oversimplistic. A more nu-
anced approach that decomposes the problem into sub-problems and teaches the
model to reason about each step might be more effective.

3 Problem Definition

As shown in our review of previous results in Section 2, while LM looks promising
in vulnerability detection for C/C++ code, significant challenges remain, including
low F1 scores, limited generalization, vulnerability types diversity, data imbalance,
and inadequate training techniques. The models built for C/C++ did not work as
expected, spurring the need to explore whether similar problems appear for other
programming languages. Despite this fact, few efforts have been devoted to in-
vestigating if similar issues exist for other programming languages or even if there
are large detection performance differences between languages. We address this
research gap by making an experimental evaluation of the differences in vulner-
ability detection using LMs for JavaScript, Java, Python, PHP, and Go. We also
include figures with C/C++ to make a proper comparison between our results and
the previous results on C/C++ possible. Proper comparison can only be done if a
reasonably similar dataset for all languages is available. To address this issue, we
present a cleaned new dataset that can be used to make sound comparisons. With
the help of such a dataset, the related research question also arises: “If we have
performance differences between different languages, can this difference be due to
code complexity variations?”. We address this research question as well, presenting
figures on the correlation between vulnerability detection performance and code
complexity for the given dataset.
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4 Dataset, Models and Setup

4.1 Dataset

Several datasets have been proposed for building vulnerability detection systems,
including: (i) C/C++ based datasets such as DiverseVul [Che+23a] and Prime-
Vul [Din+25]; (ii) project-specific datasets like ReVeal [Cha+22b], which focuses
on the Linux Debian kernel and Chromium projects; and (iii) cross-language
datasets such as CrossVul [Nik+21b] and CVEFixes [BNM21a]. These datasets
provide diverse vulnerabilities and have been widely used in the research com-
munity. Among these, only CrossVul and CVEFixes are suitable for our purpose.
Both CrossVul and CVEFixes extract the data based on the same Common Vulner-
abilities and Exposures (CVE) records in the public U.S. National Vulnerability
Database (NVD)>, so using both would create unnecessary duplication. How-
ever, only CVEFixes provides the data update regularly (as well as an open-source
script® to scrape the data on our own if the newest data is unavailable yet). After
considering the requirements of our study, including the need for cross-language
vulnerability data and regular updates, we ultimately selected CVEFixes as the
most suitable dataset to serve as the foundation of our work.

CVEfixes initial release spans all published CVE records up to June 9, 2021,
covering 5365 CVE records for 1754 open-source projects. 5495 vulnerability
fixing commits are obtained from the projects’ version control systems and linked
to information from the corresponding CVE records, such as CVE-IDs, reference
links, severity scores, CWE type, and other descriptive information. The latest
release covers all published CVEs up to 23 July 2024. Figure 1 shows the dis-
tribution of programming languages in the CVEFixes dataset based on the latest
scraped data from 2024. The dataset consists of 277,948 entries, with 126,599
classified as vulnerable and 151,349 as non-vulnerable. It covers many languages,
with JavaScript being the most prevalent, followed by PHP, Java, Python, and Go.
These top 5 languages (excluding C, C++, and unknown) were selected as the focus
of our study due to their significant representation.

To validate the generalizability of our findings, we tested our models on inde-
pendent datasets where available. For Java, we used the MegaVul dataset [Ni+24]
(only the Java part”). For Python, we tested on the synth-vuln-fixes dataset®, a cu-
rated dataset of Python vulnerabilities generated by GPT-4 and validated through
both human review and static analysis. For PHP, we used the PHP vulnerability
test suite from SARD? (Software Assurance Reference Dataset) [SF16]. Its im-
portant to note that the SARD PHP test cases are synthetic, meaning they were
specifically created as examples with well-characterized weaknesses. We were un-

Shttps://nvd.nist.gov/
®https://github.com/secureIlT-project/CVEfixes
"https://github.com/Icyrockton/MegaVul
8https://huggingface.co/datasets/patched-codes/synth-vuln-fixes
’https://samate.nist.gov/SARD/test-suites/103
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able to find suitable alternative datasets containing vulnerabilities and their fixes
for JavaScript and Go. For languages where we had alternative datasets, this cross-
dataset validation helps assess how well our models generalize beyond the CVE-
Fixes data.

Programming Languages
3 JavaScript
= PHP

I unknown
B C

3 Java
Python

Go

CH++
Markdown
Ruby
TypeScript
C#

Rust
Objective-C
Scala
Swift
HTML

Lua
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Perl

Shell

SQL
PowerShell
Matlab

Tex
Haskell
B Erlang
3 Batchfile
3 Jupyter Notebook
I None

Figure 1: Distribution of programming languages in the CVEfixes dataset.

Data Preprocessing and Filtering

We first split CVEfixes based on the programming language. For each subset, we
perform the following preprocessing steps:

1. Duplication removal: We identify and remove any duplicate entries in the
dataset to avoid data leakage [Ros+24].
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2. Train-test splitting: To maintain temporal integrity and simulate a realistic

evaluation scenario, we divide the data into training and testing sets based
on the commit timestamps using stratified sampling. Stratified sampling
is a technique that ensures each class (in this case, vulnerable and non-
vulnerable) is proportionally represented in both the training and testing
sets. This is particularly important when dealing with imbalanced datasets,
as it helps maintain the original class distribution and prevents bias towards
the majority class. After stratifying the data, we split it so that the model
is trained on data from earlier timestamps and evaluated on data from later
timestamps. This method ensures that the model’s performance is assessed
on future, unseen vulnerabilities, thereby avoiding any inadvertent leakage
of future information into the training process. This also tests the model’s
ability to catch vulnerabilities that have not been seen before.

Table 1 shows the distribution of the five subsets (and C/C++ for comparison)

used in this paper.

Language Vulnerable | Non-vulnerable Total
JavaScript | 46,802 (82,999) | 53,198 (91,929) | 100,000 (174,928)
PHP 4,758 23,499 28,257
C/C++ 8,299 11,761 20,060
Java 3,102 5,285 8,387
Python 2,775 4,793 7,568
Go 1,880 4,403 6,283

Table 1: Vulnerable and non-vulnerable counts by programming language. Note:
for JavaScript, we only used the first 100,000 entries (57.17% of the total data).

4.2 Models

We investigate the performance of the language-specific subset data for the vul-
nerability detection task with four LMs. Table 2 presents the four LMs evaluated
in this study, along with their parameter sizes and architectures. DeepSeek-Coder,
with 1.3 billion parameters, is the largest model among the four, followed by Code-
BERT and UnixCoder, both having 125 million parameters, and finally, CodeT’5,

Model Acronym | Parameters Arch Method

CodeT5 [Wan+21c] CT5 60 M Enc-Dec | Fine-tune
CodeBERT [Fen+20a] CB 125 M Encoder | Fine-tune
UnixCoder [Guo+22] UC 125 M Encoder | Fine-tune
DeepSeck-Coder [Guo+24b] DS-C 1.3B Decoder | Fine-tune

Table 2: LM:s we study.
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with 60 million parameters. We perform full fine-tuning on all the models and
evaluate them independently.

4.3 Experimental Setup

We design the experiments with all the LMs following the existing benchmarks
[Che+23a; Din+25; Lu+21a]. This includes setting the learning rate to be 2 x
1075, running the fine-tuning for ten epochs, and a batch size of one per GPU.
We employ the AdamW optimizer and use gradient accumulation with a step size
of 8 to simulate a larger effective batch size. The learning rate is scheduled using a
linear warmup for 1000 steps followed by a linear decay. The LM:s are fine-tuned
using the PyTorch deep learning framework on a node of NVIDIA A100 GPUs.

5 Results and Analysis

We aim to evaluate the performance of LMs in detecting vulnerabilities across
various popular programming languages. This is particularly intriguing given that
recent research findings on C/C++ indicate significant challenges related to detec-
tion performance in real-world applications, as discussed in Section 1.

5.1 Evaluation Metrics

We employ several evaluation metrics to assess the performance:

* Accuracy: The proportion of correctly classified samples (both vulnerable
and non-vulnerable) out of the total number of samples.

* Precision: The proportion of correctly identified vulnerable samples out of
all samples classified as vulnerable by the model.

* Recall: The proportion of correctly identified vulnerable samples out of all
actual vulnerable samples in the dataset.

* F1 Score: The harmonic mean of precision and recall, providing a balanced
measure of the model’s performance.

* False Positive Rate (FPR): The proportion of non-vulnerable samples in-
correctly classified as vulnerable out of all non-vulnerable samples.

5.2 RQIl. Results regarding language-dependent detection perfor-
mance

The analysis of vulnerability detection performance from Table 3 in models trained
on non-C/C++ languages (JavaScript, PHP, Java, Python, and Go) reveals varying
levels of effectiveness. These models achieve accuracy ranging from 50% to 93%
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Language Model Train Test Acct | F11 | Prec?T | Rect | FPR
CT5 5053 | 27.17 | 50.80 | 18.54 | 17.79
. CB ! ! 7146 | 69.25 | 74.62 | 64.60 | 21.75
1
JavaScript Oc CVEFixes CVEFixes 7011 7033 6961 70.86 30.64
DS-C 6959 | 6555 | 75.13 | 58.14 | 19.07
CT5 8230 | 2432 | 27.10 | 22.05 | 8./8
CB , 81.62 | 28.84 | 2879 | 28.90 | 10.58
UC CVEFixes =1 =T 38.08 | 3372 | 4373 | 12.72
DS-C ! 82.84 | 3659 | 34.95 | 3840 | 10.58
1
PHP crs | CVEFixes 4780 | 4641 | 33.78 | 7410 | 63.74
CB SARD 3850 | 3941 | 28.17 | 6557 | 73.38
UC 53.10 | 17.86 | 19.17 | 1672 | 30.93
DS-C 37.80 25.42 20.04 34.75 60.86
CT5 53.98 | 62.75 | 52.30 | 7841 | 69.90
CB CVEFi 5722 | 65.54 | 54.45 | 8230 | 67.30
UC xes 5783 | 6547 | 54.99 | 80.88 | G4.71
DS-C 6859 | 69.18 | 6/.17 | 71.33 | 34.08
1 .
Java crs | CVEFixes 59.75 | 6656 | 56.95 | 80.10 | 60.60
CB MesaVil 58.80 | 64.27 | 56.74 | 74.10 | 56.50
UC 5 65.65 | 70.11 | 62.04 | 80.60 | 49.30
DS-C 57.20 63.88 55.26 75.70 61.30
CT5 5489 | 4557 | 41.87 | 50.00 | 42.14
CB CVEFix 5924 | 47.74 | 4628 | 4928 | 34.72
UC < 5503 | 52.24 | 43.61 | 65.11 | 51.09
DS-C ! 60.19 | 53.27 | 4785 | 60.07 | 39.74
1
Python crs | CVEFxes 5547 | 5558 | 5545 | 5572 | 4478
CB nthovulnfives | 2214 | 0.63 | 087 | 049 | 5622
UC Y 35.82 | 40.55 | 37.77 | 43.78 | 72.13
DS-C 4104 | 166 | 5.00 | 099 | 1891
CT5 89.19 | 37.25 | 2923 | 5135 | 8.29
CB ! . 86.66 | 43.17 | 2941 | 81.08 | 12.97
1
Go o | CVEFies CVEFixes |5 57T 55.10 | 44.26 | 7297 | 6.12
DS-C 8530 | 41.61 | 27.68 | 83.78 | 1459
CT5 57.13 | 33.06 | 4525 | 26.05 | 21.58
CB . 5759 | 42.71 | 4737 | 38.88 | 29.59
UC CVEFixes 5950 | 1.25 | 7143 | 063 | 0.17
DS-C ! 60.02 | 3496 | 51.61 | 2643 | 1697
1
C/Cr+ crs | CVEFixes 7128 | 3.86 | 2.09 | 2605 | 27.69
CB PrimeVil 4851 | 311 | 1.62 | 3734 | 5123
UC 9697 | 157 | 279 | 1.09 | 0.86
DS-C 6555 | 2.02 | 1.08 | 1603 | 33.33
CT5 _ . 9491 | 939 | 1335 | 7.24 | 1.78
2
C/C++ CB DiverseVul DiverseVul 9419 194 1334 10.80 763
CT5 96.67 | 19.7 - - N
C/C++2 CB PrimeVul PrimeVul 96.87 | 20.86 - - -
UC 96.86 | 21.43 - - -
Gen2Spec 75.68 | 2336 | 13.76 | 77.35 | 2441
2 _ P
C/Cr+ DS-C | Gen2Spec Primeval 7646 | 1458 | 7.93 | 90.71 | 23.86

Table 3: The performance of LMs (using acronyms from table 2) to the respective
programming languages.

! Measured by us.

2 Taken from the respective paper with the size of the datasets can be seen in table 4. (-) means no data.
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Dataset Vulnerable | Non-Vulnerable Total
DiverseVul [Che+23a] 18,945 311,997 330,492
PrimeVul [Din+25] 6,968 228,800 235,768
Gen2Spec [Ati+24] 16,955 295,587 312,542
C/C++@CVEFixes 8,299 11,761 20,060

Table 4: Size of previous C/C++ datasets.

and F1 scores spanning from 24% to 70%, indicating moderate to good perfor-
mance in identifying vulnerabilities in these languages. However, the FPRs for
non-C/C++ languages are often higher, ranging from 6% to 69%, depending on
the language and dataset used. The higher FPR suggests that while these models
are generally capable of detecting vulnerabilities, they also tend to incorrectly flag
more code snippets as vulnerable, which could lead to unnecessary manual review
efforts.

The higher FPR scores observed can be attributed to several factors. While
the CVEfixes dataset used in our study covers a significant portion (80%) of the
available vulnerability fixes from the NVD database, the dataset sizes for individ-
ual languages like Go, Java, and Python are relatively smaller compared to the
C/C++ datasets used in previous studies. However, it is important to note that
these smaller dataset sizes are a result of the inherent distribution of vulnerabilities
across languages in the NVD database (reported real-world representation) and
not a limitation of the CVEfixes dataset itself.

In addition to dataset size, other factors such as dataset quality, diversity, and
the inherent characteristics of the programming languages may also contribute to
the observed differences in performance. The relatively smaller datasets for lan-
guages like Go, Java, and Python in the current study may impact the models’
ability to learn and generalize effectively, leading to higher FPR scores despite their
overall better performance in terms of F1 score compared to the results obtained
in DiversVul and PrimeVul for C/C++. Even if this is the case, the datasets used
in our comparison are rather similar, allowing a better comparison between the
models under the same conditions. This indicates a better ability to detect vulner-
abilities with LM for JavaScript compared to C/C++.

Among the non-C/C++ languages, the performance varies. JavaScript, Java,
and Python perform better overall than PHP and Go. Models trained on
JavaScript, Java, and Python achieve moderate accuracy, ranging from 50% to
71%, and F1 scores between 27% and 70%. These results suggest that the models
are relatively effective in identifying vulnerabilities in these languages, although
there is still room for improvement.

For PHP, the high accuracy (81% to 83%) and low F1 scores (24% to 38%)
could result from the significant class imbalance in the dataset, with around 4,758
vulnerable samples and 23,499 non-vulnerable samples. Despite the stratified
train-test splitting approach, the limited number of vulnerable samples in the
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training set might hinder the models’ ability to learn effective patterns for de-
tecting vulnerabilities, leading to a bias toward classifying most samples as non-
vulnerable. In the case of Go, the models show high accuracy (85% to 93%) but
low F1 scores (37% to 55%). While Go has a more balanced dataset compared
to PHP, the models still struggle to detect vulnerabilities effectively. This suggests
that vulnerability patterns in Go might be more complex or harder to learn with
the current model architectures.

The performance of different LMs varies across programming languages, sug-
gesting that no single model architecture consistently outperforms others in all
scenarios. Interestingly, the performance rankings of these models do not strictly
align with their parameter sizes, showing that factors other than model size con-
tribute to their effectiveness in vulnerability detection.

UnixCoder and CodeBERT, despite having fewer parameters than DeepSeek-
Coder, consistently demonstrate strong performance across multiple languages.
On the other hand, CodeT5, the smallest model among the four, often lags be-
hind other models in terms of performance across different languages. This in-
dicates that while a larger model size can potentially improve performance, it is
not the sole determining factor. DeepSeek-Coder, the largest model, shows mixed
performance results across languages. While it achieves the highest accuracy and
F1 scores for some languages, such as Java, it does not consistently outperform
other models in all cases. This suggests that the relationship between model size
and performance is not always linear.

Validation on Other Dataset

To validate the generalizability of the models, it is essential to test their perfor-
mance on independent datasets. In this study, we evaluated the models trained on
the CVEFixes dataset on several independent datasets for different languages.

For Java, the models were tested on the MegaVul dataset. The results show
slightly lower performance compared to their performance on the CVEFixes
dataset. However, the performance remains consistent across both datasets, with
the models maintaining their relative rankings. This consistency in performance
provides some validation of the results and suggests that the models are capable of
generalizing to new Java vulnerability data to a certain extent.

For PHP, we tested the models on the PHP vulnerability test suite from SARD.
The results indicate a drop in performance when compared to the models” perfor-
mance on the CVEFixes dataset, particularly in terms of Precision and Recall.
Additionally, the FPR increased significantly. This can be attributed to the fact
that the SARD PHP test cases are synthetic, meaning they were specifically cre-
ated as examples with well-characterized weaknesses. Each test case targets only
one specific flaw. As a result, these test cases have a much simpler structure than
most weaknesses found in real-world production code. The models trained on the
CVEFixes PHP subset likely learned patterns and characteristics specific to the
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real-world vulnerabilities present in that dataset, making it challenging for them
to generalize to the synthetic, targeted vulnerabilities in the SARD test cases.

In the case of Python, we evaluated the models on the synth-vuln-fixes dataset.
The results show mixed performance, with some models (i.e., CodeT5) maintain-
ing relatively consistent performance across both datasets, while others (i.e., Code-
BERT and DeepSeek-Coder) exhibit a significant drop in performance. This indi-
cates that the ability of the models to generalize to new Python vulnerability data
may depend on the specific model architecture.

On the other hand, the poor performance of the models in the C/C++ lan-
guage persists across multiple datasets, including CVEFixes, PrimeVul, Diverse-
Vul, and Gen2Spec. Despite the differences in the datasets’ characteristics and
the vulnerability types they cover, the models consistently struggle to effectively
detect vulnerabilities in C/C++ code. For C/C++, the performance when test-
ing on CVEFixes is better than testing on PrimeVul and other C/C++ datasets, as
those datasets have more extensive entries compared to the C/C++ subset in CVE-
Fixes, as shown in Table 4. This suggests that the larger dataset sizes in PrimeVul,
DiverseVul, and Gen2Spec may contribute to the lower performance observed
when testing on these datasets compared to CVEFixes. However, the overall poor
performance across all datasets highlights the inherent difficulty of vulnerability
detection in C/C++ and suggests that the challenges are not limited to a specific
dataset but are rather a fundamental problem in applying current language models
to C/C++ vulnerability detection.

It would be natural to assume that the lower performance of vulnerability
detection models for C/C++ compared to other languages may be attributed to
the inherent complexity of C/C++ code, as these languages are commonly used
in system-level software development. The low-level nature of C/C++, manual
memory management, and the potential for more diverse coding styles may in-
troduce challenges for the models to generalize across different codebases. These
facts motivate our following second analysis of code complexity versus detection
performance.

5.3 RQ2-Results regarding code complexity and detection performance

In this section, we investigate the relationship between code complexity and vul-
nerability detection performance across the languages we assess. The detection
performance is measured using the F1 score of all the LMs for each language.
Specifically, we aim to determine whether higher code complexity correlates with
lower detection performance, as measured by the model’s F1 score. The choice of
F1 score is motivated by several factors. First, the F1 score has been widely used
in previous vulnerability detection studies, including those focusing on C/C++
[Che+23a; Cha+22b; Din+25]. By using the F1 score, we maintain consistency
with prior work and facilitate comparisons across different studies. Second, vul-
nerability detection datasets often have imbalanced classes (this one applies to our
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dataset as well, even though the imbalance is not that high, see table 1), with a
higher proportion of non-vulnerable samples compared to vulnerable ones. F1
score is less sensitive to class imbalance than other metrics like accuracy, making
it a more suitable choice for evaluating vulnerability detection systems.

Code Complexity Metrics

Evaluating source code complexity can provide insights into maintainability, read-
ability, and potential defect proneness [McC04]. In this work, we use six common
metrics to characterize code complexity within each language-specific subset of our
dataset:

Token Length  Token length is the average number of lexical tokens per snippet.
A token is a single unit of code as identified by a lexer (i.e., keywords, identifiers,
literals, operators). Longer token sequences often indicate more verbose code,
although verbosity alone does not necessarily imply higher logical complexity.

Cyclomatic Complexity (CC) Cyclomatic Complexity [McC96] measures the
number of linearly independent paths through a program’s control-flow graph.

Formally,
CC=FE—- N +2P, (1)

where E is the number of edges, IV is the number of nodes, and P is the number of
connected components in the graph. Higher cyclomatic complexity suggests more
branching and, thus, a greater likelihood of defects and maintenance difficulties.

Halstead Volume (HV)  Halstead Volume is one of the Halstead complexity met-
rics introduced by Maurice Halstead [Hal77]. It quantifies the total size of an
implementation. Let 771 and 72 be the number of unique operators and operands,
respectively, while N7 and N3 are the total occurrences of operators and operands.
Then the volume is given by:

HV = (N1 + Ng) X 10g2(771 + 772). (2)

A high Halstead Volume indicates substantial implementation details and poten-
tially more cognitive load for understanding the code.

Halstead Difliculty (HD) Halstead Difficulty [Hal77] gauges how difficult it is
to write or comprehend a given program. It is computed as:

N.
HD = 1 22

2 < (3)
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Token | Halstead | Halstead | Halstead | Cyclomatic
Language Length | Volume | Difficulty Effort Complexity NLOC
JavaScript | 462.05 | 2204.25 21.83 76395.58 9.46 6.39
PHP 244.44 5.79 0.62 105.03 2.02 1.22
Java 274.79 | 879.30 10.81 16462.39 3.27 20.50
Python 338.35 862.93 13.07 20805.42 4.36 23.43
Go 752.59 | 2118.29 23.86 78381.61 7.89 53.57
C/C++ 274.79 | 879.30 10.81 16462.39 3.27 20.50

Table 5: Mean code complexity metrics by programming language.

where 7)1 and 73 are the counts of unique operators and operands, and N3 is the
total number of operands. Intuitively, the more varied or numerous the operands,

the higher the difhiculty.

Halstead Effort (HE) Halstead Effort [Hal77] builds upon Halstead Volume
and Difficulty:
HE = HV x HD. (4)

This metric estimates the amount of mental work required to implement or un-
derstand the code. A high Halstead Effort value suggests that the code is complex

and may be more prone to errors.

Number of Lines of Code (NLOC) NLOC simply measures the average num-
ber of physical lines per snippet. Although lines of code alone do not capture
deeper structural complexity, extremely high or low NLOC values can correlate
with maintainability challenges, readability issues, or overly concise “trick” imple-
mentations [McCO04].

We compute these metrics for each code snippet in our dataset (Section 4),
then aggregate them to obtain mean values per language (Table 5). In Section 5.3,
we analyze whether these complexity measures correlate with model detection per-
formance (F1 score) across different languages.

Table 5 presents the mean values of these complexity metrics for each pro-
gramming language we analyze.

Correlation Analysis

We compute the Pearson correlation coefficients between each code complexity
metric and the F1 score for each model to assess the strength and direction of
their relationships. Table 6 summarizes the correlation coefficients and their cor-
responding p-values.

The correlation coefhicients vary in both magnitude and sign across the differ-
ent models and complexity metrics. For the CodeT5 model, most of the coeffi-
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cients are negative, indicating a slight inverse relationship between code complex-
ity and F1 score, with the exception of NLOC, which shows a positive correlation.
However, for the other models (CodeBert, UnixCoder, and DeepSeck-Coder), the
coefhicients are mostly positive, suggesting a slight positive relationship between
code complexity and F1 score. Notably, though, the absolute values of all the co-
efficients are relatively low, generally below 0.6. Furthermore, the p-values for all
correlations are much higher than the typical significance level of 0.05, indicating
that none of these correlations are statistically significant. This suggests that the
observed relationships between the various code complexity measures and model
performance could be due to random chance rather than a true underlying corre-
lation.

Model | Complexity Metric Correlation Coefficient (r) | P-value
Token Length -0.1271 0.8104
Halstead Volume -0.0676 0.8988

CTs Halstead Difficulty 0.0363 0.9456
Halstead Effort -0.2002 0.7037
Cyclomatic Complexity -0.2347 0.6544
NLOC 0.3197 0.5368
Token Length 0.0786 0.8823
Halstead Volume 0.5624 0.2453

CB Halstead Difficulty 0.5288 0.2808
Halstead Effort 0.4339 0.3900
Cyclomatic Complexity 0.5177 0.2928
NLOC -0.0681 0.8980
Token Length 0.3619 0.4808
Halstead Volume 0.4558 0.3637

uc Halstead Difficulty 0.4371 0.3861
Halstead Effort 0.4853 0.3292
Cyclomatic Complexity 0.5336 0.2756
NLOC 0.0555 0.9169
Token Length -0.0431 0.9354
Halstead Volume 0.3435 0.5050

DS.C Halstead Difficulty 0.3240 0.5310
Halstead Effort 0.2499 0.6330
Cyclomatic Complexity 0.3469 0.5006
NLOC -0.1693 0.7485

Table 6: Correlation coefficients between complexity metrics and F1 score.
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F1 Score vs. Halstead Effort for All Models
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Figure 2: Mean Halstead effort vs. F1 score for each programming language.

Visualization of Results

To further explore the relationships, we plot the mean F1 scores against key com-
plexity metrics, specifically Halstead Effort and Cyclomatic Complexity. In Fig-
ure 2, which shows F1 scores versus Halstead Effort, three of the trendlines (DS-C,
CB, and UC) have a positive slope, while the CT5 trendline slopes downward.
This mixture of upward and downward trends, along with the dispersed data
points, suggests that no uniform relationship emerges. Similarly, Figure 3 plots
F1 scores against Cyclomatic Complexity, and here again, DS-C, CB, and UC
trendlines slope upward, whereas CT5 slopes downward. Overall, these mixed di-
rections and the wide spread of points indicate that any correlation between these
complexity metrics and F1 scores is weak and inconsistent across the different
models.

6 Limitation

Our study relies on the CVEfixes dataset, which is comprehensive and diverse,
covering a significant portion (~80%) of the available vulnerability fixes from the
NVD database. While the CVEfixes dataset as a whole is extensive, the dataset sizes
for individual languages like Go, Java, and Python are relatively small compared
to the C/C++ datasets used in previous studies, such as DiverseVul and PrimeVul.
‘These smaller dataset sizes are a result of the inherent distribution of vulnerabili-
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F1 Score vs. Cyclomatic Complexity for All Models
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Figure 3: Mean cyclomatic complexity vs. F1 score for each programming lan-
guage.

ties across languages in the NVD database (real-world representation) and not a
limitation of the CVEfixes dataset itself. The CVEFixes paper acknowledges that
at the time of writing, ~80% of fixes in the NVD database refer to code on one of
the three major forges: GitHub, GitLab, and Bitbucket, with 98% of those being
on GitHub. The remaining 20% of fixes point to other forges (i.e., SourceForge
or the defunct Gitorious) or to project-specific servers hosting other versioning
systems (i.e., Mercurial, Subversion, or CVS). One could expand the dataset by
manually locating and collecting data from projects that are not listed on GitHub,
GitLab, or Bitbucket. This process would require manual collection and verifica-
tion efforts.

However, even without the code hosted on non-GitHub, GitLab, and Bit-
bucket, we believe our investigation’s results would not change significantly, as
they only constitute the remaining ~20% of the total data.

7  Conclusions

In this study, we investigated the effectiveness of multiple language models (LMs)
for vulnerability detection across several popular programming languages, includ-
ing JavaScript, Java, Python, PHP, Go, and C/C++. Our results demonstrate that
the performance of LMs varies depending on the language, with models gen-
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erally performing better on non-C/C++ languages compared to previous work
on C/C++. We found that vulnerability detection models for languages such as
JavaScript and Java achieve higher F1 scores compared to the results reported in
prior studies on C/C++. This suggests that LMs can be more effective and prac-
tical for vulnerability detection in these languages. However, performance varies
between different languages, with PHP and Go showing high accuracy but lower
F1 scores.

We also explored the relationship between code complexity and vulnerability
detection performance across the studied languages. Our analysis revealed weak
and statistically insignificant correlations between various complexity metrics and
the models’ F1 scores. This suggests that code complexity, as measured by these
metrics, may not be a strong predictor of LMs’” vulnerability detection perfor-
mance.

We evaluated the generalizability of our findings on independent datasets for
several languages. For Java, results on the MegaVul dataset closely mirrored those
obtained from CVEFixes, suggesting consistent performance across different data
sources. In contrast, testing C/C++ models on the PrimeVul dataset reaffirmed
the difficulty of achieving robust vulnerability detection performance in these lan-
guages. For Python, performance on the synth-vuln-fixes dataset showed mixed
results, indicating that some models struggle to generalize effectively. Similarly,
testing the PHP models on the SARD dataset revealed challenges in detecting syn-
thetic, well-characterized vulnerabilities as opposed to the more diverse real-world
samples found in CVEFixes.

Our study has limitations that should be acknowledged. While the CVEfixes
dataset is comprehensive, covering 80% of the available vulnerability fixes from
the NVD database, the dataset sizes for individual languages like Go, Java, and
Python are relatively small compared to C/C++. Expanding the dataset to include
the remaining 20% of fixes from other platforms would require manual collection
and verification efforts. However, we believe that the absence of this data does not
significantly impact our findings.
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We live in a world where everything, from the phone in your pocket to the trathc
lights on your commute, relies on having a stable, always-on connection. When
these systems go offline, even briefly, daily life can be disrupted. During major
crises like the COVID-19 pandemic, we became even more aware of how crucial it
is for digital systems to keep working, whether for remote work, online learning, or
maintaining critical services such as hospital networks and emergency call centers.

This dissertation focuses on how to keep modern digital systems, particularly
the so-called Internet of Things (IoT) and the latest 5G mobile networks, up and
running despite failures, attacks, or software bugs.

Safeguarding the Internet of Things

“Internet of Things” is a broad term for devices that connect to the internet and
sense or control the world around us. These devices range from household items
like “smart” doorbells and security cameras to industrial equipment that monitors
factories or power grids. Because IoT devices are often tiny, low-power gadgets,
they are very sensitive to disruptions. A malicious attacker can overwhelm them
by sending too much data, a type of assault called a Denial of Service attack. The
first part of this dissertation explores new ways to stop these attacks before they
turn off vital functions. For example:

* CLI-DOS and X-Pro are security techniques that share information be-
tween devices or rely on special network checkpoints to block harmful in-
ternet traffic. This stops waves of malicious data from ever reaching the
more vulnerable IoT devices.

* A system called Lazarus was improved to help IoT devices reset themselves
safely after severe attacks. Even if an attacker almost completely takes over
a device, our improved version of Lazarus helps it recover, ensuring it can
continue working.

Strengthening 5G Networks

The fifth generation (5G) of cellular networks promises faster speeds, lower de-
lays, and better support for connected devices. However, this added complexity
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can create new risks. One new part of 5G, called the Network Data Analytics
Function (NWDAF), uses artificial intelligence to predict how people and devices
will move around the mobile network. This knowledge helps network operators
offer smoother handovers and better coverage. Unfortunately, attackers could trick
the system with fake or misleading data, making it much harder to plan network
resources effectively. Research in this dissertation finds:

* Even a small group of fake devices can drastically reduce the accuracy of

NWDAF’s Al predictions.

* With clever retraining of the Al models or smarter ways to pick which model
to use, these attacks can be made less harmful.

Finding Software Weak Spots with Artificial Intelligence

Every modern digital system, whether it’s an IoT sensor or a 5G base station,
runs on software. Sometimes, that software contains hidden flaws that hackers
can exploit to crash systems or steal data. Tools known as code language models
(think of them as “spellcheckers” for coding) can automatically scan programs to
detect these vulnerabilities. By looking at gigantic samples of real code, these tools
learn to spot dangerous programming patterns. Studies in this dissertation reveal:

* While these Al models often perform better than older methods, they still
struggle to detect all vulnerabilities in complex real-world code.

* Performance varies across programming languages; some are easier for Al to
check than others.

Why It All Matters

Our world depends on computers and networks for everything from social media
to life-saving hospital equipment. If hackers manage to shut down these systems,
the consequences can be huge, both socially and economically. The research here
introduces new ways to block attacks, recover from failures, and spot software bugs
before they become serious threats. By making IoT devices, 5G networks, and the
software they rely on more robust, we can help ensure our increasingly connected
society continues to function securely, even under pressure.



