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Abstract

The transition to post-quantum cryptography is well underway. Driven by the
recognition that Shor’s algorithm would render all widely deployed asymmetric
cryptosystems insecure in the presence of a sufficiently capable quantum computer,
the cryptographic community has spent the past decade designing, evaluating, and
standardizing a new generation of public-key primitives. In 2024, ML-KEM be-
came the first standardized post-quantum Key Encapsulation Mechanism; HQC
was selected as the primary backup candidate shortly thereafter. These schemes
are now being deployed in production systems.

A cryptographic scheme, however, is not merely an algorithm on paper. It is
a piece of software running on physical hardware, and physical hardware is not
abstract. Execution time, power consumption, and electromagnetic radiation all
depend on the data being processed, and an adversary who can observe these phys-
ical side channels has access to information that no standard security model (such
as commonly used IND-CCA model) is designed to account for. The migration to
post-quantum cryptography therefore raises a question that is as urgent as the the-
oretical one: are these new schemes secure in practice, once the physical realities
of implementation are taken into account?

This thesis addresses that question. Its central contribution is a collection of
novel key-recovery attacks against post-quantum KEMs and related primitives,
each grounded in concrete implementation vulnerabilities and validated on real
hardware. A unifying thread is the SCA-LDPC framework, first introduced here
and progressively refined across several papers: the core idea is to model a large
set of carefully crafted chosen-ciphertext side-channel queries as a sparse parity-
check code, and to recover the secret key via belief-propagation decoding. This
approach brings information-theoretic rigour to a problem that has previously
been addressed by largely ad hoc methods, and it yields substantial improvements
in attack efficiency across ML-KEM, HQC, NTRU, and NTRU Prime.

Beyond side-channel attacks on KEMs, the thesis also investigates implemen-
tation security in a different setting: approximate homomorphic encryption. We
demonstrate that the noise-flooding countermeasures used to secure the CKKS
scheme against passive key-recovery attacks are only as strong as the noise estima-
tion procedure they rely upon. When that estimation is performed in a non-worst-
case manner, an adversary can recover the full secret key from a single decryption
output. The vulnerability is shown to be structural and cannot be mitigated by
increasing the statistical security parameter alone.

Across all contributions, the attacks are accompanied by information-theoretic
analyses that characterize how close they come to fundamental limits, and by
open-source release of all attack code. The results collectively suggest that the gap
between provable security and practical security in post-quantum cryptography
remains significant, and that closing it demands both improved countermeasures
and a more careful understanding of what existing protections actually guarantee.
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Introduction

The security of modern digital infrastructure rests on a compact set of mathemat-
ical assumptions. The public-key cryptography that underpins secure communi-
cation derives its hardness from the computational difficulty of factoring large
integers and computing discrete logarithms. For decades, this foundation has
proven robust: despite sustained cryptanalytic effort, no classical algorithm has
been found that breaks these problems at security-relevant scales.

That foundation is, however, contingent on an assumption that is now un-
der serious threat. In 1994, Shor demonstrated that a sufficiently large quantum
computer could solve both the Integer Factorisation Problem and the Discrete
Logarithm Problem in polynomial time [Sho94]. The practical consequence is
stark: the existence of a Cryptographically Relevant Quantum Computer (CRQC)
would render RSA, Diffie-Hellman, and Elliptic Curve Cryptography simultane-
ously and irreparably broken. While such machines do not yet exist, the trajectory
of quantum hardware development has made their eventual arrival a concrete en-
gineering question rather than a distant theoretical concern.

Critically, the threat does not require a CRQC to materialise before action is
necessary. Encrypted traffic intercepted and stored today can be decrypted retroac-
tively once a capable quantum computer becomes available, a strategy known as
harvest now, decrypt later. This threat model imposes a hard deadline on the mi-
gration to a safer alternative: any data that must remain confidential for a decade
or more is already at risk. The cryptographic community must therefore act well
in advance, a planning horizon that is measured in years and is, by all accounts,
already underway.

The primary response to this threat is Post-Quantum Cryptography (PQC): the
design of classical asymmetric cryptosystems whose security rests on mathemati-
cal problems believed to be intractable for both classical and quantum computers.
Unlike Quantum Key Distribution, which demands specialised hardware and re-
mains constrained by range and implementation imperfections, PQC operates on
existing hardware and slots into current protocol architectures with manageable
engineering effort.
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In December 2016, the National Institute of Standards andTechnology (NIST)
launched a formal standardization process [NIS16], soliciting post-quantum can-
didates from the global research community. Over subsequent years, dozens of
submissions were subjected to intense public scrutiny spanning cryptanalysis, per-
formance profiling, and implementation review. The process culminated in two
primary standards for Key Encapsulation Mechanisms (KEMs): the lattice-based
scheme ML-KEM (previously known as CRYSTALS-Kyber), standardized in Au-
gust 2024 [Ava+19], and the code-based scheme Hamming Quasi-Cyclic (HQC),
selected as the primary backup candidate in March 2025 [Gab+25], with its formal
standard pending at the time of writing. The diversity of mathematical founda-
tions is deliberate: it hedges against the possibility that a breakthrough in one
family might otherwise compromise the entire ecosystem.

With standardization advancing, the focus has shifted from the question of
which algorithms are theoretically secure to the question of how they can be de-
ployed securely in practice. This transition reveals a second, qualitatively different
class of vulnerabilities. A cryptographic scheme is specified as a mathematical
object; its security proofs are statements about abstract algorithms operating on
abstract data. A real implementation, however, must run on physical hardware,
and physical hardware is not abstract. Execution time, power consumption, and
electromagnetic radiation all vary as a function of the data being processed. These
physical observables (also called side channel information) can leak information
about secret state in ways that no security proof accounts for, because no security
proof models the physics of computation.

An algorithm that is perfectly secure on paper may be trivially broken when
the adversary can observe the time taken to process a single query, the power trace
of a decapsulation call, or the electromagnetic emissions of an embedded device.
This is not a hypothetical concern: timing attacks on implementations of classi-
cal schemes have been known since Kocher’s seminal 1996 work [Koc96a], and
the PQC transition has, if anything, sharpened the problem. The new algorithms
involve operations that are both structurally different from their classical counter-
parts and, in some cases, genuinely difficult to implement without data-dependent
timing or power variation.

This thesis is situated precisely at this intersection. It captures the central ten-
sion: the algorithms examined here are all provably secure in the sense demanded
by modern cryptographic standards, yet each admits concrete, practical attacks
once the physical realities of implementation are taken into account. The contri-
butions span key-recovery side-channel attacks on ML-KEM, HQC, NTRU, and
NTRU Prime, as well as an investigation of security vulnerabilities in approximate
homomorphic encryption. Together, they demonstrate that implementation secu-
rity is not a secondary concern to be addressed after standardization, but an integral
and ongoing component of the migration to post-quantum cryptography.
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1.1 Notations and Conventions

Let Z,Q,R, and C represent the sets of integers, rationals, reals, and complex
numbers, respectively. For integers a < b, the set of integers from a to b − 1 is
represented by [a..b]. For a finite set I, the symbol #{I} denotes the number of
elements in I. For two functions f and g, we write f = O(g) if f is bounded
above by g up to a constant factor asymptotically, and f = o(g) if f grows strictly
slower than g, i.e., f(n)/g(n)→ 0 as n→∞. We write f = ω(g) if g = o(f),
meaning f grows strictly faster than g asymptotically.

We denote matrices by bold uppercase letters (e.g., A) and vectors by bold
lowercase letters (e.g., v). The Hamming weight of a vector v is its number of
non-zero elements, denoted by wH (v). For a vector v, v[i] refers to the entry at
index i.

The dot product of two vectors is written as 〈a,b〉. Let b·e denote the oper-
ation of rounding to the nearest integer. The security parameter is represented by
λ. A function f is deemed negligible in λ if f(λ) = λ−ω(1).

We work with the ring of integers modulo q, denoted Zq. When q is odd, it is
convenient to represent elements ofZq in the centered range {−bq/2c, . . . , bq/2c}
rather than the standard {0, . . . , q − 1}; this choice is purely a matter of con-
vention but will simplify notation later. When q is prime, Zq is in fact a field,
which we then write as Fq. We also work with polynomial rings of the form
Rq = Zq[x]/(f(x)), where f(x) is a polynomial whose choice depends on the
cryptographic scheme at hand, and where all arithmetic on coefficients is per-
formed modulo q.

The notation x $← S indicates a uniform random sampling of an element x
from a given set S. When a value x is assigned according to some function or
probability distribution D, we use x← D.

1.2 Cryptographic Primitives

1.2.1 Symmetric and Asymmetric Cryptography

Symmetric cryptography constitutes the foundational layer of secure communi-
cation, enabling confidentiality between two parties, provided they share a pre-
established secret key. In this setting, the sender utilizes the shared secret to trans-
form a plaintext message into a ciphertext. Ideally, this ciphertext appears as a
random string to any observer and reveals no meaningful information about the
underlying message, apart from its length, to parties lacking the key. The legiti-
mate recipient subsequently recovers the original message by applying the inverse
decryption function using the same shared key.

However, the requirement of a pre-shared secret poses a significant logistical
challenge, particularly in modern, large-scale networks where parties often com-
municate without prior contact. Public Key Cryptography (PKC), or asymmetric
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cryptography, resolves this by employing a pair of mathematically related keys
rather than a single shared secret.

Public Key Encryption (PKE) In a PKE scheme, users generate a key pair (pk, sk).
The public key (pk) is shared openly, while the private key (sk) is kept secret. To
transmit a message, a sender encrypts it using the recipient’s public key. The result-
ing ciphertext can only be decrypted by the holder of the corresponding private
key, effectively decoupling encryption capabilities from decryption capabilities.

Formally, a PKE scheme is defined by a triplet of algorithms (KeyGen,Enc,Dec):
• (pk, sk) ← KeyGen(1λ): A probabilistic algorithm that takes a security

parameter λ and outputs a public key pk and a secret key sk.

• c← Enc(pk,m): A probabilistic encryption algorithm that takes the pub-
lic key pk and a message m from the message space M, and outputs a
ciphertext c.

• m′ ← Dec(sk, c): A deterministic decryption algorithm that recovers the
message m′ from the ciphertext c using the secret key sk. Correctness re-
quires that Dec(sk,Enc(pk,m)) = m.

The security of such schemes relies on the existence of trapdoor one-way func-
tions. A one-way function is a mathematical function that is easy to compute in
one direction but believed to be computationally infeasible to invert without spe-
cific auxiliary information. In the context of PKE, the public key pk defines a
function that anyone can compute (encryption), while the private key sk serves
as the “trapdoor” — a piece of auxiliary information that makes the inverse op-
eration (decryption) feasible. Common examples of such hardness assumptions
include the factorization of large integers (RSA), the discrete logarithm problem
(Diffie-Hellman), and the elliptic curve discrete logarithm problem (ECC).

A fundamental challenge in asymmetric cryptography is the authentication
of public keys. If an adversary intercepts the initial key exchange and substitutes
their own public key for the recipient’s, they can successfully decrypt intercepted
messages (a Man-in-the-Middle attack). This issue is typically addressed via Dig-
ital Signature schemes and a Public Key Infrastructure (PKI), which binds pub-
lic keys to verified identities. As the scope of this thesis is primarily concerned
with encryption and key encapsulation mechanisms, we assume the existence of
an authenticated channel for public key distribution and do not discuss digital
signatures further.

Key EncapsulationMechanisms (KEMs) While PKE solves the key distribution
problem, it is generally computationally intensive and inefficient for encrypting
large volumes of data compared to symmetric primitives. Consequently, modern
cryptographic protocols adopt a hybrid1 approach known as the KEM/DEM con-

1Not to be confused with a hybrid classical and post-quantum scheme.
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struction. In this paradigm, a Key Encapsulation Mechanism (KEM) uses asym-
metric techniques to securely establish a short, shared symmetric key. This key is
then handed off to a Data Encapsulation Mechanism (DEM), which is typically
represented by a symmetric block or stream cipher. DEM then encrypts the actual
message payload efficiently.

Formally, a KEM is defined by a triplet of algorithms (KeyGen,Encaps,Decaps):

• (pk, sk)← KeyGen(): A probabilistic algorithm that outputs a public key
pk and a secret key sk.

• (c,K)← Encaps(pk): A probabilistic algorithm that generates a random
key K $← K and its encapsulation (ciphertext) c. The set K denotes the
key space of the shared secret.

• K ← Decaps(sk, c): A deterministic algorithm that recovers the shared
secret K from the encapsulation c using the secret key sk.

It is worth noting the distinct difference between PKE and KEM interfaces. In
a standard PKE scheme, the algorithm c ← Enc(pk,m) takes a specific message
m as an explicit input. In contrast, a KEM implicitly generates the shared secretK
randomly alongside the ciphertext during the encapsulation process. This random
generation is central to the security of KEMs, as the resulting key K is used for
subsequent symmetric encryption.

Homomorphic Encryption The primitives discussed thus far primarily address
the confidentiality of data during transmission. Cryptographic research has also
expanded to address the processing of data while it remains encrypted. Homo-
morphic Encryption (HE) is a primitive that allows computation on ciphertexts
directly. Unlike PKE or KEMs, where the goal is solely secure transport, HE en-
ables the evaluation of a function f over encrypted inputs such that decrypting
the result yields f applied to the original plaintexts. This capability allows for se-
cure offloading of computation to untrusted servers without compromising the
privacy of the input data. Depending on the class of functions that can be eval-
uated, one distinguishes between partially homomorphic schemes, which support
only a limited type of operation, somewhat homomorphic schemes, which support
a bounded number of mixed operations, and fully homomorphic schemes (FHE),
which support arbitrary computation. Chapter II covers a practically important
instance called approximate homomorphic encryption and its security properties.

1.2.2 Security Models

Having established the fundamental goals of cryptography, such as confidentiality,
we now turn to rigorous definitions. Ideally, an encryption scheme would achieve
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information-theoretic security, revealing absolutely no information about the plain-
text other than its length. Such perfect secrecy comes at a steep price: the secret
key must be at least as long as the message and used only once making it imprac-
tical for most applications, a typical example of such encryption is the one-time
pad. In practice, we therefore rely on computational security, which quantifies the
infeasibility for a resource-constrained adversary to learn meaningful information
about the plaintext.

The standard notion for confidentiality in public-key encryption is Indistin-
guishability under Chosen Plaintext Attack (IND-CPA). This model formalizes the
security requirements by treating the scenario as a game played between a chal-
lenger and an adversary.

IND-CPA Security Consider a PKE scheme Π = (KeyGen,Enc,Dec). The
IND-CPA security game proceeds as follows:

1. Setup: The Challenger generates a key pair (pk, sk) ← KeyGen(1λ) and
sends the public key pk to the Adversary A.

2. Query Phase 1: The Adversary A is granted access to an encryption oracle
OEnc(·), which, upon input m, returns Enc(pk,m). While A holds pk
and can ostensibly perform encryption locally, the oracle formalism strictly
defines the “chosen plaintext” capability. The adversary may perform any
number of computations and/or oracle queries, provided the total work re-
mains polynomial in λ.

3. Challenge: The AdversaryA outputs two distinct messages of equal length,
m0 and m1, from the message space M. The Challenger selects a bit
b

$← {0, 1} uniformly at random, computes the challenge ciphertext c∗ ←
Enc(pk,mb), and sends c∗ to A.

4. Query Phase 2: The Adversary A continues to perform computations and
to access OEnc(·).

5. Guess: The Adversary A outputs a guess b′ ∈ {0, 1}.

The Adversary wins the game if b′ = b. The advantage of the adversary in
breaking the IND-CPA security of the scheme Π is defined as the distance between
the adversary’s success probability and random guessing:

AdvIND-CPA
Π (A) =

∣∣∣∣Pr[b′ = b]− 1
2

∣∣∣∣ . (1.1)

A scheme is considered IND-CPA secure if this advantage is negligible in the
security parameter λ. Intuitively, this means that a computationally bounded ad-
versary performs no better than a random guess when attempting to distinguish
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between the encryptions of two messages of their own choosing. The fact that A
selects both m0 and m1 is deliberate: by allowing the adversary to pick the most
favorable pair of messages, the definition provides a worst-case security guarantee
that captures all possible relationships between plaintexts. This formal definition
captures the essence of semantic security, ensuring that the ciphertext leaks no par-
tial information about the plaintext beyond its length—not even a single bit, such
as the least significant one. Consequently, observing a ciphertext provides the ad-
versary with no new knowledge about the underlying message that they did not
already possess prior to interception.

The Necessity of Randomization A critical requirement for IND-CPA security
is that the encryption algorithm Enc must be probabilistic. If Enc were determin-
istic, an adversary could trivially win the game by computing c′ = Enc(pk,m0)
(using pk or the oracle) and comparing it to the challenge ciphertext c∗. If c′ = c∗,
the adversary knows b = 0; otherwise, b = 1. Therefore, a secure encryption
scheme must introduce randomness during the encryption process, ensuring that
encrypting the same message multiple times yields different ciphertexts with over-
whelming probability.

Beyond IND-CPA: Active Attacks While IND-CPA captures security against
passive eavesdroppers, it is often insufficient in real-world scenarios where an ad-
versary can do more than simply observe ciphertexts. Consider an attacker who
is able to submit carefully crafted ciphertexts to a legitimate party and observe
the outcome—whether a decryption succeeds, fails, or produces a particular error.
Such chosen ciphertext capabilities allow an adversary to extract information far be-
yond what passive eavesdropping permits, and IND-CPA provides no protection
against them. This motivates the need for a stronger security model: Indistin-
guishability under Chosen Ciphertext Attack (IND-CCA).

IND-CCASecurity The IND-CCA game extends the IND-CPA game by grant-
ing the adversary access to a decryption oracleODec. This oracle accepts a cipher-
text c and returns the corresponding plaintext m← Dec(sk, c).

1. Setup: (pk, sk)← KeyGen(1λ). The Challenger sends pk to A.

2. Query Phase 1: A has access to the decryption oracle ODec(·). A may
query any ciphertext c.

3. Challenge: A submits distinct m0,m1. The Challenger computes c∗ ←
Enc(pk,mb) for b $← {0, 1} and returns c∗ to A.

4. Query Phase 2: A continues to have access to ODec(·), with the strict
restriction that A may not query the challenge ciphertext c∗ itself.
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5. Guess: A outputs a guess b′.

The advantage is calculated identically to the IND-CPA setting:

AdvIND-CCA
Π (A) =

∣∣∣∣Pr[b′ = b]− 1
2

∣∣∣∣ . (1.2)

If a scheme is IND-CCA secure, it implies immunity to attacks where the
adversary can manipulate ciphertexts or observe decryption results of related ci-
phertexts. There are in fact two variants of this notion. In IND-CCA1 (also called
non-adaptive chosen ciphertext security), the adversary may query the decryption
oracle only before seeing the challenge ciphertext c∗. In the stronger IND-CCA2
notion (adaptive chosen ciphertext security), the adversary retains access to the
decryption oracle even after receiving c∗, subject solely to the restriction that c∗
itself is not submitted. IND-CCA2 is the standard notion used in modern cryp-
tography, and throughout this thesis we use IND-CCA to refer to IND-CCA2
unless explicitly stated otherwise.

Malleability Closely related to IND-CCA security is the concept of malleabil-
ity. An encryption scheme is malleable if, given a ciphertext c corresponding to
a plaintext m, it is possible to generate a different ciphertext c′ that decrypts to
a related plaintext f(m) for some known function f , without learning m or the
secret key sk. In the context of PKE, this property is generally undesirable as it
compromises integrity; an adversary could potentially modify a message without
detection.

It is a standard result that IND-CCA security implies non-malleability [Bel+98]:
intuitively, if an adversary could produce a meaningful transformation of the chal-
lenge ciphertext, they could submit it to the decryption oracle and exploit the
response to break ciphertext indistinguishability.

An important exception to the requirement for non-malleability is Homo-
morphic Encryption which is malleable by definition and intention: the goal is
to allow computations on ciphertexts (e.g., addition or multiplication) that cor-
respond to operations on the underlying plaintexts. Consequently, HE schemes
cannot achieve IND-CCA security. They are typically evaluated under the IND-
CPA model, as the ability to modify ciphertexts is a feature, not a vulnerability, in
that specific context.

Security for Key Encapsulation Mechanisms As modern protocols often uti-
lize a KEM/DEM paradigm, we must adapt the IND-CCA definition for KEMs.
The primary difference lies in the challenge phase. In a KEM, the encapsulation
algorithm Encaps implicitly generates the shared secret.

In the IND-CCA game for a KEM, instead of choosing between two plain-
texts, the adversary receives a pair (K∗, c∗). The challenger generates this pair such
that c∗ is the encapsulation of a key K. With probability 1/2, K∗ is the real key
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K; with probability 1/2,K∗ $← K is a random key drawn uniformly from the key
space. The adversary’s goal is to distinguish whether K∗ is the real shared secret
or a uniformly random string, and the advantage is defined similarly to the PKE
setting. A KEM is IND-CCA secure if no probabilistic polynomial-time (PPT)
adversary can distinguish the two cases with advantage non-negligible in λ—that
is, the adversary does no better than a random guess.

From IND-CPA to IND-CCA: The Fujisaki-Okamoto Transform It is com-
mon practice to construct IND-CCA secure KEMs from IND-CPA secure PKE
schemes using the Fujisaki-Okamoto (FO) transform [FO99] (or variants thereof ).
This transformation is ubiquitous in modern KEMs, including those discussed
later in this thesis.

The FO transform takes a randomized IND-CPA secure PKE scheme and pro-
duces an IND-CCA secure KEM. The key idea is to make encryption deterministic
by deriving the random coins from the message itself—typically via a hash func-
tion, often also binding in the public key—rather than sampling them uniformly
at random. This allows the decapsulation procedure to re-encrypt the decrypted
message using the same derived coins and verify that the result matches the received
ciphertext. Any tampering with or malformation of the ciphertext will cause this
check to fail, providing the ciphertext integrity that IND-CCA security requires.
The core mechanism of the FO transform is as follows:

1. The recipient decrypts the ciphertext c to obtain a candidate messagem′ ←
Dec(sk, c).

2. The recipient re-encrypts m′ using the deterministic encryption function
(re-generating the specific random coins from m′) to obtain a candidate
ciphertext c′ ← Enc(pk,m′).

3. The recipient compares c ?= c′.

If c′ = c, the ciphertext was generated correctly, and the shared secret is derived
as intended. If c′ 6= c, the ciphertext is considered invalid—either malformed or
tampered with. In this case, the scheme performs an implicit rejection: rather than
returning an explicit error, it returns a pseudorandom value derived determinis-
tically from the session transcript (typically involving the ciphertext). Crucially,
this pseudorandom value is indistinguishable from a legitimate shared secret, so
the adversary receives no useful signal about why decapsulation failed. This design
ensures that every ciphertext the adversary can submit to the decryption oracle is,
in effect, one they could have produced themselves via a valid encryption call—the
decryption oracle yields no additional leverage. Consequently, the adversary’s ca-
pability is reduced to that of a CPA attacker, which is precisely what the underlying
IND-CPA secure PKE scheme is designed to resist.



12 Introduction

TheQuantumThreat Classical computers process information as bits, each tak-
ing a value of either 0 or 1. A quantum computer, by contrast, operates on qubits,
which exploit the principles of quantum mechanics to exist in a superposition of
0 and 1 simultaneously. When multiple qubits are combined, their joint state
can encode an exponentially large number of configurations at once. Through
carefully designed quantum algorithms, this parallelism can be harnessed to solve
certain computational problems dramatically faster than any classical machine.

A second key resource is quantum entanglement, a phenomenon in which the
states of two or more qubits become correlated in ways that have no classical ana-
logue. Together, superposition and entanglement allow quantum algorithms to
constructively amplify probability amplitudes leading to correct answers while de-
structively cancelling those leading to wrong ones. This interference-based com-
putation is not universally faster than classical computation, but for a specific class
of structured problems, the speedup is profound.

In 1994, Shor published his seminal work demonstrating that a sufficiently
large quantum computer could efficiently solve the mathematical problems that
serve as the centerpiece of currently deployed asymmetric cryptography [Sho94].
The security of the most ubiquitous public-key encryption and digital signature
schemes relies on the assumed intractability of two specific problems: the Integer
Factorization Problem (IFP), which underpins RSA, and the Discrete Logarithm
Problem (DLP), which underpins Diffie-Hellman and Elliptic Curve Cryptogra-
phy (ECC).

Shor’s algorithm solves these problems in polynomial time on a quantum com-
puter, directly undermining the security of RSA, Diffie–Hellman, and ECC. Con-
cretely, given an n-bit integer N , the algorithm recovers its prime factors in time
polynomial in n; the same algorithmic ideas, applied to the discrete logarithm
problem, equally threaten Diffie–Hellman and elliptic curve based schemes. The
existence of a Cryptographically Relevant Quantum Computer (CRQC)—a quan-
tum machine of sufficient scale and reliability to run Shor’s algorithm against real-
world key sizes—would therefore render essentially all currently deployed asym-
metric cryptography insecure.

Grover’s Algorithm While Shor’s algorithm dismantles the security of widely
used asymmetric primitives, Grover’s algorithm represents the primary quantum
threat to symmetric cryptography, such as block ciphers and hash functions. For-
mally, Grover’s algorithm is designed to search for a specific entry in an unsorted
database of N elements. In the context of cryptography, this equates to a brute-
force search for a secret key within a key space of size N = 2λ, where λ is the
security parameter (key length in bits).

Unlike classical brute-force attacks, which require O(N) operations on aver-
age, Grover’s algorithm provides a quadratic speedup, finding the target inO(

√
N)

quantum operations. For a block cipher like AES-128, this reduces the effective se-
curity level from 128 to 64 bits: whereas a classical adversary must perform on the



1.3 Post-Quantum Cryptography 13

order of 2128 operations to exhaust the key space, a quantum adversary running
Grover’s algorithm requires only around 264—a reduction that brings the attack
within a far more conceivable computational budget. The conventional mitiga-
tion is straightforward: doubling the key length. AES-256, for instance, retains
approximately 128 bits of security against a quantum adversary, which is generally
considered sufficient.

Practical Impact on Symmetric Cryptography Despite the theoretical efficacy
of Grover’s algorithm, there is a growing consensus that the threat to symmetric
cryptography is severely overstated in practice. Unlike Shor’s algorithm, which
yields an exponential speedup sufficient to break asymmetric primitives outright,
Grover’s quadratic speedup is subject to physical and algorithmic constraints that
render it effectively negligible for well-chosen key sizes.

Three compounding factors drive this conclusion. First, quantum error cor-
rection requires each logical qubit to be encoded in thousands of physical qubits,
substantially inflating hardware requirements. Second, Grover’s algorithm paral-
lelises badly: splitting the search across P machines reduces runtime by only

√
P ,

while total operation count grows, making large-scale parallel attacks far more
expensive than the naive 264 figure suggests. Third, and most concretely, when ac-
counting for realistic circuit depths and error-correction overhead, the number of
physical qubits required to attack AES-128 would, at 2 microns per qubit, cover
the surface of the Moon [Jaq24], and the energy cost is bounded below by the
annual output of a nuclear power plant.

Consequently, while the theoretical security reduction from 2128 to 264 is real,
the practical threat to AES-128 is still far from being urgent. The quantum crisis
is therefore immediate and existential only for asymmetric cryptography, where
Shor’s algorithm offers a genuine exponential speedup.

1.3 Post-Quantum Cryptography

Post-Quantum Cryptography constitutes the definitive response to the existen-
tial threat posed by Cryptographically Relevant Quantum Computers. The pri-
mary objective of PQC is the design and rigorous analysis of modern asymmetric
schemes capable of resisting cryptanalysis by adversaries possessing both classical
and quantum computational capabilities. An alternative approach, Quantum Key
Distribution (QKD), attempts to address the problem at the physical layer by us-
ing quantum mechanical properties to establish shared secrets. While theoretically
appealing, QKD requires specialised hardware infrastructure, is limited in range,
and in practice falls short of the security guarantees due to technical limitations,
e.g., the description of the algorithm assumes only one photon with special po-
larization is sent, but currently we do not know how to achieve that; intercepting
the extra photon(s) breaks the perfect theoretical security. PQC, by contrast, is
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grounded in mathematical hardness assumptions, runs on existing classical hard-
ware, and is therefore the practical and scalable path forward.

To ensure long-term security, the cryptographic community has explored di-
verse mathematical foundations. This approach mitigates the risk that a break-
through in one specific area might compromise the entire ecosystem. The prin-
cipal families of hard problems currently under active investigation include the
following:

• Code-based cryptography, which relies on the hardness of decoding ran-
dom linear codes;

• Lattice-based cryptography, founded on problems such as Learning With
Errors (LWE) and Module-LWE;

• Hash-based cryptography, primarily used for digital signatures;

• Multivariate cryptography, based on solving systems of multivariate poly-
nomial equations;

• Isogeny-based cryptography, which utilizes the structure of supersingular
elliptic curve isogeny graphs.

In December 2016, the National Institute of Standards andTechnology (NIST)
formally launched a public call for proposals, effectively kickstarting the transition
to a post-quantum world. This initiative mobilized the global cryptographic com-
munity. Through multiple rounds of elimination, dozens of initial submissions
were subjected to relentless cryptanalysis and performance profiling, leaving only
the most resilient algorithms as finalists.

Regarding KEMs, the standardization effort has yielded two primary finalists
to date. As established, NIST has formally standardized the lattice-based ML-
KEM and selected the code-based HQC as the primary backup candidate to pro-
vide necessary mathematical diversity. As of early 2026, at the time of writing this
thesis, the formal standard for HQC has not yet been released by NIST. While the
NIST PQC project also encompasses digital signature schemes, this thesis restricts
its scope to key encapsulation mechanisms. Consequently, we do not discuss dig-
ital signatures further.

In addition to the standardized finalists, several other strong KEM schemes
remain relevant to the research presented in this thesis. Specifically, we analyze
the lattice-based schemes NTRU and NTRU Prime, both of which were strong
contenders in the third round of the NIST competition. These schemes offer
distinct algebraic structures that provide valuable insights when examining side-
channel leakage and implementation security.
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1.4 Moving fromTheory to Practice

With the formal standardization of ML-KEM and the upcoming release of the
HQC standard, the cryptographic landscape is shifting from theoretical explo-
ration to industrial deployment. While the cryptanalysis of the underlying hard-
ness assumptions remains a critical and ongoing work, the research focus has in-
evitably shifted to embrace the challenges of engineering. At this point, the com-
munity operates with a carefully measured confidence that the selected algorithms
offer adequate theoretical security.

However, transitioning these mathematical constructs into production-grade
software introduces a distinct class of vulnerabilities. The first hurdle is implemen-
tation correctness; while software bugs are inevitable, they are generally detectable
and reparable through rigorous testing and community review. Far more insidious,
however, is the threat of Side-Channel Analysis (SCA), which forms the core focus
of Chapter 4 and this thesis. Unlike logical bugs, SCA exploits the physical reality
that cryptographic algorithms must eventually execute on physical hardware.

When a cryptographic primitive runs on a device, it unwittingly broadcasts
information through physical observables. Variations in execution time, dynamic
power consumption, and electromagnetic radiation can leak correlations to the
internal state of the processor. This leakage provides an adversary with auxiliary
information that is not accounted for in standard security models (such as IND-
CCA). Consequently, a scheme that is mathematically perfect in the abstract may
be trivially insecure in a real-world scenario. To bridge this gap, implementations
must be fortified with specific countermeasures that go beyond the theoretical
specification of the protocol.

1.5 Outline

This thesis is organized as follows. Part I contains the “Kappa”, Chapters 2 to 6.
Part II contains the included publications, referenced as papers I to V. Finally Part
III contains the Popular Science Summary.

The “Kappa” starts from Chapter 1, where we are now. Chapter 2 delves
into code-based cryptography, Chapter 3 follows with lattice-based cryptography.
Chapter 4 finally gets close to the topic of this this and presents the formulation of
the main problem. Chapter 5 is then covers another relevant part of the practical
security connected to homomorphic encryption. Chapter 6 is the final chapter
and summarizes the entire project and the included publications.

General Thesis Focus Chapters 2 to 5 will give a discussion of the background
information necessary to comprehend this thesis in a meaningful way. The idea is
that these chapters will make the included publications easier to follow, compared
to reading the individual papers independently. This means that mathematical
strictness is intentionally sacrificed in favor of readability, and in-depth discussions
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are sometimes sacrificed in favor of putting the work in a larger context. It is my
hope that this initial intent survives contact with the reality that is your experience
of the printed/electronic book in front of you.



Code-based Cryptography
and Decoding

2.1 Error Correcting Codes

Historically, coding theory was developed to ensure reliable communication over
noisy channels. Consider a scenario where multiple Wi-Fi networks broadcast in
the same physical area. The overlapping signals can cause physical interference,
leading to corrupted or entirely dropped bits when a message is received over the
air.

The fundamental mechanism to resolve this unreliability is the introduction
of redundant information. Rather than transmitting a raw k-bit message directly,
we encode it into an n-bit string, where n > k. This longer string is called a code-
word. The ratio R = k/n is known as the code rate, representing the proportion
of actual information transmitted per symbol.

In practice, we typically deal with linear codes. For a message vector m ∈ Fk
2 ,

the corresponding codeword c ∈ Fn
2 is generated using a generator matrix G ∈

Fk×n
2 via the matrix multiplication:

c = mG. (2.1)

A defining feature of any such code is its minimum distance d, which is the
smallest Hamming distance between any two valid codewords in the code space.
The distance dictates the robustness of the code. Specifically, a code can guarantee
the correction of up to t = b(d− 1)/2c errors.

The optimal choice of a code depends heavily on the physical characteristics of
the communication medium. For the purposes of this thesis, our primary model
is the Binary Symmetric Channel (BSC). The BSC is a memory-less channel char-
acterized by a single crossover probability ρ. For every transmitted bit, regardless
of its position, the channel flips its value with probability ρ and leaves it intact
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with probability 1 − ρ. Consequently, the only source of noise in this model is
this independent bit-flipping behavior.

Because the code is linear, the sum of any two valid codewords yields another
valid codeword. Furthermore, the k-dimensional subspace of valid codewords can
be alternatively defined by its null space using a parity-check matrix H ∈ Fr×n

2 ,
where r = n− k. For every valid codeword c, the following condition holds:

cHT = 0. (2.2)

When a codeword is transmitted over a noisy channel, the receiver obtains a
noisy vector v = c + e, where e represents the error vector introduced by the
channel. To detect if errors occurred, the receiver calculates the syndrome s of the
received vector:

s = vHT = (c + e)HT = eHT . (2.3)

If s = 0, the received vector is assumed to be a valid codeword. A non-zero
syndrome directly points to unsatisfied parity checks, indicating the presence of
errors.

This brings us to the core computational challenge: the Decoding Problem.
Given a received noisy codeword v and the code parameters, the goal is to find
the closest valid codeword c. Note that finding c is strictly equivalent to finding
the exact noise vector e and removing it.

An equivalent formulation is the Syndrome Decoding Problem. Here, the
task is to find a minimal-weight error vector e that satisfies eHT = s for a given
syndrome s. These two problems are functionally identical, as one can efficiently
convert a generator matrix G into a parity-check matrix H and vice versa.

The hardness of these problems is what makes code-based cryptography viable.
For large, randomly generated linear codes, both the Decoding and Syndrome De-
coding problems are NP-hard [BMV78]. While general-purpose algorithms like
Information Set Decoding (ISD) exist to solve them, their runtime scales expo-
nentially even on a quantum computer, with Grover’s algorithm yielding at most
a quadratic speedup that is manageable by choosing sufficiently large parameters.
This quantum resistance is one of the most attractive features of code-based cryp-
tography. Furthermore, the field has benefited from nearly half a century of intense
cryptanalysis. This extensive scrutiny makes code-based cryptography one of the
oldest, most mature, and best-understood candidates for post-quantum security.

The central design idea is to exploit the gap between structured and random
codes. Efficient polynomial-time decoding algorithms exist, but only for codes
with a very specific algebraic structure. A code-based cryptosystem is therefore
built around a deliberate asymmetry: the secret key sk encodes a structured code
together with its efficient decoding algorithm, while the public key pk is a care-
fully scrambled representation of the same code that appears random to an outside
observer. Legitimate users who know sk can decode in polynomial time; an ad-
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versary holding only pk is left with what looks like a random linear code and must
therefore face the full exponential hardness of the Decoding Problem.

The Duality of Coding: Source Coding Coding theory is most famously asso-
ciated with channel coding, specifically, by adding redundancy to protect against
noise, but it has an equally important dual: source coding, or data compression.
Where channel coding adds structure to a message, source coding removes it. If a
data source exhibits statistical regularity, its output carries more redundancy than
entropy, and can therefore be represented using fewer bits than a naive encoding
would require. Shannon’s source coding theorem formalises this precisely, estab-
lishing the entropy of the source as the fundamental lower bound on the average
number of bits needed to represent it.

This duality turns out to be a remarkably powerful lens in the context of
side-channel analysis. Physical devices leak information about their internal state
through observable side channels such as power consumption or electromagnetic
radiation. Rather than treating each measurement as a hard, binary decision about
a secret variable, one can model the leakage as a noisy communication channel and
collect soft probabilistic information across multiple observations. As we explore
in Paper I, this reframes key recovery as a joint source coding and error correction
problem: by combining soft leakage information with the algebraic structure of
the secret, advanced decoding algorithms can reconstruct the secret key from far
fewer measurements than classical hard-decision attacks require.

2.2 Low-Density Parity-Check (LDPC) Codes

As established previously, a linear code can be represented by either a generator
matrix or a parity-check matrix. Here, we focus on the latter. To build an intuition,
consider the following parity-check matrix H ∈ F3×6

2

H =

1 1 0 1 0 1
0 1 1 0 1 1
1 0 1 1 1 0

 (2.4)

Note that a row of a parity-check matrix H defines a subset of all codeword
symbols, and by the construction, the sum of this subset has to be zero for a noise-
free codeword. For instance, reading the first row of H, any valid codeword must
satisfy the following constraint

c0 + c1 + c3 + c5 = 0.

We could represent parity-check matrix in a more intuitive geometric perspec-
tive. ATanner graph, illustrated in Figure 2.1, is a bipartite graph that visually rep-
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resents the parity-check matrix H from Equation (2.4). It consists of two distinct
sets of vertices:

• Variable nodes represent the individual symbols of the codeword, corre-
sponding to the columns of H.

• Check nodes represent the parity-check equations, corresponding to the
rows of H.

An edge connects a variable node to a check node if and only if that specific variable
is involved in that specific parity-check equation.

v0 v1 v2 v3 v4 v5

+
c0

+
c1

+
c2

Figure 2.1: Tanner graph corresponding to the parity-check matrix H. Variable nodes (vi)
are connected to check nodes (cj ) based on the non-zero entries of the matrix.

This thesis heavily relies on Low-Density Parity-Check (LDPC) codes, first
introduced by Gallager [Gal62]. An LDPC code is fundamentally defined by its
parity-check matrix. The defining characteristic of this matrix is that it is sparse,
i.e., it contains a small fraction of ones. It’s where the “low-density” part of the
name comes from. If the number of ones (the Hamming weight) is strictly con-
stant across all rows and columns of the matrix, the code is classified as regular,
such matrix is given in Equation (2.4) as regular matrix with row weight 4 and
column weight 2. If these weights vary, the code is irregular.

There exists an efficient decoder for LDPC codes. The standard approach relies
on a family of message-passing iterative algorithms known collectively as Belief
Propagation (BP). The core intuition is as follows: nodes pass information back
and forth along the edges of the Tanner graph, continuously updating their local
“beliefs” about the true value of the variable nodes based on the constraints of the
check nodes. Gallager’s original proposal included Bit-Flip decoding algorithm.

1. Compute the syndrome s according to Equation (2.3). If s is the zero
vector, all parity checks are satisfied, and the algorithm outputs the valid
codeword.

2. For each variable node, count the number of its connected parity-check
equations that are currently failing.
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3. Flip every variable node for which this count exceeds a threshold, which is
typically a majority of its connections. The rationale is that a bit involved in
many failing checks is more likely to be the erroneous one than the checks
themselves.

4. Repeat the process until the syndrome is zero (a successful decode) or a
predefined maximum number of iterations is reached (a decoding failure).

Belief Propagation with Soft Information To improve upon Bit-Flip decoding,
we abandon hard decisions entirely and instead track, for each variable node v, a
probability mass functionPv(x) over the alphabetA of possible symbol values and
use an iterative message-passing algorithm known as the Sum-Product algorithm.
Two families of messages flow along each edge of the Tanner graph: Pv→c(x)
carries the belief of variable node v about its own value x ∈ A, given its channel
observation and all constraints except c; andPc→v(x) carries the extrinsic evidence
that check node c provides about v, based on all other variable nodes connected
to c.

Step 1: Initialization. For every variable node v and each adjacent check node
c, outgoing messages are seeded from the channel observation:

P (0)
v→c(x) = Pch(x).

Step 2: Iterative update. For iterations t = 1, 2, . . ., the following two updates
are applied.

Check node update. Check node c collects the incoming messages from all
neighboring variables except v, i.e., considering N (c) to be the set of variable
nodes connected to c, we iterate over N (c) \ {v}. Fixing v = x, the algorithm
takes all possible assignments (xv′)v′∈N (c)\{v} to the other variables leading to
the satisfied parity check. The general idea is to answer the question: “given what
all my other neighbors believe, how likely is it that you take the value x, so that the
parity constraint is satisfied?” Thus, we have:

P (t)
c→v(x) ∝

∑
valid (xv′ )v′∈N (c)\{v}

∏
v′∈N (c)\{v}

P
(t−1)
v′→c (xv′). (2.5)

Variable node update. Variable node v combines its channel prior with all
incoming check-to-variable messages except the one from c:

P (t)
v→c(x) ∝ Pch(x)

∏
c′∈N (v)\{c}

P
(t)
c′→v(x). (2.6)
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Step 3: Termination and decision. The algorithm iterates until all parity checks
are satisfied or a maximum number of iterations is reached. At any point, the
posterior belief at v is

bv(x) ∝ Pch(x)
∏

c∈N (v)
P (t)

c→v(x), (2.7)

and a hard decision is extracted as x̂v = arg maxx bv(x). Because soft beliefs
are maintained throughout, reaching the iteration limit is not a total failure: the
resulting distributions often retain enough refined information to recover partial
data through post-processing.

ImplementationConsiderations: LogDomain,Min-Sum, and Scheduling Com-
puting Equations (2.6) and (2.7) as written requires multiplying many small prob-
abilities, which rapidly causes numerical underflow on standard hardware. In prac-
tice, BP is therefore carried out in the logarithmic domain, replacing each prob-
ability P (x) with a log-likelihood λ(x) = logP (x) and converting products
into sums. To further reduce the computational complexity of the check nodes,
a popular alternative known as the Min-Sum algorithm is often used. It approx-
imates the complex log-domain check-node computations by replacing the sum
over combinations with a simple minimum operation over the LLR magnitudes.
This trade-off sacrifices some decoding accuracy for a significant acceleration in
computational speed.

The order in which updates are scheduled also affects convergence. A straight-
forward approach is to use a layered schedule, where each iteration updates all
check nodes followed by updates of the variable nodes, as described above. Other
strategies are possible, for example, a priority-based node-wise schedule, where each
iteration updates a single edge of theTanner graph currently carrying the most un-
certainty.

The earlier paper (Paper I) in this thesis uses Min-Sum approach with layered
scheduling. Our library with LDPC decoder was made public and was later im-
proved. Thus, later on we use different approach, e.g., for the Paper V, we use
Sum-Product algorithm with node-wise scheduling, providing better convergence
and error correction performance.

Cycles and Asymptotic Optimality The assumption underlying the exactness of
Belief Propagation is that the Tanner graph is a perfect tree [RU01]. In reality,
practically all LDPC graphs contain cycles, which are closed loops of edges that
start and end at the same node. If a graph contains short cycles, messages loop
back on themselves too rapidly during the decoding process. A node ends up
indirectly receiving its own prior belief as “new” evidence, which artificially inflates
its certainty and severely degrades the overall decoding performance.
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Because a Tanner graph is bipartite, the shortest possible cycle has a length of
four. Consequently, a primary objective in LDPC code design is to maximize the
girth (the length of the shortest cycle). While eliminating cycles of length four
is straightforward, systematically avoiding cycles of length six or more becomes a
highly complex combinatorial problem, especially when designing codes of arbi-
trary lengths.

For very large code lengths, Belief Propagation on properly constructed LDPC
codes is demonstrably optimal, capable of operating vanishingly close to the Shan-
non limit [RSU02]. In other words, as the code length grows, they can reliably
correct errors at the absolute theoretical maximum noise threshold of the commu-
nication channel. Despite the optimality is shown asymptotically, LDPC codes
provide excellent error correction performance in practice.

Finally, while classical LDPC codes were designed to correct binary bits over
F2, the underlying message-passing framework generalizes in a straightforward
manner to larger finite fields or even rings of integers. Instead of tracking binary
probabilities, the variable nodes maintain probability mass functions over a small
set of possible values. This generalization will prove to be extremely important in
this thesis, allowing us to model and correct the noisy side-channel leakages from
lattice-based schemes.

2.3 Hamming Quasi-Cyclic (HQC)

Hamming Quasi-Cyclic (HQC) [Gab+25] is a prominent code-based Key Encap-
sulation Mechanism (KEM) and a successful candidate in the NIST post-quantum
standardization process. Its security is based on the hardness of decoding a random
quasi-cyclic code in the Hamming metric.

All polynomial operations in HQC take place in the polynomial ring R =
F2[x]/(xn−1) for a prime n. Working in this ring is highly efficient. Multiplying
two polynomials in R is mathematically equivalent to multiplying a vector by
a circulant matrix. This quasi-cyclic structure avoids the massive key matrices
required by traditional Goppa-code systems, drastically reducing key sizes.

Before generating keys, the communicating parties must agree on a public
error-correcting code C with a known generator matrix G. In HQC, C is a two-
layer concatenated code: the outer layer is a shortened Reed-Solomon (RS) code
operating over bytes, while the inner layer is a duplicated Reed-Muller (RM) code
operating over bits. The details of these codes go beyond the scope of this thesis;
what matters here is their role in the scheme. The code C is entirely public and
plays no role in hiding the message. Its sole purpose is to ensure that a legitimate
recipient can reliably recover the plaintext despite the noise introduced during
encryption.

The foundation of HQC is an IND-CPA secure public-key encryption scheme.
It consists of three primary operations:
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Key Generation. To construct a keypair, we begin by sampling a uniformly
random polynomial h $←R. Next, we sample two private polynomials x, y $←R
such that they have a strictly low Hamming weight ω. The secret key is defined
as sk = (x, y). We then compute the syndrome s = x + h · y. The public key
is published as pk = (h, s). For an adversary to recover the secret polynomials x
and y from pk, they would need to solve a structured variant of the Syndrome De-
coding Problem — Quasi-Cyclic Syndrome Decoding Problem which is believed
to be intractable.

Encryption. To encrypt a message vector m, the sender first encodes it using
the public generator matrix to produce a codeword mG which is interpreted as a
polynomial inR. Next, the sender generates three sparse error polynomials to act
as cryptographic noise: r1 and r2 of weight ωr, and e of weight ωe. The ciphertext
is constructed as a pair of polynomials (u, v):

u = r1 + h · r2 (2.8)
v = mG + s · r2 + e (2.9)

The structure of this ciphertext mirrors the public key construction and is best
understood by analogy. The component u = r1 +h · r2 plays the same role as the
syndrome s = x+h·y in key generation: it is a noisy linear combination involving
h that commits the sender to the ephemeral randomness r2 without revealing it.
The component v then uses this same r2 to entangle the encoded message with
the public key: substituting s = x+h ·y gives v = mG+(x+h ·y) · r2 +e, so
v masks the codeword with a term that only the holder of sk = (x, y) can relate
back to u and ultimately remove.

Decryption. The legitimate recipient possesses the secret polynomial y and
uses it to unmask the message by computing v−u ·y. If we expand this expression
using the definitions from encryption, we get:

(mG + (x+ h · y) · r2 + e)− (r1 + h · r2) · y,

cancelling the terms we are left with:

mG + x · r2 − r1 · y + e. (2.10)

The result is the original codeword mG perturbed by an effective error polynomial
e′ = x · r2 − r1 · y + e. Because the polynomials x, y, r1, r2, and e were all de-
liberately chosen to be sparse, the total Hamming weight of e′ remains small. The
recipient simply feeds this noisy codeword into the public decoder for C. As long
as the weight of e′ falls within the error-correction capacity of the concatenated
RS and RM codes, the decoder successfully strips away the noise and outputs the
original message m.

The IND-CCA security of the KEM version of HQC is achieved by the
Hofheinz-Hövelmanns-Kiltz (HHK) transform [HHK17], which could be seen
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as a modern variant of the Fujisaki-Okamoto transform.





Lattice-based Cryptography

3.1 Lattices and Hard Problems

Intuitively, a lattice could be thought as a regular, infinitely repeating grid of points
in space. Formally, a lattice L is a set of points inm-dimensional Euclidean space,
generated by taking all integer linear combinations of n linearly independent basis
vectors b1, . . . ,bn ∈ Rm. This can be written as:

L =
{

n∑
i=1

cibi | ci ∈ Z
}

The integer n is the rank of the lattice, and m is its dimension. We typically
work with full-rank lattices where n = m, and the vectors are defined over Zq for
a prime q.

Hard Problems While navigating a two-dimensional grid on a piece of paper is
trivial, the complexity of this space explodes as we move into hundreds or thou-
sands of dimensions. This dimensional complexity gives rise to mathematically
hard problems. The most famous of these is the Shortest Vector Problem (SVP).
The challenge is simple to state: given a completely arbitrary basis for a lattice,
find the non-zero vector in the lattice that is closest to the origin.

While SVP is shown to be NP-hard problem (although under randomized re-
ductions) [Ajt98], it is not as useful for building practical cryptographic schemes.
In 2005, Regev introduced the famous Learning With Errors (LWE) problem
[Reg05]. LWE (or its variants) lies as a basis of most modern lattice-based cryp-
tography. To understand LWE, consider a classic high school algebra problem:
solving a system of linear equations. If you are given a public matrix A and a
public vector b such that b = As mod q, you can easily find the secret vector s
using standard Gaussian elimination.
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The problem becomes difficult when we introduce a small error vector e to
the system:

b = As + e mod q,

where the matrix A $← Zm×n
q and error e comes from a specific noise distribution

χ. In the original formulation, the secret s was set randomly, but in the modern
formulation it is also sampled from χ.

For an adversaryA observing only the public values (A,b), extracting the se-
cret s is believed to be computationally intractable for both classical and quantum
computers.

Standard LWE comes with a significant practical drawback: because A is a
large matrix of random integers, the resulting public key pk is large. To reduce the
key size and drastically improve computational performance, the new variant of
LWE was introduced as Ring-LWE (RLWE) [LPR10]. Instead of relying on ma-
trices and vectors of integers, RLWE operates over ring Zq[x]/f(x), where f(x)
is typically a cyclotomic polynomial f(x) = xn + 1. In this setting, a single poly-
nomial a replaces the entire matrix A, compressing the key size significantly. The
secret and the error are also polynomials. Since f(x) is cyclotomic, for correctly
chosen parameters, the multiplication could be computed fast using Number The-
oretic Transform which could be seen as a Fourier Transform over Zq.

However, cryptography is always a game of trade-offs. The algebraic structure
that makes RLWE so efficient also introduces a potential vulnerability. Because cy-
clotomic rings possess intense mathematical structure, it opens up the possibility
that an adversary might one day discover a highly efficient, specialized mathemat-
ical attack that reduces the security considerably or in the worst-case breaks the
scheme.

To mitigate the structural risks of RLWE without returning to the undesir-
ably slow performance of standard LWE, the cryptographic community found a
middle ground: Module-LWE (MLWE). MLWE acts as a structural compromise.
Instead of using a single massive matrix of integers or a single massive polynomial,
MLWE uses a small matrix where each entry is a moderately sized polynomial.
This provides a highly tunable trade-off between performance and security. As we
will see in the following sections, this module framework is the very foundation of
ML-KEM, the newly standardized post-quantum key encapsulation mechanism.

3.2 ML-KEM (Kyber)

ML-KEM (previously known as CRYSTALS-Kyber [Sch+22d]) is the primary
post-quantum key encapsulation mechanism (KEM) standardized by NIST. It is
build upon MLWE problem and achieves practical public key sizes and high com-
putational efficiency.

Operations in ML-KEM are defined over the polynomial ringZq[X]/(X256+
1) with a specific prime modulus q = 3329. During key generation, the secret key
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vector s and the error vector e are sampled from a centered binomial distribution
Bη. This distribution ensures their polynomial coefficients remain bounded and
small. A public matrix A $← Zk×k

q is generated uniformly at random.
As most KEMs, ML-KEM achieves IND-CCA security by designing IND-CPA

public key encryption and applying FO transform. To encrypt a message m, the
sender generates their own ephemeral randomness by sampling a secret vector r
and two small error terms e1 and e2 from the centered binomial distribution Bη.
The ciphertext consists of two components, u and v, computed as:

u = AT r + e1 (3.1)

v = tT r + e2 +m. (3.2)

Before being added to v, each bit of the message m ∈ {0, 1} is encoded by map-
ping it to a coefficient in Zq: a 0 maps to 0 and a 1 maps to bq/2c. Geometrically,
this places each message bit at one of two maximally separated points on the in-
teger circle modulo q. The noise added by e2 and tT r perturbs these points by a
small amount, but as long as the total noise remains bounded by bq/4c, rounding
the noisy coefficient back to the nearest of the two reference points recovers the
original bit exactly.

To decrypt, the receiver utilizes the secret key s to strip away the cryptographic
masking applied during encryption, computing a noisy message m′:

m′ = v − sT u. (3.3)

Because t = As + e, expanding this equation reveals that the large AT rs terms
cancel out. What remains is the upscaled message m combined with a sum of
small error terms (specifically, e2+eT r−sT e1). As long as the cumulative noise is
sufficiently small, it is naturally discarded when the receiver rounds and downscales
the coefficients back to their original binary values, successfully recovering the
plaintext.

3.3 NTRU and NTRU Prime

While the Learning With Errors (LWE) problem dominates much of the post-
quantum landscape, it is not the only foundation for lattice-based cryptography.
Introduced in 1996 by Hoffstein, Pipher, and Silverman[HPS98], NTRU is a
venerable cryptosystem that predates LWE by nearly a decade. Though unrelated
to the early Ajtai-Dwork lattice schemes[AD97], NTRU relies on the hardness of
finding the shortest or closest vectors in high-dimensional integer lattices. Over
the years, numerous improvements have been proposed, culminating in multi-
ple submissions to the NIST PQC standardization effort, notably NTRUEn-
crypt [Zha+17], NTRU-HRSS-KEM [Sch+17], and NTRU Prime [Ber+17]. The
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simplified foundational version is often denoted NTRU-HPS. A comparison of
the NTRU-based NIST-PQC submissions can be found in [Sch18].

NTRU operates over polynomial rings. Classically, all operations are defined
over a polynomial ring Rq = Fq[x]/(xN − 1). The scheme is parameterized by
coprime positive integers (N, q, p). Here, N represents the maximum degree of
the polynomials, q is a large modulus (often a power of two), and p is a small
modulus (typically a prime).

During key generation, two small polynomials f and g are randomly sampled
from strictly defined sampling spaces. The polynomial f serves as the secret key
sk, and it must be invertible modulo both p and q. We compute its inverses fp and
fq such that ffp = 1 mod p and ffq = 1 mod q. The public key pk, denoted
h, is constructed by essentially masking g with the inverse of f :

h = pfqg mod q.

To encrypt, a message is first encoded into a polynomial m of degree at most
N−1 with coefficients limited to modulo p. A blinding polynomial r is randomly
selected to act as noise. The ciphertext c is computed by multiplying r with the
public key h and adding the message m:

c = rh+m mod q.

To decrypt, the recipient multiplies c by the secret polynomial f modulo q:

fc = f(rh+m) mod q
= frpfqg + fm mod q
= prg + fm mod q

using the fact that ffq = 1 mod q. Provided the parameters are chosen so that
the coefficients of fc lie within a bounded range, one can lift this result to Z and
reduce modulo p, causing the term prg to vanish entirely and leaving fm mod p.
A final multiplication by fp then recovers m.

NTRU Prime NTRU Prime represents a conservative evolutionary branch of
the NTRU family, motivated by concerns about the algebraic structure of the
rings used in classical NTRU and Ring-LWE schemes. Traditional constructions
operate in cyclotomic rings such as Fq[x]/(xn − 1) or Fq[x]/(xn + 1), whose
rich algebraic structure, while computationally convenient, has been identified as
a potential attack surface for specialized lattice attacks that exploit this structure.

To mitigate these risks, NTRU Prime replaces the cyclotomic ring with a non-
cyclotomic field defined by an irreducible polynomial: Rq = Fq[x]/(xn−x−1),
where n is prime. This polynomial has no special algebraic symmetries, removing
the structural footholds that certain cryptanalytic techniques rely on. Arithmetic
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in this ring remains efficient, but the security argument rests on more conservative
ground.

The encryption mechanism in the Streamlined NTRU Prime variant also de-
parts from the classical additive noise approach. Most importantly, it is explicitly
designed as a KEM rather than a traditional encryption scheme. In this paradigm,
there is no arbitrary message polynomial m to encrypt. Instead, the sender ran-
domly generates a short polynomial r with strictly defined weight constraints.
This r acts as the encapsulated plaintext, which will ultimately be hashed by both
parties to derive a symmetric shared key.

To encapsulate r, the algorithm first computes a masked value v = hr mod
q and then applies a deterministic rounding function Round, which maps each
coefficient to the nearest multiple of 3. The ciphertext c is simply this rounded
polynomial. Decryption recovers the polynomial r by multiplying the ciphertext
by the secret key and reducing modulo 3, effectively inverting the rounding step.
This rounding-based design avoids the small modulus p of classical NTRU entirely,
simplifying the security analysis.

Furthermore, to achieve IND-CCA security, strict parameter checks are en-
forced during decapsulation. If the recovered intermediate polynomial does not
satisfy the expected weight conditions, or if re-encrypting the recovered r does
not perfectly match the received ciphertext c, the algorithm outputs a fixed pseu-
dorandom dummy key rather than failing outright. This constant-time implicit
rejection provides robust resistance against decryption failure attacks.





Side-Channel Analysis

Cryptographic algorithms are mathematically proven secure in the black-box model,
where an adversary only has access to the inputs and outputs of the scheme. How-
ever, physical implementations of these algorithms run on real hardware, which
consumes power, emits electromagnetic radiation, and takes measurable amounts
of time to execute. Side-Channel Analysis (SCA), first introduced by Kocher [Koc96b],
exploits these physical and operational leakages to extract secret information, en-
tirely bypassing the mathematical security of the algorithms.

As Post-Quantum Cryptography undergoes standardization and deployment,
evaluating its resilience against physical and implementation-level threats is crit-
ical. This chapter defines the attack vectors and oracle models used throughout
the appended papers, establishing the theoretical foundation for our key-recovery
frameworks.

4.1 Side-Channel Leakages

Whenever a device processes sensitive data, its physical properties fluctuate in ways
that depend on its internal state. By capturing and analyzing these fluctuations,
an adversary can infer the underlying secret keys. Broadly speaking, these physical
attacks fall into two categories: active and passive. Active attacks involve deliberate
interference with the device. For example, in fault injection attacks, an adversary
manipulates voltage, clock frequency, or laser pulses to induce computational er-
rors that leak information about the secret. Passive attacks, conversely, rely solely
on observing the device’s natural emissions without altering its operation. In this
thesis, we focus strictly on passive side-channel analysis, specifically targeting the
two most classical and widely studied leakage sources:

• Power and Electromagnetic (EM) Analysis: Every operation a processor
performs draws electrical current from its power supply. Because the current
drawn depends on both the instruction being executed and the data values
being processed, the instantaneous power consumption of a device varies in
a data-dependent manner. Electromagnetic emanations carry essentially the
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same information, arising from the same underlying physical activity, but
can be captured non-invasively and at a distance using a suitable antenna.

• Timing Analysis: Cryptographic implementations frequently contain op-
erations whose execution time depends on secret data such as through data-
dependent conditional branches, non-constant-time arithmetic, or variable-
latency instructions. An adversary who can repeatedly trigger a crypto-
graphic operation and precisely measure its execution time can infer which
control-flow paths were taken and thereby recover information about the
secret. Beyond direct timing measurements, microarchitectural attacks such
as cache-based attacks exploit shared hardware resources: by observing which
cache lines are accessed during a computation, an adversary can reconstruct
secret-dependent memory access patterns even without measuring total ex-
ecution time directly.

Disclaimer on Scope. The physical acquisition of these signals via high-resolution
oscilloscopes, as well as the signal processing techniques required to build tem-
plates and filter noise, is a deep and complex field in its own right. However, this
thesis is not a primer on signal processing. Instead, we primarily treat the leakage
as an algorithmic abstraction. Our focus is on the mathematical and information-
theoretic challenge of how to optimally exploit this leakage once it has been de-
tected and digitized.

4.2 Micro-architectural Leakages

While traditional power and EM attacks require close physical proximity to the tar-
get device, modern computing environments may introduce remote attack vectors
via shared hardware. In cloud servers, mobile devices, and multi-core processors,
several processes continuously share underlying micro-architectural resources.

Cache Attacks. The CPU cache is a prime example of a shared resource. Be-
cause accessing the main memory is slow, processors store recently used data in a
fast, shared cache. In an attack such as Prime+Probe[OST06a], an adversary fills
the cache with their own data (Prime), waits for the victim to perform a crypto-
graphic operation, and then measures the time it takes to access their data again
(Probe). If the victim’s operation accessed specific memory lines, the adversary’s
data is evicted, resulting in a measurable delay. This reveals the victim’s memory
access patterns, which can leak secret keys if the cryptographic implementation
uses secret-dependent lookups.

Prefetchers and theDMP. Beyond caches, modern CPUs employ hardware prefetch-
ers that attempt to predict which memory addresses will be needed next, loading
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them into the cache proactively to reduce latency. A particularly aggressive vari-
ant is the Data Memory-Dependent Prefetcher (DMP), present in several modern
microarchitectures. Unlike conventional stride-based prefetchers that predict ad-
dresses from access patterns, the DMP inspects the contents of memory and, if
it encounters a value that resembles a valid pointer, speculatively dereferences it
and fetches the corresponding memory line. This behaviour creates a subtle but
powerful side channel: if a cryptographic computation causes a secret-dependent
value to reside in memory, the DMP may act on it, leaving an observable trace
in the cache state or timing profile that an adversary can exploit. We investigate
this microarchitectural leakage mechanism and its implications for post-quantum
cryptographic implementations in Paper V.

4.3 Classification of Oracles

To systematically study and optimize key-recovery chosen-ciphertext attacks, we
abstract the complex physical and micro-architectural leakages into a conceptual
black box called an oracle. This abstraction provides a clear separation between the
physical discovery of a leakage and its mathematical exploitation.

In our threat model, an adversary (Mallory) sends a carefully crafted cho-
sen ciphertext c′ to the victim (Alice). Alice runs the decapsulation algorithm
Dec(sk, c′). By observing the side-channel leakage emitted during this execution,
Mallory queries the conceptual oracle to extract information about the decapsu-
lated message m′, which is mathematically entangled with the secret key sk.

Depending on the nature of the physical leakage, we can classify these oracles
into several distinct categories [Rav+20a; GJN20a; Uen+22a].

4.3.1 One-Bit-Bound Oracles

The most common side-channel leakages in lattice-based cryptography provide, at
most, a single bit of information per chosen-ciphertext query. We refer to these
collectively as one-bit-bound oracles.

• Binary Plaintext-Checking (PC)Oracle: This oracle answers a binary ques-
tion about the decrypted plaintext. The adversary crafts c′ such that the
decrypted message m′ is equal to one of the two predefined options, either
m0 orm1. For example, the oracle reveals whetherm′ = 0 orm′ is a sparse
unit vector containing a single 1.

• General PC Oracle: A more general primitive is an oracle that, given a ci-
phertext c′ and a reference message m, reveals whether the decrypted mes-
sage m′ is equal to m. Binary PC oracle could be seen as a special case of
general PC oracle with a promise that the decrypted message is either equal
to the reference message or deviates from it in one specific way.
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• Decryption Failure (DF) Oracle: This oracle reveals whether decrypted
message is equal tom. Typically (although it is not required for DF oracle),
the ciphertext c′ that will be decrypted is built by adding additional noise of
the special form to the ciphertext c, which is a valid encryption ofm. In the
context of FO-transformed KEMs, the general PC oracle and the DF oracle
effectively collapse into the same side-channel observation [Uen+22a] and
can be treated as mathematically equivalent. They provide more flexibility
during the attack compared to a binary PC oracle, which in turn, as shown
in Paper V, could greatly improve the key recovery efficiency.

4.3.2 Multi-Value and Full Decryption Oracles

While one-bit-bound oracles are the most prevalent due to their ease of instantia-
tion, stronger physical leakages can yield far more powerful oracles.

• Full Decryption (FD) Oracles: An FD oracle is the most powerful variant.
It returns the entire decrypted message vectorm′ in a single query [Ngo+21a].
While incredibly efficient for key recovery, FD oracles require very strong,
high-resolution leakages, severely limiting their applicability in heavily noise-
protected environments.

• Multi-Value PC Oracles: These oracles act as a middle ground between FD
and binary PC oracles. By applying multi-class classification to the side-
channel traces, an adversary can extract a few bits of information from a
single decapsulation call [Raj+23].

4.4 The Key Recovery Challenge

The classification of oracles brings us to a central problem in applied side-channel
analysis: How do we optimally construct chosen ciphertexts to efficiently extract the
secret key?

Historically, attacks relying on one-bit-bound (binary PC or DF) oracles fol-
low a naive, localized approach. The attacker crafts a ciphertext designed to isolate
and test a single coefficient of the secret key sk. Because physical measurements are
inherently noisy, the constructed oracle is rarely perfect; it has an accuracy ρ < 1
— probability to output true value. To compensate for this noise, standard at-
tacks rely on majority voting, meaning the attacker must query the exact same
secret coefficient several times until a statistical consensus is reached.

This coefficient-by-coefficient recovery is exceptionally inefficient. If a KEM
has hundreds of secret coefficients, recovering the full key requires an immense
number of traces, making the attack highly impractical against targets with trace
limits or dynamic keys. Furthermore, this method entirely ignores the non-uniform
distribution from which the secret symbols are often sampled.
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Soft Information and the LDPCFramework. To break through this inefficiency,
we shift from localized hard-decision recovery to global soft-decision decoding.
The key insight is that a single query need not target a single coefficient in isolation.
Instead, we can craft ciphertexts that simultaneously expose information about
several secret coefficients at once, in the form of a linear combination of those
coefficients.

To build intuition, consider first the simplest case: learning the sum ski + skj

of two secret coefficients. Even this provides joint information that neither coeffi-
cient alone reveals. More generally, consider a linear combination c =

∑
j∈J αjskj

for some index setJ and weightsαj . If the values this combination can take are all
distinct, then learning c exactly reveals complete information about the individual
coefficients that contribute to it. In practice we do not learn c exactly (and the
values are not necessarily unique), but we obtain a noisy observation from which
we can compute a probability distribution over the possible values of c. This is
soft information: rather than a hard binary answer, each query yields a probability
distribution that updates our prior belief about the joint state of the participating
coefficients.

By structuring many such queries carefully, we can model the entire secret
key as a codeword within a Low-Density Parity-Check (LDPC) code. Each linear
combination ci =

∑
j∈Ji

αjskj corresponds to a parity-check equation: the ex-
tended constraint

∑
j∈Ji

αjskj − ci = 0 defines a row of a parity-check matrix.
Collecting all such equations yields a matrix of the form

H =
(
H′ −I

)
,

where H′ encodes the positionsJi and weightsαj of each linear combination, and
−I ties each row to its corresponding observed value ci. Concretely, the variable
nodes of the resulting Tanner graph are the union of the secret coefficients skj and
the observed combination values ci, and the codeword to be recovered is their con-
catenation. Ultimately, however, our objective is solely the successful extraction of
sk. Each check node enforces one constraint of the form

∑
j∈Ji

αjskj − ci = 0,
which must evaluate to zero for a valid codeword.

The role of the oracle is to initialize the variable nodes ci with soft informa-
tion: rather than fixing ci to a hard value, each noisy query yields a probability
distribution over the possible values of ci, which serves as the prior for that vari-
able node. Belief Propagation then propagates this soft information through the
check nodes, whose zero-sum constraint couples each ci to its neighboring secret
coefficients. BP then iteratively refines the distributions of the skj variable nodes
until the secret key is recovered or a maximum number of iterations is reached.
Because LDPC codes decoded via BP operate near the Shannon limit (as estab-
lished in Section 2.2), this framework simultaneously exploits the non-uniform
prior distribution of the secret coefficients (source coding) and tolerates oracle
noise natively without majority voting (error correction).
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This paradigm is the core contribution of the appended papers. In Paper I,
we introduce the foundational SCA-LDPC framework for Kyber and HQC. In
Paper III and Paper IV, we extend the methodology to the non-cyclotomic struc-
tures of NTRU Prime and achieve single-trace recovery on HQC using Moderate-
Density Parity-Check (MDPC) decoding. Finally, in Paper V, we deploy a hybrid
adaptive-LDPC framework to maximize the information extracted from the mi-
croarchitectural GoFetch vulnerability, reducing the required number of queries
by an order of magnitude.



Security of Approximate
Homomorphic Encryption

As introduced in Section 1.2, Homomorphic Encryption (HE) allows a third party
to evaluate functions over ciphertexts such that the result, once decrypted, equals
the function applied to the original plaintexts. The server learns nothing about
the underlying data.

For many years, HE remained a theoretical curiosity. Partial schemes sup-
porting only addition or only multiplication existed, but supporting both simul-
taneously for arbitrary depth was an open problem. Gentry’s breakthrough in
2009 [Gen09] settled this question by constructing the first Fully Homomorphic
Encryption (FHE) scheme, capable in principle of evaluating any Boolean circuit.
While Gentry’s original construction was far too inefficient for practical deploy-
ment, it established a blueprint based on a technique called bootstrapping to pe-
riodically refresh the accumulated noise. This has since inspired a generation of
more efficient schemes.

5.1 Approximate Homomorphic Encryption and CKKS

A key observation driving practical progress is that many real-world applications
do not require exact arithmetic. Scientific computing, machine learning inference,
and statistical analysis all operate naturally in the realm of floating-point numbers,
where a small computational error is expected and acceptable. This observation
motivated Cheon, Kim, Kim, and Song to introduce the CKKS scheme [Che+17],
the first approximate homomorphic encryption scheme and arguably the most
practically relevant HE scheme today.

The central design philosophy of CKKS is to treat the inherent cryptographic
noise of lattice-based encryption not as an error to be eliminated, but as a natural
analogue of floating-point rounding. This reframing enables substantial efficiency
gains: rather than working around the noise, CKKS absorbs it into the computa-
tion.
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Message Encoding CKKS operates over the polynomial ringRq = Zq[x]/(xN +
1) for a power-of-two degreeN . Rather than encrypting a single value, CKKS en-
codes an entire vector z ∈ CN/2 of complex numbers into a single polynomial
via a variant of the inverse discrete Fourier transform scaled by a factor ∆, called
the scaling factor. Concretely, encoding maps z to a polynomial whose evaluations
at the 2N -th roots of unity approximate ∆ · z. This packing allows all N/2 slots
to be processed simultaneously in a SIMD fashion, amortizing the computational
cost over many values at once.

Encryption andHomomorphic Operations The structure of CKKS closely mir-
rors that of ML-KEM, but is built on the Ring Learning With Errors (RLWE)
problem rather than its module variant. The secret key is a sparse polynomial
s ∈ Rq with small coefficients, and the public key is a pair (a, b) with b = a·s+e
for a small error polynomial e, an RLWE instance that is computationally indis-
tinguishable from uniform. In addition to (pk, sk), key generation produces an
evaluation key ek, which encodes an encryption of s2 and is needed to carry out
homomorphic multiplications without growing the ciphertext size.

To encrypt a plaintext polynomialm (the encoded message vector), the sender
samples a small ephemeral polynomial r and two small error terms e0, e1, and
forms the ciphertext (a′, b′) = r · (a, b) + (e1, m + e0). Decryption computes
b′− a′ · s, which expands to r(b− as) +m+ e0− e1s = re+m+ e0− e1s ≈
m, recovering the message up to a small residual noise term. This noise is the
unavoidable cost of RLWE-based security and is precisely what CKKS embraces
rather than eliminates.

Homomorphic operations act directly on ciphertext pairs. Addition is sim-
ply componentwise: (a0, b0) + (a1, b1) mod q, with noise terms accumulating
additively. Multiplication is considerably more involved: the product of two ci-
phertexts naturally produces a degree-three object involving s2, which must be
relinearised back to a degree-two ciphertext using the evaluation key ek.

For the decryption to be correct, the noise must never grow large enough to
corrupt the encoded message. During the homomorphic operations, this noise
grows which somewhat limits the number of operations to be performed. The
exception is bootstrapping operation that allows to reset the noise, but it is com-
putationally expensive. Therefore, the noise must be carefully tracked.

Approximate Correctness Unlike exact HE schemes, CKKS does not satisfy the
standard correctness definition requiring decryption to return exactlyC(m1, . . . ,mk).
Instead, it satisfies an approximate variant: decryption yields a value close to the
true result, with the error bounded by a quantity that depends on the circuit depth
and scheme parameters:

Decsk(Evalek(C, c1, . . . , ck)) ≈ C(m1, . . . ,mk).
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For applications such as machine learning inference or statistical analysis, this ap-
proximation is entirely acceptable.

5.2 Security Models for HE

The Incompatibility of IND-CCA and the Role of IND-CPA The foundational
security baseline for most modern public-key encryption is IND-CCA, as intro-
duced in Section 1.2.2. However, it is well known that homomorphic encryption
schemes fundamentally cannot achieve IND-CCA security. The defining feature
of HE is malleability: the ability to take a ciphertext and apply a homomorphic
operation to produce a new, valid ciphertext without knowing the secret key. An
adversary could easily intercept a challenge ciphertext, homomorphically add a
certain constant to it, and submit the resulting ciphertext to a decryption oracle.
By subtracting the same constant from the oracle’s response, the adversary trivially
recovers the original plaintext.

Because of this inherent vulnerability to active chosen-ciphertext attacks, IND-
CPA is universally adopted as the standard security notion for HE schemes. For
standard PKE, IND-CPA guarantees that a passive adversary observing only ci-
phertexts gains no information about the underlying plaintexts. For exact ho-
momorphic encryption, this guarantee extends naturally to scenarios where final
decryption results are shared, an important scenario mentioned a bit later. If an
adversary knows an initial message m and a public homomorphic function f , it
can easily compute the final result f(m) on its own. Because observing the de-
crypted output yields no new information, the IND-CPA definition is perfectly
equivalent to IND-CPA with a decryption oracle when applied to exact encryption
schemes.

TheGap in IND-CPA for ApproximateHE For approximate schemes like CKKS,
the assumption that decrypted outputs provide no new information breaks down
entirely. The core issue is that approximate decryption does not simply return
f(m); rather, it returns an approximation that inherently contains small noise.
This noise is directly influenced by the secret key and the randomness used during
encryption.

Because the result of decryption is not a simple deterministic function of the
inputs and the evaluated circuit, observing it provides additional information that
the adversary cannot easily simulate on its own. This leakage is not captured by
the traditional IND-CPA model, meaning an approximate homomorphic encryp-
tion scheme can technically satisfy IND-CPA security while remaining completely
vulnerable to passive key-recovery attacks.

The Shared Decryption Scenario This theoretical gap poses a severe threat in
practical deployments, particularly in systems where decryption results are made
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publicly available or disclosed to selected parties. A natural example is privacy-
preserving data sharing and aggregation for medical data. In this setting, hospitals
encrypt sensitive records and upload them to a cloud service. A researcher acts as
an investigator, querying the cloud server to homomorphically compute aggregate
statistics (e.g., mean or variance). Finally, the result is decrypted and returned to
the researcher.

Even if the server verifies that the query is legitimate, a malicious researcher acts
as a passive adversary: they choose the input distribution, specify the computation,
and observe the decrypted result. As demonstrated by recent attacks, this single
decrypted query result can be enough to recover the secret decryption key in full,
thereby exposing the entire encrypted database.

The Li–Micciancio Attack Li and Micciancio [LM21] demonstrated that this
seemingly harmless noise leakage has devastating consequences. To understand the
core mechanism of their attack without delving into the complexities of message
encoding, consider the underlying Ring-LWE ciphertext structure. Suppose an
adversary asks a server to encrypt a known message, such as m = 0, and then
homomorphically evaluates the identity function (i.e., performs no computation
at all). The resulting ciphertext is a pair ct = (a, b), where b = a · s + m +
e mod q and e is the small encryption noise. Because m = 0, this simplifies to
b = a · s+ e mod q.

When the server performs the approximate decryption and returns the result,
the adversary receives the noisy plaintextm′ = m+e, which in this case is exactly
the error term e. Since the adversary already holds the ciphertext component b and
now knows the exact noise e from the decryption oracle, it can simply compute:

b−m′ = a · s mod q

This yields a direct linear equation in the secret key s. In the ring setting, a single
such equation is often sufficient to completely recover s by computing the ring
inverse of a, giving s = a−1 · (b−m′) mod q. If a is not invertible, collecting a
small number of ciphertexts provides a solvable system of linear equations.

The attack is not restricted to the zero message or the identity function: any
known message and any known homomorphic computation allows the adversary
to isolate the error and form the exact same structural equation. Li and Micciancio
implemented this attack against all major CKKS libraries of the time (HEAAN,
SEAL, HElib, and PALISADE) and demonstrated complete secret key recovery in
a matter of seconds, even at the highest security parameter settings.

Crucially, this is not an implementation vulnerability. The libraries correctly
implement the CKKS specification. The problem lies with the security definition
itself: CKKS satisfies IND-CPA under standard RLWE hardness assumptions,
but IND-CPA simply does not model the precise error information leaked by
approximate decryption.
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The IND-CPAD Security Model To accurately capture this threat, Li and Mic-
ciancio proposed the IND-CPAD (IND-CPA with Decryption oracles) security
model. The key insight is that a passive adversary in the homomorphic setting has
three distinct capabilities: they can influence which messages get encrypted, they
can specify the homomorphic computation to be performed, and they can observe
the decrypted result. The IND-CPAD model grants the adversary formal oracle
access to all three, as illustrated in Section 5.2.

Definition 1 (IND-CPAD Security [LM21]). An adversary A is given access to a
shared state S containing sequences of message pairs and ciphertexts (m0,m1, c). The
adversary interacts with three oracles:

• Encryption Oracle Epk(m0,m1): Computes c ← Encpk(mb), appends
(m0,m1, c) to the state S, and returns c.

• Evaluation Oracle Hek(g, J): Given a deterministic function g and a list of
indices J , homomorphically evaluates g on the corresponding ciphertexts in S,
appends the result to S, and returns the evaluated ciphertext.

• Decryption Oracle Dsk(j): Given an index j, checks that the underlying
messages satisfy m0 = m1. If so, it returns Decsk(c); otherwise it returns ⊥.

The scheme is IND-CPAD secure if no efficient adversary can distinguish the hidden
bit b with non-negligible advantage.

The restriction m0 = m1 in the decryption oracle is essential: it prevents
the adversary from trivially winning by asking to decrypt a ciphertext where the
two challenge messages produce observably different outputs. In other words, the
adversary may only observe decryptions of honestly generated ciphertexts whose
underlying messages are already identical—precisely the shared decryption sce-
nario. Importantly, IND-CPAD is a conservative extension of IND-CPA: for
exact encryption schemes, the two notions are provably equivalent, because seeing
the decryption of f(m) yields nothing the adversary could not compute from m
and f alone. For approximate schemes, IND-CPAD is strictly stronger.

5.3 Countermeasures

The vulnerabilities exposed by the IND-CPAD model necessitate robust counter-
measures. If the approximate decryption output inherently leaks the key-dependent
noise, the logical defense is to mathematically obscure that noise before it is re-
vealed to the user.

Noise Flooding and Differential Privacy To thwart passive key-recovery attacks,
modern FHE libraries have adopted a technique commonly referred to as noise
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Figure 5.1: Passive attacker scenario based on Li and Micciancio’s model [LM21]. In this
context, the attacker may choose/know the plaintext m and the homomor-
phic function f . The attacker can eavesdrop on the ciphertexts ct, ct′ and
decryption result m′, but is not allowed to tamper with (or inject) ciphertexts
or alter the computation’s final outcome.

flooding [Li+22]. The core intuition is straightforward: before the final decryp-
tion result is handed over, the evaluating party deliberately post-processes the out-
put by adding a massive, statistically independent error term (the “flood”) to the
ciphertext.

By applying concepts from Differential Privacy (DP), cryptographers can guar-
antee that the final decryption result is statistically indistinguishable regardless of
the specific key-dependent noise hidden underneath. In the context of approx-
imate homomorphic encryption, the DP mechanism protects the secret key by
masking the exact approximation error. Li et al. demonstrated that adding prop-
erly calibrated Gaussian noise to the output of the CKKS decryption function is
sufficient to provably achieve IND-CPAD security [Li+22].

The Two-Parameter Security Model: (c, s)-Security While noise flooding is
mathematically sound, its practical implementation introduces a severe penalty.
Perturbing the output of the decryption function lowers the output quality, mak-
ing the already approximate result significantly less accurate. The FHE parameters
must be expanded to accommodate this massive artificial noise, degrading perfor-
mance.

If cryptographers treat the required statistical DP noise with the exact same
security margin as the underlying computational lattice hardness, the resulting
flood must be overwhelmingly massive. To mitigate this precision loss without
sacrificing safety, Li et al. proposed replacing the rigid security boundary with a
finer-grained, two-parameter security model known as (c, s)-bit security.

Instead of a single metric, this model conceptually separates the computational
security parameter (c) from the statistical security parameter (s). The intuition is
that while a high computational bound (e.g., c = 128 bits) is necessary to protect
the underlying RLWE problem against future algorithmic advances or supercom-
puters, the DP noise relies on pure, unconditional statistical masking. Therefore,
the statistical security parameter can safely be set to a lower, yet practically se-
cure bound (e.g., s = 64). This separation significantly reduces the sheer volume
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of Gaussian noise that must be injected, saving dozens of bits of precision while
maintaining a rigorous defense against passive adversaries.

5.4 Noise Estimation Pitfalls

The effectiveness of the noise flooding countermeasure relies entirely on one crit-
ical assumption: the evaluating party must know precisely how large the key-
dependent noise has grown during the homomorphic evaluation to ensure the
flooding noise is large enough to mask it. This requirement forces library devel-
opers to implement internal noise estimation routines.

There are two primary paradigms for estimating this error growth, each with
vastly different operational and security implications: static estimation and dy-
namic estimation.

Static Estimation and Computational Integrity Static noise estimation calcu-
lates the error bound publicly, based solely on the abstract sequence of homo-
morphic operations (the circuit) and the error bounds of the inputs. Because this
bound relies purely on the planned computational path, it avoids touching sensi-
tive variables during the estimation process. Alternatively, the noise bound could
be determined experimentally by randomly generating a new secret key, running
the desired fixed circuit and inspecting the output, repeating this a few times for
different secret keys.

However, relying purely on static estimation introduces a practical mismatch
with the realities of the IND-CPAD security model. Static estimation inherently
assumes that the adversary honestly follows the pre-defined computational path
to the letter. In a real-world scenario, an active or semi-honest adversary could
deviate from this path by submitting maliciously crafted ciphertexts that do not
conform to the expected noise profile. Unless advanced cryptographic tools, such
as Zero-Knowledge Proofs (ZKPs), are employed to strictly enforce the integrity of
the ciphertext and the computation, static bounds can be silently violated, leading
to insufficient noise flooding and key recovery.

Dynamic Estimation: Worst-case vs. Average-case To circumvent the rigid-
ity of static offline bounds, many libraries implement dynamic, on-the-fly noise
tracking. Instead of pre-computing a single global bound for the entire expected
circuit, the library attaches a noise estimate (as metadata) directly to each cipher-
text object. As the server evaluates the homomorphic circuit, every applied gate
updates this metadata to reflect the expected noise expansion. Upon receiving the
final ciphertext, the decrypting party reads this dynamically tracked estimate and
scales the differential privacy (DP) flooding noise accordingly.

When updating these dynamic bounds, developers must choose between two
methodologies:
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• Worst-case (Pessimistic) Estimation: The library assumes the maximum
possible noise expansion through every homomorphic gate. While mathe-
matically safe, this approach forces the system to calculate massive DP noise
margins, severely degrading performance.

• Average-case (Empirical) Estimation: To optimize performance, libraries
may dynamically estimate noise based on average-case, empirical assump-
tions. In this model, noise accumulation is treated as a random walk, al-
lowing the system to track the variance of the noise rather than the absolute
worst-case bound. This results in much tighter bounds and better output
precision.

The Danger of Non-worst-case Dynamic Estimation Opting for average-case
dynamic estimation is fundamentally flawed in an adversarial environment. In
the IND-CPAD scenario, the adversary dictates the homomorphic function that
the server evaluates.

As we show in Paper II, an attacker can meticulously craft a malicious evalua-
tion circuit that completely violates the statistical assumptions of the average-case
noise model. By forcing the internal noise to grow deterministically rather than
randomly, the attacker inflates the actual noise far beyond the library’s empirical
dynamic estimate. We successfully demonstrated this vulnerability in practice, ex-
ecuting full key-recovery attacks against the dynamic noise estimation routines of
major real-world libraries, specifically OpenFHE and HElib.

Consequently, the server calculates an inadequate amount of flooding noise.
Because the DP mechanism applies noise dependent on the artificially deflated es-
timate, it adds drastically different amounts of noise in different scenarios. When
the final result is shared, the insufficient flood fails to mask the inflated key-
dependent noise. This complete breakdown of the differential privacy counter-
measure allows the adversary to perfectly distinguish the outputs and extract the
secret key.

In response to these findings, the cryptographic community has sought more
resilient noise-bounding paradigms. A notable follow-up work introduces an “application-
aware” noise estimation framework for configuring approximate homomorphic
encryption [Ale+26]. By adopting this application-aware approach, OpenFHE
has since adapted its codebase to mitigate our proposed attack, moving away from
vulnerable average-case assumptions to safely configure FHE parameters for prac-
tical, shared-decryption use cases.



Contributions and
Conclusions

This thesis aims to investigate the practical security of post-quantum cryptographic
schemes that have been standardized or were promising candidates for standardiza-
tion by NIST. Only by identifying concrete implementation vulnerabilities early,
and by demonstrating that they can be exploited in realistic settings, can the true
security guarantees of these schemes be understood and countermeasures be de-
veloped before widespread deployment.

6.1 Contributions

This thesis sits at the intersection of cryptographic implementation security, crypt-
analysis, and coding theory, with post-quantum key encapsulation mechanisms
and homomorphic encryption as its primary subjects. Let us summarize the dif-
ferent areas of the included papers below.

Side-channel attacks Papers I, III to V. These papers construct and evaluate side-
channel attacks against real or realistic implementations of post-quantum
KEMs. Papers I and III target masked software implementations on ARM
Cortex-M4 hardware, demonstrating practical key recovery under cross-
device profiling conditions. Paper IV introduces the first single-trace attacks
achieving full long-term key recovery on a protected HQC implementation.
Paper V validates a new attack framework against a microarchitectural side
channel on Apple Silicon hardware.

Cryptanalysis Papers I to V. All included papers advance the state of the art in
the cryptanalysis of post-quantum schemes. Papers I, III to V improve upon
existing key-recovery attacks with new techniques rooted in coding theory.
Paper II establishes novel key-recovery attacks against approximate homo-
morphic encryption libraries, showing that deployed noise-flooding coun-
termeasures fail under a non-worst-case noise estimation assumption.



48 Contributions and Conclusions

Coding theory Papers I, III to V. These papers use coding theory as their central
analytical and algorithmic tool. Papers I, III and V model the key-recovery
problem as LDPC decoding over secret-key parity checks, leveraging belief
propagation for efficient recovery. Paper IV introduces an MDPC decod-
ing formulation for side-channel attacks and a new soft-information variant
of information set decoding applicable to code-based cryptography more
broadly.

Code-based cryptography Papers I and IV. The HQC scheme is the subject of
dedicated attacks in both papers. Paper I targets HQC via a timing ora-
cle, while Paper IV introduces fundamentally new passive and active attack
strategies that together reduce the number of required side-channel traces
to one.

Lattice-based cryptography Papers I, III and V. Lattice-based KEMs form an
important sub-topic of this thesis. The Kyber scheme (now standardized
as ML-KEM) and NTRU-style schemes are subject to key-recovery side-
channel attacks in Papers I and III respectively, while Paper V revisits ML-
KEM and demonstrates that decryption failure oracles are far more powerful
than previously understood.

Homomorphic encryption Paper II. The CKKS approximate homomorphic en-
cryption scheme and its open-source implementations, in particular OpenFHE,
are the subject of this paper. It demonstrates that relying on average-case or
empirical noise estimation in noise-flooding countermeasures is insufficient
for KRD security, even when the differential privacy bounds of Li et al. are
nominally implemented.

6.1.1 Paper I: SCA-LDPC: ACode-Based Framework for Key-Recovery
Side-Channel Attacks on Post-Quantum Encryption Schemes

This paper introduces a generic framework for improving key-recovery side-channel
attacks on CCA-secure post-quantum KEMs. An important observation is that
prior attacks waste most of the information available from each side-channel mea-
surement by targeting one secret coefficient at a time. By instead constructing
chosen ciphertexts whose leakage reveals a sparse linear combination of multiple
secret coefficients simultaneously (linear combination considers only the sum of
coefficients), one obtains a parity-check equation over the secret key. Collecting
many such equations across different subsets of coefficients yields a low-density
parity-check (LDPC) code, from which the full secret key is recovered via belief
propagation using soft information from the side channel.

The framework yields two compounding advantages. First, a source coding gain
arises because a sum of secret coefficients is distributed more uniformly than any
individual coefficient, making each oracle query more informative. This gain is
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especially pronounced for code-based schemes such as HQC, whose sparse secret
vectors have very low entropy. Second, an error correction gain is realized through
the LDPC structure itself: correctly recovered positions propagate through the
parity-check graph to correct erroneous ones, making the attack robust to inaccu-
rate oracles.

The framework is instantiated and experimentally validated in two settings.
The first is a full power analysis attack on a first-order masked implementation of
Kyber-768, targeting the masked_poly_frommsg function on an ARM Cortex-
M4 CPU using the ChipWhisperer platform in a cross-device profiling scenario.
An FD oracle is constructed from neural network classifiers with an average ac-
curacy of approximately 95%, and the full long-term secret key is recovered with
an average of only 12 power traces. The best prior method using majority vot-
ing requires 99 traces under the same conditions, representing an improvement of
86%.

The second instantiation is a timing attack on HQC, using the rejection-
sampling timing vulnerability of [Guo+22a] as the underlying PC oracle. Here
the LDPC framework operates in source coding mode, exploiting the extremely
low entropy of the HQC secret vector to extract far more information per oracle
call than was previously possible. For the idealized timing oracle, the new attack
requires approximately 10 000 oracle calls to recover the full secret key of hqc-
128, compared to 866 000 calls in prior work — an improvement factor of 86.6.
A real-world validation on a laptop confirms that full key recovery is feasible within
218 decapsulation calls.

Both attacks are accompanied by simulation results that closely predict real-
world performance, and a non-rigorous information-theoretic lower bound anal-
ysis shows that the Kyber attack nearly achieves the Shannon limit. The full attack
software is released as open source.

6.1.2 Paper II: Key Recovery Attacks on Approximate Homomorphic
Encryption with Non-Worst-Case Noise Flooding Countermea-
sures

This paper presents novel key-recovery attacks on Approximate Homomorphic
Encryption (AHE) schemes, specifically targeting the CKKS scheme, when noise-
flooding countermeasures are implemented using non-worst-case noise estima-
tion. The work builds upon and extends the seminal attack by Li and Miccian-
cio [LM21], which demonstrated that the standard IND-CPA security notion is
insufficient for approximate encryption when decryption results are shared, and
introduced the stronger IND-CPAD security notion to capture the threat of pas-
sive adversaries who can observe decryption outputs.

As it turnes out, the noise-flooding countermeasures (which adds carefully
sized Gaussian noise before releasing a decryption result) are only as secure as the
noise bound they are calibrated against. When the noise bound is estimated in a
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non-worst-case manner, such as through average-case estimation using the central
limit theorem or through empirical measurements, an adversary operating within
the IND-CPAD model can deliberately violate the assumptions underlying that
estimate. Specifically, by submitting a ciphertext that is a t-fold homomorphic
addition of a single fresh ciphertext c0 to the evaluation oracle, the adversary causes
the actual noise to grow as t·e, while the library’s CLT-based tracker, which assumes
independent inputs, estimates it as only

√
t · e. The resulting gap renders the

flooding noise negligible relative to the true signal, exposing the secret key.
The attack is instantiated and experimentally validated against OpenFHE, the

first major open-source FHE library to claim an implementation of the differen-
tial privacy countermeasure from [Li+22]. Despite this claim, OpenFHE’s use of
average-case noise estimation makes it vulnerable: the full secret key is recovered
from a single shared decryption output in under three seconds of oracle computa-
tion. The analysis further shows that the attack complexity scales only linearly with
the statistical security parameter ν, meaning the vulnerability cannot be patched
simply by increasing ν.

A second line of attack addresses implementations that use empirical noise es-
timation, such as HElib when the ctxt.bumpNoiseBound function is invoked.
Here the adversary, unconstrained by the assumptions built into the user’s empir-
ical calibration, can choose a far larger value of t than was used during estimation
and recover the key with equal efficiency.

As an additional finding, the paper demonstrates that replacing random noise
with deterministic noise derived from a pseudorandom generator seeded by the ci-
phertext provides no meaningful additional protection; such countermeasure was
suggested in prior work and implemented in HElib. By querying decryption of
the family of ciphertexts {i · c0} rather than c0 itself, the adversary obtains mul-
tiple independent approximate samples of the secret noise e and averages them to
cancel the deterministic flooding term, requiring only Θ(η2) decryption queries
to recover η bits of the key. The complete attack code is released publicly. The
paper concludes that worst-case noise estimation, as prescribed by the differential
privacy bounds of [Li+22], is a necessary condition for secure decryption sharing
in approximate homomorphic encryption.

6.1.3 Paper III: LDPCStrikes Again: NewKey-RecoveryChosen-Ciphertext
Side-Channel Attacks on NTRU-based KEMs

This paper extends the SCA-LDPC framework from Paper I to NTRU-style Key
Encapsulation Mechanisms, a class of schemes whose unique algebraic structure
makes such an adaptation non-trivial. While the framework was shown to be
highly effective against LWE-based schemes, the decryption procedures of NTRU
and NTRU Prime differ fundamentally from those of Kyber and HQC, requiring
the derivation of entirely new ciphertext construction techniques before the LDPC
machinery can be applied.
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The central technical challenge is extracting parity-check information about
the secret key polynomial f from side-channel measurements during NTRU de-
capsulation. The approach builds on the collision-based PC oracle construction
of Ravi et al. [Rav+22a], which crafts ciphertexts inducing a single collision in the
decryption intermediate a = f · c at a chosen index i. The new contribution is to
augment these ciphertexts with an additional polynomial term `3 · (xu1 − xu2 +
· · · − xuw), whose interaction with f during decryption produces a linear combi-
nation βi(u1, . . . , uw) =

∑w
j=1(−1)j−1f [i−uj mod n] as a sparse parity check

over secret key coefficients. By varying the indices u1, . . . , uw across many queries
and modeling the collected oracle responses as an LDPC code, the full key poly-
nomial is recovered via belief propagation. Adapting this construction to NTRU
Prime requires additional care due to the non-cyclotomic ring Zq[x]/(xn−x−1)
and the rounding operation in encryption, which introduces an internal noise term
that must be carefully bounded to keep false-positive and false-negative collision
rates low.

Simulation results across all relevant parameter sets demonstrate substantial
improvements over prior work. For ntruhps2048509with a perfect oracle, the at-
tack requires 31% fewer traces than [Rav+22a], and 55% fewer traces than [Uen+22a]
at oracle accuracy ρ = 0.96. For NTRU Prime, the improvements are even more
pronounced: at ρ = 0.96, the attack on sntrup653 and sntrup1277 requires
approximately 59% and 58% fewer traces, respectively, compared to [Uen+22a].
As with Paper I, the relative gain increases as the oracle becomes noisier, reflect-
ing the superior error-correction capability of the LDPC decoder in low-accuracy
settings.

The paper also presents the first documented power analysis attack on a first-
order masked NTRU implementation [Cor+23a], conducted in a realistic cross-
device setting where the profiling device differs from the target device. A neu-
ral network classifier is trained on 20 000 power traces of the masked_pack_S3
function on device D1, targeting a leakage in the arithmetic-to-boolean mask-
ing conversion convert_A2B_CGV14. When applied to an independent device
D2, the model achieves an oracle accuracy of ρ = 0.995. The full secret key of
ntruhps2048509 is recovered in 97 out of 100 independent experiments with an
average of approximately 1 250 power traces, closely matching simulation predic-
tions. This constitutes the first practical power or electromagnetic side-channel at-
tack against any masked NTRU-style KEM in a cross-device scenario, and demon-
strates that first-order masking alone is insufficient protection against this class of
attacks. The attack code is publicly available.

6.1.4 Paper IV Single-Trace Key Recovery Attacks onHQCUsingValid
and Invalid Ciphertexts

This paper presents the first single-trace side-channel attacks achieving full long-
term secret key recovery on a protected implementation of HQC, a code-based
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KEM recently selected by NIST for standardization. Prior state-of-the-art prac-
tical attacks on the long-term key required a minimum of two traces [DG25a;
Pai+25], while single-trace investigations were either limited to simulations [Baï+25]
or required as many as 83 traces on a real platform [Mai+25]. The paper closes
this gap with two fundamentally distinct attacks, validated on an ARM Cortex-
M4 implementation protected by codeword masking.

The first attack, VC-KRA-MDPC, is a passive single-trace method that oper-
ates on a single valid ciphertext. Its central contribution is a reframing of the key
recovery problem as decoding a moderate-density parity-check (MDPC) code. A
parity-check matrix is constructed from the publicly known vectors r1 and r2 of
the ciphertext, and the unknown secret key components x and y are concatenated
with their corresponding syndrome to form a codeword. A noisy observation of
the syndrome is obtained by exploiting power leakage from the expand_and_sum
function inside the Reed-Muller decoder, modeled as a binary symmetric channel.
A sum-product belief propagation decoder is then initialized with prior LLRs from
the known sparsity of the secret key and channel LLRs from the side-channel mea-
surements, producing soft posterior beliefs over all secret key bits. This MDPC
framing is substantially more information-theoretically efficient than prior alge-
braic approaches: the attack requires only approximately 1 000 bits of side-channel
information to succeed, compared to roughly 17 000 bits for [Mai+25] and 7 000
bits per trace for [Pai+25].

The second attack, OT-FDA-CK, is an active chosen-ciphertext attack that
improves upon the two-trace Full-Decryption (FD) oracle attack of [DG25a].
Rather than probing the secret key components x and y in separate queries, the
new method crafts a single invalid ciphertext with r1 = Xk and r2 = X l, caus-
ing the decoder input to depend on the linear combination x+ y simultaneously.
The resulting FD oracle query has an output entropy of approximately 191 bits for
hqc-1, compared to 128 bits per query in prior work, which eliminates the need
for a second trace. An offline phase using a genetic algorithm identifies optimal
error patterns that maximize the entropy of the Reed-Muller decoding output,
and offline templates map each decoder output to conditional probabilities over
the combined secret x+ y.

Both attacks share a common post-processing backend: a new ISD variant that
exploits the soft reliability information produced by the preceding phase. Rather
than selecting information sets uniformly at random, the algorithm restricts sam-
pling to a candidate pool of the most zero-likely bit positions, using a weighted
scheme so that more reliable positions are selected with higher probability. This
modification yields a substantially better per-trial success probability without in-
creasing the cost of individual trials, and the independence of trials gives a clean
analytical model for the total success probability as a function of the computational
budget.

Practical validation is performed on the most recent HQC reference imple-
mentation [Gab+25] compiled at -O3 on a Cortex-M4 board. Codeword mask-
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ing is defeated as a preliminary step by targeting the Galois field multiplications
in the Reed-Solomon encoder via Fisher’s linear discriminant analysis, recovering
the random mask m′ with negligible error probability. For VC-KRA-MDPC,
the full secret key is recovered from a single trace in all 100 independent tri-
als. For OT-FDA-CK, a perfect partial FD oracle is constructed by targeting the
compute_syndromes function, achieving a 90% key recovery rate after 210 ISD
trials and 98% after 215 trials. Both attacks are inherently immune to detection-
based countermeasures, and the results demonstrate that codeword masking pro-
vides no meaningful protection against either method. The attack source code is
publicly available.

6.1.5 Paper V: Unlocking the True Potential of Decryption Failure Or-
acles: A Hybrid Adaptive-LDPC Attack on ML-KEM Using Im-
perfect Oracles

This paper revisits chosen-ciphertext side-channel attacks on ML-KEM that ex-
ploit the Decryption Failure (DF) oracle, challenging the prevailing view that DF
oracles are fundamentally less efficient than their binary Plaintext-Checking (PC)
counterparts. While prior work required 7 000 perfect oracle queries for a full key
recovery on ML-KEM-768 — a factor of 4.49 above the information-theoretic
lower bound — this paper demonstrates that the gap between DF oracle attacks
and the Shannon limit is not inherent to the oracle type, but rather a consequence
of suboptimal query construction.

The central observation is that targeting a linear combination of multiple secret
coefficients simultaneously yields more balanced and informative oracle queries
than targeting a single coefficient. This idea was already established in Paper I.
However, that framework operates on the sum of coefficients, which introduces
an unavoidable aliasing loss: distinct secret vectors with identical sums, such as
(0,−1) and (−1, 0), are indistinguishable. This paper eliminates that loss by
targeting the joint distribution of a vector of ω secret coefficients directly, allowing
every possible outcome to be distinguished in principle. The increased granularity
of the support — up to |Bη1 |ω values for ω coefficients — enables substantially
more balanced encodings, but comes at the cost of an exponentially larger key-
recovery computation. A second key contribution is the full rotation encoding,
which exploits the negacyclic ring structure of Rq = Zq[x]/(xn + 1) to obtain
ω inequalities over the same set of ω secret coefficients from a single oracle query.
By selecting nonzero positions in u′ and the noise term δ at symmetrically spaced
indices, all resulting decryption-failure conditions are coupled to an identical block
of key coefficients via negacyclic rotation. Finally, the paper exploits a structural
advantage of the DF oracle over the binary PC oracle: whereas a PC oracle encodes
a single hyperplane predicate, a DF oracle naturally implements a logical OR over
multiple inequalities at different ciphertext positions, yielding encodings that are
far less structured and therefore easier to balance.
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The key-recovery strategy is structured as a two-phase hybrid algorithm. In the
first phase, a precomputed set of 7-bit multibit full rotation encodings is applied to
disjoint blocks of four secret coefficients, each block queried seven times with inde-
pendently chosen balanced encodings. Initial posterior probability mass functions
over each coefficient are then computed via maximum likelihood. In the second
phase, the attack proceeds in adaptive batches: at each iteration, new single-bit
linking encodings are constructed over adaptively chosen sets of four coefficients,
selected to bridge the disjoint groups from the first phase and to maximally re-
duce remaining uncertainty. After each batch, all accumulated oracle responses
coming from the initial phase and all subsequent batches are jointly processed by
a belief propagation decoder following the SCA-LDPC framework, which simul-
taneously integrates new information and corrects errors from noisy queries. The
attack terminates with a meet-in-the-middle post-processing step that resolves any
remaining coefficients in under one second for a Hamming distance of at most 4.

The information-theoretic analysis formalizes the optimality of balanced en-
codings via a lemma showing that the mutual information I(S;Y ) = H2(r) −
H2(ρ) is maximized if and only if the observable bit Y is balanced (i.e., r = 1/2),
establishing that each query can extract at most 1 − H2(ρ) bits. Simulation re-
sults demonstrate that the attack achieves 4.67 bits of information per 7 queries for
ML-KEM-768 at ρ = 0.95, close to the theoretical maximum of 4.995 bits. Full
key recovery requires only 2 950 oracle queries for ML-KEM-768 with ρ = 0.95,
a ratio of 1.35 to the Shannon lower bound, outperforming all prior binary PC
and DF oracle attacks.

The framework is experimentally validated against the GoFetch microarchitec-
tural side-channel attack, which exploits the Data Memory-Dependent Prefetcher
(DMP) present in Apple M-series CPUs to construct a DF oracle. The cipher-
text construction is adapted to the DMP’s pointer-dereference behavior: the or-
acle fires when the decrypted message contains a specific target pointer, and the
secret-dependent predicate is encoded in whether one bit of the decrypted pointer
matches the DMP’s sensitive region. To support full rotation encodings in this
setting, a workaround is developed for an empirically observed DMP behavior
that suppresses prefetches on arrays of repeating pointer values, by constructing
the intended decrypted message as an array of four distinct but cache-equivalent
pointers. Compared to the original GoFetch attack on ML-KEM-512, which
required 100 352 traces and a subsequent 7.5-hour lattice reduction step on a
high-performance server, the new attack requires approximately 6 000 traces and
no post-processing, achieving a full key recovery in around 25 minutes. Further-
more, whereas the original GoFetch attack cannot scale beyond ML-KEM-512
due to DMP sensitivity constraints leaving too many coefficients unrecoverable for
a tractable lattice reduction, the new framework recovers all secret coefficients di-
rectly and extends straightforwardly to ML-KEM-768 and ML-KEM-1024. The
attack code is publicly available.
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6.2 Topic relevance

The great truism of cryptanalysis “attacks always get better, they never get worse”
is nowhere more consequential than in the context of post-quantum standardiza-
tion. The schemes studied in this thesis are not academic curiosities; ML-KEM
has already been standardized by NIST, and HQC has recently joined it. The
window between standardization and widespread deployment is precisely the mo-
ment when identifying concrete implementation vulnerabilities matters most, and
the efficiency improvements demonstrated in Papers I, III, IV and V directly in-
form how much protection deployed implementations actually need. Design and
implementation issues can only be fixed once they are known, and the value of
these results lies as much in what they imply for future hardening as in the attacks
themselves.

The choice to validate every attack on real hardware grounds the contributions
in practical reality rather than idealized models. This is especially important given
that the cryptographic community is simultaneously trying to understand both the
theoretical security guarantees of new schemes and the gap between those guaran-
tees and what is achievable in practice. The results of this thesis suggest that gap
remains substantial, and that closing it will require both improved countermea-
sures and a more conservative interpretation of what masking and noise-flooding
actually provide.

6.3 Lessons learned

During this research project I, the author, have learned advanced and up-to-date
specialized knowledge in the fields of side-channel attacks, cryptanalysis, coding
theory, code- and lattice-based cryptography, homomorphic encryption as listed
in Section 6.1 and evidenced by the papers in Part II.

In a more general sense, I have learned how to conduct research and how to
navigate the different methodologies of my research area. I now know how to
build up a theoretical framework (Papers I and V), how to apply it to a specific
problem domain, and how to generate, aggregate, and select results of relevance
for publication. I have learned how to implement simulations and real-world at-
tack experiments in Python, C and a bit of Rust, and how to disseminate those
results in a way that is both reproducible and honest about the gap between ide-
alized models and practical conditions. The public release of attack code for every
paper in this thesis reflects a commitment to that standard. I have also learned
how the cryptographic research community structures its papers: what counts as a
contribution, how comparisons with prior work are conducted, and how theoret-
ical claims are supported by simulation and experiment. This kind of knowledge
is difficult to acquire from courses alone, and I have learned much of it from my
co-authors, from reading a great many papers, and from going through the peer-
review process on both sides of the table.
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The progression in independence across the five papers has been one of the
most formative aspects of the PhD. Paper I was a largely collaborative effort, while
Papers III and V required me to take primary responsibility for the research di-
rection, ciphertext constructions, and experimental validation. This journey from
contributor, to independent lead, to framework proposer represents what I con-
sider the most important single thing a PhD is supposed to produce. That said,
none of the papers would have reached their final form without the experience,
feedback, and course-corrections of my supervisors and co-authors, and I do not
understate that.

Through not a trivial process of personal growth, I have learned to present
talks and communicate about my research orally in English. I have presented at
large conferences (Asiacrypt 2023, USENIX Security 2024) and been invited to
present at seminars at other universities. I have made successful collaborations
with international colleagues.

Teaching as a TA and co-supervising Master’s thesis students has improved me
as a PhD student in unexpected ways. Explaining ideas to students with varying
backgrounds translates directly into giving clearer research talks and writing better
paper introductions. Trying to convey a complicated matter in the cryptography
or computer security areas in a simple terms certainly raises some questions for
yourself, allowing to find and learn new aspects within the foundations.

The question of research ethics has been one I have had to think about seri-
ously rather than abstractly, especially thanks to the USENIX Security conference
and their experiment, introducing a special ethics review process for conference
in 2026 and later. The idea of deliberately constructing attacks against crypto-
graphic implementations being deployed to protect real data is uncomfortable on
the face of it. The appropriate level of trust in a system can only be established
by researchers who have genuinely and publicly tried to break it. Vulnerabilities
can only be fixed once they are known. Still, this requires handling responsibly:
in Paper V we conducted responsible disclosure to Apple and to the designers of
ML-KEM prior to publication. Throughout all papers I have relied exclusively
on data generated by my own simulations and experiments — a deliberate choice
that reflects both scientific integrity and awareness of the responsibilities that come
with working in implementation security.

6.4 Looking forward

Post-quantum cryptography is no longer a research topic confined to academic
papers and standardization committees. The transition is happening now. NIST
finalized the first three post-quantum standards in 2024 with another one coming
soon. US and the European Union has adopted a coordinated migration roadmap
requiring governmental and critical infrastructure operators to begin transitioning
their cryptographic systems within the coming years. The schemes studied in this
thesis will within a decade be running on billions of devices, from smartphones
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and smart cards to cloud servers and automotive control units. The question of
whether their implementations are secure is therefore not a theoretical one.

In this light, the results of this thesis should be read not only as a set of at-
tacks, but as an early-warning system. Implementation vulnerabilities in newly
standardized schemes are best discovered now, while countermeasures can still be
designed into deployment guidelines, before widespread rollout has locked in spe-
cific hardware and software choices. The efficiency of the attacks demonstrated
here suggests that the margin between a secure and an insecure implementation is
narrower than the community may have appreciated.

The SCA-LDPC framework introduced in Paper I and substantially refined in
Paper V now achieves a ratio of 1.35 to the Shannon lower bound for ML-KEM-
768, which is a meaningful improvement over all prior work. Still, the current
attack construction is in part empirical and ad hoc: the encoding strategy is tuned
manually, and the framework does not yet adapt automatically to arbitrary noise
levels. It would be both theoretically satisfying and practically useful to close the
remaining gap more rigorously, perhaps to within 10% of the lower bound, and
to develop a principled method for optimizing encodings without manual fine-
tuning. This seems like a tractable and worthwhile direction.

Microarchitectural side channels are a direction I expect to grow considerably
in importance as post-quantum schemes are deployed. The DMP-based attack
in Paper V is one instance of a broader class of hardware-level vulnerabilities that
emerge whenever software with secret-dependent memory access patterns runs on
processors optimized aggressively for performance. As post-quantum KEMs reach
new platforms (e.g., mobile application processors, server-grade CPUs, automo-
tive SoCs) each new microarchitecture brings its own set of hardware features that
may interact unexpectedly with cryptographic code. Systematically characteriz-
ing which microarchitectural behaviors can be weaponized, and how, is a research
agenda that has barely begun.

Trusted Execution Environments (TEEs) present a particularly interesting and
critically vulnerable target in this transition. Architectures such as ARM Trust-
Zone, Intel SGX, and RISC-V Keystone are increasingly proposed as the deploy-
ment environment for sensitive cryptographic operations, including post-quantum
key exchange and decryption. However, evaluating TEEs in a post-quantum con-
text reveals a twofold problem. First, the foundational security mechanisms of
current TEEs (e.g., remote attestation and secure channel establishment) still rely
almost exclusively on classical asymmetric cryptography, such as ECDSA. This
presents a systemic weakness: an attacker with a cryptographically relevant quan-
tum computer could forge attestation quotes to spoof a trusted enclave, or retro-
spectively decrypt the channels used to provision enclave secrets. Second, even as
TEE architectures are updated to support PQC natively, they continue to share
microarchitectural resources (including caches, prefetchers, and branch predictors)
with untrusted code running on the same chip. Attacks that cross theTEE bound-
ary through microarchitectural side channels represent a qualitatively more dan-
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gerous class of vulnerability than conventional power analysis, because they can
potentially be launched remotely, without physical access to the device, and at
scale. There are open and pressing questions whether the post-quantum schemes
examined in this thesis, implemented inside aTEE, are truly safe from such leakage
and whether the TEEs themselves can securely transition their attestation mecha-
nisms.

The broader and harder question is protection against power and electromag-
netic side-channel attacks. Some schemes are inherently masking-unfriendly (e.g.,
HQC). But even for schemes where masking is more straightforward in principle,
such as ML-KEM, Papers I, III and the broader literature show that first-order
masking in software does not provide adequate protection against a determined
attacker with cross-device profiling capabilities. Higher-order masking carries a
steep performance cost, and hardware masking for post-quantum schemes remains
an open engineering and research problem. How to protect these schemes effi-
ciently and provably, on the full range of hardware they will eventually run on, is
perhaps the most important practical question left open by this thesis.
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SCA-LDPC: A Code-Based
Framework for Key-Recovery

Side-Channel Attacks on
Post-Quantum Encryption

Schemes

Abstract

Whereas theoretical attacks on standardized cryptographic primitives rarely lead
to actual practical attacks, the situation is different for side-channel attacks. Im-
provements in the performance of side-channel attacks are of utmost importance.

In this paper, we propose a framework to be used in key-recovery side-channel
attacks on CCA-secure post-quantum encryption schemes. The basic idea is to
construct chosen ciphertext queries to a plaintext checking oracle that collects in-
formation on a set of secret variables in a single query. Then a large number of
such queries is considered, each related to a different set of secret variables, and
they are modeled as a low-density parity-check code (LDPC code). Secret vari-
ables are finally determined through efficient iterative decoding methods, such as
belief propagation, using soft information. The utilization of LDPC codes of-
fers efficient decoding, source coding, and error correction benefits. It has been
demonstrated that this approach provides significant improvements compared to

Qian Guo, Denis Nabokov, Alexander Nilsson, Thomas Johansson. “SCA-LDPC: A Code-Based
Framework for Key-Recovery Side-Channel Attacks on Post-Quantum Encryption Schemes”. In:
Advances in Cryptology – ASIACRYPT 2023. Ed. by J. Guo and R. Steinfeld. Lecture Notes in
Computer Science, vol 14441. Springer, Singapore, pp. 203-236
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previous work by reducing the required number of queries, such as the number of
traces in a power attack.

The framework is demonstrated and implemented in two different cases. On
one hand, we attack implementations of HQC in a timing attack, lowering the
number of required traces considerably compared to attacks in previous work.
On the other hand, we describe and implement a full attack on a masked imple-
mentation of Kyber using power analysis. Using the ChipWhisperer evaluation
platform, our real-world attacks recover the long-term secret key of a first-order
masked implementation of Kyber-768 with an average of only 12 power traces.

Keywords: Lattice-based cryptography, code-based cryptography, side-channel at-
tacks, NIST post-quantum cryptography standardization, low-density parity-check
codes.

1 Introduction

NIST [NIS16] is running a standardization process (referred to as the NIST PQ
project) for post-quantum public-key cryptographic algorithms (PQC schemes),
which are supposed to be secure even against attacks from quantum computers.
This is not the case for most public-key algorithms in use today [Sho94]. The
project started in 2017 and just recently the first choices for standardization were
announced. The project is ongoing and round 4 will involve a further examination
of additional schemes. All of the schemes in the NIST PQ project are based on a
variety of hard problems that are believed to be intractable for quantum computers,
and many of them can be categorized as either Public-key Encryption (PKE) or
Key Encapsulation Mechanisms (KEMs). These PKE/KEM schemes are based on
either the Learning with Errors (LWE) problem as introduced by Regev [Reg05]
in 2005 or on code-based problems, initiated in [McE78].

Two such schemes will be considered in this paper. One is CRYSTALS-Kyber
[Sch+20], selected by NIST as the candidate for standardization for KEMs. The
security of Kyber is based on the Module LWE problem and has strong confi-
dence in its theoretical security, while also offering a good performance. The other
scheme is HQC [Agu+20], a code-based round 4 candidate. Other code-based
round 4 candidates are BIKE [Ara+20] and Classic McEliece [Alb+20]. NIST has
stated that one of the schemes HQC or BIKE may be standardized.

LWE- or code-based PKE/KEMs are usually built to be secure against cho-
sen plaintext attacks (IND-CPA secure) and then transformed to be secure against
adaptive chosen ciphertext attacks (IND-CCA secure) by applying some CCA
conversion method, such as the Fujisaki-Okamoto (FO) transform. The FO trans-
form involves a re-encryption after decryption, which enables the detection of in-
valid ciphertexts and correspondingly return failure. Invalid chosen ciphertexts
that are not proper encryptions of a message will almost always be rejected by the
decryption/decapsulation.
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Side-Channel Attacks (SCA) were introduced by Kocher [Koc96b] and are a
separate area of research today. For PQC schemes, it is a major concern and NIST
also in the later rounds encouraged more research on the security of PQC schemes
against side-channel cryptanalysis. In relation to this, there has been great research
interest in developing new side-channel attacks on all relevant NIST candidates as
well as studying efficient side-channel protection techniques.

There are many different approaches to SCA on PQC schemes. Following
previous work, we may roughly classify attacks into two main categories. The
first category includes attacks that require either a single trace or at least only a
few traces to perform key recovery or message recovery and targets very precise
leakages in an implementation. The second category includes attacks of a more
generic type, exploiting arbitrary leakages in the implementation of the algorithm,
but typically requiring the collection of many traces in the attack phase. These
more generic attacks are modeled by instantiating a side-channel oracle for chosen
ciphertexts. The oracle is explained in more detail in the following.

1.1 Related works

Key-recovery chosen-ciphertext side-channel attacks (KR-CCA-SCA) are attacks
where the adversary recovers the secret key in the scheme by using chosen cipher-
text calls to the decryption or decapsulation algorithm and getting measurement
data from some side-channel.

KR-CCA-SCA attacks on PQC encryption schemes are a well-established re-
search field, as evidenced by numerous publications [DAn+19a; Rav+20a; Ngo+21a;
Xu+22; GJN20a; Guo+22a; Ham+21a; GJJ22a; Sch+22a; GLG22a; Rav+22b;
She+23a]. These attacks can be classified depending on where the information
leakages are detected. The first type of KR-CCA-SCAs [GJN20a; Guo+22a; Rav+20a]
exploits leakages from the two added procedures, the re-encryption and cipher-
text comparison, of the FO transform, since these two components in the FO
transform depend on the decrypted message vector. There are also KR-CCA-
SCAs [Ngo+21a; Ham+21a; GJJ22a; Sch+22a; GLG22a] that exploit side-channel
leakages from the CPA-secure decryption, where parts of the decryption procedure
will directly use the secret key.

In [RR21], Ravi et al. classified side-channel-assisted CCA attacks on lattice-
based KEMs into three main categories, plaintext-checking (PC) oracle based at-
tacks [DAn+19a; Rav+20a], decryption-failure (DF) oracle based attacks [GJN20a],
and full-domain (FD) oracle based attacks [Ngo+21a; Xu+22]. The classification
depends on what kind of answer the oracle gives. In a DF oracle, the oracle an-
swer is simply whether the chosen ciphertext decodes/decrypts to a valid message
or not. On the other hand, a PC oracle and an FD oracle require message recovery
before key recovery can take place. In a PC oracle, the response of the oracle is
whether the chosen ciphertext results in a specific given message upon decryption.
In an FD Oracle, the oracle returns the full message that has been decrypted. As
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a result, in a PC oracle based attack, it is possible to recover a maximum of one
bit of secret information from a single side-channel measurement; however, if the
message is of m-bit length (wherem is 256 for Kyber), it is possible to recoverm
bits of secret information with an FD oracle based attack.

Recently, Tanaka et al. in [Tan+22] and Rajendran et al. in [Raj+22] have
independently proposed a new type of oracle called multi-values PC oracle. This
oracle can extract 8-12 bits of information from a single decapsulation oracle call
through multi-class classification. The multi-values PC oracle can be considered as
a compromise between the PC oracle and the FD oracle, although it is still much
less efficient than the latter.

For general PQC schemes, Ueno et al. [Uen+22b] have shown that all round-3
NIST KEM candidates except for Classic McEliece are vulnerable to KR-CCA-
SCAs. However, it was later established in [Sch+22a] that the attack detailed
in [Uen+22b] is only applicable to earlier versions of the HQC proposal and not
to the recent Reed-Muller-Reed-Solomon (RMRS) version. Schamberger et al.
in [Sch+22a] and Goy et al. in [GLG22a] very recently proposed new power side-
channel attacks on the RMRS version of the HQC scheme, but their attack only
applied to power analysis with leakages from the CPA decryption. In [Guo+22a]
a generic PC oracle based attack on the RMRS version of the HQC scheme has
been proposed, presented in the format of timing attacks.

One central problem in KR-CCA-SCAs is identifying a generic approach to op-
timize the selection of chosen ciphertexts, in order to efficiently extract secret keys from
various types of oracles. The main obstacles arise from two primary sources: (1)
the inaccuracies that may occur in the construction of oracles and (2) the non-
uniform distribution from which secret symbols are generated. To overcome these
challenges, one may need to incorporate concepts from coding theory, particu-
larly in the areas of source coding and error correction. Several early research ef-
forts are made to address these challenges, as documented in [Ngo+21a; Qin+21;
She+23a]. But the existing solutions are limited in scope, either because they are
restricted to a specific oracle or because they are applicable only to particular types
of side-channel leakages. Finally, there is ample room for improvement in terms
of attack efficiency.

1.2 Contributions

In this paper, we propose a framework named SCA-LDPC to improve the key-
recovery side-channel attacks on CCA-secure PQC encryption schemes. The basic
idea is to construct chosen ciphertext queries to an oracle that collects informa-
tion on a set of secret variables in a single query. Then a large number of such
queries are considered, each related to a different set of secret variables, and they
are modeled as a low-density parity-check code (LDPC code). The secret variables
are then determined through efficient iterative decoding methods, such as belief
propagation (BP), using soft information.
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New concepts. The concept of designing chosen-ciphertexts to gather side-channel
information in a linear parity check is novel. This approach has the potential to
provide both source coding and error correction simultaneously. The reason for
this is that the combination of multiple secret entries is typically more closely
aligned with the uniform distribution, which allows for more effective extraction
of information from a single side-channel measurement. This effect echoes the
concept of source coding in information theory, leading us to term it as the source
coding gain throughout the paper. This gain can result in a substantial improve-
ment for proposals with extremely low entropy secret symbols, as demonstrated
for HQC, as well as a noticeable improvement for lattice-based schemes. The error
correction gain is realized through the utilization of linear parity checks, which en-
able the utilization of correctly recovered coefficients to rectify incorrect decisions.
The implementation of these linear checks in the form of an LDPC code was se-
lected due to its efficient decoding capabilities and its well-known near-optimal
performance from an information-theoretical perspective.

The new framework has significantly transformed the design philosophy of
prior methods for source coding and error correction, as documented in [Ngo+21a;
Qin+21; She+23a]. The previously proposed methods aimed to achieve full key
recovery with higher accuracy by introducing additional measurements for each in-
dividual secret symbol, thereby increasing the success rate of symbol recovery. The
new framework, however, proposes a novel approach by allowing for fewer mea-
surements on the secret symbols, leading to a higher level of symbol-level errors,
which are subsequently corrected by the specially designed LDPC codes through
inter-symbol parity checks.

We emphasize that the framework is generic in nature and can be applied
to both code-based and lattice-based schemes, across adaptive and non-adaptive
attack models, and in a multitude of side-channel leakage scenarios, including
timing, cache-timing, power, and electromagnetic leakages. To demonstrate the
applicability of the framework, we have instantiated it in two relevant applications:
an adaptive timing attack on an HQC implementation with PC oracles, and a non-
adaptive power attack on a Kyber implementation with FD oracles. The choice of
Kyber and HQC as the primary targets was motivated by their significance, with
Kyber being selected as the primary KEM/PKE algorithm for standardization by
NIST and HQC still being considered for standardization at the end of round-4.
In the full version of the paper [Guo+23a], we extend our discussions to include
the methods of attacking Saber and FrodoKEM to further enhance the generality
of the framework.

New results. We list the contributions of the paper in the following.

• We introduce a code design method in designing capacity-approaching LDPC
/QC-LDPC codes over binary and non-binary alphabets. Our method es-
tablishes a relationship between oracle calls and parity checks in the LDPC
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code, leading to substantial improvements over previous methods in both
noiseless and noisy real-world scenarios. The prior improvement is primar-
ily attributed to source coding, while the latter improvement is the result of
a combination of source coding and error correction.

• We simulate the performance with different noise levels and characterize
the performance of the new approach through a simulation method. The
simulated gains are substantial. For example, when the oracle accuracy is
100%, as is the case for the key misuse oracle or an oracle constructed from
highly reliable side-channels such as cache-timing leaks on an Intel-SGX
platform [Hua+23b], we can recover the secret key of hqc-128 with ap-
proximately 9,000 traces in the PC oracle. Using the same oracle setting as
the ideal oracle in [Guo+22a], we have achieved an improvement factor of
86.6, as we only need about 10,000 traces, compared to the 866,000 traces
reported in [Guo+22a]. This significant improvement is due to the fact
that the HQC secret entries are sampled from a distribution with extremely
low entropy and the previously known methods (e.g., in [Guo+22a]) ignore
the potential source coding gain. In the scenario of perfect FD oracles, the
number of traces required to recover Kyber-768 is only 7, which meets the
Shannon lower bound.

• We perform actual attacks on two target algorithms, Kyber and HQC, in
real-world scenarios. The results of our study demonstrate a close align-
ment, or even an improvement, of the real attack performance when com-
pared to the simulation results. The first attack is a full power analysis on a
masked implementation ofKyber-768. The attack was carried out using the
ChipWhisperer framework on the open-source mkm4 library in [Hei+22a]
with the profiling and attack phases performed on two distinct boards, both
equipped with ARM-Cortex-M4 CPUs. In the real-world scenario, we ob-
tained FD oracles with varying accuracy levels based on their positions. The
average accuracy was estimated to be approximately 95%. The full secret key
was successfully recovered with an average of 12 traces. In comparison, the
simulation required roughly 17 traces for the same oracle accuracy. The bet-
ter performance in the real-world scenario can be attributed to the availabil-
ity of soft information and the possibility of some secret symbols having a
high accuracy since they are related to a high-accuracy oracle, which in turn
helps in the correct decoding of other positions through the parity checks
of the specially designed LDPC codes.

The second attack is a full timing attack simulation on HQC, validated with
a real-world timing oracle. The real-life attack performance highly depends
on the targeted platform. On our laptop with an Intel Core i5 CPU, we
can achieve full key recovery against hqc-128 with 218 decapsulation calls.
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• The software for attack and simulation is made open-source1.

It is important to note that, in accordance with previous research, our ap-
proach focuses on recovering the entire secret vector through side-channel leak-
ages. The sample complexity can be reduced by performing additional post-processing
procedures, such as information set decoding and lattice reduction [Dac+20], to
recover a portion of the secret entries. The specific reduction in the number of
traces depends on the permissible amount of computation for post-processing.

Comparisonwith previous studies in [Ngo+21a; Qin+21; She+23a]. In [Qin+21],
Qin et al. presented an efficient PC oracle based attack on lattice-based schemes
by adaptively choosing a new ciphertext for decryption based on the side-channel
information obtained from previous power/electromagnetic measurements. Their
approach is similar to the well-known Huffman coding method and can result
in a source coding gain. Shen et al. in [She+23a] further extended this work by
proposing a detection coding method to identify incorrectly recovered positions
and to send additional measurements for those secret positions. Note that these
studies are limited to PC oracle based attacks on lattice-based schemes and operate
in adaptive mode, resulting in a more restrictive attack model and lower efficiency
compared to other attacks based on more powerful oracles. For example, when
the oracle accuracy is 95%, it was reported in [She+23a] that 3874 traces are re-
quired to attack the Kyber-512 scheme; in contrast, the new attack based on the
FD oracle presented in this paper only requires 12 traces in a real attack (or 17
traces in simulation) to attack the Kyber-768 scheme. Furthermore, from a view-
point of information theory, LDPC codes are attractive due to their near-optimal
performance. As a result, they are expected to provide improved performance in
scenarios where the oracle accuracy is low, compared to the detection codes pro-
posed in [She+23a].

A relevant study [Ngo+21a] has proposed the extended Hamming coding
method to enhance the FD oracle based power attack on the masked Saber, a
round-3 NIST PQ KEM candidate, in the non-adaptive attack model. However,
this approach does not provide any source coding gain and its error correction is
limited to an inner-symbol style, resulting in a lack of inter-symbol connections
and a less potent error correction mechanism. A more detailed comparison of our
work with [Ngo+21a] can be found in Section 6.3.

Differences from SASCA. The new framework connects to soft-analytic side-
channel attacks (SASCAs) proposed by Veyrat-Charvillon et al. in [VGS14] since
both employ iterative decoding. A coding-theoretical treatment on SASCA is pre-
sented in [Guo+20]. SASCA has been employed for attacking lattice-based scenar-
ios by exploiting leakages from the number-theoretical transform (NTT) of secret
polynomials (e.g., in [PPM17; Ham+21a]).

1https://github.com/atneit/SCA-LDPC

https://github.com/atneit/SCA-LDPC
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While both attacks use iterative coding, the new SCA-LDPC attack differs
from SASCA in several ways. First, the applicability of SASCA extends to both
symmetric and asymmetric cryptography; in contrast, the SCA-LDPC attacks fall
into the category of PC oracle (and its variants) based KR-CCA-SCAs for lattice-
based and code-based systems, presenting unique advantages for these types of
systems. Our SCA-LDPC framework employs oracles, thereby being capable of
utilizing various types of leakages, including those related to timing that are sel-
dom explored in SASCA. SASCA, mainly used to extract information from physi-
cal leakages, can offer an alternative means for generating oracles in contrast to the
template attack or the machine learning approaches. The second primary distinc-
tion is that SASCA builds its code using pre-existing connections formed by the
intrinsic structure of the cipher or implementation, whereas SCA-LDPC provides
the attacker with greater flexibility in choosing ciphertexts to create new parity
check variables and establish new connections, ultimately constructing a linear
code with near-optimal decoding efficiency.

Relations to concurrent and subsequent works. The new SCA-LDPC frame-
work is generic in the investigation of side-channel security for post-quantum
PKE/KEMs. Given the current relevance of this subject, numerous concurrent
and subsequent studies are emerging, such as [Bac+22; Dub+23; Hua+23b]. We
detail the connections between these works in the full version of the paper [Guo+23a].

1.3 Organization

The remaining parts of the paper are organized as follows. In Section 2, we present
the necessary background information. In Section 3, we present a general descrip-
tion of the new attacking framework. We apply the new attack ideas towards Kyber
and HQC, in Section 4 and Section 5, respectively. Then, we present the exten-
sive computer simulation results and real-world attacks in Section 6. We finally
conclude the paper and present future directions in Section 7.

2 Preliminaries

We present the necessary background in this section. We first provide the em-
ployed notations and terminology in coding theory, followed by a description of
the two KEM candidates, Kyber and HQC. Finally, we conclude this section by
outlining the threat model.

2.1 Notations and coding terminology

Notation. For a finite set I, the symbol #{I} denotes the number of ele-
ments in I. Let Fq be the finite field of size q, dxc the rounding function, and
H, G, and K three cryptographic hash functions. Let Rq be a polynomial ring



2 Preliminaries 75

Fq[x]/(x256 + 1). The central binomial distribution Bµ outputs
∑µ

i=1(ai − bi),
where ai and bi are independently and uniformly randomly sampled from {0, 1}.
The Bernoulli distribution Berη defines a random variable from {0, 1}, which is 1
with probability η and 0 otherwise. The notation a $← U denotes that the entries
in a are randomly sampled from the distribution U, where a is a vector or polyno-
mial. For a set I, a $← I means that the entries in a are uniformly sampled from
the set I at random. For a vector or polynomial a, a[i] refers to the coefficient of
a at the index i. The Shannon’s binary entropy function of a random variable X
is defined as H(X) = −

∑
x∈X Pr [X = x] log2 Pr [X = x] .

Linear codes. The Hamming weight of a vector x is its number of non-zero
elements, denoted by wH (x). We define an [n, k, d]q linear code C as a lin-
ear subspace over Fq of length n, dimension k, and minimum distance d. Here
minimum distance is defined as the minimum Hamming weight of its non-zero
elements. Since a linear code C is a subspace, we can define it as the image of a
matrix G, called a generator matrix. We can also define the code C as the kernel of
a matrix H ∈ F(n−k)×n

q . Here H is called a parity-check matrix of C.

LDPC codes. Low-density parity-check (LDPC) codes are linear codes with a
sparse parity-check matrix first introduced in [Gal62]. LDPC codes can be con-
sidered sparse graph codes because they can be decoded efficiently using iterative
decoding (such as belief propagation [Pea82]) on the Tanner graph, a bipartite
graph with edges corresponding to non-zero elements in the parity-check matrix
H.

Concatenated codes. Forney [For65] in 1965 firstly proposed the concatenated
code construction approach of combining two simple codes called an inner code
and an outer code, respectively, to achieve good error-correcting capability with
reasonable decoding complexity. Let the inner code Cin : Ak → An, the outer
code Cout : BK → BN , and #{B} = #{A}k. The concatenated code is a code
Ccon : AkK → AnN . The key of the concatenated code construction method is
that the decoding can be done sequentially by passing first the inner code decoder
and then the outer code decoder. Typically in the inner code decoding, one can use
a maximum-likelihood decoding approach, while the outer code allows efficient
decoding in polynomial time (e.g. by employing an LDPC code).

2.2 Kyber

Kyber [Sch+20], the KEM version of the Cryptographic Suite for Algebraic Lat-
tices (CRYSTALS), is based on the module Learning with Errors (MLWE) prob-
lem and has been solicited as the KEM/PKE standard in the NIST PQ project.

Kyber achieves the IND-CCA security through a tweaked Fujisaki-Okamoto
transform [FO99] transforming an IND-CPA-secure PKE Kyber.CPAPKE to
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Table 1: Parameter sets for Kyber [Sch+20]

nmod d q µ1 µ2 (du, dv)

Kyber-512 256 2 3329 3 2 (10,4)
Kyber-768 256 3 3329 2 2 (10,4)
Kyber-1024 256 4 3329 2 2 (11,5)

an IND-CCA-secure KEM Kyber.CCAKEM. The description algorithms of Ky-
ber.CPAPKE and Kyber.CCAKEM can be found in [Sch+20]. We include a sim-
plified description of these functions in the full version of paper [Guo+23a].

In the following, we define the compression function and the decompression
function, i.e., Compq(x, d) and Decompq(x, d), respectively.

Definition 1. The Compression function is defined as: Zq → Z2d

Compq(x, d) =
⌈

2d

q
· x
⌋

(mod 2d). (1)

Definition 2. The Decompression function is defined as: Z2d → Zq

Decompq(x, d) =
⌈
q

2d
· x
⌋
. (2)

The compression and decompression function can be done coefficient-wise if
the input is a polynomial or a vector of polynomials x ∈ Rd

q . The procedure
KDF(·) denotes a key-derivation function.

The security parameter sets for the three versions of Kyber, Kyber-512, Kyber-
768, and Kyber-1024 are shown in Table 1. In Kyber q is a prime 3329. Let H0
be a negacyclic matrix from a vector h0, i.e. the first row is h0, subsequent rows are
cyclically shifted, when the value is moved from the last column to the first one,
it is multiplied by -1. Let d denote the rank of the module, set to be 2, 3, and 4,
respectively, for Kyber-512, Kyber-768, and Kyber-1024. When sampling from
central binomial distribution Bµ, Kyber also has two parameters (µ1, µ2), set to
be (3, 2) for Kyber-512 and (2, 2) for Kyber-768 and Kyber-1024.

2.3 HQC

HQC (Hamming Quasi-Cyclic) [Agu+20] is one of the main code-based IND-CCA-
secure KEMs in the NIST PQ project, which has advanced to the fourth round.
Its security is based on the hardness of decoding a random quasi-cyclic code in the
Hamming metric. In HQC, the base field is F2 and R2 denotes the polynomial
ring F2[x]/(xn − 1). The multiplication of two polynomials u,v ∈ R2 can be
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represented as a vector and a circulant matrix, induced from a vector in Fn
2 . Given

y = (y1, y2, . . . , yn) ∈ Fn
2 , its corresponding circulant matrix is defined as

rot(y) =


y1 yn · · · y2
y2 y1 · · · y3
...

...
. . .

...
yn yn−1 · · · y1

 .
We can write the multiplication of uv as u·rot(v)T or v·rot(u)T. The transpose
of the circulant matrix is the counterpart of the negacyclic matrix.

The detailed description of the IND-CPA-secure PKE version of HQC and
the IND-CCA-secure KEM version can be found in the HQC reference docu-
ment [Agu+20]. We list them in the full version of paper [Guo+23a]. The pro-
cedure KeyGen(·) randomly generates two private vectors x,y ∈ R2 with a low
Hamming weight w as the private key. It also generates a random public vector
h ∈ R2, computes s = x + h · y, and returns (h, s) as the public key. The
scheme employs a linear code C with a generator matrix G and generates noise
e, r1, r2 ∈ R2 with low Hamming weight in the encryption. The encryption
function computes u = r1 + h · r2 and v = mG + s · r2 + e and returns (u,v)
as the ciphertext. In decryption, the secret vector y is an input and it computes

v− u · y = mG + s · r2 − u · y + e︸ ︷︷ ︸
ê

. (3)

Since wH (ê) is small, the decryption function inputs v−u · y to the decoder of
C and can succeed with high probability.

The parameter sets of HQC are shown in Table 2. In the recent version pub-
lished in June 2021, HQC employs a concatenation of outer [n1, k1, n1 − k1 +
1]256 Reed-Solomon (RS) codes and inner duplicated Reed-Muller (RM) codes
built from the first-order [128, 8, 64]2 Reed-Muller code. The encoding proce-
dure first encodes a message m ∈ F8k1

2 to a codeword m̂ ∈ Fn1
28 of the employed

shortened Reed-Solomon codes. It then maps each byte of m̂ to a codeword of
the first-order RM and repeats the RM codeword for 3 or 5 times depending on
the security level to obtain a duplicated RM codeword in Fn2

2 . In summary, we
employ a linear code mG ∈ Fn1n2

2 . The HQC proposal makes all computations
in the ambient space Fn

2 and truncates the remaining n− n1n2 useless bits.
The IND-CCA security of the KEM version of HQC is achieved by the

Hofheinz-Hövelmanns-Kiltz (HHK) transform [HHK17].

2.4 Threat model

We consider a side-channel-assisted chosen-ciphertext attack on a KEM’s decap-
sulation algorithm, where the attacker selects ciphertexts and observes specific
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Table 2: The HQC parameter sets [Agu+20]. The inner code is the duplicated Reed-Muller
code defined by the first-order [128, 8, 64]2 Reed-Muller code.

RS-S Duplicated RM

Instance n1 k1 dRS Mult. n2 dRM n1n2 n ω ωr = ωe

hqc-128 46 16 31 3 384 192 17 664 17 669 66 75
hqc-192 56 24 33 5 640 320 35 840 35 851 100 114
hqc-256 90 32 49 5 640 320 57 600 57 637 131 149

side-channel data, such as timing [GJN20a], cache-timing [Hua+23b], or pow-
er/electromagnetic leakages [Rav+20a], from the targeted device, which can be a
high-end CPU, low-end CPU (e.g., ARM cortex-M4), or hardware device.

Specifically, we assume that a communication party Alice is using her device
for key establishment. An adversary called Mallory sends selected ciphertexts to
Alice to recover Alice’s long-term secret key. Alice runs the decapsulation algorithm
and Mallory will fail if the used KEM algorithm is IND-CCA secure. However,
the designed side-channel-assisted CCAs can make the attack successful after a few
such attempts, using the observed side-channel leakages.

This side-channel-assisted CCA attack model is well-established – it is stated
in [Uen+22b] that all the NIST round-3 KEM candidates except for Classic McEliece
are vulnerable to such attacks exploring leakages from FO transform. The basic
idea is to construct a PC oracle outputting whether Dec(c′) ?= m, where c′ is the
chosen ciphertext and m is a message vector.

Finally, the attacker recovers the long-term secret keys based on the output of
the PC oracle. Since the PC oracle is generally built from measurements of side-
channel leakages, it cannot be 100% correct, in practice. We denote the accuracy
of the constructed PC oracle ρ, i.e., the oracle outputs the right decision with
probability ρ and the wrong one with probability 1− ρ.

Note that we are discussing general methods for near-optimal CCA SCAs.
This new coding-theoretical approach for reduced sample (trace) complexity can
be applied in various side-channel attacks on various platforms, while the starting
oracle accuracy ρ can be different. A PC oracle with 100% correctness (ρ = 1)
can also be connected to a key misuse attack model, as described in [Qin+21].

Profiled power/EM attacks. Specific to power/EM attacks, we mainly consider
a profiled setting that the adversary has a similar but different device to perform
training activities. Though the adversary has no access to the secret key in the
targeted device, the secret key in the training device can be freely set. We can also
apply the new idea to non-profiled attacks that can build the required abstract
oracles online, but the sample complexity analysis will be different.
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Comparisonwith the adaptivemodel in power/EMattacks. The studies [Qin+21;
Raj+22; She+23a] proposed efficient adaptive KR-CCA-SCAs on lattice-based
proposals. This attack model allows the adversary to select a new chosen cipher-
text based on information obtained from previous power/EM traces, which can
be employed for source coding on secret coefficients. This approach can result
in reduced sample complexity close to the lower Huffman or Shannon bounds.
However, this attack model is strong for many practical (say IoT) applications
since the adversary needs to have good connections with the device measuring the
power/EM leakages and good computation capability to instantly process the ob-
tained traces. We highlight that our new SCA-LDPC attack framework eliminates
the requirement and offers source coding gain in a non-adaptive attack model.

3 The SCA-LDPC Attack Framework

This section presents a new idea of incorporating LDPC codes and soft informa-
tion to design chosen ciphertexts and improve previously established KR-CCA-
SCAs for CCA-secure post-quantum Key Encapsulation Mechanisms (KEMs) and
encryption schemes. We propose a novel technique to extract, from a single side-
channel measurement, information regarding a low-weight parity check of the
secret coefficients, as opposed to information regarding a single coefficient in pre-
vious methods. The sparse system is then solved using iterative decoding meth-
ods, such as belief propagation. This new approach enables the attainment of both
source coding benefits and error correction advantages. This is due to the com-
bination of several secret coefficients, which leads to a more uniform extraction
of information from a single trace. Additionally, the correct recovery of coeffi-
cients facilitates the correction of erroneous decisions through spare parity-check
relations. The adoption of this new method significantly reduces the number of
necessary side-channel measurements. We call the new attack strategy a framework
as it is generic and can be applied to both code-based and lattice-based schemes,
in a multitude of side-channel leakage scenarios including timing, cache-timing,
power, and electromagnetic leakages.

We start this section by assuming the availability of a well-designed LDPC
code with specific dimensions and proceed to explain its utilization for improved
side-channel information extraction. We then in Section 3.2 present a simple
method for constructing such linear codes, the effectiveness of which will be demon-
strated through experiments in Section 6. In addition, we broaden the framework
by introducing a concatenated construction, where the LDPC codes are utilized as
the outer code. This construction is particularly efficient for lattice-based schemes
that feature a large alphabet size or for scenarios where the accuracy of the oracle
constructed from side-channel measurements is limited.
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3.1 New attack idea

Given a good linear code with a sparse parity-check matrix Hr×n, there are k =
n− r secret positions to recover. In lattice-based and code-based KEM proposals,
the value k is usually divided into b blocks, each of which has the size of k/b. We
add the constraint that H should have the form of

H =
[
Hr×k| − Ir×r

]
.

Our goal is to recover the first k secret entries si. One parity-check equation, i.e.,
one row in the parity-check matrix H, will introduce one check variable ci for i ∈
{k+ 1, . . . , k+ r}. We can rewrite each parity-check equation as ci =

∑
j∈I sj

and the size of #{I} is small since the matrix H is of low density.
The secret entries si are typically generated according to a certain secret dis-

tribution. For example, in the lattice-based scheme Kyber, the secret entries are
generated from the central binomial distribution Bµ; in the code-based scheme
HQC, the secret vector is very sparse and each secret entry can be viewed as a
Bernoulli variable Berη, where η is a small positive number. The secret distribu-
tion can be utilized as the prior information for si. Moreover, additional informa-
tion can be obtained through the implementation of side-channel measurements
of si, which subsequently updates the relevant distribution. This approach is par-
ticularly beneficial in lattice-based scenarios. We then design new ciphertexts to
obtain side-channel leakages of sparse linear combination ci of sj for j ∈ I. The
side channel information could reveal an empirical probability of ci. The prob-
lem of recovering all si for i ∈ {1, . . . , k} is transformed into a coding problem
through a noisy discrete channel. Note that the design method for ciphertexts that
can reveal partial information of ci, is unique to each proposed scheme and differs
between lattice-based and code-based schemes. This ciphertext design is one main
technical challenge in the proposed attack framework.

Explanation. The attack idea is illustrated in Figure 1. We assume that six secret
coefficients or variables si for 1 ≤ i ≤ 6 need to be recovered. For each si, we can
use the a priori distribution (e.g., in the HQC case), or we have more traces or or-
acle calls to get a better knowledge of its distribution (e.g., in the Kyber case). We
show 4 parity checks in this example, and each check connects to a new variable
vi. From side-channel measurements or oracle calls, we got additional informa-
tion about these variables. Thus, we could assign the corresponding distribution
to these variables and build a Tanner graph as in Figure 1. With this sparse bi-
partite Tanner graph, we perform iterative decoding to recover the desired secret
coefficients si for 1 ≤ i ≤ 6.

The gain of using LDPC codes. It is essential to select a sparse graph code that
facilitates efficient decoding and renders the key recovery procedure computation-
ally feasible. Therefore, it is natural to examine LDPC codes that have favorable
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Figure 1: The Tanner graph explanation.

characteristics from an information-theoretic point of view. We introduce the
variables ci, which are sparse linear combinations of the secret coefficients sj ,
thereby facilitating a more efficient extraction of information from a single side-
channel measurement. This is due to the fact that the distribution of ci is typically
closer to a uniform distribution compared to the distribution of si, resulting in
substantial source coding gains, particularly in the case of HQC and to a signifi-
cant extent in Kyber. Further discussions regarding these source coding gains will
be presented in Section 6. Finally, LDPC codes can offer close to optimal error
correction performance, rendering the attack framework efficient in terms of the
number of side-channel measurements required, even when the oracle constructed
from side-channel leakages is highly inaccurate.

Example 1 (The source coding gain for hqc-128). In hqc-128, the length of y
is n = 17669 and the Hamming weight of y is wH (y) = 66. Hence, we can
approximate each position of y as a Bernoulli distribution Berη, where η ≈ 0.0037.
Assume that we have a perfect oracle to inform us of the value of one position from
one oracle call. If we try to recover a bit in y by one oracle call, with Shannon’s
binary entropy function, the obtained information is bounded by 0.0352 bit. If we
xor 50 i.i.d. secret positions (as we did later in Section 6) and try to recover the new
random bit from one oracle call, then we can instead obtain 0.6255 bit of information.
Thus, from an information-theoretical perspective, the new framework is much more
advantageous.

The ciphertext selection. If PC oracle variants can be developed to directly re-
veal information about a single secret symbol (see [Uen+22b] for example), the
framework can be utilized to extract information about linear combinations of
multiple symbols. Therefore, the new attack framework can be applied to enhanc-
ing attacks on LWE/LWR-based schemes, NTRU-based schemes, and HQC-like
schemes.

In the case of LWE/LWR-based schemes and HQC-like schemes, the cipher-
texts are made up of two components, one of which is directly multiplied by the
secret key in decryption. Prior attack strategies select a single non-zero position
in this component (a matrix or a vector) to extract information about a single
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secret symbol. We could instead select a small number of non-zero positions to
recover information about linear combinations. The specific implementations for
NTRU-based schemes are more intricate, necessitating further research.

3.2 Code generation

It has been demonstrated in previous research [RU08] that random sparse linear
codes exhibit superior decoding performance and specific classes of Low-Density
Parity-Check (LDPC) codes, such as [RSU01], can attain error-correction capa-
bilities that approach the Shannon capacity. In this work, we present a straight-
forward code construction method that has shown remarkable results in our ex-
periments.

We first borrow the concept of distance spectrum from [GJS16].

Definition 3 (Distance Spectrum [GJS16]). For a binary vector h ∈ Fn0
2 , we define

its distance spectrum D(h) as

D(h) = {d : 1 ≤ d ≤ bn0/2c, d classified as existing in h},

where ”existing in h” means there are two ones in h with distance d or (n0 − d)
inbetween. A distance d can appear many times in the distance spectrum of a given bit
pattern h. We call this number the multiplicity of d.

In our new attack, we first generate QC-LDPC codes with mb blocks of the
parity-check matrix

Hini =

H11 · · · H1b
...

. . .
...

Hm1 · · · Hmb

 ,
where Hij is the circulant matrix (or the negacyclic matrix in the q-ary case) gen-
erated from a binary vector hij for 1 ≤ i ≤ m, 1 ≤ j ≤ b with a low Hamming
weight. We generate the vectors hij randomly with the constraint that only dis-
tances of multiplicity 1 are allowed in its distance spectrum. This can be done
with high probability since the constructed LDPC codes are sparse. The key point
in the design is that a length-4 cycle occurs in the associated Tanner graph if the
multiplicity of a distance in the distance spectrum is larger than 2. By avoiding
such patterns in a block, we can avoid many length-4 cycles; such attempts can
improve the decoding performance as short cycles can substantially hurt the de-
coding performance [RU08].

We select r rows of Hini (randomly or according to certain rules) to form a
sub-matrix H′ and append −Ir×r, where Ir×r is the identity matrix. Thus, the
parity-check matrix of the final generated code is

H =
[
H′r×n0b| − Ir×r

]
(4)
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Concatenated code construction. The LDPC codes generated from the above
simple approach can serve as the outer code in the concatenated construction. The
inner code can be any linear code such as a repetition code, the extended Hamming
codes, and a further concatenation of the extended Hamming codes and repetition
codes in [Ngo+21a]. Moreover, we can include a soft-input-soft-output decoder
(e.g., in [JZ98]) to utilize the soft-information. Note that in the soft-decoding
procedure (e.g., the BP algorithm) of the outer code, only a distribution of each
secret coefficient random variable is required; we could thus employ a code with
an efficient maximum likelihood decoding procedure as the inner code allowing
an efficient calculation of the soft output of the coefficient distribution.

In summary, such concatenated code construction enhances decoding capa-
bility and also balances decoding complexity, as the decoding of both outer and
inner codes is efficient. This construction is particularly effective for lattice-based
proposals or when the side-channel oracle exhibits a low level of accuracy.

4 Application to Kyber

In this section, we outline the details of how the new SCA-LDPC framework
can be applied to Kyber. The attack is more effective for Kyber if we have side-
channel leakages for both si and cj . We demonstrate how to obtain these leakages,
construct inner codes for them, and apply the outer LDPC decoder.

4.1 Basic key recovery attack

In the following, we explain the basic attack to obtain side-channel information
about secret coefficients si. We focus on Kyber-768 mostly because the new
protected implementation [Hei+22a] that we target supports only this set of pa-
rameters. For Kyber-768, the secret key is s = (s0, s1, s2), a ciphertext is a pair
(u′,v′). To decrypt a ciphertext, one computes m = Compq(v−sTu, 1), where
u = Decompq(u′, du) = (u0,u1,u2), v = Decompq(v′, dv). The com-
mon practice [Rav+20a] is to choose a ciphertext that leads to m = (0, 0, . . . , 0)
or m = (1, 0, . . . , 0). In other words, all bits of the message are fixed to 0 ex-
cept the first one. This can be done, for example, by setting u0 = (ku, 0, . . . , 0),
u1 = u2 = 0 and v = (kv, 0, . . . , 0), where ku, kv are some numbers modulo
q. In this case, the message bits are subject to the following equation.

m[i] =
{

Compq(kv − ku · s0[0], 1), i = 0
Compq(ku · s0[i], 1), i ≥ 1

(5)

By choosing appropriate values for ku and kv, it is possible to force m[i] to
always be zero for i ≥ 1, while the value of m[0] depends on the first secret
coefficient s0[0]. Since secret coefficients for Kyber-768 are taken from the range
[−2, . . . , 2], some of the coefficients are encoded as 0, while others are encoded
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as 1. We can use several such ciphertexts with (possibly) different kv and/or ku

to get an inner code of longer length. This way, using an oracle that distinguishes
message (1, 0, . . . , 0) from (0, 0, . . . , 0), the attacker can get the distribution of
a secret coefficient closer to the real value the more ciphertexts he uses.

There are restrictions for the values ku and kv: (1) these values are taken from
the image of Decompq; (2) ku is chosen in a way such that Compq(ku ·s, 1) =
0 for any secret coefficient s (follows from Equation (5)). Thus, one cannot use
any code; even though it is possible to encode each secret coefficient with only
dlog2(5)e = 3 bits, for any fixed in-advance combination of 3 ciphertexts one
cannot fully determine an arbitrary secret coefficient even with perfect oracle.

One way to solve this problem [She+23a] is to choose ciphertexts adaptively
based on the output of the oracle, but we take a different approach. Consider an
FD oracle based attack, i.e., assume that we have a set of oracles (Oi)i∈(0..n−1),
where n is the length of the message. Given a ciphertext, the oracle Oi says if
m[i] = 1 or not. Essentially, the attacker calls all of these oracles at once, giving
them the same ciphertext, this way he can get information about the whole message
to be decrypted, the scenario is the same as in [Ngo+21a]. The attacker can create
a ciphertext in the following way, set u0 = (ku, 0, . . . , 0), u1 = u2 = 0, and
v = (kv, kv, . . . , kv), then

m[i] = Compq(kv − ku · s0[i], 1), (6)

i.e., ith bit of the message depends on s0[i]. Thus, from one ciphertext the informa-
tion about the block of 256 coefficients s0 can be obtained. Since there is no more
restriction on m[i] = 0 for i ≥ 1, the amount of possible inner codes increases
greatly. Table 3 shows an inner code from three ciphertexts built from (k′u, k′v)
pairs, this code can be used to fully determine 256 secret coefficients with perfect
oracles. Note that to create an actual ciphertext (u′,v′) we need a pair (k′u, k′v)
that maps to (ku, kv) with coefficient-wise function Decompq. The next block
of secret coefficients s1 can be retrieved by setting u0 = 0, u1 = (ku, 0, . . . , 0),
u2 = 0 and so on. Note that the attacker could choose different values in v, this
way different encodings can be used for different message bits (although all those
encodings should have the same ku) and this potentially opens up the possibility
of the adaptive attack. However, such an attack is more complicated since the set
of allowed encodings given the fixed ku is quite limited, and the attacker has to
choose the same ku for all 256 coefficients. We leave it as a potential follow-up
work and focus on the situation where for all message bits there is a fixed in-
advance encoding to be used.

The common approach in the literature is to use just an inner code for secret
coefficients (without outer code) that makes the probability of getting the wrong
coefficient to be very small (with real imperfect oracles), such that the probability
to get all secret coefficients correctly is close to 1. In our approach, however, we use
a shorter inner code that is not sufficient by itself, for example in our real attack
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Table 3: Example of an inner code for the secret coefficients. Each value from the range
[−2, . . . , 2] is encoded with 3 bits (columns of the table), therefore, the secret
coefficient could be fully determined with just 3 oracle calls given that the oracle
is perfect.

(k′u, k′v) Secret coefficient
-2 -1 0 1 2

(630, 14) 0 1 0 1 1
(706, 6) 0 0 1 1 0
(706, 10) 0 1 1 0 0

from Section 6.1 we encode each secret coefficient with only 2 bits and encode
the values −2 and 2 the same way, i.e., with only inner code it is impossible to
differentiate between these values.

How to choose inner code. For the fixed in-advance code length ` we want
to create an inner code C` that maximizes the information we get from the or-
acles with accuracy ρ. We solve this problem by considering the entropy of se-
cret coefficients. Initially, each of them is distributed according to Bµ, whose
entropy is H(Bµ) ≈ 2.03, for µ = 2. Each value s ∈ Bµ is encoded as
C`(s) – a binary string of length `. Given an output string y of length ` from
an oracle (note that y can be different from every C`(s), s ∈ Bµ), consider
the probability Pr [Bµ = s | y] for each s ∈ Bµ. As an example from Table 3,
Pr [Bµ = 0 | 011] = 1 for the perfect oracle, but it is less than 1 for an oracle
with ρ < 1 since we could have reached this y from another coefficient.

To avoid ambiguity, we denote yρ as the output of the oracle with the accuracy
ρ. The conditional distribution Bµ|yρ can be naturally defined as Pr [(Bµ|yρ) = s] =
Pr [Bµ = s|yρ]. Now, the difference between the entropy valuesH(Bµ)−H(Bµ|yρ)
shows how much information the output yρ gives. To assess how good the code
is, we can compute the expectation of this information as

I(C`) =
∑

yρ∈{0,1}`

(H(Bµ)−H(Bµ|yρ)) ·Pr [Y = yρ] ,

where Y is a random variable that describes the output of an oracle with accuracy
ρ on a random secret coefficient. The probability of the specific oracle’s output is
computed as follows.

Pr [Y = yρ] =
∑

x∈supp(Bµ)
ρd(yρ,C`(x))(1− ρ)`−d(yρ,C`(x))Pr [Bµ = x] ,

where d(·, ·) is the Hamming distance. To decode a received word yρ, one com-
putes conditional probability Bµ|yρ of secret coefficient, i.e. we use maximum-
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likelihood decoding approach.

4.2 Improving the attack using LDPC

The basic attack allows us to compute the conditional distribution for each secret
coefficient using the inner code. Now, following our framework, we create an outer
LDPC code. For it to work, we also need a way to get information about parity
checks ci. Let us describe how to create a ciphertext corresponding to a parity
check. Consider an example: Let u1,u2 and v be as above, but u0 = ku +kux

2,
then

sTu = ku

(
(s0[0]− s0[n− 2]) + (s0[1]− s0[n− 1])x+ (s0[2] + s0[0])x2 + . . .

)
.

Looking at the first message bit

m[0] = Compq(kv − ku · (s0[0]− s0[n− 2]), 1)

and comparing it to Equation (6), one can recover c0 ← s0[0]− s0[n− 2] using
a similar approach as in recovering s0[0] with O0. However, c0 lies in the range
[−4, . . . , 4], therefore the recovery process is more complicated. However, we
still use several different ciphertexts to get an inner code for the check variables. In
other words, there are two inner codes: one for secret coefficients, and another one
for check variables. Each of them helps us to compute conditional distributions,
which we use with outer LDPC code.

Now, let us represent c0 as a vector h0 with values from {−1, 0, 1} such
that c0 = hT

0(s0[0], . . . , s0[n − 1]). In general, if u0 = ku ·
∑w

j=1 x
ij , then

h0 is a vector with w nonzero entries at the positions (−ij) mod n, where the
entry is 1 if and only if ij = 0. Let H0 be a negacyclic matrix of the vec-
tor h0. With this ciphertext, the ith message bit is connected to the ith row of
H0(s0[0], . . . , s0[n − 1])T. Note that, unlike in Section 3.1, ci is the sum of
secret coefficients, possibly multiplied by -1. However, this does not significantly
affect the result since from the distribution of the coefficient it is trivial to obtain
the distribution of the negative coefficient and vice versa. Thus, we still call ci the
sum of secret coefficients.

Let ur = ku ·
∑w

j=1 x
i
(r)
j , r ∈ {0, 1, 2}. Ciphertext (u,v) with the help of

oracles Oi reveals information about 256 parity checks. The parity-check matrix
of the outer LDPC code in this case is of the form

Hini =
[
H0|H1|H2

]
,

where Hj is the negacyclic matrix obtained from the vector connecting c0 and
sj . Due to the FD oracle, parity checks c1, . . . , cn−1 must be negacyclic shifts
of c0. We only demonstrated the parity-check matrix for the outer LDPC code
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consisting of block of 256 checks, but there could be several such blocks. Note
that in general, the polynomials ur do not have to use the same w.

There are three main ways to increase the success probability of the attack.

1. Increase the length of the inner code for the secret coefficients. Querying
oracles as in Section 4.1 leads to a more accurate distribution for each coef-
ficient.

2. Similarly, increase the length of the inner code for the check variables, i.e.,
fix the indexes i(r)

j and use different (ku, kv).

3. Increase the number of check blocks. The resulting parity-check matrix of
the LDPC code Hini consists of 3×m blocks of negacyclic matrices, where
m is the number of “unique” parity checks c0, cn, c2n, . . .

Creating the best inner code for the check variables that maximizes the amount
of information is a challenging task. An educated guess would be the most accurate
way to describe our approach to tackling this problem.

5 Application to HQC

In this section, we describe the detailed attack on HQC. OHQC denotes a general
side-channel-based PC oracle for HQC, referenced prior-art assumes timing leak-
age, but this is not required. We treat a key-misuse oracle as a chosen-ciphertext
side-channel oracle with 100% oracle accuracy.

5.1 Key-recovery attack with OHQC

In [Guo+22a] the authors presented a plaintext checking (PC) oracle based on
timing information due to the use of rejection sampling. In this section, we de-
scribe how the PC attack works and then explain how we can improve it by using
our new SCA-LDPC framework, which is based on coding theory.

Currently, HQC makes use of so-called rejection sampling in the CPA secure
encryption function [Agu+20; Guo+22a]. The rejection sampling algorithm is
used to construct random vectors with a specific Hamming weight ω. It works
by random sampling of bit positions in the vector, and if some positions are sam-
pled twice, they are rejected. Straight-forwardly implemented, this algorithm leaks
timing information due to the inherently random number of rejections that oc-
cur. The HQC implementations tested in [Guo+22a] leak timing information
mainly through the use of so-called “seedexpander” calls. The output of the seed-
expander function is deterministic pseudo-randomness given by an eXtendable
Output Function (XOF). The rejection sampling algorithm uses the seedexpander
function to generate relatively large blocks of randomness, at a time. The timing
distribution, therefore, is highly dependent on the number of seedexpander calls
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needed. The minimum number of seedexpander calls occurs when there are no
rejections in the rejection sampling algorithm. In practice, we classify timing mea-
surements based on the number of additional seedexpander calls. They are each
related to one of the four2 distributions S0,S1,S2,S3, listed in increasing order
of rarity.

Prior to the publication of the referenced work, it was believed that this ran-
domness was only dependent on values known to the attacker, in this case, the
plaintext m. The assumption then was that constant time implementation was not
needed for the rejection sampling algorithm. Certainly, it was shown in [Guo+22a]
that this assumption is problematic. Although m is indeed known to the at-
tacker, the result of the implicitly carried out comparison m′ ?= m is not. Here
m′ = decode(c + e′) and e′ is a extra noise supplied by the attacker.

The authors showed a key-recovery attack where, by using the timing infor-
mation due to rejection sampling, knowledge of m′ ?= m is leaked. The attack
required 866,000 so-called “idealized oracle” (Oideal

HQC) queries for the 128-bit secu-
rity setting. The idealized oracle assumes a noise-free environment where a single
timing measurement is sufficient to determine the membership ofSj (where j = 3
in [Guo+22a]). Unfortunately, this is not sufficient for a 100% correct oracle, due
to reasons explained in the following paragraph.

What follows is a high-level summary of the referenced attack; A plaintext m
is selected according to some criteria useful for the distinguisher. In the case of
timing leakage, the distinguishing property is such that the selected m results
in the timing distribution S3, since it is the one most easily distinguished. The
probability of for any random m′, where m′ 6= m, resulting in the same S3

timing distribution is low (0.58% per [Guo+22a]). In other words, m′ ?= m can
be distinguished with a high, yet-not-complete, advantage.

A ciphertext c′ = (u,v) is crafted in the next step such that r1 is 1 ∈ R and
r2 and e is 0 ∈ R. By Equation (3) this results in

v−u ·y = mG+s ·r2 +e−(r1 +h ·r2) ·y = mG−r1 ·y = mG−y (7)

which makes y the only remaining error for the decoder to correct. Note too that
by knowledge of−y = y it is a simple computation to find the rest of the private
key, since x = s − h · y. Calculating x is quite unnecessary, however, since it is
not used in decapsulation.

Plainly, this crafted ciphertext is invalid and will be rejected in the ciphertext
comparison step of the decapsulation. However, a valid ciphertext is not required
due to the timing leakage in the XOF via the non-constant time rejection sampling
algorithm. The reencryption step immediately preceding the comparison derives

2Strictly, there is no upper bound, but the practical benefit of finding a value for S≥4 is not
worth the exponential effort required [Guo+22a].
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the values of r1, r2 and e from the XOF seeded by m. The single bit information
m′ ?= m leaks prior to the ciphertext comparison step.

Hall et al. proposed in [HGS99] a way to recover y; An additional error
vector e′ is added to c′. e′ is of just sufficient weight to cause a decoding failure
(i.e. m′ 6= m is leaked). The basic attack then simply iterates through each bit
0 ≤ i ≤ N of e′ not already flipped to find those positions that if flipped would
result in a decoding success. If this is the case for any value of i this indicates that
the bit was already flipped in y in the ciphertext.

However, this technique alone is not sufficient to provide decisions on all bits
in the ciphertext. The reason is twofold. First, unflipping a bit in the error pattern
given to the RMRS decoder does not guarantee a decoding success, and secondly
due to the possibility that both m′ and m result in the timing distributionS3, even
though m′ 6= m. This is modeled byOideal

HQC, the idealized oracle from [Guo+22a],
which though noise-free, is not 100% correct.

The first problem is solved by using many different error patterns e′. The
second was solved by majority voting, i.e. by gathering three or more decisions
for every bit. Both of these solutions drive up the number of required oracle calls,
even in the ideal timing leakage setting. For the 128-bit security level, this number
adds up to 866,000 oracle calls [Guo+22a].

5.2 New improved attack using LDPC codes.

What follows is a description of the new attack listed in Figure 2, a PC oracle
OHQC is assumed. Like in the original attack [Guo+22a] we select a plaintext
with good side-channel detection properties (in the original case this is a timing
property).

The next step is to construct aN×N regular cyclic LDPC parity-check matrix
Hini without cycles of length 4, with a good decoding performance. Hini has a
row-weight of W . This construction is detailed in Section 3.2, with (m = 1, b =
1). The first row of Hini is the vector hini.

We craft a special ciphertext c′ where r2 = 0, e = 0 and r1 = hini. Similarly
to the case given by Equation (7) above, this results in

v− u · y = . . . = mG− r1 · y = mG− hiniy (8)

which makes the added noise that the decoder has to correct equal to hiniy. In
other words, each bit position i in c′ correspond to the result of a parity-check
equation over y, given by hini >> i (cyclic shift by i steps) due to the cyclic
nature of our LDPC code.

The Reed-Muller (RM) and Reed-Solomon (RS) concatenated (RMRS) de-
coder, used in HQC, can be attacked in two stages. First we select (dRS − 1)/2
outer RM blocks (each RM block decodes to one RS symbol) to flip in c′ (by
XOR with e′). This results in a state where if one more block is flipped it will re-
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Input: OHQC, public key
Output: y

1: Select plaintext m .With good side channel distinguishing properties
2: Generate sparse vector hini . According to Section 3.2
3: Construct Hini . From hini by cyclic shifts
4: Craft c′ with r2 = 0, e = 0 and r1 = hini
5: µ← 0N . Initialize message
6: loop
7: e′ ← 0N ,
8: B′ ← random subset of size (dRS − 1)/2 from {0, . . . , n1 − 1}
9: for each B′ ∈ B′ do . Flip (dRS − 1)/2 RM-blocks

10: Flip block B′ in e′

11: end for
12: B

$← {0, . . . , n1} \ B′ . Select a random unflipped block
13: IB ← {Bn2, . . . , B(n2 + 1)− 1}
14: IB

e′ , IB
0 , IB

1 ,← ∅, ∅, ∅,
15: while O0=repeat

HQC (c′ + e′) do . Find an initial error pattern for block B

16: IB
e′ ← IB

e′ ∪ {i}, where i $← IB

17: e′[i]← 1
18: end while
19: for each i ∈ IB

e′ do . Minimize the error pattern
20: e′[i]← 0 . Unflip bit in error pattern
21: if O1=repeat

HQC (c′ + e′) then
22: IB

0 ← IB
0 ∪ {i} . Satisfied parity check, add i to IB

0
23: e′[i]← 1 . Restore bit in error pattern
24: end if
25: end for
26: for each i ∈

(
IB \ IB

e′

)
do . Find unsatisfied parity checks

27: if OHQC (c′ + e′) then
28: IB

1 ← IB
1 ∪ {i} . If found, store in IB

1
29: end if
30: end for
31: Select rows i ∈ (IB

0 ∪ IB
1 ) from Hini and add to H′

32: Construct H = [H′|I]
33: µ← µ | 0#{IB

0 } | 1#{IB
1 }

34: y← DecodeH(µ)[0..n] . Decoder returns the error vector
35: if y correct then . Try to decrypt a valid message
36: return y
37: end if
38: end loop

Figure 2: HQC new attack algorithm. O0=repeat
HQC denotes a PC oracle which is repeated as

necessary (determined by empirical study) to achieve better than nominal error
rate in the case of decoding failure; decoding successes are never repeated.
O1=repeat

HQC works in a similar but opposite fashion.
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sult in a decoding error in the RS decoder. A decoding failure such as that would
be detected by OHQC. We randomly select another block which we denote B.

The next stage is to find which bits IB
e′ to flip in the block B that results in a

decoding failure. We do this by flipping bits i ∈ IB
e′ such that e′[i] = 1 in block

B until a RM decoding failure occurs. This propagates as a failure symbol to the
RS decoder which is already on the brink of being overwhelmed. This results in a
state where c′ + e′ fails to decode due to too much additional noise in the block
B partition of e′.
An aside on oracle accuracy. The LDPC code helps with recovery from bad ora-
cle decisions. However, the stateful nature of the new algorithm can cause certain
poor oracle decisions to propagate and result in the algorithm ending up in a bad
state. Such errors occur naturally more often for less accurate oracles. We com-
pensate for these effects by introducing extra confirmation calls to those oracle
decisions which are most sensitive. These are denoted in Figure 2 by Or=repeat

HQC ,
where r ∈ {0, 1} indicates which Oracle outputs are repeated for confirmation.
O0=repeat

HQC means decoding failures are confirmed but decoding successes are not.
The number of repeated oracle calls is determined by empirical study.

After finding an error pattern resulting in decoding failure, the next step is to
reduce the number of flipped bits, in block B. The goal is to find the minimal
pattern that still results in a decoding failure. We do this by unflipping each of the
flipped bits i ∈ IB

e′ in block B. This results in one of two cases:

1. If we get a decoding success we record it in IB
0 for later use, undo the flip

and then move on to select another bit i ∈ IB
e′ .

2. If we still get a decoding failure we try again with another flipped bit i ∈ IB
e′ .

Once we have run out of flipped bits in IB
e′ to check, we have achieved a

minimal bit pattern in IB
0 for block B that results in decoding failure. That is,

the set IB
0 contains those bits that result in a decoding success if any are unflipped.

Conversely, when flipped, they have been unambiguously shown to increase the
noise for the RMRS decoder. All bits in IB

0 can therefore reliably be assumed to
correspond to a satisfied parity check. So, for each bit i ∈ IB

0 we construct3 our
sub matrix H′ by the selection of row i of Hini.

Working from the minimal decoding failure pattern (e′[i] = 1 ∀ i ∈ IB
0 and

e′[i] = 0∀ i /∈ IB
0 ) for RM block B we can now flip bits that so far have been

left untouched (i /∈ IB
e′ ), one at a time. For each flip, if it results in a decoding

success, then we record it in IB
1 . Such a bit must mean that by flipping it we

reduce the noise that the RMRS decoder has to handle. Therefore, this bit can be
reliably assumed to correspond to an unsatisfied parity-check equation, or a ’1’ in
the vector hiniy. When all bits have been tested we extend our sub matrix H′ by
the selection of all rows i ∈ IB

1 of Hini.
3or extend if this is not the first selected block/iteration of the algorithm
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At this time in the algorithm, r number of parity-check equations have been
collected in H′. The remaining step is to construct parity-check matrix H =[
H′r×n|Ir×r

]
and a message vector

µ =
[
0n|0#{IB0

0 }|1#{IB0
1 } . . . |0#{IBt

0 }|1#{IBt

1 }
]

(9)

in such a way that we have n zeroes, each representing an unknown bit-value of y
to be recovered. The message is appended by the following redundancies: a single
0 for each satisfied parity-check equation hitherto selected (i ∈ IB

0 ) and a 1 for
each unsatisfied parity check (i ∈ IB

1 ). We do this for all t blocks B that have so
far been selected.

We try to decode the message µ and recover y from the first n bits. We use
H as input and a suitable decoder such as sum-product or the min-sum approxi-
mation.

If the decoding is not successful we unflip all bits in block B and unflip all
other blocks. Then we restart the algorithm (using the same ciphertext) and select
another block. The old IB

0 and IB
1 are saved and re-used in the next decoding

attempt. We continue until successful.
In some cases (for less accurate oracles) one might still fail to decode even after

all outer RM blocks have been exhausted. In such cases, one can simply save µ
and H′ and continue extending them by restarting the algorithm.

6 Experiments

In this section, we show the results of simulations and real-world experiments for
Kyber and HQC.

6.1 Masked Kyber

Software simulations

We introduce software simulations, where we fix the accuracy ρ of each oracle Oi

to be the same.
The attack improves as the weight of the rows in the parity matrix increases.

However, the decoding time increases exponentially with it. In the course of ex-
periments, we found that the valuew = 2 works best, i.e., the parity-check matrix
consists of negacyclic matrices with row weight 2. For Kyber-768, this means that
each check variable is the sum of 6 secret coefficients.

The three main parameters of the attack are m0, m1 and m2, where m0 and
m2 are the lengths of the inner code for the secret coefficients and the check vari-
ables, resp., m1 is the number of blocks of check variables. Recall that Kyber-
768 has 3 blocks of 256 secret coefficients, and we assume that from one power
trace we get information about all 256 message bits. This means that we need
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Table 4: Comparison with the majority voting for full-key recovery. t is the number of
votes cast, values in the brackets are m0, m1 and m2, resp.

ρ = 0.995 Number of traces Average number of errors
Majority Voting (t = 3) 27 (ref ) 0.21/768
Our Method (2, 1, 4) 10 (−63%) 0.37/768
ρ = 0.95 Number of traces Average number of errors
Majority Voting (t = 7) 63 (ref ) 0.47/768
Our Method (3, 4, 2) 17 (−73%) 0.16/768
ρ = 0.9 Number of traces Average number of errors
Majority Voting (t = 11) 99 (ref ) 0.67/768
Our Method (4, 3, 4) 24 (−75.8%) 0.46/768

3m0 and m1 ·m2 traces to get the distributions for secret coefficients and check
variables, respectively. The interested reader is referred to the full version of the
paper [Guo+23a] for the actual codes used in the simulation and in the real attack.

We evaluate our methodology against the majority voting technique, a con-
ceptually simple coding approach that can be considered as a repetition code. Ma-
jority voting is a typical approach to ensure that a single secret coefficient can be
recovered with high accuracy. This approach has been selected as the baseline at-
tack method due to its relevance as the most frequently used coding scheme for
attacking Kyber in previous literature (e.g., in [She+23a]). For majority voting,
we choose the code as in Table 3 and use t votes, i.e., the actual code is repeated
t times. We run 1000 tests and compute the average number of wrong secret
coefficients, the attack is considered successful if this number is less than 1. For
our approach, we choose m0, m1, and m2 such that the total number of traces is
minimized and the average number of errors is close to majority voting. We run
100 tests, and all tests are done with randomly generated secret keys. The results
for a wide range of accuracy levels are shown in Table 4.

Real-world experiments

We conduct our experiments in the ChipWhisperer toolkit, where we use the
ChipWhisperer-Lite board, the CW308 UFO board, and the CW308T-STM32F4
target board with a 32-bit ARM Cortex-M4 CPU. We target the mkm4 library4

in [Hei+22a] implementing a first-order masked version of Kyber. The library
is compiled using the -O3 optimization level, which is typically harder to at-
tack [She+23a; Ngo+21a]. The target board is run at 24 MHz, and the traces
are sampled at 24 MHz.

We attacked the function masked_poly_tomsg in the first draft of the work
and it was the first power analysis attack on an open-source masked implemen-

4https://github.com/masked-kyber-m4/mkm4

https://github.com/masked-kyber-m4/mkm4
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masked_poly_frommsg(uint16_t poly[2][256], uint8_t msg[2][32])
1: ... /* initialization */
2: for i = 0 to 31 do
3: for j = 0 to 7 do
4: mask = -((msg[0][i] >> j) & 1)
5: poly[0][8*i+j] += mask & ((KYBER_Q+1)/2)
6: end for
7: end for
8: for i = 0 to 31 do
9: for j = 0 to 7 do

10: mask = -((msg[1][i] >> j) & 1)
11: poly[1][8*i+j] += mask & ((KYBER_Q+1)/2)
12: end for
13: end for
14: …

Figure 3: The attacked function in Kyber.CPAPKE.Enc() (from [Hei+22a])

tation of Kyber, as far as we know. Then we switched to the function masked_-
poly_frommsg similarly to [Dub+23]. With this approach, real oracles from side-
channel leakages have better accuracy, leading to a lower amount of traces.

The function masked_poly_frommsg (shown in Figure 3) maps each masked
polynomial coefficient to a corresponding message bit during decapsulation. In
one loop the function works on the message bits XORed with random bits; on the
other loop it works with these random bits themselves. Obtaining a power trace
for these two loops allows us to retrieve information about all message bits and
implement the FD oracles Oi.

The attack scenario is the same as in [Ngo+21a]. First, there is the profiling
stage during which, using the profiling deviceD1, we collect 100,000 power traces
of the function masked_poly_frommsg. It is done by generating a random mes-
sage which is encrypted using the device’s public key, the resulting ciphertext is
passed to the measured by the ChipWhisperer decapsulation function. Each byte
of the message is computed in the same way, and the power traces corresponding
to each byte are similar. Thus, we can train only 8 neural network models, one
for each bit of the byte. Models are trained for up to 100 epochs. The interested
reader is referred to the full version of the paper [Guo+23a] for the architecture of
the model.

Each of the 8 models simulates the 32 oracles Oi+8j , j = 0, . . . , 31, with
some accuracy ρi. The oracle behaves like a binary symmetric channel with success
probability ρi, but the model provides soft values, which can be treated as the
probabilities of output being 1 or 0 from the model’s perspective. Thus, the real-
world attack is more powerful since there is more information we can work with.
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Table 5: Accuracy of recovering particular bit for models. Device D1 is the profiling device,
and D2 is the device to be attacked.

Device ρ0 ρ1 ρ2 ρ3 ρ4 ρ5 ρ6 ρ7
D1 0.9651 0.9986 0.9985 0.9985 0.9992 0.9995 1.0000 1.0000
D2 0.9390 0.9811 0.9923 0.9023 0.9654 0.8940 0.9404 0.9873

Table 6: Real-world attack results on the first-order masked Kyber-768. We performed
100 runs of the attack with a random secret key for each run.

Number of traces Average number of errors
Majority Voting (t = 11) 99 0.34/768
Our Method (2, 2, 3) 12 0.82/768

After the profiling stage, there is the attacking stage. The assumption is that
the attacker has access for a (relatively) short period of time to a similar device
D2. After collecting power traces for decapsulation on chosen ciphertexts, the
attacker’s goal is to recover the key using the trained models. The Table 5 shows
the accuracy ρi of recovering ith bit for devices D1 and D2.

The experimental results (shown in Table 6) with the average oracle accuracy
of 0.9502 are better than the simulation results with an accuracy of 0.95. There
are two reasons for this: (1) real models provide soft values, making the attack
more powerful; (2) In the simulation, the accuracy of each bit is the same, but for
our LDPC approach, it is more beneficial for some bits to be more reliable than
others.

On the other hand, the success of majority voting approach depends on the
worst bit position. In other words, in the real world majority voting works worse
since the bottleneck is the worst bit. The real attack with accuracy from Table 5
uses t = 11 votes, i.e. in total we need 99 traces (instead of 63 as in Table 4). In
this case, our framework uses 86% fewer traces.

6.2 HQC

In order to test the new attack strategy against HQC it is advantageous to make as
close to an apples-to-apples comparison as possible against the results of [Guo+22a].
To this end, we model the PC oracle as follows; The success probability for an or-
acle query is determined by ρ0 and ρ1, which are the probabilities of correctly
classifying decoding failures and decoding successes, respectively. For the case of
the ideal HQC timing oracle used in [Guo+22a] these values are listed in Table 7
and correspond to ρ0 = ρf and ρ1 = ρs. We label the ideal oracle Oideal

HQC.
Simulating real-world attacks with noisy measurements can be done by select-

ing other values of ρ0 and ρ1. For simplicity, we introduce ρ as a single representa-
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Table 7: Ideal HQC timing oracle, Oideal
HQC, as modelled with ρf and ρs.

Real
Reported as decoding failure decoding success

decoding failure ρf = 0.9942 1− ρf = 0.0058
decoding success 1− ρs = 0 ρs = 1.0

tive value of PC oracle accuracy, where ρ = ρ0 = ρ1. We label the corresponding
oracle Oρ

HQC.
By empirical study we have selected a row weight of W = 50 in the con-

structed LDPC code (for hqc-128). This is close to the upper limit of our code
generation algorithm. Using a bigger W would occasionally require a more ad-
vanced algorithm with backtracking of the random walk. Regardless, the decoding
appears to suffer in reliability for values W > 50. Smaller values of W require
more parity checks and thus make the attack slower.

Some interesting ρ values, corresponding to real attacks, are {1.0, 0.995, 0.95,
0.9}. In Figure 4 we show the results of simulations using the various oracle
models we have described so far. The results for Oideal

HQC indicate an 86.6 times
improvement over the original attack [Guo+22a].

20000 40000 60000 80000 100000 120000
Oracle calls

O0.9
HQC

O0.95
HQC

O0.995
HQC

Oideal
HQC

O1.0
HQC

Figure 4: Experiment for hqc-128. The median number of oracle calls for successful key
recovery, are 59500, 35250, 18000, 10000, and 9000 respectively for the listed
oracles. For each oracle model, 100 key-recovery simulations ran to completion.

We have validated our attack by running a real timing oracle on a Ubuntu
20.04 LTS laptop with Intel Core i5-7200@2.50GHz. Measurement noise was
reduced by turning of hyper-threading and by running in recovery mode. We
used 218 measurements to generate a profile, first of a decoding success and again
of a decoding failure. Measuring 8 decapsulations resulted in an oracle accuracy
of ρOreal

HQC
= 0.951 as determined by 1000 trials. The simulated results for O0.95

HQC

indicate a real-life key recovery attack of hqc-128 can be done by measuring 23×
35250 ≈ 218 decapsulation calls.
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6.3 Discussions

In this section, we present discussions on the performance of the new SCA-LDPC
framework, including its information-theoretical advantages and limitations. Fur-
thermore, we compare the SCA-LDPC framework with the inner-symbol error
correction method proposed in [Ngo+21a] and highlight the advantages of the
former.

A non-rigorous information theoretical bound. Assuming that a single side-
channel measurement provides a certain amount of information (denoted by I
bits), and considering the fact that there are k secret symbols that are indepen-
dently generated from a distribution with entropy E bits, it is possible to calculate
a lower bound for the number of measurements required. This can be accom-
plished by dividing k · E by I. Estimation of I can be performed by considering
each recovered message bit as a Bernoulli variable, with a specified probability ρi

of being correct. It is noteworthy that the value of ρi may vary for different secret
positions. This information-theoretical estimation is approximate in nature. It
is subject to limitations arising from the simplicity of the Bernoulli model. Addi-
tionally, near-optimal source coding and channel coding are required to match the
derived lower bound. Notwithstanding these limitations, the estimation suggests
the possibility of improvement, though the extent of such improvement may be
constrained.

The aforementioned lower bound is equivalent to the well-known Shannon
source coding bound when the accuracy of the oracle is 100%, which can be used
to characterize the source coding gain. The results obtained from the FD oracle
based attack on the scheme Kyber-768 exactly meet the lower bound of 7 traces.
Conversely, for the PC oracle based attack on hqc-128, 1324 parity checks were
required, a factor of 2.1 times the lower bound of 628 checks.

It has been observed that the difference between the simulated results and
the lower bound increases as the oracle accuracy decreases. For example, in the
case of the PC oracle based attack on hqc-128, when the oracle accuracy drops
to 0.95, the ratio of the simulated parity checks to the lower bound increases to
approximately 2.7, as calculated by 2396/880. For the FD oracle based real-world
attack on Kyber-768, based on the message recovery accuracy data presented in
the second row of Table 5, the lower bound was determined to be 9, which is
slightly lower than the 12 traces utilized in the actual attack.

Limitations. Despite the remarkable reduction of necessary side-channel mea-
surements, a gap remains between actual performance and our non-rigorous information-
theoretical lower bound. This gap may be attributed to the requirement of an ex-
tremely long codeword, potentially in the range of tens of millions of bits, for the
LDPC codes to approach optimality. Additionally, it may be a result of the simplic-
ity and inadequacy of our current code-construction method. More sophisticated
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LDPC code construction techniques could further reduce the required number of
measurements.

Our method vs. inner-symbol error correction. The new SCA-LDPC frame-
work utilizes a system of sparse parity checks to interconnect all the secret symbols.
As a result, accurately determined symbols can be utilized to rectify incorrectly de-
termined symbols, categorizing this method as inter-symbol error correction. On
the other hand, the method presented in [Ngo+21a] falls under the category of
inner-symbol error correction, as the utilization of extended Hamming codes in-
creases the possibility of recovering individual secret symbols, which all must be
recovered independently.

Both methods can be applied to the FD oracle based attack on lattice-based
schemes in a non-adaptive attack model. However, the inner-symbol error correc-
tion method presented in [Ngo+21a] offers no source coding gain and has inferior
error correction capabilities. For instance, it is demonstrated in [Ngo+21a] that
for a platform with an average message bit recovery rate of 0.972, 216 traces, or
9× 24, are required to recover the long-term secret key of a masked Saber imple-
mentation. We utilize the detailed message bit recovery rates recorded in Table 20
of [Ngo+21a] to calculate the corresponding lower bound, which is determined
to be 10 traces. This demonstrates a significant gap of 21.6 between the actual
performance in a real-world scenario and the calculated lower bound. While there
is no guarantee that the non-rigorous lower bound will always be attainable, the
small ratio of 1.33, or 12/9, for our SCA-LDPC attack on Kyber, illustrates the
superior efficiency of our method in terms of the required number of traces.

The substantial improvement of the new SCA-LDPC framework can be at-
tributed to various factors, such as the utilization of soft information in the real-
world attack that we conducted. The dominant reason is that all the secret symbols
are interconnected and correlated, and redundant symbols are introduced, allow-
ing for the effective handling of a significant number of symbol-level errors. On
the contrary, in the inner-symbol error correction method, all the symbols (e.g.,
768 symbols in the Saber case) are independent and needs to be successfully recov-
ered, thus precluding the tolerance of any symbol-level errors. Last, in a real-world
attack scenario, several secret positions typically have a higher chance of contain-
ing errors, which can be effectively corrected through the inter-symbol approach,
but may prove to be a bottleneck for the inner-symbol method where all symbols
must be correctly identified independently.

7 Concluding Remarks and Future Work

From coding theory, we have presented a generic framework for key-recovery side-
channel attacks on CCA-secure post-quantum encryption/KEM schemes. Our
design philosophy is to employ randomly generated LDPC codes with efficient
decoding to connect secret coefficients, which introduces additional benefits of
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source coding and error correction. We presented simulation results and real-
world experiments on the main lattice-based KEM Kyber and the code-based
KEM HQC. The new attack framework can significantly improve the state-of-
the-art in terms of the required number of side-channel measurements. Our im-
provement has great practical impact. For instance, in real-world attack scenar-
ios against a masked Kyber implementation, we require just 12% of the traces
compared to the majority voting method. As our simulation results indicate that
the gain would increase as the oracle accuracy decreases, this significant reduction
could feasibly turn a previously impractical attack into a practical one. Also, we
have a remarkable gain in the HQC timing attack instance. An explanation for
our substantial improvements is that LDPC codes are considered to have near-
optimal performance from an information-theoretic standpoint.

The sample complexity of the new attack framework can be improved further
by (i) employing a more advanced code-construction method with improved de-
coding performance or by (ii) heavy post-processing such as lattice-reduction or
information-set decoding. An intriguing area of study is to utilize sophisticated
coding-theoretical methods [RU08], such as density evolution or EXIT charts, to
carry out efficient and precise security assessments against proposed attacks.

While the new attack framework is general, the specific attack instances can
vary due to the diversity of schemes, oracle types, and leakages. We note that
schemes selected as new standards such as Kyber should be given primary consid-
eration for investigation. From a research standpoint, it would be engaging to ex-
plore the framework’s precise implementation and performance in NTRU [Che+20]
and NTRU prime [Ber+20]. Additionally, future research could explore whether
this framework could be extended to target Classic McEliece and BIKE.

Last, the new attack framework shows the need for countermeasures such
as constant-time implementations or higher-order masked implementations. As
noted in [Uen+22b], masked hardware exhibits much higher security compared
to masked software when considering PC oracle-based side-channel attacks. As
our simulations indicate that the gain of the new attack framework increases with
less accurate oracles, it would be fascinating to examine the exact improvements
in this attack scenario. Furthermore, it would also be worthwhile to investigate
whether SASCA could deliver more accurate PC oracles than a deep learning-based
approach in this context.
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Abstract

In this paper, we present novel key-recovery attacks on Approximate Homomor-
phic Encryption schemes, such as CKKS, when employing noise-flooding coun-
termeasures based on non-worst-case noise estimation. Our attacks build upon
and enhance the seminal work by Li and Micciancio at EUROCRYPT 2021.
We demonstrate that relying on average-case noise estimation undermines noise-
flooding countermeasures, even if the secure noise bounds derived from differential
privacy as published by Li et al. at CRYPTO 2022 are implemented. This study
emphasizes the necessity of adopting worst-case noise estimation in Approximate
Homomorphic Encryption when sharing decryption results.

We perform the proposed attacks on OpenFHE, an emerging open-source
FHE library garnering increased attention. We experimentally demonstrate the
ability to recover the secret key using just one shared decryption output. Further-
more, we investigate the implications of our findings for other libraries, such as
IBM’s HElib library, which allows experimental estimation of the noise bounds.
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Finally, we reveal that deterministic noise generation utilizing a pseudorandom
generator fails to provide supplementary protection.

1 Introduction

Fully homomorphic encryption (FHE) is a cryptographic primitive that supports
arbitrary computations on encrypted data without using the decryption key and
without revealing information about plaintexts. This problem appeared already in
the 70s [RAD+78] but a solution did not appear until 2009, when Gentry [Gen09]
constructed the first such schemes. Many homomorphic encryption schemes [BV11;
FV12; GSW13; DM15; Chi+16] have now appeared and most of them are based
on the security of the Learning with Errors (LWE) problem or some of its vari-
ants. In 2022, Brakerski, Gentry, and Vaikuntanathan received the prestigious
Gödel prize for their transformative contributions to cryptography by construct-
ing efficient FHE schemes.

FHE is a very powerful cryptographic tool and can be a solution to many se-
curity problems, particularly for distributed or outsourced computation. A future
application area is also in AI and privacy-preserving machine learning.

A very popular FHE branch is approximate homomorphic encryption such as
CKKS [Che+17] and its variants [Che+19; Che+18]. FHE on approximate num-
bers, as proposed by Cheon, Kim, Kim and Song [Che+17], has attracted much
attention from the fact that it improves the efficiency of computing on encrypted
data in many applications where approximate results are acceptable, like privacy-
preserving machine learning. FHE based on LWE builds ciphertexts that contain
noise and as operations on ciphertexts are performed, the noise is increasing. One
has to control the noise and make sure it does not grow to be too large, in order to
ensure correct decryption. The main contribution in CKKS was the observation
that it can be tolerable for decryption to be approximate so that the plaintext from
the decrypted ciphertext is only approximately the correct one. Typically, this is
the case in applications where small errors can occur. The CKKS scheme then
supports real-valued plaintexts, making it efficient and attractive for certain appli-
cations, allowing for some small errors in the least significant bits. CKKS has since
been implemented in many well-known open-source libraries for homomorphic
encryption and also been extensively examined and optimized.

The CKKS scheme as most other lattice-based FHE schemes meets the basic
security notion of indistinguishability under chosen plaintext attack (IND-CPA),
assuming the hardness of some well-studied problems, like the average-case hard-
ness of the Learning With Errors (LWE) problem which in turn relates to the
worst-case complexity of some computational problems on lattices. Achieving
a stronger security notion – indistinguishability under chosen ciphertext attack
(IND-CCA), which presumes an active adversary capable of tampering with (or
injecting) arbitrary ciphertexts – is challenging, due to the inherent nature of FHE
operations.
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Li and Micciancio [LM21] have recently shown that the traditional formula-
tion of IND-CPA security does not adequately capture the security of approximate
encryption against passive attacks. Specifically, in the context of a homomorphic
encryption scheme, a passive adversary has the capability to select or know the
homomorphic function that is being executed. Such an adversary can also observe
the outcome of the decryption process. Despite being able to eavesdrop, this ad-
versary remains categorized as passive, as it is not permitted to manipulate, inject,
or modify ciphertexts, nor alter the final computational result. Li and Micciancio
have shown that the CKKS scheme is vulnerable to an efficient key recovery attack
under these conditions.

They also proposed a new, enhanced formulation of IND-CPA security that
they called IND-CPA with decryption oracles (IND-CPAD). This notion cap-
tures better the threats of a passive attacker. It is proven to be identical to IND-
CPA security for encryption schemes with exact decryption, but the situation is
different when allowing approximate decryption. The primary distinction lies in
the utility of observing decryption outcomes. In encryption schemes with ex-
act decryption, an adversary gains no additional information from observing the
decryption result. This is because the adversary, who already knows the origi-
nal message and evaluation function, can calculate the final outcome on its own.
Conversely, for approximate encryption schemes, observing the decryption output
could yield invaluable information not readily computable by the adversary. Such
information may be exploited by a passive adversary for effective key recovery.

A relevant security notion is KRD security against key recovery attacks, a no-
tion that, while implied by IND-CPAD security, is significantly weaker. This
weakness arises because key recovery attacks constitute a more potent form of at-
tack compared to distinguishing attacks.

Li and Micciancio also suggested some ideas of countermeasures to avoid the
proposed attack, and the open-source libraries implementing CKKS include dif-
ferent but similar countermeasures to thwart the attack in [LM21]. Subsequently,
Li, Micciancio, Schultz, and Sorrell further examined the use of differential privacy
to assure IND-CPAD security in [Li+22]. Their method necessitates the inclusion
of a considerable amount of additional noise.

FHE schemes, and CKKS-like schemes in particular, involve different param-
eters and a major task for the designer of the scheme is the choice of parameters
that should give the best trade-off between efficiency and security. Both these as-
pects relate to the connected noise growth in the scheme. For approximate FHE,
encoding noise and encryption noise should be considered together. Also, we have
to keep track of the level of ciphertexts as in traditional FHE schemes as well as a
so-called scaling factor. CKKS-like schemes consider the precision of the scheme
and one has to track how it changes through homomorphic operations and its in-
fluence on the encrypted data. The scale parameter is typically a way for the user
to control the desired precision.

The CKKS paper provided an open-source implementation in the “Homo-
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morphic Encryption for Arithmetic on Approximate Numbers”, Heaan [Heaan],
other implementations of the scheme have been included in essentially all main-
stream libraries for secure computation on encrypted data, like Microsoft’s “Sim-
ple Encrypted Arithmetic Library” SEAL [Seal], IBM’s “Homomorphic Encryp-
tion” library HElib [Helib], the lattice cryptography libraries PALISADE [Pal-
isade] and Lattigo [Lattigo]. Recently, the PALISADE authors along with a sub-
set of authors from the other libraries released a new library in July 2022, under
the name OpenFHE [Bad+22]. OpenFHE provides implementations of all main
FHE schemes.

These libraries are also used as a part of other implemented tools and applica-
tions. A well-known example is Intel’s nGraph-HE compiler [Boe+19] for secure
machine learning applications. Other implemented applications include the en-
crypted computation of logistic regression [Han+19], security-preserving support
vector machine [Par+19], homomorphic evaluation of neural networks and tensor
programs [Dat+19], and clustering over encrypted data [CKP19].

A recent trend in the implementation of CKKS-like schemes involves using a
non-worst-case noise estimation, such as an empirical or average-case noise estima-
tion, as seen in sources like [Helib; Bad+22; Cos+22]. In this context, a worst-case
noise bound refers to a bound that tracks the maximum possible noise throughout
each step of homomorphic evaluation. Conversely, empirical noise estimation in-
volves setting the noise limit based on empirical tests, while average-case noise esti-
mation models the noise as a Gaussian distribution, keeping tracks of the variance
during each homomorphic encryption operation. Opting for a non-worst-case
approach can enhance performance, since the non-worst-case noise bound can be
significantly smaller than the worst-case noise bound, thus substantially improv-
ing the scheme’s efficiency. This is particularly appealing when considering the
efficiency loss incurred while protecting against the Li-Micciancio attack.

To our knowledge, OpenFHE is the first major open-source library to claim
the implementation of the differential privacy countermeasure as proposed in [Li+22],
yet they suggest the use of a non-worst-case noise estimation. In this paper, we
explore the potential impact of such noise estimations on security, when the de-
cryption results need to be shared.

1.1 Contributions

The main contributions of this work can be summarized as follows. Firstly, us-
ing non-worst-case estimation methods, such as relying on the central limit the-
orem (CLT) for average-case noise estimation [Cos+22] or experimentally deter-
mining the noise bound, can introduce significant security vulnerabilities. For
instance, even when adopting the secure noise bounds suggested in [Li+22] to
achieve IND-CPAD security through differential privacy, KRD security may not
be ensured if the noise size is estimated in a non-worst-case manner. The novel
observation is that such non-worst-case estimation assumes that the message dis-
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tribution or the computation gate should follow some average-case or predefined
behaviour; however, in the IND-CPAD attacker model, the adversary has the
power to control the message distribution, causing it to deviate significantly from
the average case. The adversary also has the power to select the functions and gates
among the possible valid options.

We implement a key-recovery attack on the recent OpenFHE implementa-
tion, requiring only a single shared decryption output. The OpenFHE library, a
successor to PALISADE, is chosen as the primary target implementation since it
incorporates the noise-flooding countermeasure with the new secure noise bounds
[Li+22] derived from differential privacy1. In contrast, Microsoft SEAL disal-
lows the sharing of decryption results, while open-source HElib and HEAAN
have not implemented countermeasures based on the latest CRYPTO 2022 re-
search [Li+22]. We are capable of attacking OpenFHE as its noise estimation
method aligns with the average-case noise estimation proposed in [Cos+22].

The experimental noise estimation employed in HElib necessitates that the
server performing homomorphic evaluation adheres to the message/ciphertext dis-
tribution and the evaluation gates assumed by the user. However, these require-
ments contradict the adversary model of IND-CPAD security. Our analysis indi-
cates that the flooding countermeasure with such noise estimation is also insecure.

Finally, as an additional finding, we show that the protection of utilizing a
pseudorandom generator to produce deterministic noise with the ciphertext serv-
ing as an input seed does not improve security. Such a countermeasure has been
suggested in [LM21; CHK20] and implemented in HElib. We have carefully
designed a mechanism to bypass this security measure. The code for all of our
experiments is public2.

1.2 Organizations

The remainder of this paper adheres to the following organization. Section 2 intro-
duces the background on Approximate Homomorphic Encryption schemes. Sec-
tion 3 presents the attack targeting implementations using non-worst-case noise
estimation. Section 4 describes the attack method for deterministic noise esti-
mation for “fresh ciphertexts”. Lastly, Section 5 offers concluding insights and
additional discussions.

2 Preliminaries

In this section, we provide essential background information on Approximate Ho-
momorphic Encryption schemes and describe their security notions.

1https://github.com/openfheorg/openfhe-development/blob/main/src/pke/
examples/CKKSNOISEFLOODING.md.

2https://github.com/d-nabokov/KRAonCKKS

https://github.com/openfheorg/openfhe-development/blob/main/src/pke/examples/CKKS_NOISE_FLOODING.md
https://github.com/openfheorg/openfhe-development/blob/main/src/pke/examples/CKKS_NOISE_FLOODING.md
https://github.com/d-nabokov/KRAonCKKS
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Notation. LetZ,Q,R,C represent the sets of integers, rationals, reals, and com-
plex numbers, respectively. Bold characters, such as a = (a1, . . . , an), denote
vectors. The dot product of two vectors is written as 〈a,b〉. For a probability dis-
tributionD, we use x← D to indicate that x is sampled according to the distribu-
tionD. We denote the additional noise of countermeasures with ε, which, though
not necessarily small, can be considered as random computational noise. Let b·e
denote the operation of rounding to the nearest integer. The security parameter is
represented by κ. A function f is deemed negligible in κ if f(κ) = κ−ω(1).

2.1 Lattices and the Ring-LWE problem

A lattice is a discrete subgroup of Rn. Let n, d be two positive integers, and let
b1, . . . ,bd be linearly independent vectors in Rn. The lattice they generate is
L(b1, . . . ,bd) =

∑d
i=1 Zbi. If d = n, the lattice is considered full-rank.

LetN = 2k be a power of 2. Letψ(N) = XN +1 be a power-of-2 cyclotomic
polynomial. Let R = Z[X]/ψ(N). For b ∈ R, we denote ‖b‖2 the Euclidean
norm of the vector of its coefficients. Let Rq = Zq[X]/ψ(N) = R/qR.

We define N (µ, σ) as the discrete Gaussian distribution with mean µ and
standard deviation σ – that is, a probability distribution supported on Z with
a probability mass function p(x) ∝ exp (−(x− µ)2/(2σ2)). Such a distribu-
tion can be approximated by its continuous counterpart. Specifically, if x ←
N (µ1, σ1) and y ← N (µ2, σ2), respectively, the sum x+y is regarded as a draw
fromN (µ1 +µ2,

√
σ2

1 + σ2
2). We can make the distribution over Zq by reducing

the output mod q.
The best-known FHE schemes are built upon the Learning with Errors (LWE)

problem [Reg05]. In the CKKS scenario, we focus more on its ring version, known
as the Ring-LWE problem [LPR10]. The Ring-LWE distribution is obtained as
follows.

Definition 1. Let k ≥ 1, q ≥ 2, α ∈ R, s ∈ Rq. The Ring-LWE distribution is
obtained as follows:

a← U(Rq);

e← R with coefficients ← N (0, αq√
2π

);

The oracle subsequently returns (a, a · s+ e) ∈ Rq ×Rq.

2.2 Approximate Homomorphic Encryption

In their work [Che+17], Cheon et al. introduced the first approximate homomor-
phic encryption scheme, commonly referred to as CKKS, named after its creators.
Here, we first present the definition of Homomorphic Encryption. Gentry’s boot-
strapping blueprint [Gen09] allows for the construction of a Fully Homomorphic
Encryption (FHE) scheme from an HE scheme.
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Definition 2 (Homomorphic Encryption (HE)). A (public-key) HE scheme com-
prises four polynomial time algorithms:

• A (randomized) key generation algorithm KeyGen : 1κ → PK2 × SK that
generates the public key, evaluation key, and secret key.

• A (randomized) encryption algorithm
Enc : PK ×M→ C.

• A (deterministic) decryption algorithm
Dec : SK × C →M.

• A (deterministic) homomorphic evaluation function
Eval ∀k,PK × (Mk →M)× Ck → C.

In the given definition, PK signifies the collection of public keys, inclusive
of the evaluation keys, while SK denotes the set of secret keys. Additionally,M
represents the message space, and C stands for the ciphertext space. The function
provided to the evaluation method is a circuit comprising multiple gates.

In standard HE schemes, the correctness of the scheme is defined as

Definition 3 (HE Correctness). For an arbitrary circuit C the following holds

Decsk(Evalek(C, (c1, . . . , ck))) = C(m1, . . . ,mk),

where (pk, ek, sk) = KeyGen(1κ) and ci = Encpk(mi) for all i ≤ k.

Approximate HE schemes Approximate HE schemes are a special type of HE
schemes where the notion of correctness does not hold. They allow approximate
arithmetic on encrypted data, considering errors of homomorphic operations as
part of the computational errors in the approximate computation. As the first
approximate HE proposal, CKKS supports two approximate homomorphic oper-
ations:

• Decsk(Add(Encpk(m1),Encpk(m2))) ' m1 +m2,

• Decsk(Mult(Encpk(m1),Encpk(m2))) ' m1 ∗m2,

with a tracker on the size of the noise. Next, we will delve into the specifics of the
CKKS scheme, beginning with its method for message encoding.

TheCKKSmessage encoding. In order to perform pointwise addition and mul-
tiplication of vectors in the SIMD manner, the CKKS scheme designs the follow-
ing encoding method. Let ω be the 2N -th root of unity. Let φ : R → C be
the mapping from a(X) ∈ R to φ(a) = â = (a(ω4j+1))N/2−1

j=0 ∈ CN/2. The
CKKS scheme chooses a positive real ∆ called scaling factor and defines the en-
coding and decoding functions as
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• Encode(z ∈ CN/2; ∆) = b∆ · φ−1(z)e,

• Decode(a ∈ R; ∆) = φ(∆−1 · a) ∈ CN/2,

where φ−1 is the inverse function of φ.

The CKKS scheme [Che+17]. The CKKS scheme supports the encryption and
decryption of floating-point inputs using the message encoding interface. We now
consider the plaintext space as Rq and the ciphertext space as R2

q . We have a
ciphertext module q and a discrete Gaussian error distribution χ, where χ =
N (0, σ). We bypass many intricate details, focusing on the primary procedures
and attributes pertinent to this study. The following description is from [Li+22].
For a more comprehensive understanding, we refer the reader to [Che+17].

• CKKS.KeyGen(1κ): Let w = w(κ) and p = p(κ, q). We sample s from
the set s ∈ {−1, 0, 1}N with w non-zero entries in s and designate sk as
(1,−s). Alternatively, s can be sampled from a uniform distribution over
{−1, 0, 1}N . We sample a ← Rq, e ← χ and take pk= (a, b) with
b = a · s + e. We sample a′ ← Rpq, e′ ← χ and take ek= (a′, b′) with
b′ = a′ · s+ e+ p · s2 mod pq. Return (sk, pk, ek).

• CKKS.Encpk(m): Let ξ represent the distribution over {−1, 0, 1}N , where
each coefficient is independently sampled as 1 or −1 with a probability of
1/4, and 0 with a probability of 1/2. Then, we sample r ← ξ, e0, e1 ← χ,
and return r · pk + (m+ e0, e1) mod q.

• CKKS.Add(c0, c1): Return c0 + c1 mod q.

• CKKS.Multek(c0, c1): Assume c0 = (a0, b0) and c1 = (a1, b1). Return
(a2, b2), where (a2, b2) = (a0b1 +a1b0, b0b1)+bp−1 ·a0a1 ·eke mod q.

• CKKS.Decsk(c): For c = (a, b) ∈ R2
q , return b− a · s mod q.

Analyzing the addition operation in the worst-case scenario can be done straight-
forwardly. Suppose c0 and c1 are two ciphertexts with positive error bounds errb0
and errb1, respectively. The ciphertext resulting from the Add operation on c0
and c1 would have an error bounded to errb0 + errb1.

2.3 Security notions

The standard notion of security for FHE is IND-CPA (Indistinguishability - Cho-
sen Plaintext Attack) security defined as follows.
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Definition 4 (IND-CPA security). We say that a FHE scheme (KeyGen,Enc,Dec,Eval)
is IND-CPA secure if each efficient adversaryA has negligible advantage AdvA(κ),
where the advantage is defined as

AdvA(κ) =
∣∣∣∣Pr
[
A Expr0−−−→ 1

]
− Pr

[
A Expr1−−−→ 1

]∣∣∣∣ .
The experiments are as follows :

Exprb : C A
(sk, pk, ek)← KeyGen pk−→
c← Enc(pk,mb)

m0,m1←−−−−
c−→ Outputs a bit b

An additional security notion, IND-CPAD, proves vital when the decryp-
tion outputs require sharing, as pointed out in [LM21]. For non-approximate
HE, the IND-CPAD notion is proven to be equivalent to the IND-CPA notion
in [LM21]. However, for approximate HE, it represents a much stronger security
notion. We present a formal definition as follows.

Definition 5 (IND-CPAD security [LM21]). Given a public-key homomorphic
(possibly approximate) encryption scheme E , where E = (KeyGen,Enc,Dec,Eval),
with plaintext spaceM and ciphertext space C, we define an experiment ExprindcpaD

b [A],
parameterized by a bit b ∈ {0, 1} and involving an efficient adversaryA that is given
access to the following oracles, sharing a common state S ∈ (M×M×C)∗ consisting
of a sequence of message-message-ciphertext triples:

• An encryption oracle Epk(m0,m1) that, given a pair of plaintext messages
m0,m1, computes c← Encpk(mb), extends the state

S := [S; (m0,m1, c)],

with one more triplet, and returns the ciphertext c to the adversary.

• An evaluation oracle Hek(g, J) that, given a function g :Mk →M and a se-
quence of indices J = (j1, . . . , jk) ∈ {1, . . . , |S|}k, computes the ciphertext
c← Evalek(g, S[j1].c, . . . , S[jk].c), extends the state

S := [S; (g(S[j1].m0, . . . , S[jk].m0),
g(S[j1].m1, . . . , S[jk].m1), c)]

with one more triplet, and returns the ciphertext c to the adversary. Here and be-
low |S| denotes the number of triplets in the sequenceS, andS[j].m0, S[j].m1, S[j].c
denote the three components of the j-th element of S.
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• A decryption oracle Dsk(j) that, given an index j ≤ |S|, checks whether
S[j].m0 = S[j].m1, and, if so, returns Decsk(S[j].c) to the adversary. (If
the check fails, a special error symbol ⊥ is returned.)

The experiment is defined as

ExprindcpaD

b [A](1κ) :(sk, pk, ek)← KeyGen(1κ)
S := []
b′ ← AEpk,Hek,Dsk(1κ, pk, ek)
return(b′)

The advantage of adversary A against the IND-CPAD security of the scheme is
AdvindcpaD [A](κ) defined as

∣∣∣Pr
[
ExprindcpaD

0 [A(1κ)] = 1
]
−Pr

[
ExprindcpaD

1 [A(1κ)] = 1
]∣∣∣ ,

where the probability is over the randomness of A and the experiment. The scheme
E is IND-CPAD-secure if for any efficient (probabilistic polynomial time) A, the
advantage AdvindcpaD [A](κ) is negligible in κ.

Another relevant security notion is the KRD security, implied by the IND-CPAD

security. Although KRD security is considered much weaker than the IND-CPAD

security, a key-recovery attack is predominantly employed to demonstrate the vul-
nerability of the analyzed schemes. This methodology aligns with the research
presented in this paper. We present the formal definition of KRD security in Def-
inition 6.

Definition 6 (KRD security [Li+22]). Let E = (KeyGen,Enc,Dec,Eval) be
a public-key homomorphic (possibly approximate) encryption scheme with plaintext
space M and ciphertext space C. We define a game ExprKRD [A], parameterized
by an adversary A that is given access to the (stateful) oracles E′pk, Hek, Dsk, where
E′pk(m) := Epk(m,m) with oracles Epk, Hek, Dsk defined as in Definition 5.

The game is defined as

ExprKRD
[A](1κ) :

(sk, pk, ek)← KeyGen(1κ)
S := []

sk′ ← AE′
pk,Hek,Dsk(1κ, pk, ek)

return(sk == sk′)
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The scheme E is said to have k bits of KRD-security if, for any adversary A,

k ≤ log2
T (A)
AdvA

,

where T (A) is the running time of A.

In [Li+22], the application of differential privacy technique results in a finer-
grained definition of bit-security, parameterized by both a computational param-
eter c and a statistical parameter ν. We define this security notion as follows.

Definition 7 ((c, ν)-bits of security [Li+22]). Let Π be a cryptographic primitive,
and G be an indistinguishability game. Let AdvA be the advantage of an adversaryA
in breaking the security of Π in the G game. The scheme Π has (c, ν)-bits of G-security
if, for any adversary A, either

log2
T (A)
AdvA

≥ c, or, log2
1

AdvA
≥ ν. (1)

3 New key-recovery attacks

In this section, we improve upon key-recovery attacks initially presented by Li
and Micciancio [LM21], when non-worst-case noise estimation is employed. We
begin with the theoretical framework, then transition to the security implications
for the OpenFHE and HElib homomorphic encryption libraries.

3.1 Theoretical framework

Attack model. We adopt the adversary model defined in [LM21], as also illus-
trated in Definition 6 and Figure 1. In this model, the adversary gains access to
three stateful oracles E′pk, Hek, and Dsk, with E′pk(m) := Epk(m,m). These
oracles are defined in Definition 5. The adversary aims to recover the secret key
sk and is capable of querying the three oracles, selecting messages and evaluation
functions as inputs. Notably, this adversary remains passive; unlike an active ad-
versary who can manipulate arbitrary ciphertexts, this model restricts the adversary
to decryption queries on valid ciphertexts produced through legitimate operations,
such as encryption and homomorphic computation via public interfaces or APIs
provided by HE libraries.

Real-world scenarios. In practical applications, it is highly likely that decrypted
data will be shared among parties who lack access to the secret key, making IND-CPAD

security indispensable. This sharing could facilitate significant applications like
two-party computation for Privacy-Preserving Machine Learning as a Service (MLaaS),
wherein the server owns a model it wishes to provision as a service, while the client
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Encpk Evalek Decskm

f

m′
ct ct′

Figure 1: Figure illustrates a passive attacker scenario based on Li and Micciancio’s
model [LM21]. In this context, the attacker may choose/know the plaintext
m and the homomorphic function f . The attacker can eavesdrop on the ci-
phertexts ct, ct′ and decryption result m′, but is not allowed to tamper with (or
inject) ciphertexts or alter the computation’s final outcome.

seeks to obtain a homomorphically computed inference on its confidential data.
The ecosystem might comprise a user holding the secret key and other partici-
pants lacking it, who function as passive adversaries. Service providers contribute
by supplying APIs and computational resources.

An interesting case study involves a commercial application that collects en-
crypted data from the user and leverages a cloud service’s API for homomorphic
computations. We posit that the application can only invoke the API using ci-
phertexts authenticated by the user, thereby precluding the tampering or injection
of fraudulent ciphertexts. The API invocation resembles the usage of the evalua-
tion oracle Hek as outlined in Definition 5. Should the user disclose the decrypted
outcome, our novel attack strategy remains viable, even if non-worst-case noise-
flooding countermeasures have been deployed.

TheLi-Micciancio attack. Similar to [LM21], we use a simplified CKKS scheme
without the encoding and decoding procedures as an example to explain the attack
idea. The secret key is sk=(1,−s), where s is a power-of-two cyclotomic ring
element inRq. The only unknown part of the secret key is s, so the recovery of sk is
equivalent to recovering s. The adversary encrypts m as Enc(m) = (a, b) ∈ R2

q ,
where a ∈ Rq is selected at random and b = a·s+e+m for a polynomial e ∈ Rq

where the coefficients of e are a small perturbation from the distributionN (0, σ1).
The decryption function computes Decs((a, b)) = b − a · s = m + e. In the
Li-Micciancio attack, the adversary A selects the message m = 0 and requests
the computation of the identity function, effectively equivalent to performing no
operation. The adversary then proceeds to request an approximate decryption and
carries out subsequent computations of

b′ = b− Decs((a, b)) = a · s.

The secret key s can then be recovered by computing

s = a−1 · b′,
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if a is an invertible element in Rq. Otherwise, the adversary requires for more
decryption queries.

Noise-flooding countermeasures. Li and Micciancio have proposed a counter-
measure from the noise-flooding technique, for protecting against their attack
in [LM21]. The main idea is to introduce an additional noise in the decryption
function. Thus, the decryption function of CKKS, named decryption for share,
can be defined as

DecD
s ((a, b)) = Decs((a, b)) + enew,

where enew,i ← N (0, σ2) and enew,i is the coefficient of enew. When the adver-
sary A computes b′ = b − DecD

s ((a, b)), the output is a · s + enew; if the noise
is sufficiently large, then the new ring-LWE instance (a, a · s + enew) is hard to
solve.

Achieving IND-CPAD through differential privacy [Li+22]. The general idea
is to add a noise with sufficiently large variance. The newly proposed schemes,
referred to as S-CKKSσ, are detailed in [Li+22]. Initially, they establish a noise
bound, ct.t, designed to accommodate the worst-case noise growth, following
which they add a component-wise noise, N (0, σ · ct.t), in the noise-flooding
countermeasure. In [Li+22], the following lemma is proved.

Lemma 1 ([Li+22]). Assume the number of decryption oracle calls is bounded to q and
σ =
√

24qn2ν/2. If CKKS is (c+ log2 24)-bit IND-CPA-secure, then S-CKKSσ

is (c, ν)-bit IND-CPAD-secure.

On the other hand, for recent open-source implementations (e.g., in [Bad+22]),
non-worst-case noise estimation approaches are preferred to enhance efficiency.

New attack scenario. We describe an attack scenario when the standard devi-
ation σ2 of the added Gaussian noise in the noise-flooding countermeasure is a
function that grows much slower than the estimated noise in the worst-case noise
analysis.

In alignment with the IND-CPAD model outlined in Definition 5, the adver-
sary has the capability to execute computations on valid ciphertexts using a chosen
function. Specifically, the adversary employs the evaluation oracle Hek for homo-
morphic calculations. Our primary focus is on the evaluation function gt(c),
which performs homomorphic addition of t ciphertexts c = (c1, c2, . . . , ct).
This function, illustrated in Figure 2, can be executed through either an itera-
tive addition over t− 1 layers or a tree-based addition spanning dlog2(t)e layers.
Depending on the approach, the gate latency stands at either t− 1 or dlog2(t)e.

In this new attack scenario, we stick with the case wherem = 0, first generate
a ciphertext c0 = (a, b), and then homomorphically evaluate the addition gt(c),
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(a) Iterative addition
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(b) Tree-based addition

Figure 2: Iterative and tree-based addition for gt(c) with t = 4

where c is a vector repeating the ciphertext c0 for t times. The noise, therefore, is
grown from e to t · e. The new decryption function DecD

s (·) gives us the value of

etotal = t · e+ enew.

We need the following lemma to characterize the distribution of conditional prob-
ability (ei|etotal,i = l), where ei and etotal,i are the i-th coefficient of e and etotal,
respectively.

Lemma 2 ([Lee+18]). For two positive numbers σa and σb, letX and Y be variables
of distributions N (0, σa) and N (0, σb), respectively. Let σ =

√
σ2

a + σ2
b , then

(X|X + Y = l) follows the distribution N (l · σ2
a

σ2 ,
σaσb

σ ).

In the attack, we can obtain the value of etotal from the new decryption func-
tion. Conditioned on this observation, the distribution of the noise e needs to
be updated. Since t · ei is sampled from N (0, t · σ1) and enew,i is sampled from
N (0, σ2), from Lemma 2, we know (t · ei|etotal,i = l) follows the distribution
N (l · t2σ2

1
σ2

2+t2σ2
1
, t·σ1·σ2√

t2·σ2
1+σ2

2
)3 and, hence, (ei|etotal,i = l) follows the distribution

N (l · tσ2
1

σ2
2+t2σ2

1
, σ1·σ2√

t2·σ2
1+σ2

2
). Thus, for each value of etotal,i, we compute

b′i = bi − etotal,i ·
t · σ2

1
σ2

2 + t2σ2
1
. (2)

The new polynomial b′ with the i-th coefficient b′i satisfies

b′ = a · s+ e′, (3)
3In [Lee+18], the authors assume a continuous Gaussian distribution. In contrast, our approach

in Lemma 2 utilizes discrete Gaussians as approximations for their continuous counterparts. Empir-
ical tests conducted with OpenFHE’s discrete Gaussian distributions, as depicted in Figure 3, affirm
the precision of our approximation methodology. For an in-depth discussion, refer to Section 3.2.
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where the coefficients of e′ follow the distribution of N (0, σ1·σ2√
t2·σ2

1+σ2
2
), we use

σattack to denote the standard deviation of it.

Intuition. We next show applications where the standard deviation of the new
noise variable can be very small, making the new Ring-LWE problem easy to solve.
To simplify the analysis, we let t be arbitrarily large. This assumption permits us
to focus on the leading terms and consider the asymptotic behavior. In the first
scenario, where σ2 =

√
tσ1, the standard deviation is of the order Θ(t−1/2).

Conversely, in the second scenario with σ2 as a constant, the standard deviation
is Θ(t−1). In either case, it is feasible to choose a sufficiently large t to minimize
the noise to negligible levels.

It is important to note that this assumption serves merely as a simplifying
element for illustrative purposes. We are constrained by a noise budget and a
target level of precision. In the attack scenarios explored throughout the paper, we
begin operations using a fresh ciphertext with a small noise level. Consequently,
the t values required to initiate the attack do not exceed the permissible noise
thresholds in the associated libraries.

Efficient implementation of gt(c) for the adversary using c as a t-fold repetition
of c0. Let tλ0−1 . . . t1t0 be the binary representation of t, where t0 is the least
significant bit. In the tree-based addition variant of gt(c), where c is a vector
composed of t repetitions of the ciphertext c0, each addition operation within the
same layer receives and produces identical input and output. This condition leads
to the transformation of gt(c) into an alternate function, denoted as g′t(c), which
effectively performs the following operations (which is similar to exponentiation
by squaring4):

• Initialize: we assume that the most significant bit is set, i.e. tλ0−1 = 1, let
c1 ← c0.

• For i in the range {1, . . . , λ0 − 1} iteratively compute

ci+1 ←
{
ci + ci if tλ0−1−i = 0
ci + ci + c0 otherwise

• Eventually output cλ0 .

This implementation requires at most 2λ0 homomorphic additions and exhibits
a latency of λ0. When querying the evaluation oracle using either the evaluation
function gt(c) or g′t(c) with c as a t-fold repetition of c0, the resulting ciphertexts

4Here, we present the case for arbitrary t to provide a more general perspective on the attack.
However, it’s worth noting that in practical applications, one would likely choose t to be a power of
2. As a result, the function g′

t becomes considerably simpler, as it merely calculates ci+1 ← ci +ci.
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are identical, while the amount of computation needed to evaluate g′t is greatly
reduced.

3.2 Average-case and empirical noise estimations are not KRD secure

In the threat model, the adversary may select messages and operations for evalu-
ation. If this did not match with the computation or message distribution used
to heuristically determine the error bound, then the security guarantee wrt. the
Li-Micciancio attack can be destroyed.

The error bound should carefully record the real worst-case bound that can
be achieved in the computation; otherwise, the adversary could fool the user. For
instance, the in-trusted user may pick a different message and different evaluation
circuit to lead to a much larger real error than the estimated error in the decryption
client.

In [Cos+22], Costache et al. presented an average-case noise analysis for the
CKKS scheme using the central limit theorem (CLT). The authors discussed that
their approach is suitable for the noise-flooding countermeasure. For example,
they wrote in [Cos+22] that

“Not only does our work provide tighter bounds for Bctxt (resolving an
open problem in [13]), but also our analysis enables us to directly charac-
terise the distribution of e and its variance.”

In this subsection, we present a simple key-recovery attack showing that the average-
case approach can be problematic when being applied in the mode releasing the
decryption results.

The CLT noise estimation. In such a scenario, the precision tracker needs to
make some heuristic assumptions such that the added or multiplied random vari-
ables are independent. Then, the tracker can get tighter noise bound using the
central limit theorem. For instance, the addition of two ciphertexts will lead to a
new ciphertext with noise variance the sum of the noise variances of the two input
ciphertexts. In the worst-case analysis, we add the standard deviation instead.

The average-case precision tracker can be more accurate in the average case; the
adversary, however, may be able to pick inputs to falsify the assumed independence
assumption and make the average-case estimation inaccurate.

We consider the circuit of adding t ciphertexts. In the average case, adding t
independent ciphertexts with noise εi ∼ N (0, σIn) will lead to new ciphertexts
with noise ε ∼ N (0,

√
tσIn). If the adversary picks t identical ciphertexts, then

the noise distribution follows ε ∼ N (0, tσIn).
Importantly, the adversary can efficiently execute gt(c) by employing g′t(c),

where c represents a t-fold repetition of a ciphertext c0. When using a CLT
noise tracker that assumes the independence of the two inputs in a homomor-
phic addition gate, one can still approximate the output ciphertext’s estimated
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noise as ε ∼ N (0,
√
tσIn). The actual noise distribution similarly adheres to

ε ∼ N (0, tσIn).

The empirical noise estimation. Both the worst-case noise estimation and the
CLT noise estimation can be designed so that a ciphertext inherently carries a noise
bound, which homomorphic evaluations then automatically update. An alterna-
tive approach is what we term ‘empirical noise estimation’, where the user holding
the secret key, or other involved parties, conduct preliminary experiments to set
a noise bound for decryption with sharing. However, this empirical method gen-
erally presupposes that an adversary must perform certain computations, thereby
contradicting the IND-CPAD adversary model, which allows the choice of the
evaluation function. Additionally, the user in possession of the secret key may lack
prior knowledge of the function to be evaluated, as could occur in cases involv-
ing private circuits. This lack of information renders the assumptions underlying
empirical noise estimation invalid.

Estimating empirical noise can compromise noise-flooding protection due to
the formal adversary model in IND-CPAD or KRD security, which allows the
attacker to select valid ciphertexts and perform computations on them. Further-
more, the distribution of ciphertexts and computation gates significantly influ-
ences empirical noise estimation. The attacker can inflate the actual noise beyond
the estimated noise by choosing identical ciphertexts as inputs to the simple gt()
function and selecting a much larger value of t than what was used in the empirical
noise estimation.

To be specific, the noise bound predetermined by the user possessing the secret
key for decryption essentially acts as a constant noise level for the adversary who
selects the t value in the gt() function. Utilizing the attack strategy outlined in
Section 3.1, a passive adversary may choose a sufficiently large t value, thereby
rendering the noise negligible.

Experiments on average-case noise estimation

In this section, we present the experimental results on the OpenFHE library, fo-
cusing on average-case noise estimation.

The noise estimation in OpenFHE. OpenFHE suggests performing the com-
putation in two steps. First, the noise is estimated on a freshly generated key
pair with messages chosen from a suitable set of messages. The noise estimation is
done by measuring the noise/precision-loss in the imaginary slots of the decrypted
plaintext [Cos+22]. In this step, the value σest is computed. During the actual
computation, the decrypted message is subjected to noise flooding with discrete
Gaussian noise with a standard deviation of σ2 =

√
12q2ν/2σest. Here, q repre-

sents the number of decryption queries (q = 1 in our attack), and ν ≥ 30 is the
statistical security parameter.
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The split of computation in two steps signifies OpenFHE’s use of an empir-
ical noise estimation technique. Concurrently, OpenFHE intends to introduce
a feature akin to HElib’s noise estimator, which associates a noise bound with
each ciphertext and adjusts it dynamically during homomorphic operations (refer
to [Bad+22]). This embedded noise bound in individual ciphertexts serves as an
effective mechanism to reconcile disparities between predicted and actual noise
levels that could arise due to a different adversary-chosen evaluation function.

OpenFHE recommends for the use of its own empirical noise evaluation strat-
egy, initially suggesting a method akin to average-case noise estimation. The results
from this method are, in specific cases under scrutiny, the same as those acquired
through the CLT noise estimation method. Specifically, this involves gauging the
noise or precision-loss in the imaginary slots of the decrypted plaintext [Cos+22].
In the discussion that follows, we deliberately apply identical computations in both
phases, to negate the impact of function variations chosen by an adversary. Our
attention is specifically geared towards OpenFHE’s average-case noise estimation,
highlighting the disparities arising from the input message distributions for simple
gates that an adversary could select.

In Section 3.2, we demonstrate that OpenFHE’s primary recommendation of
empirical noise estimation is more vulnerable to attacks. Specifically, this vulner-
ability arises because the adversary has the freedom to select a different evaluation
function.

Key recovery attack on OpenFHE. The attack scenario follows Section 3.1. The
user sets up the parameters for the scheme that are provided in Table 1 and gener-
ates public and private keys. Then he estimates the noise of gt for another freshly
generated key pair for the adversary’s choice of t and initializes the oracles. The ad-
versary then uses encryption and evaluation oracles to compute a ciphertext from
gt(c) and calls decryption oracle on it. The function gt(·) is implemented as g′t(·)
by both the user and the adversary.

For the gt() function, the estimated noise σest is very close to
√
tσ1,est, where

σ1,est is the noise estimation for a freshly generated ciphertext. We notice a pos-
sible bug in OpenFHE, σ1,est is close to 3.19

√
2/3 · n for the secret with uni-

form ternary coefficients, whereas the actual noise σ1 of a fresh ciphertext is close
to 3.19

√
4/3 · n. This implies that the injected noise is somewhat less than ex-

pected. Though this has a minor impact on the scheme’s security, making the
attack slightly more effective, the attack can still proceed without this difference.

Treating ν as a constant, from the formula for the standard deviation of the
noise flooding σ2 =

√
12q2ν/2σest, we obtain σ2 = Θ(

√
tσ1). As mentioned

earlier, by choosing a sufficiently large t, we can make σattack negligible. In order
to obtain the same value of σattack for scenarios when ν = 0 and ν > 0, one
need to increase log t by ν. To evaluate g′t(·), one needs no more than 2dlog te
ciphertext additions which translates to 2dlog ten additions over modulo q. In
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n log q ν precision plaintext
slots

OpenFHE 214 155− 181 30 25 16

Table 1: Parameters used in the attack on OpenFHE. The modulus q is chosen by OpenFHE
dynamically, it increases for higher values of t; range for q is presented for the
values 46 ≤ log t ≤ 57 from the Figure 3. The value q is allowed to grow up to
around 2410 for the scheme to provide 128 bits of (quantum) security [Alb+18].

other words, the attack complexity linearly depends on ν, which means that by
simply increasing ν the attack could not be prevented.

Let us emphasize once again that the attack relies on a single decryption call.
The adversary decrypts t · c0, obtains etotal, and computes b′. In the real attack
scenario, the adversary can utilize b′, a, and an estimate of e′ to extract information
about s. However, in our experiments, we employ s to derive e′ from b′ and
validate the theoretical estimates.

Figures 3 and 4 demonstrate σattack and the weight of e′, respectively. These
figures clearly illustrate that the parameter ν delays the attack, while the value of
σattack remains the same. The parameters for ν = 0 are the same as in Table 1
except that log q is lower. When log t− ν ≥ 27, the trivial attack of computing
s = a−1b′ becomes possible, as e′ becomes 0 with a high probability. However,
the retrieval of s is not limited to this trivial attack. Even with smaller values of
t, we can still obtain an RLWE sample with noise smaller than that used in the
public key and retrieve the secret key with additional post-processing.

Note that since e′ is sampled from a discrete Gaussian distribution, it is natural
for the empirical standard deviation to be smaller than the theoretical one for
small σattack. This effect can be observed in Figure 3 when log t − ν ≥ 24.
A slight deviation from the theoretical prediction in the preceding part of the
graph could be attributed to the fact that Lemma 2 was originally formulated for
the continuous Gaussian distribution, whereas we employ the discrete Gaussian
distribution, which is approximated by the continuous one.

OpenFHE supports both 64-bit and 128-bit precision computations and uses
64-bit computation by default. Since for the attack to work we need, say, t = 257,
the noise grows significantly and to support that we need to compile the library
with NATIVE_SIZE = 128 option to support 128-bit precision computations.

Experiments were run on a computer with an Intel i7-11700K processor run-
ning at 3.60GHz using 64 GB of RAM. For the trivial attack with log t = 57 the
running time of all oracles called by the adversary is 2.7 seconds.

After oracle calls the adversary need to compute b′ as in Equation (2), then
he can obtain s = a−1b′. For simplicity this step was implemented in SageMath,
but the computation is not optimized. The total time is over one minute, where
most of the time is spent on computing a−1.
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With values of σattack approaching 0, the coefficients of e′ are usually zeroes
with a few coordinates being −1 or 1. Outside of lattice reduction techniques,
there is a simple post-processing idea, when one assumes that e′ has i non-zero co-
efficients and brute-forces all possible

(n
i

)
2i errors e′′ with i non-zero coefficients

from {−1, 1} for i = 0, 1, . . .Then the adversary can compute s′ = a−1(b′−e′′)
and check if the result is small (i.e. ternary for OpenFHE) and, if necessary, try to
decrypt a ciphertext with a known message to avoid the false-positive result. Fig-
ure 5 demonstrates the success probability of the attack with and without simple
post-processing, the data is the same as for Figures 3 and 4, i.e. we take empirical
probability from 100 runs. The number of guesses for e′′ is

∑2
i=0

(n
i

)
2i ≈ 229,

making the computation time reasonable. Guessing more positions can signifi-
cantly increase the post-processing time.

Summary. When we focus on the parameter set outlined in Table 1 and choose
t = 257, we observe an empirical success rate of 100% (100 successes in 100
trials) without the need for any post-processing. On our desktop system, the av-
erage time needed to produce the desired ciphertext to query to the decryption
oracle is approximately 2.7 seconds, while the key recovery process takes up to
one minute after receiving the decryption results. While it’s possible to lower t to
256.5 if reasonable post-processing is employed, this modification has a minimal
impact on the complexity and latency involved in creating the designed ciphertext.
However, it considerably increases the complexity of key recovery. As a result, we
recommend adhering to the straightforward version of the attack that excludes
post-processing.

Experiments on the empirical noise estimation

We now shift our attention to empirical noise estimation as recommended by
OpenFHE. The attack scenario is the same as in Section 3.2, but now we assume
that the user with secret key estimates the noise for gt(·) for some small t, say t =
15, expecting the server to do a few additions. The adversary, however, computes
gt(·) for t = 245 implementing gt via g′t. Upon receiving the decryption result,
the adversary can effortlessly recover the secret s by computing s = a−1b′. Note
that the switch from average-case to empirical noise estimation in the described
scenarios allows the adversary to reduce t from 257 to 245 for the straightforward
attack without post-processing when targeting parameters from Table 1.

The required value of log t increases with the value of the statistical parameter
ν. The scheme is using ν = 30, therefore, even if we assume that the estimated
noise is low, the starting value for t remains relatively high. Despite this, the
attack can be more efficient than those discussed in Section 3.2. With the same
computer platform, the adversary still requires less than three seconds to prepare
the ciphertext for decryption and about one minute for key recovery.
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Figure 3: Standard deviation of e′. For empirical measurements we take average among
100 runs. The theoretical value is determined from Lemma 2 with continuous
Gaussian distribution.
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Figure 4: Average weight of e′ among 100 runs.

If we consider HElib, the attack described in Section 3.2 is not successful. That
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Figure 5: Empirical probability of successful key recovery attack: each data point based on
100 runs. Blue dots correspond to the case without post-processing, i.e. when
the noise e′ is zero, while red crosses show the probability of obtaining e′ with
weight less or equal 2, which allows for simple post-processing.

is because HElib keeps track of the error bound for the ciphertext. Most impor-
tantly, the error bound estimation employs worst-case analysis. This means that
the noise after gt with the same ciphertexts and the added noise during decryp-
tion have the similar standard deviation. However, the documentation of HElib
suggests the usage of the function ctxt.bumpNoiseBound in case when the esti-
mated noise is much larger than the real one, determined during the experiments.
In other words, the usage of this function can transform the worst-case noise es-
timation into empirical noise estimation, thus potentially making the mentioned
attack possible. We warn about the dangers of such function and relying on the
average-case estimations since an attacker may not necessarily adhere to the un-
derlying assumptions of the estimation.

4 On deterministic Gaussian noise for fresh ciphertext

In the conclusion section of [LM21], it was suggested to limit the number of de-
cryption calls to 1 per ciphertext by simply replacing the seed of the pseudorandom
function for the additional noise with the ciphertext and key derived from the de-
cryption key. They claim that this proposed countermeasure can prevent an attack
where the adversary makes the noise arbitrarily small by using a sufficiently large
(still polynomial) number of calls for decrypting the same ciphertext. This coun-
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termeasure has been implemented in the HElib library. The rounding protection
employed in Lattigo can be regarded as a variant of adding deterministic noise.
In [CHK20], Cheon, Hong, and Kim made similar claims, stating that ”..an ad-
versary can query the decryption only for fresh ciphertexts, one may choose much
smaller additional noise..”. However, we will now demonstrate that the coun-
termeasure involving deterministic noise generation does not provide additional
security.

The new idea. Our novel observation reveals that the secret noise e of a cipher-
text c may be exposed through querying decryption outputs of ciphertexts as a
function incorporating c, rather than solely through the decryption outputs of the
exact ciphertext c. Consequently, we generate multiple ciphertexts derived from c
and obtain corresponding decryption outputs to gather information about the se-
cret noise e. For example, for a ciphertext c which is an encryption of all zeros, we
submit ciphertexts of t · c for decryption, with varying values of t. This approach
yields the noise t · e + ε(t · c, s) for a specific integer t. As t changes, the pseu-
dorandom generator’s seed alters. The error ε(t·c,s)

t remains random, ultimately
allowing for the acquisition of multiple approximate samples of e to minimize the
additional noise to an arbitrarily small amount.

The ciphertexts t · c can be derived by homomorphically evaluating the scalar
multiplication of c by t or the addition gate of gt(c, . . . , c). As detailed in Sec-
tion 3, estimating the noise size of gt(·) using an average-case approach enables a
more efficient attack on the scheme. We now illustrate that even with worst-case
noise size estimation, incorporating deterministic noise for fresh ciphertexts fails to
provide extra protection. A prime example is the current HElib implementation;
when worst-case noise estimation with no empirical noise setting is employed, the
standard deviation of ε(t·c, s) is equal to the one of t·e, and, subsequently, the er-
ror ε(t·c,s)

t exhibits the same standard deviation as e. From this point forward, we
assume that noise is estimated in the worst-case manner and modify our notation
accordingly.

As described in Algorithm 1, we denote c0 := (a,−as + e) a ciphertext
encrypting zero, and for i > i0, ci = (i · a,−i · as + i · e) a fresh ciphertext of
zero, which is the homomorphical multiplication of c0 by i. With a raw decryption
query of ci, an adversary can passively get i · e. If we add a noise ε(ci, s) issued
from a pseudorandom generator applied to (ci, s) to hide this error, the attacker
will get an approximation of i · e+ ε(ci, s).

We denote zi ← DecForSharesk(ci) the result from the decryption query
followed by noise flooding and decoding. From these observations, an attacker
can compute z′i = 1

i zi, compute the empirical mean by ẑ =
∑γ

i=1
1
γ z
′
i and

encode it to have
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Algorithm 1 Key recovery attack on noise-flooding countermeasure with deter-
ministic noise generation.

1: Input: Lattice parameters (n, log q), initial scaling factor ∆0

2: Sample (sk, pk, ek)← KeyGen(n, log q,∆0)
3: Encrypt c0 ← Encpk(Encode(0; ∆0))
4: ẑ ← 0
5: for i0 ≤ i < γ + i0 do
6: Homomorphically evaluate ci ← gi(c0, c0, ...c0)
7: Decrypt zi ← DecForSharesk(ci)
8: zi ← 1

i zi

9: ẑ ← ẑ + 1
γ zi

10: end for
11: m′ ← Encode(ẑ; ∆0)
12: Compute b′ ← m′ − b ∈ Rq, where (a, b) = c0 . b′ ' a · s+Xγ

13: if Post-Processing = 1 then
14: Return s′ := PostPro(a, b′), where PostPro(·) represents a post-

processing procedure, which could be enumeration or lattice reduction meth-
ods

15: else
16: Return s′ := a−1 · b′ for the trivial attack when Xγ = 0 with high

probability
17: end if

Encode(ẑ) ' ∆ϕ−1
(

1
γ

γ∑
i=1

z′i

)
' ∆
γ

γ∑
i=1

ϕ−1(zi) = e+Xγ

with

Xγ '
1
γ

( γ∑
i=1

1
i
ε(ci, s)

)
The valueXγ is the sum of independent centered Gaussian noises of the same

standard deviation so it behaves as a centered Gaussian noise with a smaller vari-
ance. Doubling γ divides the variance by two. To have access to η bits of e with
overwhelming probability, the attacker will only need to have γ = Θ(η2) de-
crypted results.

Contrastingly, without applying the countermeasure of deterministic noise
generation for fresh ciphertexts, each query introduces a fresh noise with a stan-
dard deviation equal to that of e, equivalent to adding noise of ε(i·c,s)

i . To recover
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n log q precision plaintext
slots

HElib 213 108 20 212

Table 2: The targeted parameters used in the experiments on HElib.

η bits of the secret e, we still need γ = Θ(η2) decrypted outputs.
In summary, the new method illustrates that employing deterministic noise

for fresh ciphertexts offers no additional protection.

4.1 Application to HElib

We implemented the attack described in Algorithm 1 for HElib. Secret key coeffi-
cients in this library are sampled from the ternary set, where the probability to sam-
ple 0 is 1/2, and the rest probability mass is equally split between 1 and−1. Con-
sequently, the expected noise of a fresh ciphertext is given by σ1 = 3.2

√
n+ 1.

Since HElib uses worst-case estimation for the noise and due to canonical em-
bedding we have σ1,est ' 3.2(

√
2n lnn + 1). At the end of the algorithm the

standard deviation of Xγ is approximately

σattack = σ1,est√
γ
.

For our experiments, we selected parameters according to Table 2 to ensure
a desired level of security, specifically, the overall security level is more than 128
bits, as outlined in [Alb+18]. We compared the theoretical value of σattack with
the actual values obtained during our experiments. Figure 6 presents a graphical
representation of these results. It is evident from the figure that our experimental
data aligns closely with the theoretical predictions, validating the correctness of
the results in Section 4.

We provide an overview of the implications of our attack on the HElib library.
Given that HElib has not implemented any updates incorporating the counter-
measure through differential privacy [Li+22], it lacks IND-CPAD secure. On
the other hand, attack strategy detailed in this section requires millions of de-
cryption queries to successfully retrieve the secret key when the worst-case noise
bound for each ciphertext is dynamically updated. Consequently, when noise es-
timation is executed in a worst-case manner, the encryption scheme maintains its
KRD security. Last, the attack discussed in Section 3.2 could work when target-
ing implementations with the empirical noise estimation method of invoking the
function ctxt.bumpNoiseBound to manually adjust the noise level utilized in the
decryption function for sharing.
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Figure 6: Standard deviation of Xγ according to the prediction and determined experi-
mentally.

5 Concluding remarks

In this paper, we have proposed new key-recovery attacks on Approximate Homo-
morphic Encryption schemes that use noise-flooding countermeasures based on
non-worst-case noise estimation, which are implemented to attain IND-CPAD

security. We illustrated the attack process using the recent implementation of the
OpenFHE library and showed how to recover the secret key with a single decryp-
tion output. Furthermore, we discussed the security implications of our attack on
the HElib implementation, which allows the use of empirical noise estimation. As
an additional finding, we revealed that using a pseudorandom generator to create
deterministic noise in noise-flooding countermeasures does not enhance security.

Mitigation and future works. Our research underscores the importance of em-
ploying worst-case noise estimation in noise-flooding countermeasures. By adopt-
ing the security bounds proposed in [Li+22], which stem from differential pri-
vacy, and implementing a worst-case noise estimation strategy, our attack can be
thwarted. Nevertheless, the application of such countermeasures can lead to a
considerable reduction in performance, emphasizing the need to investigate more
efficient countermeasures in future work.

Although one could formulate defenses against our attacks that employ the
function gt(·) – for instance, by limiting the acceptable average-case noise bound
for ciphertexts, thus disallowing large t values conducive to key recovery – such



References 131

countermeasures often incur significant performance costs. Moreover, they may
prove ineffective against adversaries who craft new evaluation functions for emerg-
ing passive attacks. It remains an intriguing question as to whether we can develop
a more efficient implementation using average-case noise estimation, while still
preserving the scheme’s IND-CPAD security (or perhaps only the KRD security).
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LDPC Strikes Again: New
Key-Recovery

Chosen-Ciphertext
Side-Channel Attacks on

NTRU-based KEMs

Abstract

In this work, we introduce novel techniques for adapting the SCA-LDPC frame-
work to conduct efficient plaintext-checking (PC) oracle-based side-channel at-
tacks on NTRU-style Key Encapsulation Mechanisms (KEMs). We specifically
address the unique algebraic structure of the NTRU and NTRU Prime schemes,
demonstrating how to extract information related to secret variables from side
channels and modeled as Low-Density Parity-Check (LDPC) codes. Then, we
can recover the complete secret key using an iterative decoding method. For both
NTRU and NTRU Prime schemes, our approach achieves significant reductions
in the required number of measurements compared to previous state-of-the-art
under similar oracle noise assumptions, validated through extensive simulations,
and exhibits robustness against decision errors in the constructed oracle.

Furthermore, we present the first documented power analysis attack target-
ing a first-order masked NTRU implementation. Using standard microcontroller
hardware (ARM Cortex-M4), we successfully constructed a PC oracle achieving

Xiaofei Tong, Denis Nabokov, Qian Guo. “LDPC Strikes Again: New Key-Recovery
Chosen-Ciphertext Side-Channel Attacks on NTRU-based KEMs”. Part of the work appears in:
IEEE 43rd International Conference on Computer Design (ICCD). Richardson, TX, USA, 2025, pp.
528-531



136
Paper III: LDPC Strikes Again: New Key-Recovery Chosen-Ciphertext

Side-Channel Attacks on NTRU-based KEMs

a low 0.5% decision error rate; importantly, within a practical cross-device setting
where training and attack devices differ. Our experimental results demonstrate
that approximately 1250 side-channel measurements are sufficient to recover the
secret key in this challenging scenario, closely aligning with our simulation find-
ings. These results underscore the vulnerability of first-order masking for NTRU
against this attack vector and motivate the thorough evaluation of higher-order
countermeasures.

1 Introduction

Advancements in quantum computing pose a significant threat to traditional cryp-
tographic systems, as quantum algorithms could potentially break widely used
encryption methods. This challenge has propelled post-quantum cryptography
(PQC) to the forefront of research, aiming to develop schemes resistant to quan-
tum attacks. Among PQC candidates, lattice-based cryptography stands out due
to its strong security foundations and practical performance. Notably, schemes
based on the Learning With Errors (LWE) problem [Reg09] and NTRU-like
schemes are prominent contenders, with the latter being renowned for their ef-
ficiency and suitability for practical applications.

Introduced in 1996 [Hof+99], the NTRU cryptosystem was a pioneering ring-
based cryptographic system valued for its concise design and minimal computa-
tional requirements. NTRU-style proposals have seen deployment in secure com-
munications (e.g., wolfSSL [wolfSSL], OpenSSH [OpenSSH]) and have under-
gone significant security enhancements, including proofs in the standard model [SS11]
and variants like NTRU Prime [Ber+16]. Although the specific NTRU pro-
posal [Che+20] was not selected for NIST standardization, its underlying prin-
ciples remain influential. The NTRU problem has found widespread use in vari-
ous cryptographic constructions, including encryption schemes, digital signatures,
and other related applications [Hof+03], [Duc+13], [DLP14], [Fou+18]. Among
these, the Falcon scheme, based on NTRU lattice problems, leverages algebraic
properties defined on the structured lattice Zq[x]/(xn + 1) to achieve highly
compact key and signature sizes. Falcon has been officially standardized by NIST
and is deployed in practical applications, such as Google Cloud’s ALTS proto-
col [Goo22], where it combines NTRU-HRSS for a hybrid key exchange mech-
anism [Hül+17]. Furthermore, related schemes like NTRU+ [NTRU+] continue
to be considered in initiatives such as the Korean PQC competition (KpqC) [KPQC].
Studying the security of NTRU provides valuable insights into potential vulnera-
bilities within this important class of ring-based PQC schemes.

Despite theoretical security, practical implementations face threats from side-
channel attacks (SCAs). SCAs were first introduced by Kocher [Koc96b], with
the core idea of exploiting physical leakages such as power consumption and tim-
ing information to extract sensitive data. For PQC, side-channel attacks can be
broadly categorized into two types: the first relies on highly precise leakages in
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the implementation, often requiring only a single or a few traces to recover the
key or message; the second category is based on more common leaks in the im-
plementation, often requiring the construction of a suitable side-channel oracle
and extracting information related to the secret key by collecting a large number
of traces.

In key-recovery chosen-ciphertext side-channel attacks (KR-CCA-SCAs), the
adversary submits carefully crafted ciphertexts to the decryption or decapsulation
algorithm and combines the responses with side-channel measurements in order
to recover the secret key. Existing KR-CCA-SCAs can be roughly divided into two
categories: one targets the re-encryption and ciphertext comparison steps of the
FO transform, exploiting the sensitive information potentially leaked in these pro-
cesses [GJN20b], [Guo+22b],[Rav+20b]; the other directly leverages the use of the
secret key in the CPA-secure decryption procedure to obtain side-channel infor-
mation [GJJ22b], [Ham+21b], [Ngo+21b], [Sch+22c], [GLG22c], [Guo+23b].

Modern NTRU variants achieve IND-CCA security mathematically [Che+20],
mitigating traditional chosen-ciphertext attacks (CCAs) [JJ00; How+03]. How-
ever, side-channel assisted CCAs present a potent alternative. These attacks lever-
age physical leakage to construct plaintext-checking (PC) oracles, which reveal
partial information about decryption outcomes, effectively bypassing formal CCA
security transformations. For example, early timing and power attacks on NTRU
were explored [SW07; Lee+10]. Ravi et al. [Rav+22a] demonstrated the feasi-
bility of such attacks on NTRU-based Key Encapsulation Mechanisms (KEMs)
by constructing specific ciphertexts to induce collisions related to the secret key.
Concurrently, Ueno et al. [Uen+22a] presented generic power/EM attacks appli-
cable to various KEMs using CCA transformations, evaluating their method on a
masked pseudorandom function rather than a full NTRU implementation. While
foundational, these works leave open the question of how to optimally leverage PC
oracle information, including noisy oracle outputs from masked implementations,
for highly efficient key recovery.

The SCA-LDPC framework [Guo+23b] offers a promising direction, demon-
strating remarkable efficiency against masked LWE-based schemes like Kyber [Hei+22b]
by modeling SCA leakage recovery as an LDPC decoding problem. This frame-
work naturally incorporates error correction, making it potentially robust to or-
acle inaccuracies inherent in real-world measurements. However, adapting SCA-
LDPC from LWE to NTRU-style schemes is non-trivial due to fundamental dif-
ferences in their algebraic structures and decryption processes.

This motivates our central research question: Can the error-correcting power of
the SCA-LDPC framework be effectively adapted to the specific structure of NTRU-
style schemes, enabling efficient key recovery even against masked implementations and
in challenging, practical scenarios like cross-device attacks? Answering this requires
developing novel techniques to map the leakage from the algorithm’s decryption
process into an LDPC coding problem.
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Table 1: Comparison with Previous Work

Target Scheme
Oracle

Accuracy(ρ)
Work Required Traces

ntruhps2048509 1.00 Ravi et al. [Rav+22a] 1791
ntruhps2048509 1.00 ThisWork 1243 (-31%)
ntruhps2048509 0.96 Ueno et al. [Uen+22a] 5090
ntruhps2048509 0.96 ThisWork 2270 (-55%)

sntrup653 0.96 Ueno et al. [Uen+22a] 13560
sntrup653 0.96 ThisWork 5616 (-59%)

sntrup761 1.00 Ravi et al. [Rav+22a] 3659
sntrup761 1.00 ThisWork 2380 (-35%)

sntrup1277 0.96 Ueno et al. [Uen+22a] 25875
sntrup1277 0.96 ThisWork 10744 (-58%)

1.1 Contributions

The main contributions of this work are as follows:

• We introduce novel techniques specifically designed to adapt the SCA-LDPC
framework [Guo+23b] for key recovery attacks against NTRU-style KEMs
(focusing on [Che+20]). We detail how to leverage the algebraic structures
of NTRU and NTRU Prime during decryption to construct tailored low-
density parity checks to capture PC oracle outputs for LDPC decoding.
This represents a non-trivial instantiation of the general framework for this
class of schemes.

• Our research demonstrates significant performance improvements over ex-
isting methods for side-channel attacks targeting NTRU. The attack ex-
hibits robustness against decision errors within the constructed oracle. For
instance, simulations targeting a masked software scenario show that our
attack requires only approximately 45% of the measurements compared to
previous work [Uen+22a].

• In the context of side-channel attacks targeting NTRU Prime, our approach
demonstrates a substantial performance improvement. Specifically, in the
best-case scenario, our method requires only approximately 41% of the
measurements compared to previous work [Uen+22a] to recover the com-
plete secret key.

• We present the first documented power analysis attack on a first-order masked
NTRU implementation [Cor+23b]. Using standard microcontroller hard-
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ware (ARM Cortex-M4), we conducted a practical validation in a realistic
and challenging cross-device setting, where the device used for training the
leakage model differs from the target device under attack. Our methodology
successfully built a PC oracle with a low decision error rate (0.5%) in this
setting. This demonstration constitutes, to the best of our knowledge, the
first practical power or electromagnetic attack reported against any masked
NTRU-style KEMs in the cross-device setting.

• Our cross-device experiments show that approximately 1250 power traces
suffice to recover the secret key of the first-order masked NTRU imple-
mentation, closely matching simulation results. This practical validation
highlights the vulnerability of current first-order masking for NTRU to this
attack vector and underscores the importance of evaluating the effectiveness
of higher-order countermeasures in realistic attack scenarios.

The detailed performance comparison with previous state-of-the-art meth-
ods is summarized in Table 1. The code is available at https://github.com/
d-nabokov/NTRUmeetsLDPC.git

This paper is an extended and revised version of [NTG25]. The primary con-
tribution of this version is the introduction of a new key-recovery attack on NTRU
Prime, for which we derive the special techniques needed to adapt our framework.
Furthermore, we provide a more complete exposition of the overall approach and
present a more extensive experimental validation.

1.2 Organization

This paper is organized as follows: Section 2 provides the necessary background
information; Section 3 details our novel attack on NTRU using LDPC codes,
and presents the simulation results of the approach; Section 4 extends our LDPC-
based side-channel attack method to NTRU Prime, and provides simulation re-
sults; Section 5 introduces the first key-recovery attack on a masked NTRU imple-
mentation, validated through practical experiments; finally, Section 7 concludes
the paper.

2 Preliminary

In this chapter, we introduce some necessary background knowledge. We first
present some symbols and LDPC, followed by a description of the NTRU and
NTRU Prime algorithms.

Throughout this paper, we use Z[x] to denote the ring of polynomials with
coefficients inZ, andZq[x] denotes the ring with coefficients modulo q. We define
Φ1 = (x− 1), Φn = (xn−1 +xn−2 + . . .+ 1) and Ψn = xn−x− 1, where n
is a prime number. B∗ denotes a byte array of arbitrary length. A polynomial is
referred to as ternary if its coefficients belong to {−1, 0, 1}. We denote by T the

https://github.com/d-nabokov/NTRUmeetsLDPC.git
https://github.com/d-nabokov/NTRUmeetsLDPC.git
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sets of non-zero ternary polynomials of degree at most n−2, and T+ is the subset
of T consisting of polynomials that satisfy the non-negative correlation property.
Additionally, T (d) is a subset of T , consisting of polynomials that have exactly
d/2 coefficients equal to +1 and d/2 coefficients equal to −1. Polynomials are
represented by lowercase bold letters (e.g., f ) with f [i] denoting a coefficient of
f corresponding to xi. Similarly, vectors are denoted by lowercase bold letters.
Finally, Berρ denotes a Bernoulli distribution that outputs 1 with probability ρ,
and 0 otherwise.

2.1 Error-Correcting Codes

Low-Density Parity-Check (LDPC) codes LDPC codes are a class of linear
block codes with sparse parity-check matrices, proposed by Gallager in 1962 [Gal62].
LDPC codes exhibit sparsity in their parity-check matrix, ensuring that both de-
coding complexity and minimum distance increase linearly with the code length.
This enables efficient encoding and decoding processes, such as iterative decoding
on Tanner graphs using belief propagation.

Concatenated codes Concatenated codes are an effective method for construct-
ing long codes from short ones, first proposed by Forney in 1965 [For65]. They
consist of two parts: an inner code Cin : Ak → An and an outer code Cout :
BK → BN , where |B| = |A|N . The concatenated code is represented as Ccon :
AkK → AnN and decoded sequentially through the inner and outer code de-
coders. Maximum-likelihood decoding can be employed for inner codes, while
efficient polynomial-time decoding (e.g., using LDPC codes) is possible for outer
codes.

2.2 NTRU

The core of NTRU is a deterministic public key encryption scheme, and we de-
scribe the process of the core operations of NTRU in Algorithms 1 to 3. From it,
the IND-CCA-secure KEM is constructed, which is shown in Algorithms 4 to 6.
We recall in Table 2 the definitions of the sets of integer polynomials Lf , Lg,
Lr, Lm, and the embedding Lift for the two versions of NTRU, namely NTRU-
HPS and NTRU-HRSS. To simplify the presentation, the following algorithms
are based on the NTRU-HPS version, where Lift(m) = m. Then, we review the
relevant parameters n and modulus q for the four versions of NTRU in Table 3.

2.3 NTRU Prime

The NTRU Prime is a suite of two IND-CCA secure KEMs, namely Streamlined
NTRU Prime and NTRU LPRime, and operates in the fieldRq := Zq[x]/(Ψn),
which is not cyclotomic. We present the core operations of NTRU Prime in Algo-
rithms 7 to 9, and based on these operations, the construction of the IND-CCA-
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Scheme Lf Lg Lr Lm Lift

HPS T T ( q
8 − 2) T T ( q

8 − 2) m 7→m
HRSS T+ Φ1 · T+ T T m 7→ Φ1(m/Φ1 mod ±(3,Φn))

Table 2: Definitions of Integer Polynomial Sets and Embedding for NTRU-HPS and NTRU-
HRSS

ntruhps2048509 ntruhps2048677 ntruhps4096821 ntruhrss701
n 509 677 821 701
q 2048 2048 4096 8192

Table 3: Parameters n and q for versions of NTRU

secure KEMs is illustrated in Algorithms 10 to 12. In these algorithms, the func-
tion GenSmall() samples small polynomials in Z3[x]/(Ψn), while GenShort()
samples polynomials of weight w in Z3[x]/(Ψn). The function Round() rounds
each coefficient of a given polynomial to the nearest multiple of 3. NTRU Prime
is particularly challenging since the scheme uses rounded ciphertexts as well as
conditional checks on the decrypted message. We review in Table 4 the relevant
parameters n, modulus q, and the secret key weight parameter w for the three
versions of NTRU Prime.

sntrup653 sntrup761 sntrup1277
n 653 761 1277
q 4621 4591 7879
w 288 286 492

Table 4: Parameters n, q and w for versions of NTRU Prime.

2.4 SCA on NTRU based schemes

In 2021, Ravi et al. [Rav+22a] proposed a side-channel-assisted chosen-ciphertext
attack on NTRU-based KEMs. For all parameter sets of NTRU and NTRU
Prime, their proposed attacks can recover the complete secret key through a few
thousand chosen ciphertext queries. The attacks they proposed focus on the decap-
sulation process, where in KEM.Decaps, the shared secret is obtained by hashing
the ciphertext c, the private key, and the public key. Their basic idea is to construct
special ciphertexts such that the intermediate variables during the decapsulation
process are closely related to the secret variables, and then recover the complete
secret key using the information obtained from side channels.
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Algorithm 1 NTRU KeyGen(seed)

1: f ← Lf , g← Lg

2: fq ← (1/f) mod (q,Φn)
3: h← (3 · g · fq) mod (q,Φ1Φn)
4: hq ← (1/h) mod (q,Φn)
5: fp ← (1/f) mod (3,Φn)
6: return ((f , fp,hq),h)

Algorithm 2 NTRU Encrypt(h, (r,m))

1: c← r · h + m mod (q,Φ1Φn)
2: return c

Algorithm 3 NTRU Decrypt((f , fp,hq), c)

1: if c 6= 0 mod (q,Φ1) then
2: return (0, 0, 1)
3: end if
4: a← (f · c) mod (q,Φ1Φn)
5: e← a mod (3,Φn)
6: m← (e · fp) mod (3,Φn)
7: r← ((c−m) · hq) mod (q,Φn)
8: if (r,m) ∈ (Lr,Lm) then
9: return (r,m, 0)

10: else
11: return (0, 0, 1)
12: end if

We start with the intuition behind the attack. Let ciphertext c = t + t · h,
where t ∈ Z+. By examining the decryption procedure of NTRU, we have

a = f · c = f · t+ f · t · (3 · g · fq) = t · f + 3t · g,

where the coefficients of f and g belong to the set {−1, 0, 1}. When the i-th
coefficients of both f and g are simultaneously 1 (or both −1), |a[i]| attains its
maximum value. The event where the corresponding coefficients of two or more
polynomials reach their maximum absolute value is called a collision. By choosing
a suitable t such that 3 | t and ensuring it satisfies

a[j]
{
> q/2, if j = i,

< q/2, if j 6= i,
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Algorithm 4 NTRU KeyGen’(seed)

1: ((f , fp,hq),h)← NTRU KeyGen(seed)
2: s← {0, 1}256

3: return ((f , fp,hq, s),h)

Algorithm 5 NTRU Encapsulate(h)

1: coins ← {0, 1}256

2: (r,m)← Samplerm(coins)
3: c← Encrypt(h, (r,m))
4: k ← H1(r,m)
5: return (c, k)

Algorithm 6 NTRU Decapsulate((f , fp,hq, s), c)

1: (r,m, fail)← Decrypt((f , fp,hq), c)
2: k1 ← H1(r,m)
3: k2 ← H2(s, c)
4: if fail = 0 then
5: return k1
6: else
7: return k2
8: end if

when a is reduced modulo q, all coefficients except for a[i] retain their true values
and remain multiples of 3. More explicitly,

a mod q = a − q · xi,

and the intermediate variable

e = a mod 3 = (−q mod 3) · xi.

This approach ensures that, in the absence of a collision, a[i] < q/2, and
only when a collision occurs does a[i] exceed the q/2 threshold. Consequently,
if e[i] 6= 0, it indicates a collision at i. When there are no collisions, m in line
6 of NTRU Decrypt is set to 0. On the contrary, if there is at least one collision,
coefficients of m can be seen as taking uniform values from {−1, 0, 1}.

2.5 PC oracle

A plaintext-checking oracle is a mechanism designed to determine whether a de-
crypted message matches a specific fixed value, typically using information ob-



144
Paper III: LDPC Strikes Again: New Key-Recovery Chosen-Ciphertext

Side-Channel Attacks on NTRU-based KEMs

Algorithm 7 NTRU Prime KeyGen(seed)

1: while g is not invertible in (3,Ψn) do
2: coins ← U(B∗), g← GenSmall(coins)
3: end while
4: g3 ← (1/g) mod (3,Ψn)
5: coins ← U(B∗)
6: f ← GenShort(coins)
7: h← g/(3 · f) mod (q,Ψn)
8: return ((g3, f),h)

Algorithm 8 NTRU Prime Encrypt(h, r)

1: d← h · r mod (q,Ψn)
2: c← Round (d) mod (q,Ψn)
3: ct← Encode c
4: return ct

Algorithm 9 NTRU Prime Decrypt((g3, f), ct)

1: c← Decode (ct) mod (q,Ψn)
2: a← (3 · f · c) mod (q,Ψn)
3: e← a mod (3,Ψn)
4: b′ ← (e · g3) mod (3,Ψn)
5: if Weight (b′) = w then
6: return r′ = b′

7: else
8: return r′ = (1, 1, · · · , 1, 0, 0, · · · , 0)
9: end if

tained from side-channel analysis [DAn+19c], [Rav+20b]. Side-channel informa-
tion such as power consumption, electromagnetic emissions, or execution time
can be exploited to infer sensitive data about the internal state of an algorithm. In
our context, the PC oracle is utilized to check if the decrypted message m is equal
to zero. This potentially gives us one bit of information that we can connect to
the secret key.

2.6 The threat model

This subsection outlines the threat model considered in our work. We focus on
side-channel-assisted CCAs against NTRU-based KEMs. Our adversary, Malory,
aims to recover the long-term secret key of a communicating party, Alice, during
the key establishment phase. Malory crafts ciphertexts and sends them to Alice,
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Algorithm 10 NTRU Prime KeyGen’(seed)

1: ((f , fp,hq),h)← KeyGen(seed)
2: s← {0, 1}256

3: return ((f , fp,hq, s),h)

Algorithm 11 NTRU Prime Encapsulate(h)

1: coins ← U(B∗)
2: r← GenShort(coins)
3: c← NTRU Prime Encrypt(h, r)
4: d← H1(r,h)
5: ct← (c,d), K ← G(1, r, ct)
6: return (ct,K)

Algorithm 12 NTRU Prime Decapsulate(((g3, f),h, ct))

1: ct← (c,d)
2: r′ ← NTRU Prime Decrypt(ct, (g3, f))
3: d′ ← H1(r′

,h)
4: c′ ← NTRU Prime Encrypt(h, r′)
5: ct

′ ← (c′
,d′)

6: if ct
′ = ct then

7: returnK ← G(1, r′
, ct

′)
8: else
9: returnK ← G(1, coins′

, ct
′) . coins′ from B32 is a random secret

10: end if

exploiting potential side-channel leakages that may occur during the decapsulation
process to mount CCAs. While IND-CCA secure NTRU-based KEMs are theo-
retically resistant to such attacks, our proposed attack leverages these side-channel
vulnerabilities to recover Alice’s secret key after a limited number of attempts.

Specifically, we propose Key-Recovery Chosen-Ciphertext Side-Channel At-
tacks with LDPC (KR-CCA-SCA-LDPC) targeting the NTRU-based KEMs. The
main idea is to construct suitable ciphertexts that ensure a close relationship be-
tween intermediate variables and the secret key. When these ciphertexts are decap-
sulated using the target device, attackers can obtain information about the secret
variables through side channels and model them as LDPC codes. The full secret
key is then recovered through iterative decoding methods.
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3 KR-CCA-SCA-LDPC on NTRU

In this section, we propose a novel side-channel attack method targeting NTRU
KEMs. The basic idea is to construct suitable ciphertexts, and when the target
device decapsulates them, obtain side-channel information related to secret vari-
ables through the PC oracle. This information is modeled as LDPC code. Finally,
the full secret key is recovered using iterative decoding methods. We focus on
the parameter set ntruhps2048509, though similar attacks can be applied to other
parameter sets.

3.1 The Main Attack

Construct the base ciphertext Our aim is to select appropriate parameters such
that there is only a single collision at index i, meaning e[i] 6= 0, while all other
coefficients of e are zero. To limit the number of collisions between f and g,
following the approach in [Rav+22a], we choose the ciphertext as

c = t1(xi1 − xi2 + . . .− xio) + t2(xj1 + xj2 + . . .+ xjp) · h
= t1 · d1 + t2 · d2 · h,

where d1 and d2 are polynomials with o and p coefficients of ±1, respectively,
and o is even. Therefore, the corresponding a = f · c can be expressed as

a = f · (t1d1 + t2d2 · h) = t1f · d1 + t2d2 · f · (3g · fq)
= t1f · d1 + 3t2d2 · g.

We assume a collision occurs at index i. Since

a[i] = t1(f · xi1)[i]− t1(f · xi2)[i] + · · · − t1(f · xio)[i]
+ 3t2(g · xj1)[i] + · · ·+ 3t2(g · xjp)[i],

it follows that a[i] reaches its maximum value when the i-th coefficients of (−1)α−1f ·
xiα and g · xjβ are all equal to 1, resulting in a[i] = t1 · o + 3t2 · p, where
1 ≤ α ≤ o and 1 ≤ β ≤ p. Note that here |a[i]| could reach the maximum value
when the mentioned coefficients are equal to−1, but we focus on the positive case
for simplicity. Parameters t1 and t2 should satisfy the following three conditions:

3 | t1, 3 | t2, t1 · r + 3t2 · s
{
> q/2, if r = o, s = p,

< q/2, otherwise,

where 0 ≤ r ≤ o and 0 ≤ s ≤ p. By true single collision, we mean an event where
only one coefficient of e is non-zero, meaning that there is a single i for which
|a[i]| > q/2, whereas multiple collisions occur when more than one coefficient
of e is non-zero.
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Scheme (o, p) (t1, t2) Single true Multiple

ntruhps2048509 (4, 3) (147, 51) 0.1558 0.0148

Table 5: Concrete parameters for constructing base ciphertext in NTRU Schemes with col-
lision probabilities

We choose parameters (o, p) such that a single collision occurs with high prob-
ability. Table 5 lists the concrete values of (o, p) and (t1, t2) together with the
probability of obtaining true single and multiple collisions for the chosen parame-
ters. These results were obtained through 1000 attack simulation trials using 1000
different secret keys. Finding the base ciphertext may require several attempts; for
each of them, we generate new d1 and d2.

Construct the attack ciphertext After obtaining the base ciphertext, we use the
polynomials d1 and d2 to construct the attack ciphertext catt as follows:

catt = `1 · d1 + `2 · d2 · h + `3 · (xu1 − xu2 + . . .− xuw),

where `1, `2, `3 ∈ Z+ and 0 ≤ ui < n for even w. Thus, for catt, we have

a = f · catt = `1 · d1 · f + 3`2 · d2 · g
+ `3 · f · (xu1 − xu2 + . . .− xuw).

Suppose there is a positive collision at index i, i.e., d1 · f and d2 · g are o and
p, resp. Let us define

βi(u1, . . . , uw) = (f · (xu1 − xu2 + . . .− xuw))[i]

=
w∑

j=1
(−1)j−1f [i− uj mod n].

Then the coefficients of a can be expressed as

a[j] =


`1o+ 3`2p+ `3βi(u1, . . . , uw), if j = i

`1r + 3`2s+ `3βj(u1, . . . , uw), if
{
j 6= i and
(r, s) 6= (o, p)

It can be observed that βi(u1, . . . , uw) belongs to {−w, . . . , w}. It is pos-
sible then to choose the parameters (`1, `2, `3) such that a[j] < q/2 for j 6= i
regardless of the value of βj(u1, . . . , uw) ∈ {−w, . . . , w}, but a[i] > q/2 when
βi(u1, . . . , uw) ≥ Z for some Z ∈ {−w, . . . , w} that depends on (`1, `2, `3).
Thus, employing the PC oracle, we can extract information about βi(u1, . . . , uw)
which is directly connected to the secret key f . In other words, by choosing ap-
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propriate (`1, `2, `3), we can query whether βi(u1, . . . , uw) ≥ Z for the cho-
sen value of Z. This binary information can be viewed as a distinguisher for the
secret variable βi(u1, . . . , uw). Thus, we refer to a distinguisher dsZ as an or-
acle output corresponding to βi(u1, . . . , uw) ≥ Z. Note that if parameters
(`1, `2, `3) lead to the distinguisher dsZ , taking −`3 instead of `3 leads to the
query βi(u1, . . . , uw) ≤ −Z that we define as an distinguisher d̄sZ .

In the context of LDPC code, βi(u1, . . . , uw) describes a row of the parity
check matrix. Specifically, values u1, . . . , uw define which coefficients of f (pos-
sibly multiplied by −1) are participating in the parity check equation, where the
result of the equation is exactly βi(u1, . . . , uw). Thus, each (u1, . . . , uw) defines
a check variable or just check.

By varying the values of u1, . . . , uw, we can create different rows of the parity
check matrix, i.e., obtain information about different subsets of coefficients of f .
In our attack, we generate a regular parity-check matrix with n columns (each
corresponding to a coefficient of f ) and k rows, where k is the attack parameter
and depends on the oracle accuracy and the parameter set of the scheme. The
matrix is constructed following the progressive edge-growth algorithm [HEA05].

Construct the inner code Recall that βi(u1, . . . , uw) ∈ {−w, . . . , w} while
each oracle call returns a single bit corresponding to the distinguishers dsZ or
d̄sZ , where Z = Z(`1, `2, `3).

Since βi(u1, . . . , uw) can take multiple values, this naturally leads to an en-
coding problem. For example, when querying ds1 (i.e., whetherβi(u1, . . . , uw) ≥
1), all values of βi(u1, . . . , uw) greater than or equal to 1 are encoded as 1, while
the rest are encoded as 0. This essentially splits the original interval {−w, . . . , w}
into two segments. We can then adaptively refine these segments—similar to Huff-
man coding—by further splitting them to minimize the average encoding length.
The goal is to maximize the amount of information gained from each oracle call
from an information-theoretical perspective.

Let us illustrate forw = 6, which we use for our experiments in the noisy case.
Here, βi(u1, . . . , uw) takes values from {−6, . . . , 6}. We can begin by querying
ds1. If the oracle returns 1, we know (assuming no errors from the oracle) that
βi(u1, . . . , uw) ∈ {1, . . . , 6}. On the other hand, if the initial oracle response
is 0, we conclude that βi(u1, . . . , uw) ∈ {−6, . . . , 0}. We then query ds2 in
the former case and d̄s−1 in the latter. If necessary, we continue by adding ds3
or d̄s−2, thus, we uniquely determine value from {−2,−1, 0, 1, 2}, but encode
{3, 4, 5, 6} and {−6,−5,−4,−3} the same way. Essentially, this process can be
visualized as navigating a binary tree. The final encoding is presented in Table 6.
Even though not all values are uniquely encoded, it is still enough for the key
recovery as the probability of |βi(u1, . . . , uw)| ≥ 4 is quite small. We also run
the attack with w = 2, in this case, the encoding follows Table 6 except that we
do not use ds3 and d̄s−2, resulted encoding is the same as used for NTRU Prime
in Table 11(a).
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Value -6/-5/-4/-3 -2 -1 0 1 2 3/4/5/6

Encoding

0 0 0 0 1 1 1
1 1 1 0 0 1 1
1 1 0 0 1
1 0

Table 6: Inner code for βi(u1, u2, u3, u4, u5, u6)

To make key recovery possible, for each row of the parity check matrix that
defines indices (u1, . . . , uw), we adaptively call the PC oracle corresponding to
the inner code from Table 6. Then we compute conditional probability

Pr [y | βi(u1, . . . , uw) = X]

for all X ∈ {−w, . . . , w}. The final step of the attack includes the call to the
LDPC decoder; as an input to it, we submit all conditional probabilities for each
βi(u1, . . . , uw) corresponding to each row of the parity check matrix. Table 7
shows the parameters (`1, `2, `3) that are necessary to construct the ciphertexts
that will be used during the attack.

Weight (`11, `12, `13) (`21, `22, `23) (`31, `32, `33)

w = 2 (138,48,72) (117,39,132)
w = 6 (132,54,21) (138,48,27) (129,48,30)

Table 7: Parameters to construct the attack ciphertext for ntruhps2048509. The values of
(`j1, `j2, `j3) correspond to the check βi(·) ≥ j

3.2 Simulation Results

In this section, we present the experimental results, including simulation results
and also an experimental validation on a ChipWhisperer platform.

This section investigates the impact of oracle inaccuracy on attack performance
through simulation. We model realistic scenarios where constructing a perfect ora-
cle is challenging due to factors like measurement noise or robust countermeasures
such as masking. To simulate oracle inaccuracies, we introduce errors into the ora-
cle output by adding a binary value sampled from a Bernoulli distribution Ber1−ρ.
This approach allows us to control the probability ρ of a correct oracle response.
We present simulation results for two oracle accuracy levels: ρ = 1.00 and 0.96.
The former corresponds to the perfectly accurate oracle used in [Rav+22a], while
the latter aligns with the accuracy reported in [Uen+22a] for an oracle constructed
by targeting a masked software implementation of a pseudorandom function.
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Table 8 presents the number of side-channel traces required for successful
key recovery under these simulated conditions. We define success as achieving
an average number of erroneous positions in the recovered secret polynomial less
than 1. This threshold is adopted since correcting a single error position through
post-processing requires minimal effort. Compared to the approach by Ueno
et al. [Uen+22a], which also investigates oracles with inaccurate responses, our
method demonstrates a significant reduction in the required number of traces (as
shown in Table 8).

The oracle built in [Rav+22a] has perfect accuracy. The LDPC framework,
in contrast, is designed for noisy oracles; nevertheless, Table 8 shows that our ap-
proach shows improvement. This is largely attributable to more efficient encoding
that requires fewer oracle calls per check.

Recall that the construction of the PC oracle comes with a few overheads,
namely, one needs to find a base ciphertext and handle multiple collision cases.
In [Rav+22a], authors adopt the early abort technique by analyzing the distribu-
tion of values obtained from the oracle and checking if it matches the expected
one. If not, they restart the attack to avoid a multiple collision situation. We can
use this approach for ρ = 1 (for less accurate oracles, it is less efficient since there
are more false negatives and false positives outcomes), thus, the overhead we have
for our method is the same as in [Rav+22a]. And from 1162.51 average traces,
assuming a true single collision and ignoring traces required to construct the base
ciphertext, the total number of traces grows to 1243. Note that the reported num-
ber in [Rav+22a] includes the overheads.

For ρ = 0.96, the key recovery needs only 1990.08 traces without overheads.
We estimate that this number should increase to around 2270 traces; however, the
estimation does not include early aborts; thus, the number could be improved.

Similar to [Guo+23b], we can observe that the relative improvement in the
number of traces is larger for less accurate oracles due to the great error-correcting
capabilities of the LDPC decoder.

ρ = 0.96 Avg. number of traces Avg. number of errors

Ueno et al. [Uen+22a] 5090 0/509
This work 2270 (-55%) 0.22/509

ρ = 1.00 Avg. number of traces Avg. number of errors

Ravi et al. [Rav+22a] 1791 0/509
This work 1243 (-31%) 0/509

Table 8: Comparison of simulation results between our approach and state-of-the-art for
ntruhps2048509. We use w = 6 with 709 checks (rows of the parity check
matrix) for ρ = 0.96 and w = 2 with at most 509 checks for ρ = 1
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4 KR-CCA-SCA-LDPC on NTRU Prime

In this section, we demonstrate how to migrate the KR-CCA-SCA-LDPC attack
to NTRU Prime KEMs. We begin with the construction of the base ciphertext
cbase, followed by the extraction of key-related side-channel information through
carefully crafted attack ciphertexts, which is then modeled using LDPC codes.
Finally, we present the complete key-recovery algorithm.

4.1 The Main Attack

Construct the base ciphertext To ensure the occurrence of a single true collision,
we construct the base ciphertext as

cbase = t1(xi1 + xi2 + . . .+ xio) + t2(xj1 + xj2 + . . .+ xjp) · h
= t1 · d1 + t2 · d2 · h,

where d1 and d2 are polynomials with o and p coefficients of ±1, respectively.
Hence, the corresponding a = 3f · cbase is

a = 3f · (t1 · d1 + t2 · d2 · h)
= 3t1 · d1 · f + t2 · d2 · g.

Since NTRU Prime works in the non-cyclic ring Zq[x]/(xn − x − 1), then
we have

f · xi mod (xn − x− 1)
= f [n− i] + (f [n− i] + f [n− i+ 1])x+ f [n− i+ 1]x2 + · · ·
+ (f [n− 1] + f [0])xi + f [1]xi+1 + · · ·+ f [n− i− 1]xn−1,

all the coefficients of f · xi belong to {−2,−1, 0, 1, 2}. We assume a collision
occurs at index i. Given that

a[i] = 3t1(f · xi1)[i] + 3t1(f · xi2)[i] + · · ·+ 3t1(f · xio)[i]
+ t2(g · xj1)[i] + · · ·+ t2(g · xjp)[i],

it follows that |a[i]| reaches its maximum value when the i-th coefficients of f ·xiα

and g ·xiβ are all equal to 2 (or−2, but here we focus on the positive case for the
simplicity), resulting in a[i] = 3t1·2o+t2·2p, where 1 ≤ α ≤ o, and 1 ≤ β ≤ p.
We therefore choose (t1, t2) that satisfy the following three conditions:

3 | t1, 3 | t2, 3t1 · r + t2 · s
{
> q/2, if r = 2o, s = 2p,
< q/2, otherwise,
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where 0 ≤ r ≤ 2o and 0 ≤ s ≤ 2p.

Effects of the Rounding Operation In NTRU Prime Encrypt, a rounding func-
tion Round is introduced to reduce the ciphertext size, meaning that only the
quotient of each coefficient upon division by 3 is transmitted. However, the base
ciphertext that we constructed is not strictly a multiple of 3, and consequently,
the decryption of it introduces a rounding noise e′ ∈ Z3[x]/(Ψn). Therefore,
the actual value of the base ciphertext during decryption is

cbase = Round(t1 · d1 + t2 · d2 · h)
= t1 · d1 + t2 · d2 · h + e′,

Therefore, the corresponding a = 3f · cbase is

a = 3f · (t1 · d1 + t2 · d2 · h + e′)
= 3t1 · d1 · f + t2 · d2 · g + 3f · e′

:= a1 + a2,

where a1 = 3t1 · d1 · f + t2 · d2 · g and we refer to a2 = 3f · e′ as the internal
noise term.

Despite the small size of the noise term a2, its impact is still non-negligible.
We denote the largest coefficient of the polynomial a1 asm1 = 3t1 · 2o+ t2 · 2p.
The second largest possible coefficient is called m2. When constructing the base
ciphertext, we choose parameters (t1, t2) such that m1 > q/2 and m2 < q/2.
We define

dm1 = |3t1 · 2o+ t2 · 2p− q/2|
dm2 = | max

(r,s)6=(2o,2p)
(3t1 · r + t2 · s)− q/2|

denote the distance between m1 and m2 from q/2, respectively. The presence
of the noise term may change the values of (m1 mod q) or (m2 mod q). For
instance, when a1[i] = m2 and the corresponding noise component satisfies
a2[i] > dm2, this results in a[i] = a1[i] + a2[i] > q/2, which consequently
leads to e[i] 6= 0. We call this event a false positive collision. Conversely, if
a1[i] = m1 (due to a valid collision), but the corresponding noise component
satisfies a2[i] < −dm1, then a[i] = a1[i] + a2[i] < q/2 leading to e[i] = 0,
thereby masking the presence of the collision. We call this a false negative col-
lision. Both false positive and false negative collisions are undesirable scenarios,
rendering them ineffective for key recovery.

We choose parameters (o, p) such that a single collision occurs with high prob-
ability. Table 9 lists the concrete values of (o, p) and (t1, t2) together with the
probability of obtaining true single, multiple collisions, false positive collision,
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Scheme (o, p) (t1, t2) (dm1, dm2) Single true Multiple False Positive False Negative

sntrup653 (1, 3) (102, 309) (156, 150) 0.0455 0.0016 0.0016 0.0001

sntrup761 (1, 3) (102, 306) (153, 153) 0.0391 0.0011 0.0012 0.0001

sntrup1277 (1, 3) (171, 528) (255, 258) 0.0678 0.0035 0.0001 ≈ 0

Table 9: Concrete parameters for constructing base ciphertext in NTRU Prime with colli-
sion probabilities

and false negative collision for the chosen parameters. These results were obtained
through 10000 attack simulation trials using 10000 different secret keys. For each
secret key, the base ciphertext is regenerated on every attempt, with the polyno-
mials d1 and d2 being regenerated.

Construct the attack ciphertext After deriving the base ciphertext, we leverage
the polynomials d1 and d2 to formulate the attack ciphertext catt as follows (be-
fore rounding):

catt = `1 · d1 + `2 · d2 · h + `3 · (xu1 + xu2 + . . .+ xuw),

where `1, `2, `3 ∈ Z+ and 0 ≤ ui < n for even w. Thus, for catt, we have

a = 3f · catt = 3`1 · d1 · f + `2 · d2 · g
+ 3`3 · f · (xu1 + xu2 + . . .+ xuw).

Suppose there is a positive collision at index i, i.e., d1 · f and d2 · g are 2o
and 2p, resp. We then define

βi(u1, . . . , uw) = (f · (xu1 + xu2 + . . .+ xuw))[i],

where

f · xu1 =


f [i− u1], 0 ≤ u1 < i,

f [0] + f [n− 1], u1 = i,

f [n− 1 + i− u1] + f [n+ i− u1], i < u1 < n.

Then the coefficients of a can be expressed as

a[j] =


3`12o+ `22p+ 3`3βj(u1, . . . , uw), if j = i

3`1r + `2s+ 3`3βj(u1, . . . , uw), if
{
j 6= i and
(r, s) 6= (2o, 2p)

We see that βi(u1, . . . , uw) takes values in {−2w, . . . , 2w}. Similar to Sec-
tion 3, we select appropriate parameters (`1, `2, `3) such that a[j] < q/2 for j 6= i
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regardless of the value ofβj(u1, . . . , uw), but a[i] > q/2 whenβi(u1, . . . , uw) ≥
Z for some Z ∈ {−2w, . . . , 2w} that depends on (`1, `2, `3).

It should be noted that due to the influence of the internal noise term a2, the
oracle’s return value is not always accurate. The impact of internal noise is more
intuitively reflected in the values of (dm1, dm2). Therefore, we prioritize selecting
parameters (`1, `2, `3) with larger (dm1, dm2) as it reduces the probability of
potential flipping caused by a2. Table 10 presents the specific parameters used in
the attack ciphertexts.

sntrup653

(`11, `12, `13) (dm1, dm2) (`21, `22, `23) (dm1, dm2)

(90,288,30) (48,42) (84,270,42) (66,60)

(96,282,30) (48,42) (87,264,45) (66,60)

(102,276,30) (48,42) (99,255,42) (66,60)

sntrup761

(`11, `12, `13) (dm1, dm2) (`21, `22, `23) (dm1, dm2)

(90,285,30) (45,45) (84,267,42) (63,63)

(96,279,30) (45,45) (87,261,45) (63,63)

(105,270,30) (45,45) (99,252,42) (63,63)

sntrup1277

(`11, `12, `13) (dm1, dm2) (`21, `22, `23) (dm1, dm2)

(153,492,51) (84,69) (153,447,75) (111,111)

(162,483,51) (84,69) (156,444,75) (111,108)

(171,471,54) (75,72) (165,438,72) (111,105)

Table 10: Parameters to construct the attack ciphertext for NTRU Prime. The values of
(`j1, `j2, `j3) correspond to the check βi(·) ≥ Z

Construct the inner code We adopt the same adaptive encoding method as de-
scribed in Section 3 using w = 2. Although the internal noise term a2 has a rel-
atively small magnitude, it may cause certain ciphertext evaluations to shift from
one distinguisher to another (for example, an element that should correspond to
ds0 may be perturbed into ds1), thereby reducing the reliability of distinguisher
selection. To mitigate this noise effect and maximize information utilization ef-
ficiency, we employ two internal encoding strategies in NTRU Prime. The first



4 KR-CCA-SCA-LDPC on NTRU Prime 155

strategy starts with the query βi(·) ≥ 1 (if the oracle can distinguish this condi-
tion, the encoding corresponding to Table 11(a) is adopted); the second strategy
starts with βi(·) ≥ 0 (if the oracle can distinguish this condition, the encoding
corresponding to Table 11(b) is adopted). To improve the statistical efficiency of
encoding, we merge −4 and −3 into −2, and similarly merge 3 and 4 into 2.
Based on these encoding and selection strategies, the belief propagation algorithm
can robustly recover the secret key.

Next, we describe how to determine the target distinguisher. For the case
w = 2, βi(u1, . . . , uw) ∈ {−4, . . . , 4}, and its distribution is determined by the
secret key coefficients. Since the weight distribution of the secret key is known,
the expected distribution of βi can be precomputed for a given sample size — for
example, Table 12 illustrates the case of sntrup653 (sample size = 200). Based on
this distribution, the expected output counts corresponding to each distinguisher
dsZ (Z ∈ {−4, . . . , 4}) can be derived. For instance, for ds1, the expected total
number of zeros is 0.076 + 1.119 + 12.468 + 48.395 + 75.882 ≈ 137.94, and
the expected total number of ones is 48.395 + 12.468 + 1.119 + 0.076 ≈ 62.06.
During the actual attack, we collect oracle responses for the constructed ciphertexts
and record the observed counts of “0” and “1”. Then, we compare the observed
counts with the expected counts corresponding to each candidate distinguisher
dsZ , compute their statistical distance, and select the candidate with the smallest
distance as the best match. This procedure allows us to determine the most likely
distinguisher, such as ds0 or ds1.

Value -4/-3/-2 -1 0 1 2/3/4

Encoding 0 0 0 1 1
1 1 0 0 1
1 0

(a) Inner code built with ds1 and ds2

Value -4/-3/-2 -1 0 1 2/3/4

Encoding 0 0 1 1 1
1 0 1 0 0

0 1

(b) Inner code built with ds0 and ds2

Table 11: Inner codes for β(u1, u2)

Recover the secret key We present the full procedure for recovering the secret
key f in Algorithm 13. For oracles with lower accuracy, we introduce redun-
dancy queries to overcome the noise. Similarly to Section 3, we create a regular
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βi value −4 −3 −2 −1 0 1 2 3 4

Expected count 0.076 1.119 12.468 48.395 75.882 48.395 12.468 1.119 0.076

Table 12: Expected distribution of βi values for sntrup653 (sample size = 200)

parity-check matrixH with constant row weightw, where each row defines indices
(u1, . . . , uw) such that the oracle is adaptively called on βi(u1, . . . , uw).

Concretely, in the algorithm we first construct attack ciphertexts and query the
oracle on a number of initial rows of H (for example, the first k1 = 200 rows) to
collect preliminary responses. Based on these responses we determine and confirm
the required distinguisher type (ds0 or ds1). Once the distinguisher has been
identified, we proceed to query the oracle on the remaining rows and collect the
outputs; from all observations we compute the conditional probabilities associated
with each index group. Finally, these conditional probabilities are supplied as soft
information to the LDPC decoder for iterative decoding. The decoded candidate
key is then validated by checking whether its weight matches the expected value;
upon successful validation the complete secret key f is recovered.

4.2 Simulation Results

In this section, we present experimental results of the KR-CCA-SCA-LDPC attack
on NTRU Prime and analyze the impact of oracle inaccuracy on attack perfor-
mance. We introduce inaccuracy into the oracle output by adding a binary value
sampled from a Bernoulli distribution Ber1−ρ. We present simulation results for
two oracle accuracy levels: ρ = 0.96 and ρ = 1.00. The former aligns with the re-
sults reported in [Uen+22a], while the latter corresponds to the perfectly accurate
oracle used in [Rav+22a].

We run the simulations for different parameter sets and oracle accuracy to
compare our results with existing work. For sntrup761 with ρ = 1.00, we use
w = 1, the parity-check matrix is just the identity matrix. For ρ = 0.96, we
consider parameters sntrup653 and sntrup1277, in both cases w = 2 is used. The
regular parity-check matrix consists of 1965 and 3831 rows for sntrup653 and
sntrup1277, respectively.

Table 13 shows the number of side-channel traces required for successful key
recovery under these simulation conditions. Compared to the approach by Ueno
et al. [Uen+22a] (which also investigates oracles with inaccurate responses), our
method achieves a significant reduction in the required number of traces. For
sntrup653 and sntrup1277, our method reduces the number of traces by approx-
imately 59% and 58%, respectively. In comparison to the scenario with perfect
accuracy from [Rav+22a], our method reduces the required number of traces by
about 35%.
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Algorithm 13 KR-CCA-SCA-LDPC on NTRU Prime
1: Input: Reference parameters, secret key weight w, number of parity-check rows k,

parameters k1, k2
2: Output: Secret key f
3: (d1,d2)← GenBaseCiphertext(t1, t2)
4: Generate a regular parity-check matrix H with constant row weight w with k rows.
5: found_dist1← false
6: for each parameter triple (`11, `12, `13) do
7: Collect oracle responses for the first k1 rows of H using ciphertexts generated

from (`11, `12, `13) and row.
8: Analyze the distribution of ’0’s and ’1’s to determine a candidate distinguisher
dsZ .

9: if dsZ is ds0 or ds1 then
10: found_dist1← true
11: break
12: end if
13: end for
14: if not found_dist1 then
15: goto Step 1
16: end if
17: For rows 0, . . . , k1 − 1, call the PC oracle with d̄sZ to complete the (dsZ , d̄sZ)

encoding (i.e., encoding from Table 11 without ds2).
18: For rows k1, . . . , k2 − 1, call the PC oracle with (dsZ , d̄sZ) encoding.
19: Verify that the distribution of responses over all k2 rows matches the expected distri-

bution for the chosen distinguisher.
20: if the distribution is not as expected then
21: goto Step 1
22: end if
23: found_dist2← false
24: for each parameter triple (`21, `22, `23) do
25: For the first k1 rows, call the PC oracle with ciphertexts from (`21, `22, `23) to

get responses for full (dsZ , d̄sZ , ds2, d̄s2) encoding.
26: Analyze the resulting distribution to confirm if the distinguisher is indeed ds2.
27: if the distinguisher is confirmed as ds2 then
28: found_dist2← true
29: break
30: end if
31: end for
32: if not found_dist2 then
33: goto Step 1
34: end if
35: For rows k1, . . . , k− 1, finish the 4-distinguisher encoding by calling the PC oracle

for ds2 and d̄s2.
36: Based on all oracle responses, compute the conditional probabilities Pr[y |

βi(u1, . . . , uw) = X] for each possible value X ∈ {−4, . . . , 4}.
37: fcandidate ← LDPC_Decode(H,Conditional Probabilities)
38: return fcandidate
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sntrup761

ρ = 1.00 Avg. number of traces Avg. number of errors

Ravi et al. 3659 0/761
Our Method 2379.88 (−35%) 0.25/761

sntrup653

ρ = 0.96 Avg. number of traces Avg. number of errors

Ueno et al. [Uen+22a] 13560 0/653
Our Method 5615.79 (−59%) 0.36/653

sntrup1277

ρ = 0.96 Avg. number of traces Avg. number of errors
Ueno et al. [Uen+22a] 25875 0/1277

Our Method 10743.62 (−58%) 0.48/1277

Table 13: Comparison of our approach with state-of-the-art simulation results on NTRU
Prime.

Note that in our simulations, since the PC Oracle is not always perfectly ac-
curate and due to the iterative decoder specifics, the average number of errors is
non-zero, indicating that there may be recovery errors at certain positions of the
key. We define “success” as having an average number of erroneous positions in
the recovered secret polynomial equal to 1 or less; in this case, the secret key is
recovered with very light post-processing (if necessary). When there are up to 20
incorrect positions in the recovered key, we define it as “partial success”; the real
secret key could be recovered with involved post-processing that usually involves
lattice reduction. Otherwise, mostly due to false positives and multiple collisions,
the secret key can not be recovered. The specific probability values are shown in
Table 14.

5 Key-recovery Attack on a Masked NTRU Implementa-
tion

In this section, we introduce and demonstrate the first key-recovery attack on
a real-world masked NTRU implementation. Our experiments are based on the
ChipWhisperer Husky toolkit, including the CW308 UFO board and the CW308T-
STM32F4 target board with a 32-bit ARM Cortex-M4 CPU, operating at a fre-
quency of 24 MHz, with traces sampled at the same frequency. The library is
compiled using the -O3 optimization level. We focus on a first-order masked
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sntrup761

ρ = 1.00 Success Pr. Partial Success Pr. Failure Pr.

Our Method 0.946 0.039 0.015

sntrup653

ρ = 0.96 Success Pr. Partial Success Pr. Failure Pr.

Our Method 0.890 0.089 0.021

sntrup1277

ρ = 0.96 Success Pr. Partial Success Pr. Failure Pr.

Our Method 0.847 0.131 0.022

Table 14: Successful rate of our approach on NTRU Prime.

NTRU implementation [Cor+23b] and show how to mount an attack specifically
targeting this implementation.

Unlike prior research, such as the work in [Uen+22a], our attack is the first
to specifically target a real-world masked NTRU implementation. The attack de-
scribed in [Uen+22a] employs a generic method applicable to various schemes—in-
cluding lattice-based, code-based, and isogeny-based systems—that utilize CCA
transformations. However, this prior work evaluates a masked software implemen-
tation of a pseudorandom function as an assumed building block, rather than in-
vestigating a real-world masked NTRU implementation. We target ntruhps2048509
parameter set for experiments, the attack directly extends to other parameters.

5.1 Leakage Detection

The leakage that we use for the attack comes from the function masked_pack_S3.
It packs masked ternary polynomial m′ into bytes, so that later in the decapsula-
tion we can compute hash over r′ and m′. Since m′ is a ternary polynomial, 5
coefficients of it fit into a byte, thus, function masked_pack_S3 in Algorithm 14
is called sequentially on chunks of five coefficients ofm′. We notice a leakage from
line 5, but there is a much stronger leakage at line 8, which we use for the attack.
The function convert_A2B_CGV14 takes 143 samples, our power traces consists
of a concatenation of dn/5e = d509/5e = 102 calls to it, resulting in 14586
samples total.

To demonstrate the leakage, we use the popular TVLA framework [GJR+11]
that uses Welch’s t-test. Recall that m′ during the decryption is set to either 0 or
±xi · fp depending on whether the secret-dependent coefficient of a is pushed
past q/2. Collected power traces over random keys are split into two sets: in the
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Figure 1: The t-test value for concatenated calls of convert_A2B_CGV14 inside masked_-
pack_S3.

first set, we include all traces corresponding to m′ = 0, and the rest are included
in the second. The result of the t-statistic is shown in Figure 1. It is clearly visible
that there are 102 peaks, one for each call of convert_A2B_CGV14.

5.2 Real-World Validation

The key recovery process comprises two distinct stages: profiling and attack, each
conducted on a separate device. This setup presents a greater challenge compared
to scenarios where the adversary can use the same device to both construct a model
that extracts information from power traces and subsequently recovers the secret
key.

The profiling stage uses a device D1, over which the adversary has complete
control. We collect 20,000 power traces for decapsulation on D1 using chosen
ciphertexts. Each decapsulation call uses a ciphertext that results in the decrypted
message m′ being either 0 or ±xi · fp, both of which are masked; each call uses
random keys. We train a neural network (NN) model over up to 20 epochs to
distinguish between these two cases. The architecture of it is shown in Table 15.

The attack stage involves a different device, D2, which the adversary has lim-
ited access to. The device D2 contains an unknown secret key that the adversary
aims to recover. Using our trained model, we successfully recovered the secret key
in 97 out of 100 cases, with a maximum of one coefficient difference, where the
unsuccessful key recovery is due to a multiple collision case. Recall that the key
recovery process involves (i) finding a base ciphertext and (ii) constructing attack
ciphertexts to obtain information about the secret key. The total number of oracle
calls per key is 1210.06, increasing to 1247.48 when accounting for retries in the
3 failed cases. One can try to detect a multiple collision case early and restart if
it is detected; this allows us to reduce the total average to successfully recover the
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Algorithm 14 masked_pack_S3(v0, . . . , v4, n)

Require: vj = (vj,1, . . . , vj,n) — arithmetic masking of ternary value modulo
3 with n shares

Ensure: Boolean masking of a byte
∑4

j=0 3j · (
∑n

i=1 vj,i)
1: p← (0, . . . , 0)
2: for j = 0 to 4 do
3: wj ← masked_convert_mod3_to_modq(vj , 256) . wj is arithmetic

masking modulo 256
4: for i = 1 to n do
5: pi ← pi + 3j · wj,i mod 256
6: end for
7: end for
8: return convert_A2B_CGV14(p) . Transform arithmetic masking to

boolean

key, but here the gain is not that large, so we decided not to over-complicate the
presentation.

When tested on traces from D2, the NN model achieves an accuracy of ρ =
0.995. As shown inTable 16, the real attack closely matches the simulation results.
Let us emphasize that, in theory, key recovery could be achieved using only 1200.7
traces. However, due to the inherent overhead of the PC oracle—such as handling
multiple collision cases and finding the base ciphertext—successful key recovery
ultimately requires 1247.48 traces.

6 Discussion

6.1 Mathematical Aspects of the Attack

Our work introduces a significant mathematical enhancement to the SCA-LDPC
framework, which directly improves the efficiency of constructing plaintext-checking
(PC) oracles for attacks on NTRU-style KEMs. By refining the underlying mathe-
matical method for information extraction, we substantially reduce the number of
side-channel traces required for successful key recovery. The generic nature of our
attack makes this reduction particularly significant, as it is not limited to specific
masked platforms and can be broadly applied once a PC oracle can be constructed.
The importance of this advancement is emphasized by the widespread adoption of
NTRU-style KEMs in numerous cryptographic libraries and ongoing standard-
ization efforts.

A key advantage of our approach lies in the dual functionality of Low-Density
Parity-Check (LDPC) codes, which provide gains in both randomness extraction
and error correction. This dual benefit is particularly impactful across different or-
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Layer type (Input, output) shape # Parameters
Batch Normalization 1 (14586, 14586) 58344
Dense 1 (14586, 64) 933568
Batch Normalization 2 (64, 64) 256
ReLU (64, 64) 0
Dropout (0.2) (64, 64) 0
Dense 2 (64, 64) 4160
Batch Normalization 3 (64, 64) 256
ReLU (64, 64) 0
Dense 3 (64, 32) 2080
Batch Normalization 3 (32, 32) 128
ReLU (32, 32) 0
Dense 4 (32, 1) 33
Sigmoid (1, 1) 0

Table 15: The architecture of the neural network used for the real-world attack on NTRU.

ρ = 0.995 Avg. number of traces Avg. number of errors

Simulation 1195.51 0.03/509
Real Attack 1200.7 0.06/509

Table 16: Average number of errors and traces for ntruhps2048509, where w = 6 with
419 checks. Real attack assumes a single true collision and does not include
overhead of finding a base ciphertext

acle accuracy scenarios. In high-accuracy scenarios, where the PC oracle is nearly
perfect, randomness extraction is important as the LDPC framework makes the
oracle’s output more uniform, thus extracting more information from a single call.
The error-correction capability further ensures robustness against rare errors, lead-
ing to a more reliable attack. Conversely, in low-accuracy scenarios, where the or-
acle’s output is noisy (a common challenge when attacking platforms with strong
countermeasures like masking), the inherent error-correction properties of LDPC
codes become critical. This allows us to successfully recover the secret key even
when the leakage is minimal and the oracle’s accuracy is low.

6.2 Physical Side Countermeasures

Given that NTRU and its variants are still integrated into multiple widely used
libraries and are part of ongoing standardization initiatives, the development of
effective physical side countermeasures is of paramount importance. Our results
demonstrate that even first-order masked implementations can be vulnerable, high-
lighting the need for more robust defenses.
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The central goal of any countermeasure should be to make the creation of
accurate PC oracles prohibitively difficult for an attacker. While our attack was
successful against a masked implementation, masking remains a main counter-
measure. The challenge is to develop more efficient masking schemes that can
withstand advanced attack vectors like ours. Higher-order masking is a logical
next step, but its effectiveness must be rigorously evaluated in practical, real-world
scenarios.

Another promising research direction is the combination of masking with
other defense mechanisms, e.g., combining masking with shuffling techniques.
Furthermore, it is essential to consider other approaches for building PC oracles.
The emergence of microarchitectural attacks necessitates a thorough investiga-
tion of constant-time implementations for NTRU-based schemes. For instance,
attacks like GoFetch [Che+24a] demonstrate how hardware-level optimizations
designed to improve performance, such as Data Memory-Dependent Prefetchers
(DMP), can inadvertently introduce new leakage channels for an adversary to ex-
ploit.

7 Conclusion

In this work, we have introduced novel methods for adapting the SCA-LDPC
framework to PC oracle-based SCAs on NTRU-like KEMs. Our approach ad-
dresses the unique challenges posed by the algebraic structure of NTRU and NTRU
Prime, enabling efficient key recovery with significantly fewer measurements com-
pared to existing methods. Simulations demonstrated substantial performance
enhancements and robustness against decision errors in the constructed oracle.
Furthermore, we have presented the first documented real-world key-recovery
side-channel attack on a masked NTRU implementation, achieving a plaintext-
checking oracle with a low decision error rate of 0.5% in a cross-device setting.

Our findings demonstrate that first-order masking, as implemented in [Cor+23b],
is insufficient to protect NTRU against this adapted SCA-LDPC attack, partic-
ularly highlighting the risks in cross-device scenarios. This motivates the urgent
need for the development and, critically, the rigorous evaluation of more robust
countermeasures for NTRU implementations. Future work should investigate the
effectiveness of higher-order masking schemes, defenses like shuffling or random
delays, and combinations thereof against this class of attacks. Additionally, as
noted by Tanaka et al. [Tan+23], the NTRULPR variants of NTRU Prime can be
enhanced using multi-value plaintext-checking (PC) oracles. It is plausible that
our proposed LDPC method can also be adapted to the multi-value PC oracle
scenario. We leave this investigation for future research.
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Single-Trace Key Recovery
Attacks on HQC Using Valid

and Invalid Ciphertexts

Abstract

As the Hamming Quasi-Cyclic (HQC) cryptosystem was recently selected by NIST
for standardization, a thorough evaluation of its implementation security is critical
before its widespread deployment. This paper presents single-trace side-channel at-
tacks that recover the full long-term secret key of HQC, experimentally evaluated
on a protected Cortex-M4 implementation. We introduce two distinct attacks
that significantly advance the state of the art: a passive attack that uniquely mod-
els key recovery as a moderate-density parity-check (MDPC) decoding problem
from a single valid ciphertext, and an active chosen-ciphertext attack employing
a new probing strategy on a linear combination of secret key components for sig-
nificantly improved efficiency. Both attacks are enabled by a new information set
decoding (ISD) variant that exploits soft side-channel information, a contribution
of broader importance to code-based cryptography. Our experiments show that
a single trace suffices for full key recovery under realistic conditions, effectively
defeating countermeasures such as codeword masking for the first time. We also
show that several existing defenses are ineffective against the new attacks.

1 Introduction

The impending arrival of large-scale quantum computers poses a significant threat
to our current public-key cryptographic infrastructure, which largely relies on the

Haiye Dong, Qian Guo, Denis Nabokov. “Single-Trace Key Recovery Attacks on HQC Using
Valid and Invalid Ciphertexts”. To appear in: Advances in Cryptology – EUROCRYPT 2026.
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presumed hardness of integer factorization and the discrete logarithm problem.
In response, the U.S. National Institute of Standards and Technology (NIST)
initiated a comprehensive process to solicit, evaluate, and standardize quantum-
resistant cryptographic algorithms. This multi-year effort has recently culminated
in the selection of several schemes, including the Hamming Quasi-Cyclic (HQC)
cryptosystem [Gab+25], a code-based Key Encapsulation Mechanism (KEM), which
is designated for standardization.

As HQC transitions from a candidate to a global standard, the focus of the
cryptographic community intensifies on its practical security. Beyond its theo-
retical foundations, a scheme’s resilience in real-world deployments hinges on its
resistance to implementation attacks. Side-channel analysis, which exploits physi-
cal leakages like power consumption or electromagnetic emissions, represents one
of the most potent threats to cryptographic hardware and software. Therefore,
a thorough and continuous evaluation of HQC’s implementation security is not
only critical for identifying potential vulnerabilities but also for developing robust
and effective countermeasures before its widespread adoption.

Motivation. The implementation security of HQC has become a vibrant and
fast-paced area of research with numerous side-channel and fault-injection attacks
published, for instance [Waf+19; PT19; Băe+19; GJN20a; Xag+21; Sch+22b;
Guo+22a; Uen+22a; Hua+23a; GLG22b; Guo+23b; Tan+23; Pai+25; Goy+24;
SGG24; Baï+25; Gas+25a; Wei+25; DG25c; DG25b; Mai+25]. These attacks
exploit a wide array of physical leakages—including timing, cache-timing, power,
and electromagnetic (EM) emissions—as well as complex microarchitectural be-
haviors. Methodologically, these attacks range from the direct exploitation of
physical leakages to the construction of powerful mathematical oracles, such as
plaintext-checking (PC) or decryption-failure (DF) oracles that leverage the de-
capsulation behavior of the cryptosystem.

The study of HQC’s implementation security can be divided into two phases,
mirroring the evolution of the scheme itself. The initial versions [Agu+17] of
HQC used a concatenation of repetition and BCH codes. Following the demon-
stration of a decryption failure attack [GJ20] in 2020, the proposal transitioned to
a more efficient concatenated coding scheme of Reed-Muller and Reed-Solomon
codes. For this newer version, the attack landscape has evolved rapidly; the num-
ber of required decapsulation queries, or traces, has plummeted from hundreds of
thousands [Guo+22a] in 2022 to as few as two in recent attacks [Pai+25; DG25b].

Among the spectrum of side-channel threats, single-trace attacks are particu-
larly devastating. Their ability to succeed with a single observation makes them
an ideal tool for a practical adversary: they are exceptionally difficult to detect and
thwart, bypassing countermeasures based on failure monitoring or rate limiting.
However, the true impact of such an attack depends on its target. While recent
research has demonstrated the feasibility of single-trace attacks for recovering the
ephemeral shared key [Goy+24], the recovery of the long-term secret key repre-
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sents a far more catastrophic failure. A compromised long-term key allows an
adversary to impersonate users, decrypt future communications, and potentially
decrypt all previously recorded traffic, leading to a total and retroactive security
collapse.

Despite the recognized severity of single-trace attacks, their application to
long-term key recovery in HQC remains an open problem. State-of-the-art prac-
tical attacks targeting the long-term secret key require a minimum of two side-
channel traces [Pai+25; DG25b]. Other single-trace investigations have been lim-
ited to simulations without experimental validation [Baï+25] or required a rela-
tively high number of traces (83) on a real-world platform [Mai+25]. To close
this critical gap, we propose two distinct single-trace attacks that achieve full se-
cret key recovery on a Cortex-M4 platform. The first is a stealthy passive attack
using a single valid ciphertext, while the second is an active chosen-ciphertext at-
tack designed to succeed with significantly less leaked information than previously
required.

1.1 Contributions

We present the first single-trace side-channel attacks that can achieve full secret
key recovery on a protected implementation of the HQC KEM. Our attacks are
built on three technical contributions:

• We introduce a novel passive side-channel attack (VC-KRA-MDPC) that
models the key recovery process as a moderate-density parity-check (MDPC)
decoding problem. This reframing significantly improves the information-
theoretic efficiency of the attack, making it possible to recover the full secret
key from a single side-channel trace of a valid HQC decapsulation.

• We design a new chosen-ciphertext attack (OT-FDA-CK) that enhances the
capabilities of Full-Decryption (FD) attacks [DG25b]. The attack employs
a novel probing strategy that extracts information about a linear combina-
tion of secret key components. This method maximizes the information
gained from each oracle query, enabling a single-trace attack on hqc-1.

• We develop a new information set decoding (ISD) variant specifically tai-
lored to process soft information derived from side-channel leakages. This
algorithm serves as the efficient recovery backend for both of our attacks,
converting probabilistic data into the concrete secret key. The technique is
general and may hold independent interest for other applications in side-
channel analysis of code-based cryptosystems.

We demonstrate the practical viability of these contributions using power leakages
measured from an HQC implementation with codeword masking on a Cortex-
M4 microcontroller. Our experiments show that a single trace suffices for full key
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recovery on this target. Both attacks are inherently immune to simple counter-
measures such as failure-detection mechanisms or ciphertext sanity checks, high-
lighting the limitations of current defenses.

1.2 New Techniques

Our single-trace attacks rely on three novel techniques that significantly improve
the efficiency and practicality of side-channel analysis against HQC.

Key recovery as MDPC decoding. For our passive attack (VC-KRA-MDPC),
we introduce a new conceptual framework that models the key recovery as a de-
coding problem for a MDPC code. We construct a parity check matrix from the
public HQC parameters and define a codeword that concatenates the secret key
components, x and y, with a corresponding syndrome vector. The noisy side-
channel leakage obtained from the expand_and_sum operation provides a soft-
information estimate of this syndrome [Pai+25]. We then apply an iterative belief
propagation (BP) decoder, a well-studied area for MDPC codes [Mis+13; GJS16;
Ara+22], initializing it with priors based on the known sparsity of the secret key
and the channel probabilities from the side-channel measurements. Crucially,
the presence of many short cycles in the code’s Tanner graph means the BP de-
coder’s soft outputs are not accurate posterior probabilities. While the ranking of
bit reliabilities remains highly informative, this imperfection is a primary reason
why the attack requires a larger amount of initial side-channel information to suc-
ceed. This reframing is nonetheless substantially more information-theoretically
efficient than prior methods, reducing the required side-channel information to a
level where a single trace is sufficient for a full key recovery.

Combined probing for active attacks. For our active chosen-ciphertext attack
(OT-FDA-CK), we develop a more efficient probing strategy that improves upon
the state-of-the-art FD oracle attack [DG25b]. Instead of probing the secret key
components x and y in separate queries, our method crafts a single invalid cipher-
text that manipulates the decapsulation process to depend on a linear combination
of both. By carefully selecting the vectors r1, r2, and e, we create a perturbation
of the form X lx + Xky (where by default, l = k = 0), allowing us to extract
information about both secret components simultaneously from the FD oracle’s
output. This combined probing approach extracts more information per query
than the previous method in [DG25b], eliminating the need for a second trace.

ISD with soft information. The final step in both of our attacks relies on a new
ISD algorithm. It replaces random permutation with a targeted, probabilistic ap-
proach, using reliability scores to guide information set selection and employing
weighted sampling to prioritize bit positions most likely to be zero. This specialized
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Table 1: Key-recovery side-channel attacks for hqc-1 (Cortex-M4 results).

Attack Ciphertext Type Oracle Type Info (bits) Traces

Maillet et al., CRYPTO’25 [Mai+25] Valid v − u · y (expand_and_sum) ∼ 17 000 83
Paiva et al., PQCrypto’25 [Pai+25] Valid v − u · y (expand_and_sum) ∼ 7 000 per trace 2
VC-KRA-MDPC (Ours) Valid v − u · y (expand_and_sum) ∼ 1 000 1

Dong & Guo, CHES’25 [DG25b] Invalid Full-Decryption (FD) ∼ 128 per query 2
OT-FDA-CK (Ours) Invalid Full-Decryption (FD) ∼ 191 1

ISD is crucial for efficiently converting the noisy beliefs—whether they are the ap-
proximate scores from BP or the more precise ones from the FD oracle—into the
final secret key. This method sees a more natural fit in code-based cryptography;
in contrast, exploiting such soft information in lattice-based schemes, for instance
by combining BP with lattice reduction as explored in [Her+23; Her+25], remains
a more complex problem that warrants further investigation.

1.3 Comparison with RelatedWorks

The field of implementation security for HQC has seen a rapid acceleration of
results, summarized in Table 1. Our work significantly advances this state-of-the-
art. In the domain of passive attacks using valid ciphertexts, previous works like
Maillet et al. [Mai+25] and Paiva et al. [Pai+25] also target the expand_and_sum
leakage. However, the algebraic approach of Maillet et al. requires the recovery
of a full intermediate vector v − u · y (over 17 000 bits), leading to a practical
requirement of 83 traces on a Cortex-M4 platform. The method of Paiva et al. is
more efficient but still requires two traces. In contrast, our method using MDPC
decoding is information-theoretically superior, achieving a full key recovery from
a single trace with only about 1 000 bits of information. This represents a more
than 25-fold gain in efficiency over prior work in some high-noise scenarios1.

For active attacks using invalid ciphertexts, we improve upon the two-trace
FD attack [DG25b], where secret components are probed separately. Our novel
combined probing strategy targets a linear combination of both components, ex-
tracting more information per query and enabling a full key recovery with just
a single trace. Crucially, we are the first to demonstrate that these single-trace
key-recovery attacks are effective against implementations protected by codeword
masking. These contributions collectively establish our methods as the most effi-
cient and robust side-channel attacks against HQC to date.

1In an earlier version of their paper [Pai+25] (https://eprint.iacr.org/archive/2023/
1626/1697742959.pdf), Paiva et al. reported they needed about 25 traces on average when the
measured bit error rate was 0.35. Our method still succeeds with one trace.

https://eprint.iacr.org/archive/2023/1626/1697742959.pdf
https://eprint.iacr.org/archive/2023/1626/1697742959.pdf
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1.4 Organization

The remainder of this paper is organized as follows. Section 2 provides background
on the HQC KEM. We then present our two new attacks: VC-KRA-MDPC, a
passive method using valid ciphertexts (Section 3), and OT-FDA-CK, an active
chosen-ciphertext approach (Section 4). We describe the soft-information ISD
post-processing in Section 5 and validate our attacks experimentally in Section 6.
Finally, we discuss implications in Section 7 and conclude in Section 8.

2 Preliminaries

Mathematical notations. Let n be a positive integer. We consider the polyno-
mial ring R = F2[X]/(Xn − 1) defined over the binary field F2, where addi-
tion and subtraction are equivalent operations. An element h ∈ R can be inter-
changeably viewed as a polynomial or as its corresponding length-n binary vector,
denoted h over F2. The number of non-zero coefficients in h is its Hamming
weight (wH (h)).

The notation←$ S indicates a uniform random sampling from a given set S.
When sampling from the ringR with a fixed Hamming weight w, we denote the
operation as←$ (R, w). For integers a < b, the set of integers from a to b− 1 is
represented by [a..b]. Finally, a binary random variableX following the Bernoulli
distribution with parameter p is denoted by X ∼ Berp. Such a variable assumes
the value 1 with probability p and 0 with probability 1− p.

The Shannon entropy of a discrete random variable X with probability mass
function p(x) is H(X) = −

∑
x p(x) log2 p(x). This simplifies to the binary

entropy function, Hb(p) = −p log2(p) − (1 − p) log2(1 − p), for a variable
X ∼ Berp. The mutual information I(X;Y ) between two random variables X
and Y measures their statistical dependence and is defined as I(X;Y ) = H(X)−
H(X|Y ).

2.1 Hamming Quasi-Cyclic (HQC)

Hamming Quasi-Cyclic (HQC) [Gab+25] is a code-based Key Encapsulation
Mechanism (KEM) undergoing standardization by NIST, with its security rooted
in the hardness of the quasi-cyclic syndrome decoding problem. The HQC con-
struction follows a conventional methodology, starting with an IND-CPA secure
Public Key Encryption (PKE) scheme, denoted HQC.CPAPKE, which is then ele-
vated to an IND-CCA secure KEM, HQC.CCAKEM. This transformation lever-
ages a modern instantiation of the Fujisaki-Okamoto (FO) transform [FO99],
specifically the transform with implicit rejection as analyzed by Hofheinz, Hövel-
manns, and Kiltz [HHK17]. This section first outlines the core PKE scheme before
detailing its extension to a CCA-secure KEM.
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The core PKE scheme.

The HQC.CPAPKE scheme comprises three fundamental algorithms: KeyGen,
Enc, andDec. All polynomial operations are performed in the ringR = F2[X]/(Xn−
1) for a prime n. Table 2 presents the three HQC parameter sets, hqc-1, hqc-3,
and hqc-5, defined in [Gab+25].

KeyGen. The key generation algorithm samples a random polynomial h←$R
and two sparse polynomials x, y ←$ (R, ω), where wH (x) = wH (y) = ω. The
secret key is the pair sk = (x, y), and the public key is pk = (h, s), where the
syndrome is computed as s = x+ h · y.

Enc. To encrypt a message m, the algorithm first deterministically generates
three error vectors from a seed θ: r1, r2 ∈ R of weight ωr, and e ∈ R of weight
ωe. The messagem is encoded into a codewordmG using a linear code C, which
is realized as a concatenation of a shortened Reed-Solomon code and a duplicated
Reed-Muller code. The ciphertext (u, v) is then computed as:

u = r1 + h · r2 and v = mG + Truncate(s · r2 + e, n1n2) (1)

where Truncate(·, n1n2) reduces the polynomial to the length of the codeword
space of C.

Dec. Upon receiving a ciphertext (u, v), decryption involves decoding the value
V = v − Truncate(u · y, n1n2). By substituting the expressions for u, v, and s,
we derive the input to the decoder:

V = mG + Truncate(s · r2 + e− u · y, n1n2)
= mG + Truncate((x+ h · y) · r2 + e− (r1 + h · r2) · y, n1n2)
= mG + Truncate(x · r2 − r1 · y + e, n1n2)

The result is the original codeword perturbed by an effective error vector e′ =
Truncate(x · r2 − r1 · y + e, n1n2). If wH (e′) is within the error-correction
capacity of C, the decoder recoversm successfully. Otherwise, a decryption failure
occurs. Hereafter, the Truncate(·, n1n2) notation will be omitted for simplicity
where the context is unambiguous.

Concatenated coding scheme in HQC.

The error-correcting code C used in HQC is a two-layer concatenated code. The
structure consists of an outer Reed-Solomon code and an inner duplicated Reed-
Muller code.

The messagem ∈ Fk1
28 is first encoded by the outer code, which is a shortened

Reed-Solomon (RS) code with parameters [n1, k1, dRS] over the field F28 . This
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Table 2: HQC parameter sets. The inner code is a duplicated Reed-Muller code derived
from a base [128, 8, 64] Reed-Muller code. Specifically, 3 duplications yield the
[384, 8, 192] code, while 5 duplications produce the [640, 8, 320] code.

RS-S Duplicated RM

Instance n1 k1 dRS n2 dRM n ω ωr = ωe

hqc-1 46 16 31 384 192 17669 66 75
hqc-3 56 24 33 640 320 35851 100 114
hqc-5 90 32 59 640 320 57637 131 149

V0
n2 bits

expand_-
and_sum

...
find_peaks

cRS
0

8 bits

V1 cRS
1

Vn1−1 cRS
n1−1

...
...

...

decodeRM(·)

V

n1n2
bits

cRS

8n1
bits

compute_-
syndromes

...

decodeRS(·)

m

8k1
bits

Figure 1: Decoding of the concatenated Reed-Muller and Reed-Solomon codes.

produces an intermediate codeword m1 ∈ Fn1
28 . Each of the n1 bytes of this

codeword is then individually encoded by the inner code. The inner code is a
duplicated Reed-Muller (RM) code, derived from a base [128, 8, 64] RM code.
Depending on the parameter set, this base code is duplicated 3 or 5 times to yield
a [384, 8, 192] or [640, 8, 320] code, respectively.

The final codeword mG is formed by concatenating the n1 binary output
blocks from the inner encoder, resulting in a vector of length n1n2. The decoding
process, illustrated in Figure 1, reverses this procedure: the received vector is split
into n1 blocks, each is decoded by the inner RM decoder to recover a byte, and
the resulting sequence of bytes is then decoded by the outer RS decoder to recover
the original message m.

HQC Key Encapsulation Mechanism (KEM).

The construction of the IND-CCA secure KEM, referred to as HQC.CCAKEM, is
detailed in Figure 2. This enhanced KEM variant builds upon HQC’s public-key
encryption (PKE) core by integrating a suite of hash functions—H, G, andJ—to
ensure security against active attackers.

A key feature of this construction is the de-randomization of the encryption
process, which is achieved by using a seed θ. This seed is derived by applying
the hash function G to a combination of the hashed public key H(ekKEM), a
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Input: ekKEM
Output: K, cKEM = (cPKE, salt)
1: m←$ Fkm

2
2: salt←$ F128

2
3: (K, θ)← G(H(ekKEM) ‖m ‖ salt)
4: cPKE ← HQC.CPAPKE.Encrypt(ekKEM, m, θ)
5: cKEM ← (cPKE, salt)

(a) Encaps

Input: dkKEM, cKEM = (cPKE, salt)
Output: K′

1: (ekKEM, dkPKE, σ, _)← dkKEM . Parse key
2: m′ ← HQC.CPAPKE.Decrypt(dkPKE, cPKE)
3: (K′, θ′)← G(H(ekKEM) ‖m′ ‖ salt)
4: c′

PKE ← HQC.CPAPKE.Encrypt(ekKEM, m′, θ′)
5: c′

KEM ← (c′
PKE, salt)

6: if cKEM 6= c′
KEM or m′ =⊥ then

7: K′ ← J (H(ekKEM) ‖ σ ‖ cKEM)
8: end if

(b) Decaps

Figure 2: HQC.CCAKEM.

randomly generated message m, and a randomly chosen 128-bit salt. During
the decapsulation stage, a crucial re-encryption step is performed to verify the
integrity and authenticity of the received ciphertext. If this check fails, or if the
initial decryption is unsuccessful, a separate hash function J is used to generate a
pseudorandom key, preventing any information leakage to a potential attacker.

2.2 Codeword Masking Countermeasures

A prominent countermeasure against side-channel attacks on the decoding pro-
cess is codeword masking [MSS13], a technique also recommended for protecting
HQC in [Mai+25]. The core principle is to mask the sensitive data processed by
the decoder. This is achieved by first generating a random message mask,m′, and
encoding it into a corresponding codeword mask, c′. The decoder then processes
the sum of the original ciphertext and this codeword mask. Due to the linearity
of the code, the output is the original message masked by m′, i.e., m + m′. The
final plaintext, m, is retrieved by simply subtracting the random mask m′.

3 VC-KRA-MDPC: Single-Trace Key Recovery Attack with
Valid Ciphertexts via MDPC Decoding

We present VC-KRA-MDPC, a novel single-trace attack that improves the side-
channel attack of [Pai+25] on valid HQC ciphertexts targeting the expand_and_-
sum leakage. The original attack requires more information than can be obtained
from a single trace. Our method overcomes this limitation by modeling the key-
recovery problem as a moderate-density parity-check (MDPC) decoding problem.
This approach makes the key recovery significantly more efficient and feasible with
a single trace.

3.1 Threat Model

Our threat model considers a passive adversary aiming to recover the long-term
secret key (x, y) of an HQC implementation. The attack is designed to be stealthy,
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1 void expand_and_sum(rm_expanded_cdw *dest , rm_codeword_t src[]) {
2 // start with the first copy
3 for (int32_t part = 0; part < 4; part ++) {
4 for (int32_t bit = 0; bit < 32; bit++) {
5 (*dest)[part * 32 + bit] = src [0]. u32[part]>>bit &1;}}
6 // sum the rest of the copies
7 for (int32_t copy = 1; copy < MULTIPLICITY; copy ++) {
8 for (int32_t part = 0; part < 4; part ++) {
9 for (int32_t bit = 0; bit < 32; bit++) {

10 (*dest)[part * 32 + bit] += src[copy].u32[part]>>bit
&1;}}}}

Listing 1: expand_and_sum

requiring side-channel traces from a valid decapsulation.
The attacker operates under a standard gray-box, profiled model. This assumes

physical access for power or EM monitoring and an offline profiling phase on a
similar device to create leakage templates. The adversary has full knowledge of
the HQC algorithm, public key, implementation details, and the intermediate
random vectors r1, r2, and e. This is a practical assumption, as the adversary
generates the ciphertext themselves. For example, Alice could recover Bob’s key
by measuring a single power trace of his device’s decapsulation process.

3.2 Baseline Attack

Paiva et al. [Pai+25] exploit the leakage of the expand_and_sum operation during
the Reed-Muller decoding process, where codeword in each Reed-Muller block
is processed bit by bit. Let Vi ∈ Fn2

2 be the input vector to the i-th Reed-Muller
decoder block for each i in [0..n1] as shown in Figure 1, representing a possibly
corrupted codeword from the repeated Reed-Muller code used in HQC. Define
the multiplicity as M and the block length n2 = 128M .

As noted by Paiva et al. [Pai+25], the expand_and_sum operation shown in
Listing 1 processes the input vector Vi (denoted as src[] in the listing) in two dis-
tinct steps to produce the output integer vector ai ∈ Z128 (via the pointer dest).
In the initialization step, the algorithm processes only the first 128-bit repetition
within the input block Vi. Each bit from this initial repetition is extracted and its
integer value (0 or 1) is assigned as the initial value for the corresponding element
ai[j] in the output array. Following the initialization, the accumulation step pro-
cesses the remaining M − 1 repetitions within Vi. For each of these subsequent
repetitions, the algorithm again extracts the bit at each position j. The integer
value of this extracted bit (0 or 1) is then added to the existing value stored in the
corresponding element ai[j].

Paiva et al. [Pai+25] use profiled side-channel attacks focusing on the power
and EM leakages generated by these bit-wise manipulations. They are able to
classify the value of each bit being processed, leading to the recovery of a noisy
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version of the intermediate codeword Vi, denoted zVi , with a bit error rate ρ1.
The channel can be modeled as a binary symmetric channel (BSC) with crossover
probability ρ1, representing the bit error rate: P (zVi [j] 6= Vi[j]) = ρ1.

Their post-processing method requires aggregating information to construct
likelihood vectors, which are then used to heuristically guide an algebraic solver.
In their experiments, two traces are needed for full key recovery.

3.3 Key Recovery as an MDPC Decoding Problem with BP

Our core contribution is to model the HQC key recovery task as a decoding prob-
lem for a moderate-density parity-check (MDPC) code. This allows the applica-
tion of iterative belief propagation (BP) algorithms to output soft information
about the key bits from noisy side-channel observations.

MDPC codes [Mis+13] are a class of linear codes defined by a parity-check
matrix that is denser than that of traditional low-density parity-check (LDPC)
codes. While early proposals for MDPC-based cryptosystems often focused on
low-complexity, hard-decision decoding algorithms like Gallager’s bit-flipping [Gal63],
their structure is also amenable to soft-decision BP decoders. Unlike sparse LDPC
matrices, the parity-check matrix of an MDPC code typically has row and column
weights proportional to the square root of the code length.

Parity check matrix and codeword definition.

We first construct the parity-check matrix H for our code. Given vec ∈ Fn
2 ,

let cir(vec) denote the circulant matrix induced by vec. For the valid-ciphertext
attack, the matrix H is formed by concatenating the circulant matrices derived
from r1 and r2, two vectors known to the attacker. The final parity-check matrix
P for our decoding problem is defined by appending the n × n identity matrix
In to H:

P = [H|In] = [cir(r2)|cir(r1)|In]. (2)

Any codeword ĉ ∈ F3n
2 of this code must satisfy the parity-check equation PĉT =

0T (mod 2). We structure this codeword ĉ to contain the secret key components
and a corresponding syndrome vector, syn:

ĉ = [x|y|syn]. (3)

Substituting this structure into the parity-check equation directly yields the defi-
nition of the syndrome vector: syn = [x|y]HT (mod 2).

This framework allows us to use a noisy observation of the syndrome, zsyn, to
recover soft information about the secret key components x and y. We employ
the sum-product BP algorithm for this decoding task.

For hqc-1, the weights of r1 and r2 (75 each) result in an MDPC code with a
row weight of 150 in its H matrix. Additionally, due to HQC’s truncation, only
the first n1n2 rows of P, corresponding to the observed portion of the syndrome,



180
Paper IV: Single-Trace Key Recovery Attacks on HQC Using Valid and Invalid

Ciphertexts

receive initial channel information during decoding. Henceforth, all remaining
analysis considers this truncated n1n2 × 3n parity-check matrix.

LLR initialization.

The BP algorithm operates on log-likelihood ratios (LLRs), defined for a binary
variable b given an observation z as L(b|z) = ln P (b=0|z)

P (b=1|z) . We initialize the LLR
for each bit of the codeword ĉ = [x|y|syn] as follows.

Prior LLR for secret bits. For the first 2n positions corresponding to the secret
key bits of [x|y], the prior probability of being 1 is p1 = ω

n and being 0 is p0 =
1− p1. The prior LLR for each secret bit position is thus:

Lprior(i) = ln p0
p1

= ln
(
n− ω
ω

)
. (4)

Channel LLR for syndrome bits. For the last n bits corresponding to the syn-
drome, the initial LLR is determined by the noisy observations of each syndrome
bit, zsyni

for i ∈ [0..n], obtained from the side-channel oracle (modeled as a BSC
with bit error rate ρ1). The channel LLR for each syndrome bit is calculated as:

Lchannel(i) = ln
P (zsyni

|syni = 0)
P (zsyni

|syni = 1) = (−1)zsyni ln
(1− ρ1

ρ1

)
. (5)

These prior and channel LLRs are concatenated to form the initial LLR vector
Linit ∈ R3n.

Iterative BP and bits ranking.

The sum-product BP algorithm is executed on theTanner graph representation [Tan81]
of the parity check matrix P. The algorithm takes P and Linit as input. It iter-
atively passes messages between variable and check nodes for a fixed number of
iterations, Iter. This process refines the belief for each bit position in the code-
word ĉ, ultimately yielding a final normalized posterior LLR vector, Lfinal ∈ R3n

(details in Appendix Appendix B). The first 2n elements of Lfinal, which contain
the posterior beliefs for the secret key bits x and y, serve as the soft-information
input to our new ISD variant for the final key recovery in Section 5.

We rank the secret key bit indices i ∈ [0..2n] based on their values in Lfinal
from large to small. Indices with the largest values are considered most likely
positions for zeros. We calculate the number of errors (i.e., actual ones) in the
first n positions of the reordered key vector. To understand the performance of
the BP algorithm, this statistic is calculated for various bit error rates ρ1 and the
number of iterations Iter. Figure 3 presents the distribution of this statistic for
three error rate levels and Iter up to 5. The results reveal three key insights: first,
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Figure 3: Frequency plot of the number of errors in the first n positions of the reordered
vector for hqc-1. Each plot is generated with 10 000 random key pairs.

even a single iteration is remarkably effective. Second, while further iterations yield
improvements, the gains diminish rapidly, with performance largely stabilizing
after three iterations. Third, this improvement with increased iteration is more
pronounced for lower bit error rates. Consequently, we use the soft information
after four iterations for the ISD algorithm.

4 OT-FDA-CK: Chosen-Ciphertext Attack with Invalid Ci-
phertexts Using Combined Key Components

We present OT-FDA-CK, a novel side-channel attack capable of recovering the
long-term secret key of HQC. With a Full-Decryption (FD) oracle, the attack
achieves full key recovery with a single chosen-ciphertext query, enabling a single-
trace attack on the Cortex-M4 platform. Our work introduces a more efficient
probing method targeting a combination of secret key components, advancing
the OT-PCA framework [DG25c] and improving upon the two-call FD oracle
attack [DG25b].

4.1 Threat Model

The adversary’s objective is to recover the long-term secret key, (x, y), through an
active chosen-ciphertext attack. In this scenario, the adversary submits a carefully
crafted, invalid ciphertext to a device performing HQC decapsulation and mea-
sures the resulting physical side-channel leakages, such as power consumption or
electromagnetic (EM) radiation.

The attack relies on the construction of a Full Decryption (FD) oracle, denoted
OFD, from side-channel leakage. Unlike traditional binary PC and DF oracles—
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versatile tools effective against many post-quantum schemes and instantiated from
diverse leakages such as timing, power, or cache behavior—the FD oracle, firstly
proposed for HQC in [DG25b], goes further. By exploiting the HQC decoder’s
parallel architecture, it simultaneously reveals all n1 inner Reed-Muller decoding
outputs in a single query. To model its behavior in a noisy environment, we define
an inaccuracy parameter, ρ2, as the probability that each Reed-Muller decoding
from the FD oracle yields an incorrect output. The power of the FD oracle is the
key element that allows the adversary to succeed with a single trace.

To build the FD oracle, our attack assumes a standard profiled side-channel
model. For our experimental validation on the Cortex-M4, we presume the adver-
sary uses a similar, or even identical, “clone” device to build the required leakage
templates. We note, however, that this is a conservative assumption and not a
fundamental requirement. As demonstrated in attacks on lattice-based cryptog-
raphy [Ngo+21a; Guo+23b], the clone-device assumption can often be relaxed,
with attacks remaining potent in cross-device settings. Given that the side-channel
leakage for constructing an FD oracle for HQC [DG25b] is significantly stronger
than for schemes like ML-KEM [Guo+23b], the feasibility of such cross-device
attacks is further reinforced.

4.2 State of the Art: Probing Key Components Individually

The OT-PCA framework [DG25c; DG25b] uses the publicly available HQC de-
coder to construct offline templates (OT) capable of extracting soft information
about the secret key components, x and y, separately. The central idea is that the
secret key acts as a sparse perturbation to a carefully chosen error vector e. The
resulting ciphertext, when processed by the decoder, produces different outputs
(e.g., “success” or “failure” in the PC oracle case [DG25c]) that are correlated with
the secret key’s structure.

The framework comprises of an offline phase and an online attack phase. Dur-
ing the offline phase, error patterns are optimized to maximize the information
gain from each decoder query via a genetic-style algorithm. Then, OTs are built
for each optimized pattern. The process involves generating a large number of low-
weight vectors sampled according to the secret key’s distribution and categorizing
them based on their decoding outcomes. Within each category, the empirical con-
ditional probability of a secret bit position being one is estimated. The templates
essentially map each possible decoder output to the probability of a secret bit being
one at a given position [DG25c; DG25b].

During the actual attack, the adversary crafts ciphertexts by combining the
optimized error vector e and strategically selected polynomials for r1 and r2 to
probe the secret key parts x and y separately. After obtaining the decoder’s output,
the attacker consults the pre-computed OTs to gather information regarding key
bit positions’ likelihood of being one, which facilitates the final post-processing
step.
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Following the OT-PCA framework [DG25c], we assume the adversary, during
the actual attack, has access to pre-computed OTs and optimized error vectors or
has constructed them beforehand. Generating these resources is a one-time low-
cost pre-computation that falls outside the scope of the actual attack phase, as they
relate to the HQC construction itself rather than a specific device or key.

4.3 New Attack Methodology: Probing Combined Key Components

We propose an enhanced OT-PCA variant that improves attack efficiency by si-
multaneously targeting both secret key components, x and y, within a single de-
coding query. This is achieved by choosing special forms of r1 and r2 that result in
a ciphertext with bothx and y components. Specifically, the attacker sets r1 = Xk

and r2 = X l, withXk andX l polynomials with a Hamming weight of one. Ac-
cording to Equation (1), component u becomes u = Xk +h ·X l, and v becomes
v = mG + s ·X l + e. The input to the decoder, v − u · y, is:

v − u · y = (mG + s ·X l + e)− (Xk + h ·X l)y
= mG + e−Xk · y +X l(s− h · y). (6)

As s = x+ h · y, the above can be written as:

v − u · y = mG + e−Xk · y +X l · x. (7)

Equation (7) shows the key innovation of our method: the ciphertext is in-
fluenced by both secret key parts, x and y. Specifically, x contributes through the
shift l (X l · x), while y contributes through the shift k (Xk · y). In contrast,
previous approaches [SGG24; DG25c; DG25b] set either r1 or r2 to 0 to include
only one key component in the ciphertext, forcing each component to be probed
individually.

With an FD oracle defined in [DG25b] that outputs n1 RM decoding results
simultaneously, our attack proceeds by setting the shift parameters k and l to 0.
The ciphertext in Equation (7) then simplifies to v − u · y = mG + e− y + x,
where the perturbation to e is the combined secret x + y. We configure e by
placing the same length-n2 optimized error pattern ε in each of the n1 inner RM
blocks.

Since the inner RM decoders act on disjoint length-n2 blocks of the input,
their operations are independent; and the probability distribution for any block
of x+ y is statistically the same. Consequently, our entire offline analysis can be
simplified to focusing on a single, representative RM block.

Offline phase.

The offline phase aims to identify optimal error patterns ε and to construct an
OT for each. Both require querying the RM decoder with input ε+ ξ, where the
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Algorithm 1 FD attack with combined key components (online phase)

Input: h, s, m (:= 0), salt, scheme parameters (n1, n2,G)
E = {ε1, . . . , εt}, Tε,m for each ε ∈ E

Output: Reliability score vector R
1: R` ← 1.0 ∀` ∈ [0..n1n2]
2: for each ε ∈ E do
3: e← (ε, ε, . . . , ε) . n1 blocks, each with length n2
4: r1 ← X0, r2 ← X0, u← X0 + h ·X0

5: c←
(
u, mG + s ·X0 + e, salt

)
6: Query oracle: (o0, . . . , on1−1)← Oρ2

FD(c)
7: for k ∈ [0..n1] do . for each of the n1 parallel outputs
8: for j ∈ [0..n2] do
9: P ← Pr(ξj = 1 | ok) from Tε,m

10: `← j + k · n2 . map position j in block k to global index `
11: R` ← R` · P
12: end for
13: end for
14: end for
15: return R

vector ξ models a length-n2 block of the combined secret x + y. We generate ξ
by summing two independent samples, ξx and ξy, each drawn according to the
distribution of a secret key block.

To find an optimal ε, we use a genetic algorithm with random starts simi-
lar to that in [DG25b], with the goal of maximizing the output entropy of the
RM decoder. This iterative algorithm generates mutations of the current best
pattern by flipping one or two bits. Each mutation is evaluated by repeatedly
querying the decoder to compute the empirical entropy of its outputs, given by
H = −

∑
d∈DO pd log2(pd), where pd is the empirical probability of decoding

output d in the set of all obtained decoding outputs DO. The mutation yielding
the highest entropy is selected to seed the next generation.

The resulting best error pattern for hqc-1 achieves an entropy of 4.15 bits.
This increases the information extraction per FD oracle query to approximately
191 bits (46×4.15), a significant improvement over the 128 bits from the previous
method in [DG25b], which targets key components individually.

Following the OT-PCA framework [DG25c], we then construct one template
Tε,m for each optimized error pattern ε (m = 0 by default). To do this, we gener-
ate 100 million random ξ vectors, group them by their RM decoding outputs, and
discard any groups with fewer than 50 000 samples. We get 37 groups for the best
error pattern for hqc-1. For each group, we calculate the empirical probability of
being one for each position in the length-n2 block. The Tε,m maps each RM de-
coding output to a vector of conditional probabilities, where each entry represents
the likelihood of a one at that bit position in one block of x+ y.
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Figure 4: Frequency plot of the number of errors in the first n positions of the reordered
vector for different levels of oracle error probability ρ2 from hqc-1. Each level is
drawn with 100 000 random key pairs.

Online phase.

The online phase, shown in Algorithm 1, builds upon the FD attack in [DG25b].
Our attack’s core innovation is its ciphertext construction: setting specific values
for r1 and r2 to probe the combination x+ y in a single query.

For each selected error pattern ε, a ciphertext is constructed and the FD oracle
is queried; with a perfect oracle, a single ε (and thus a single query) suffices. The
algorithm then uses the oracle’s outputs to look up conditional probabilities in the
pre-computed OTs. These probabilities are cumulatively multiplied into a relia-
bility score vector,R, which contains the soft information on x+y. Crucially, the
reliability score for each bit position of the combined secret x+ y is then assigned
to the corresponding bit positions in both x and y. The scores are used to rank
all secret key bit positions by their likelihood of being zero. This ranking serves as
the input for the post-processing step described in Section 5. Figure 4 shows the
distribution of the number of errors in the first n positions of the reordered secret
key vector given different levels of oracle error probability ρ2.

5 Post-Processing with a New ISD Variant

We next describe a new post-processing method to recover the secret vector with
information set decoding (ISD). ISD algorithms are a fundamental tool for solv-
ing the decoding problem for random linear codes, a problem central to code-
based cryptography. The foundational concept was introduced by Prange [Pra62],
with Stern’s subsequent work [Ste88] establishing the highly influential collision-
based, meet-in-the-middle search strategy. This paradigm has been the basis for
numerous modern improvements [MMT11; Bec+12; MO15] and has recently
been complemented by distinct approaches such as sieving-based ISD [GJN24;
Duc+24].

Moving to the context of side-channel analysis, the integration of soft informa-
tion into ISD is critical. While there have been attempts to incorporate reliability
information into Prange-style decoders, the substantially better performance of
Stern’s algorithm makes it the natural foundation for such work. Pessl and Man-
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gard [PM16] pioneered this by adapting Stern’s algorithm to use bit reliability,
employing a column-swapping strategy analyzed with Markov chains. Building
on this direction, we propose a new variant that also leverages soft information but
through a different mechanism: weighted sampling within a constrained set of the
most zero-like bit positions. We adopt this approach for its analytical simplicity, as
the independence between trials facilitates a straightforward performance model,
which we validate through simulation.

More advanced soft-decision decoders, such as SoftStern [Guo+17; Guo+19],
also exist. These are one-pass algorithms that do not re-sample the information
set; they allow for enumerating the most probable error patterns for the collision
search and offer flexibility in memory usage. Combining their list generation with
our iterative sampling is a promising direction for future work. Such a hybrid
approach would require a dedicated evaluation, particularly to analyze the perfor-
mance trade-offs under different memory constraints.

Problem formulation. The post-processing task is to solve for the low-weight
secret key (x, y) given the public key and the soft information obtained from
the previous phase. The core of this problem is the syndrome decoding equation
derived from the public key, which can be expressed in matrix form as:

[
In cir(h)

] [x
y

]
= s, (8)

where cir(h) is the circulant matrix generated from the public polynomial h.
To solve this system, we adapt the general ISD framework of Finiasz and

Sendrier [FS09]. This framework operates by selecting a subset of n + ` column
positions (the information set) and transforming the corresponding submatrix of
the full parity-check matrix into a quasi-standard form via Gaussian elimination:

H̃ :=
(

Q′ 0
Q′′ In−`

)
, (9)

where Q′ is an `× (n+ `) matrix. The key input to our algorithm is a vector of
reliability scores for the secret key (x, y), where each score indicates the likelihood
of the corresponding bit being one.2. Our primary contribution is to leverage
this soft information to guide the ISD process. Instead of randomly selecting an
information set, our method first identifies a small candidate pool containing only
the most reliable (likely zero) positions. The n + ` positions for the information
set are then chosen from this constrained pool using a weighted sampling scheme.

2If only soft information for the 2n1n2 truncated entries is available, the remaining positions
are assigned the a priori probability ω/n.
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5.1 A Modified ISD with Soft Information

Our algorithm proceeds in multiple independent trials. In each trial, an informa-
tion set is first selected and processed to set up a collision search.

Information set selection.

We begin by forming a candidate array of the φ ·n secret bit positions most likely
to be zero (1 < φ < 2), from which we will select the n + ` positions for the
information set. This array is partitioned into two disjoint sets of equal size. To
introduce randomness during partitioning, the array is first segmented into con-
tiguous, non-overlapping blocks of four elements with each block containing an
outer pair (bit indices 0 and 3) and an inner pair (indices 1 and 2). Then, one pair
is randomly assigned to a first set and the other to a second set. This procedure
is applied to all blocks, creating two disjoint sets of size φ·n

2 that form a complete
partition of the candidate array. For each key, this partition is created only once
and reused for all subsequent trials.

Each trial of the algorithm begins with a weighted sampling on the two sets,
drawing n+`

2 bit positions from the first to form subset S1, and n+`
2 positions from

the second to form subset S2. Together, these n+ ` positions form the informa-
tion set. The weighted sampling is to make sure that bits more likely to be zero
are more prone to be selected. For OT-FDA-CK, we use the inverse of the condi-
tional probability of being one for each bit position as the weight, which is directly
obtained from the online attack phase. For VC-KRA-MDPC, we observe that the
probabilities of being one, inferred from the final normalized posterior LLRs in
Lfinal, exhibit low variance, making direct use of these values akin to sampling
from a uniform distribution. To amplify the underlying reliability ranking and
make use of the good variation of Lfinal, we define the weight for bit position i
using the transformation (1.1 ·maxj (Lfinal(j))− Lfinal(i))−1.

The corresponding submatrix of the full parity-check matrix is then trans-
formed via Gaussian elimination to yield a system with a partial syndrome of
length `. For an n×2n parity-check matrix, the cost of this Gaussian elimination,
denoted as CGauss, is O(n3). The concrete cost of a schoolbook implementation
can be estimated as 243, 246, and 248 for hqc-1, hqc-3, and hqc-5 respectively.
The resulting partial syndrome becomes the target for the subsequent step.

Collision search.

The search for a solution proceeds using a standard meet-in-the-middle approach
to find a combination of two low-weight error patterns, one from each subset (S1
or S2), that solves the partial syndrome equation. Let the target weight in each
subset be a small integer w0.

First, a list L1 is constructed by enumerating all possible error patterns of
weight bounded to w0 with support restricted to the positions in S1. For each
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pattern, the corresponding `-bit partial syndrome is computed and stored, typ-
ically in a hash table for efficient lookup. Subsequently, we enumerate all error
patterns of weight bounded to w0 with support in S2. For each of these patterns,
its partial syndrome s2 is computed. We then check if the value star− s2 exists in
the hash table for L1, where star is the target partial syndrome from the Gaussian
elimination step.

A successful collision identifies a candidate solution with a total weight of
≤ 2w0 within the information set. This candidate must then be verified against
the full syndrome decoding problem. For our chosen parameters (e.g., ` = 51
for hqc-1), the partial syndrome is sufficiently long to ensure that the cost of
handling random collisions and verifying them is negligible compared to the cost
of list generation and search, assuming an O(1) memory access cost.

Success condition and complexity.

A trial succeeds if it finds a low-weight key that passes all parity checks. Due to
the design of HQC, this solution is guaranteed to be the unique secret key. In
our simulations, since we know the true key, we can directly verify this success
condition: a trial succeeds if the true secret key’s partition across subsets S1 and
S2 has a weight of at most w0 in each. The overall algorithm succeeds if any of its
T independent trials succeeds.

The complexity of a single trial is dominated by the Gaussian elimination, list
generation, and collision search. With a target error weight ofw0 in each partition,
the cost can be approximated as:

Ctrial ≈ CGauss + 2 ·
(

n+`
2
w0

)
· w0 · `.

Here, CGauss is the cost of the initial Gaussian elimination. The second term
represents the cost of the meet-in-the-middle search, where we generate two lists
of size

((n+`)/2
w0

)
and the computation of each partial syndrome has a complexity

proportional to w0`.
The list size,

((n+`)/2
w0

)
, determines the memory requirement. For hqc-1,

where n = 17 669 and we set ` = 51, choosing w0 = 3 leads to a list size of
approximately

(8860
3
)
≈ 236.5. Storing one of these lists may require hundreds

of gigabytes of RAM, for an efficient implementation. The time complexity for
this trial is dominated by the list operations, estimated at 2 · 236.5 · w0` ≈ 245

operations, which is slightly higher than the initial CGauss ≈ 243. For higher
security levels, a smaller w0 (e.g., w0 = 2) may be necessary, or algorithms such
as SoftStern [Guo+17; Guo+19] that allow adjusting the list size in a fine-grained
manner.

The total complexity of the attack is therefore T · Ctrial. The number of trials
an adversary can perform is ultimately limited by their computational budget. For
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example, with a total post-processing budget of 260 operations, an adversary could
execute approximately T = 260/Ctrial ≈ 215 trials.

5.2 Simulation Results

Parameter choice and simulated success rate.

The algorithm’s performance depends on two key parameters: the candidate pool
size factor, φ, and the number of trials, T . The parameter φ governs a tradeoff
between the number of errors in the candidate array and the sampling flexibility.

A small φ yields a candidate array nearly the same size as the n + ` positions
to be sampled. While this pool contains the fewest total errors, it offers little sam-
pling flexibility as the number of errors in the final subsets (S1 and S2) is nearly
determined by the number of errors present in this constrained pool. Conversely,
a larger φ introduces a vast number of additional zero positions into the pool albeit
at the cost of also including some lower-ranked errors. It provides the crucial flex-
ibility for the sampling process to “replace” an error from the top-ranked portion
with a zero from the extended section. Ultimately, this flexibility can increase the
probability of drawing two subsets with fewer errors, which is especially important
when oracle accuracy is lower.

Figure 5 plots the simulated success rates of OT-FDA-CK with a perfect oracle
and 10 000 random keys for two choices of φ, 1.1 versus 1.2, against the number
of trials T up to 215. A significant advantage for the smaller φ value is evident
when T is small. This performance gap narrows as the number of trials grows. In
all remaining simulations, we set φ = 1.2 by default.

Modeling the success rate.

Our goal is to find the minimum T required to achieve a desired success rate (e.g.,
95%). For a given key, as each trial is independent, the probability of success
after T trials, Psucc, can be modeled by the one-shot success probability, Pos, as
Psucc = 1− (1− Pos)T .

We first validate this theoretical model. To obtain an empirical estimate of Pos
for a given key, we perform 10 000 independent tests, each with T bounded by
215. The value for Pos is calculated as the proportion of tests that succeed on the
very first trial. Figure 6 shows this validation for three distinct random keys. In
all three cases, the simulation success rates align closely with their corresponding
curves from theoretical estimation, confirming the model’s accuracy.

Analysis of the one-shot success probability.

While the model holds for a single key, Pos varies across different keys. To predict
the average success rate at a given T , we analyze the distribution of Pos using 1 000
random keys. For each key,Pos is calculated as the success rate over 100 000 single-
trial tests (T = 1).
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Figure 5: Simulated success rates with dif-
ferent φ. x-axis in log scale.
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Figure 6: Estimated vs. simulated success
rates for three distinct keys. x-
axis in log scale.

Figure 7(a) shows the histogram of Pos for VC-KRA-MDPCwith ρ1 = 0.355.
The distribution is highly polarized. The BP decoder effectively solves “easy” key
instances, pushing their success probability to nearly one within one trial. How-
ever, it has little impact on “harder” instances, which remain clustered at a low
success probability. This creates a large gap in the distribution, with very few keys
having a Pos between 0.6 and 1.0.

Figure 7(c) shows the histogram of Pos for OT-FDA-CK with a perfect oracle.
In contrast, without the BP step, the data points are predominantly clustered at
low success probabilities, and the remaining values spread continuously across the
range. For both attacks, a guaranteed failure (Pos = 0) is very rare, accounting
for only 0.4% and 0.7% of keys, respectively.

Estimating expected success rate.

With the empirical distribution of Pos, we can estimate the expected success rate
Psucc, which is given by the expectation of the success function: Psucc = E[f(Pos)],
where f(p) = 1− (1− p)T .

We perform a bootstrap estimation to project the evolution of the expected
success rates and its 95% confidence interval for T up to 220. Figure 7(b) and Fig-
ure 7(d) show the estimated curves for the two attacks respectively. The estimation
predicts that about T = 211 trials are required to achieve a 95% average success
rate for VC-KRA-MDPC with ρ1 = 0.355 and OT-FDA-CK with a perfect oracle.
As shown in the figures, the estimation curves for these two specific configurations
align closely with the success rates in simulation, validating the model.

We can quantify our VC-KRA-MDPC attack from an information-theoretic
perspective. Modeling the power leakage for each bit from expand_and_sum as
a BSC channel with crossover probability ρ1, a single trace provides n1n2(1 −
Hb(ρ1)) bits of information. For hqc-1, our error rate of ρ1 = 0.355 yields ap-
proximately 1 090 bits. In contrast, the experiments in [Pai+25] report a lower
error rate of 0.14—yielding roughly 7 300 bits per trace—yet their method re-
quires two traces. This demonstrates our MDPC model’s superior efficiency.
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(a) VC-KRA-MDPC: Histogram of one-shot suc-
cess rates (Pos) for 1 000 random keys with
ρ1 = 0.355.
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(b) VC-KRA-MDPC: Estimated success rates
(Psucc) using Pos. x-axis in log scale.
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(c) OT-FDA-CK: Histogram of one-shot success
rates (Pos) for 1 000 random keys with ρ2 =
0.
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(d) OT-FDA-CK: Estimated success rates (Psucc)
using Pos. x-axis in log scale.

Figure 7: Post-processing success rates for the two single-trace attacks on hqc-1.

6 Validations

This section presents a practical, real-world validation of the single-trace attacks
proposed in this paper. We evaluate the effectiveness of our attacks on a recent
HQC implementation protected with codeword masking. Our evaluation fol-
lows a standard profiled side-channel attack methodology: first, we characterize
the device’s leakages and build templates on a clone device; subsequently, we use
these templates in an attack phase to recover the secret key from a single power-
consumption trace captured from the target.

Our experiments are based on the ChipWhisperer Husky toolkit, including
the CW308 UFO board and the CW308T-STM32F405 target board with a 32-
bit ARM Cortex-M4 CPU, operating at a frequency of 25 MHz. Power traces are
sampled at 200 MHz. The Husky’s hardware limits trace acquisition to approxi-
mately 131 000 samples per capture. To analyze longer functions, we performed
multiple captures with identical inputs, adjusting the measurement offset for each.
This sequence of captures is treated as a single trace, as no new information is
learned beyond the extended observation window.

We target the most recent reference implementation of HQC [Gab+25] (com-
mit from 26 Aug, 2025) for the hqc-1 parameter set. The source code was com-
piled using the arm-none-eabi-gcc compiler with the -O3 optimization level.
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6.1 Targeting Codeword Masking with Valid Ciphertexts

Bypassing codeword masking.

The codeword masking relies on the linearity of the underlying codes. A random
message mask m′ is generated, encoded into a codeword mask c′, and added to
the decoder input. If an attacker can recover m′, the countermeasure is trivially
defeated.

We recoverm′ by targeting the Reed-Solomon encoder, as shown in its sim-
plified form in Listing 2. The authors of [Goy+24] demonstrated that the Galois
field multiplication, gf_mul, leaks significant information about its first operand.
In the reference HQC implementation, this first operand (gate) is directly derived
from the secret message mask m′, while the second operand is a known constant.

Following a standard profiling procedure, we collected 10 000 traces of the
Reed-Solomon encoder for random messages. Each trace is split into k1 segments
according to the outer loop; each segment contains dRS multiplications that share
the same first operand. We use Fisher’s linear discriminant analysis (LDA) to train
a classifier that predicts the byte value of this first operand.

As input to the classifier, we use a reduced trace obtained via a standard t-test:
for each bit bi of the gate variable, we compute a list of points of interest (PoI) lsti.
We then form the union

⋃
i lsti of these bit-wise PoI lists and select the leftmost

and rightmost points a and b from that union; the reduced trace is built from PoI
equal to [a..(b+ 1)]. This procedure yields a single, compact window that covers
all bit-specific informative samples while remaining suitable as an input to LDA.
We train k1 separate models in total, one per segment. For hqc-1 this produces
310 000 traces per model, which we split 90%/10% into training and validation
sets. The classifiers achieve an average accuracy of 0.9997 across all models for
a single multiplication. Since each input is processed by dRS independent multi-
plications, aggregating the per-multiplication predictions reduces the overall error
probability to a negligible value. Finally, the mask m′ can be recovered from the
gate values using Gaussian elimination.

These results indicate that codeword masking does not provide meaningful
protection. Even for a relatively modest single-multiplication success rate 0.765,
the probability to fully recoverm′ with simple majority voting reaches 0.99. There-
fore, the single-multiplication accuracy 0.9389 reported in [Goy+24] (the discrep-
ancy with our result is attributable to differences in platform and measurement
setup) is already sufficient to remove the mask with overwhelming probability.

Obtaining the leakage for VC-KRA-MDPC.

With the maskm′ recovered, we can compute the corresponding codeword mask
c′ = m′G and subtract it, thereby exposing the original value c = mG+x ·r2 +
y·r1+e. The goal ofVC-KRA-MDPC is to obtain a noisy observation of this value,
c̃ ≈ c+ c′, from which we can approximate the syndrome syn = x · r2 + y · r1.
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1 void reed_solomon_encode(uint8_t *cdw , const uint8_t *msg) {
2 memset(cdw , 0, PARAM_N1);
3 for (i = 0; i < PARAM_K; ++i) {
4 gate = msg[PARAM_K - 1 - i] ^ cwd[PARAM_N1 - PARAM_K - 1];
5 for (j = 0; j < PARAM_G; ++j) {
6 tmp[j] = gf_mul(gate , PARAM_RS_POLY[j]);
7 }...}...}

Listing 2: reed_solomon_encode (simplified)

Table 3: Average accuracy of recovering bits from expand_and_sum for hqc-1.

Bit Range 0–127 128–255 256–383

Accuracy 0.9698 0.8144 0.7159
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Figure 8: The t-test value for output bit 0 of expand_and_sum. The latter part of the
function is truncated as the t-test value is within red lines until the end of the
function.

This leakage is sourced from the expand_and_sum function (shown in Listing
1) within the Reed-Muller decoder. The function’s structure reveals that each
output bit in the dest array depends onM distinct bits from the input src array,
spaced 128 bits apart. This dependency is visualized in the t-test results shown in
Figure 8, where the leakage related to the processing of bits 0, 128, and 256 for
the first output bit is clearly visible.

Inspired by this structure, we built templates to recover theM -bit tuples that
contribute to each output bit simultaneously, rather than recovering the codeword
bit-by-bit. For each of 128 tuples, we trained an LDA model on 10 000 traces of
the first call to expand_and_sum during decapsulation. The resulting bit-wise
recovery accuracies are detailed in Table 3. As expected, the accuracy slowly de-
creases for later bits as there are fewer points in the trace leaking information about
them.

Attack results.

To evaluate the success rate of the full single-trace attack, we performed 100 inde-
pendent trials. In each trial, a new key pair and a valid ciphertext were generated.
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1 void compute_syndromes(uint16_t *syndromes , uint8_t *cdw) {
2 for (size_t i = 0; i < 2 * PARAM_DELTA; ++i) {
3 for (size_t j = 1; j < PARAM_N1; ++j) {
4 syndromes[i] ^= gf_mul(cdw[j], alpha_ij_pow[i][j - 1]);}
5 syndromes[i] ^= cdw [0];}}

Listing 3: compute_syndromes

From a single power trace of the decapsulation, we first executed our attack on the
Reed-Solomon encoder to recover the mask m′, which was successful in all 100
trials. We then used our models to recover the masked noisy codeword c̃ from n1
expand_and_sum functions. From this, we computed the Log-Likelihood Ratios
(LLRs) for the syndrome vector, incorporating the bit-wise probabilities from our
models.

This soft information was fed into the Belief Propagation (BP) decoder. For
all 100 keys, after a single iteration of BP, there were zero errors remaining in the
first n positions of the reordered key vector. A final Gaussian elimination step
was sufficient to recover the full secret key, achieving a 100% success rate. This
result confirms the practical viability of the VC-KRA-MDPC attack, even against
a codeword-masked implementation.

6.2 Invalid Ciphertext Case

We validated the OT-FDA-CK attack against the HQC implementation protected
by codeword masking. The countermeasure was bypassed by first recovering the
random mask messagem′, as detailed in Section 6.1, and then constructing a FD
oracle for the masked Reed-Muller outputs. The linearity of the Reed-Muller
code allows us to subtract the known mask from the oracle’s output to obtain the
true decoded values.

The oracle targets the gf_mul operation within the compute_syndromes
function (Listing 3). The first operand to gf_mul corresponds to the output of
an inner Reed-Muller decoder. This byte leaks significantly, enabling near-perfect
recovery. For hqc-1, each Reed-Muller output is used in 30 separate multiplica-
tions, providing ample leakage to create an oracle with no observed errors.

Our experiments on the Cortex-M4 platform confirm that we can perfectly
recover the last 45 Reed-Muller decoding outputs, thus constructing a perfect par-
tial FD oracle. This strong leakage source was previously identified in [DG25b].
To assess its impact, we simulated the attack for hqc-1 over 10 000 random keys.
With a 45-output oracle, we achieved a 90% key recovery rate after 210 ISD trials
and 98% after 215 trials. This is only marginally less effective than an attack using
a full 46-output oracle, with the performance gap diminishing as the number of
trials increases (see Figure 10 in the appendix for a direct comparison).
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7 Discussion

7.1 On Attack Methods

Information-theoretical analysis. From an information-theoretic perspective, our
proposed attacks demonstrate a significant leap in efficiency compared to previous
works, requiring substantially fewer bits of information from the side channels to
achieve full key recovery. This reduction is a key enabler for the success of our
single-trace attacks.

For attacks using valid ciphertexts, the contrast is stark. The method by Mail-
let et al. [Mai+25] is the most demanding, requiring the recovery of u · y, on the
order of n bits, which is ∼ 17 000 bits for hqc-1. This high threshold explains
the practical need for 83 traces in their experiment on the Cortex M4 platform.
The attack by Paiva et al. [Pai+25] is more efficient but still requires approximately
7 000 bits per trace, totaling ∼ 14 000 bits for their two-trace attack. Our passive
attack, VC-KRA-MDPC, radically lowers this requirement. By modeling the prob-
lem as MDPC decoding, we need only about 1 000 bits of information, making a
single-trace recovery feasible.

In the realm of CCA, our active attack (OT-FDA-CK) is also superior. The
original FD-oracle attack [DG25b] required two oracle calls for hqc-1, with each
revealing around 128 bits, meaning the side channel had to leak a minimum of
256 bits. In contrast, our improved OT-FDA-CK attack creates an FD oracle with
an output entropy of approximately 191 bits. This indicates that our OT-FDA-CK
method is likely the most efficient for scenarios involving protected implementa-
tions or high-noise environments where physical side-channel leakage is limited.

Combining leakage sources. The invalid ciphertext setting grants an attacker
significantly more freedom, enabling a single-trace attack that is more powerful
than either of our standalone attacks (VC-KRA-MDPC and OT-FDA-CK). While
both attacks model the key recovery as a decoding problem on the vector e′ =
e + r1 · y + r2 · x where e, r1, and r2 are known, the CCA adversary setting
provides a critical advantage: the attacker can choose r1 and r2 to be extremely
sparse (e.g., weight 1, 2, or 3).

This choice allows for a combination of leakages. Specifically, combining the
noisy information from the expand_and_sum function provides a better estima-
tion of e′ than what the FD oracle provides alone, which in turn frames a fun-
damentally easier decoding problem. Also, the ability to select sparse r1 and r2
allows us to construct a significantly sparser LDPC code for post-processing. This
is a marked improvement over the MDPC code derived from the denser, randomly
generated vectors in the valid ciphertext attack. The transition to a sparser code
improves the performance of BP algorithms, making the attack using combined
leakage more robust to noise. Consequently, the attack is ideal for analyzing well-
protected implementations or high-noise environments.
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Alternative methods. In developing our OT-FDA-CK attack, we explored alter-
native probing strategies, such as increasing the Hamming weight of the interme-
diate polynomials r1 and r2. The hypothesis was that a larger, denser perturbation
in the decoder’s input vector (v−u·y = mG+e+

∑
j X

ljx−
∑

iX
kiy) would in-

crease the chance of decoding to a faraway codeword. This, in turn, would increase
the entropy of the Reed-Muller decoding output, thus yielding more information
from the FD oracle.

However, our experiments showed that this method did not improve upon the
version presented and, in fact, performed worse. A possible explanation is that an
LDPC decoding problem with a denser parity-check matrix demands substantially
more information to be effectively resolved.

Interestingly, we did observe that this method could be used to construct
a more powerful Multi-Value Plaintext-Checking (MV-PC) oracle-based attack
than the one presented in [DG25b]. A detailed analysis of this improved MV-PC
attack is beyond the scope of this paper and we leave its exploration for future
research.

7.2 Countermeasures

The powerful single-trace attacks presented in this paper render many existing
countermeasure strategies ineffective, highlighting an urgent need for more ro-
bust defenses. We analyze the shortcomings of two primary approaches: low-cost
detection schemes and masking.

Low-cost, detection-based countermeasures. Low-cost countermeasures typi-
cally rely on detecting anomalous behavior, such as failing a sanity check on the
ciphertext’s structure (e.g., checking if it is too sparse or skewed) or observing an
excessive number of decapsulation failures for a given key-pair. Upon detection,
the device might refresh its secret key or shut down. However, these methods
have known drawbacks. Besides being bypassable, as shown in the context of Ky-
ber [Rav+24a], they can introduce new vulnerabilities. Forcing a fallback to key
generation, for instance, shifts the operational focus to a process that is inherently
more vulnerable and costly to secure than decapsulation itself. Furthermore, an
adversary could deliberately trigger repeated failures to mount a Denial-of-Service
(DoS) attack, creating an additional attack surface.

Our single-trace attacks render such strategies largely ineffective. The passive
attack using a valid ciphertext (VC-KRA-MDPC) is particularly stealthy, as it does
not trigger decapsulation failures, making it invisible to these detection mecha-
nisms. While the active, oracle-based attack (OT-FDA-CK) does induce errors, the
detection-based approach fails to protect past communications. For instance, if a
static key is used over an extended period (e.g., 30 days), an adversary can archive
the encrypted traffic and mount the attack on the final day. A successful key recov-
ery would retroactively compromise all data exchanged during that period. Our
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current chosen ciphertext selection in OT-FDA-CK also adds the public key h to
u (s and e to v)—all of which are dense vectors in our setting—making simple
sanity checks on ciphertext sparsity ineffective.

Masking countermeasures. Codeword masking has been suggested as a defense
for the expand_and_sum operation in HQC [Mai+25]. However, our experi-
mental results on the Cortex-M4—a crucial benchmark for embedded security—
demonstrate that this countermeasure is insufficient to prevent our single-trace key
recovery.

True protection against these attacks will likely require more granular, gate-
level masking schemes that introduce more fresh randomness into sensitive com-
putation. The high performance overhead of such schemes, however, remains a sig-
nificant barrier. The development of efficient yet secure masking is therefore a crit-
ical direction for future research. This is especially pertinent given that even well-
regarded first-order masking schemes for lattice-based cryptography have been
broken with a small number of traces, even in a cross-device setting [Guo+23b].
Since the side-channel leakage from HQC appears stronger than that from Ky-
ber, the effectiveness of any proposed masking implementation must be rigorously
evaluated against FD-based attacks like ours.

While recent work on masked HQC implementations [Goy+25] is a com-
mendable step, public and open-source libraries are essential. The community
requires rigorously-vetted implementations to properly evaluate the practical se-
curity of HQC before its widespread deployment as a standard.

8 Concluding Remarks

In this work, we have presented significant side-channel threats to HQC, a new
NIST PQC KEM standard, driven by three methodological contributions and
a validation using power consumption measurements taken with a ChipWhis-
perer device. Our methodological advances include: 1) a novel passive attack that
uniquely reframes key recovery as a MDPC decoding problem; 2) a new active
attack employing an efficient chosen-ciphertext strategy to probe a linear combi-
nation of secret key components; and 3) a new ISD variant that exploits reliabil-
ity information, crucial for both attacks. We have validated these methods with
a Cortex-M4 platform, demonstrating for the first time that even a codeword-
masked implementation can be broken with a single trace. Critically, low-cost
detection-based countermeasures are ineffective to both attacks.

This work opens several avenues for future research. First, given that our at-
tacks defeat codeword masking, a critical area for future work is the development
of more efficient and secure masking schemes. A second direction is the explo-
ration of new leakage sources on various hardware platforms, such as FPGAs, to
construct powerful oracles. Since the Full Decryption (FD) oracle for HQC is
a recent development, understanding its practical feasibility and variations across
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different implementations is a critical next step. Finally, we highlight the need
for a more rigorous, quantitative analysis of combined leakage attacks, especially
when targeting state-of-the-art defenses such as the new masked implementation
proposed in [Goy+25].
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Appendix A: Additional Figures

Figure 9. Figure 9 shows the estimated success rates obtained from simulated
Pos values for VC-KRA-MDPC. The results align with the expectation that φ =
1.1 yields a higher success rate for a small number of trials (T ). As T increases,
however, the performance with φ = 1.2 becomes comparable and can eventually
be superior, especially when the bit error probability (ρ1) becomes higher.

Figure 10. Figure 10 presents a comparison of simulated success rates for the
OT-FDA-CK attack, assuming a perfect Full-Decryption (FD) oracle. The sim-
ulation, conducted over 10 000 random keys, contrasts the scenario where the
oracle provides all 46 Reed-Muller decoding outputs with a scenario where it
provides only 45 outputs. The latter case corresponds to the experimental valida-
tion detailed in Section 6.2, where we demonstrate that a perfect oracle for the
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Figure 9: Estimated success rates (Psucc) using Pos via bootstrapping. x-axis in log scale.

last 45 Reed-Muller outputs can be constructed by exploiting leakage from the
compute_syndrome function in the Reed-Solomon decoder. The results show
that the missing first Reed-Muller decoding output has only a minor impact on
the attack’s success rate. This effect is most pronounced for a small number of trials
(T ), while the performance gap between the two scenarios becomes negligible as
T increases.
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Figure 10: Impact of a partial oracle on OT-FDA-CK attack success rate. The plot compares
simulated success rates using a perfect FD oracle with 46 RM outputs versus
one with 45 RM outputs, averaged over 10 000 keys. x-axis in log scale.

Appendix B: Sum-Product BP Algorithm

This section provides a detailed description of the sum-product belief propagation
(BP) algorithm used for decoding in our VC-KRA-MDPC attack, as introduced in
Section 3.3. We use a normalized version to stabilize convergence. The algorithm
operates on the Tanner graph representation [Tan81] of the parity-check matrix
P = [H|In], where H = [cir(r2)|cir(r1)]. The goal is to compute the posterior
log-likelihood ratios (LLRs) for the bits of the codeword ĉ = [x|y|syn] given the
initial LLR vector, Linit.

Let vi denote the i-th variable node (corresponding to the i-th bit of ĉ) and cj

denote the j-th check node (corresponding to the j-th row of P). The algorithm
iteratively passes messages between these nodes.
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Let Lvi→cj denote the message from variable node vi to check node cj . This
message represents the LLR of the variable node vi based on information from all
connected check nodes except cj . LetLcj→vi denote the message from check node
cj to variable node vi. This message represents the extrinsic information about vi

provided by the parity-check equation at cj , based on information from all other
connected variable nodes. The algorithm proceeds as follows:

1. Initialization. For each variable node vi and each adjacent check node cj , the
initial message is set to the LLR of the corresponding bit from Linit.

L(0)
vi→cj

= Linit(i),

where Linit(i) is defined by Equations (4) and (5) in the main text. The messages
from check nodes to variable nodes are initialized to zero, i.e., L(0)

cj→vi = 0.

2. Iterative updates. For a fixed number of iterations, t = 1, 2, . . . , Iter, the
following messages are computed.

Check node to variable node update. The message from a check node cj to
a variable node vi is calculated based on the incoming messages from all other
variable nodes vi′ connected to cj (where i′ 6= i). The update rule is:

L(t)
cj→vi

= 2 · atanh

 ∏
i′∈N (cj)\{i}

tanh

L(t−1)
vi′→cj

2

 ,
where N (cj) is the set of indices of variable nodes connected to check node cj .
This operation effectively computes the LLR for bit i assuming the parity-check
equation at cj is satisfied.

Variable node to check node update. The message from a variable node vi to a
check node cj is the sum of its initial LLR and the incoming messages from all
other check nodes cj′ connected to vi (where j′ 6= j).

L(t)
vi→cj

= Linit(i) +
∑

j′∈N (vi)\{j}
L(t)

cj′→vi
,

where N (vi) is the set of indices of check nodes connected to variable node vi.

3. Normalized belief updates. In each iteration t, after receiving messages from
all connected check nodes, the posterior LLR for each variable node is updated
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and normalized. This normalized belief, L(t)
post(i), is calculated as:

L
(t)
post(i) =

Linit(i) +
∑

j∈N (vi) L
(t)
cj→vi

|N (vi)|+ 1 .

The final output of the algorithm, Lfinal, is the vector of posterior LLRs from
the last iteration, i.e., Lfinal(i) = L

(Iter)
post (i). This vector is then used as the soft-

information input for the ISD-based post-processing step described in Section 5.

Appendix C: BroadApplicability of theVC-KRA-MDPCAt-
tack

Our new VC-KRA-MDPC attack has broad applicability. This attack exploits the
same expand_and_sum leakage source identified by Maillet et al. in [Mai+25].
The authors of [Mai+25] claim their attack “targets standard Instruction Set Ar-
chitectures (ARM T32, RISC-V, x86-64) and compiler optimization level” and
works on both optimized (Non-SIMD) and reference implementations. Since
our VC-KRA-MDPC attack targets the identical leakage source but employs a far
more efficient key recovery approach, it inherits this wide-ranging applicability
and significance.

As shown in Figure 11, the VC-KRA-MDPC attack remains highly effective
against hqc-3 and hqc-5, achieving high success probabilities even with a signif-
icant bit error rate of ρ1 = 0.35.

20 25 210 215

Number of trials (T )

0.0

0.5

0.9
1.0

hqc-3, ρ1=0.35

hqc-5, ρ1=0.35

Figure 11: Simulated success rates for VC-KRA-MDPC on hqc-3 and hqc-5 with bit error
rate ρ1 = 0.35. Each series uses 10 000 keys and the number of trials T is
bounded by 215. w0 = 3. x-axis in log scale.
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Unlocking the True Potential
of Decryption Failure Oracles:

A Hybrid Adaptive-LDPC
Attack on ML-KEM Using

Imperfect Oracles

Abstract

Side-channel attacks exploiting Plaintext-Checking (PC) and Decryption Failure
(DF) oracles are a pressing threat to deployed post-quantum cryptography. These
oracles can be instantiated from tangible leakage sources like timing, power, and
microarchitectural behaviors, making them a practical concern for leading schemes
based on lattices, codes, and isogenies. In this paper, we revisit chosen-ciphertext
side-channel attacks that leverage the DF oracle on ML-KEM. While DF ora-
cles are often considered inefficient compared to their binary PC counterparts in
lattice-based schemes, we demonstrate that their full potential has been largely
unrealized.

We introduce a novel attack framework that combines adaptive query gener-
ation with belief propagation for Low-Density Parity-Check (LDPC) codes. Our
methodology crafts carefully balanced parity checks over multiple secret coeffi-
cients, maximizing the Shannon information extracted from each oracle query,
even in the presence of significant noise. This approach dramatically reduces
the number of queries required for a full key recovery, achieving near-optimal

Qian Guo, Denis Nabokov, Thomas Johansson. “Unlocking the True Potential of Decryption
Failure Oracles: A Hybrid Adaptive-LDPC Attack on ML-KEM Using Imperfect Oracles”. To
appear in: 35th USENIX Security Symposium (USENIX Security 26).
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efficiency by approaching the theoretical Shannon information bound. For ML-
KEM-768 with an oracle accuracy of 95%, our attack requires only 2 950 queries
(a 1.35 ratio to the Shannon lower bound), establishing that a well-designed DF
attack can surpass the efficiency of state-of-the-art binary PC attacks.

To validate the practical impact of our findings, we apply our framework to
the recent GoFetch attack, showing significant gains in this real-world, microar-
chitectural side-channel scenario. Our method reduces the required measurement
traces by over an order of magnitude and eliminates the need for computationally
expensive post-processing, enabling a full key recovery on higher-security schemes
previously considered intractable.

1 Introduction

The recent conclusion of the National Institute of Standards andTechnology (NIST)
post-quantum cryptography (PQC) standardization process has established CRYSTALS-
Kyber as a primary global standard for public-key encryption and key establish-
ment. Now formally standardized as the Module-Lattice-based Key-Encapsulation
Mechanism (ML-KEM) in FIPS 203 [Nat24], its widespread deployment is im-
minent. This landmark decision has intensified research into its practical secu-
rity, especially its resilience against side-channel attacks. Kyber’s design follows
a common paradigm in modern cryptography: a public-key encryption (PKE)
scheme with chosen-plaintext attack (CPA) security is first constructed, which
is then transformed into a key encapsulation mechanism (KEM) with chosen-
ciphertext attack (CCA) security using a variant of the Fujisaki–Okamoto (FO)
transform [FO99]. This transformation, while providing theoretical security, in-
troduces new attack surfaces at the implementation level.

Among the various side-channel vectors, oracle-based attacks represent a par-
ticularly potent threat. This powerful methodology abstracts the physical leakage
of a device into a conceptual black box, or “oracle”, which reveals specific infor-
mation about the internal state or outputs during cryptographic operations. By
carefully crafting ciphertexts and feeding them to the decapsulation procedure, an
attacker can use the oracle output to recover the secret key.

The concept of exploiting decryption outcomes in lattice-based cryptography
can be traced back to early reaction attacks [HGS99] and has evolved into a so-
phisticated taxonomy of oracles. The most frequently discussed are the decryp-
tion failure (DF) oracle and the plaintext-checking (PC) oracle. A general PC
oracle [Băe+19; Uen+22a], given a chosen ciphertext c̃ and a message m, reveals
whether the PKE decryption of c̃ equals m. A DF oracle [GJN20a] is similar to
the general PC oracle, by viewing that the chosen ciphertext c̃ is typically (but
not necessarily) modified from a valid ciphertext c corresponding to a plaintextm
(the “reference plaintext”). The DF oracle, similar to the general PC oracle, tells
whether the PKE decryption result of c̃ is equivalent to the reference plaintextm.
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If the oracle returns 1, then it is a decryption success; otherwise, it is a decryption
failure.

In the area of lattice-based cryptography, the term PC oracle by default refers to
the binary PC oracle, a specialized variant introduced by D’Anvers et al. [DAn+19b]
and later utilized by Ravi et al. [Rav+20a]. With this oracle, an attacker crafts ci-
phertexts such that the decrypted message m′ depends on a single coefficient of
the secret key, taking one of two distinct values—specifically, an all-zero vector
versus a sparse vector with a single nonzero element. It is important to note that
general PC oracles, DF oracles, and binary PC oracles extract at most 1 bit of
information per oracle call. While more powerful variations exist, such as the
multi-value PC oracle [Raj+23; Tan+23; SLZ24; GMÅ24; Li+25] and the full
decryption oracle [Xu+20; Ngo+21a; Rav+22a; Guo+23b], these advanced ora-
cles require significantly more information from a single query, which limits their
use-cases.

The abstraction of oracles offers a clean and effective separation between the
physical discovery of a leakage and its mathematical exploitation. This allows re-
searchers to concentrate on developing efficient key-recovery algorithms based
on specific oracle types, while others focus on identifying physical leakages to
instantiate those oracles, ultimately leading to generic attack methodologies ap-
plicable across lattice-based, code-based, and isogeny-based KEMs [Uen+22a].
Furthermore, this approach facilitates the exploitation of a wide range of side-
channel leakages. These leakages range from strong to extremely subtle and include
timing discrepancies [Eat+18; PT19; DAn+19b; GJN20a; Guo+22a; Ber+25;
CVE24], power and electromagnetic emanations [Rav+20a; Xu+20; Ngo+21a;
Uen+22a; Sch+22b; Rav+22a; Raj+23; Tan+23; Guo+23b; She+23b; DG25c],
and complex microarchitectural behaviors such as attacks exploiting dynamic fre-
quency scaling [Wan+22], cache timing [Hua+23a], contention on execution units
due to variable-time instructions [SGG24], data memory-dependent prefetch-
ers [Che+24b], and contention on shared resources in trusted execution environ-
ments [Gas+25b; Wei+25].

Furthermore, in contrast to attacks targeting operations that directly manipu-
late secret values, such as the Number TheoreticTransform [PPM17], oracle-based
attacks are considerably more challenging to detect and mitigate. This difficulty
arises because such attacks exploit information leakages that have an indirect and
often obscured relationship with the secret key. Last, the implications of oracle-
based attacks extend beyond the realm of traditional side-channel analysis, e.g.,
in key-mismatch and misuse attacks [Flu16; DFR18; Băe+19; Qin+21; GM23]
against IND-CPA secure KEMs or in fault-injection attacks [Xag+21; Mon+24].
This is because such attack vectors can be used to construct required PC-style ora-
cles, effectively transforming the problem into one solvable with a PC oracle-based
attack.
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Motivation. Recent research into PC oracle-based side-channel attacks against
lattice-based cryptographic schemes has largely followed two trends. The first fo-
cuses on optimizing query efficiency for perfect oracles. This line of work, initiated
by Qin et al. [Qin+21], employs adaptive techniques, such as using Huffman cod-
ing on oracle outputs, to dramatically reduce the number of queries required for a
key recovery. Subsequent work has refined this approach, achieving query counts
that approach the theoretical Shannon limit [GM23]. The second trend confronts
the more practical scenario of inaccurate oracles, which arise from environmen-
tal noise, measurement limitations, or active countermeasures. Here, methods
have been proposed that combine adaptivity with error detection codes [She+23b].
However, these approaches tend to lose efficiency as the oracle’s error rate increases,
as their reliance on techniques like majority voting requires a high number of traces
to maintain accuracy. Non-adaptive approaches using Low-Density Parity-Check
(LDPC) codes, such as the SCA-LDPC framework proposed in [Guo+23b], offer
strong error-correction capability. However, they lack the information gain from
adaptive queries, and their evaluation on binary PC or DF oracles in the lattice-
based setting has been limited.

Within this context, a prevailing belief has formed that binary PC oracles
are fundamentally more powerful and efficient than DF oracles for lattice-based
schemes (see e.g. [Rav+24b]). This view, however, overlooks a crucial advantage of
DF oracles: flexibility. This flexibility is twofold. First, certain physical leakages
can naturally instantiate a DF oracle such as the timing leakage in [GJN20a]. Sec-
ond, DF oracles are more general; they trigger when decryption fails to an unspeci-
fied message, whereas a binary PC oracle requires the decrypted message to match
one of two precisely crafted, distinct values. This gives an attacker greater freedom
in constructing chosen ciphertexts. Despite this, existing attacks based on DF ora-
cles are often considered inefficient. For instance, a recent attack by Hermelink et
al. [Her+24] on ML-KEM-768 required 7 000 perfect DF oracle queries for a full
key recovery—a query count 4.49 times the information-theoretic lower bound.
In stark contrast, our method achieves a full key recovery with only 2 950 queries
against a noisy oracle, demonstrating a dramatic leap in efficiency. The recent
GoFetch attack [Che+24b] serves as a prime example of these challenges. While
it successfully constructs a DF oracle against Kyber on Apple M-series CPUs, its
practical efficiency is hampered by significant limitations. The attack can only
partially recover secret key coefficients, necessitating a computationally expensive,
multi-hour lattice reduction step for full key recovery. Furthermore, it requires a
large number of traces to overcome measurement noise, highlighting the ineffi-
ciencies of current DF oracle exploitation techniques.

This paper challenges the perception of DF oracle inferiority. We investigate
whether the DF oracle is truly less efficient than the binary PC oracle, or if its full
potential has simply not been realized. This leads to the core problem we address:
How can we design a more query-efficient oracle-based attack, especially for inaccu-
rate oracles, and how closely can we approach the information-theoretic lower bound?
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Table 1: Comparison of binary PC and DF Oracle-Based Key-Recovery Attacks onML-KEM.

Work Oracle Accuracy Level (ρ) # Oracle Calls (Approx.) Theoretical Lower Boundb Ratioc

Scheme: ML-KEM-512

Hermelink et al. [HPP21] (2021) Perfect (100%) 5 750 1 195 4.81
Hermelink et al. [Her+23] (2023) 100%; 90% 5 500; 12 000 1 195; 2 250 4.6; 5.33
Ueno et al. [Uen+22a] (2022) 96% 7 680 1 577 4.87
Shen et al. [She+23b] (2023)d 95% 3 875 1 674 2.31
ThisWork 95% 2400 1 674 1.43

Scheme: ML-KEM-768

Hermelink et al. [HPP21] (2021) Perfect (100%) 6 750 1 560 4.33
ThisWork 95% 2950 2 186 1.35

bCalculated as H2(sk)/(1−H2(ρ)), where H2(sk) is the Shannon entropy of the full secret key
(≈ 1 195 bits for ML-KEM-512, ≈ 1 560 bits for ML-KEM-768) and 1−H2(ρ) is the
maximum information per query with noise level ρ.
cRatio of Oracle Calls to the Theoretical Lower Bound. A lower ratio indicates higher efficiency.
dThis is a follow-up for [Qin+21; GM23] that extends Huffman coding approach to the noisy
oracles. While Huffman coding is the most efficient method for perfect oracles, the focus of this
paper is on the noisy case.

Our work explores this question by developing a novel DF oracle-based attack,
demonstrating that a carefully constructed attack methodology allows DF oracles
to achieve, and even surpass, the efficiency of their binary PC-based counterparts,
particularly in noisy, realistic environments.

New Techniques. To answer the research questions posed, we introduce a novel
attack methodology that combines the principles of adaptive querying with the
powerful error-correction capabilities of LDPC decoding. Our technique is cen-
tered on two core concepts.

First, we design queries that create high-information parity checks involving
multiple secret key coefficients. Instead of targeting individual coefficients, which
often leads to unbalanced and less informative oracle outputs, our method con-
structs linear combinations of several secret coefficients. This approach is powerful
for two reasons: 1) it directly generates the parity checks required by an LDPC
decoder, and 2) it allows us to maximize the information gained from each query.
By carefully selecting the coefficients and a corresponding threshold, we can bal-
ance the oracle’s output distribution (i.e., make the probability of success or failure
close to 0.5). This technique effectively functions as a randomness extractor, en-
suring each oracle call yields close to the channel capacity, a maximum of Shannon
entropy one can obtain with the noisy oracle.

Second, our attack is structured as a multi-phase, adaptive framework. The at-
tack begins by issuing a series of these information-maximized queries. The noisy
oracle responses are then processed by a belief propagation decoder, which com-
putes a posterior probability distribution for each targeted secret coefficient, si-
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multaneously aggregating information and correcting errors. The crucial step is
the adaptive nature of the subsequent phase: based on these posterior probabili-
ties, the attacker generates new, targeted queries designed specifically to resolve the
highest remaining uncertainties. This adaptive loop—querying, decoding, and re-
adapting—maximizes efficiency at each step. This hybrid approach overcomes the
fragility of purely adaptive methods in noisy settings while improving the query
count compared to purely non-adaptive schemes. The combination allows us to
significantly reduce the number of traces for a full key recovery, demonstrating
that DF oracles can be highly efficient.

Research Contributions. Our core contributions are:

• We introduce a novel hybrid attack framework that combines adaptive query-
ing with belief propagation for Low-Density Parity-Check (LDPC) codes.
Our method crafts ciphertexts that generate balanced, high-information
parity checks over multiple secret key coefficients. This approach maxi-
mizes the Shannon information extracted from each query, proving highly
effective even when interacting with imperfect or noisy oracles.

• We demonstrate that a well-designed Decryption Failure (DF) oracle attack
can achieve, and in noisy environments surpass, the efficiency of state-of-
the-art binary Plaintext-Checking (PC) oracle attacks. Our extensive simu-
lations show a dramatic reduction in the required number of oracle queries.
For instance, on ML-KEM-768 with an oracle accuracy of 95%, our attack
requires only 2 950 queries for a full key recovery (a ratio of just 1.35 to
the lower Shannon’s bound). A detailed comparison with previous works is
presented in Table 1.

• We validate the practical impact of our findings by applying our framework
to the GoFetch attack scenario [Che+24b]. Our methodology achieves sig-
nificant gains in this real-world setting, overcoming previous limitations.
We reduce the required measurement traces by more than an order of mag-
nitude, eliminate the need for computationally expensive post-processing,
and enable the practical full key recovery on higher-security schemes, which
was intractable with the original GoFetch method.

The source code is available at https://doi.org/10.5281/zenodo.17899501.

Outline. The remainder of this paper is organized as follows. Section 2 provides
the necessary background on ML-KEM and defines the threat model. Section 3
details our novel key-recovery methodology. In Section 4, we apply our framework
to the GoFetch attack scenario to demonstrate its practical effectiveness. We then
discuss the broader implications of our findings in Section 5. Finally, Section 6
concludes the paper and outlines directions for future research.

https://doi.org/10.5281/zenodo.17899501


2 Preliminaries 213

2 Preliminaries

In this section, we provide the necessary background, covering the fundamental
aspects of the ML-KEM scheme and outlining the threat model assumed in this
work.

Notation. We use lowercase bold letters (e.g., v) for polynomials or vectors, and
uppercase bold letters (e.g., A) for matrices. For a polynomial v, its i-th coefficient
is denoted by v[i]. All arithmetic on polynomial coefficients is performed modulo
q. Polynomials reside in the ring Rq = Zq[x]/(xn + 1), where n = 256. We
represent values from Zq as {−bq/2c, . . . , bq/2c} for odd q. For a vector s =
(s0, . . . , sd−1) composed of d polynomials fromRq, we abuse notation and write
s[i] for 0 ≤ i < d · n to refer to sbi/nc[i mod n].

We useH2 for the Shannon binary entropy and Berρ for the Bernoulli distri-
bution with parameter ρ.

2.1 ML-KEM (Kyber)

ML-KEM, previously named CRYSTALS-Kyber [Sch+20], is a key encapsulation
mechanism (KEM) selected by the U.S. National Institute of Standards and Tech-
nology (NIST) as a primary standard for post-quantum cryptography [Nat24].
The scheme’s security is based on the hardness of the Module Learning with Er-
rors (MLWE) problem.

To achieve security against chosen-ciphertext attacks (IND-CCA), ML-KEM
employs a variant of the Fujisaki-Okamoto (FO) transform [FO99]. This trans-
form converts an IND-CPA secure public-key encryption scheme (denoted ML-
KEM.CPAPKE) into an IND-CCA secure KEM (denoted ML-KEM.CCAKEM).

The core procedures for key generation, encapsulation, and decapsulation are
detailed in Algorithm 1. These descriptions are simplified for clarity, omitting
implementation-level optimizations like the Number TheoreticTransform (NTT).
The complete specifications are available in the official documentation [Nat24].

In ML-KEM, a smart design includes compression and decompression func-
tions that reduce ciphertext sizes by operating coefficient-wise on polynomials.
They are defined as follows:

Definition 1 (Compression). The function Compq(x, d) : Zq → Z2d is defined
as:

Compq(x, d) =
⌊

2d

q
· x
⌉

(mod 2d). (1)

Definition 2 (Decompression). The function Decompq(x, d) : Z2d → Zq is
defined as:

Decompq(x, d) =
⌈
q

2d
· x
⌋
. (2)
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Algorithm 1 A Simplified View of the ML-KEM
ML-KEM.CCAKEM.KeyGen()

Output: sk′, pk

1: z
$←− {0, 1}256

2: (A, s, e) $←− Rd×d
q × Bd

η1 × B
d
η1

3: b← As + e
4: pk ← (b, ρ), where ρ is the seed for A
5: sk ← s
6: sk′ ← (sk, pk,H(pk), z)
7: return (pk, sk′)

ML-KEM.CCAKEM.Encaps(pk)
Input: pk = (b, ρ)
Output: K, ct

8: m $←− {0, 1}256

9: (K, r)← G(m,H(pk))
10: A← Gen(ρ)
11: r $←− Bd

η1 ; e1
$←− Bd

η2 ; e2
$←− Bη2

12: u← AT r + e1
13: v ← bT r + e2 + Decompq(m, 1)
14: c1 ← Compq(u, du)
15: c2 ← Compq(v, dv)
16: ct← (c1, c2)
17: return (K, ct)

ML-KEM.CCAKEM.Decaps(sk′, ct)
Input: sk′ = (sk, pk, h, z), ct = (c1, c2)
Output: K ′

18: u′ ← Decompq(c1, du)
19: v′ ← Decompq(c2, dv)
20: m′ ← Compq(v′ − skT u′, 1)
21: (K ′, r′)← G(m′, h)
22: K̄ ← J (z, ct)
23: ct′ ←ML−KEM.CPAPKE.Enc(pk,m′, r′)
24: if ct 6= ct′ then
25: K ′ ← K̄
26: end if
27: returnK ′



2 Preliminaries 215

Table 2: Parameter sets for ML-KEM [Sch+20]

Scheme n d q η1 η2 (du, dv)

ML-KEM-512 256 2 3329 3 2 (10, 4)
ML-KEM-768 256 3 3329 2 2 (10, 4)
ML-KEM-1024 256 4 3329 2 2 (11, 5)

The scheme also employs hash functions J , G, andH. ML-KEM is specified
for three security levels—ML-KEM-512,ML-KEM-768, andML-KEM-1024—each
with a unique parameter set, as detailed inTable 2. All variants use the prime mod-
ulus q = 3329. The module rank, d, is set to 2, 3, or 4 for the respective security
levels. Secret and error polynomials are sampled from a centered binomial distri-
bution, Bη, parameterized by η1 and η2.

2.2 TheThreat Model

In our threat model, we consider a side-channel adversary whose goal is to recover
the secret key from an ML-KEM implementation. The adversary has the capa-
bility to perform a chosen-ciphertext attack: they can submit crafted ciphertexts
to the decapsulation device and observe physical side-channel information (e.g.,
timing, power) emitted during the computation. We abstract this physical leakage
into a conceptual tool known as an “oracle”, which the adversary queries to gain
information about the secret.

This oracle-based approach is a powerful and widely used methodology in
side-channel analysis. It creates a clean separation between the physical discovery
of a leakage and its mathematical exploitation. This allows for the development of
generic key-recovery algorithms that are applicable across a wide range of crypto-
graphic schemes and physical platforms.

The oracles central to attacks on PQC KEMs such as ML-KEM, including the
ones discussed in this paper, are generally categorized as follows:

• Binary Plaintext-Checking (PC) Oracle: This is the most common ora-
cle model for lattice-based schemes that allows for a given ciphertext c̃ to
obtain information about the corresponding decrypted plaintextm′. An at-
tacker crafts ciphertexts such that m′ depends on a single coefficient of the
secret key. This causes m′ to take one of two distinct, predictable values,
for instance, ”the decrypted plaintext will be 0” (an all-zero vector) or ”a
unit vector 0i−1‖1‖0l−i−1” (a single 1 at a specific position, with all other
bits being 0). The side-channel leakage, therefore, acts as a simple binary
distinguisher for a secret coefficient. More powerful, though less common,
variants like the multi-value PC oracle also exist.
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• General PC and Decryption-Failure (DF) Oracle: A more general primi-
tive is an oracle that, given a ciphertext c̃ and a reference messagem, reveals
whether the decrypted plaintext m′ is equal to m. In the context of FO-
transformed KEMs, the General PC oracle and the DF oracle effectively col-
lapse into the same side-channel observation [Uen+22a] and can be treated
as mathematically equivalent. In this work, we adopt the term DF Oracle
for this primitive. We do so for two reasons: (1) to clearly distinguish our
approach from the restrictive binary PC oracle described above, and (2) to
align with the physical reality of our target scenario (GoFetch [Che+24b]),
where the leakage manifests as a system-level failure (e.g., a pointer derefer-
ence fault) when decryption yields an unexpected value.

As both the binary PC and DF oracles described here provide at most one bit
of information per query, we collectively refer to them as one-bit-bound oracles.

These abstract one-bit-bound oracle models are remarkably generic; key-recovery
algorithms based on them are applicable not only to lattice-based schemes but
also to code-based and isogeny-based KEMs. Furthermore, they are versatile and
can be instantiated by exploiting a wide spectrum of side-channel leakages—from
strong to extremely subtle—including timing discrepancies [Eat+18; PT19; DAn+19b;
GJN20a; Guo+22a; Ber+25; CVE24], power and electromagnetic emanations [Rav+20a;
Xu+20; Ngo+21a; Uen+22a; Sch+22b; Rav+22a; Raj+23; Tan+23; Guo+23b;
She+23b; DG25c], and complex microarchitectural behaviors [Wan+22; Hua+23a;
SGG24; Che+24b; Gas+25b; Wei+25]. While the oracle abstraction is general, its
concrete instantiation is highly platform-dependent, relying on the specific leak-
age characteristics of the target’s hardware and software. In this work, we assume
the existence of such an oracle to simulate the performance of the key recovery; its
instantiation within the GoFetch attack scenario will be detailed in Section 4.

3 New Key-Recovery Approach for ML-KEM

This section outlines our new key-recovery strategy for ML-KEM while drastically
reducing the number of oracle queries.

3.1 Information-Theoretic Foundations

As established in Section 2.2, a chosen oracle returns a single binary value. Because
of noise, imperfect encodings, and conditional mutual information, the amount
of Shannon information we obtain per query is generally strictly less than one bit.
Fewer bits per query translate directly into more queries before the secret is re-
covered, so we are motivated to maximize the information carried by each oracle
response.
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Setting. Let S denote the random variable we wish to learn; for concreteness,
you may think of S = s[i] ∈ {−2,−1, 0, 1, 2}1 when we deal with ML-KEM-
768. Because S is finite, we can list all its possible values in a table together with
their probabilities. A side-channel adversary crafts a ciphertext that leads to the
computation of a predicate

X = f(S) ∈ {0, 1},

that is detectable via side-channels. This function we call an encoding of S. For
instance, one may take f(S) =

[
s[i] > 0

]
, yielding the truth vector (0, 0, 0, 1, 1)

for s[i] ∈ {−2,−1, 0, 1, 2}.

Noisy Oracle. In practice, the oracle is noisy: instead of X we observe Y =
X ⊕E, where E ←$ Ber1−ρ is independent of S and the oracle accuracy ρ > 1

2 .
Upon seeing Y we gain the mutual information

I(S;Y ) = H(S)−H(S | Y ).

Maximizing I(S;Y ) therefore minimizes the expected number of queries. The
next lemma shows that information is maximized when the observable output Y
is balanced.

Lemma 1 (Balanced leakage maximizes information). Fix the oracle accuracy ρ ∈
(1

2 , 1] and let f : supp(S)→ {0, 1} be an arbitrary predicate. Write q := Pr
[
f(S) =

1
]

and r := Pr[Y = 1] = (1− ρ) + (2ρ− 1)q. Then

I(S;Y ) = H2
(
r
)
−H2

(
1− ρ

)
= H2

(
r
)
−H2

(
ρ
)
,

whereH2 is the binary entropy function. The quantity I(S;Y ) achieves its maximum
1−H2(ρ) when and only when r = 1

2 .

Proof. BecauseX = f(S) is deterministic,H2(Y | S) = H2(Y | X) and hence

I(S;Y ) = H2(Y )−H2(Y | S) = H2(Y )−H2(Y | X) = I(X;Y ).

Maximizing I(X;Y ) therefore also maximizes I(S;Y ), and it is enough to work
with the simpler binary random variable X .

For a binary-symmetric channel with crossover probability 1 − ρ, we have
I(X;Y ) = H2(Y ) − H2(Y | X) = H2(r) − H2(1 − ρ), where r = (1 −
ρ) + (2ρ− 1)q. The second term is constant, and H2(r) is strictly concave with
a unique maximum at r = 1

2 . Hence I(X;Y ), and therefore I(S;Y ), is maxi-
mized when r = 1

2 .
1Later in the attack, we group together several coefficients, but setting with one coefficient should

be sufficient for the present discussion.
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Figure 1: An example of a simple highly unbalanced encoding [s[i] > 0] on a single secret
coefficient for ML-KEM-768

Implications for Attack Design. The preceding lemma says that every oracle call
can obtain at most 1 −H2(ρ) bits of information; this upper bound is achieved
only when the observable bit Y is perfectly balanced. Note here that if Pr[X =
1] is close to 0.5, then Pr[Y = 1] is even closer to 0.5, thus, finding a good
balanced encoding guarantees that Y is well-spread. So, for now we focus on X
for clarity, but our attack searches for encodings maximizing how balanced Y is,
i.e., it depends on the accuracy of the oracle ρ.

One of our goals is to select such a balanced encoding. Unfortunately, one
can not choose any binary string for an encoding: the set of possible encodings is
dictated by the oracle itself, for example, in a typical binary PC oracle attack, the
message is forced to be all zero except for a single bit. This leads to encodings of
the form s[i] > t or s[i] < t for t ∈ {−2, 1, 0, 1, 2} that are generally poorly
balanced. See example in Figure 1.

In the following we show a new construction that allows much more balanced
encodings which leads to a better information per oracle call extraction and reduc-
tion of the number of traces.

3.2 Creating Basic Chosen Ciphertexts

Our main idea is to make the oracle output depend not on a single coefficient
of the secret key, but on several of them simultaneously. Specifically, we define
the target random variable S as an ω-dimensional vector composed of ω > 1
chosen coefficients from the secret key s. The random variable S can thus take on
up to |Bη1 |ω distinct vector values. This vastly larger support space alleviates the
problem of probability being concentrated on a single value, which is crucial for
creating well-balanced encodings.

This approach extends the work of [Guo+23b], which proposed targeting the
sum of several secret coefficients. While targeting the sum also improves the bal-
ancing problem, it leads to an unavoidable loss of information through aliasing.
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For instance, the secret vectors (0,−1) and (−1, 0) are indistinguishable as their
sum is −1 in both cases. Our method is more general as it targets the joint distri-
bution of the vector directly, allowing us to potentially distinguish every possible
outcome. This increased granularity, however, comes at the price of a more com-
putationally intensive key-recovery phase.

Let us briefly revisit the decapsulation procedure. The secret key s consists of
d polynomials, s = (s0, . . . , sd−1), where si ∈ Rq. Similarly, for a ciphertext
(u,v), we have u = (u0, . . . ,ud−1) for ui,v ∈ Rq. The message is computed
as m′ ← Compq(v′ − sT u′, 1), where u′ and v′ are obtained via application
of the Decompq function. The message bit m[j] is set to 0 if (v′ − sT u′)[j] is
closer to 0 (modulo q) and to 1 otherwise. The switch happens at ±(

⌊ q
4
⌋

+ 1).
Thus, we always choose u in a way so that for each coefficient c of sT u′ we have
|c| ≤

⌊ q
4
⌋
. This guarantees that the decrypted message would be exactly m except

for positions with additional noise in v.
More concretely, let v′ = Decompq(m, 1) + δ, then the input to Compq at

position 0 ≤ j < n is

(v′ − sT u′)[j] = m[j] + δ[j]︸︷︷︸
additional noise

− (sT u′)[j]︸ ︷︷ ︸
secret dependent

.

A decryption failure for positive δ[j] happens if

δ[j]− (sT u′)[j] >
⌊
q

4

⌋
,

or, rearranging,

(sT u′)[j] < δ[j]−
⌊
q

4

⌋
.

Similarly, for negative δ[j] we have (sT u′)[j] > δ[j] +
⌊ q

4
⌋
. Due to the choice

of q and construction of Decompq function, the value δ[j]±
⌊ q

4
⌋

is a multiple of⌊
q

2dv

⌋
. Thus, by carefully choosing the added noise at position j, we can trigger a

decryption failure if

(sT u′)[j] > k ·
⌊
q

2dv

⌋
, or

(sT u′)[j] < −k ·
⌊
q

2dv

⌋
,

(3)

where k ∈ {0, 1, 2, 3}. In other words, the decryption failure at position j hap-
pens when one of the inequalities from 3 is satisfied. Which inequality we look at
depends on the sign of the added noise; both can not be satisfied at the same time.

The first type of encoding we work on is created when exactly one value of δ
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Figure 2: A visualization of encoding types that are used in the key-recovery process for
ω = 2. (a) Basic encoding that is represented by a single inequality, geometri-
cally is determined by a hyperplane, separating ω-dimensional space into two
regions, (b) using DF oracle, we can combine multiple inequalities/hyperplanes,
implementing logical OR over these inequalities to achieve more balanced en-
codings.

is nonzero at position j and u has ω nonzero values at arbitrary positions. Note
that setting u0[i1] = z, results in (sT u′)[j] having a value{

−z · s0[j − i1], if i1 ≤ j,
z · s0[n− i1 + j], otherwise

due to multiplication inRq. This notation can easily become cumbersome; thus,
instead of describing how to choose u, we focus on the inequality determining if
decryption failure is triggered. Then this encoding type could be described by a
single inequality (or a predicate)

z0s[i0] + . . .+ zω−1s[iω−1] ≶ T, (4)

where indices (i0, . . . , iω−1) could be chosen freely, T is the multiple of
⌊

q
2dv

⌋
, the

comparison sign (greater or less) depends on the sign ofT and values (z0, . . . , zω−1)
are from image of Decompq(·, du) with additional restriction |η1 ·

∑ω−1
i=0 zi| <⌊ q

4
⌋

to avoid triggering decryption failure for positions different from j. So, in
words, we can create a ciphertext that, with the help of the oracle, should reveal
information about the linear combination of ω secret coefficients, in particular,
where this linear combination is greater or less than some threshold value of our
choice. See a low-dimensional example in Figure 2a.

The random variable S is then S = (s[i0], . . . , s[iω−1]). The complexity
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of our key-recovery process depends on the support size of S, which is |Bη1 |ω.
Generally, a larger ω allows for more balanced encodings at the price of exponen-
tially slower key recovery. We choose ω = 4 for our attack as it provides a good
trade-off, and an additional reason is revealed in Section 3.3.

3.3 Utilizing DF Benefits: Complex Encoding

Even though the truth table for S is quite large (i.e., 74 = 2401 for ML-KEM-
512 and 54 = 625 for ML-KEM-768 and ML-KEM-1024), the encoding we can
obtain from Section 3.2 is still highly structural as it is a hyperplane separating
vectors in two classes and, for example, if the inequality (sT u′)[j] > 0 is satisfied
for some s[i] = 1 where s[i] is part ofS, then it would also be satisfied for s[i] = 2.
This is rather unfortunate since the more structure we have, the less likely to have
a well-balanced encoding.

We propose a new idea that allows us to increase the number of possible en-
codings that are less structured, which allows a more efficient (in number of oracle
calls) key-recovery process. The idea is based on the benefits that the DF oracle
provides, specifically, that it can detect if the decrypted message differs from the
intended message at any position. In Section 3.2, similarly to a typical binary PC
oracle attack, we choose only one nonzero position in δ. But now we allow m′ to
be different from m at a few positions.

As was shown previously, after fixing u to have exactly ω nonzero positions
and setting δ[j] to be nonzero, we get an inequality over ω secret coefficients.
Therefore, we can choose δ[j1] and δ[j2] to be nonzero, then the decryption failure
would occur if the inequality at position j1 or the inequality at position j2 is
satisfied. However, a naive choice of j1 and j2 would result in an encoding over
two disjoint sets of secret coefficients, increasing the dimension of S to 2ω and
making key recovery much more computationally heavy.

Luckily, the negacyclic ring structure of Kyber provides a powerful solution.
By carefully selecting the nonzero positions in both u′ and the noise δ to be related
by cyclic shifts, we can force all the resulting inequalities to depend on the exact
same set of ω secret coefficients. We now give an example that is easily generaliz-
able. Set

u′0 = z0 + z1x
64 + z2x

128 + z3x
192

δ = δ0 + δ1x
64 + δ2x

128 + δ3x
192,

while other polynomials of u are 0. A careful inspection of the computation of
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v′ − sT u′ reveals the 4 inequalities:
z0s0[0] + z1s0[64] + z2s0[128] + z3s0[192] ≶ T0

−z3s0[0] + z0s0[64] + z1s0[128] + z2s0[192] ≶ T1

−z2s0[0]− z3s0[64] + z0s0[128] + z1s0[192] ≶ T2

−z1s0[0]− z2s0[64]− z3s0[128] + z0s0[192] ≶ T3

where threshold Ti depends on δ[64i]. Instead of a single inequality over ω vari-
ables, the oracle now depends on ω inequalities over the same variables. The co-
efficients of the linear combination could be chosen freely for the first inequality,
later we apply a negacyclic shift. Notably, despite some limitations on the linear
combination coefficients, we still can choose Ti freely and independently which
greatly increases the flexibility of constructing an encoding and, consequently, how
balanced it is. The visualization of this approach for ω = 2 is shown in Figure 2b.

This approach implicitly uses the fact that ω has to be a divisor of n. And since
n = 256, ω has to be a power of 2, ω = 4 is a reasonable choice as ω ≥ 8 gets
too expensive. This is because the runtime of our key-recovery scales with |Bη1 |ω.

The idea is generalizable in a way that we can choose which block of secret key
to target, then we set ui to have nonzero values at positions (j1, j1 + 64, j1 +
128, j1 + 192), while for v at positions (j2, j2 + 64, j2 + 128, j2 + 192) for
0 ≤ j1, j2 < n. This leads to 4 inequalities over 4 secret coefficients from si. We
call this type of encoding full rotation encoding. See more details and examples in
Section Appendix A.

3.4 Key-Recovery Strategy

In Sections 3.2 and 3.3 it was shown how to obtain a single bit from an oracle that
maximizes the amount of information we learn. In order to recover the whole
secret key, many more bits are required. We can define a lower bound on the
number of required oracle calls using channel capacity and entropy of the key as
H2(s)/(1−H2(ρ)). In this Section, we discuss the strategy of combining several
calls to maximize information gain.

Multibit Encoding

The first straightforward approach is to keep the subset of secret coefficients fixed,
then several different encodings are used. Thus, each vector of the random variable
S is encoded with several bits. The estimation of the received information in
this case essentially follows Section 3.1. Calling oracle k times on S gives us y,
which is a binary string of length k, so that we obtain multibit encoding of S.
If y is uniformly distributed, then we obtain the maximum possible amount of
information k(1 −H2(ρ)), thus, the goal of making y balanced stays the same,
but now instead of a single bit we try to balance k bits.
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The common approach is to use something akin to Hamming adaptive encod-
ing, where the first bit is chosen to be as balanced as possible, while the choice of
the subsequent bit encoding depends on the previous bits, again trying to make
a balanced bit. This adaptive approach, however, struggles when the accuracy of
the oracle ρ drops since incorrect early bit negatively affects subsequent choices.
Therefore, as our approach is designed to work with inaccurate oracles, we try to
limit adaptivity for now.

We create multibit encodings for full rotation checks that were described in
Section 3.3 as they provide the most flexibility and create the most balanced en-
codings. Ideally, we just put together k balanced encodings and obtain close to
k(1−H2(ρ)) amount of information. Unfortunately, the encodings are not inde-
pendent in general. Even if each bit is perfectly balanced on its own, the bitstring
y is not uniform. This leads to an interesting scenario: the more bits we add to a
multibit encoding of S, the less amount of information each subsequent bit pro-
vides, as we are slowly exhausting nearly independent encodings. We stress again
that each bit encoding is fixed in advance before the attack starts.

We search for this multibit encoding first by randomly sampling 10 000 bal-
anced full rotation 1-bit encodings, then we greedily try to combine them with a
goal to get as uniform y as possible. In our experiments, we found 7 bits to be a
good cutoff. For ρ = 0.95, the theory suggests the upper bound of information
to be 4.99522 bits, while we can get (on average) 4.66449 bits for ML-KEM-512
and 4.67581 bits for ML-KEM-768, i.e., we lose about 0.3 bits of information
per 7 calls.

We split all secret coefficients into n
ωd sets of ω coefficients. Then, for each set,

we call the oracle 7 times. But it is not enough to recover the whole secret. Adding
more bits to multibit encoding gives diminishing returns, a different approach is
needed to maximize further extracted information.

Batches: New Adaptive Approach

Since the multibit full rotation encodings were applied to independent subsets
of s, the total information gathered in this initial phase is simply the sum of the
mutual information from each subset. However, to resolve the remaining uncer-
tainty, we must introduce new encodings that link these previously independent
groups, as illustrated in Figure 3. A significant challenge arises here: estimating
the information gain from a new linking query is nontrivial, as it is statistically
dependent on 16 previous secret coefficients. A direct computation of the overall
mutual information quickly becomes intractable.

To overcome this, we propose an adaptive, iterative strategy. After the initial
phase of full rotation encodings, we compute a posterior probability mass function
(PMF) for each secret coefficient based on the oracle outputs. This belief state
then guides the selection of new queries. For any given set of four coefficients,
we can efficiently search for a nearly optimal balanced encoding. We achieve this
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Figure 3: Illustration of the two-phase query strategy. (a) In the initial phase, full rotation
encodings create strong, independent checks over structured, disjoint groups
of coefficients (e.g., within s0, s1, etc.). (b) In the batch phase, basic encod-
ings create flexible ”linking” checks that connect arbitrarily chosen coefficients
across the different groups.

by checking a pre-selected set of approximately 12 000 candidate encodings and,
based on the current posterior PMFs, quickly selecting the one that yields the
most balanced oracle response, thereby maximizing the expected information gain.
To manage this process, we again partition all secret coefficients into n

ωd disjoint
subsets and apply one such adaptively chosen encoding to each. We define this
full set of n

ωd new queries as a batch.
To integrate the information from this new batch and update our belief state,

we employ a belief propagation (LDPC) decoder, following the SCA-LDPC frame-
work [Guo+23b]. The decoder processes the responses from all oracle queries
made so far—both the initial full rotation encodings and all subsequent batches.
This not only combines the information but also provides powerful error-correction.
The output is a new, more refined set of marginal PMFs for each secret coefficient.
The attack proceeds by iteratively adding new batches of adaptively generated
queries and running the LDPC decoder, progressively reducing the uncertainty
until the secret key is recovered.

Hybrid Adaptive Algorithm Using LDPC

The complete hybrid attack strategy, combining the initial information gathering
with the adaptive batch-based approach, is outlined in Algorithm 2. The process
begins by querying the oracle with a precomputed set of 7-bit full rotation encod-
ings to establish a baseline of information. Based on these initial responses, we
compute a preliminary posterior probability mass function (PMF) for each secret
coefficient using a maximum-likelihood approach.
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The attack then enters an iterative loop, where in each round, or batch, we
partition the secret coefficients and apply new, adaptively chosen single-bit basic
encodings to link them. The responses from each batch are collected and then
processed, along with all previous data, by an LDPC decoder. This step updates
the PMFs for all coefficients, refining our belief state and leveraging the error-
correcting properties of the decoder. This loop continues for a fixed number of
batches.

Algorithm 2 Hybrid Adaptive Key-Recovery Strategy
Input: Oracle noise level ρ, Maximum number of batches Bmax, Entropy threshold

Bentr

Output: Estimated secret key ŝ
1: CF R ← Precomputed 7-bit full rotation encoding
2: DF R ← ∅ . Storage for full rotation oracle responses
3: Dbatch ← ∅ . Storage for batch oracle responses
4: for all polynomials sk in s do
5: for all j ∈ {0, . . . , 63} do
6: I ← {j, j + 64, j + 128, j + 192} . Select coefficient indices
7: y← empty array of size 7
8: for i ∈ {0, . . . , 6} do
9: cti ← BuildFRCt(CF R, I, i, k) . Build ciphertext for i-th bit for sk

10: y[k]← QueryOracle(cti)
11: end for
12: Add (I, CF R,y) to DF R

13: end for
14: end for
15: pmfs← ComputeInitialPMFs(DF R) . Initial belief via Max-Likelihood
16: for b ∈ {1, . . . , Bmax} do
17: P ← RandomPartition({0, . . . , n · d− 1}, size=ω)
18: for all subset of indices I ∈ P do
19: if H2(pmfs[I]) < Bentr then continue; . Skip if the chosen coefficients have

low total entropy
20: enc← FindBalancedEncoding(I , pmfs) . Adaptively find best encoding
21: ct← BuildBatchCt(enc, I)
22: y ← QueryOracle(ct) . Get 1 noisy bit
23: Add (I, c, y) to Dbatch

24: end for
25: pmfs← LDPC-Decode(DF R ∪Dbatch) . Update beliefs
26: end for
27: ŝ← EstimateKeyFromPMFs(pmfs) . Make final decision
28: return ŝ

To evaluate the effectiveness of our strategy, we ran simulations for both ML-
KEM-512 and ML-KEM-768 using an oracle with ρ = 0.95. The results, aver-
aged over 100 keys, are presented in Figure 4. We measure the attack’s progress
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Figure 4: Attack results for ML-KEM-512 (top row) and ML-KEM-768 (bottom row), aver-
aged over 100 keys. The left column shows the decrease in the number of incor-
rect secret coefficients as more oracle calls are made. The right column shows
the final key-recovery success rate with no post-processing, light, and medium
post-processing. Each data point is obtained after running the full LDPC de-
coder on the accumulated information from each batch of oracle queries.

using the Hamming distance, defined as the number of incorrect coefficients in
the recovered by LDPC secret key compared to the correct one. As shown in the
Figure, the average Hamming distance steadily decreases as more information is
gathered through successive batches of oracle queries. A key finding is that a per-
fect recovery (Hamming distance of 0) does not always happen. Often, the attack
terminates with a small number of errors in the recovered key. This remaining
uncertainty can be efficiently resolved with light post-processing. Specifically, we
have implemented a meet-in-the-middle approach over two lists of size about 220.
For the implementation written in C on a single thread, we can recover the key
for a Hamming distance of 4 or less in less than a second.
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3.5 Investigating Extremely High-Noise Oracle

For completeness, we estimate the performance of our approach when the oracle
is extremely noisy. To reuse the analysis and experiments already presented in
this paper, we construct a higher-accuracy oracle by repeating independent calls
to the original (noisier) oracle and combining the outcomes. In other words, we
reduce the noisy-oracle setting to the higher-accuracy setting treated elsewhere in
the main body.

Concretely, let the basic (Bernoulli) oracle have accuracy ρ. After n repeated
calls we observe y containing k zeros. The likelihood of these observations assum-
ing the true value is 0 is

Pr(y | 0) = ρk(1− ρ)n−k,

while assuming the true value is 1 it is

Pr(y | 1) = (1− ρ)kρn−k.

The likelihood ratio (and hence the posterior odds, up to the prior) is therefore

Pr(y | 0)
Pr(y | 1) =

( ρ

1− ρ
)2k−n

.

We work in the log domain to avoid numerical underflow. We repeat oracle calls
until the posterior probability for one hypothesis exceeds a prescribed threshold;
equivalently, we stop when the log-likelihood ratio crosses the threshold

log ρ′

1− ρ′ ,

which corresponds to a target effective accuracy ρ′. This procedure is essentially
majority voting with soft information; the resulting posterior is passed into the
decoder as soft information.

For ML-KEM-768, we take the noisy oracle accuracy ρ = 0.515, reported for
the masked-hardware scenario in [Uen+22a]. Lifting the oracle to ρ′ = 0.95, we
can achieve on average 4 291 390 traces which has a ratio of 1.79 to the theoretical
lower bound.

After we submitted this paper in August 2025 we became aware of a related
paper in the ePrint by Hermelink, Mårtensson, and Tran [HMT25], which also
touches upon very noisy oracles and reports results for the noisy binary PC oracle.
They report a mean of 19 319 143 traces for ML-KEM-768 for ρ = 0.51, which
has a ratio of 3.57 to the lower bound. Our approach with lifting to ρ′ = 0.95
achieves on average 9 690 509 traces with a ratio of 1.79, demonstrating the prac-
tical benefit of our attack.
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We deliberately fixed ρ′ = 0.95 because the parameters and encodings were
already optimized for that target. We believe, however, that further gains are possi-
ble: one could target a smaller accuracy ρ′ < 0.95 and optimize all the parameters
for it. We leave the analysis of the optimal choice of ρ′ as an open problem.

4 Application to GoFetch Attack on Kyber

4.1 Adversary Model and Attack Phases

The GoFetch attack [Che+24b] is a microarchitectural side-channel attack capa-
ble of breaking constant-time cryptographic implementations. It exploits a hard-
ware feature known as the Data Memory-Dependent Prefetcher (DMP), which is
present in Apple M-series and Intel’s 13th generation CPUs.

Unlike traditional prefetchers that predict memory access patterns based on
address history, the DMP inspects the content of data being loaded into the cache.
If any data value resembles a memory pointer, the DMP attempts to “dereference”
it by prefetching data from the supposed memory address. This behavior creates
a powerful side channel: an attacker can craft a cryptographic input such that an
intermediate value, dependent on a secret key, appears as a valid pointer if and
only if the secret holds a specific value. By monitoring cache activity to detect
whether the DMP prefetches from the target of this “pointer”, the attacker can
learn information about the secret key.

In our attack, this mechanism is used to construct a decryption failure (DF)
oracle. The attacker crafts a ciphertext that, upon decryption, produces a message
containing either a target pointer or a slightly modified version with one flipped
bit. The secret-dependent bit flip is designed such that the DMP is triggered on the
target pointer in one case but not the other. By observing the DMP’s activity, the
attacker can distinguish between these two outcomes, effectively creating a DF
oracle to extract the secret key. Our method employs a ciphertext construction
that allows targeting all secret key coefficients. This enables a full key recovery
without the need for the computationally intensive lattice reduction step required
by the original GoFetch approach and leverages a more robust statistical model for
interpreting noisy measurements.

Adversary Model. The adversary executes unprivileged code on the same ma-
chine as the victim, but the attacker and victim processes operate in separate
address spaces and do not share memory. This assumption, consistent with the
GoFetch paper, precludes the use of common Flush+Reload cache attacks. Instead,
the attack leverages a separate thread to perform high-resolution timing measure-
ments for a Prime+Probe [OST06b] attack. Following the GoFetch methodol-
ogy, our attack is divided into two primary stages: a calibration phase and a key-
recovery phase. While we assume the availability of high-resolution timers typical
of native execution environments, we consider the further restriction of browser-
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Figure 5: Timing difference between cache hit and cache miss during the attack (1 000
measurements)

based sandboxes—where such timers may be jittered or unavailable—to be outside
our current scope and a subject for future work.

Phase 1: Calibration. The calibration phase prepares the environment for the
attack and profiles the target system’s timing characteristics. This phase consists of
three steps. First, an Eviction Set Search is performed to find groups of memory
addresses that map to the same cache set, which is necessary for the Prime+Probe
technique. This initial step does not require interaction with the victim process.
Second, the attacker builds Compound Eviction Sets, as introduced by GoFetch.
These are pairs of L2 eviction sets chosen so that one evicts the victim buffer where
the crafted pointer may reside during computation, while the other targets the
cache set of the pointer’s eventual dereference. Finding these sets is essential for
isolating the DMP’s activity and requires sending a large volume of ciphertexts to
the victim. These two steps are essentially unchanged from GoFetch, as it is the
necessary precondition to exploit the DMP. The final step is Profiling, where we
model the distributions of cache hits and misses as Gaussian. We collect 1 000
timing measurements to establish parameters (µ0, σ0) for cache hits (Class 0) and
(µ1, σ1) for cache misses (Class 1, DMP activation), as illustrated in Figure 5. This
profiling step may be optional on similar hardware, but we include it explicitly
as our results differ from those in [Che+24b, Figure 9], likely due to hardware
differences between our MacBook Air (Apple M1) and their Mac Mini (Apple
M1), both running macOS 13.5.

The rationale for this profiling is to frame the oracle’s response as a hypothesis
testing problem. During the attack, for a new set of k timing measurements t =
{t1, . . . , tk}, we evaluate two competing hypotheses: Hypothesis 0 (H0), that t
was sampled from the cache-hit distribution N (µ0, σ

2
0), and Hypothesis 1 (H1),

that it was sampled from the cache-miss distribution N (µ1, σ
2
1). Our goal is

to determine the posterior probability of each hypothesis, for which we calculate
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P (H0|t) using Bayes’ theorem with balanced priors

Pr(H0|t) = Pr(t|H0) Pr(H0)
Pr(t) , Pr(H0) = Pr(H1) = 0.5.

During the attack, we filter outliers (e.g., timings greater than 1 500 ticks) and ac-
cumulate measurements until either Pr(H0|t) or Pr(H1|t) exceeds a confidence
threshold of 0.85. This method provides a more stable oracle despite measurement
noise. While the posterior probability provides valuable soft information, we sur-
prisingly found that key recovery was more effective when treating the oracle as
a binary output (i.e., outputting 0 if Pr(H0|t) ≥ 0.5). This observation may
warrant further investigation.

Phase 2: Key Recovery. The key-recovery phase, which follows the strategy de-
tailed in Section 3.4, is orchestrated by three cooperating processes. The first pro-
cess implements the logic of the attack, deciding which ciphertext to test next
based on the oracle’s previous responses. The second process is responsible for in-
teracting with the victim; it takes a ciphertext from the first process, sends it to the
victim, executing the Prime+Probe measurement loop. This process uses a ded-
icated thread to create a high-resolution timer for its measurements and reports
back the final conditional probability after several measurements. The victim pro-
cess in a loop sends its public key, receives a ciphertext, then runs a decapsulation.
While the first two processes could be merged into a single one, we separated the
main logic into a distinct Python process for convenience during implementation.

4.2 Executing the Attack

To instantiate the decryption failure oracle, we craft ciphertexts that cause the de-
crypted message to contain a specific pointer, ptr, which is learned during the cali-
bration phase. The core of the technique is to create a predicate, dependent on the
secret key, that determines whether the decrypted message contains the exact ptr
or a slightly modified version, ptr′. By observing whether the DMP dereferences
ptr, we can learn the outcome of the predicate. As established in [Che+24b], the
DMP is insensitive to bit flips in the upper 8 and lower 7 bits of a 64-bit pointer,
a property that was a limitation but turns out as a helpful tool in our case.

Ciphertext for Basic Encodings. To create the encodings described in Section 3.2,
we first define ptr′ = ptr⊕(1� i), where the bit at position i is within the DMP’s
sensitive region (7 < i < 56) and ptr[i] = 12. We then construct the ciphertext
component v′ such that the decrypted message is an array of pointers, starting
with ptr′ followed by three random pointers that reside within the same 4 GB

2There is an off-by-one error comparing an inequality over ptr′[i] = 1 to ptr′[i] = 0, thus, we
fix ptr′[i] = 0 to follow Section 3.
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Table 3: Aggregated results for 73 successful ML-KEM-512 key recoveries

Measurement
repetitions

Empirical
accuracy Traces Hamming

distance

2.69 0.9614 6047.84 0.73

memory region. The DMP will prefetch ptr if and only if the decryption result is
modified back from ptr′ to ptr, which happens when the chosen secret-dependent
predicate is satisfied.

Crucially, for our attack, the value of v remains fixed across all oracle queries.
To target different coefficients of the secret key s, we modify the nonzero positions
within the ciphertext component u. This approach allows us to probe any coef-
ficient of the secret key, thereby overcoming the DMP sensitivity limitations that
constrained the original GoFetch attack and enabling a full key recovery without
subsequent lattice reduction.

Ciphertext for Full Rotation Encodings. Constructing the full rotation encod-
ings from Section 3.3 is less straightforward, as the goal is to detect if the decrypted
message contains ptr at any of four positions. A naive idea is to construct v′ to cor-
respond to a message of four identical pointers, [ptr′, ptr′, ptr′, ptr′]. The rationale
is that if the secret causes any of these to become ptr, the DMP will prefetch it, and
probing will result in a cache miss. Unexpectedly, this approach does not work.
Our experiments show that the oracle is only sensitive to the first two pointers; for
example, if the decrypted message is [ptr′, ptr′, ptr, ptr′], no prefetch occurs. This
implies that the DMP may stop scanning an array of pointers after encountering
the same repeating value at the beginning. This behavior, which reveals additional
logic within the DMP, might be explained by a mechanism like the history filter
mentioned in [Che+24b], designed to prevent redundant operations on repetitive
data.

We bypass this limitation by constructing v′ such that the intended decrypted
message is an array of slightly different pointers: [ptr′⊕1, ptr′⊕2, ptr′⊕4, ptr′⊕
8]. The DMP ignores the lower 7 bits of a pointer, so these values all target the same
L2 cache line. However, despite the prefetch targeting the same cache line, the
pointers are technically different, which avoids the problem of the DMP halting
on repetitive values. This allows us to create a reliable oracle that triggers if any
of the four secret-dependent predicates are satisfied. We also note an unexplained
empirical observation: this technique only works reliably when the flipped bit i
in the construction of ptr′ satisfies i ≥ 14. We leave a full investigation of this
behavior to future work.
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Figure 6: Distribution of final Hamming distance versus the total number of Prime+Probe
measurements for 100 ML-KEM-512 key-recovery attempts. Each point’s color
indicates the empirical oracle accuracy for that run. Attack parameters were
based on ρ = 0.95; thus, circles nicely follow the theory

Results of the Attack. We ran the attack on 100 random secret keys to assess
its performance. The initial profiling was performed only once, and the resulting
Gaussian parameters were used for all subsequent tests. The results for ML-KEM-
512 are shown in Figure 6, where the most accurate oracle cases are centered in
the lower-left corner. Choosing a different confidence threshold can increase the
chance of having a more accurate oracle. A full key recovery takes approximately
25 minutes, with nearly half of this time dedicated to the calibration phase. As
expected with a timing-based side channel, the results show considerable variance,
with some runs exhibiting significant noise. In 73 of the 100 trials, the recovered
secret key had a Hamming distance of 4 or less from the true key, which we classify
as a success. The aggregated statistics for these successful runs are presented in
Table 3. The number of traces reported includes only those made during the key-
recovery phase.

As seen in Figure 6, the empirical accuracy of the oracle exhibits significant
variability. Our experiments reveal that the attack occasionally suffers from bursts
of consecutive incorrect oracle responses. This phenomenon is likely attributed
to system-level noise, such as operating system interrupts, context switches, or
background processes. These events can inadvertently evict cache lines during the
Prime+Probe measurement window, causing false cache misses that the attacker
misinterprets as DMP activity. Despite these occasional bursts of noise, we find
that increasing measurement redundancy to guarantee a success rate close to 1 is
suboptimal. In our current setup, it is cheaper (in terms of number of traces)
to accept a non-zero failure rate and simply rerun the key recovery phase when
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necessary.

4.3 Comparison with the GoFetch Attack

Our proposed attack demonstrates a significant improvement in efficiency and
capability when compared to the GoFetch attack presented in [Che+24b]. The
advantages are evident in several key areas.

Most critically, our method drastically reduces the number of traces required
for key recovery. This is due to a fundamental difference in how the two attacks
handle measurement noise. The GoFetch attack on Kyber-512 relies on repeti-
tion to create a highly accurate oracle; it uses 32 traces for each ciphertext query,
effectively performing a majority vote to overcome noise. This approach leads to
a total trace count of 100 352:

392 coefficients
× 8 ciphertexts/coefficient
× 32 traces/ciphertext
= 100 352 traces

This extensive data collection is coupled with a computationally intensive post-
processing step, which the authors report requires an average of 7.5 hours on a
high-performance server (an Intel Xeon Platinum 8352Y with 128 logical cores
and 1.48 TB of RAM). In stark contrast, our methodology is designed to work di-
rectly with noisy oracle responses. By integrating powerful error-correction tech-
niques, we eliminate the need for extensive repetition, requiring only a small num-
ber of traces per query. This results in a tenfold reduction in the total online trace
acquisition. Although our experimental setup exhibits a slightly lower noise floor
(as seen by comparing Figure 5 with [Che+24b, Figure 9]), this dramatic improve-
ment is overwhelmingly attributable to our novel attack methodology, not the
hardware platform.

Finally, our attack overcomes a major limitation of the GoFetch methodol-
ogy that prevents it from scaling to higher-security schemes. The GoFetch at-
tack is fundamentally constrained by the physical behavior of the Data Memory-
dependent Prefetcher (DMP). As detailed in their analysis, the DMP ignores the
leading 8 and trailing 7 bits of any 64-bit value it interprets as a pointer. This
means that for every block of 64 secret coefficients, a portion of the secret remains
unrecoverable through their leakage mechanism. For ML-KEM-512, this results
in 392 of 512 recoverable coefficients, leaving 120 unknown. While this smaller
number of unknowns can be solved with a computationally intensive lattice reduc-
tion, the problem becomes intractable for ML-KEM-768 and ML-KEM-1024.
For these larger parameter sets (768 and 1024 coefficients, respectively), the num-
ber of unrecoverable coefficients increases proportionally, making the search space
for the final lattice reduction step too large to be practical. Our method does not
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suffer from this constraint and can recover all secret coefficients, enabling a full
key recovery even for these schemes with a higher security level.

5 Discussions

We now discuss the key properties of our attack methodology that highlight its
practical significance, as well as the implications for potential countermeasures.

5.1 Attack Properties

Near-Optimal Efficiency. Our attack is ”near-optimal” in its query efficiency,
approaching the theoretical Shannon lower bound for key recovery. By achiev-
ing a query-to-bound ratio as low as 1.35, our method demonstrates high effi-
ciency with little room for further improvement. This result demonstrates that
the information-theoretic bound is, in this case, a tight bound, which allows for
an accurate evaluation of the security margins of cryptographic systems.

Extension to Multi-Value PC Oracles. Our attack’s core methodology could be
extended beyond one-bit-bound oracles to more powerful multi-value PC variants.
Finding optimally balanced queries in this larger information space is a nontrivial
optimization problem that we leave for future work.

Applicability forML-KEM-1024. While our presentation focuses onML-KEM-
512 andML-KEM-768, the attack framework extends directly toML-KEM-1024.
We prioritized the lower-security variants as they are more commonly targeted in
side-channel analysis, particularly in the context of resource-constrained and em-
bedded devices. The attack on ML-KEM-1024 would follow the same method-
ology as for ML-KEM-768. Although the secret key space for ML-KEM-1024 is
larger by a factor of 4/3, we anticipate that the required number of traces would
increase by a smaller margin. This expected gain in efficiency stems from ML-
KEM-1024’s larger compression parameters (du, dv). The reduced compression
allows for more fine-grained control when constructing the inequalities that form
our oracle queries, enabling the creation of more balanced encodings. As each
query would yield more information on average, the total number of traces needed
for a full key recovery would be proportionally lower.

5.2 Countermeasures

Implications forOne-Bit-BoundOracle Attacks. Our work improves the math-
ematical exploitation of one-bit-bound oracles. Consequently, traditional software
hardening approaches like masking and blinding, which aim to increase the noise
and reduce the signal of side-channel leakage, remain conceptually valid. How-
ever, their practical security must be re-evaluated. By demonstrating a key recovery
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that requires significantly fewer traces, we show that an amount of noise previously
considered sufficient to deter an attacker may no longer be adequate. Implemen-
tations may require more robust hardening (e.g., higher-order masking) to pro-
vide the same level of security, which in turn impacts performance. The trade-off
between security and efficiency for these countermeasures must be reconsidered
in light of our more potent attack methodology. For instance, first-order masked
software has been shown to yield high oracle accuracy (e.g., ρ ≈ 0.96 [Uen+22a]),
and our analysis in Section 3.5 indicates that even highly noisy hardware-masked
scenarios (ρ ≈ 0.515) are potentially vulnerable.

Implications for the GoFetch Scenario. In the specific context of the GoFetch
attack, our method improves the efficiency of exploiting the DF oracle, but it
does not alter the fundamental leakage source: the Data Memory-Dependent
Prefetcher (DMP). Therefore, the countermeasures proposed in the original GoFetch
paper remain fully effective. Disabling the DMP via an ISA extension or restrict-
ing cryptographic computations to cores where the DMP is not active would com-
pletely mitigate this specific attack vector by eliminating the oracle at its source.
Our work simply makes the leakage that is available far more dangerous.

6 Conclusion and Future Works

In this paper, we have proposed a new methodology for decryption failure (DF)
oracle attacks on ML-KEM that challenges their perceived inefficiency. Our ap-
proach integrates adaptive query generation with the error-correction power of
LDPC codes, introducing a hybrid framework. By constructing queries that yield
balanced, high-entropy parity checks over multiple secret coefficients, we maxi-
mize the information gained from each oracle call. This technique significantly
reduces the number of traces required for key recovery, demonstrating that a care-
fully constructed DF oracle attack can be more potent than its binary PC coun-
terparts, especially in noisy environments. We validate the real-world applicability
of our attack by applying it to the GoFetch side-channel vulnerability, achieving a
substantial reduction in the required number of traces for successful key recovery.

We selected ML-KEM as our primary target due to its standardization as
FIPS 203 and its anticipated long-term importance among lattice-based KEMs.
This methodology can be broadened to encompass other lattice-based proposals,
potentially guiding the selection of PQC standards beyond those established by
NIST. Future work should include extending our current approach to address
multi-value plaintext checking oracle attacks [Raj+23; Tan+23] on ML-KEM,
aiming for performance optimization that approaches information-theoretic lower
bounds—particularly in protected platforms with less accurate oracles. Further re-
search should focus on identifying additional leakage sources from diverse physical
platforms to instantiate the required DF oracle and apply our new attack frame-
work; high-order masked platforms are particularly interesting cases. Additionally,
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the broader implications of our new DMP reverse-engineering results warrant fur-
ther exploration. The halting scan behavior we identified, along with its bypass
technique, could be leveraged to enhance attacks on other cryptographic imple-
mentations. Finally, given that more powerful attacks can render even protected
implementations vulnerable with fewer traces needed for key recovery, designing
more efficient countermeasures offering higher-order protection at a reduced per-
formance cost is an important area of investigation. While our current adver-
sary model focuses on an unprivileged user on a multi-user system with access to
high-resolution timers, exploring this attack within a browser sandbox remains a
compelling direction for future work.
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Ethical Considerations

Our primary contribution is a general mathematical framework for dramatically
improving oracle-based side-channel attacks, validating this framework through
a specific instantiation against the GoFetch vulnerability on Apple hardware. In
conducting this work, we navigated the ethical challenge of balancing the public
benefit of identifying this heightened risk against the potential harm of publishing
a more potent attack methodology. Below, we discuss the impact on stakeholders,
our responsible disclosure process, and the broader implications for the security
community.

Stakeholder Analysis and Impact. We considered the potential harm to several
parties. First, for hardware vendors (in this case, Apple), our attack significantly
reduces the resources required to exploit the Data Memory-Dependent Prefetcher
(DMP) vulnerability, making the threat more immediate and accessible than pre-
viously understood. Specifically, larger security parameters are no longer secure.
Second, for cryptographic designers (such as the NIST and CRYSTALS/ML-KEM
teams), our findings demonstrate that any side-channel leakage instantiating a 1-
bit oracle is far more dangerous than previously believed, capable of being ex-
ploited with near-optimal efficiency. Finally, users of affected systems face a higher
risk of key theft.
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However, we believe the long-term benefits to these stakeholders outweigh the
risks. By demonstrating the severity of these improved attacks, we motivate the
development and adoption of robust mitigations that will ultimately protect end-
users and strengthen cryptographic libraries against future oracle-based threats. As
a temporary measure, disabling DMP prevents this particular attack.

ResponsibleDisclosure. Given the increased severity of our new technique com-
pared to the original GoFetch disclosure, we adhered to a strict responsible disclo-
sure process.

We notified Apple and the CRYSTALS (Kyber/ML-KEM) team of our find-
ings, providing them with the details of our improved attack efficiency. This en-
sures that software and hardware vendors have the necessary information to assess
the urgency of deploying mitigations.

Our practical validation was exclusively performed on Apple silicon. While
similar DMP mechanisms exist in other architectures (e.g., Intel), we focused our
disclosure on the validated target. As the specifics of our attack rely on the M-series
implementation and Intel is already aware of general DMP attack techniques, we
did not extend the disclosure to Intel, focusing instead on the verified vulnerability.

Broader Implications and Dual Use. We acknowledge that our primary contri-
bution has dual-use potential. While it empowers security researchers to identify
and test vulnerabilities with greater efficiency, it could theoretically be used by
adversaries to optimize attacks on other leakage sources (power, EM, or timing).
However, we contend that suppressing this methodology would be more harm-
ful to the security community. By publishing the mathematical underpinnings of
these attacks, we enable defenders to accurately model the risk of “minor” leakages
and design countermeasures that render 1-bit oracles imperfect or impossible to
exploit in practical settings.

Open Science

To facilitate the verification of our results and to encourage further research, we
make our simulation code, attack implementation, and the data used to gen-
erate the figures in this paper publicly available in an open repository https:
//doi.org/10.5281/zenodo.17899501.
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Appendix A: Extended Analysis of Encoding Strategies

To provide better intuition for the “Full Rotation” encoding chosen in Section
3.3, we analyze three different main strategies for constructing oracle queries. We
utilize a simplified “toy model” to make the index arithmetic transparent.

Toy Model and Math Recap. We consider a polynomial ring with degree n =
16. We impose a computational constraint ω ≤ 4, meaning the set of secret key
coefficients influencing a single oracle query must have cardinality at most 4.

Recall from Section 3.2 that the decryption failure oracle checks inequalities
based on the value (−sT u)[i]. By selecting specific nonzero positions in the noise
vector v (which correspond to check indices i), we determine which linear com-
binations are validated.

Strategy 1: Arbitrary disjoint encoding. The simplest approach is to target an
arbitrary set of ω secret coefficients. We construct u with ω nonzero terms and
set v to have exactly one nonzero coefficient at index i. We can target any subset
of the key; however, in general, it is difficult to have a balanced encoding.

Strategy 2: The sliding windowmethod. We choose u with nonzero coefficients
separated by a fixed distance d (modulo n). We then check multiple positions in
v, also separated by distance d. This causes the linear combination to “slide” over
the secret key, creating a chain of overlapping dependencies.

Example: Let u = z0x
15 + z1x

13 (distance 2). We check positions i ∈
{0, 2, 4}.

• i = 0: (−sT u)[i] = s1z0 + s3z1.

• i = 2: (−sT u)[i] = s3z0 + s5z1.

• i = 4: (−sT u)[i] = s5z0 + s7z1.

The total set of involved variables is {s1, s3, s5, s7}, which has size 4 (satisfying
ω ≤ 4); see visual representation in Table 4.
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Table 4: Sliding Window Dependencies (n = 16, ω = 4). Shaded cells indicate involved
coefficients.

s0 s1 s2 s3 s4 s5 s6 s7 …

i = 0 · z0 · z1 · · · · …
i = 2 · · · z0 · z1 · · …
i = 4 · · · · · z0 · z1 …

Analysis: With sliding window we can use 1 < k < ω inequalities, each over
ω − k + 1 variables. The flexibility is quite high, as the distance could be chosen
arbitrarily. Despite the overall encoding depending on ω variables, each inequal-
ity has fewer than ω variables, which reduces the granularity and the probability
of having a balanced encoding. Additionally, some variables participate in more
inequalities than others, as seen inTable 4, s1 is present only in the first inequality,
while s3 is present in two of them. This strategy is not used in our paper, but we
believe it might be of use in a different scenario.

Strategy 3: Full rotation encoding. This approach, described in Section 3.3,
constructs a “closed loop”. Each out of ω inequalities has the same set of ω vari-
ables.

Example: Let u = z0x
15+z1x

11+z2x
7+z3x

3. We select non-zero positions
i ∈ {1, 5, 9, 13} in v. Carefully calculating (−sT u)[i] leads to Table 5.

Table 5: Full Rotation Dependencies. Note that every check column is fully populated.

s2 s6 s10 s14

i = 1 z0 z1 z2 z3
i = 5 −z3 z0 z1 z2
i = 9 −z2 −z3 z0 z1
i = 13 −z1 −z2 −z3 z0

Analysis: The full rotation encoding allows us to consider ω inequalities over ω
variables, which favorably compares to the sliding window approach; thus, each
encoding is more balanced, and the key recovery is more efficient. The downside is
the lack of flexibility in the choice of secret variables. In our approach, we resolve
this in the attack’s second phase by adding random “linking” queries.

Constraints and Extensions. Two important implementation details distinguish
these methods:

1. Divisibility: The full rotation approach relies on symmetric spacing, requir-
ing ω to be a divisor of n. Since n = 256, ω must effectively be a power
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of 2. Strategies 1 and 2 do not have this restriction and can support any
integer ω.

2. Cross-Polynomial Linking: In ML-KEM, the secret key is a vector of poly-
nomials. The full rotation method is rigid and operates within a single
polynomial ring. However, strategies 1 and 2 can be easily adapted to con-
struct u with nonzero coefficients in different polynomial slots. We use the
first strategy in the batch phase to create links between the disjoint sets of
variables recovered by the full rotation phase.
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The Lock and the Locksmith

Every time you send a message, make a payment, or log into a website, cryptogra-
phy is working invisibly in the background to keep your information safe. Modern
encryption works like a padlock with a secret key: only the person who holds the
right key can open it. For decades, the locks we have relied on have been strong
enough — but a new threat is emerging on the horizon.

Quantum computers, machines that exploit the strange laws of quantum physics,
have the potential to shatter many of the cryptographic locks that protect the in-
ternet today. While a powerful enough quantum computer does not yet exist,
the concern is serious enough that governments and standards bodies around the
world are already preparing. The United States National Institute of Standards and
Technology (NIST) has spent nearly a decade running a global competition to find
new kinds of cryptographic algorithms, the ones that even a quantum computer
cannot break. Several winners have now been announced, and their deployment
is beginning.

But here is the uncomfortable truth: a mathematically secure algorithm is only
as safe as its implementation. A perfectly designed padlock is useless if the metal it
is cast from is brittle, or if it leaks information about its key through a tiny crack.
This thesis is about finding those cracks. Before attackers do.

Listening toWhat a Computer Whispers

Computers are not silent. When a processor performs a computation, it consumes
power, emits electromagnetic radiation, and takes a measurable amount of time.
These physical signals are usually considered irrelevant noise, but for an attacker
with the right equipment and knowledge, they can be a treasure trove of secret
information. This class of techniques is known as side-channel attacks.

Imagine trying to open a heavy combination safe. Instead of spending years
guessing every possible sequence of numbers, a safecracker presses a stethoscope
to the metal door to listen for the faint internal clicks as the dial turns. Side-
channel attacks work on the same principle: not breaking the algorithm directly,
but eavesdropping on the physical world around it. This thesis constructs and
evaluates such attacks against real hardware running real implementations of the
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new post-quantum cryptographic algorithms that NIST has selected or shortlisted
for standardization.

The central contribution is a new general-purpose attack framework that is
substantially more efficient than prior methods. The key insight is that previous
attacks wasted most of the available information by targeting one tiny piece of the
secret key at a time. The new approach instead crafts cleverly designed decryption
requests that cause the device to simultaneously reveal information about many
pieces of the key at once. These partial observations are then assembled into a
mathematical structure known as a low-density parity-check code. This structure
is borrowed from the field of error-correcting codes used in wireless communica-
tions. A decoding algorithm then reconstructs the full secret key from the collected
measurements.

The fewer measurements an attack requires, the more dangerous it is in prac-
tice. A device that must be monitored for thousands of operations gives its owner
time to notice something is wrong, demands prolonged physical access, and pro-
duces enormous amounts of data that must be stored and processed. An attack
that succeeds in a handful of measurements, by contrast, could be carried out in
seconds by anyone briefly in the vicinity of the target — a colleague, a customs
officer, or a malicious charging station. In the extreme, a single measurement suf-
fices: the attacker need only observe the device once, with no repeated access and
no possibility of detection. Pushing the measurement count down is therefore not
merely a theoretical exercise in efficiency; it directly determines whether an attack
is a laboratory curiosity or a genuine real-world threat. This thesis significantly
advances the state of the art, reducing the number of measurements required to
break protected implementations of several algorithms. And, for the first time,
achieving full secret key recovery from a single measurement on a protected HQC
implementation.

Attacks Without a Wire

Not all side channels require physical access to a device. Modern processors are
engineered for raw speed, and their aggressive performance optimizations can in-
advertently leak secrets through purely digital means. One attack in this thesis
targets Apple Silicon chips using a hardware feature designed to speed up mem-
ory access. By carefully crafting decryption requests and observing which memory
addresses the processor automatically prefetches, an attacker sharing the same ma-
chine can extract a secret key. The new framework reduces the number of queries
needed from over one hundred thousand to around six thousand, and extends the
attack to stronger security levels that were previously out of reach.

Privacy-Preserving Computation and Its Pitfalls

A separate line of work in this thesis examines homomorphic encryption, a remark-
able cryptographic technology that allows computations to be performed directly
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on encrypted data without ever decrypting it. This has obvious appeal for cloud
computing: a hospital could send encrypted patient records to a cloud server, have
the server compute a diagnosis, and receive an encrypted result. All of that with-
out the server ever seeing the raw data. One prominent scheme for this purpose is
CKKS, which is implemented in several widely used open-source libraries.

The research demonstrates that a known theoretical weakness in CKKS —
the fact that decryption results reveal information about the secret key — is far
more exploitable in practice than previously believed. In particular, a popular
countermeasure that adds carefully sized random noise before sharing a decryption
result was found to be broken in OpenFHE, the first major library to claim a secure
implementation. The vulnerability arises because the library estimates the size
of the noise in an optimistic, average-case manner. An attacker can deliberately
violate this assumption by submitting specially constructed ciphertexts, causing
the true noise to be far larger than the library expects and rendering its protective
flooding noise ineffective. The full secret key of OpenFHE can be recovered in
under three seconds on a laptop. The finding underscores that the gap between a
provably secure design and a securely deployed system can be treacherously narrow.

WhyThisWork Matters

The transition to post-quantum cryptography is one of the largest infrastructure
upgrades the internet has ever undergone. Billions of devices will need to be up-
dated, and the new algorithms will protect sensitive data for decades to come.
Getting the implementations right from the start is therefore not an academic ex-
ercise, it is a matter of practical security for everyone who relies on the internet.

This thesis demonstrates that several published, protected implementations of
leading post-quantum schemes have concrete and exploitable vulnerabilities. By
identifying these weaknesses and developing the tools and techniques to exploit
them, the work provides the research community and industry with the knowledge
needed to build stronger countermeasures before widespread deployment. The
full source code for all attacks is publicly released, so that implementers can test
their own systems and engineers can build better defenses. The goal is not to
undermine post-quantum cryptography, but to ensure that when we finally lock
the door against the quantum threat, the lock itself is built to last.


