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Abstract

Abstract

To obtain a Master of Science in Risk Management and Safety Engineering at Lund University the
students must write a master’s thesis based on a final project. The efforts correspond to full-time
studies for one semester, i.e. 30 ETCS credits or 20 Swedish credits. The students can choose to
write the report in Swedish, i.e. their mother tongue, or in English. In addition to the thesis a
student is also required to summarize the work in an executive summary written in English. This
report includes the executive summaries written by students for the years 2001 - 2006. A short
description of the structure and contents of the Master’s programme is presented in Appendix A.



Master of Science in Risk Management and Safety Engineering, Lund University, Sweden

i



Contents

Contents
ADSTLACE cevvuuiierueieeeeneieeteaseertenseetesnseeeesssseessssssessssssesssssssessssesesssssssssssssssssssssssssssssssssssssssssssssssssssessnssessnnssnses i
[ 73 £=3's 1T PPN iii

How to handle county exceeding risks and vulnerabilities — A model applied on high torrents in
Lake Milaren and the cCatChment Area ... uieeiniieiniiiieeiniiieiniieeniireeniieeniieeenieeesmseessieesssssssesnes 7

?Value-at-Risk”- analysis of the production chain — An applied method for evaluation of machine
and supply Chain FiSKS ..ccueiiiiiiiiiiiiiiiiiiieciectece e s s e s aae e 1

Cooperation on local and regional level of management in social CIiSeS......cevverrurerrrencrenceenieeennnen. 15

Survey and assessment of safety culture — a method proposal and the application of the model on
two companies within the process INAUSILY ...ccuuiiiiiiiiiiiiiiiiiiiiiiiieere e eesaseesees 17

Systematic safety management within eldercare — Implementation of Tryggve at the home for old
people of Ekdalagarden, Harryda KOMMUIN ....cceiviiiiiniiiiiniiieeniiienitiecniieeciieecniieecssneecsssseessssnns 21

Risk management in humanitarian relief operations — Decision making and risk management under
complex and highly dynamic CIfCUMSEANCES ....ccueeirueiriuieiiieiiiieinieiieiieeieesiresiresssesssnessssessssesssseses 23

Safety management in the municipality of Gothenburg — analysis of the current situation and a

MOAEL PLOPOSAL...cceinriiiiiiiiieiiieiieiieete et ae s se e s as e b s e s s s e s b s e s sasesssn e ssaessanessnssnnes 27
Basic data sets for decision-making on municipality accident prevention programmes — focusing on

everyday acCidents PreVeNtiON .. ..iuiieruieeiieeitenitteenteseteectesetesete s eae e e saeseaeessaseesaseessessnessasesessansessnes 31
Risk and safety work in Swedish COMMUNIIES .....cccuerirtiriieiinitiiniiicttecteceeerecreee e 35

Proposal of a new route for dangerous goods in the city of Helsingborg - A comparison between
three methods for risk aNAlYSis ...cuueeiriiieiniiiiiiiiiiiiiiiiiencrecre e e aae s 39

Methods for Risk and Vulnerability Analysis — Regarding serious events in the area of process
industry and transport of hazardous materialS........cccceeviiiviiiiiieniiiniiiiienee 43

Management and Risk Level in Small and Medium Sized Enterprises — Insurers perspective

focusing on fire and business INLEITUPLION...curirriieiiiieriiteniieiiieiiteentreete e eesstesssnessssesessessessnes 45
Safety During Test Ttips — Analysis and proposal to a handbook ..........ceeierienienienieneeneeneenennen 49
Health and Environmental Risk Assessment for Road Transport of Hazardous Material................. 53

Supplier Selection When Considering Risks for Disturbances in the Inbound Flow to Scania — A

model for supply chain risk MANAZEMENT c...ueeiiiiiieiniitiriiiiiieinieeieeceeee et esssereesssseesssssene 59
Natural Disasters Contribution to the Risk Situation in the European Union.........cceevvencurennnennnnen. 65
Risk Analysis of the Oil Depot Lucerna in VAStervik .....ccocviviericiieniininiuiiniieniienieniienniesiesseeenneens 69
Risk Analysis of Transport of Hazardous Material in the County of Stockholm.........ccccceeevuerruernenne 71

Risk Assessment at DuPont Chemoswed and an Analysis of How Risk can be Presented and
EVAlUAted...ucciiiiiiiiiiiiiiiieiitiiccire e s br s e e e s b b e e e s ab e e e e aanee 75

Use of Quantitative Microbial Risk Assessment (QMRA) as a Tool in the Hazard Analysis and

Critical Control Point (HACCP) Management System for Water Treatment Plants — Especially for
Development of Critical Limits c...ueeeeviieeeniiiieiiniiiieiiiiieeniiieciiieeniieeniieeeiieesiieecsieecsssseeseesssssses 77

il



Master of Science in Risk Management and Safety Engineering, Lund University, Sweden

The use of water treatment SCADA data to quantify hazardous microbiological events and risks

arising — A case study from SWeden .....couuiiiiniiiiniiieiiniiieiiiee e sans 81
Risk and vulerability Analysis of the Commercial Shipping in the Kattegat ......ccccceeeevvuereennireeeeninnenn. 87
Vulnerability analysis - COMPIEX SYSTEIM ...ccuiiriuriiiieniiiniiinitienitienireniessesssressssessssessssesssssssssessssssssns 91
Urban Search and RESCUE.....cuviiiiiieriinitentenietentcteee ettt aes s e s esssesssssssasssaesssnsssassases 95

A risk management framework designed for Trelleborg AB.......ccccooeiierienieniieniiniineenecniecneenneennes 101

The flight distribution’s importance as a means of supplying crucial commodities during a
disruption or crisis — with main focus on the ...t 103

Possibilities and obstacles to integrate the work with antagonistic and accident related risks — A

comparison based on two consult agencies work procedures.......ccevveeinieinieiiieiiininieinieeeeeee 105
Classification of safety instrumented systems in the process industty SECtOr......c.ceevueirierirsurensurennne 109
Classification of process equipment — a basis for risk based maintenance ........ccceevveevveeivenieeeieennenans 113

Decision model for the food industry — how can decision makers” values be taken into
CONSIAEIALION? weeeiiuiiiiiiiiiiiiiiieiiieeiir et ce s e e s ts s e cs s b e e e bb s e e s abaeeessbsseesssssasaessssssasssssaees 115

Vulnerability analysis of an infrastructural network — Using network theories to perform vulnerability

analysis Of COMPIEX NEIWOLKS ...uuviiiiiiiriiiiiiieiniiieiniiieeiniiecniieeestreessteesssseseesssssesssssaesssssseessesssnsses 117
Dupont Chemosweds way of working with a consequence analysis .......ccccevvuveeeniureeniiirenniieeennnenees 119
Simplified human exposure assessment of chemicals with the help of intake fraction?.................... 121

Risk Analysis and a Study of Risk Awareness and Risk Communication, Concerning Dust

Explosions, at LEAF GAVIE ......couiiiiiiiiiiiiiiiiciicninenitecsentnenetessseesseesssessssesesaesessesssssssssesessnensns 125
Valuation of a disasters impact on the enviroNmMEeNt......c.cueerrerireniienirieniiteniieniieeteeneeeeeresseeesnenns 129
Evaluation of airport associated aviation riSKS........eeveeerreenieiniieniieenieecieenienseeecie e ee e aeeeenne 131
Safety Culture in EXtensive Projects......uuiiiuiiniienitiiniiiniiiniienienitennteeectesntessssesesesessessssesessssesesses 135

Risk- and vulnerability analyses as a basis for municipal planning for managing extraordinary events
.............................................................................................................................................................. 139

Evaluation of the risk of contamination - A proposal for how to evaluate the risk of contamination as
a result of emission from a road CONSEIUCION ...ueiiuiiiiiriiiiiiiiirinirenirce e ane e 143

How may experience from accident investigations be of benefit to society on a local level — on the

basis of an MTO-R (Men, technology, organisation and risk management) perspective................. 147
Audit systems — values and suitable audit USELS ......cccivvuiiiiiiiiieiiiiiieiiiiiiiiiiecieere e eeaes 151
Municipal management of environmental risks associated with accidents........ccecueeerueeerueeeerecnnnnns 153
Risks associated with an automatic transSportation SYStEM ..cuuueeerriueeeiriireesiiuneessienecsissneessssseessssseees 157

Proactive Risk Management in the City Tunnel Project. In-service training and a model for
organizational riSk MANAZEMENL. c...ecivieiiiieiiiiiieiiriie e s e s s e s sas e s sse s ssesssnaesanns 159

iv



Contents

Index model as a basis for tisk aSSESSIMENt....ccuviiiiiiiiiiiiiiiiiiiieiiireee e cssasraees 163
Modelling of forest growth, soil acidification and Hming..........cceeeerviiiieiiniiniiinniennieniecieceeene 167

Analysis of methods for municipal risk analysis — establishment of action programmes according to
the legislation on accident prevention and ProteCtion.........cueecieeiieiiieniiennieinieinieeie e 17

A foundation to a Management System aimed for the Wood Industry — A systematic fire protection
17070 OO 175

County action plan — A guidance to the work of accident prevention with focus on rescue service. 177

Mapping of the supply chains to Malmé University Hospital in connection to risks and risk
INANAGEITNICIIE ceeeeuureereeitreeeeirteeeeitteeeeiteeeesisteeesisseeeessseeesssstesessssesesssseesessssessssssesessssseesssssessssassssessssssesasnns 179

Comparison of different forms of QRA and other methods for risk assessments of process industries.
.............................................................................................................................................................. 183

Municipal inspection activities according to the Civil Protection Act — a proposal for a systematic

22110 03 4 T o OO RON 185
Appendix A — Programme DescCription .......euuueenieeiieeiieniiiniieintntesiestesntsseesneeeeses e aesaeenees 189
Appendix B — Authors INAeX ....eecueeeieinieiiiiiieieeteteteceeeee et a e neens 201



Master of Science in Risk Management and Safety Engineering, Lund University, Sweden

vi



How to handle county exceeding risks and vulnerabilities

How to handle county
exceeding risks and
vulnerabilities — A model
applied on high torrents in Lake
Malaren and the catchment area

Hanna I angéen

Maria Lund

Abstract

The preparedness for flood disasters in Sweden is
considered to be neglected compared to many other
European countries. One reason is that risk and
vulnerabilities are handled from administrative areas
rather than natural boundaries. The problem around
floods is county exceeding and therefore it needs to
be looked at from a general perspective this to be
able to reduce the communities vulnerability towards
floods. The report introduces a model that describes
how county exceeding risks and vulnerability could
be handled.

Introduction

It seems to have become more common during
the last years for some parts of Sweden to suffer a
flood. Since floods and their consequences do not
follow administrative boundaries, like municipal-
and county lines, a general perspective to be able
to handle the situation in a good way is often
required. In the year 2000, cooperation between
Stockholm, Uppsala, Sédermanland, Orebro and
Vistmanland County was therefore started. The
cooperation goes by the name Mdlardalens flood
group and intend to work for coordination and
establishment of networks between participants
who will be affected in case of flooding.

To be able to do the valley of Milaren more
robust towards floods, this report is considering
how Mdlardalens flood group should work to be able
to handle county exceeding risks and
vulnerabilities.  Since  floods are naturally
occurring, the important question is how the
preventative and preparatory work shall be shaped
to work damage limiting and accident preventing.
The aim with the report is to create a simple and
structural model over a routine of county

exceeding risks and vulnerabilities with regard
to high torrents in Lake Milaren and the
catchment area.

Method

The report is based on literature studies, a case
study and interviews. In the case study three
cases have been studied — the flood situations
in river Vinern-Gota year 2000/01 and
southern Norrland year 2000 and the flood
exercise that Mdlardalens flood group carried out
in the year of 2001. The interviews have been
made in purpose to obtain information and
knowledge about floods from competent
petsons.

Results

The report describes partly concepts of risk
and vulnerability partly experience from
previous floods. The chapter concerning risk
and vulnerability considers concepts like risk,
hazard, risk analysis, vulnerability and
vulnerability analysis. The chapter about
experience  describes management work,
information  work,  consequences  and
conclusions that affected participants and
observers on the outside drew in connection
with the flood situations and the flood
exercise.

The model

From the concepts of risk and vulnerability
and the experience a model is created which
describes how to handle county exceeding
risks and vulnerabilities. The model consists of
six steps, figure 1.

Define objective, aim and system

To achieve an efficient risk and vulnerability
management, it is important to define goals,
purpose and a system, to create a common
ground for future work. It is of great
importance to define a common meaning of
risk and vulnerability to avoid misconceptions.

To be able to get a wide picture of the extent
of the system the spread in time and area must
be define and some delimitations must be
done. The systems extent in area constitutes
by the geography area that will be handling, in
this case Lake Milaren and the catchment area.
Extent in time involves defining which aspect
of time that will be handled. We consider it to
be the time from What is worth to be
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protected is threatened until the situation is under
control again. To delimit the system means to take
a position if only the systems own ability to handle
a strain should be considered, or if available
resources even outside the system should be
considered.

Define what is worth to protect

To define what is worth to protect means to set
what is primary to protect and then what is
secondary to protect.

We consider that the primary to protect is the
individual and its needs. The secondary to protect
consists of objects and functions in the
community which is necessary to be able to satisty
the individual needs.

Define objective, purpose and system
1. Formulate clear goals

B 2. Define the purpose of the analysis

3. Define and delimit the system

Y

Define what is worth to protect
1. Identify primary value

2. ldentify secondary value
\i
Analysis of risk and hazard
1. Identify the hazard and factors that affect
the extent
2. Frequency analysis
3. Uncertainty analysis

Y

Exposure- and consequence analysis

1. Exposure analysis
2. Consequence analysis

Y

Analysis of strength

1. Survey the systems existing strength
2. Survey the ability to handle a specific
strain

Y

Valuation and reduction of vulnerability

1. Vulnerability valuation

Selection and valuation of measures
Decision about measures

Carry out a decision

Review / supervise

Follow up / update

O, wWN

Figure 1. Model over how to bandle risks and vulnerability

Analysis of risk and hazard

In this case constitutes the hazard of Lake
Milaren and the catchment area and the risk
constitutes of a flood. Frequency analysis
means to analyse the probability that the
hazard shall create a risk. Even the uncertainty
must be looked at.

Exposure- and consequence analysis
The exposure analysis intends to survey object
and functions which is worth to protect and

which can be exposed in connection with a
flood.

The aim with the consequence analysis is to
identify direct and indirect consequence which
comes up in connection with that object and
functions which are worth to protect will be
exposed.

Analysis of strength
The analysis of sturdiness means to survey the
systems existing strength. Even the systems
ability to handle a specific strain, as a flood,
shall be surveyed.

Valnation and reduction of vulnerability

To wvalue the vulnerability means to decide
whether the strength is acceptable or not. If
the strength not is acceptable demands
proposal of measures and a decision about
which measure that should be taken in action.
Finally the process should be reviewed and
followed up.

Otrganizational structure

To make the model work for a county
exceeding hazard, a thoroughly worked
organizational structure is demanding. In the
report it is suggested that Malardalens flood grounp
should be organized around stream
coordinated groups with a common work
committee. This is in purpose to be able to
handle risks and vulnerabilities that come up in
connection with a flood in a good way.

The work committee constitute the deciding
bodies in the county exceeding questions
which concerns with floods. The committee
remains of representatives from respective
coordinated group. We recommend that every
coordinated group are divided in four under
groups, one analysis-, one social-, one
technical- and one ecological under group
(figure 2).
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Work committee
in
Malardalens flood group

Stream Stream Stream
coordinated coordinated coordinated
group for group for group for
Malaren stream A stream B

Analysis group 3

Social aspects
Economical

> aspects
Technical aspects

Ecological aspects

Figure 2. Proposal on organizational structure for

Malardalens flood group

The task of the analysis group is to analyse
hazards and estimates the probability that a flood
will occur. The aim with the other under groups is
to get the consequences on the basis of the
different aspects to be looked at equivalent. The
economical aspects is not handle separate but is
treated within respective under group.

Conclusions

In connection with the work of this report
following conclusions been taken.

e A Water systems natural boundary should
decide how risks and vulnerabilities in
connection with high torrents should be
handled.

e Since floods are naturally occurring the
focus must be kept on the preventative
and preparatory work. So that damage
limiting and accident preventing strategies
could be found.

e GIS should be used in greater extent this
to be able to illustrate existing
preparedness to which areas, objects and
functions that are vulnerable.

The knowledge around risk and
vulnerability has to be improved to
create an understanding of the
problems connected with for example
high torrents.

The work to ctreate a criterion for
valuation of vulnerability must go on.
Just like the work to create an
economical valuation of measures and
their vulnerability reducing effects.

To make the management of risk and
vulnerabilities to be a part in the
everyday  decision activity. The
dialogue with the politicians must be
improved.

Floods do not follow administrative
boundaries and therefore needs to be
looked at from a general perspective.

To be able to handle risks and
vulnerabilities in a good way
guidelines and good cooperation are
required. This is extra important when
the hazard is county exceeding.
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”Value-at-Risk”- analysis of the production chain

"Value-at-Risk” - analysis of the
production chain — An applied
method for evaluation of
machine and supply chain risks

Marcus Johansson

Abstract

A method for evaluating the consequences of
business interruption attributable to machine failure
or loss of supplier has been developed. Simplicity
and transparency are two factors that have been
given significant weight in the development process
to make the method applicable in practice in the,
always resource scarce, industrial environment. The
method is a semi-worst-case method and hence do
not take any probability issues into account. On the
other hand does the method take full account of the
epistemic uncertainties that is present in all risk

analysis work.

Background

During the last decades has the way from raw
material to finished product grown increasingly
complex) and often are products with great
knowledge content delivered from suppliers all
over the world. The problem with this is that the
supply chain is getting increasingly vulnerable and
it is often hard to find an alternative supplier if the
regular supplier fails to deliver for example due to
a major fire or bankruptcy. A well known example

only suffered minor losses and this was in
large due to business continuity planning
where routines how such an event should be
handled could be found. An indicator of the
kind of priority such an interruption was given
that Nokias CEO flew down to
Albuquerque the day after the fire was known
to secure future deliveries. This shows the
great benefits from proactive risk management
and serves as a motivator for the present
study.

was

Risk Management of the
production chain

Traditionally production risks have been
handled through ad hoc activities; when an
interruption have occurred the company
settles a plan of how to handle it. As the

market got increasingly complex and
competitive the need for proactive risk
management of production risks grew

stronger. On the other hand has the increased

competitiveness resulted in resource lean
production and hence fewer resources
available ~ for risk  management.  This

development has led to the development of
the present tool. The tool developed in the
present paper requires very little resources, but
does still provide a valuable input to the
decision making process.

The tool

The work process is divided into nine separate
steps.
1. Walk-through of the plant
2. Planning and demand setting
3. Quantification of safety stock for
finished products.

of this is the fire at Philips factory in . .
. . 4. Analysis of machines
Albuquerque®, New Mexico, which caused . .
. . . 5. Analysis of raw materials
Ericsson losses in the SEK five billion range®. In .
. 6. Economical factors
the same event another motivation factor can be .
. . 7. Calculations
found. Nokia depended on the same supplier, but .
8. Presentation
1. Walk-through R 2. Planning and 3. Safety stock for 4. Analysis of
of the plant "l demand setting finished products machines
_| 5. Analysis of .| 6. Economical | 7. Calculations .| 8. Presentation
"l raw materials ”| Factors d ”

Figure 1. The work process.
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The first two steps are rather intuitive and there is
not much to be said about them. The first step
”Walk-trough of the plant” is meant to orientate
the analyst if the analyst has limited knowledge
about the processes in the plant. The walk-
through is rather coarse and is only meant to give
a brief overview of the process and products. The
second step “Planning and demand formulation”
is important to achieve a product that corresponds
to the needs of the decision maker. The third step
is of great importance for the analysis since only
damage made by inability to deliver to customer is
considered and hence interruptions that last less
time than the safety stock for finished products do
not need to be considered. After the safety stock
has been quantified (in time) the analysis moves
on to analyze the first set of risk sources; risks
attributable to loss of machines.

Machine risks

The analysis of machine risks can be divided into
two steps; preliminary analysis and interruption
quantification. The preliminary analysis is simple
and is conducted during a walk-through of the
plant together with experts from maintenance and
from the department in question. For each
machine two questions are answered:

— Can production be maintained without
major impact on volume?

— Is time to repair or time to find an
alternative producer less than the safety
stock?

If the answer to both these questions is yes, the
machine should be analyzed further otherwise no
further analysis is needed.

After this preliminary analysis a subset of the
machines that constitutes a potential hazard to the
production process has been derived. These
machines are mote closely examined and the
maximum repair times are quantified by experts
from maintenance or other closely related fields.
The maximum repair time can either be
formulated by means of an interval or as a
triangular distribution. The interruption time can
then easily be calculated by subtracting the safety
stock of the finished products. At this stage a set
of interruption times has been derived and the
analysis process moves on to analyze the raw
materials..

12

Supplier risks

The analysis of raw materials is also divided
into the same two steps as above; preliminary
analysis and interruption quantification, but
the processes are a bit different. A
complicating factor is that many plants have a
vast number of raw materials and hence can
not each raw material be analyzed. This call for
a different method from the one presented
above. The present method is fully subjective
and consists of people from the purchasing
department naming a limited number of raw
materials that they believe constitutes a great
hazard. This step naturally induces a lot of
subjectivity into the analysis process, but this
seems to be inevitable since the number of raw
materials is so high. When a suitable number
of raw materials are identified the purchasing
time for each raw material is quantified
through discussion. The purchasing time can
be formulated as an interval or a triangular
distribution. The interruption time is the
calculated by subtracting the safety stock for
both finished products and for the raw
material in question. When the interruption

Can the production
continue without major
impact on volume?

No

A

Is the repair time or time
to find an alternative
producer less than the
safety stock?

No

Figure 2. The preliminary-analysis methodology for machines
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times for both machines and raw materials ate
found the economic consequences of an
interruption needs to be identified. First the
insurance coverage needs to be found.

Insurance coverage

Insurance coverage is of great importance for
transferring rare events such as this model handles
and hence need much attention be put to the
terms of the insurance. There are three major
factors that are of interest to the present study.
These are deductibles, coverage and the period of
indemnity.

Insurable losses

The insurable losses are rather easily quantified.
The loss simply consists of loss of contribution
margin from the products not possible to be
delivered. This should simply be described as
dollars per time for each loss scenatio.

Uninsurable losses

Much more work needs to be done in this field.
The present paper is based on the sources of
uninsurable losses as found in OCB(4) a few of
which is listed below.

Lost sales beyond the period of indemnity
and interuption

Lost post-sales

Fines

Extra marketing

Methods for quantifying these has been developed
for the case study, but to few case studies has
been conducted to generalize these findings to the
industry in general. Therefore is the analysis, at

13

this stage, advised to conduct own methods
based on discussions with the marketing
department. This is far from optimal, but until
more reliable methods than the presently
available is developed this is inevitable. The
case study, on the other hand, has shown that
the development of such a method for a
particular case is not impossible even though
the validity of the result can be questioned.

Loss financing

When dealing with such rare and setrious
events as the present tool the monetary
amount is rarely of primary interest, but rather
the ability of the company to handle it
Therefore is the question of loss financing of
great interest. Three separate levels of damage
have been identified. These are loss of liquid
assets, increased dept and bankruptcy. The
loss possible to withstand without increased
dept is defined to be when the liquidity is
equal to wunity. The level above which
bankruptcy is inevitable judged based on
discussion with owners and financiers.

Calculations

The calculation of loss sustained is rather
straight forward. The deductible or the loss
sustained during the non-reimbursable period
is calculated and losses that exceed the
coverage or the period of indemnity are added.
The uninsured losses are also added. The
calculations can either be performed with
Monte Carlo-technique or a simpler algebraic
calculation if only intervals are used.
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Presentation

The result can be presented in a chart with
expected value and a 95-percent-confidence
interval is noted.

Conclusions

A simple and resource lean tool for quantifying
risks from machines and suppliers has been
developed and compared to criteria for loss
financing.

The tool has also been used in a case study. The
results of the case study can not be publicly
presented since the entire study is sensitive
material for the company in question. A pseudo
case study can though be found in the original
report®). The tool has faced great interest from the
company used in the case study and a decision has
been taken to continue to work according to the
method in the future.
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Cooperation on local and
regional level of management in
social crises

Tina Harrysson
Ulrika Lindmark

Abstract

This article summarises a report that represents the
author’s final thesis for degree in Bachelor of Science
in fire safety engineering and Master of Science in
risk management and safety engineering at Lund
Institute of Technology. In the report, networks of
coordination in crisis management are developed,
together with discussion of problems in crisis
management. The developed networks show the
participant organisations in crisis management and
on which level of decision the actors organisation
work. The networks will serve as a foundation for
developing practice in crisis management, but also
as a foundation to establish contacts of coordination

in crisis management.

Introduction

A social crisis almost always strikes a municipality.
When the consequences increase in geographical
range and several municipalities will be struck, the
difficulties to lead and coordinate the crisis
management will increase. Problems arise because
of the difficulties to coordinate several actors on
different levels of decision in the society, local,
regional and central. There is no clear structure on
how to handle cooperation and management of
major social crises today.

Method

The purpose of this work is to shed light on and
increase knowledge of problems in crises
management and also to create a structure of the
networks of cooperation that arise in social crises.
A field survey among personnel from different
parties involved in Skane has been performed to
create an image of the cooperation and the
management. An analysis of the discharge of oil
along the south coast of Skdne has also been done
to serve this purpose.
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Network of cooperation

The number of actors to be incorporated in
the crisis management quickly rises as the
affected area increases. This will lead to a
complex network of actors who must
coordinate their actions to achieve the best
result. How the network will look like and
which actors that will be involved depend to a
large extent on the nature and range of the
crisis. The networks of cooperation show the
complexity that quickly arises in crises
management. All involved actors must stay
informed about what the other actors do, plan
to do and what the state is and will develop to.
To develop the network, we suggest that the
responsibility of the County Administrative
Board is increased regarding the task of giving
all the actors a correct and mutual state of
image.

Developed network of
cooperation

The developed network of cooperation, which
can be seen in the figure below, is based on all
actors sending relevant information on their
state of view and their actions to the County
Administrative Board. After that the County
Administrative Board work up and put
together the information before they send it
back to all actors involved, but also to actors
not involved, that have to be informed. This
would simplify the network of cooperation
considerably and save resources for all actors
since the handling of information is a large
part of crisis management. The simplified
network of cooperation does not imply that
the actors can stop cooperating directly with
each other, but that the County Administrative
Board should answer for the cootrdination of
the information between the actors. In other
areas cooperation still must occur directly
between the actors.

Problems in Crises Management

Besides the fact that the network of
cooperation quickly becomes complex in
social crises there are other problems that also
ought to be shed light on. One problem is the
differences in what concepts that are used and
which their meanings are. We consider it
important for the actors to become united on
mutual meanings of the concepts to avoid
misunderstandings.
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A great deal of crisis management is based on
plans. Plans are necessary but they have to be used
and updated continuously. According to us the
organisations should develop a satisfactory culture
of crisis management to make the awareness of
crisis management reach the entire organisation. A
satisfactory culture of crisis management also
counteracts the fact that the ability to manage
crises often is bonded to only one enthusiastic
person in the organisation. Another problem that
has been discovered during the field survey is the
indistinct distribution of roles between the
municipalities and the County Administrative
Board. The County Administrative Board
therefore ought to make its role clear by
conveying what kind of support they can
contribute to the municipalities in a situation of
crisis. The municipalities can on the other hand
never hand over their responsibility to the County
Administrative Board. Many of the problems with
crisis management have their origin in the increase
of distance between the actors on higher levels of
decision. Among other things it is difficult to
create a correct state of image for all actors and to
have endurance in the crisis organisations when
the need for coordinators is large. These problems
could be solved if the actors used the same
location of management. A common location of
management is difficult to introduce but it should
be seen as a vision for the future that would
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facilitate the management of crisis in many
ways. Cooperation resolves many of the
problems that arise during social crises and

ought therefore to be done in different shapes
and fields

Exercises

Exercises are a common form of cooperation.
The networks of cooperation could be used in
the planning of exercises, when they visualize
which actors who may be involved in different
crises and by that, which actors who ought to
participate or which functions that ought to be
trained. The networks of cooperation, which
are based on five types of events that may
trigger  crises, accident, criminal action,
transmission of disease, social anxiety, and
infrastructure malfunction, can also act as a
source of inspiration in the development of
scenarios for the exercises. As for the rest it is
important to consider that the exercises should
be arranged pedagogically and that an
evaluation should not be forgotten. This is
because it is the evaluation that makes the
exercise reach its purpose and lead to progress
in the ability to manage crises. Well-planed
exercises that feel useful may be the best way
of increasing the degree of consciousness on
all levels in the organisations of the actors.



Survey and assessment of
safety culture — a method
proposal and the application of
the model on two companies
within the process industry

Matilda Borjesson

Abstract
The result of the work conducted is a method to
evaluate and map the safety culture within a
company. The method consists of two general
templates. The first template, refered to as the
assessment template, works as a reference point.
The second one is a presentation template where
the facts and status of the company in focus will be
and evaluated

presented compared to the

assessment template. Safety culture relates to
attitudes, behaviour, norms and values concerning
safety. In this report nine key areas will work as a

starting point. The nine areas that together state

the core values of safety culture are: working
conditions, flexibility, communication, reporting,
justice, learning, attitudes concerning safety,

behaviour concerning safety and risk perception
These nine areas will also act as the foundation for
the templates. Further, the report contains an
evaluation of the method to survey and assess the
safety culture as well as an example of how the
method can be used in practise. In this case the
technique is performed at two companies within
the process industry. In short, the templates work
satisfactory as a practical tool and creates
structure for the survey and assessment of safety

culture.

Introduction

It is more important now then ever to work in a
preventive way with accident control. The first
thing that comes in to mind when considering
precautionary measures is often to improve the
existing physical safety features. For example
install a sprinkler system or buy new, safer
clothing. However, it is important to keep in
mind that this is merely one part of the complete
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picture. Almost 80 % of all accidents are caused
by the human factor and one way to deal with
this, “softer” side can be to implement or
improve an already existing safety culture.

Safety Culture

A high-quality safety culture is, in essence, a
safety thinking rooted within the company, from
management to employees, to avoid and
minimize unnecessary risk taking. The safety
culture reflects the attitudes and behaviours that
exist inside the company and a successful
organization has safety as one of its core values.

The different safety barriers of the ”softer” side
can be described in the same way as for ordinary
technical systems, see figure 1. Accordingly a
company has many safety barriers but the most
fundamental one is safety culture.

/F_\\i. Routins for emergencics

/’
/{;::\\“5. In;;ugﬁnns for critical situations

At 1 ,
s F/"_" 4, Detdiled instructions
3. GeHeral rournes
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0. Safety Culture

T
N
d

e

Figure 1, Exampel of “soft” safety barriers within a
company where the inner circle is safety culture.

This shows that it is safety culture that is the
inner circle, the first barrier to prevent anything
unwanted to occur within the premises. This
means that under idealistic circumstances,
theoretically, a good safety culture is all that it
takes. No other systems are needed if the
company really is pervaded by an excellent safety
culture.

On the other hand, if the safety culture that is
the inner circle is missing it doesn’t matter how
many outer layers, good competence, routines
for emergency etc., there will be. Because if there
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doesn’t exist a good safety culture nobody will
follow the routines and the instructions and
nobody will have safety in the back of their mind
while performing their daily tasks or working
with the company’s strategy.

If there is a good safety culture within a
company everyone is aware of the importance of
having safety in focus. The result will be that
both active and latent errors will be minimized
by the fact that safety always is the number one

priority.

However, human errors will always exist, it is in
her nature. So by achieving a good safety culture
much is won, it is one of the most effective ways
to work preventive for accident control, but it
not enough. It always has to be completed with
technical safety bartiers, the “hard” side, if an
accident occurs. Human errors must be
permitted and be able to manage within the
frame of the system where the work is done.

Method and templates

Thus safety culture relates to attitudes,
behaviour, norms and values concerning safety
and in this report nine areas had been used as
the foundation when expressing the safety
culture. The same nine areas has also acted as
the starting point when designing the assessment
and presentation templates. The nine areas that
originally are expressed by Asa Ek PhD, Lunds
University are: working conditions, flexibility,
communication, reporting, justice, learning,
attitudes concerning safety, behaviour
concerning safety and risk perception.

But how do you approach a broad area like
safety culture? To be able to get the overall
picture a template, based on Kemikontorets
report for revision of SHE (safety, health and
environment), was created. The purpose of the
template was threefold; (1) To survey the safety
culture, (2) to be an instrument for mapping and
assessment and (3) to provide and overview of
the current status of the safety culture relating to
the nine key ateas.

18

Insufficient, Shoud be Good, Excellent,
2p improved, p 10p
4p

Stress | Experiences One feels Feels very Doesn’t
that the stressed rarely feel any
demands during stressed negative
exceed the shorter during stress from
ability ones periods. The | work. the job.
capacity. The | feeling of Experience There is
feeling of being thet thereis | enough
not having insufficient enough time to
enough time | is there from | resources achieve the
is time to time. | avaliable to goals and
overwhelmin | Thereis not | be able to good
g and will enough cope with support
last during support the from
long periods from demands. superiours
of time. superiors. whenever

it’s needed.

Figure 2, A short example of the presentation template.

The main example study was performed at the
ethylene oxide plant at Akzo Nobel Functional
Chemicals and at the pulp mill at Sédra Cell
Viro. It is important to stress this delimitation
of the report, since further and more in depth
studies has to be made in order to comment on
the safety culture of the entire organizations.

To be able to use the templates in the correct
way it is important to find information from the
companies to apply to the templates. Therefore
it is important to do a solid and thorough
investigation. In this report three different
methods where used: interviews, questionnaires
and indicators.

OECD gives great guidance of how to find
useful indicators in their new book, OECD
guidance on Safety Performance Indicators. To
be able to get overall picture of the safety culture
within the given company it is important to
include all levels of employees in the study. It is
also vital that the project leader has a deep
understanding of safety culture.

Findings

The work conducted suggested that a healthy
safety culture existed in the ethylene oxide plant
and that the culture was firmly rooted within the
company. However, some

weak links existed and it is important to stress
that constant work is needed to make sure that
the current level of safety culture is maintained
and kept up to date.




The survey and assessment of safety culture of
the pulp mill at S6dra Cell Viré showed that
safety matters were taken into account on all
levels that were under scrutiny in this report.
However, more time and effort is needed before
they will achieve a good safety culture that is
embedded in all levels within the company. If
the work continues in the same direction as
today the company will achieve an increase in
safety thinking and finally attain a good safety

culture.

A warning that applies to both companies is to
not put the production alone in focus. Instead it
is important to let safety be a core value and to
truly understand that a safe plant also is
favourable in an economic perspective.

The final conclusions of this report are that the
created templates work well for its designated
purpose ie. to assist in understanding, surveying
as well as assessing the safety culture within a
company.
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Systematic safety management
within eldercare —
Implementation of Tryggve at
the home for old people of
Ekdalagarden, Harryda kommun

Josefin Hybring

Abstract

Most people will someday grow old and perhaps need
help to manage daily life. Homes for the elderly are a
form of care that give people an opportunity to live a
life with dignity, provide them with a sense of
security and a feeling of community. In order to offer
this security that all people are worthy of, it is
important to identify risks connected with homes for
the elderly and plan for routines in how to handle

them.

The new law of protection against accidents will
come into effect in Sweden on January 13, 2004.
The demand for work involving risks at homes for
the elderly will then increase. To make it easier to
start with the work of systematic risk management
at these homes, a problem solving procedure is
presented in a master thesis at the Department of
Fire Safety Engineering Lund University, Sweden.

The aim of this report is to survey the risks
connected with homes for the elderly, to be able
to enhance security and decrease the inherent
risks. The goal is to create a tool that will facilitate
working with risk management at the homes, and
thus increase security in daily life for the residents,
personnel and visitors. The starting point of this
report is the home for the elderly of Ekdalagirden
in Hirryda kommun.

Everyone is exposed to different kinds of risks
every day, voluntarily as well as involuntarily. To
work with systematic risk management means to
continuously identify risks, prevent them, and in
some cases totally eliminate them. Despite a
thorough security program, to etr is human and
that means that accidents will continue to occur.
Systematic  risk management provides an
opportunity to partly control risks as well as the
consequences of an undesired incident.
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For implementation of systematic risk
management at homes for the elderly, the
parachute  jumper Tryggve has been
developed. It symbolizes a human being who
is exposed to a risk. The ropes of the
parachute symbolize the rules and regulations
of an existing organisation and the risks
surrounding it. Tryggve has the opportunity to
control the jump as long as the parachute is
intact. By working with all included parts of
Tryggve, opportunities for an enhanced feeling
of security for those concerned are created.

1. Description of the organisation and risks
. Laws and regulations
3. Safety policy
educational

5. Information material and

objective

Security description

Control system and follow-up
Instruction for control rounds
Report and evaluation
Documentation

o ®

10.
11.

Each part of Tryggve provides significant
information, so it is important that a// sections
are included in the systematic safety
management plan.

e Aim — It is important to be aware of
the goal of systematic safety
management. Tryggve is able to steer
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in the right direction whether it is windy
or not.

Description of the organisation and
risks — Describes the organisation in
question and its risks. By making this
clear the resource and manpower can be
used as effectively as possible. The
description will be the basis for continued
safety management.

Laws and regulations — To be able to
uphold good security and a safe
environment, it is important to be aware
of the laws and regulations that concern
the organisation.

Safety policy — A safety policy shows
that within the organisation safety
management dominates. It describes the
goals of the work and makes the idea of
high risk thinking within the organisation
clear. It is a support mechanism that
makes it easier to work with systematic
safety management so the laws and
regulations will be upheld, plus it also
shows the organisation’s own ambition.
Security organisation — Through
continued and systematic work, its
obligation is to minimize the risks within
the organisation and ensure a high level of
safety. By means of a security
organisation the sense of security is
guaranteed.

Informational material and
educational objective — To maintain a
high level of security, it is important that
the people concerned get the necessary
education. In the event of an accident it
may be the staff’s actions that make the
difference between life and death.
Security rules — By introducing security
rules the consciousness of the risks will
increase and the risk for an accident will
decrease.

Security description — Gives a general
overview of the security equipment and
forms the basis of the control rounds.
Control system and follow up -
Through systematic prevention, the
identified risks and security equipment
can be controlled and therefore maintain
a high level of security. If the defects and
faults that are found during the control
rounds are not taken care of and followed
up, the work is useless and the whole
system will fail.
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e Instruction for control rounds —
Through supervision, one is able to
control the working of a component
correctly. It also facilitates the control
work. The procedure will be the same
even if different people perform it.

¢ Report and evaluation — Reporting
accidents and near-accidents  is
important to see if the safety
management has a desirable effect.
With a well designed reporting system,
improvements or deteriorations can
be discovered and the work can be

evaluated.

¢ Documentation — To ensure that
safety management is carried on
within the organisation,

documentation is important.

The model of Tryggve provides a foundation
to work from and it offers each organisation
an opportunity to design individually adjusted
risk management plans. Tryggve signifies that
the organisation continuously works to
improve itself and to provide a secure
environment. It also promotes the importance
of responsibility and security.

It is important to emphasize that Tryggve only
creates conditions to work with security and
that the result depends on the commitment
from the organisation. The material that is
produced in connection with Tryggve must be
constantly improved, giving those concerned a
chance to patticipate and to be influential.
Together the organisation must work for
guaranteeing the sense of security offered at
homes for the elderly.
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Risk management in humanitarian relief operations

Risk management in
humanitarian relief operations —
Decision making and risk
management under complex
and highly dynamic
circumstances

Tobias Ekberg
Christoffer Transtrom

Abstract

The result of this project is an activity suited model
for risk management. The objective is to constitute a
framework to the Swedish Rescue Services Agency
(SRSA) as how to carry on risk management, well
suited to its purpose of managing staff safety and
security in humanitarian relief operations. The model
which we have named the Three-Two-One model is
based upon conventional risk management theory,
as well as the descriptive branch of decision theory.
Further more the model is based on a qualitative
analysis concerning the composite of problems
regarding decision making and risk management

within this field of activity.

Introduction

The deteriorated safety and
humanitarian relief workers is
emphasized as a serious problem. An example is
the attack on the UN office in Baghdad August
19t 2003, were 22 people died and over 150 were
injured (Ahtisaari, 2003). Humanitarian relief work
is characterised by circumstances of rapid changes
and in many aspects high stakes. The threat for
the safety and security of humanitarian workers is
vast and complex, and may in addition to violence
comprise of sickness and strikes of nature for
example. Under these circumstances it is
problematical to manage i.e. to identify, analyse,
evaluate and reduce the risk exposed to personnel.

security  for

more often

Appliance of conventional risk management will
be limited under such complex and highly
dynamic  circumstances. The conventional
systematic in risk management should for this
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reason not be rejected, as it is based on many
years of research and experience. If anything,
it is a performance objective to try aiming at.
The problem in question is about producing
an activity suited model for risk management,
applicable within an organisation performing
activities under complex and highly dynamic
circumstances.

Analysis

Through a qualitative analysis of the activities
and problems in question, a number of
significant  circumstances, risk
management petspective, are identified and
characterised. These complex and highly
dynamic circumstances then lead to a complex
of problems, concerning the possibility of
carry on efficient risk management. In order to
facilitate the description of these problems
they are divided into four main sets, which are
shown in figure 1 below. Out of these four
sets, attaining adequate and shared situation
awareness stands out as the most significant, in
order to carry on efficient risk management
complex highly  dynamic
circumstances.

from a

under and

Cominies ard highl

o preawic circemsianoes

U

Four zet of probl ems with reference to decision making and risk
managenmert

Resource management and
ca-ordination

The Individual and social influence an
decigion making and risk managemernt

{ To exercize control ]

[ Situation awareness

Figure 1: Shows four set of problems which bave been
identified and coupled to the possibility of well suited
decision making and risk management, concerning staff
safety and security in bumanitarian relief operations.
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The analysis of the four set of problems shown in
figure 1 above leads to a number of conclusions:

» 1In order to increase the possibilities of well

suited risk management, two main fronts of
effect appear to be of great importance. The
first one is to optimige the individual prerequisites
to risk control. This incorporates optimizing
the individuals’ capability to identify, analyse,
interpret, evaluate, communicate and reduce
risk. The second front of effect is to optimize
information management within the organisation.
This could be expressed as to optimize the
systems, processes, methods and tools which
the individual and the organisation uses in
order to control operations regarding risk.

In order to control risk regarding staff
safety and security and at the same time be
able to control the timeframe and the mental
resources necessary to reach this objective,
risk  management should be distributed between
different levels within the organisation.

Safety and security can not only be managed
through these
complex and highly dynamic circumstances.
Instead the objective should be towards a
This

active

reactive measures under

course of proactive risk  management.
incorporates  continuous  and
supervision and adjustment, to make sure the
limits of safe activity are not overstepped.
Crucial is to counteract the forces that drive
towards the limits

operations of unsafe

activity.

These conclusions lead to the formulation of a

strategy for risk management:

Fishk maragement with the objeciive fo coriro!
staff safety and securiiy in humanitarian reliefl
operaiions should be directed towards
proaeirve Fisk maragement vith focus on
wplisnizing the individual preceguisites fur
parsommnsd fo contral rick and oplimuzing
information management within the
argarisation. The risk management within the
organisation showld be distributed and adapied
to different levels in order o avoid negative
effect, from the complex and highly dynandc
circwinstances, 2 ike prevegquisites for risk

??Sz?iﬂg&'?.‘ie?sﬁ.

Figure 2: The formulation of a strategy for risk
managenient.
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An activity suited model for risk
management

With the purpose of being able to, in practice,
carry on risk management in compliance with
the formulated strategy, a model which we
have named the Three-Two-One-model should be
put into practice. The model structure is based
on three functional levels, two processes for risk
management, which all together constitutes orne
system for risk management.

fuBin process

Operational co-operation

and suppart

Figld lawal

Figure 3: Shows the structure of the Three-Two-One-
model, with three functional levels, two processes of risk
management which altogether constitutes one system for
risk management.

In the main process risk management is
carried on with an overall activity perspective,
while the main objective in the operational
process is to manage risk in a specific
operation. However  both  processes
incorporate activities as risk analysis, risk
evaluation and risk reduction ie. activities
often associated with conventional risk
management. The purpose of this well
recognised working process is to elucidate what
might happen, how likely is it to happen, possible
consequences and what measures to take to obtain risk
control. In figure 4 below these activities are
shown arranged in a way which is normally
referred to as the box model, adjusted to suit
the activity at focus (Davidsson, G. m.fl.
2003).
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Figure 4: Shows the working process essential for efficient
risk management in both main- and operation process.

A description of decision making in a real world
dynamic context leads to a number of essential
conclusions. In a real world dynamic context,
decision making, is to a large extent based on
knowledge, experience, goals and valnes (Klein, 1993).
The correctness in decision making is a
consequence of how these domains are used to
create the situation awareness which decision is
based on. The overall purpose with the Three-
Two-One model is to structure the tasks of risk
management in a way that results in thrift of time,
mental and information resources and also the
optimizing of contents and use of those domains
decision making in a real world context are based
on.

The model and its practical appliance rely on three
essential elements:

»  An  information bank with two main
objectives: As a basis for training of staff i.e.
to effect and increase the staff individual
prerequisites of managing risk. And, to be
used and constitute a basis for the operation
process. This leads to the access and existence
of information in the event of an operation,
which otherwise would have be difficult and
outmost resource-demanding to attain.

> Training. Equipping staff with knowledge,
clear objectives and values, creates the right
prerequisites to obtain situation awareness,
which in turn is the basis for efficient decision

25

making under complex
dynamic circumstances.

and  highly

> Organisational ~ management of safety and
security. The function of the model
demands an active management within
each of three levels. The responsibility for
the organisation’s risk management should
lie at department management level. At
the same time there should be personnel
at the level of the operational co-operation
and support, working active with safety
and security issues, as well as advisors to
both department management and field
level.

Final comments

Managing risk and in this case safety and
security, is not only about using bullet-proof
vests, state of the art communication
equipment or taking vaccination against
diseases. It is also and to a larger extent a

question about otganisational  commitment,
responsibility, — understanding and  standpoints.
Moreover comes naturally a personal

responsibility amongst staff, which still has to
be given the right prerequisites, in order to
exercise this responsibility in an adequate way.
What should be pointed out is that the
function of the organisation risk management
is important to maintain even under periods
when the demand for risk management is not
as evident. For the SRSA this could for
instance concern longer periods of operations
in non violent areas. An important conclusion
that can be drawn based on the work of this
project is that the prerequisites for a, to its
purpose, well suited risk management in large
extent could and should be created through
organisational measures.
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Safety management in the municipality of Gothenburg

Safety management in the
municipality of Gothenburg —
analysis of the current situation
and a model proposal

Louise Abrahamsson
I isa Akesson

Abstract

Swedish municipalities today have big problems with
increasing damage costs together with difficulties to
get good insurance solutions. Therefore the purpose
of the report is to give a proposal on a model for
municipal safety management in Gothenburg. This
has been made by studying statistics and by doing
interviews concerning safety culture in different
municipal activities. The most essential part in a
model for safety management is a clear safety
organisation where everyone involved knows his or
her tasks and responsibilities. Another important
issue is how to make a risk analysis in a municipal

activity.

Introduction

Municipalities in Sweden today have big problems
to find good insurance solutions for their
properties. During the last couple of years
insurance premiums have increased substantially
because of increased criminality, insufficient risk
management and decreased competition among
insurance companies.

To solve the problem with high premiums and
adverse insurance solutions the most important
step is to decrease the damage costs. This can be
attained by working systematic with proactive
safety management. Unfortunately there are no
accepted methods for this today, but according to
/1/ it is possible to influence and dectrease risks
and damages through an aware strategy for safety
management. Another reason for systematic safety
management is that reinsurance companies often
demand this in their insurance solutions.

Because of high insurance premiums, the
municipality of Gothenburg started a captive,
Gota Lejon Insurance Company. Gota Lejon
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Insurance Company was founded in 1991 for
two purposes; partly to act as a traditional
insurance company who offers insurance
solutions for administrations and companies
entirely or partly owned by the municipality of
Gothenburg and parttly to act as a catalyst in
the city's safety management. The putpose to
act as catalyst is to keep damage costs as low
as possible. Unfortunately, the damage costs
have increased substantially during the last
couple of years. The profit that G6ta Lejon
Insurance Company makes administrates and
is after growth used to increase the safety of
the municipality of Gothenburg,.

In 1997 the board of municipality in the City
of Gothenburg decided a safety policy with the
objective to conduct the city's safety manage-
ment. When it comes to methods for safety
management you can among other things read:
/2/

e Safety management shall be operated
by all employees within the
municipality of Gothenburg. Safety
manager or similar coordinates the
safety management within their units.

e Board/committee establishes
additional comments to the overall
safety policy considering special
demands within each activity.

¢  Administration/company documents
the safety management activities in an
action programme. The programme
shall also give information about
improvements and delegations consid-
ering safety management.

Analysis of the current situation

With help of statistics and interviews one of
the objectives in the report is to make a
comprehensive analysis of the economic
consequences of fires, burglaries, vandalism
and water damages and of the safety culture in
the municipality of Gothenburg,.

Two kinds of statistics have been studied, fire
frequency and damage costs. The statistics
come from Gota Lejon Insurance Company
and from Greater Goteborg Fire and Rescue
Services and the years that have been studied
are 1999-2002.

The fire frequency has been calculated for
preschools, compulsory schools and homes
for elderly. The objective with this study was
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to see if there are differences between different
sections of Gothenburg when it comes to fire
frequency. To investigate if the differences that
were found were for real and not by mere accident
a hypothesis test was made.

The statistics of damage costs was divided in two
parts, one part that studied fire damage cost
within preschools, compulsory schools and homes
for elderly and one part that studied damage costs
within different sections of Gothenburg.

The results of the statistical investigation show
that damage costs have increased over the last
couple of years and that some sections of
Gothenburg have a higher level of damage costs
than others. Those sections are Bergsjon,
Gunnared and Lirjedalen. Hégsbo together with
Bergsjon, Gunnared and Lirjedalen also have
considerably higher fire frequency than the rest of
Gothenburg.

To see if there are some other similatities between
the sections of Gothenburg mentioned above, an
investigation about social circumstances
carried out. This study showed that Bergsjon,
Gunnared and Lirjedalen have lower income,
higher rate of people living on social grant and
less people with university education compared to
the rest of Gothenburg. This result agrees with the
result in /3/ where the conclusion is that the fire
risk is greater in districts where people are socially
under privileged.

was

As mentioned earlier the analysis of the current
situation also included a part of safety culture.
Safety culture is a concept that mostly has been
used in nuclear-, off shore- and air force
industries. The safety culture discussion is that
damages not only happen because of lacks in
technical systems, the organisation also plays a big
part and many damages can be prevented if the
safety culture is good in the organisation.

Safety culture has been investigated in municipal
activities and interviews have taken place with
headmasters and directors for preschools,
compulsory schools and homes for eldetly. The
objective with the interviews has been to answer
following questions:

e At what level is safety management in
preschools, compulsory schools and
homes for eldetly today?

e Attitudes to safety management?
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e Which are the shortages and
advantages of safety culture in the
studied activities?

The level of safety management today is not
satisfactory. Insufficient education has led to
inadequate knowledge in how to protect
properties from damages. This is shown by
increased damage costs, damage costs that in
several cases easily could have been avoided.
The safety management does not have straight
goals and this of course contribute to the lack
of safety management.

Safety management is not included as a natural
part for employees and therefore working with
safety issues feel like an extra stress. All
activities in the municipality of Gothenburg
are slimmed-down which follows that other
work assignments come first and safety issues
get low priority.

An obvious weakness in safety management is
that a straight responsibility divide is missing
ande there are no co-ordination or overall
picture around safety management.

The following problems have been identified
and summarize the analysis of the current
situation concerning safety management in the
City of Gothenburg:

e The safety policy of the City of
Gothenburg is not well known and
implemented in the city's different
activities.

e People who are responsible for
property safety do not always know
their  responsibilities.  Furthermore
they don't have enough education,
time and money to work with safety
issues on a satisfactory level.

e There is a lack of comprehensive
approach concerning safety manage-
ment in the City of Gothenburg.

e The damage costs are high and have
increased substantially during last
couple of years.

e Lacks in the collection and treatment
of statistics make it difficult to take
the right preventive measures.

e Follow up and evaluation of the safety
management  are not  made
continuously and documentation is
often missing.
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e There are no active networks concerning
safety issues.

e Stress among employees influence the
safety management negatively. Safety
issues are not prioritised.

Model for safety management

The main purpose of a model for systematic safety
management is to decrease the municipality of
Gothenburg's damage costs. If the damage costs
decreases there will be more money for preventive
measures which decreses the damage costs even
more. Figure 1 below describes this discussion.

Figure 1, The effect of good safety management and
decreased damage costs. [ 1/

One important part of a model for systematic
safety management is to identify the different
participants and their responsibilities. In the
muncipality of Gothenburg all employees have a
responsibility when it comes to safety manage-
ment activities but some participants are more
involved than others. These are:

e The board of municipality
e Gota Lejon Insurance Company

o Greater and Rescue

Services

Goteborg  Fire

e Safety co-ordinators
e Property managers
e Actvity managers

These participants have different responsibility
areas and tasks, but due to finite space the reader
of this executive summary is refered to the full
text report.

Besides a legible organisation with clear
responsibilities the following components have
been identified to fulfill the purpose of systematic
safety management:

29

Risk analysis
Action programme

Procedures (routines)
Education
e Documentation

e Follow up and evaluation
e  Statstics

The components mentioned above are of big
importance but you mustn't forget that the
quality of safety mangement activities strongly
depend on the motivation and engagement
among the participants.
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Basic data sets for decision-
making on municipality
accident prevention
programmes — focusing on
everyday accidents prevention

Dantel Ekstrom
Abndreas Kriling

Abstract

Based on a new Swedish legislation for accident
prevention and protection the support of the
establishment of municipality accident prevention
programs with documented basic data sets for
decision-making is discussed. A division into four
documents of basic data sets is proposed. A process
decree and

is projected for the production,

compliment of municipal accident prevention
programmes and the documented basic data sets.
Content and structure of the action programmes and
basic data sets for decision-making on everyday
accidents, with consequence on human life, is
presented including some support for formulation of
measurable goals and hierarchy of objectives. A case
study on the city of Malmd is discussed in this
context focused on accident statistics based on

available data.

Introduction

Through an instituted task on reforming the
Swedish rescue service legislation, which to date
has resulted in a government bill, a new political
area has appeared concerning citizen accident
prevention and protection. The bill — Legislation on
accident prevention and profection — cleatly states as
national goals that citizens all over the country
should hold the rights to satisfactory and equiva-
lent protection against accidents with consid-
eration taken to local conditions. The responsi-
bility to fulfil these rights should lie on the local
authorities by accounting of the municipal acci-
dent prevention and protection undertakings in
action programmes.
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Methodology and problem

By bringing forward the government bill a
number of problems and questions have

These

government’s intentions with action pro-

arisen. mainly concern how the

grammes are to be translated into municipal
strategies that actual creates more effective
rescue services and contributes to an increased
level of protection for the citizens.

The starting point for this thesis is the
demands on action programmes specified in
the proposed legislation. Serving as a base for
the analysis are the impressions and facts the
authors have gathered, foremost from
documents preceding the government bill but
also from visiting persons of importance
concerning this preceding research. Based on
the legislation, its preceding work and lessons
learned from those who already begun similar
work, a proposed content for action programmes
is presented in the full report. To support the
producing of action programmes a suggested
series of basic data sets and the achievement of
those are put forward.

Municipal action on accident

prevention

The action programmes shall cleatly state the
goals for the municipal undertakings and pre-
sent the risks of accidents that could demand
rescue actions from the rescue service. The
action programmes should also show how the
municipal organisation for accident prevention
is arranged and planned. Furthermore shall the
ability, and the ability planned to be obtained,
to perform rescue service be stated. An
important issue concerns if the accident
prevention in the municipality should include
all types of accident or only those who raise
actions from the rescue service. None the less,
the action programmes should include acci-
dents in a broader sense than the case is today,
and thus embrace other type of accidents than
fires.

Our vision of action programmes is that the
objective should be to generate a safe environ-
ment to the citizens and facilitate an as
effective use of public means as possible. To
do this it is of great importance that the
municipality takes a stand as the central arena
for accident prevention, from  witch
coordination and joint actions are managed.
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This can be achieved only by applying an
ambitious and serious approach to the action
programmes.

Basic data sets

Decisions concerning the municipal accident
prevention and protection are based on facts and
political values. To support the municipal
leadership in this decision-making, creating effec-
tive goals and keep the activities cost-effective it
takes a well organized execution of analysing the
local conditions, resulting in suggested measures
leading to improvement. Documented analyses as
these are in this thesis called basic data sets for
decision-mafking.

The accidents, risks and threats that exist in
society span over a wide spectrum of conse-
quences ranging from elderly’s fall-accidents to
severe events in a state of war. It can be very
difficult to at the same time study both the
comprehensive picture as well as details in the
subsets of the municipality safety undertakings. It
is quite likely to assume that the analyses therefore
will need to be divided into several unique sets of
basic data, to maintain focus in the separate areas
specific problems, context and consequences. As
shown in figure 1, a division into four different
documents is made: Basic data for everyday accidents,
Risk analysis for major accidents, | ulnerability analysis
and Analysis of requirements in state of war.

All of these documents should include require-
ments and abilities to perform rescue service
actions.

This thesis focus on the basic data set for
everyday accidents with consequences on
human life. The objectives of the basic data
sets are to produce a groundwork and
foundation for ethical based political discuss-
ions by giving a detailed comprehensive pic-
ture of the local conditions. Furthermore it
should present an estimation of likely out-
comes of different possible alternatives of
action, and support the formulation of meas-
urable goals suitable for follow-up. The basic
data sets for decision-making should be sub-
jected to requitements such as they should be
distinct and comprehendible, developed in
mutual understanding, founded in the
municipality’s  comprehensive  view  and
documented as well as easy to access.

Action programmes

With the proposed legislation a number of
demands are put forward regarding action
programmes. It is stated its content, function
and objective it is supposed to fulfil. Based on
amongst other things the demands mentioned,
a proposal is presented in the full report
regarding contents and structure of accident
prevention action programmes including a
comprehensive section describing the local
conditions, goals and safety undertakings in
the municipality.

Linked to this are sections describing specific
administrations and services, their under-
takings, abilities and processes.

prese rtion and protection
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Figure 1: Different documents.
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In the same way that economics, environmental
and equality issues are handled, the producing of
basic data documents and action programmes
need an effective cross-sectional cooperation in
the municipal organisation. The organisation
surrounding the work on action programmes
should be formed such that it supports the pro-
cess starting in analysing the local conditions, lead-
ing to a decreed action programme and ending in
evaluation and follow-ups. In this process three
important functions has been identified as being:
the governing function, the analysing function and the
executive function.

The process, which is presented in the figure 2, is
characterized by a large need of competence, re-
sources, coordination and joint action and its
success is based on how well these needs are met.
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Statistic data processing

To satisfy the need for basic data on everyday
accidents this thesis describes possible cont-
ents, input data and processing of data to form
accident statistics, accident development and
personal risks for individuals. The most central
parameters in registering accidents are a sub-
division into accident types and position of the
accident. The accident statistics are in this
thesis presented in different consequence
classes: fatal, severely injured and skightly injured.
The
number, incidence, years of lost life, time of

statistics are presented as absolute

treatment and accidents proportion of total

amount (all causes).
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Figure 2: Suggested process for production, decree and compliment of municipal accident prevention programmes and documented basic

data sets (figure in Swedish).
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To this is suggested to connect social and
demographic facts, levels of protection, accident
investigation reports, external accident statistics
and an inventory of specific hazardous environ-
ments.

When the detail level increases or the sampling
space decreases in time or space the statistic
foundation can be insufficient to support qualified
assumptions regarding a municipality’s accident
related risks. In general solely use of data on fatal
accidents will create an insufficient picture of the
accident situation, giving room for random
variations. Therefore it is necessary to gather
information on severe injuries as well and
preferably also on slight injuries. The information
gathering requires cooperation with the medical
services. A complement to study incidence in
accidents could be to study other weaker variables
as measurable attributes like the occurrence of
functional smoke detectors.

As an instrument in follow-up and to support the
decision-makers with the formulation of
measurable goals, a hierarchy of goals is presented
in the full report, based on several measurable
attributes together with the calculation of an all-
embracing damage- and goal index.

The most effective way to use resources is
probably to evaluate different alternatives of act-
ion in advance. Useful tools for these evaluations
are models calculating the achieved social benefits.
These models have a high demand that the
analysis actually resolves the problem in its
specific context and that uncertainties are handled
in a proper way.

Case study

A case study has been performed with the
objective to present parts of the basic data set for
preventing everyday accidents in the city of
Malmé, based on present available input. The
results maintain high standard regarding its ability
to present a comprehensive picture of the accident
situation in the city of Malmo. Because of the way
accidents are registered at present it is not possible
to present matetial based on the actual position of
the accidents. Together with the lack of social and
demographic data it has not been possible to
present any analysis on the relation between such
data and the occurrence of accidents. The absent
positioning of accidents in combination with time
delay in the statistic input data, ranging from 1,5

to 2 years, leads to the conclusion that local
municipal accident registering is preferable.

Conclusions that can be made from the results
are that the distribution of accidents is similar
to national figures in general. As shown in
figure 3 the accident distributions show a
heavy representation from elderly people of
both genders, mainly because the large number
of fall-accidents. In almost all ages and types
of accidents the male sex has a higher
incidence than females.
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Figure 3: People killed in accidents per year in Malmo,
1997-2000. In average 70 fatalities per year.

As a complement to the absolute number of
fatalities the years of lost life (YLL) is shown
in figure 4. The figure shows a large
contribution of males of all ages.
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Figure 4: Years of lost life in accidents per year in
Malmo, 1997-2000. In average 1 470 YLL per
year.
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Risk and safety work in
Swedish communities

Frida Niméus

Abstract

The purpose with this report is twofold. 1) To
examine the safety-work in Swedish communities
today, and to compile examples of present models to
achieve safe communities and 2) how progressive

changes can be integrated into the present work.

The aim is to counsel community “s risk- and safety
work through describing different safety actors, give
suggestions on present models to achieve safe
communities, summarize the laws that govern and
influence a safe community and finally to give
suggestions on how the competence achieved
through the new professional Fire, rescue and safety

training can be utilized in risk- and safety work.

A brief summary of the contents and conclusions of
the report are that the development that occur today
in the area of the community’s risk and safety work
thru new education, increased cooperation and new
and coming laws is a step in the right direction
towards higher safety and better handling of
accidents. The Swedish public sector in a whole has
to increase the engagement and the resources

regarding risk and safety work.

Introduction

The town districts and the society in Sweden stand
before a new risk and vulnerable situation, which
requires new way of thinking regarding risk- and
safety issues. A new structure regarding safety is
getting created through new laws! and a new two-
year education for the professional Fire, rescue and
safety training?. To create a safer community, the
societies’ different safety participants have to
cooperate, in order to reduce the risks and
vulnerability and to increase the capacity to handle
accidents and crises.

The purpose with this report is twofold 1) to
examine the safety-work in Swedish town districts
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and 2) how progressive changes can be
integrated into the present work.

The aim is to counsel community risk- and
safety work through:

» Describing different safety
participants involved in the areas of
responsibility and co-operation.

» Give suggestions on present models
to achieve safe communities.

» Summarize the laws that govern and
influence a safe community.

» Give suggestions on how the
competence achieved through the new
professional  Fire, rescue  and  safety
training can be utilized in risk- and
safety work the most optimal way.

One expectation is that this work can be used
as a guideline for the different safety
participants in the community. The students at
the education, Fire, rescue and safety training, can
use this report as guidance, and the Swedish
Rescue Agency can use it in the work of
developing the education. During the work
with this thesis, interesting areas and questions
has turned up, which has not been able to
study in the line of this project, but they can
be the base for further studies.

Methods

Participants

The research has been made by literature
studies, interviews and questionnaires and by
attending conferences and meetings regarding
the issue. Conducting interviews and
questionnaires where chosen as a method to
verify and to gather information concerning
how Swedish town districts are working and
thinking of risk and safety work. Interviews
were made with the director of two Swedish
town districts, with representatives from both
the Swedish Rescue Agency and the Swedish
Association of Local Authorities.
Questionnaires where sent to all director of
the public administrations in the two town
districts and the response where 67 % contra

50 %.

Measures
The interviews and questionnaires assessed
following five major variables:

e Definition of risk and safety

e Town districts’ risk and safety work
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e Co-operation between public
administrations

e Laws that govern and influence the work
with risk and safety

e How the competence achieved through
the new professional Fire, rescue and safety
training can be utilized in risk- and safety
work

Discussion and Conclusion

The contents and conclusions of the report can be
illustrated by a metaphor, between the community
and a bicycle. Risk and safety work in the
community can be described by the figure below.

The hub is the essence of the bicycle and
symbolizes all the inhabitances. The different
spokes represent the different participants in the
town districts that work with risk and safety issues
and the surrounding tire and rim coordinates the
different participants work.

Authorities

Modells & Tools

Public
admini-

Parliament
Government

The chain symbolizes the cooperation and
exchanges of knowledge needed between
different districts and participants. The saddle
represents the government authorities and the
work they make for the inhabitances safety.
Our parliament and government control and
maneuver the community, which is
comparable to the handlebars on the bicycle.
On the luggage carrier the participants carry
different models and tools which they can use
for risk and safety work. The bicycle and the
community need to have pedals to rotate in
order to get somewhere and to follow the
development in the society. Examples of
pedals in the community ate new laws and
educations.

The public administrations, trade and industry,
government authorities and the inhabitants are
the bases for an efficient safety work. A town
district rules by a local authority that decides
financial frames and goals.

Constant
changes

Ex. New laws &
educations

Public
admini-

Figure 1, The bicycle summaries the four aims of the report and their conclusions.
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Conclusions from the thesis are that the
traditional way risks have been prevented are by
the different participants individually, and the
problem with that is that everyone tends to think
to narrow and not use each other’s knowledge.
There are risks everywhere in the community and
to prevent them everyone has to be involved. To
reach the best result, responsibility and co-
operation between the different participants is
needed, from the individual inhabitant to the
community party. In some town districts the
different safety participants has formed a safety-
cooperation-group. It fulfills a good purpose and
should be used in a greater extend.

In order to improve the exchange of information
between the different participants it is important
to use common models and tools3, which
standardize the safety work. One example is to
collect, analyze and follow up the joined statistics
for accidents and near-accidents in the town
district*. There are today several models that
contain different safety criteria that define a safe
town district. The idea is that all participants
should have the same criteria and goals in order to
reach the best result and to initiate increased
cooperation. There are also pretend-games that
can be used to practice realistic situations of crises
in order to increase the preparedness and
cooperation®.

The community’s increased vulnerability and
demands on higher preparedness within the
authorities against disturbance and strain are
accomplished thru new and coming laws for risk
and safety work.

The following are examples on how the
competence from the new education, Fire, rescue
and safety training, can be used within the
community’s risk and safety work. Primary it is
important to maintain the traditional fire brigade,
but to increase their preventive work. Other
important assignments can be to organize
education for the employees and inhabitants in the
town district in order to increase the safety and
reduce accidents. The new workers can be safety
organizers within different authorities and
industries or be the head of a safety cooperation
group that contains people from the public sector,
businesses, police and other organizations. They
can also work with different models and tools in
order to create a safer town district.

The authot's final thoughts ate that the
developments that occur today in the area of the
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community’s risk and safety work thru new
education, increased cooperation and new and
coming laws! is a step in the right direction
towards higher safety and better handling of
accidents. The Swedish public sector in a
whole has to increase the engagement and the
resources regarding risk and safety work. To
our help there will soon be a new category of
workers, Safety and rescue workers, from the new
education Fire, rescue and safety training?, which
will be a great help in the strive to reach a safer
community.
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Proposal of a new route for dangerous goods in the city of Helsingborg

Proposal of a new route for
dangerous goods in the city of
Helsingborg - A comparison
between three methods for risk
analysis

Daniel [onsson

Abstract

This article is an executive summary of a master
thesis at the program for Master of Science in risk
Lund
University. The work is financed by the city of

management and safety engineering at
Helsingborg in the southern part of Sweden. There

are three objectives of the report:

- Perform a risk analysis of the transportation
of dangerous goods to the harbour area in
Helsingborg, and suggest one or more

routes as the best alternative.

Decide which minimum distances, from

route to other facilities, is appropriate.

Compare three different methods for risk
analysis. The methods are one used in
Gothenburg, one Dutch method (CPR18E)
and a regular CPQRA.

This report will be used in the further city planning in

Helsingborg.

Proposal of a new route for
dangerous goods in Helsingborg

A route is planned in the north-south direction in
the harbour area. This route is to be connected to
the national highway system (routes E4/EG6/E20).
The report shows that the best connection is the
use of the street Ridnnarbanan in combination
with a new street long side the railway tracks to
the harbour. All three methods support this
solution.

The first step gives the city the possibility to
develop the urban area Gdsebick, which today is
highly dominated and surrounded by a route for
dangerous goods and the rail yard.
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When the second step is taken it will be
possible to explore the two areas Miatorp and
Planteringen. Today they are dominated by
one leg of the route of dangerous goods to the
chemical industry.
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The first step will not change the societal risk
much. This is because today the route is very
near one residential area, and the new route in
step 1 goes neatr another residential area. But
step number 2 will lower the risk, by not being
located close to any residential area.

Figure 1 shows the societal risk calculated by
the Dutch method, CPR18E. The black line
illustrates the risk criterion and it’s accepted to
have a higher risk than that. But it’s
recommended that the risk should be lower or
at least be so close to the criterion as possible.

Figure 2 shows the same risk calculated with
CPQRA. The criteria are taken from DNV
and are often used in Sweden. It’s not OK to
be above the higher criterion, and the lines
should get as close as possible to the lower
one. Any risk under the lower criterion can be
neglected. The criteria are only
recommendations.
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Figure 1, The change of societal risk calenlated with CPR18E

Blue line is the risk generated by the route of today, red is from step 1 and green from step 2.
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Figure 2, The change of societal risk calenlated with CPORA.
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Proposal of a new route for dangerous goods in the city of Helsingborg

Appropriate distances from routes
for dangerous goods

The three methods for risk analysis show that the
distances used in the city of Gothenburg, Sweden,
can be used in city planning with some changes.

< 50 meters:
> 50 meters:

No buildings at all
Working areas, communication
centres (railway stations etc.)

Shorter distances can be accepted, but will
demand preventive measures and a risk
analysis that proves that the generated risk is
acceptable. The distances ate based on the
individual risk calculated with two of the
methods, CPR18E and CPQRA.

> 100 meters: Residential ~ buildings, hotels,
shopping malls and small
meeting places
> 200 meters: Schools, sport arenas, large
meeting places and halls
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Figure 3, The individual risk calculated with two methods, CPR18E and CPORA.

The results from the two different methods are
similar to each other. After 50 meters the
individual risk is lowered radical. This is because
the consequences from many of the possible
accidents with dangerous goods only reach this
maximum distance. A major part of the traffic is
flammable liquids like gasoline and petrol.

At worst a total rapture create a pool with a radius
of 30 meters and the lethal radiation reaches
another 10 meters. At a distance of 50 meters
from such accident nobody gets killed. The same
reasoning is also valid for most of the toxic or
corrosive liquids and flammable, toxic or
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corrosive materials. Because of that a 50
meters wide building free zone nearest the
route is highly motivated. Working areas with
industries and offices can be located here.
Next dip in the individual risk is at a distance
of about 100 meters. Here is it accepted with
residential buildings, hotels and small meeting
places. After 200 meter the risk calculated with
CPQRA is deep below the neglect able risk
critetion. Also the risk calculated with
CPR18E shows that the risk is acceptable. At
this distances sport arenas, schools and large
meeting places can be tolerated. These objects
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often host many people and can be difficult to
evacuate.

Comparison of the methods

Because the lack of national risk criteria in Sweden
each risk analyst must decide which to use.
Therefore the method from Gothenburg is
deriving its own criterion. It would have been
better to use an existing accepted method instead.
The chosen criterion is much more gentle than
normal. In the same time only one category of
dangerous goods is used at the time in the risk
analysis. The correct way is to calculate the total
risk generated by all traffic with dangerous goods.
The use of the other methods shows that the
result is nevertheless acceptable. This could be
due to the fact that more dangerous goods are
transported in  Gothenburg compared to
Helsingborg.

In the Netherlands the access to land is restricted.
The properties must be used at the maximum.
Not using valuable areas is too expensive.
Therefore CPR18E, the Dutch method, is a
detailed guideline that uses a standardisation of
inputs in the models. This is so that different risk
analysis can be compared. Good statistics and
advanced models are provided.

The method is only looking at the risk generated
by a few numbers of categories of dangerous
goods.

Only flammable or toxic gases and liquids are
assumed to generate any risk to the society.
Class 1, explosives, is not with taken because it
is a small category of dangerous goods. But if
the probability is so low for an accident the
consequences in the other end is much higher.
Risk is a product of both probabilities and
consequences.

CPQRA is a well-known method and it’s up to
the user to choose which categories of
dangerous goods to involve in the calculations.
There is nothing mentioned about the
probabilities of accidents with transportation
of dangerous goods. Therefore a Swedish
method, called the VTI-method, is used
instead. This method has received some critic
in Sweden because it’s using very detailed
index for different types of roads and speed
limits. It’s impossible to quantify the
probabilities that detailed.

An interesting fact with the three used
methods are the different risk rating generated
for the different categories of dangerous
goods. Two of the methods ranks mass
explosives as the category with the highest
risk, while the third method is not looking at it
at all.

No method is clearly better than the others.
Therefore it's necessary to use at least two of
them (CPR18E and CPQRA).

Conclusion

The city of Helsingborg can accept the risks of
today without any changes. But it will then be
impossible to develop the area further. The
route with dangerous goods is today located
very near residential buildings. It is therefore
recommended

to move the traffic.

organic peroxides

Ranking Gothenburg CPR18E CPORA, VTI
Most dangerous | Mass explosives Flammable gases | Mass explosives
Toxic gases Toxic gases Oxidizers and
organic peroxides
T Oxidizers and Toxic liquids Flammable gases

Flammable gases

Flammable liguids | Toxic gases

Toxic liguids

Least dangerous

Flammable liquids
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Methods for Risk and Vulnerability Analysis

Methods for Risk and
Vulnerability Analysis —
Regarding serious events in the
area of process industry and
transport of hazardous
materials

Joban Ingvarsson
Annika Roos

Abstract
In this report, methods for risk and vulnerability
analysis of technological infrastructure and transport
are examined. Fault Tree Analysis, Event Tree
and QRA can,

Determination,

Analysis, along with Anticipatory

Failure Hierarchical Holographic
Modelling, and System Action Management, be used
as methods for risk and vulnerability analysis of
technical infrastructure. For risk and vulnerability
analysis of transports, new methods have to be
invented. It is a serious problem that there are no
satisfactory methods for risk analysis of transport of
hazardous materials. The methods that must be
invented could for example be based on quantitative

approaches such as the concept of Hot spots.

The standards are being raised on the
preparedness of society to manage serious crises.
One way of doing this is by legislating the per-
formance of risk and vulnerability analysis. There
are, however, no directions on how these analyses
are to be performed. The purpose of this thesis is
to examine what methods can be used for risk and
vulnerability analysis of technological infrastruc-
ture and transport. As a starting-point, traditional
methods for risk analysis have been used.

An inventory of existing methods for risk analysis
regarding human reliability as well as technical and
organizational aspects is performed to start with.
The methods that are, in addition to being appli-
cable to risk and vulnerability analysis, by nature
quantitative and result in an absolute measure of
risk, is chosen for further analysis. The methods
complying with these criterions are Fault Tree
Analysis, Event Tree Analysis, Quantitative Risk
Analysis and Method for risk analysis of the trans-
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portation of hazardous materials by road and
rail. The four methods are further dealt with
studying the relationship between what is put
into the model and what comes out and how
this will affect the methods practicability and
applicability as method for risk and
vulnerability analysis.

Regarding Fault Tree Analysis, the analysis
points out the size of the tree, the parameter’s
position in the tree and the kind of logic gate
connected to the parameter as the most
important elements to the result. The larger
the tree and the lower the parameter is
positioned, the more important to the result
the separate element is. The analogous analysis
for Event Tree Analysis show that the only
element that affects the impact the parameter
has to the result is the size of the tree; the
larger the tree, the less important variations in
the separate parameter are.

The difficulties or problems in using Fault
Tree Analysis and Event Tree Analysis lies not
in the calculation models, but in identifying all

possible events and their
probabilities/ frequencies. Reliable data for the
scenario’s probabilities/frequencies or

methods for dealing with unreliable or not

existing data is required. Despite these
problems, the methods are considered
applicable as methods for risk and

vulnerability analysis.

The analysis of the Method for risk analysis of
the transportation of hazardous materials by
road and rail show that it is not applicable as
method for risk and vulnerability analysis. The
formulas and indices used in the model are not
satisfactory justified. In addition to this, many
parameters that have large impact on the
model’s result are treated too roughly and
arbitrarily to give a correct description of the
actual risk level. More, the analysis shows that
railway crossings are not an important
contributor to the over-all risk. This does not
correspond to the general meaning of
crossings being one of the most important
parts of the railway system’s safety.

Regarding QRA, the analysis shows that
damage criterion, plume arc, and population
density have so large impact on the result that
uncertain values could result in an incorrect
description of the risk level. Since Fault Tree
Analysis or Event Tree Analysis often are used



Master of Science in Risk Management and Safety Engineering, Lund University, Sweden

as a part of the QRA, the difficulties in identifying
all possible scenarios along with appropriate prob-
abilities/frequencies, also appear with the QRA
methodology. QRA is, however, a method that is
applicable in many situations and despite it’s de-
pendency on satisfactory data, the method gives a
good and informative description of a system’s
risk level. Because the extensive and comprehen-
sive analysis of both probability and conse-
quences, QRA is considered applicable as method
for risk and vulnerability analysis.

To handle the difficulties in identifying all possible
events and scenarios, Anticipatory Failure Deter-
mination (AFD) and/or Hierarchical Holographic
Modeling (HHM) should supplement the methods
mentioned above. AFD is a method that, due to a
different approach, facilitates the identification of
all scenarios. HHM is a model for structuring
problems that facilitates a systematic inventory of
possible scenarios.

The issue of addressing proper probabili-
ties/frequencies to different events, especially for
human reliability and the influence of organiza-
tional factors, can be handled by System Action
Management (SAM). SAM is analytical procedure
for structuring and quantifying human and organ-
izational factors. The probabilities/ frequencies for
other factors is also an issue of concern and one
way to deal with the problem is to standardize the
procedure of risk analysis. Standardization also
facilitates the assessment of risks. For example,
criterion for the assessment of risk can be used to
decide if a level of risk is acceptable or not.

Fault Tree Analysis, Event Tree Analysis, and
QRA can, along with AFD, HHM, and SAM, be
used as methods for risk and vulnerability analysis
of technical infrastructure. For risk and vulner-
ability analysis of transports, new methods have to
be invented. It is a big problem that there are no
satisfactory methods for the risk analysis of trans-
port of hazardous materials. The methods that
must be invented could for example be based on
quantitative approaches such as the concept of
Hot spots.
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Management and Risk Level in
Small and Medium Sized
Enterprises — Insurers
perspective focusing on fire and
business interruption

Mans Bergfeldt
Erik Grahn

Abstract

This report discusses the organizational influences on
protection systems which influence the overall risk
level. A number of projects concerning the effect of
organizational factors on risk have been studied. A
model showing the organizational influences on fire
and business interruption following mainly fires has
been produced. Projects relating to risk management
in SMEs have been studied to look at methods
designed to work in SMEs. Interviews in 8 SMEs have
also been conducted to give insight in the level of
risk preventive work and organizational influence. A
tool for including the influences of organizational
factors in risk surveys through revising the safety
culture is presented. Suggestions on methods to
work with organizational influence and safety culture

in SMEs are finally presented.

Introduction

The project was carried out in cooperation with
the Swedish insurance company Trygg Hansa.

Factors within the area of management and
management systems as an influencing factor on
risk is today structured and considered in a way
that reflects the conditions for larger enterprises.
Trygg Hansa wishes to develop methods that
could help taking organizational influences into
consideration when judging the risks in small and
medium enterprises (SMEs).

Many notices that the management style, the
safety culture a s o are central factors for lowering
the risks within a company.

SMEs in general are not large enough to have
their own risk manager or a similar position to
work with risk management. It is therefore inter-
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esting how this work could be carried out
with respect to the special conditions of
SME:s.

This work will look at how organizational
factors influence the risk for fire and business
interruption  with  focus on SMEs. This
knowledge will be used to suggest how SMEs
could work to lower their risks with respect
to their lack of resources. A survey tool
which helps to include organizational
influence will also be constructed as a help
for Trygg Hansa’s risk surveys.

The used methods are literature studies and
interviews. First a literature study was done
within the area of organizational influence on
risk. The study was a basis for the following
work and gave ideas on what methods to use.
Interviews were done in SMEs to provide an
insight in their problems. During the project
Trygg Hansa was involved to discuss the
progress.

Organizational influences on
risk
This chapter gives a basis for the

understanding of organizational influence
and what that means.

Within the scientific community and parts
of the industry there is today a consciousness
that the organization and management
influence individual operators or workers and
their possible mistakes. A lot of these ideas
have according to Akselsson (2001) started at
the investigation of catastrophic events such
as the nuclear meltdown at three mile island
1979, the chemical release in Bhopal 1984
and the Chernobyl accident 1986.

A simple model to give a basic visualization
of hazards, protection and losses is shown in
figure 1. The figure can be used to discuss the
similarities between organizational accidents
as the above mentioned and fire risks. With
this basic view all systems containing
protection can be included as we discuss
organizational influences. Reason (1997) says
that the figure is a generalization which does
not provide much information but it is still
valuable as a base for discussion within an
area that is hard to generalize.
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Protection

Figure 1, Hazards, protection and losses.

Hazards

The risk for fire is one example of a hazard which
normally is handled with protection systems of
different kinds and is covered by this generaliza-
tion.

Reason chooses to divide failures in active failures
and latent conditions. The active failures are done
close to the physical processes in a company. They
often give direct consequences and often have a
short life time. At the investigation of an accident
it is easy to close the investigation after the active
failures have been identified and someone can be
pointed out as responsible. The last 25 years acci-
dent investigations have been complemented with
the investigation of underlying factors, so called
“root causes”. Today, active failures are more seen
as a result of underlying factors than the main
reasons for the accidents. It is widely accepted that
people who work in complicated systems makes
mistakes and brakes rules for reasons beyond
individual psychology. These reasons are what we
call latent conditions.

In figure 2 the organizational influences are
combined with the model in figure 1. As can be
seen in figure 2 organizational factors influence
the protection systems.

Protection

(111}
Latent conditions

T 0 1r Causes

Unsafe acts

Local work place conditions ’

o7
’ Organizational factors ’

{1 Investigation

Figure 2, Organizational influence on protection.

Influence diagrams

After studying a number of projects relating to
organizational influences on risk a model was
created. The objective of the model was to visual-
ize the influences organizational factors have on
risk, directly and indirectly. The model is called
influence diagrams after the SAM-model, Murphy
& Paté-Cornell (19906).

Our focus is on large fires and business
interruption following fire or loss of supply sys-
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tems (Electricity, water, compressed air). This
choice is mainly based on the costs of the
insurance companies in Sweden.

We use the ideas of influence diagram in
the SAM-model because it provides a good
overview and it is easy to understand. The
model consists of three parts where different
factors influence each others from the
management level down to an unwanted
event. The three parts in the influence
diagrams are management, decision & action
and physical system. The influence diagram
over large fires is presented in figure 3. In the
table below the different levels in the
influence diagram are explained further.

Table 1, Definitions of the different parts in the influence
diagram.

Physical sys- | Physical system includes everything
tem that is physically present such as
sprinkler system, buildings and
___________________ equipment.
Decision/ Decisions and actions carried out by
action employees who directly work with
the system. Often operators and
___________________ work group leaders.
Management Management include the factors
which management exclusively rules
over such as strategies, information,
education and otrganizational struc-
___________________ twre.
Unwanted The event which needs to be pro-
event tected from.

The factors under physical system and
decision and action were created through
several brainstorms with revising of the
chosen factors. The management part were
initially also created through brainstorming
(light  blue). Later a summary of
organizational factors mentioned in the
literature were grouped and added to the
influence diagram (dark blue). The factors
from the literature are quite general and
include the first (light blue) factors. We chose
to keep the first factors anyway since they are
a bit more concrete.

The influence diagram can be used to
structure discussions about organizational
influences and create understanding about
how the risk for large fires can be influenced
by organizational factors.

Interviews in 8 SMEs

To verify our thoughts about how risks for
fire and business interruption are influenced
by management and so called organizational
factors we chose to get information from
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companies. Interviews were the method chosen to
gather a lot of information with a wide content.
The interviews meant to (among others):

e Survey how the management worked to
prevent fire and business interruption.

e Examine the connections between the man-
agements ambitions/actions and the em-
ployees behavior to see what influence if a
company can reach its protective ambition.

e  EBxamine what works better and less good in
the preventive work with fire and business
interruption and why it works better or less
good.

e Look at how different companies work to-
day with respect to their more or less lim-
ited resources.

To get a broad view of the interviewed compa-
nies and their work two persons where inter-
viewed at each company. One person representing
the management where interviewed to give a pic-
ture of managements work, ambitions and atti-
tudes. Further one person with good insight in the
work “near the floor” where chosen. This person
had experience of working with the physical sys-

tems and where a work group leader or

corresponding.
It is a general conclusion that all
organizational factors were considered

important for the work and systems in a
company. We have found a clear tendency
that management does not view time
pressure as a problem while people working
close to the physical systems do. It is
important that this information relevant to
the systems quality reaches management and
is accepted there.

Other conclusions from the interviews are:

e The knowledge about fire and business
interruption is low.

e The fire brigades influence the level of
protection to very large extent.

e Insurance companies have great
possibilities ~ to  influence  the
companies’ investments on fire and
business interruption protection.

e Most companies realize the importance
of learning from incidents and near
accidents but it is not done.

Risk profile

Safety culture

Low

Yes

High

Partly| No 1 2 3

Who within the company is conscious about the
companies risks concerning fire and business
interruption?

- Management

Risk perception | |

- Heads of unit

- Work group leader

- Everyone

If the employees are conscious about the risks, how
did they reach this level of consciousness? Through
- Education

- Common meetings

- Information leaflets

- Informal talks

...and so on...

Table 2, Part of the tool for risk survey with focus on safety culture.

Method
survey

for organizational risk

It is the authors’ opinion that it is not enough to
look at the presence of protection systems when
the risk level is examined. If the thought is ac-
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cepted that the organization on management
level will influence the performance of the
protection systems and it is further believed
that this influence is significant one realizes
that this influence must be taken into
consideration. We choose to include this
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perspective through examining the safety culture.

From Reason (1997) and Akselsson (2001)
information about the different parts of safety
culture is gathered. The identified parts of safety
culture provide the basis for questions that can be
used to do a survey on the safety culture. The
questions have been influenced by work done by
Asa Ek, phD, Lund University.

An extract from the survey can be found in
table 2.

Method for SMEs

Fact cards and working cards have been devel-
oped as a suggestion of how methods for lowering
risks in small and medium sized enterprises
(SMEs) could look like. The way the methods are
presented is influenced mainly by the VI'T-project
on risk management in SMEs, Suokas et al (1999).
The methods aim to raise the consciousness in
companies about organizational influences and
“root causes”. The methods are further meant to
introduce the concept of safety culture and help
enhancing the safety culture through reporting of
incidents and “near misses”.
The proposed methods are the following:
e Fact card about organizational influences on
risk.
e Working card on organizational influence
on risk.
e Fact card about safety culture
e Working card on incident reporting

Conclusions & discussion

The starting point for this work was the methods
which have been developed or were under devel-
opment and that had the intention to measure
organizational influences on risk.

These methods have been found not suitable
for our use when looking at risks in small and
medium enterprises. The methods were mostly
focusing on correction factors for a quantified risk
and therefore depended on an extensive quantita-
tive risk analysis of the examined company. Some
of the methods were still under development.
Most methods depended on “expert judgment” at
some point wete someone gave his/her subjective
view on the influences. The “experts” were often
persons within the company with good insight in
the systems.

It seems as many, especially within industries
with large risks, have realized that organizational
factors in some way play an important roll for the
risk level. It is however our opinion that few have
been able to work with good results in this field.
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We have found that all organizational factors
we have gathered in this work do influence the
risk level. Some of the organizational factors
have a large improvement potential in the
companies we have interviewed. These are
knowledge/education, learning and reporting.
Time pressure is also an interesting
organizational factor. Time pressure is viewed
differently at different levels in the companies
which indicate problems with communicating
and understanding different views.

In the report we propose different methods
that can be used in SMEs to work with
organizational influence. Will these methods
mean lowered risks for SMEs if used? We
think the risks will be lowered but we cannot
say anything about the order of that risk
reduction. It is among others depending on
the preventive work in the companies today.

The risk survey tool that is presented in our
report has its base in the safety culture in the
surveyed company. The tool is meant to
broaden insurers view on risks. An interesting
question is if organizational factors influences
companies risk level in a way that insurers
today cannot see. We believe that this tool will
add a useful dimension to the attempts to
judge the risks in a company.
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Safety During Test Trips —
Analysis and proposal to a
handbook

Daniel Johansson
Ann-Catrin Sandstrom

Abstract

In Saab Automobile AB different kinds of test-driving
activities, so called test trips, are carried out during
the development of a car. Saab Automobile has
acknowledged a lack in routines for safety during
test trips, at the same time they want to reduce
possible accidents and the consequences of an
accident. Therefore Saab Automobile AB is in need
for a handbook that considers safety during test
trips. This paper briefly describes how the authors
have recognized factors that affect risks arising
during test trips and how these risks can be reduced.
Focus lies on People-Technology-Organization. The
results are based on a risk analysis and are
presented in a proposal to a handbook for safety
during test trips. Further on suggestions to principals
for safety management have been given on higher

levels in the organization.

Introduction

Examples of different kinds of test-driving activity
are winter tests in the north of Sweden, summer
tests in USA and Australia and high speed tests on
proving grounds around the world. The people
who perform test trips are mostly test engineers
and mechanics working with the development of
the car. These persons have assignments related to
testing as well as development in the department.
Data have been collected through interviews,
observations and literature studies. Identified fac-
tors that affect the risks are presented in a hierar-
chical holographic model where the factors have
been divided into different categories depending
on if they origin in the comprehensive organiza-
tion, in preparations or in the atmosphere of the
test trip and the performance of the test trip. A
careful analysis has been made of each category
and thereafter the authors have suggested meas-
ures that have to be taken into consideration to
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have a better test trip atmosphere regarding
safety and work environment.

People-Technology-Organization

Focus in the analysis lies on People-Technol-
ogy-Organization, but what does that mean? A
short explanation is given in this chapter. The
discussion is based on James Reason’s theory

/1/.

Defences
Danger | | | | N\ Losses
Hazards | | | |
Latent
condition I A
pathways
\

Figure 1, Stages in the development and investigation of an
organizational accident.

Lots of accidents depend on social, technical,
individual and organizational factors. But often
organizational factors are ignored or forgotten.
Organizational factors have their causes in
strategic decisions and processes such as
decisions made by the company board and
allocation of resources, for example the right
staff in the right place. The organizational
factors propagate to local workplace factors.
Examples of local workplace factors are a
proving ground with undermanned staff,
language difficulties and lack of rescue ser-
vices. Organizational factors and local work-
place factors represent latent conditions.

Unsafe acts have their origin in latent condi-
tions such as those mentioned above, staff
with wrong education and insecurity. Latent
conditions and unsafe acts lead to danger and
hazards in the work environment. Often there
are different defenses present such as airbags
in the car, safety belts, rescue services and



Master of Science in Risk Management and Safety Engineering, Lund University, Sweden

rails. If defenses are missing or break down the
danger and hazards develop into losses or
accidents.

The discussion above has been a basis for the
authors’ work with safety during test trips.

Identified factors

Identified factors that affect the risks are pre-
sented in a hierarchical holographic model where
the factors have been divided into different cate-
gories depending on if they origin in the compre-
hensive organization, in preparations or in the
atmosphere of the test trip and the performance
of the test trip. In the first category (origin in the
comprehensive organization) the following sub
categories have been identified:

- Safety culture

- Risk and safety management
— Cost reduction

- Medical check-up

—  Social factors

— Test coordination

In the second category (preparations) the follow-
ing sub categories have been identified:

- Responsibilities and rights
- Working time regulations
- Test trip planning

And in the third category (atmosphere and per-
formance of the test trip) the following sub cate-
gories have been identified:

— Climate

Factors related to countries
Public roads

- Proving grounds and workshops

Each sub category contains several factors and all
together forty factors have been identified.

Conclusions

A proposal to a handbook for safety during test
trips is presented based on the result of the risk
analysis carried out. Further on suggestions to
principals for safety management have been given
on higher levels in the organization.
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The handbook

The handbook is named Safety during test trips
and begins with a chapter about the meaning
of the safety culture in a company and how
Saab should work with risk and safety
management. Thereafter Proving team and
Home base are described along with how test
and following cars should be handled. Further
on it is explained when a test captain should
be designated, which education is required and
which responsibilities and rights test captains
and test participants have during a test trip.
The authors have explained working time
regulations and given a suggestion on how a
test trip should be planned. To report risks,
incidents and accidents is an important part in
the work with risk and safety management.
Therefore suggestions on reporting are
described in the handbook. Finally accident
handling and secrecy are discussed. The last
pages in the handbook contain checklists of
what to think of before leaving, equipment
that must be brought and what to think of
after the test trip. Suggestions of ownership
and how the handbook should be updated
have been given to make sure that the
handbook remains a dynamic document. The
format A5 is preferable, as this will make it
easier for the test drivers to bring the
handbook during test trips.

Safety management on higher levels in the
organization

Suggestions  to  principals  for  safety
management have been given on higher levels
in the organization. Saab and Technical
Development should work to improve the
company’s safety culture and safety awareness.
To do so they should work with a proactive
strategy based on three cornerstones;
identifying boundaries of safe performance,
making boundaries for safe and unsafe
performance visible and counteract pressures
that drive decision-makers toward the
boundaries. Further on it takes a high
commitment and an accepted responsibility
from directors, company management and
decision-makers and  participation  from
everyone in the organization to create a
favorable safety culture. Technical
Development needs to work with a system
where each level is acknowledged. To do so,
routines should be established to improve
communication and information paths be-
tween different levels within Technical
Development.
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Knowledge, capability and training are examples
of important components in risk and safety man-
agement. Four types of education have been
suggested to work with these components;
Arbetsmiljoansvar for Provledare (includes responsi-
bilities that a trip captain has for the working envi-
ronment), common information for test partici-
pants, education in medical treatment and educa-
tion in driving skills. Education and training are
important parts of a learning culture that works
with constant improvements.

Technical Development should implement clear
and simplified routines for reporting risks, inci-
dents and accidents. The aim of reporting is to
follow up and analyze the reports to identify latent
conditions and lack in safety barriers. The proving
team, which is a forum for test trip activity, should
be used as a medium to acknowledge risks. They
should also be used to collect and spread infor-
mation about risks, incidents and accidents and
analyze and follow them up.

References
/1/ Reason J. (1997) Managing the Risks of Organizational
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A fundamental objective has been to produce
a suitable method to systematically analyze and
evaluate the health and environmental risks of
oil transports. Extensive literature studies have
been carried out in an attempt to capture the
broad spectrum of the present methods and
tools of environmental and health risk analysis.

In order to systematically describe methods,
definitions and praxis the report is divided into
two main parts:

Part I: General methods in risk
management with focus on health and
environment

Part II: Case study - Health and
environmental risk assessment for transport of
hazardous material

Part |

Risk management is often divided into three
main areas; Safety (5), Health (H) and
Environment (E). These have a general risk
management process in common with
important concepts and definitions. Therefore
the different areas are described in part I.

Different levels of risk analyses are described
and how the results can be evaluated in terms
of tolerability.

Emphasis is also on the parts that lie outside
the risk analysis, e.g.:
e Handling uncertainty
e Communication and Risk
Communication
e Management systems
e Risk control options

The main objective of the first part is to
produce a method for environmental and
health risk assessment of road transports of
hazardous material.
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Initiation and Problem

Formulation
Preliminary endpoints

Data Collection/Evaluation

Risk analysis
Scope definition
Hazard identification
Risk estimation

Hazard Identification
Decision on further analysis and revision
of endpoint

Risk evaluation
Risk tolerability
decisions

Analysis ofoptions

Frequency and probability
assessment for hazard/event

Effect Assessment Exposure Assessment

Risk
reduction/control
Decision-making
Implementation
Monitoring

Risk Characterization

Risk Evaluation
Risk tolerability decisions
Measure

The first steps of the methodology are Problem to decide whether time-consuming quantitative
Formulation, Data Collection/Evaluation and a methods are motivated, a rough analysis
Hazard Identification. Here it is crucial to have should be applied (e.g. an index method). If
approptiate endpoints, and to assimilate enough the risk is substantial scenarios can be selected
information and knowledge on the area and based on the first steps of the methodology.

chemicals. In order to identify the major risks and
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The more quantitative analysis in the methodology
described above should contain three estimations.
These are presented with examples below:

1. Frequency/probability estimation of acci-
dent.

Distribution for (small) spill HT

0,018
0,016
0,014
0,012

0,01
0,008
0,006
0,004
0,002

PROBABILITY

Values in 10"-2

2. Effect estimation

Response
(% with e fFect)

NOEC/  LOEC EG/EDs  ECs/EDs L0/ LDy Dose
NOF (ppsn g/

3. Exposure estimation

For
B Fausned My

.~ Roads

Scale 1:60,000

e
swma mF2 L

In order to evaluate the three estimations they
need to be transformed to a quantifiable risk
value. This is often difficult due to the complexity
of health and, especially, environmental risks. One
possibility is to calculate a quota of predicted con-
centration (exposure estimation) and a highest no
adverse effect concentration (effect estimation).
This quota is a measure of consequence. But in
order to measure risk frequency/probability esti-
mation is also needed.

It is often quite straightforward to calculate a
frequency for an accident resulting in a chemical
spill, but the probability that the specific environ-

Pumping wells
o Surface uaer

¥ Spill lacation
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ment or individual is exposed remains to be
assessed. This takes expertise from different
fields. The uncertainty in the final risk charac-
terization is therefore substantial but the sce-
narios can nevertheless be placed in a risk
matrix. An example for environmental risks is
depicted below.

Probability /

fre quency of exposure

Classes

= 1 tirme by pear

1 time by 1-10 jzars

1 time by 10-100 jears

1 time by 100-1000 gears

=1 tirme by 1000 pears

=1 About =1 Conse quence as a
quodent
(PEC/PNEC)

The advantage of placing the scenarios in a
risk matrix is that it helps the risk control dis-
cussions. It is even more important to get the
control measures implemented. When several
stakeholders participate in the risk manage-
ment process, it is important that the commu-
nication works and that there are functioning
SHE management systems.

Part Il

A case-study constitutes the second part of the
report where a stretch of the road Sudurlands-
vegur (in Iceland) is analyzed using the meth-
odology from part 1. Along the road there are
vulnerable areas consisting of a water protec-
tion area, a Salmon (salmo salar) river and a
lake with Brown Trout (salmo trutta) and Arc-
tic Char (salvelinus alpinus) fishing. Effects on
these species constitute the endpoints of the
environmental risk assessment.

The health endpoint is the water quality of the
water protection area that supplies all the
drinking water in Reykjavik. Reykjavik Energy
delivers the water so they are stakeholders in
this analysis. The chemicals in the analysis are
gasoline and diesel. These were chosen partly
because they are the most commonly trans-
ported chemicals on the stretch and partly
because they are the only chemicals that any
transport data was available on.

Risk identification of the area is partly
conducted with a  qualitative Hazard
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Estimation, an index method. Based on this rough
analysis the environmental and health hazards is
substantial, therefore more quantitative methods
are motivated. This identification step also aids the
selection of scenatios.

Frequency and probability estimation is conducted
by collecting data on the transports. A precision
tree is constructed with three possible sizes of
release for hazardous material transports and one
for common heavy transports (equal to small haz-
ardous material release). Due to lack of data fre-
quencies can not be calculated for all scenarios.

The frequency calculations do not consider the
exposure probability, i.e. the probability of esti-
mated effects in case of spill.

The exposure estimation consists mainly of two
chemical distribution calculations, one via the
groundwater predominantly for the health assess-
ment and one via surface water for the environ-
mental assessment.

The health effect estimation assumes that the
water quality is adversely affected if the concen-
tration exceeds 0.1 mg/l. This value has been
proposed by several oral sources, and is further
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motivated by reference values presented by the
Swedish environmental protection agency. The
environmental effect estimation is more
complex, and since no appropriate effect
values could be found for any of the endpoint
species  the estimation becomes more
qualitative since it must be based on the data
available.

As far as possible a quotient can now be
created of the results from the exposure
estimation and the effect estimation to form a
consequence measure. This is then combined
with the frequency estimation in risk matrices
of different levels.

Some of the results from the case study are
presented in tables and related matrices below.

The risk exceeds the set criteria for both
health and environment. The reason is mainly
the extent of the consequences. It is left to the
stakeholders to decide whether the set criteria
are the right ones to ratify the judgments, and
in that case which measures to take. Some
recommendations are nevertheless given in the
end of the report.
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Health risk characterization:

Scenes of
accident:

Scenario (P) with
amount of spdll:

Is the limit of 0.1 mg
exceeded (intolerable)

Frequency:

1 tirme by 1-10 jmars

1 time by 10-100 jears

1 time by 100-1000 years

=1 tirre by 1000 ears

4 51: 50 kg (0,5 ton) No &
4 320100 kg (1 ton) Mo -
5 F1: 32 tons Yes 8x 10t
5 F2: 4tons Yes 8x 10t
5 P23 & PhH 02ton No 1,7210° &34 107
G FP1: 32 tons Yes 8x 10t
4 P2 4tons No 8x 10t
G P23 & PE 02ton No 1,7x210% &34 107
7 533 tons Mo -
8 FP1: 32 tons Yes 8x 10t
8 P2 4tons No 8x 10t
3 P23 & PE 02ton No 1,7x210% &34 107
Bl 31 50 kg (0,5 ton) Mo -
Bl 320100 kg (1 ton) Mo -
10 31 50 kg (0,5 ton) Mo -
10 520100 kg (1 ton) No' -
Probability / "
fre g v of exposure _a
&)
= 1 tirne by year

e

Quote of pollutant concentration|
and limit value (0.1 m g/

Environmental risk characterization:

Scenario

Anthracene

Benzene

P1: Jarge release)

P1: {large release) 30 mg/l 1500 mg/1 1.5 % 10 mg/1

P2 {medium release) 101 mg/l 50.5 mg/l 505 mg/l

FMNEC/RRV 0.000019 mg/1 0.017 mg/1 0.05 mg/l
Quotients

158 % 10° (1)

882 10° (2)

3.00%10° (3)

P2: (medium release)

5322 10° (4

2970 (5)

10100 (6)

Probability
for
exposure

“Often’”

=1 time every
1000 yeats

“Seldom”

=1 time evety
1000 yeats

1-10

10-100

100-1000 =1000

Consequence
as a Quotient

(FEC/RVEC)
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Supplier Selection When
Considering Risks for
Disturbances in the Inbound
Flow to Scania — A model for
supply chain risk management

Fredrie Finnman

Abstract

This article is a result of a Master Thesis in Engi-
neering Logistics at the MSc programme in Risk
Management and Safety Engineering, Lund Institute
of Technology. The thesis was written in co-operation
with the truck manufacturer Scania. The aim was,
with Scanias supplier situation as a base, to create a
model for supply chain risk management to be used
in the supplier selection process when evaluating
suppliers for the inbound material flow. In continu-
ously using such a model the frequency of distur-
bances can be decreased and, as a result, the costs
can be reduced. The basis of the model consists of
the risk management process: risk analysis, risk
evaluation and risk reduction/control. In practice six
interacting parts, from scope definition to decision-
making, creates the risk management process. Two
practical tools, based on decision-tree analysis (pre-
liminary hazard analysis) and multiple attribute deci-
sion-making (supplier ranking), constitutes the es-
sence of the model. Main conclusions of the thesis is
that the model has an important task to fulfil in the
supplier selection process and that it can add sub-
stantial value to the procurement process in most

companies.

Introduction

During the last decade outsourcing has become an
increasing trend in industrial production. This
creates an increased dependence upon suppliers,
especially when procurement of a strategic or
bottleneck product is made from a single source,
so called single sourcing. Furthermore globaliza-
tion of world economy creates new procurement
opportunities with an increasing number of po-
tential suppliers in new markets. But this, in some
cases, also comes with an increased complexity in
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the supply chain. These factors induce
increased risks of disruption in the inbound
flow to most companies and therefore call for
supply chain risk management.

Not only has higher cost-awareness made
companies outsource non-core production,
but they have also focused on decreasing
production-costs internally. This has been
made by increasing production efficiency and
decreasing lead-times through Japanese
production philosophies such as, for example,
just-in-time and lean production. Time- and
resource optimized production has decreased
time-marginals and buffer volumes which in
turn creates an increased risk for disturbances
and disruptions in the supply chain.

One company affected by these risks is Scania.
Today the company mainly purchases it’s
components from the normal production
markets, Europe and Latin America. But there
is an increased attention to new procurement
markets outside these. This implies a larger
selection of suppliers but also an increased
possibility to diminish costs. New suppliers in
these markets can induce a more complex
logistics chain. Lead times increase and the
transport pipeline become longer which in
most cases also increase the risk of dis-
turbances. Scania is aware of these risks and is
working hard with increased risk awareness in
the procurement organization, but they still
lack a holistic and proactive way of looking at
risks as a natural part of the supplier selection
process. There are three categories of
problems that Scania is facing: the supplier
selection, risks for disturbances in the
upstream material-flow and supply chain risk
management.

Method

The first part of the project consisted mainly
of literature studies in the fields of supply
chain management, technological risk
management and purchasing. This was to
create a theoretical frame of reference on
which to build the model. The selection of
books and articles that discuss risks in the
supply chain was found to be limited. To
counteract this other risk related literature was
consulted. The main source of information
was the databases, primarily Lovisa and Elin,
at the library at Lund University. Hence, I also
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found interesting material in literature used in
courses at Lund Institute of Technology.

When making the empirical studies, interviews
were the main method used. These were con-
ducted both in groups and individually with key
personnel at Scania. Interviews were not always
formally recorded due to their informal structure.
Continuously through the process feedback was
collected from Scania to revise the model.

What is Supply Chain Risk
Management?

Supply chains of today that comprise hundreds or
in some cases thousands of companies, extending
over several tiers, present numerous risks. Broadly
these risks can be classified into two categories:
risks arising from within the supply chain and
risks external to it.

Risks within the supply chain arise from interac-
tion between constituent organizations across the
supply chain. It is caused by sub-optimal interac-
tion and co-operation between the entities along
the chain. Such risks may be the result of lack of
“ownership”, self-imposed “chaos”, just-in-time
practices and inaccurate forecasts. External risks
arise from interactions between the supply chain
and its environment. Such interactions include
disruptions caused by strikes, terrorism and natu-
ral catastrophes.

Together, supply chain risks and risks external to
it, impact the vulnerability of the supply chain.
Simultaneous occurrence of both risks and inter-
actions between them intensifies the damage to
the supply chain. With this in mind a reasonable
definition of supply chain vulnerability would be:

“an exposure to serions disturbance, arising from risks
within the supply chain as well as risks external to the

supply chain” . |1/

Supply chain risk management aim at identifying
potential risks and implementing appropriate ac-
tions to diminish those risks. Thus it can be de-
fined as:

“the identification and management of risks within the
supply chain and risks external to it through a coordinated
approach amongst supply chain members to reduce supply
chain vulnerability as a whole”. 2/
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Developing the Model

Four goals guided the construction of the
model: creation of an instrument for risk man-
agement in the procurement process, increased
risk awareness in the purchasing process, crea-
tion of a basis for supplier selection decision
and simplicity for the user. Emphasis was put
on increasing the purchasers risk awareness
and simplicity.

The basis for the model consists of the three
parts of the risk management process: risk
analysis, risk evaluation and risk reduc-
tion/control (figure 1).

Scope definition

Hagard identification

Risk estimation

Risk analysis

Acceptable risk

v

Risk evaluation

Analysis of options

Decision making

A 4

Tmplementation |

Risk reduction/control|

Figure 1, Basic model. | 3/

Scope definition

Boundaries of the study are confined upstream
by the inbound flow to the suppliers produc-
tion unit and downstream by the off-loading
dock at the Scania production unit. This area
include tiers upstream the supplier and the
transport chain between the supplier and
Scania.

Hazard identification

Hazard identification can be conducted in a
number of ways. In this study a purely qualita-
tive search for disturbance risks was made.
Through the use of key words risk parameters
were derived. Identified parameters where
then divided into three priority groups based
on their influence on supply chain vulnerabil-
1ty.
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Priority group A consists of the following pa-
rameters:
1. Strategic supplier; due to the suppliers
unique knowledge and/or strong ties to
Scania it is hard to replace
2. Strategic-/bottleneck product; products
that if interrupted causes disruptions or
disturbances to Scania
3. Logistics complexity; poor distribution
networks and complex transport routes
causes increased risks
This group constitutes the basis for risk estimation
in the next section.

In group B a number of parameters was used for
the risk evaluation (acceptable risk and analysis of
options). These are:
1. Tool ownership; loss of production tools
in the case of supplier running bankrupt
2. Supplier risk awareness
3. Supplier market strength; a strong sup-
plier might prioritize other customers in a
bottleneck situation
4. Insurance coverage; induces risk aware-
ness and protection against bankruptcy
5. Production limitations; bottlenecks and
changes in the production process might
cause increased probability for disruption
6. Infrastructure; poor infrastructure be-
tween the supplier and Scania increases
the logistics complexity
7. Catastrophic events; force majeure related
occurrences like earthquakes and flood-
ings
As stated above these parameters atre included in
the risk evaluation described in coming sections.
Parameters in group C where not considered use-
ful in the model but still constitute a source for
identifying risks in the supply chain. These can be
found in the thesis.

Risk estimation

To conduct the initial risk estimation a preliminary
hazard analysis (PHA) method was used. The aim
with PHA is to eliminate those suppliers that
don’t constitute a measurable risk to the supply
chain. All other supplier options will undergo
further analysis in the risk evaluation process
(coming sections).

To estimate the risk a basic decision tree was used.
Through the use of the risk parameters in priority
group A, strategic supplier, strategic-/bottleneck
product and logistics complexity, a level of risk is
derived. There are three levels of risk, high, me-
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dium and low. Low risk means that the
supplier can be chosen without any further
analysis. High and medium risk suppliers must
undergo the next step in the model.

Acceptable risk

Formation of the risk evaluation tool was
based on a multi-attributive decision making
(MADM) technique called analytical hierarchy
process (AHP). MADM is basically a number
of techniques that can be used to evaluate
competing alternatives that are defined by
multiple attributes. /4/

AHP is essentially the formalization of our
intuitive understanding of a complex problem
using a hierarchical structure. A hierarchy has
at least three levels: focus or overall goal of the
problem at the top, multiple criteria that define
alternatives in the middle and competing
alternatives at the bottom. Through pair wise
comparison one can assign weights to the
different attributes related to their
contribution to the overall goal. I this case the
overall goal is “best supplier”.

The hierarchical structure consists of four
levels beneath the overall goal (figure 2).
Firstly attributes are divided into operative
risks and business criteria. Operative risks
comprises of risks internal and external to the
supply chain. Internal risks are parameters 1 to
5 of group B in the hazard identification and
the external are parameters 6 and 7. Business
criteria are divided into quality, cost, design
and product design change flexibility. As-
signing weights to attributes is done as
described above.

Analysis of options

There are mainly two alternatives suitable for
the comparison of suppliers. A more complex
method is to continue the pair wise
comparison further down the hierarchy. That
is to compare all attributes with each supplier.
As level 4 comprises 11 attributes this takes
some time. The recommended way is to use a
simple index method. Suppliers are given a
rate from one (very bad) to five (very good)
for each of the attributes. The total index
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Operative tisk

Internal

Best supplier

Business criteria

External

Limitations in
production

Supplier
risk awareness

Supplier

Insurance
marketstrength

Tool ownership

ECO
-flexibilityt

Catastrophic

Infrastructure Quality Cost Design
events -

Supplier E;

Supplier E,

Supplier E;

Supplier E |

Figure 2: Supplier selection hierarchy

score is then computed by multiplying the compa-
rable rating for each attribute by the importance
weight assigned to the attribute. These are then
summed and the sum constitute the index-value
for that supplier.

When this has been done with all competing al-
ternatives (suppliers) one receives a ranking list
that reflects to what extent suppliers fulfils the
overall goal “best supplier”.

Decision-making

Decision-making is a complex process and com-
prises not only concrete parameters. One of the
aims with this model is to deliver a basis for deci-
sion making for purchasers at Scania.

There are numerous decisions to reduce risk of
current interest. Some examples of such decisions
are presented below:

— Redesigning the product

—  Choose other supplier

— Risk reducing measures

— In-house production

Together with the last steps, implementation and
monitoring, this comprises the main part of risk
management model. Hence the model can be
defined as a tool used in an uncertain supplier

selection situation resulting in a basis for decision-
making.
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The Supply Chain Risk
Management Model

In the sections above the principles for devel-
oping and using the model was described. On
the next page a more pragmatic description is
presented (figure 3). This picture represents
the finished model for supply chain risk man-
agement. A more thorough description of the
model and its practical use is found in the
thesis (in Swedish). Vertical dotted arrows in
the models middle level constitutes the appro-
priate working pattern when using the model.

The model as presented in figure 3, is ready
for use in almost any supply chain. As it was
originally constructed for the auto industry,
use on other supply chains might create the
need for modifications. But due to the flexible
nature of the model this is not a major prob-
lem.

Conclusions

Supply chain vulnerability is without a doubt
an increasing problem for many companies.
This is partly a result of time- and resource
optimized production, outsourcing and a glob-
alized economy. Every day disturbances in the
inbound flow occur at Scania, which in turn
generates increased production costs. In the
event of a disruption one also have to take
into account goodwill losses.
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Supplier selection
In uncertainty

|

T f,

*Inbound flow to supplier
*Supplier production and processing

Scope

(
L

A 4
Risk analysis l— azard identificatio:

*Transport and distribution to Scania
*Receival at Scania PRU

*Qualitative analysis

*Risk derivation through key-words
*Three priority groups (A,B,C)
*Groups A and B used in coming steps

*PHA-method eliminate low risk suppliers
*Decision tree with group A parameters

i
L]

*Supplier receives rating high, medium, low ris|
*Medium and high risk undergo next step

*AHP-method assign attribute weights
*Five level hierarchical structure
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|

A
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|

*Operative risks and business criteria guides
*Base for evaluation of competing suppliers

*Index method used to rate suppliers
*Supplier given rate (1 to 5) for each attribute
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*Each rate multiplied with attribute weight
*Result in index-score and supplier ranking-list
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Risk reduction/ conttoll—
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U

/monitorin,

v
Basis for supplier
decision-making

*Ranking list part of basis for decision making

Fignre 3: The Supply Chain Risk Management model

The risk management model presented in this
article has an important task to fulfill in the sup-
plier selection process. It can add substantial value
to the procurement process in any company.

As a whole the model has certain limitation in its
applicability to Scania. This is mainly a result of
the low risk awareness among the purchasers,
which makes it somewhat complex to handle.

However very positive feedback was given to the
PHA-part (preliminary hazard analysis) of the
model. A PHA like the one presented in this arti-
cle can easily be used to create an increased atten-
tion to risk in the supplier selection process. Fur-
ther the model contributes a great deal to the aca-
demic and industrial knowledge in supply chain
risk management.
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Natural Disasters Contribution
to the Risk Situation in the
European Union

Martin Andersson
Elin Kinnerberg

An overarching goal with the thesis has been to
apply risk assessment as an instrument to examine
natural disasters contribution to the risk situation
in the European Union - today and in the future.
By studying existing research in the area and by
consulting experts, the needed information for
this thesis has been collected. We have also at-
tended in a field exercise concerning disasters.

The definition of disaster used is a situation
when the local authorities are unable to handle the
situation, and assistance is needed.

Natural disasters within the European Union
have eatlier been categorized in seven categories:

e Avalanches

e Hot humid Summer days

e Droughts

e Floods & tidal waves

e Earthquakes, volcanic eruptions & land-
slides

e Forest fires

e Tornados

This categorization has also been the position for
our work. To be able to work with this wide ap-
proach, only the probability and consequence for
the society has been regarded — causes and the
characteristics of the natural disaster are left out in
the analysis.

It is difficult to divide the conception risk into
the two parts probability and consequence in the
context of natural disasters. The initiating event
for many natural disasters is out of human control
when it happens, but the extent of the conse-
quences is definitive a cause of human acts or lack
of acts.
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Initiating event

@

»

\

Exposure Effect

CT&@

________;,f_______@_____

Human influence

THE PROBABILITY OF
A NATURAL DISASTER

j E THE CONSEQUENCE OF
A NATURAL DISASTER

Figure 1

Risk can be defined in many different ways.
The technical definition of risk is the sum of
all conceivable scenarios’ products of
probability and consequences, i.e. the answer
to the questions what can happen? and how
probable is it?. The conception risk also includes
other factors such as social, psychological and
cultural aspects. Since the risks connected to
natural disasters appear to show an interaction
between natural and human activities, risk is
considered also from a non-technical per-
spective in this report.

The thesis follows the structure of a risk
assessment process. The risk analysis accounts
both quantitative and qualitative aspects. The
quantitative analysis is based on studies and
work with statistics concerning natural
disasters that have occurred within the
European Union during the years 1975-2000.
The qualitative analyze is based on studies
concerning different factors that have an effect
to the risk connected to natural disasters, and
includes climate changes and the increasing
vulnerability of the society.

The main result from the quantitative risk
analysis is the fact of an increasing number of
natural disasters within the Buropean Union
the last 25 years. The result also point at an
increasing number of natural disasters also in
the future.



Master of Science in Risk Management and Safety Engineering, Lund University, Sweden

Antal naturkatastrofer per ar

25

20

15

101

Antal katastrofer

1975 1980 1985 1990 1995 2000 2005 2010
Ar
soure 1, Prediction of number of natural disasters per
F 1, Predict, b tural disast
year in the EU.

Northern Europe has been relatively spared from
natural disasters. It’s especially the countries in the
south of Europe, around the Mediterranean, that’s
been stroked the most by natural disasters.

Figure 2

Floods & tidal waves and Tornados are the two cate-
gories of natural disasters that are the most com-
mon in the EU.

The frequency of natural disasters occurred is
bigger in the total world compared to the EU,
even with consideration for differences in area.

Frekvens av naturkatastrofer

EU Varlden

Figure 4

The relationship between EU, Europe and the
whole world is 1:3:10 when EU counts to Europe
and Europe to the world.

By average 400 people loose their lives per year in
natural disasters. One can expect that it every
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thousand year will occur a natural disaster
when 93 000 people will be killed.

Greece and Italy are the two countries where
most people get killed in natural disasters.

Figure 5

Earthguakes, voleanic ernptions & landslides and hot
humid summer days are the categories of natural
disasters that take most lives per occasion.

The result from the qualitative risk analysis
also points at an increasing number of natural
disasters in the future according to the climate
change which contributes to a higher
frequency of extreme weather situations. The
increasing vulnerability of the society also
contributes to an increasing risk connected to
natural disasters in the future. Many functions
in the society rely on complicated technology
and the infrastructure and buildings are more
and more complicated and complex. This
contributes to higher consequences when a
natural disaster occurs.

From the results in the risk analysis an
evaluation of what the risk will mean to the
European Union can be done. It is important
to take in account that the prevention work
regarding disasters and the response to
disasters probably will be better in the future
following the development of effective rescue
techniques, i.e. fewer consequences. We have
great possibilities to influence how the future
will be.

It is also important to be aware of that there
are many uncertainties involved in the result of
the risk analysis. Since natural disasters are
relatively rare, the result is based on limited
amount of statistical data. When the risk is



evaluated it is also important to consider the phe-
nomena risk aversion. People tend to accept many
small accidents that cause small consequences
compared to few big accidents that cause large
consequences. It’s very hard to state a specific
level of acceptable risk in this context, but the risk
can be compared to other risks in the society.
During the period of 1975-2000, three times as
many people were killed in natural disasters com-
pared to aero plane accidents.

There are several measures that can be done to
reduce the risk of a natural disaster before the
event as well as after. It’s important to adjust the
measures to the future society and the “new” risk
it will cause. One important measure is to improve
the handling of serious situations and improve the
exchange between the member states. Within the
BU a “Community Mechanisn” is being built up to
strengthen the coordination of the member states
civil protection efforts, provide assistance at
emergencies etc.

During the period of carrying out this report,
many different areas and questions have appeared,
which haven’t been possible to study within the
limits of this project. It’s a hope that this thesis
can be used as a base to further studies in the area.
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Risk Analysis of the oil depot Lucerna in Vistervik
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Risk Analysis of the Oil Depot
Lucernain Vastervik

Thomas Bjerke
Jens Christiansson

The oil depot in Vistervik is owned by OK-Q8
AB and has a yearly trade of 120 000 metric tons
diesel oil and petrol. This amount is expected to
rise considerably in the near future, which in-
creases the need of a risk analysis to be carried out
on the establishment. A lot of resources are spent
on the safety work at the oil depot, which is classi-
fied as an establishment of § 43.

The establishment is one of the most modern oil
depot in Sweden and the employees are relatively
well aware of the risks that exist and actively try to
prevent accidents from happening. Only author-
ized personnel can load the products from the
tanks and the loading procedures are well worked
in. The Emergency Centres (SMC) equipment is
available, however it takes about 42 hours before
it is in the area.
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This analysis identifies and estimates the risks
in areas of security, health and environment,
which are connected to the activity at the oil
depot Lucerna in Vistervik. The main area
that has been analyzed is the security and the
risks that affect the public.

Annually the oil depot deals with very large
amounts of flammable fluids in shape of
petroleum products. Potential accidents that
can happen at the oil depot are somehow
connected with petroleum products. From
statistical information and experiences of
accidents on similar establishments various
accident scenarios have been produced:

—  Overfill at loading place

—  Opverfill of tank

— Discharge of ammonia from the
recycling of petrol gas

— Leakage on the pipeline

—  Petrol truck accident

These credible scenarios have been the basis
for the risk calculations, individual and
societal, which could potentially affect the
public in Vistervik. In the scenarios where
there is a present individual and societal risk,
uncertainty analyses have been done to form
an opinion of the spread and uncertainties in
the results. The effects on the public of smoke
from a tank fire have not been taken into
consideration in the societal risk because of
the complexity of the spread of toxic
substances in an outdoor environment. The
health hazards connected with smoke spread
are however discussed qualitative in this
investigation.
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Figure 1, The societal risk present at the oil depot in 1/ dstervik.
We consider that the activity at the oil depot and The result from this report will support the
its surroundings do not charge the public in rescue services continued work with rescue
Vistervik with too high a level of societal risk, plans for the establishment. By using the same
despite the fact that the calculations show some analysis structure as in this report, it can, after
high levels of societal risk. An interesting obset- adjustment to each specific oil depot, be used
vation is that non of the accident scenarios where on similar establishment.

the actual accident occurs on the oil depot
grounds have an affect on the public (third per-
son). The accidents that will have the greatest
consequence to third person occur mainly during
transportation of petroleum products by petrol
truck from the oil depot. Here more responsibility
should be applied to the local authority and Tek-
nisk Service, whose task is to make sure that the
traffic runs safe and smooth. A new driveway to
Vistervik from the south, where the majority of
traffic with hazardous goods can go, had been the
most efficient measure to reduce the societal risk.

When a risk analysis on an oil depot that is part of
the OK-Q8 AB concern has to be carried out, the
standard procedure is to use the SPI (Statens Pe-
troleum Institut) model for risk analysis. This
model only covers risks for property damage and
production disturbances. The greatest weakness in
the SPI model for risk analysis is the lack of a
quantitative estimate for the societal risk, which is
done in this report. However, we consider that a
quantitative risk analyses should always be com-
plemented with some sort of qualitative discus-
sion/analysis.
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Risk Analysis of Transport of
Hazardous Material in the
County of Stockholm

Patrik Dablberg
Daniel Maria

Introduction

Transportations of dangerous goods are necessary
for the society, in the same time as they constitute
a risk. An accident where a transport of dangerous
goods is involved could generate a release of dan-
gerous substances. This could have a negative
impact on the surrounding environment and peo-

ple.

This study covers the dangerous goods transpot-
tations on railway and roads within the region
RSN. The aim of the study has been to create a
general method for the calculation of risks associ-
ated with the transportation of dangerous goods.
The goal of this study has been to perform indi-
vidual and societal risk calculations on particular
locations, called hot spots, with help of present
statistical data and information. Further more the
methods applicability and signification in the risk
management process have been illustrated. A
discussion about the law’s interpretation and ap-
plicability in the process of risk management has
also been driven.

The study covers a large geographic area, which is
approximately 4000 km?2. Consequently to ac-
complish the study one must make several de-
limitations:

® The study has only regarded the transporta-
tions by road and railroad.

® The study does not considerate the impact on
buildings and fauna that the release of dan-
gerous substances have.

= The calculations for the release of a dangerous
substance are based on the assumption that
the weather always has the D stability class
and the wind velocity is always 4 m/s. This
assumption is base on the fact that these pa-
rameters are most likely to occur in the re-

glon.
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®*  The calculation models for risk-distances
and risk-areas are based on assumptions
and delimitations made on sizes of holes,
type of release, etc. Therefore the result of
these calculations must not be regarded as
the absolute truth but only as rough
estimations.

®*  Goods vehicles and cistern wagons are
custom adjusted, thus there is no standard
for those. The sizes of the cisterns and
tanks have been chosen as a mean value
from known constructions.

* The study does not regard the
transportations of mixed cargos. The
amount of transported goods has been
calculated from chosen tank-sizes and the
SRV’s survey on the goods flows within
the region.

The hot spot conception

A hot spot is defined as a place with a high
frequency of accidents and there severe conse-
quences for the surroundings from an eventual
release of a dangerous substance can occur.

Studying  existing  statistic  data  of
transportation flows within the region and
accidents related to the transportation of
dangerous goods has been used as a method
for the identification of hot spots. The
material covering the accident- statistics has
been used for the calculation of likelihood and
frequencies of an accident within the region.
As a complement to this work an inquiry
about which places are specially affected by
accidents or which places are particular
sensitive in the event of an accident with
dangerous goods, has been sent to all fire
departments within the region. Further more
interviews with key persons in the work area
of dangerous goods have been conducted.

The identification process of hot spots has
also covered a research of map material from
VV and SRV. VV’s maps represent the
recommended roads for transportation of
dangerous goods and give important
information about how the roads are reaching
through sensitive ecological areas or high-
populated areas. The amount of dangerous
goods transported by roads, sorted by class,
has been estimated by using SRV’s maps of
transports flows.
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The identification work has been compiled as a
hot spot list consisting of 26, see figure 1, differ-
ent places of interest. By using a rough selection
four places have been chosen for a more pro-
found risk analysis. The places ate: 1 the harbor of
Kapelskir, 9 the high-populated area of Rimbo, 18
the train station in Rotebro and 25, Arlanda city

Work method

Figure 2 represents the work method of this study.

Conclusions

The chosen sites for this study generate high levels
of societal and individual risk. It is of great
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interest to note that the results of this study
should not be treated as the absolute truth.
The results of this study should be used only
for the purpose of comparing the risk situa-
tions between different sites. For example: Are
the individual and the societal risk levels
higher in Arlanda city compared with Rimbo?
The high levels of individual and societal risks
are motivated by the assumed high frequency
of dangerous goods transportations through
the chosen sites. There has been no consid-
eration taken for factors that can influence the
traffic safety such as: traffic signs, road width,
etc. The method gives a clear and easy to un-
derstand result which can be used as a tool for
comparing different effects of risk reduction
actions.
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Consequence calculations
Risk distance
Risk area
Number of Casualties

Researching site specific information
Accident statistics
Transportation flows
Type of transported substances

Risk calculations
Individual risk

Societal risk

Probability calculations
Accident frequency

Event tree analysis

Conclusions and discussion
Risk management

Risk reduction actions

The study has resulted in a general method for the
calculation of risks which at the present time is a
rough tool. The method is based on assumptions
and simplifications which propagate through the
calculations and affect the results. A lack in the
calculation model is that it doesn’t take in consid-
eration the transit transports through the region
because of tha lack of information about those
transports. Those transports should be registered
to appropriate instance so that usable

information can be accessed and in this way make
the model in this study a better tool for risk cal-
culations.

The biggest difficulty in this study has been gath-
ering useful statistical data, for example the distri-
bution of chemicals within chemical classes or the
amount of transported chemicals. This lack of
information can be related to different market
actors and their fear of be associated with risks.

To create better conditions for better risk analyses
and studies on the risks associated with the trans-
ports of dangerous goods, should the instances
involved in the transportation of dangerous goods
be imposed by the law to leave useful information.
There are approximately 25 laws that are treating
the dangerous goods. Only two of these laws treat
the dangerous goods transports specifically. This
could be interpreted as if the transports of dan-
gerous goods are not related to accidents in the
same perspective as factory premises that are han-
dling dangerous substances. Several statistical
reports show that the biggest releases of danger-
ous substances, in the latest years, came from
accidents where
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dangerous transports were involved. An im-
provement of the present situation could be
achieved through a law change, for example
the environment code could be change so that
includes the transports of dangerous goods.
Unfortunately it is often that it takes an acci-
dent to happen to achieve a law change. For
example it could be mentioned that the Seveso
directive came as result of a chemical catastro-
phe. The law changing process is also long
from a time perspective. A interpretation of
an existing law is definitely a faster and more
appropriate method for achieving changes. A
parallel could be drawn from Malmé fire de-
partment’s interpretation of Ryl 41§. Malmo
fire department has chosen to interpret the law
text as every apartment in Malmé must be
equipped with smoke detectors. As result of
this action 95 percent of Malmd’s apartments
have smoke detectors. The law interpretation
has led to a powerful reducing of the death
casualties from apartment fires.

Similar interpretations could be made for the
dangerous goods transports. In several law text
it is mentioned that the urban and rural
districts must take measures to prevent, limit
or eliminate damages and risks on the envi-
ronment end people. To accomplish that it is
essential that information about the dangerous
goods transports in the society is easily
reached. Itis of great importance that the law
instances impose an information responsibility
on those who handle the transportation of
dangerous goods.
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Risk Assessment at DuPont
Chemoswed and an Analysis of
How Risk can be Presented and
Evaluated

Helena Hermansson

Malin Sorquist

Due to regulations, Malmo Fire Department de-
manded a new rtisk assessment for DulPont
Chemosweds plants in Malmo, Sweden. The
plants are situated in two blocks, Degeln, where
pharmaceutical substances ate produced, and
Smedjan, where research and development is car-
ried out. In the earlier risk assessment the focus
was on the usage of Warfarin, which was the rea-
son for being classified as a "SEVESO I”-plant.
As the “SEVESO I”-directive was replaced by the
SEVESO IlI-directive in 1996 the limit for usage
of Warfarin was raised from 0,1 to 50 tons. There-
fore DuPont Chemoswed was not classified as a
SEVESO II-plant, but is still affected by other
regulations, as for example riddningstjinstlagen

(SFS 1986:1102).

Today there are neither consequence measures,
risk measures nor risk targets specified for usage
in risk assessments. Therefore every risk assess-
ment is based on different consequences and pre-
sented and evaluated with different methods.

The aim of this project was to perform a quantita-
tive risk assessment for DuPont Chemoswed and
to analyze different consequence measures, risk
measures and risk targets. A recommendation for
a suitable risk measure for a plant using chemicals,
like DuPont Chemoswed, was also to be pre-
sented.

In the required risk assessment Malmo Fire De-
partment asked for the risk to be presented as
probability of death for the public. This should be
done in individual risk contour plots and F-N
curves.

DuPont Chemoswed manufactures several medi-
cal substances. Warfarin is the main substance and
is an anticoagulant.
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In the risk analysis possible scenarios at
DuPont Chemoswed were listed. The
probabilities and consequences were calculated
for  those  scenarios  which  DuPont
Chemoswed generates, and which
consequences might affect the public. The sce-
narios with the worst expected effects were
first calculated. As they did not result in any
expected death for the public, similar, but less
dangerous, scenarios were disregarded. In total
consequences for eight different scenarios
were calculated. The consequences which were
calculated and evaluated are:

e Radiation from pool fires

e  Blast pressure from explosions (dust

and hydrogen)
e  Exposure from Warfarin in fire
induced smoke

For all calculations a sensitivity analysis was
performed.
The results from the quantitative risk analysis
were that no death among the public ought to
occur. As the results did not vary considerable
in the sensitivity analysis no uncertainty
analysis was performed. Neither individual risk
contour plot nor F-N curve presents a full
view of the company’s risks. Even though
there is almost no probability for death,
among the public, people still might get
injured.

If a pool fire should happen in the tank farm,
it is possible that a fire will spread to the
nearest building of the company that shares
the block Degeln with DuPont Chemoswed.
Explosions might cause windows to break on
buildings in the surroundings of both Degeln
and Smedjan.

Lately more demands to analyze risks has been
introduced in regulations. Therefore more risk
assessment will probably be executed in the fu-
ture. As  mentioned  earlier  neither
consequence measures, risk measures nor risk
targets for usage in risk assessments are
specified. As a result of that, every risk
assessment is based on different consequences
and presented and evaluated with different
methods. To make sure that decisions are
made objectively, uniformity is preferable. To
ensure this, some kind of risk targets could be
used. Fixed targets are not to be preferred, as
they do not allow decision makers to make
decisions based on local conditions. With a
fixed limit companies tends to feel, that they
do not need to improve safety further more, if
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they are below the risk target. Safety management
should always be a part in every company’s activ-

ity.

The amount of information which is searched for
in a risk assessment is great. The public is mostly
interested in some kind of individual risk, the
politicians and decision makers are interested in
some kind of societal risk as well. Fire Depart-
ments on the other hand are looking for distances
to certain risks in case of an accident, as well as
individual and societal risk for prevention work.
The companies themselves are interested in which
risk sources to take measures against first. All this
information is not possible to gain from any of the
present ways to present and evaluate risk.

Frequency
(per year)

Instead a new way to present and evaluate risk
was developed. It is a 3-dimensional matrix
with the dimensions consequence, frequency
and distance, see Figure 1 below. The distance
axis is continuous while the other two are
discreet with numerical intervals. The matrix is
based on a quantitative risk analysis but the
results are not presented as exact values. No
fixed risk targets are used, instead a sliding
scale from yellow to red, where the latter
express that the risk is not acceptable.
Sensitive buildings like hospitals and schools
can also be marked in the matrix.

1event every
1 -10% year

1 event every
10° - 10° year

1 event every
10* - 10° year

1 event every
10° - 10° year

1 event every
10° - 10" year

Less then 1 event
every 10" year

1-10 10-50,/50-100
& 1-10

Distance

(m)

>100
10-50 50-

‘Serious injured Conseq uences
(number)

Fatalities

Figure 1, Schematic presentation of the 3-dimensional presentation and evaluation model.

Some advantages with the 3-dimesional matrix is
the large amount of information, which is pre-
sented in a graphic way. The matrix presents indi-
vidual risk and societal risk as well as distances to
certain risks. The axes intetvals directly indicate
that no calculation results are precise. All calcula-
tions include uncertainty, assumptions and simpli-
fications. The risk target guide decision makers,
but allow decisions to be made based on local
conditions. It is easy to upgrade the matrix as the
conditions change. The dots, that mark different
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risks, can be removed, added or moved based
on the changes that are made.

This 3-dimensional matrix is suitable as a
method to present and evaluate risk for
DuPont Chemosweds plants because injured
are included in the risk assessment, and not
only deaths.

The method is, at this stage, just a prototype
and needs to be wvalidated, evaluated and
modified, before it can be used commercially.
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Use of Quantitative Microbial
Risk Assessment (QMRA) as a
Tool in the Hazard Analysis
and Critical Control Point
(HACCP) Management System
for Water Treatment Plants —
Especially for Development of
Critical Limits

Rebecka Thorwaldsdotter

Abstract

The primary objective for a drinking water supplier
is to provide water that is safe for the public to
drink and use. To improve process quality, it has
been highlighted that a new approach is needed. A
new risk based approach has been introduced by
the World Health Organization. The recommended
way to undertake risk assessment is by performing
a Quantitative Microbial Risk Assessment (QMRA)
whereas the risk management is proposed to rely
on a management system named Water Safety
Plan which includes the management system
Hazard Analysis and Critical Control Point (HACCP)
originating from the food industry. The overall
purpose of this M.Sc. project is to evaluate and
determine if and how QMRA can be used as a basis
for an HACCP-style analysis in the water treatment
industry. Focus is particularly on how to develop
critical limits. The course of action was to perform
a QMRA at a case plant. The choice of interesting
issues to simulate was opted by the author after
in the light of

created

discussion with associates and
HACCP. A

simulations were made in an MS Excel program

simple model was and
that was connected to Palisade @risk v.4.5
(@risk). The main conclusion was that a QMRA can
be used as input to HACCP for Water Treatment
Plants (WTPs). Establishment of critical limits could
be based on duration of process failure, on number
of hazardous events and on incoming pathogen
concentration. The performance of a QMRA will
provide a better understanding of the whole WTP.

However, at the moment there is a big limitation in
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existing data and there are also some differences
between the food industry and the WTP that must

be taken into account.

Introduction

The primary objective for a drinking water
supplier is to provide water that is safe for the
public to drink and use. Microbiological safety is
based upon the multiple barrier concept and the
quality is maintained by protection of source
water, application of treatment processes within
the treatment plant and protection of the
distribution system (Hunter e a/, 2003). To
ensure that a water treatment process works
propetly, monitoring of different parameters
such as pH, temperature, turbidity, alkalinity and
indicator-bacteria are performed and compared
to established standards (Roser, 2000).

To improve process quality, it has been
highlighted that a new approach is needed. First
of all, waterborne diseases have occurred even
though standards have been fulfilled (WHO,
2005).  Another  objection for  today’s
management is that the results from sampling
often become available too late (after the water
already has reached the consumer) (Medema &
Smeets, 2004). An additional issue is the cost. In
a community there are a lot of risks and costs
for safety work. It is important to be efficient in
the safety work and to direct resources to where
they best will contribute to the overall risk
reduction. Therefore an approach that can
minimize the overall risk in the system is
preferable.

A new risk based approach, the Safe Water
Framework, has been introduced by the World
Health Organization (WHO). The Safe Water
Framework is an iterative methodology where
risk assessments along with specified health
targets constitute the basis for risk management
(Fewtrell & Bartram, 2001).

The recommended way to undertake risk
assessment is by performing a health-based
Quantitative ~ Microbial ~ Risk ~ Assessment
(QMRA) whereas the risk management is
proposed to rely on a management system
named Water Safety Plan which includes the
management system Hazard Analysis and
Critical Control Point (HACCP). (WHO, 2004;
WHO, 2005)
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HACCP is a widely used management system
for controlling a variety of safety hazards within
the food industry. It is a systematic method
based on seven main principles, and it is from its
origih a  semi-quantitative method, ie.,
judgement about the importance of a hazard and
its probability to occur can be based on the
opinion and experience of experts. (NACMCE,
1997)

“Hazardous event” is an important concept
within HACCP. A hazardous event is an
incident or situation that can contribute to the

presence of a hazard (Nadebaum ez a/., 2004).
The seven principles of HACCP are:
(NACMCEF, 1997)

1: Conduct a hazard analysis

2: Determine the critical control points (CCPs)
3: Establish critical limits

4: Establish monitoring procedures

5: Establish corrective actions (if the critical limit is

exceeded)
6: Establish verification procedures

7: Establish record-keeping and documentation
procedures

Objective

The overall purpose of this M.Sc. project is to
evaluate and determine if and how QMRA can
be used as a basis for an HACCP-style analysis
in the water treatment industry. The aim is to
describe how the three first HACCP principles
can be performed at a water treatment plant
when results from a QMRA are used. Focus is
particularly on how to develop critical limits.

Method

The course of action was to perform a QMRA at
a case plant. Lackarebick Water Treatment Plant
(LWTP) located in Gothenburg, Sweden, was
used for the case study. A general framework
for assessing microbial risk for drinking water
called “Plan for QMRA for CTSs” (Petterson e/
al., 2004) was used and a simple model of the
treatment plant was created in MS Excel. The
input was pathogen concentration in the water
upstream the treatment process and the model
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was calculating the concentration of pathogens
downstream. By assessing the average water
consumption per customer and combining the
results  with  dose-response  relationships,
pathogen exposure could be related to health
outcomes. Results from simulations were
presented as infection risk and annual infection
risk. Annual infection risk gives the answer to
how many infections per 10 000 persons and
year that can be expected from each pathogen.
To be able to assess the infection risks obtained
from the simulations the Dutch Drinking Water
Degtee required level of safety was consistently
used as a reference. This says that one infection
per 10000 persons and year is the acceptable
level (Hijnen ez al., 2005 ).

The choice of interesting issues to simulate and
the way of action when critical limits should be
established was opted by the author after
discussion with associates and in the light of
HACCP. The results were then tested for how
well they fit into the first three principles of
HACCP.

Main issues in the case study were:
o Infection risk under normal conditions - base
line scenario

o Critical incoming concentration under base line
conditions

o _Additional infection risk for hazgardous events
o Infection risk versus duration of failure

Sensitivity analysis

Simulations were made in an MS Excel program
that was connected to Palisade @risk v.4.5
(@risk, 2004 ). @risk makes it possible to use
distribution functions instead of point values
and uncertainty can be presented with an
arbitrary percentile. Three pathogens were used
as index organisms: Cryptosporidinm, Notrovirus
and Campylobacter.

Results

The main conclusion was that a QMRA can be
used as input to HACCP for water treatment
plants.

The simulated infection risk from a QMRA
could provide the analysis with information
about which pathogen that must be prioritized
and which pathogen that should be involved in
the HACCP performance, which corresponds to
HACCP-principle 1.



Use of Quantitiative Microbial Risk Assessment (QMRA) ...

As a starting point when making a judgement
about CCP (HACCP-principle 2) the suggested
approach was to use each treatment step within
the water treatment plant as an important
control point and also to involve the point
where the incoming water is entering the plant.

Pathogen concentration was suggested as one
basis for the establishment of critical limits
(HACCP-principle 3). Other suggestions were
to use simulations of hazardous events and
process failures. By performing hazardous event
simulations the additional infection risk could be
calculated for each hazardous event. These
results give good information about which
hazardous events that have to be prioritized and
how many of these events that can be tolerated
before the level of acceptable infections is
exceeded. Graphs with infection risk plotted
against duration of failure can work as a basis for
judgment about how long time a failure can be
tolerated before the level of acceptable infection
is exceeded.

In the analysis of QMRA performance it was
stated that the performance of a QMRA will
provide a better understanding of the whole
WTP. It will lead to identification of actual
barriers and a better understanding about lack of
knowledge. It will also lead to learning about
new scenarios and events. At the moment there
is a big limitation in existing data.

Discussion

The main conclusion was that a QMRA can be
used as input to HACCP for water treatment
plants. However, there are some differences
between the food industry and the WTP and
they must be taken into account. One example
of this is the initial product. Within the food
industry microbial contamination is expected to
somewhere within the walls of the
industry. For WTP the pathogens are already
present when the raw water enters the plant.

occur

The main issue when performing the simulations
was the choice of data. It was very difficult to
find and/or to know what kind of data to use.
With all of the data, there were associated
uncertainties and high variability. However, the
results of this study have shown that the output
from a QMRA can provide knowledge of the
plant that can be used in the management of a
WTP. By collecting all of the data in a data
system it is easy to improve the model and
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update simulations gradually when better data
are received.

The fact that a specific WTP was used for a case
study does not have any effect on the suggestion
on how QMRA should be used with the first
three principles of HACCP. The performance
should be the same for each water treatment
plant.

It should be remembered that the suggestions
about HACCP performance made in this project
are not to be considered as complete. More
work has to be done in order to gain experience
and widen the knowledge.

Finally it was stated that an additional use of this
project is that it can act as a basis for further
discussions of HACCP principles within the
water treatment plan.
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The use of water treatment
SCADA data to quantify
hazardous microbiological
events and risks arising — A
case study from Sweden

Per Nilsson

Abstract

As outbreaks of waterborne diseases caused
by pathogenic micro-organisms still occur in
developing as well as in developed countries,
strategies for improving water quality can be
expected to deliver substantial health gains.
The overall objective of this MSc project was
to critically evaluate the use of on-line
monitoring data sets in quantitative microbial
risk assessment (QMRA) and its implications
for risk management for water treatment
plants. This has been done by studying
Supervisory Control
(SCADA) data
Treatment Plant (LWTP) in Gothenburg. By
analysing SCADA data sets in parallel with

and Data Acquisition

from Lackareback Water

diary records and deviation
advantages and limits to the SCADA data in its

ability to identify frequencies, duration and

reports, the

magnitude of hazardous events were
assessed. The analysis showed that it was
possible to identify possibly hazardous events

by identifying deviations in turbidity, chlorine

residual or pH SCADA data sets. SCADA
systems have the potential for on-line
identification of short term events that

otherwise would have passed undetected.
However, SCADA data sets do not provide
information regarding all safety issues for the
system and it is associated with a lot of
uncertainties and should, hence, be seen as a
compliment to traditional grab sampling rather

than as a replacement.
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Introduction

The primary objective of drinking water
supply is to provide water that is safe for the
public to drink. The microbiological quality
of drinking water is maintained by selecting
good quality source water, application of
treatment processes in water treatment
plants and protection of distribution system.
To assure that water treatment processes
work propetly they are monitored in real
time by online control and monitoring
systems, that is Supervisory Control and
Data Acquisition (SCADA) systems. On a
regular  basis these systems collect
parameters such as flow, turbidity, pH,
disinfectant residuals and temperature along
the production line. Although these
measures of process performance cannot be
directly translated into pathogen removal,
they can still prove to be a valuable source
of information for undertaking assessments
of risks.

Obijective

The overall objective of this MSc project
was to critically evaluate the use of SCADA
parameter data sets with a view to using
them in Quantitative Microbial Risk
Assessment (QMRA) and their use for risk
management of water treatment plants.

Method

The overall method to reach the objectives
was to pursue a literature study followed by
a case study. The literature study was
undertaken to survey similar previous work
and to cover other relevant theory. The case
study was undertaken to address the
problem on a real case using Lackarebick
Water Treatment Plant as a case study.

Background

As outbreaks of waterborne diseases caused
by pathogenic micro-organisms still occur in
developing as well as in developed
countries, strategies for improving water
quality can be expected to deliver substantial
health gains (WHO, 2005). A new risk
based approach, the Safe Water Framework,
has been introduced by the WHO as a new
strategy for the provision of water that is
safe to drink (Fewtrell & Bartram, 2001).
The Safe Water Framework is an iterative
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methodology where risk assessment along
with specified health targets will constitute
the basis for risk management. The
proposed way to undertake the risk
assessment is by QMRA whereas the risk
management is proposed to rely on a
management system named the Water
Safety Plan including the management tool
Hazard Analysis and Critical Control Point
(HACCP). The rationale of HACCP is to
control hazards at the time of manufacture
rather than trying to detect problems by
testing the end product. The method is
based upon identification of each step
within the process that can be crucial
regarding to the safety and thereafter the
taking of corrective action to reduce the
risks.

By tradition, quantification of microbial
risks in the water community has been made
on the basis of grab sampling and
epidemiology. This method has generally
resulted in drinking water of high quality
but has over the years showed some
shortcomings (Medema & Smeets, 2004).
To manage these shortcomings QMRA has
been proposed as the new way to assess
risks in the water community (WHO, 2004).
The objective of QMRA is to identify and
quantify the risk of infections. To quantify
risks — frequencies and magnitudes of
hazardous events must be measured. A
hazardous event is defined as an incident or
situation that can contribute to the presence
of a hazard where a hazard is a biological,
chemical or physical agent that has the
potential to cause harm and/or give tise to
water quality which is unacceptable for
consumers (Nadebaum ez a/., 2004).

LeChevallier & Au (2004) and WHO (2004)
propose that health effects associated with
pathogens tend to be due to short-term
rather than long-term exposure. Westrell ez
al (2003) state that it is clear that it is under
normal conditions and not during failures,
that most infectious matter bypasses the
treatment. A starting point for this thesis
has been that managing small undetected

events can be an efficient way of reducing
health risks.

SCADA data systems are commonly used in
the water supply industry (Scott ef a/, 1999).
These systems automatically collect and
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store data at short intervals and are, in
theory, suitable as inputs for QMRA. There
do not seem to be any standards for
undertaking analysis of the sampled data for
this purpose. Time series analysis is a
methodology to understand time series such
as those generated by SCADA systems.
Control charting and Cumulative Sum
Control Charting (CUSUM) analysis are
both well proven industry quality control
methods and applicable to SCADA data
sets. This thesis explores how those
methods can contribute to QMRA.

The case study

Goteborg Water and Wastewater Works
supply drinking water in the Gothenburg
area. Gota ilv is being used as the source
water and the drinking water is produced at
the two plants Alelyckan and Lackarebick
Water Treatment Plant. The treatment
processes include coagulation,
sedimentation, granulated active carbon
filtration and disinfection. The process is
monitored by SCADA systems. Diary
records are taken on a daily basis and cover
day to day issues such as general
observations, maintenance and  small
incidents. Major events that could have an
impact on the overall process performance
are recorded in deviation reports.

By analysing diary records and deviation
reports parallel with SCADA data sets,
advantages and limitations of SCADA in its
ability to identify frequencies, durations and
magnitudes of events, could be proved. 10-
minute mean values for the time period
01/0ct/2004 to  19/Sep/2005  were
compiled. The following parameters were
considered being of possible relevance for
microbial quality:

e Turbidity in raw water

e Turbidity in filtrate water

e  Turbidity in drinking water

e Chlorine residual in raw water weir

e Chlorine residual in drinking water

e pHin flocculation chamber one

These parameters were studied and events
were identified and compared to adjacent

diary records and deviation reports.

Results
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The results of the literature study show that
continuous monitoring is a proposed
method to improve the risk management
process (Cutler, 1997; Scott e al, 1999;
WHO, 2004). Scott ¢t a/ (1999) reason that
as the society in increasing extent tends to
put the risks in focus it is likely that
regulators and the public opinion will
demand better quality measurements to
prevent or manage the risks. Further, Scott
et al (1999) states that:

“The current reliance on sampling and laboratory
analysis exposes companies to the risk of undetected
incidents;  suggesting the need for continuous
measurement so as to demonstrate diligence”

SCADA systems are, in theory, ideal sources
of data for quantitative risk assessment as
they can record and store large amounts of
high resolution data from the process. A lot
of sensors can be connected to the system
and the data can be displayed the way the
user requires (Bailey & Wright, 2003).

However, the literature study also suggests
that the use of SCADA data for risk
management has several drawbacks. The use
of SCADA data is associated with a lot of
uncertainties, such as noise. The systems are
also complicated and require different
operating skills and the operator can not see
beyond the sensors (Bailey & Wright, 2003).
Furthermore, the conceptual relationship
between SCADA data and microbial risk is
not always certain.

The results from the case study show that it
was possible to estimate frequencies,
durations and magnitudes for events as well
as statistics for baseline conditions.
Different SCADA data time series differed
greatly in appearance mainly due to seasonal
variations and inherent variability. In total
119 events were identified and classified. 71
% were classified as non-hazardous whereas
the other 29 % were classified as possibly
hazardous. Of those classified as non-
hazardous, 85 % the result of
maintenance and 15 % the result of
incidents. Of those classified as possibly
hazardous, 76 % were of unknown cause
and 24 % were caused by maintenance or
incidents. Those events classified as possibly
hazardous were further quantified. The
duration of identified possibly hazardous

were
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events, with few exceptions, ranged between
0.5 and 2.3 hours. The identification and
quantification of events and the analysis of
corresponding diary records and reports
were time demanding if not undertaken in a
systematic way. CUSUM proved to be able
to detect long-term trends such as possible
algae bloom or adjustment of dosing levels.

The classification and quantification of the
events as above were based upon 119
events. Still, it is to be seen as a preliminary
broad outline classification which is not
strictly scientifically underpinned. However,
due to the high number of events,
uncertainties associated ~ with the
classification and quantification of the
events were likely to only have a minor
impact on the results.

Discussion

SCADA systems are in theory a suitable tool
to identify events. Overall positive attributes
to SCADA are:

e SCADA data is a good source from

which  to  identify = potential
hazardous events that otherwise
might  have  passed  without
detection

e SCADA systems have the potential
for on-line event identification

which enables a quick response
from the operator when an event is
at hand

e SCADA analysis adds knowledge
about the system and “knowing
your system” is a prerequisite for
undertaking assessments of risks

e SCADA analysis generates
numerical data suitable for QMRA

However, there are many problems
associated with the use of SCADA systems.
Disadvantages about SCADA are:

e SCADA systems are not likely to
detect all events and should, hence,
be seen as complimentary to grab
sampling and laboratory tests

e SCADA data does not say
everything about your system and
can thus lull the management into a
false sense of safety
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e SCADA analysis is to a great extent
dependent  on diary
records

e The
associated
uncertainties

accurate

of SCADA data is
with a lot of

usc

More research on the use of SCADA data
for microbial risk assessment for water
treatment plants needs to be carried out
before the methodology can be applied
generally. This initial analysis showed that
one value of SCADA data lies in its ability
to identify and provide estimates of
duration of potential hazardous events.

Recommendations

Recommendations coming out from this
study are as follows. For further research:

e Studies about how different
SCADA parameters are relevant to
microbial risks should be pursued

e Studies on the extent of deviation
that could contribute to microbial
risks should be pursued

e Studies about where to locate
SCADA data measuring points
relevant for microbial risks should

be pursued
e Studies about SCADA systems
ability for on-line event

identification should be pursued on
a set of different water treatment
plants

e The use of CUSUM or other
statistical process control methods
should be further studied on a
variety of SCADA data sets from
water treatment plants

e On-line monitoring
integrated with HACCP

should be

For management of water treatment plants:
e Diary records with time reference
provide useful information for
event identification and should be
recorded continuously
e To further reduce the size of
SCADA data sets, one option
might be to process the data and
keep high resolution data during
periods of deviation and low
resolution data during normal
(optimal) conditions
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e SCADA data collected during
cleaning, maintenance or during
periods  with  unrepresentative
monitoring should be annotated,
preferably by direct crosslink to an
electronic diary
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Risk and vulerability
Analysis of the Commercial
Shipping in the Kattegat

Jens Hagberg

Abstract

This report is a risk and vulnerability analysis
of how the commercial ships, i.e. merchant
vessels and passenger ships and its goods,
can be a threat to the environment and to
human health in case of a discharge.

The report presents the most common
dangerous goods that are transported at sea
through the Kattegat into the Baltic Sea.
Accidents occurred have been analyzed in

order to find "hot-spots”, i.e. places in the

Kattegat where accidents are relatively
common. This is interesting because the
registered ship movements through the

Kattegat are expected to increase within a
ten-year period.

To a society working more and more with
preventive risk management it is not
acceptable to have neither control nor the
knowledge of exactly what goods are being
transported through its waters. Therefore,
changes must take place in the shipping trade
and, in order to prevent disasters, the sea can

no longer be regarded as free.

Introduction

The Kattegat is the main entrance to the
Baltic Sea. It is classified as a Particularly
Sensitive Sea Area (PSSA) though it is
included in the Baltic Sea. An area is
classified as a PSSA because of the
vulnerability of the nature and thereby very
sensitive to risks in connection with the
commercial ship transports.
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In the year 2000 there were 75,000
registered ship movements in the Kattegat.!
This figure is expected to increase to
120,000 in the year 2015. Especially oil
transports are a large number of the
increase. In addition to oil based products
there is an infinite number of substances
transported. A lot of them can be harmful
to both the environment and to human
health in case of discharge. The
International Maritime Organization (IMO)
states that more than half of the substances
transported at sea could be regarded as
dangerous to the environment due to the
large quantities.?

This report lists the environmentally
sensitive areas along the coast and at sea in
the county of Halland. There are a lot of
areas that are important to preserve. In the
Kattegat there are also important places for

fish and birds.

The Kattegat and the Baltic Sea have not yet
had any really serious disasters like the Erika
or the Prestige accidents.? The increase of
ships, however, could imply that the risk of
an accident involving a discharge could
increase.

More important, there are a lot of
substances that are transported through the
Kattegat that also can be dangerous to
human health. One major problem today is
the regulations concerning transportation of
dangerous goods at sea. These regulations
do not lay any merchant vessel, which is
only sailing through a country’s own waters,
under any obligations. This also means that
there is a lack of information and
knowledge regarding the goods transported.

Method

One of the main objectives with the analysis
was to find out what kind of ships and
goods pass through the Kattegat and
especially if they carry any kind of goods

! Jorma Rytkonen et al: Statistical Analyses of
the Baltic Maritime Traffic

2 Kustbevakningens raddningstjanstplan.
Miljoréddningstjanst till sjoss

% Chemical Spills at Sea — Case Studies,
Presented by France, Bonn Agreement
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that can be dangerous to the health or the
environment.

Further, a hot-spot analysis has been made
that investigates the last years’ accidents that
have taken place in the Kattegat. The
positions of the accidents have been marked
in a nautical chart. This information has
been obtained from Swedish and Danish
authorities.*

A sensitivity analysis has been made in order
to find how the environment at sea and
along the coastline in the county of Halland
could be affected in case of a discharge.
This has been done to show what could be
expected if there is an accident with a
possible discharge of petroleum products.

Information has been obtained from
authorities within the maritime area, The
Swedish Maritime Administration and The
Swedish Coastguard. The main part of the
information has been found on the Internet.
Information from the archives of the
Country Administration in Halland has also
been used.

Result

One of the main problems that this work
shows is the lack of information of what has
taken place at sea concerning transports of
dangerous goods. The sea territory is to be
regarded as “free”. This means that as long
as a ship’s purpose only is to pass through a
country’s territorial water, without making a
port of call, it has not got any obligations to
inform what kind of goods it has got on
board. This means that there are no ways
for a country to control and inspect what
kind of goods or ships pass through its
waters. The only exception is if there are
any suspicions of an oil spill. Even then, it is
difficult to secure evidence.

This is one reason for the lack of
information and there is a great need to
update it. Neither the Swedish maritime
authorities nor the Danish ones have any
useful information on this. The information
on types and quantities of dangerous goods,
which pass through the Kattegat, and which

4 The Swedish Maritime Administration and
The Danish Maritime Authority
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this study consists of, is two reports from
1988> and 1990¢, and they do not give all
the answers. However, they give a clear
indication what about transportation at sea.

The quantities of petroleum products will
increase’ and this implies more traffic with
oil transports through the Kattegat. This
could also imply that there are more risks of
accidents in the Kattegat because there are
no known suggestions to increase the traffic
safety in order to prevent accidents.

There have not yet been any serious
accidents with major discharges, dangerous
to the environment in the Kattegat, but it is
necessaty to look at the problems now,
before something happens. This study
shows that there are indications that some
areas are more vulnerable. The biggest oil
vessel that goes through the Kattegat carries
up to 100,000 (metric) tons of oil. In case of
a discharge, this would cause enormous
problems for the environment in and
around the Kattegat.

The environment around the Kattegat is
very sensitive if there is a discharge. There
are breeding places, which are very
important, for several species of fish.®
Along the coastline there are a lot of areas,
which are vulnerable if there is a discharge
of petroleum products. Almost all the areas
along the coastline are considered an area
worth preservation for different reasons.
Several areas are also classified as Natura
2000 areas, according to the EU’s Birds
Directive® and Habitats Directive.! These
are based on the EU’s nature preservation
policy.

In the southern part of the coastline there
are a lot of sandy beaches where it is
relatively easy to collect oil spills. The
problem in this area is that it has a low level

®> HELCOM: Proceedings No. 34

® HELCOM: Proceedings No. 51

” Jorma Rytkdnen et al: Statistical Analyses of
the Baltic Maritime Traffic

8 Lansstyrelsen Halland: Omréden av
riksintresse for naturvard i Hallands lan;
2000-02-07

® EU’s Birds Directive (79/409/EEC)
10 Eyrs Habitats Directive (92/43/EEC)
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of oxygen. This means that it takes a long
time to decompose an oil spill.!!

The northern part of the coastline has more
rocky formations.!? There ate also bays and
areas where a major oil spill could be very
difficult to decontaminate.
Decontamination could also be more
harmful to nature compared to leaving the
oil to decompose. The latter could take a
very long time and the effects on the
environment and animals could be very
grave.

This study also covers the substances that
are not only harmful to nature, but also to
human health. One of the substances
transported at sea is ammonia, a very toxic
gas that is extremely dangerous to human
health. The average transport of ammonia is
5,000 (metric) tons. During optimal weather
conditions the gas can travel a long distance
with a high level of concentration.!? In a
narrow channel, e.g. the sound of Oresund,
where there are cities with a high population
that could be affected, this could be very

setrious.

For the county of Halland this would
normally not be a major threat, but as the
cargo vessels can navigate very close to the
baseline, this could be a problem in case of
a discharge. It is certainly a problem if a
ship, transporting ammonia, starts drifting
towards the coast. There are no ways for the
authorities to know, what kind of cargo is
being transported, if it is not bound for a
Swedish port. There are no ways for the
authorities to control a ship with dangerous
goods.

Discussion

The report indicates that there are a lot of
problems that need to be solved in order to
control the sea transports. It is important to
have a more direct control of the ship
movements in the Kattegat and especially
the positions. The sea cannot be regarded as

S \V rapport: Miljoeffekter — utveckling

av kriterier och metoder for bedémning av
oljesanering pa svenska strander

Forsvarets forskningsanstalt: Vadautslapp
av brandfarliga och giftiga gaser och vétskor
— Metoder for beddmning av risker
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“free” anymore. Ships need to have more
obligations than today in order to increase
security and avoid the serious accidents with
discharges of goods, dangerous both to
human health and to the environment.

One way to obtain more control is a type of
mandatory report system when a ship is
entering the Kattegat on its way to the
Baltic Sea. The ship should be obliged to
give information of what kind of cargo it
has got onboard, which destination and
which route it is intended to follow. The
Danish authorities have a system like this
today.  Unfortunately, it cannot be
mandatory today, due to the regulations of
IMO.

The Danish system can be a help to ensure
that dangerous goods transports get
assistance, e.g. extended area to navigate.
The authorities can pay special attention to
these cargo vessels to avoid dangerous
situations. A mandatory report system also
gives statistical information on what types
and quantities of dangerous goods are
actually transported to the Baltic Sea.

An implementation of a mandatory system
like this could be a problem from the
commerce and business point of view.
However, the Baltic Sea is now classified as
a Particulatly Sensitive Sea Area (PSSA),
which should justify a mandatory report
system for the future. This is a something
for the Swedish and Danish authorities to
analyze.

It should also be possible for the authorities
to make flying inspections on the cargo
vessels in order to ensure that the condition
of the ships is safe and secure. This is
probably a little controversial since it could
be misused in some cases.

It is also important to make extended
analysis of the routes in the Kattegat and
work more preventive to ensure that a
serious accident could not take place.
Today, society is working more and more
with risk- and vulnerability analysis and this
should also concern sea transports. Changes
are necessary even for the whole shipping
trade, before a serious accident occurs in the
Kattegat.
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Abstract

Finance and efficiency have been the focal
points of contemporary society for the last few
high
profitability renders society highly dependent
The

longer

decades. Achieving efficiency and

on complex technical systems.
infrastructures are consequently no
individual systems independent of one
another. These independent networks have
instead grown to become highly connected
high

interdependency. Contemporary society has as

networks with a degree of

a result become more vulnerable.

Introduction

The power grid has expanded at an
enormous pace the last century. In the
beginning of the century the power grid

contained several separate local grids,
nowadays it is a complex network
interconnected internationally and
nationally. Because more and more

techniques are dependent of electricity, the
electrical power in today’s society has
become an indispensable asset. The Swedish
power grid is a robust and well connected
network. This has been well established in a
previous vulnerability analysis [1].

Definition: Vulnerability is the effect a
specific lost substation/power cable creates
on the distribution grid as a whole. This
report has included for the analysis essential
parameters as, documented risk, length of
cable, clustering coefficient and
betweenness. Robustness is the opposite of

vulnerability.
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Methods

In the simulations and calculations of
Malmé’s  distribution grid, two computer
programs developed at Lund Institute of
Technology by Jonas Johansson, PhD
student at Industrial Electrical Engineering
and Automation and Henrik Johansson,
PhD at the Department of Fire Safety
Engineering have been applied.

During the simulations four types of
simulation  alternatives were available;
rejection of vertices with the highest grade,
random rejection of a vertex, rejection with
highest betweenness and random rejection
of edges. When an edge gets rejected one or
several vertices could lose contact with the
main source vertices and thereby become
useless. Simulations will effectively continue
until all vertices have lost contact with the
main source vertices, which renders them
useless.  Consequently, one thousand
simulations will give a good average value of
how fast it takes for a vertex to lose contact
with the main source vertices. Every vertex
will thereby get an assigned value of how
vulnerable it is in relation to the rest of the
network. A low value means that it lost
connection at an early stage, which is
equivalent to a less advantageous placement
in the network.

Demarcations

In the report we are analysing the
vulnerability of Malmd’s distribution grid.
The geographic demarcations have been
limited to the two primary input stations
from the national power grid, Sege and
Atrrie, which feed electricity to Malmd. Since
investigating further down the network will
not contribute additional input this analysis
has been restricted to the investigation of
Malmé’s 26 substations in the network.

In this report a graph, specifically an
electrical ~ distribution  grid, will be
considered equal to a technical network.
Substations  and  branches will be
represented as vertices. The graph’s edges
will correspond to cables and transmission
lines. The power grid will only be looked
upon in a topological aspect. Consequently,
no considerations will be taken to any
electrical ~ flux, parameters such as
transmission capacity and instability will in
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other words be excluded. Looking at the
power grid from a topological perspective
gives a possibility to view the grid from a
completely  new and unorthodox
perspective. The simulations will, however,
include both the parameters of fault and
break down frequencies

The vulnerability analysis

In vulnerability analysis one considers a
hazard from the system’s point of view,
contrary to a risk analysis where one looks
at what harm a specific hazard can do to the
system. In a larger context one can say that
a vulnerability analysis is a vital part of the
bigger concept of crisis management. In
other words, a well-executed vulnerability
analysis is a prerequisite for good crisis
management.

When one does a vulnerability analysis of
the critical infrastructure it is of the utmost
importance to include the perspective of
society. The strain on civilians in larger
catastrophes becomes obvious at a very
early stage. Since the electrical infrastructure
is one of the most essential infrastructures
in modern society the consequences of a
major break down would be catastrophic.
The expansion and interconnection between
different power grids have made it more or
less impossible to understand and/or
predict the stability in the contemporary
power grid.

Today’s electrical power grid has safety
mechanisms for instance should a minor
interference in the system for instance occur
it would not cause any greater inconvenient
consequences. In fact, most errors pass by
the common consumer without him ever
being aware of it since faulty connections
can be isolated, because of high redundancy
and automatic switchovers. It is more likely
that the common consumer will be affected
if errors occur in the lower grid of the grid
hierarchy.

When comparing the clustering coefficient
C and the average length 1 of the
distribution grid with the former analyses on
the Nordic [1] and the West American [2]
power grids. An unexpected result was that
the West American power grids and
Malmé’s  distribution grid had the same
clustering coefficient, table 1.
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Table 1. Comparison of clustering
coefficient C and average path length 1.

Network C 1
Malmao’s 0,080 5,11
distribution grid

Nordic 0,0166 21,75
power grid

West USA’s 0,080 18,7
power grid

This result implies that the West American
power grid is as well connected as Malmd’s
distribution grid. One possible explanation
that Malmo’s clustering coefficient C is not
essentially higher than the American could
be that there has been more thought behind
the initial design of the West American
main power grid. Another explanation could
be that Malmé&’s power grid provides for
and follows the city of Malmd’s constant
dynamic growth and development. The
construction of a main power grid is based
on a more fixed reality. In other words,
cities have fixed geographic positions.

Another interesting observation was when
simulations with regards to rejection of
vertices with highest grade were executed. A
rejection of the vertices with the highest
grade did not necessarily result in the most
negative effect on the system. Our
interpretation and conclusion of this result
is that high grade does not necessarily imply
high significance for the network as a
whole. When designing and constructing a
power grid, the main goal should be to
design it in such away that every individual
station in the network has equal importance
and thereby has little or no influence on the
grid when rejected. In light of these findings
it should be noted that a terrorist attack or
sabotage on a high grade station could with
little effort cause a large disturbance. During
the vulnerability analysis of Malmd’s
distribution grid, we discovered that when
approximately 10% of the vertices were
rejected, over 50% of the network lost
connection with the main source vertices
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Figure 1. Blue triangles indicate rejection of
vertices with highest grade, black stars
represent random rejection of vertices with
respect to fault and break down frequencies
and red circles corresponds to random
rejection of vertices without respect to fault
and break down frequencies

When observing the analysis results
regarding random rejection of vertices, one
can initially note a linear behaviour. A
collapse of the network does not occur until
approximately 30% of the vertices have
been rejected, based on simulations where
the vertices with higher grade get rejected.
The conclusion of the vulnerability analysis
on Malmg’s distribution grid, regarding
rejection of vertices, indicates a robust
network.

Simulations have also been done with and
without respect to fault and break down
frequencies. Despite the fact that it only
changed the character of the graph slightly
when studying it in a macro perspective, we
found that analysing the network in a micro
perspective showed significant differences.

Malmé’s distribution grid clearly has a few
highly vital stations that are essential for the
function of the whole network.
Consequently, one can conclude that
distributing the connections more evenly
over all stations or increasing the number of
stations would achieve a more robust
network. An alternative to this would be
islanding, in other words constructing
locally generated feedings to the network.

Conclusion

With regards to the applied method of
analysis, we conclude that doing a
vulnerability analysis on a network like
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Malmé’s, with the help of a topologic study,
is both feasible and gives a realistic result.
When we first set out to do this analysis
those informed in this matter, employed
with E.ON, stated that it was a robust

network., Our conclusion, having
investigated Malmé’s distribution grid from
a macro perspective, confirms those
findings.

With the application of our results (figure 2)
on an existing risk analysis we were able to
make a list of suggestions prioritising the
stations that should be the objects of initial
reinvestment and upgrading.

Risk+Noders utslagning baserad pa felfrekvens

WGradeing,
Noder_felfek_1000

IBRisk
Gradering

2
2U«I>777774I_I>
15
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Figure 2. The lower blue bars represent the
risk grading and the upper maroon bars

represent results of the vulnerability
analysis.
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Abstract

This report evaluates USAR (Urban Search and
Rescue) search methods and technical equipment
that are in use today by international USAR teams.
In addition, improvements to both the search
equipment and methods and to USAR in general are

considered.

Introduction

Today there exist several different types of USAR
search methods and equipment, most of them
used in some way by international USAR
organisations. The methods and the equipment
are in some cases unique for search after live
victims in collapsed structures and rubbles.

Up to now, the SRSA (Swedish Rescue Services
Agency) has never investigated whether if, or
which of the existing and used USAR search
equipment or methods that really work under real
conditions. Despite this, great efforts are invested
to improve methods and equipment without any
real knowledge about their efficiency.

The purpose of this report is, in collaboration
with the SRSA, to evaluate USAR search methods
and equipment that are in use today on
international USAR teams. This study also aims to
investigate whether or not these methods and
equipment work in a real situation.

The following tasks were undertaken to achieve
the objectives:

. Identify methods used to detect
and locate victims in rubble.

. Identify equipment used to detect
and locate victims in rubble.

. Identify the methods and
equipment that is most commonly used.

. Review the related advantages and
disadvantages to the type of methods and
equipment.

. Identify whether or not there are
currently any alternative methods or equipment

used in other fields of activities that can be useful
for USAR.

. Give suggestions for improvement
of existing USAR methods and equipment so that
the search for live victims becomes more
effective.

. Identify the distribution over time
of rescued victims related to the different
methods and equipment used by the investigated
teams

Research

The information essential for this report was in
general  gathered trough  observations, a
questionnaire and interviews with people who
have participated in earlier USAR operations.

A total of 28 of 56 contacted organisations
answered positively to the query to assist in this
research. Questionnaires were sent out to those
28. Thirteen completed questionnaires were
returned and those from 13 different
organisations. In a comparison of the number of
organisations that the questionnaire was sent to,
this gave the investigation an answer frequency of

13/28 (46.4 %)

Investigated USAR technical search equipment
and methods

Technical search equipment,

- Sound or seismic detector (SSD)
- Electric visual detecting device
(Search camera)

- Fibre optic detector

- Thermal imaging detector
(Infrared camera)

- Canine

Search methods,
- Manual search

- Different methods used with
above listed equipment
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Combination of different USAR methods and
equipment

There are several combinations of methods and
equipment used by international USAR teams.
Because a search site is dynamic, conditions and
information continuously change. The most
effective way to use different methods and
equipment is therefore to adapt them to existing
conditions and the information received on a site.

The combination of different methods and
technical equipment used by the investigated
organisations during a search of a site follows a
general schematic model of an event (Figure. 1).

Start Here
Mo Detec

Rescue
attempt

Mo more
detecteced

Rescus victims

attempt

Localisation

Figure 1 Model of most common USAR method
combination. The model is followed from left to
right as long as there are indications that there
could be a victim trapped in the rubble.

Reporting model

The research shows inferior documentation and
spreading  of  information  between  the
organisations as regards the specific rescue
scenatios that have occurred.

To be able to conduct a correct analysis in the
future and to improve the different methods and
equipment, a suggestion of how a standardised
reporting model and the components it should
contain are specified.

Information essential for the model is, the day
when the rescue took place, type of structural of
the rubble, method and equipment used for
detection and localisation of victims, number of
rescued and the number of deceased on the site or
in the object.
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Conclusions

. The most common search method
and equipment that the investigated teams use is a
combination of physically search, canine search
and technical localisation equipment.

. Today it does not exist any type of
common reporting system for lessons learned
during USAR operations, neither any spreading of
information on USAR research and development.
A better reporting and documentation system
would increase the ability for the organisations to
share their experience. To avoid that vital
information fails to be secured in the future, a
common reporting model for international teams
should be implemented as soon as possible.

. The effect of the previous
international organisations’ USAR work cannot be
determined without time-consuming procedures.

. Progress and developments that
different teams make, often stays inside the
different organisations. 1f double loop learning
were used among international organisations, that
problem would decrease.

. The scientific analysis of the
USAR search methods and equipment used today
is too defective to be able to determine the
equipments efficiency. Therefore, more research is
needed to ascertain the efficiency of today’s
technical search equipment and search methods.

. More locations of live victims have
been made in darkness then in daylight, according
to the quantitative analysis of the answers to the
questionnaire. To ascertain if the conditions of
detecting and locating live victims are better in
darkness or “night-time search” a more extensive
evaluation is needed.
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Abstract

Swedish

presentation of information that should be supplied

law does not give any guidance on

to people living in the area nearby to potentially
dangerous installations. The main purpose of the
study is to give recommendations on how to improve
the information brochures. Within the study, eight
people working with risk information have been
interviewed and seven different risk information
brochures have been studied. Also, a theoretical
analysis and a practical experiment were performed
using brochures from two municipalities. Conclusions
from the report are that different risk information
brochures are perceived in different ways, but the

differences are not that big.

Introduction

There are factories and other industrial
installations in our society that may be hazardous
for its surroundings. The Seveso directive is a part
of the European Union's effort to prevent sevete
chemical accidents caused by these potentially
dangerous installations. In Sweden, the directive is
mainly governed by the law Lagen om dtgarder for att
forebygga och begrinsa foljderna av allvarliga kemikalie-
olyckor (SES 1999:381). One of the measures
proclaimed by this law is that information about
the risks involved shall be distributed to the
people living in the area nearby to the installation.
In most cases, this information is distributed as
brochures.

While the previously discussed law stipulates strict
requirements on what information should be
supplied to the general public, the law itself does
not give any guidance on how such information
should be presented. Previous research, both in
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Sweden and elsewhere, has shown that risk-related
information material in many cases does not
achieve intended benefits.

The report studies how risk-related information is
presented today, and how such information is
perceived by different individuals. The study
concludes in a number of recommendations on
how to improve the information brochures to
better serve their purpose. The report is intended
for those working with the development of risk
information brochures, for example central
governments like SRV or industrial installations
that are hazardous for its surroundings.

Theory

Today there is no definition of the wotd risk that
is totally accepted or right (Renn, 1998). However,
most people do have an intuitive feeling of the
meaning of risk, but they can have problem in
describing the severity of a situation (Breck, 2002).
Risks are perceived in different way by different
persons (Jardine & Hrudey, 1997). Factors that
affect peoples risk perception are by example if
the risk in known or if the person do have any
control or use of the risk (Breck, 2002). There is
also a difference in the risk perception between
genders. Women percept personal risks as more
severe (Wester-Herber, 2003).

Choice of words and building of sentences affect
how the receiver does percept the risk
information (Jardine & Hrudey, 1997). The design
also affects how well the receiver can understand
the information in a text. People can generally
read text faster with good design. It is
recommended to use text effects like bold or italic
style to draw attention to important parts in a text
(Sanders & McCormic, 1992).

Method

The work has involved interviewing eight people
working with risk information. A theoretical
analysis and an experiment have also been carried
through on the two risk information brochures
Omt larmet gar (Luled kommun, 2002) and Vad dn
bir gira wvid en  kemikalieolycka (Norrkopings
kommun, 2003).

The theoretical analysis on the two brochures
included sex different factors that were considered
to be important. The factors included the
definition of risk, choice of colot, text effects and
the use of pictures and symbols among other
things.
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The participants in the experiment were students
from two colleagues in the west part of Sweden.

Data were collected from four individual groups.
In each group, half of the participants read the
brochure Oz larmet gar and the other half 1Vad du
bor gira vid en kemikalieolycka. The experiment
included a 21-unit questionnaire with questions
like “The information has given me more
information on how I should respond to an
alarm” and “I consider to move due to the
information 1 have been given”. The respondents
gave their answers on a seven step scale, from a
negative to a positive alternative.

Several statistical tests were used to reveal
significant differences, for example between how
the two risk information brochures were
perceived or between men and women.

Result

The experiment showed that people who read
Vad dn bor gora vid en kemikalieolycka were more
negative to the installation and wanted to move
due to the information they had been given. This
brochure contained words that can make a reader
alarmed, like life-threatening, extremely flammable
and convulsion. The of frightening
information is not entirely negative. Information
that creates strong emotions is often more easy to
remember (Arai, 1999).

usce

Vad du bor gira vid en kemikalieolycka includes more
pages and contain more information than O
larmet  gar. A lot of information does not
automatically give the reader more knowledge
(Bonde-Teir & Westerstihl, 2005). Also, there was
no significant difference in how much knowledge
the participants said to have gained after reading
the two brochures.

The contact information in Vad du bor gora vid en
kemikalieolycka is written with large text and is
easily seen. The contact information in On larmet
gar is more discreet. People knew were to turn for
more information to a higher extent after reading
through Vad dn bir gira vid en kemikalicolycka,
according to the experiment.

Typography can affect the readability of a text,
even if the literature points out that most types is
fit to use in information (Sanders & McCormic,
1992). Choice of type does differ between the two
brochures, but the theoretical analysis and the
experiment cannot answer which one is the better.
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Om larmet gar uses a red color which can be
associated with danger (Frantzich, 2004). 1Vad du
bir gora vid en kemikalicolycka uses a yellow color
which can communicate a lower level of risk
compared to red (Edworthy & Adams, 1996).
During the interviews, some participants
commented on the use of the colors red and
yellow, meaning that these colors had been
chosen to indicate danger. The experiment shows
that red can attain more attention compared to
yellow.

There were differences in risk perception between
genders in the experiment. Women were more
negative and personally affected by the
information. Also, women responded to a higher
extent that information gave them new thoughts.
Previous studies have shown that there are
differences in risk perception between genders
(Wester-Herber, 2003).

The work resulted in a suggestion of how the risk
information brochures can be designed to
efficiently communicate with the reader. The most
important items are:

Give direct messages of what the
recipient should do: read the brochure,
always respond to an alarm and act in the
case of an alarm.

Use pictures and symbols together with
text to spread information.

Use text enhancement and headings to
indicate the important parts in the text.
Use colors that wake attention, red by
example.
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A risk management framework
designed for Trelleborg AB
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Abstract

The aim of the thesis is to present a framework for
risk management at Trelleborg AB. In doing that a
literature study concerning what constitutes good
risk management has been performed. Several
useful guidelines for how good risk management
should be identified. Risk

management Trelleborg were

conducted were
documents at
evaluated using these guidelines. Furthermore,
complementary interviews with employees were
also conducted. It was concluded that Trelleborg
AB has a well communicated policy regarding risk
management, but lacks routines for many of the
risk management activities. Considering these
deficiencies a framework for risk management was
suggested and

implemented in a computer

program at Trelleborg AB.

Introduction

Trelleborg AB has been used as an example of
the difficulties within risk management that can
be encountered in a large company. It has been
determine that if there is a need for
improvements within risk management at
Trelleborg and what kind of improvements. A
framework that can facilitate the necessary
features has been designed. The framework
Improvements a computer based method for
risk analysis that can generate basic data for
decision-making. It has also been determined
which risk analysis method is most appropriate
to use to generate basic data for decision-
making.

Method and result

The questions that have been answered are the
following: What is good risk management and
how do you determine the quality of risk
management in a company? This question was
answered by literature studies. The IEC’ features
for risk management were chosen as part of
good risk management. Another feature that was
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chosen as good risk management was Cost
benefit analysis (CBA) the reason for choosing it
is that it will make it easier for Trelleborg to
compare different investments benefits. It is
important to make some kind of decision after a
risk analysis is done. It has also been identified
that  good risk  management includes
organisational aspect as safety culture and
commitment to safety and to improving the
safety culture. It has also been identified that to
have good risk management the organisation
also needs risk analysis methods that are
applicable to their risks and organisation.

The answer to the first question can then be
used to provide a point of departure for
answering the second question of the thesis: In
what areas within risk management does
Trelleborg need improvements? To answer this
question information on the risk management
organisation at Trelleborg was gathered by
downloading information that was available on
Trelleborg intranet. These documents were
analysed by using the results from the first
literature study and analysis that was mentioned
above. During the analyses areas within risk
management that didn’t seem to have sufficient
routines were identified. These areas were
analysed more thoroughly by interviews with
employees. To get more structure in the
interviews one hypothesis was made: “Trelleborg
AB’s risk management policy is not thoroughly
communicated within the company”. To be able
to falsify or wverify the hypothesis several
interviews with the managers responsible for a
specific production and safety mangers were
conducted. The answer to this question is that
Trelleborg has a well written risk management
policy and risk management guidelines. It has
also been discovered through interviews that the
policy is well communicated within the company
and the personnel are well aware of the purpose
of Risk Management at Trelleborg AB. This is
shown by that the employees are committed to
the policy and knows that risk management is
important for the company. Through the
interviews it was established that there are no
established routines for analysis, feedback and
follow ups. This is shown by that the employees
knows that they should analyse the risks that
they are in charge of but they lack directions and
have different ways to analyse risks in all parts of
the company. Trelleborg weakness lies in that
there isn’t any system for controlling and
following up on the analysis that has been done
and there isn’t any global system for incident
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reporting. It is crucial for top management in a
large organisation to have insight of risk
management on a local level. If there is a lack of
insight it can results in that Trelleborg will be
vulnerable if they lose the personnel.

The framework for risk management that has
been designed includes some methods for risk
analysis. Therefore, the following set of
questions needs to be answered: Which criteria
should the risk analysis methods that are
included in the framework comply with? Which
information is needed to establish the criteria?
Which risk analysis methods comply with the
criteria in the best way? To answer the questions
a thorough literature search of the available
studies made in this area was performed by using
the databases Elin@Lund and Lovisa (at the
Lund University Libraries). Through the
literature search the criteria for the risk analysis
methods were identified and then they were
ranked by the personnel the top five criteria,
according to the personnel were overview
analysis, possible to rank the risk in between,
thorough analysis, possible to analyse course of
events and simplicity to generate statistics. This
shows that the model had to consist of more
than one analysis method since the employees
found it important to have the possibility to
both have a thorough analysis and an overview
analysis. The employees also found it important
simplicity to generate statistics. The analysis
methods that were chosen are checklists,
preliminary risk analysis and QRA which will
constitute a good mix of risk analysis that fills
different needs. Checklists will make it possible
to do non time consuming analysis and control
predefined risks. Preliminary risk analysis will
make it possible to do overview risk analysis that
could be used to identify areas that need more
thorough analysis. QRA will make it possible to
quantify the size on specific risks.

Conclusions

It has been identified that good risk management
includes organisational aspect as safety culture
and commitment to safety and to improving the
safety culture. It has also been identified that to
have good risk management the organisation
also needs risk analysis methods that are
applicable to their risks and organisation.

There are satisfactory opportunities for
improvement at Trelleborg AB even with small
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means. By using the existing system, with some
expansion, Trelleborg could easily get a system
that spreads information, compares analysis,
creates statistics, render possibility to follow up
on already made analysis, give feedback to those
who has done the analysis and most important
make it possible to se the changes the analysis
does.
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The flight distribution’s
importance as a means of
supplying crucial
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main focus on the
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Abstract

This report contains a mapping of the different
types of goods imported into Sweden by air
during 2004. The process of the collection of
statistical data resulted in @ model. The model
was developed with the purpose to make

future updates easier and more accurate.

Finally, the report contains a vulnerability
analysis for the supply chain of
pharmaceuticals in Sweden. The role of

aviation was taken into consideration in the

analysis.

Introduction

Today’s society and its critical functions
require an intact transport network in order
to function. Distuptions in the transport
network can result in some transports not
reaching its destination. There are among
these transports some that is of more or less
importance to different functions and
interests in the society. The ones with the
most importance to the society are called
critical transports, and if these transports
fail to reach its destination the basic
conditions needed to uphold the functions
that are looked upon as necessary in our
society are affected.

The definition of critical transports is hard
to define. There are two different groups of
transports that are known to be of greater
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importance than others. First, there are the
types of transports that constitute a basic
condition for survival including emergency
transports, rescue service and food supply.
Second, there are the types of transports
that are of great importance for the long-
term endurance of society. These transports
include the health and nursing transports.

The report was assigned by the Swedish
Civil Aviation Authority (SCAA). SCAA has
a need of information regarding the air
freight industry. The purpose 1is to
determine whether critical transports exist
within the air freight industry. In order to
create opportunities for SCAA to fulfil their
need of information, a study of the present
situation has been done to map what is
being imported by air into Sweden. The
mapping, apart from documenting the
content, also includes recording volumes of
goods and geographic spread. The study
was based on SCB’s import statistics from
third country, i.e. statistic material regarding
trade with non EU-countries.

Model for statistical updates

The process of the collection of statistical
data resulted in a model made for the
SCAA. The model was developed with the
purpose to make future updates easier and
mote accurate, and it consists of the
following six steps:

- Definition of scope

- Identification of sources and operators
- Collection of data

- Valuation of data

- Correction of data

- Compilation

Vulnerability analysis

When the statistical data regarding air
bound import was compiled, the tables
showed that pharmaceuticals represented a
considerable amount in terms of value. In
addition, the transportation of
pharmaceuticals is considered critical. In
order to define the impact the aviation has
on the pharmaceutical supply in Sweden,
the entire supply chain, from production to
retail, was analysed. The leading elements
that affect the vulnerability of the supply
chain proved to be:
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- Physical conditions

- Market related conditions

- The structure of goods and information
flow

Analysis results

Sweden represents a very small part of the
European market and is therefore a
relatively low priority by the pharmaceutical
industry. A longer disruption in the air
traffic can therefore cause certain problems.
During an extensive crisis that involves
several countries such as a pandemic, where
the demand for dramatically
increases, national interests may prevail. A
foreign pharmaceutical producer may in
such a scenario prioritise the national need
before Sweden’s. In case of a pandemic, the
consequences could be that Sweden would
not get any medicaments. In case a crisis
situation would arise in Sweden on the
other hand, Sweden would get high priority
by foreign pharmaceutical producers. The
market related conditions also determine the
system’s ability to handle strains. The
pharmaceutical supply system in Sweden has
had the same structute since the 70’s and it
is strongly regulated with a pharmacy
monopoly and a single channel distribution.
This system has obviously worked well since
Apoteket AB successfully has managed to
deliver pharmaceuticals to the Swedish
population. Furthermore both retailers and
wholesalers points out that the existing
system is very safe regarding delivery
fulfilment. Single channel distribution
however, is not optimal in terms of
vulnerability since it means that a single
product only is distributed and kept in stock
by one of the wholesalers. If the wholesaler
can not deliver a specific product, there is
no other place to get a hold of that product.

vaccine

An increase of the availability of
pharmaceuticals can be accomplished by an
increase of pharmacies. Experiences from
Norway and Iceland show that a
deregulation of the pharmacy monopoly in
Sweden would result in an increase of
pharmacies. The  deregulation would
probably also affect the market structure in
terms of vertical and horizontal integration.
Additional research is needed to analyse
these types of changes in the market
structure. The research should comprise the
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effect the deregulation has on the
pharmaceutical industry as well as the
supply chain of pharmaceuticals and the
health care in Sweden.

In case of a disruption in the supply chain,
the availability of pharmaceuticals is limited
by the stock levels. The stock levels in
Sweden are determined by the producers
and not by the wholesalers. This, in turn,
states that the availability of pharmaceuticals
in Sweden is not controlled by the Swedish
government.

Conclusions

The quality of the statistic material received
from SCB was, for different reasons, judged
to be to low to present a fair picture of the
real flow of goods. What could be said from
the statistic material though, was that the
goods flown support the theories that exist
regarding the air freight and what is
normally transported by air. The geographic
spread proved to be concentrated to the
three larger airports Arlanda, Landvetter
and Sturup. Something that would improve
the validity of the statistical data of the air
bound import is to include mode of
transport in the Intrastat statistics and to
analyse the statistics on a higher level of
detail.

The fact that the medical service, as a
critical function, and the accessibility of
pharmaceuticals is dependant on foreign
stakeholders is remarkable.

If one sees to the Swedish pharmaceutical
import, the role of the flight distribution is
not crucial. A shorter disruption of air
transports would not cause any problems at
all since only a very small volume of the

Swedish import of pharmaceuticals is
transported by air. Furthermore the
redundancy  regarding  intra-European

transports is considered to be good. A
cancelled air transport mission can often be
carried out without any problems using a
truck instead, on the assumption that the
disruption has not made larger parts of the
road infrastructure unusable.
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Possibilities and obstacles
to integrate the work with
antagonistic and accident
related risks — A
comparison based on two
consult agencies work
procedures

Jon Johansson
Jane Nilsson

Abstract
The aim of this report is to investigate, on the
basis of two consult agencies perspectives,
what the possibilities and obstacles are to
integrate the work with antagonistic and
accident related risks. The report is based on
two consult agencies where each agency’s
work procedure is represented by a risk
management method. The work with accident
related and antagonistic risks is analysed and
evaluated compared to four different
The

process

components. components risk
(IEC's and FEMA's

education

are
management
model), and

driving  forces,

competence, and resources to control risk
management with COSO’s ERM framework. On
the basis of the components the authors
discuss the possibilities and obstacles
concerning the integration.

The results from the analysis are compared

with the result from interviews with people

working  with  risk management: The
interviewed people were asked how they
regard the possibilities and obstacles
concerning integration of risk management
methods.

Introduction

Antagonistic risks, 1Le. risks related to
actions made by intent, contribute to the
Enterprise-wide portfolio of risk. The
attitude to antagonistic risks has been
changed since e.g. the attack on USA, 11
September 2001. This change results in a
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growing interest to include antagonistic risks
when working with risk management. The
authors expectations are that a coordinated
management of accident related and
antagonistic risks will lead to saved
resources in a company.

The report is based on two consultant
agencies perspectives. The two agencies are
AB  Angpanneféreningen that manages
accident related risks and SecMentor A/S
that manages antagonistic risks. These two
agencies are used as external participants to
help companies in their risk management
work.

Method

To be able to identify what the possibilities
and obstacles are concerning integration of
the two work procedures, the authors have
made an analysis where the process of
managing each risk are compared to each
other. The analysis is based on comparison
with a couple of components that the
authors consider affect a company’s risk
management work. The components are:

o  Risk management process, where AB
Angpanneforeningen’s work
procedure is represented by IEC’s
model to manage accident related
risks and SecMentor A/S work
procedure is  represented by
FEMA’s model to  manage
antagonistic risks.

®  Driving forces — the reasons why a

company  works  with  risk
management.
®  Bducation and competence —  the

education and competence of the
employees  working with  risk
management.

o Resources to control risk  management
using COSO’s Enterprise Risk
Management framework.

In the analysis the risk areas are compared,
component by component, to make it
possible for to the authors to discuss the
possibilities and  obstacles concerning
integration of antagonistic and accident
related risks.
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Analysis

The analysis shows that there are some
possibilities to integrate the work with
accident related and antagonistic risks. The
authors advocate that the course of events
in a certain extent is the same between the
two risks. Due to this fact they conclude
that some parts of the estimation of
consequence and the risk response, from
IEC’s and FEMA’s models, are possible to
integrate. The authors have however also
identified some obstacles, where they
believe that the work procedures, between
the two risks, are too different to be
integrated. For example they consider that
the way of performing probability
assessment is too different between
antagonistic and accident related risks to be
able to use the same methods. The problem
with the probability assessment results in a
couple of new obstacles: e.g. it can be hard
to use the same measure of risk if the
probability is not calculated in the same
way.

Interviews

To be able to strengthen the analysis, a few
phone interviews were made. The
interviews were carried out with people
working with risk management to find out
how they regard the possibilities and
problems concerning integration of the
work with antagonistic and accident related
risks. The interviews were also used to
confirm that the components used in the
analysis were essential and if the overall
conclusions were reasonable.

The result from the interviews shows that
the interviewed persons in a great extent are
unanimous. All of them argued that there
are possibilities to integrate the estimation
of consequence and the risk response, in the
risk  management process. They also
thought that all risks in a company must be
managed in the same risk management
system, to give the management an overall
portfolio of risks. They however considered,
like the authors, that the probability
assessment is too different between
antagonistic and accident related risks to be
able to integrate the work. The validation of
the components, which were used in the
analysis, shows that the components
considered can be regarded as essential.
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Discussion

AB Angpannefireningen and SecMentor A/ S

The objective of the report was to find
integration possibilities that can lead to
cooperation between the consult agencies
AB  Angpanneforeningen and SecMentor
A/S and their different risk management
processes. The authors mean that there are
possibilities for the agencies to cooperate
ie. can the consequence analysis that AB
Angpanneforeningen uses also be used by
SecMentor A/S, to avoid doing one of their
own. This would result in a profit in time
and maybe also enhanced quality on the
analysis compared to doing it by themselves.
Each agency may also be able to develop
their analysis by learning from each other
and the way people think and work in the
other area.

The result of cooperation between the
agencies would result in a wider product
portfolio offered to their customers with
more risks considered when making a risk
analysis.

A risk management framework

To be able to gather all the risks in a
company and create an overall view of
them, the authors recommend that all risk
management should be done with the same
risk management system. An overall view of
the company’s risks makes it possible for
the decision makers to have better
prestudies which help them to make better
decisions because of a better foundation. In
the report the COSO enterprise risk
management framework have been studied.
This framework  was taken  into
consideration because this is an overall risk
management system and the authors think
that it’s so flexible that it may be able to
include both antagonistic and accident
related risks.

Conclusions

When comparing the result from the
analysis with the interviews some similarities
and differences are detected. The authors
and the interviewed people shared the same
opinions  about the estimation of
consequence, risk response, and the
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probability assessment. There are however
some differences between the analysis and
the result of the interviews. An example of
this is that the authors considered the
driving forces to be something that might
cause problems while the interviewed
people did not think of it as a problem.
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Classification of safety instrumented systems in the process industry sector

Classification of safety
instrumented systems in the
process industry sector

Karin Johansson

Abstract
The result of the work is a method to assign

Safety Integrity Level, SIL, to areas in the

process industry. The developed method
consists of three parts: screening analysis,
extended HAZOP analysis, and detailed

analysis. Assigning a SIL to the process is one
way to handle the risk assessment and make
the process adequately safe. The base of the
work is the standard IEC 61511 “Functional
Safety - Safety Instrumented Systems for the

Process Industry Sector”.

Introduction

Safety instrumented systems in the process
industry have new risk profiles due to
technical progress. Software failures are the
most important risk factor in new electronic
and programmable systems. In the old
hardwired relay systems, however, hardware
failures were most important. This technical
progress and the resulting change in risk
profiles has risen a need for safety standards.
Most important to the process industry of
the newly developed standards is IEC 61511
“Functional Safety — Safety Instrumented
Systems for the Process Industry Sector”. In
Sweden it is optional to follow the standard
since it, unlike in some other countries, is not
required by Swedish law. (Weibull 2004)
Developing a method for Hydro Polymers to
decide a suitable Safety Integrity Level, SIL,
for the safety instrumented system is the
purpose of this thesis project. Hydro
Polymers want an effective but easy method.
The personnel do not have time to learn or
use complicated methods.

Risk management

Making the process inherently safer should
be the first way to handle risks in process
industry. Inherent safety means to make the
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process less dangerous by for example
lowering the temperature and/or the
pressure. In some cases it is also possible to
exchange reactants to make the process
inherently safer. All processes are not suitable
for the inherent safety concept. If the
concept is not applicable the next step is to
install safety bartiers at different levels. Safety
barriers are often called layers of protection.
If they are independent the expression IPL,
independent protection layers, is used.

Examples of protection layers used in the
process industry are: basic process control
system, alarms with operators response,
safety instrumented system, active bartiers,
passive barriers, and emergency response,

figure 1. (Weibull 2004)

Figure 1 Safety barriers in order of protection.

Either reducing the probability of the
scenario or reducing the consequences of the
scenario reduces the risks. In reality is it not
possible to eliminate all the risks; instead the
risks are reduced to an acceptable or tolerable
level. There are some risks that are
impossible to reduce under the tolerable level
but we still choose to expose us to the risk.
This is because of the benefit from the
activity. Risks of this type are reduced “As
Low As Resonably Practical”, ALARP
(Wiegerinck 2002). The remaining risk is the
tolerable risk for this specific application.
(IEC 61511-3 2003)

Standard IEC 61511

There are three parts of standard IEC 61511:
Part 1: Framework, Definitions, System,
Hardware and Software require-
ments

Part 2:  Guidelines for the Application
of IEC 61511-1
Part 3: Guidelines for the

Determination of the Required
Safety Integrity Level
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The aim of the standard IEC 61511 is to
yield a safety instrumented system that can be
confidently entrusted to place and/or
maintain the process in a safe state. The
standard  states requirements for the
specification, design, installation, operation,
and maintenance of the safety instrumented
system. IEC 61511-1 2003)

Assigning SIL to safety instruments was first
introduced in the U.S. It was introduced in
Europe 1998 with the standard IEC 61508.
The standard IEC 61508 includes all parts of
a safety instrumented system and how to
construct them, while IEC 61511 is the
sector standard for the process industry. This
standard only includes how to wuse the
components. Definitions of the ranges in SIL
are described in table 1. (Beckman 1998)

Table 1 Definitions of SIL

SIL PFD Risk reduction

4 104-10-5 10 000 — 100 000
3 10-3-10+4 1 000 — 10 000

2 10-2-103 100 — 1 000

1 10-1-10-2 10 — 100

- >10-1 <10

Standard IEC 61511 only states what to
achieve, not how to do it.

Overview of methods

When assigning SIL to the instruments, in
one patt of the process, there are a number
of different methods to use. The methods are
divided into groups depending on how
detailed they are. In this report qualitative,
semi quantitative, and quantitative methods
are described.

Which method to select is dependent on
different factors such as: complexity of the
applications, the information available, the
nature of the risk, the required risk reduction,
and the experience and skills of the persons
available to undertake the work. (IEC 61511-
32003)

Qualitative methods have the benefit of
limited resources requirements. The ones
described in the report are: corporate
mandated SIL, consequence only, modified
HAZOP, risk matrix, and risk graph. These
methods are suitable for old processes where
the experiences of the process are good.
(Summers 1998)

A semi quantitative method called “Layer of
Protection Analysis” is described. This
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method is more systematic than the
qualitative methods and it is easier to
document the work.

The quantitative methods are the most
and time-consuming methods.
They are mostly used when the access to
historical data is limited or if the process is
complex. These methods can give more
objective results than the qualitative and semi
quantitative methods but there is still some
subjective assessments left. Fault Tree
Analysis and Financial Risk Analysis are the
quantitative methods described in the report.

extensive

Developing the new method

The developed method consists of three
patts:

e screening analysis

e extended HAZOP-analysis

e detailed analysis

The screening analysis is used to identify the
scenarios with significant risks. Identified
risks are analysed using the extended
HAZOP analysis to assign SIL. If the
consequences are severe or if the resulting
SIL is 3, the detailed analysis is used. In
figure 2 there is an overview of the different
steps in the method.
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Figure 2 Overview of the new method

The screening method uses a matrix to
classify risks. Probability and consequences
are estimated on a five-degree scale. If the
risk is classified in one of the coloured fields
in the matrix, figure 3, the extended HAZOP
analysis is used.

The extended HAZOP is like an ordinary
HAZOP at the beginning but there is more
than identifying risks. When performing the
analysis, the IPLs already installed should not
be taken into consideration. The identified
risks are once again classified in a matrix.
Which matrix to use is dependent on the
number of available IPL. Counting IPLs are
made in a simplified barrier analysis as an
extension of the HAZOP analysis. If there is
one IPL available the matrix to use is the one
in figure 4.

Consequence
1 2 3 4 5
5
g4
% 3
2 2
0
& 1

Figure 3 Screening matrix. Risks in the coloured
fields need further analysis.

Consequence
1 2 3 4 5
5 SIL SIL. | SIL. | SIL SIL
1 1 2 3 3
4 SII. | SIL SIL
1 2 3
3 SIL. | SIL | SIL
1 2 3
B 5 SIL. | SIL
':a; 1 2
< 1 SIL
& 2

Figure 4 Matrix for SIL assignment if there is one
independent protection layer.

The detailed analysis is a barrier analysis in
which the probability of the unwanted
scenario is analysed more carefully. The
consequence classification remains the same
as in the HAZOP analysis.

When modifications are made it is enough to
update relevant parts of the analysis, it is not
necessaty to make the analysis from the
beginning again. While using the method for
new projects it is important to remember that
risk analyses need to be made at an eatly
stage. It is in the beginning of the project that
the risks can be changed through inherent
safety, without enormous costs. To change
an idea is a lot cheaper than to change
installed equipment. During the construction
of the safety instrumented system one should
remember not to make the system complex,
simplicity is preferred. Complex systems are
hard to overview and it is difficult to decide
whether the safety standards are fulfilled or
not.

Evaluating the new method

Evaluation of the new method has been done
by analysing parts of the existing plant at
Hydro Polymers. The chosen parts are:
e  general risks at the steam boiler
e leakage from a large outdoor
chlorine pipe
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e overpressure in the cell

chlorine system

room

® arun-away reaction

As the screening analysis in the method is
not new, it has not been evaluated within this
work. In the evaluation of the extended
HAZOP analysis focus was on the classifica-
tions of consequences and probability and
the simplified barrier analysis. The complete
methodology of the detailed analysis has
been evaluated, as it is completely new for
the company.

During the first tests of the extended
HAZOP analysis the experience was that it
was hard to classify the risks without
considering the IPLs already installed. After a
few tests the analysis team got used with the
way of thinking and it became easier. The
simplified barrier analysis had a few questions
as well:

e  What counts as an IPL?

e What area is the assigned SIL
assigned to?

When tested, the detailed analysis was found
complicated. There was a few questions on
how to perform the analysis, but the results
where good anyway. No need for major
changes is foreseen at this stage. The analysis
team not being familiar with the method is
the most problematic aspect. As the detailed
analysis is not expected to be frequently used,
it is allowed to be more complex.

Abbreviations

ALARP As Low As Reasonably
Possible

BPCS Basic Process Control System

IPL Independent Protection Layer
PFD Probability to  Fail on
Demand

SIL Safety Integrity Level

SIS Safety Instrumented System
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Classification of process
equipment — a basis for risk
based maintenance

Kar! Hedvall

Abstract

An important factor for the overall risk situation at
manufacturing plants in general and in processing
plants especially is how the maintenance work is
managed. For this reason, a risk based maintenance
approach is an interesting strategy for maintenance
management. In this report a systematic working
procedure for risk classification of processing
equipment from a maintenance point of view is
described. The classification system is adapted for
use in complex Preemraff

processing plants.

Goteborg, a refinery located on Hisingen,

Gothebourg, has been subject for the underlying

study.

The basic idea of the classification system
described in this report is that the maintenance
related risk situation is used as a guidance
instrument for allocating and dimensioning of the
maintenance efforts at the refinery.

The system consists of:

* Risk analysis according to the FMEA-model,
which has been adapted to the specific
conditions at the refinery.

* Evaluation of the identified and estimated risks
in concordance with the standardized risk
tolerance criteria that has been worked out as a
part of the system. For this, risk matrices are
used. The risks are defined according to a three
graded scale as tolerable, significant but tolerable
or as not tolerable.

* Guidance for how the maintenance work should
be carried out in regard to the risk category that
the processing equipment belongs to.
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Failure Mode and Effect Analysis (FMEA) is a risk
analysis method based on identifying failure modes
in technical systems. Trough fault tree modelling
the combination of factors that result in failure in
technical equipment are described and the
probability of these failures can be calculated.
Fault trees are constituted from logical functions,

and- & or-functions.
#3 !3
11 12 2
Orfunction: P, =B +P, — B -P,

And-function: P, =F, - P,
Fig. 1, Logical functions

Top event

s Rl Ml

Fig.2, Example of fault tree

The Effect Analysis part of the method is based
on event tree analysis where the possible effects of
the identified failure modes are described. The
probability of each possible consequence, or
effect, of each failure mode can be calculated in
the event tree.

Fig. 3, Bvent tree
The top event from the fault tree is the starting
event in the event tree.

Classification of process equipment — a basis for
risk based maintenance

The risks are defined after a five graded scale
regarding probability and consequence. Three
consequence categories are used, these are:

* Physical injury on employees
* Environmental damage
* Direct economical loss
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Each risk is plotted in to risk matrices, one for
each consequence category. The company or
organization defines each clement in these
matrices in respect to there risk tolerance (See
example below).

[ ]
[ ]
=

Fig. 4, Risk severity categories
1 2

Tolerable
Significant but tolerable

Mot tolerable

3 4 5

>1fyear
1/{1-10 years)
1{10-100
years)
1/{100-1000
years)
<1/1000 years
Passing, Few Few few numerous
light harmed, saverely fatalitys or fatalitys or
discomfort.  significant  harmed, numerous  more then ten
discomfort.  extesive severely severely
discomfort.  harmed. harmmed.

Fig. 5, Excample of risk matrix with risk tolerance criteria
— physical injury on employees

The maintenance program for each process
equipment is then defined depending on which
category it belongs to (green, yellow or red). The
risk profile for equipment in the green category is
considered to be tolerable and should therefore
not engage a large part of the total maintenance
resources. For equipment in the yellow category
larger values are at stake and/or failure are
considered more frequent. For this reason, this

114

equipment is allowed to engage a larger part of the
resources. For components in the red category, the
risks are not tolerable, and risk reducing efforts
should be catried out. For this category, a deeper
analysis according to the RCMmethod (Reliability
Centred Maintenance) is suggested. The method is
used for optimization of the maintenance program
on the analyzed component. This analysis thereby
decreases the probability for failure, at least to a
significant but tolerable level (yellow).

To decide which maintenance method should bee
used, decision trees are used, one tree for each
severity category.

The risk analysis group is constituted to contain
desirable competences and key persons for a full
risk analysis result and for acceptance in the
organisation as a whole. The constitution of the
group is depending on the nature of the analysed
plant and the organizational conditions. Not only
technical competences are needed. It is also
important that those who are affected by the
analysis result in their work are represented in the
group to obtain confidence in the method and in
the analysis result.

The system aims to give a good overview of the
maintenance related risks at the analyzed plant.
Further more, the analysis result is a good
motivation for the suggested maintenance
activities and as motivation for extended or
decreased maintenance resources in total. Through
the composition of the analysis group, a common
view of the maintenance role and importance to
plants in general and for Preemraff Géteborg
especially are promoted. This leads to increased
understanding and facilitates the management of
goal conflicts.
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Decision model for the food

industry — how can decision
makers” values be taken into
consideration?

Anna Kristensson
Annie Svensson

Abstract

The producing of safe products is very important for
the food industry today due to increasing awareness
of the consumers and competition in the market. To
reduce the risk of pathogenic bacteria in the food
industry a structured decision analysis is needed. The
purpose of the thesis is to investigate which
hazardous events that have occurred in the food
industry, in which way these events best are

described and investigate how the food industry
value negative events due to the occurrence of
pathogenic bacteria in products. The thesis will also
present an example of how a food company can
consider the value of risk in their daily work. After a
review of occurred events three attributes were
chosen that best described the consequences of a
hazardous event in the food industry. The attributes
were dead, illness and direct cost. An empirical
investigation was carried out to measure decision
makers” values of risk. The quantitative part of the
investigation used two methods and the result
showed that dead was the most important attribute
followed by illness and direct cost. The qualitative
part of the investigation showed the importance of
consumer confidence and a strong brand. In the next
part of the thesis an example of a model for decision
making was presented using the chosen attributes,
the decision makers” value of risk and the concepts

of risk management.

Introduction

The producing of safe products is very important
for the food industry today due to increasing
awareness and competition in the market. To be
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able to produce safe food products a quality-
system called HACCP (Hazard Analysis and
Critical Control Points) is used. HACCP is a way
to work to minimize health issues by supervising
several critical points in the production chain. A
structured decision analysis is needed to be able to
produce on a high level in respect to product
safety and economy. In the decision analysis the
risk of bacteria occurring is evaluated in relation to
the consequences for the company.

The thesis is performed in close relationship with
SIK, The Swedish Institute for food and
biotechnology, and Matforsk in Norway. This
work is part of a Nordic cooperation project
CRAN, Company Risk Assessment Network. The
CRAN-network will among other things work as a
discussion channel for industrial risk assessment
and produce a framework for decision making in
the dairy industry.

The purpose

The purpose of the thesis is first to investigate
which hazardous events that have occurred in the
food industry and in which way these events best
are described — part A. Secondly the purpose is to
investigate how the food industry value negative
events due to the occurrence of pathogenic
bacteria in products — part B. This information will
underlie a proposal of how a food company can
consider the value of risk in their daily work and in
the process of risk management — part C.

Methods

Part A

To be able to fulfil the purpose the first step was
to survey the occurred events in the industry and
to present attributes that describes  the
consequences of a hazardous event in the best
way. This was done by a database search, a
literature search and a discussion with decision
makers in the food industry.

Part B

After the presentation of
investigation was carried out to measure decisions
makers’ values of risk. The empirical investigation
is divided into two parts, one quantitative web-
based part and one qualitative part with interviews.
The web-based formula used two methods, Policy-
capturing and swing, to measure decisions makers’

attributes  an
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values of risk. The task of the formula was to
create weights of how important each attribute is
in relation to each other.

Part C

The final part was to combine the chosen
attributes and the values with theories of decision
making to make an example of a model for
decision making in the food industry.

Results

Part A

The occurred events, from the database search,
literature search and the discussion, were classified
into four different types of hazards and then three
attributes were chosen, dead, illness and direct
cost.

Part B

The result from the web-based part in the
empirical investigation showed that dead was the
most important attribute even though the
measures of its size were different between the
two methods. In table 1 the proportions of how
the decision makers valued the different attributes,
dead, illness and direct cost is shown.

Part 1 -
Total regression Part 2 — swing
Dead 84% 48%
Illness 12% 38%
Direct cost | 4% 13%

Table 1. Proportion (in average) of how decision makers
value the attributes.

The purpose of the interview part was to broaden
the insight of the decision makers’ thoughts about
pathogenic bacteria. The result of the interview
showed the importance of consumer confidence
and a strong brand.

Part C

The model for decision making in the food
industry was divided into six steps: bank of
information, goals, state of factory, comparison,
decision analysis and actions. It is in the decision
analysis that the results from the presentation of
attribute and the empirical investigation are used.
In this final part risk management is discussed in
terms of decision making.
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In figure 1 the model for decision making in the
food industry is presented.

‘ 6. Actions ‘

Decision to actI
‘ 5. Decision analysis

| Mo decision to act

Goals not acheived

4. Comparison

Goals acheived

3. State of factory |

I

e

1. Bank of

information

Figure 1. Model for decision making

Discussion

The result of the thesis showed three attributes
where dead was the most important according to
the decision makers. However the result of the
two methods used in the web-based formula was
different and that depends on how the decision
alternatives are described. The difference was not
surprising since this was widely described in the
literature.

It is important to emphasize that the weights
created in part B of the thesis only applies to the
specific interval of the attributes. The weights can
not be used in another context.

In the empirical investigation 17 decision makers
were questioned. To make the results more
statistically significant it would have been desirable
with more than 20 persons in the investigation.

The model for decision making in part C is a
simple schematic presentation. This can be done in
a much more detail, for example with a complete
cost benefit analysis. However this is a task for
SIK or the CRAN-network to work with.
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Vulnerability analysis of an
infrastructural network — Using
network theories to perform
vulnerability analysis of
complex networks

Tobias Salomonsson

Mikael Schéele

Abstract

During the last few years network theories have been
introduced as a new scientific research field and
many articles on the subject have been published.
The scoop of this work is to investigate the possibility
to perform vulnerability analyze on infrastructure
network, by using paraphernalia gathered from
network theories. The result shows that network
theories should be a valuable compliment to

vulnerability analysis performed on complex

networks. Finally there is a suggestion on further

studies in the field of network theories.

Introduction

The thesis represents the author’s Master’s thesis
in Risk Management at Lund University.

During the last few years network theories have
been introduced as a new scientific research field
and many articles on the subject have been
published. The research is building on a long
tradition of network analysis in sociology and
anthropology and an even longer history of graph
theory in discrete mathematics (Watts, 2004). It
has been shown to be applicable in such different
fields as power grids, cell biology and social
networks.

Vulnerability in complex networks

The society becomes more and more reliant of
complex networks. As an example a computer
network can be mentioned, which is dependent of
the power grid, which both are complex networks.
The definition of vulnerability used in this work is:

“Vulnerability characterize how much and how
serions a system affects by an incident. The extent
of vulnerability is decided by the ability to
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anticipate, handle, resist and recover from the
incident.” (Risk och sdrbarbetsanalyser -
Vigledning till statliga myndigheter (2003))

To secure the function of these different
networks, vulnerability analysis have to be
performed. This work examines the possibility
to use network theories for vulnerability
analysis of complex networks.

The “New” science of networks

In an attempt to facilitate for the reader to
understand the concepts behind network
theories, a model network has been created.
The network is taken from the world of
sports, a formation in soccer. The formation is
called 3-5-2 and is presented in Figure. The
lines between the players show how they can
pass the ball. The players in the team are
vertices and the possible way to pass the ball
between the players, are links. The degree of a
vertex is described as the number of links
leading to and from the vertex. Thus is the
degree of player number 9, six and for player
number 2, two.
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Figure 1 A soccer team

Real networks usually contain groups where
many nodes are connected to each other
(Strogatz & Watts, 1998). When a

vertex’s neighbor is connected to each other,
the vertex has a high local cluster coefficient.
The cluster coefficient is calculated by using
the equation below (Holme & Kim, 2002):

_2E
(k=D
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where ki is the degree of the vertex and E is how

many pair of vertices a vertex is connected to.
Number 5 is connected to number 3, 6, 7, 8 and 9.
These players can create six different pairs. Hence,
is the cluster coefficient for player number 5, 0,0.
By calculating the average of the vertices cluster
coefficient the cluster coefficient of the whole
network can be determined.

The degree and the cluster coefficient are two
possible ways to describe the topology of a
network, but there are of course other concepts
that can be used, like path length. The path length
describes the distance between two different
nodes in the network. Thus, the path length
between player number 2 and player number 11, is
4.

The power grid

The network examined in this report is a power
grid. The power grid contains 961 vertices and
1017 links. The power grid has 21 752 subscribers.
The power grid contains six generators, which
supplies six subnets with power. Using a computer
software called NetCalc, created by PhD Henrik
Johansson, simulations on the power grid has been
made. Simulations where performed on the whole
power grid as well as on the six subnets. Two
strategies have been used for the simulations. One
strategy has been to attack the nodes with highest
degree, the other strategy has been to randomly
attack vertices or links.

The two strategies chosen are supposed to
describe attacks due to acts of terror as well as
attacks due to whether. The objective of an act of
terror is believed to do as much damage as
possible. Therefore it is believed that the terrorist
will attack a node in the network that has a high
degree. A power grid will also be subject of
random attacks. These attacks can, for example, be
due to bad maintenance or as mentioned above,
whether conditions.

When vertices with the highest degree where
attacked, 95% of the subscribers had lost its power
after only 5% of the vertices had been eliminated.
This happened because the vertices with the
highest degree also often where the generators. To
see how the power grid reacted when the
generators could not be eliminated new
simulations was performed. The result showed
that after 5% of the vertices had been eliminated
35% of the subscribers had been lost.
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When the vertices where attacked randomly
(the generators could be eliminated) fewer
subscribers had lost its power when the same
percentage of vertices had been eliminated,
compared to the attacks on the vertices with
highest degree.

Conclusion

The subnet that loses the most subscribers,
when attacking the vertices with highest
degree, also loses the most subscribers when
the network is attacked randomly. When
comparing these result to actual statistics on
interruption in the power providing shows the
same conclusion. Although these report
contains uncertainties it is considered that
more studies on using network theories to
perform vulnerability analysis of complex
networks should be done.

During the writing of this report new
questions have been raised. These new
questions have not been able to be examined
in this report but have been presented in the
work. Hopefully can someone pick up where
we left off and explore new aids to perform
vulnerability analysis on complex networks.
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Dupont Chemosweds way of
working with a consequence
analysis

Olof Axcelsson

Abstract
Risk management is a very important ingredient in
how to run a company. Therefore risk acessment of
the processes in the company is very important.
Dupont Chemoswed is very aware of this factor and
has therefore asked for a consequence analysis. This
report is the result of this analyse. The report also
investigates Dupont Chemosweds way of working
with consequence analysis and gives an advice for
the their

management work.

how company can improve risk

Disposition

The report can be divided into two parts. The first
part contains a consequence analysis for the
company Dupont Chemosweds factory that is
located in Malmé city to investigate the
consequences of a spread of a toxic substance or
an explosion in one of the production halls. The
second part focus on the risk management for the
company based on how the company has being
working on the consequence analysis.

Background

The factory is making medicine substances. The
processes demand different types of solvent,
which means that the substances must be held at
the facility. This handling results in a vatious
amounts of risks that the company must manage.
One way has been this report that can be divided
into three chapters. The report discusses two big
risks namely the fact that an explosion will occur
in some one of the four process locals or an
uncontrolled discharge of one of the solvents.

Method

The writer has together with the company’s
executive team and supervisors from the Swedish
Department of Fire Safety Engineering discussed
different scenarios for which the author should
investigate. The supervisor on the company and
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the writer has then together made a list of the
solvents that is interesting for the analysis. The
solvents have then been simulated in the for
the report current model for spreading
solvents and the impact of an explosion with
the solvents in the process locals. For the
calculations and simulations there have then
been an uncertainty- and sensitivetyanalysis
carried out.

To carry out the simulations a program called
SLABVIEW was used. The program was
developed in the USA and was build from the
SLAB MODEL.

Results

When making the explosion calculates it
became clear that the factory would sustain
structural damage if an explosion should
occur. This is the fact for an explosion in every
process local. Further more it is shown that
for a release of a solvent there is a possibility
that the nearby compartments will experience
harmful concentrations. Figure 1 shows the
distances that the solvents will reach the KTV-
value that is defined in the report. Since the
company only have requested an investigation
of the consequences and not the probability of
occurrence there will be no suggestions of
solutions for the company how they can
minimise their risk.
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models the writer has discussed the company’s risk
management proclaiming that the need to involve
their employees more than today.

Single-loop leaming

Deouble-toop learning

Figure 2 and 3 shows Argyris method for a
learning company and Kolb’s circle of learning.

Figure 2

Experience

A[:ti'u'E_ _ | Reflection and
experimenting 3 observation

Ahsract thinking

Fionre 3

The result of the report is thought to be the
ground for a continues discussion within the
company of how the consequences that has been
analysed can be reduced and if the suggestions be
economically defended. Furthermore the author
hope that the result of the study of the company’s
risk management will mean that a discussion will
start about how the company can be better when
working with consequence- and risk analyses, this
to continue to be one of the best company’s in the
word in risk management.
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Simplified human exposure
assessment of chemicals with
the help of intake fraction?

Christina Bjorkdah!

Abstract

The concept of intake fraction (iF) relates the emitted
amount of a particular chemical to the subsequent
human intake of that substance. Intake fractions
have been calculated for more than 300 substances,
spanning a range of up to seven orders of
magnitude. It has furthermore been suggested that
intake fractions can be estimated based on a few
properties of the chemical. In this literature study the
following two questions are analysed and discussed:
Can this type of relationships be used for simplified
high total

production volume of a chemical imply high human

human exposure assessment? Does

exposure? It is concluded that variability and

uncertainty in the estimated intake fractions is
considerable, implying that the concept needs further
development before it can be used for simplified
exposure analysis in the regulatory context. It is
furthermore concluded that there seem to be a
positive correlation between the amount of a
chemical emitted into the environment and the
magnitude of human exposure to that particular
substances. This does however not imply that a high
total production volume of a chemical necessarily will

result in high human exposure.

Introduction

Between 30 000 and 70 000 chemical substances
are available on the commercial market in the
European Union. /1/ The substances ate used for
a variety of applications and people are exposed to
a multitude of different chemicals on a regular
basis. To prevent unnecessary risk to humans
from these chemicals require regulations. In the
European Union chemicals are currently being
regulated according to if the are “existing”
substances (existed on the market before 1981),
“new” chemicals (chemicals put on the European
market after 1981) and how they are classified and
labelled. The “existing” and “new” substances are
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to be risk assessed by authorities in the EU.
The more than 100 000 “existing” substances
are to be risk assessed according to priority
lists. This has proven to be a slow and
resource intensive process. /2/

Currently a new regulation of chemicals within
the EU is being developed called REACH
(Registration, Evaluation, Authorization and
restriction of Chemicals). REACH covers both
“new” and “existing” chemicals and the
regulation is based on the annual production
volume of the chemical. Similar to the old
system high volume chemicals are prioritised
in the way that more data are required than for
low volume chemicals. /1/ This prioritisation
of high volume chemicals is based on the
assumption that the higher production volume
the higher exposure and thus higher risk. This
is a major simplification since exposure is
dependent on several factors including the
release of the chemical into the environment,
its transportation, transformation and fate in
various media and that contact with
individuals actually occur. The risk is
furthermore determined by a combination of
(1) the exposure, (2) the chemical’s inherent
properties (such as its reactivity) and (3) the

characteristics and susceptibility of the
exposed individuals.

With the introduction of REACH the
responsibility  of  performing  exposure

assessments and risk assessments is shifted
from the authorities to manufacturers and
importers of chemicals. However, in many
small and medium sized companies the proper
expertise to use a complex exposure and risk
assessment tool like EUSES is lacking. /3/
This is expected to be a problem and therefore
there exists a need to develop simplified
assessments tools.

Intake fraction

A group of researchers have developed the
concept of intake fraction and used it to derive
empirical relationships that could potentially
simplify exposure assessments of chemicals.
Intake fraction (iF) is defined as the fraction of
chemical mass emitted into the environment
that eventually passes into a member of the
population through inhalation, ingestion or
dermal exposure and can be calculated
according to the equation given below: /4/
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Zmassintakeof pollutantby an individual(mass)

. eopletime
iF =2

massreleasedinto theenvironmert (mass)

The concept of intake fraction was first discussed
in the beginning of the 21:th century /4/ but
similar concepts, linking source-to-intake, have
existed for more than twenty years and one reason
for developing the concept of intake fraction was
to unify this multitude of concepts.

It has been suggested that intake fraction can be
estimated based on a few properties of the
chemical studied /5/.

Intake fractions for more than 300 substances
have been calculated and together they span a
range of up to seven orders of magnitude. /5/ If
these values are accurate it implies that there can
be significant differences in exposure between
different chemicals with similar emission
magnitude.

Purpose and method

In this article the results of a literature study,
scrutinising available research and possible
methods to calculate intake fraction, is reported.
The literature study also included studying the
factors that potentially can influence the human
exposure of chemicals.

The ultimate purpose of this literature study is to
contribute to insights that can serve as an input to
a science-based discussion and analysis of the
following two questions:

Can empirical relationships — like intake fraction —
be used to simplify exposure assessments?

Does high volume of a chemical ultimately result
in a high human exposure?

The search for relevant literature was performed
by wusing the databases Cambridge Scientific
Abstracts, SciFinder Scholar, Google, an Internet
based search engine, and Elin@Lund, Electronic
Library Information Navigator available at the
Lund University Libraries. It also included
personal  communications  with  exposure
assessment experts, Stellan Fischer at the Swedish
National Chemicals Inspectorate, and Gunnar
Bengtsson former director general of the Swedish
National Chemicals Inspectorate.
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Results

Eleven scientific articles have been published,
prior to this article’s completion, that report
calculated intake fractions for a variety of
chemicals ranging from 1.9:10-1° /5/ to 1.1:10-
2/6/.

Most of the studies used different kinds of
models to estimate intake fractions. The most
widely used model was the air dispersion
model CALPUFF. Other models used were
CalTOX, IMPACT 2002, a sources-treceptor
matrix model, and a Mackay type level III
multimedia fate model with a food chain
model in succession.

Measured levels of chemicals have also been
used when estimating intake fractions,
although it usually involved some type of
extrapolation or modelling in order to
calculate the intake fraction. /7/

An intake fraction interval ranging from 10-10
to 103 was calculated by Bennett et al. (2002)
/5/. In this study a uniform population
density was assumed.

Other studies showed that for dioxins this
assumption of a uniform population density
can be a sufficient approximation but for other
chemicals spatial variance could be important.
/6,8/ The results from another study showed
that the wuse of continentally averaged
parameters for population density and food
production provided an accurate estimate of
the median intake fraction calculated for
emissions in individual regions, however the
intake fraction could range from this median
by up to 3 orders of magnitude, especially for
chemicals transferred through foods. /9/
When comparing spatial and a-spatial model
predictions with measurements the spatial
model was seen to predict higher
concentration that was closer to monitored
values. /6/ This indicates that a spatial model
should be used to not underestimate calculated
intake fractions.

Human exposure to chemicals is influenced by
a variety of factors including properties of the
source, the physico-chemical properties of the
chemical, the characteristics of the media,
transformation ~ processes  and  factors
specifically related to human intake.

In the study by Bennett, et al. (2002) /5/
empirical relationships were derived for
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predicting intake fraction based on half-life, Ko,
and K,y These parameters are some of the
parameters that contribute significantly to the
uncertainty in exposure estimates. Especially half-
life, which is the parameter that usually has the
highest standard deviation and thus is one of the
most uncertain parameters. /10/

Discussion and conclusions

This wide range of intake fractions_calculated so
far implies that high emission volume is not a
good indicator of human exposure since emission
of 1000 tonnes of one chemical with an intake
fraction of 1:10- can result in the same intake as
emission of 1 kg of a chemical with an intake
fraction of 1-10-3. This implication is valid if the
estimations are accurate and if there in fact is a
linear relationship between intake and emission.

A linear relationship can be assumed when
transportation processes, diffusion and advection,
are linear with concentration and when
transformation processes, such as photolysis,
hydrolysis and biodegradation can be well
approximated as linear and first order. This has
been seen to be a reasonable estimation when
validating multimedia models against measured
concentrations. However it is only suitable for low

concentrations of a substance and for long time
scales. /11/

A high volume of a chemical does thus not always
result in a high human exposure since exposure is
dependent on several factors including production
processes, pathways, and use patterns. However
the higher emitted volume of a chemical into the
environment the higher the exposure of humans
will be for that particular substance, this is based
on the assumption that chemical exposure can be
considered to be linear with concentration when
considering chemicals that is released to the
environment.

The conclusions of this study is that the methods
used so far for calculating intake fraction
relationships can not be used for simplifying
exposure assessments for new chemicals. Further
research is recommended to investigate which are
the most influential determinants of human
exposure. It is proposed that this research initially
focus on investigating (1) the importance of
population density, (2) the importance of where
food is produced relative to emission source, and
(3) the influence of K,y (octanol-water partitioning
coefficient), K,y (air-water partitioning coefficient)
and half-life. Available relationships are based on
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Kow, Kaw, and half-life. Half-life is one of the
most uncertain parameters used in multimedia
modelling and it is questionable if relationships
based on this parameter are useful since they
are likely to be highly uncertain.

If further research proves it possible to_obtain
a more accurate estimation of the span of
intake fractions, the concept may have the
potential to be used to identify chemicals that
can result in a high human exposure although
they are not produced or imported in high
volumes. This requires that calculated
generalisable intake fractions are available for a
multitude of chemicals.

It is furthermore important to remember that
exposure can occur not only through the
environment but also through more direct
ways in the form of consumer products and
the working environment. It is possible to
calculate intake fractions for these scenarios
also, but the generalisability and usefulness_of
these calculations would need to be further
investigated.

The applicability of the concept for risk
assessments will furthermotre be limited in the
way that it is most appropriate for chemicals,

whose effects on human health show no
dependencies on intake dosage rate, no
thresholds between dose and effect and

proportionality to cumulative exposure.
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LEAF Givle

Risk Analysis and a Study of
Risk Awareness and Risk
Communication, Concerning
Dust Explosions, at LEAF Gavle

Tobias Dahl Hansson

Abstract

The purpose of this report is to study the risk of dust
explosions at Leaf Sverige, a candy manufacturing
plant in Gavle, Sweden. The risk analysis was
conducted with a preliminary hazard analysis (PHA)
and event trees. The analysis focuses only on the risk
posed to employees and material damages at the
plant. No third person injuries have been considered.
Another purpose of this report is to study risk
awareness and risk communication concerning dust
explosions. The awareness study was conducted with
a questionnaire. The communication part of this
report was done by a literature study and focuses on
communication from management to employees.
This report also presents a communication model
specific to dust explosion awareness and risk

information to staff at dust handling plants.

Introduction

Dust explosions are a relatively unexplored science
field. There is currently a lack of statistics and
models to quantify risk calculations. [1] The
awareness of the dust explosion risk is also very
low. Many dust handling companies seem to have
very little knowledge about the risk or they simply
ignore it.[2] The work on this report was initiated
by Daniel Norman, Technical manager at Leaf
Sverige. He realized that the company did not
know much about this particular risk and wanted
to address and correct the situation.

The report focuses on three parts of the dust
explosion risk at Leaf Sverige’s factory in Givle: a
risk analysis to estimate the risk posed by dust
explosions, a survey of the dust explosion
awareness among the employees at the plant, and
finally, the creation of a communication model
specific for a the internal communication of the
risk of dust explosions in a company.
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Risk analysis

The risk analysis was initiated with a three-
week visit to the factory in Givle where a
Preliminary Hazard Analysis was conducted.
The PHA resulted in a subjective ranking of
the different dust explosion hazards. The
result was presented in two different risk
matrixes: one for health and one for
economics.

The worst scenarios, or more correctly, the
scenarios contributing the most to the risk,
were then further investigated. Consequences
were calculated for the explosions using
empirical equations [3][4]. Dust explosion
frequencies were estimated and event trees
were used to calculate the estimated number
of deaths and injuries as well as the estimated
economic damage.

The quantification of the scenarios resulted in
estimated values of about one injury in 175
years and one death due to dust explosions
once every 2500 years. The annual economic
damage due to dust explosions was estimated
to be € 6000.

Uncertainty analysis

An uncertainty analysis was conducted on the
dust explosion scenarios in the moulding line

hall because the scenarios in this area
contributed the most to the total risk.
The consequence calculations and the

estimation of the branch probabilities in the
event trees showed to contribute very little to
the uncertainties. On the other hand, the
estimation of the dust explosion frequencies
showed to be very uncertain. The uncertainty
analysis showed, for example, that there will be
one death in the moulding line hall due to dust
explosions between once in 60 years to once
200,000 years.

This is a very large uncertainty. In fact,
considering that the uncertainly is so high, the
calculated values cannot be used as the basis
for recommended actions. One thing that is
worth mentioning is that the average
quantified values correspond in rank to the
estimations done in the PHA.

Therefore, the recommended actions are based
on a few different things. For instance, some
dry powder process equipments are incorrectly
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constructed; an example of this is that some
explosion release panels are directed to the inside.
The company needs to correct this. Other
recommended actions are based on the
consequence calculations. The consequences of an
explosion would just be too large; an example of
this is an explosion in the manual drageé. The
probability of a secondary explosion is very high
due to large dust deposits. Improved
housekeeping is the recommended action in this
case.

The majority of recommended actions are,
however, not technical installations and rebuilding
process equipment, but rather an improved
communication and learning culture at the
company.

Dust explosion awareness

Most dust explosions occur because of human
error and not technical error [5], and because of
this, it is important that employees at dust
handling plants have enough knowledge.

A dust explosion awareness survey was conducted
at the plant. The aim of this study was to find out
how high the knowledge and awareness about dust
explosions is among the employees.

The results showed that the awareness was very
low. Many employees had not even heard of the
phenomenon dust explosions.

The maintenance crew seemed to have somewhat
more knowledge about dust explosions than the
operators, but it must be said that both groups
have too little knowledge about dust explosions.
Very few of the respondents even knew which of
the dusts/powders at Leaf could cause an
explosion. The company needs to improve this
with good dust explosion communication.

Risk communication

Most available risk communication models and
research is aimed at the communication between
authorities and companies to a broad public. There
is very little literature on risk communication
within a company. The models available are,
however, not useless. Portions of available
communication models and literature were used to
construct a risk communication model specific to
the communication of the risk of dust explosions
within a powder handling company. The model is
schematically described in Figure 1.

What do the wecieven
Imow; how do they
perceive the risk?

I I
| Questionnaine | | Tmtenriews

Enough
awareness? l l

3 | Variation benveen groups?

Conti
! ! learning

|Yes | |No

Divide into
Froups

]

Choose appropriate
communic ation methods

Evaluadon

Figure 1. Schematic description of the
communication model.

The communication model focuses on finding
out what the staff knows and then teaching
them what they do not know but need to.
There  should also  be  continuous
communication between the management and
the employees.

One of the most important parts of the model
is the continuous learning. A more detailed
look at the continuous learning is presented in

Figure 2.
Management Leaf {nher factories and
Sverige —— mana germent of Leaf
International

Agent ‘

‘ Tesources ‘ ‘

Coondinaiors Knowledge,
leammings

Staff, Leaf Sverige

Figure 2. A closer look at the continuous
learning.
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The continuous learning is very intertwined with
continuous reporting. The staff needs to report
accidents, incidents and damages in an effective
way. For this to work, the company must provide
easy ways and standards for reporting.

The introduction of an agent is very important.
The agent has a lot of responsibility for ensuring
that the organization learns from previous
mistakes. The agent should make sure that the
employees report problems, and he should
compile the reports and draw conclusions from
the accidents and incidents, as well as make sure
that the whole organization learns from the
findings.
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Abstract

When a disaster occurs the main focus is on the loss
of human lives. This work focuses on how people
value the consequences a disaster can have on the
environment. This has been done by formulating
attributes and performing an empirical study.
Attributes are here defined as variables that together
present a complete picture of the consequences that
an event has had on the environment. The empirical
study was made using the tradeoff-method for one of
the attributes, the size of the affected area.

The main conclusion that the results present is that
the majority of the participants are risk seekers. To
be able to draw any more general conclusions about
peoples values, all the attributes would have to be
studied. The correlation between them would also

have to be examined.

Introduction

Research concerning how people value the loss of
human lives when a disaster occurs, is conducted
at Lund University Centre for Risk Analysis and
Management LUCRAM). Besides the loss of human
lives, sevetre consequences on the environment can
be the result of a disaster. This has been paid more
and more attention over the last years.

The main goal with this work was to identify how
people value the consequences that a disaster can
have on the environment. A goal was also to
improve the knowledge concerning how these
consequences can be measured and evaluated.

The knowledge received from this work can be of
great importance, both when preventive work is
carried out and when a disaster already has
occurred. The area that has been of concern in this
wotk is Sweden.

Method

The work was separated into two parts; to
formulate attributes and measures and to
conduct an empirical investigation for one of
the attributes. The first part was based on
brainstorming and literature studies.

In the second part the tradeoff-method [1] was
used to conduct an empirical investigation to
study how people value the impact that a
disaster can have on the environment. The
people who conducted the survey were
students attending two different educations at
Lund Institute of Technology.

Part 1 — Formulating attributes

The main goal with the first part was to
answer the question how environmental
consequences can be measured. This was
made by using attributes. Attributes are here
defined as variables that together present a
complete picture of the consequences that an
event has had on the environment. They were
formulated so that they are independent of
where in Sweden the disaster has occurred or
can occur. They are also independent of what
type of disaster it is. To be able to quantify the
consequences some kind of measurement was
needed. These were also identified during the
work.

A survey of possible disasters and their
consequences was conducted. This made it
possible to identify the values in the Swedish
environment that are at risk in the event of a
disaster. After this was accomplished the
attributes and measurements could be
formulated and placed in a tree structure, see
tigure 1.
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Figure 1 Tree structure illustrating different
kind of environmental impact that a disaster
can have. The measurements are at the end of
every branch and the attributes are right above
them.

The attributes were defined based on the value
at risk in the Swedish environment. To secure

Description
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the quality of the attributes and measurements a
number of criteria were used, with different
theoretical background.

Part 2 — Empirical study

In the second part of the work, peoples values
concerning the impact a disaster can have on the
environment wetre studied. This was made
empirically for one of the attributes, zbe size of the
affected area with the measurement area. The choice
of attribute was made using the earlier identified
criteria. The attribute also had to give a good
conception of a disaster on its own.

For the actual investigation a computerised tool
was used, based on the tradeoff-method. It
generates a utility function specific for every
person that performs the survey. The utility
function can be used to identify whether the
person is risk averse, risk neutral or a risk seeker.

When a person performs the survey, values are
received both from the inward and the outward
procedure. The difference between these values is
when in the survey they have been collected.
Theoretically these series of values should be
identical. Even so, a significant difference in
cutvature could be obsetved in the result from the
surveys, see figure 2.
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Figure 2 The mean value of the collected utility
functions, with the inward and outward utility
functions separated.

The same kind of difference has been observed in
earlier studies [2]. It can be used as an indicator of
whether or not the person who performed the test
has answered consistently. Consideration was
taken to this through the separation of the inward
and outward values when differences between the
sexes and between the two educations were
investigated.
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Discussion

The main conclusion that the results present is
that the majority of the participants are risk
seekers. No difference in risk perception
between the sexes could be pointed out and
no certain conclusions about differences
between the two represented educations could
be drawn.

The situations where the identified attributes
and measurements could be of use are as a
help in documentation of disasters, in
prioritising different ways of action and to find
out what to do when a disaster already has
occurred.

The utility functions could be used to draw
conclusions about what type of disaster that
people experience as the most severe. They
could also be used to prioritise different ways
of action when a disaster occurs. To be able to
do this a more extensive work would have to
be done. All of the attributes would have to be
investigated and the correlation between them
would have to be established.
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Abstract

LFV Teknik is an airport consultancy group within the
Swedish Civil Aviation Administration. They make
risk assessments in connection to changes of the
airport routines, when new technological equipment
is to be installed or when already existing equipment
are to be rebuilt. The risks are assessed in a risk
matrix, but today there are no standardized outlines
how to perform the assessment. This results in
different assessments depending on which person

who made it.

Background

This thesis is a master thesis at the programme
Risk Management and Safety Engineering at Lund
University Faculty of Engineering. The project was
carried out in cooperation with LFV Teknik with
the aim to analyse common airport associated
aviation risks.

The aviation industry is associated with many risks
in the every day activities. On account of this all
the Swedish airports must, in a form of safety
cases, prove to the Swedish Civil Aviation
Authority that enlarging and reconstructions that
are planned to be done on buildings do not pose a
risk to flight safety. Within the Swedish Civil
Aviation Administration there is a particular
division, LFV Teknik, that among other things
works with performing safety cases. These contain
a systematic survey of potential risks and analysis
associated with the new system that is supposed to
be introduced at the airport. After performed
analysis, the risks are assessed in a risk matrix
concerning the parameters probability and
consequence. The axis of consequence is divided
into four steps from minor to catastrophic
occurrences. The axis of probability has one
quantitative and one qualitative definition, and is
divided into five steps from extremely improbable
to frequent. Depending on where in the risk
matrix the risk ends up it will be categorized into
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acceptable, unacceptable or to be reviewed
(LFV Teknik, 2004).

LFV Teknik is dealing with a number of risks,
named typical risks, which frequently recurs in
the safety cases. These could for example be
obstacles on or near the runway, collision
between two aeroplanes, powerful braking of
an aeroplane or light system failure during
take-off or landing.

In the present situation there are no
standardized outlines for how to perform the
risk  assessment. Because of this the
assessments may differ from each other
depending on the person who has done the
assessment. People have different perception
of risk that may influence assumptions and
conclusions in the work of safety case. The
perception of risk means that persons assess
risks different because of earlier experiences,
knowledge about the risk, the range of the
consequences etc. The assessor also chooses
how many actions in the chain of events that
are to be taken into account, both with regards
to possible consequences and to underlying
conditions. This leads to that one and the
same risk may be assessed differently from
case to case, and consequently uniform
assessment does not appear.

Purpose

This thesis aims to analyse the risk matrix and
at forming the basis of a more objective risk
assessment of 18 type risks by establish
probability and possible consequences of
these.

Method and delimitations

Interviews with twelve flight safety experts
(pilots, safety coordinators and analysts) were
made in the aim of finding possible
consequences and probabilities for 18 typical
risks plus belonging risks. The same questions
and scenarios were used in each interview, so
that the results could be put together and
compared.

Risks can bring both positive and negative
consequences. To increase the aviation safety
i’s nevertheless the negative consequences
that are most important. Because of this only
the negative effects has been treated in the
interviews and in this thesis.
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Results

The results of the interviews show that undesired
occurrences, as for example disruption of light
systems, which occurs before decision height do
not pose a threat for flight safety. In flight
simulators pilots train their ability to handle these
situations and they mean that they do have time to
break off approach and to do a go around. The
majority of the interviewed persons also mean that
the passengers wouldn’t even notice that
something had gone wrong during the landing and
that a go around was done.

Undesired occurrences that occur after decision
height do on the other hand involve increased risk.
The results show that the consequences of
undesired occurrences though are rare. Often the
probabilities for catastrophic or major occurrences
are very small. This is related to the fact that take-
off and landing often are made automatically and
therefore are not affected of total light failure.
Nevertheless, the research also shows that the
airport and the aeroplanes have got a number of
safety barriers. These, for example redundant
systems, make the risk often very small or non-
existent. In case of a decline of more than one
safety barrier at the same time, the probability is
higher for serious consequences.

The most critical light system to go out is the
runway centre line lights and the runway edge
lights. During take-off the runway centre line
lights give the pilot information about the depth of
the runway and also help the pilot to keep the
aeroplane centred on the runway. During landing
the runway edge lights show how the aeroplane is
situated in relation to the runway.

Discussion

The probabilities for the consequences were often
very small, wherefore uncertainties of the results
occur. For the human person it’s often hard — or
in some cases even impossible - to assess small
probabilities (Riskkollegiet, 1991). The difference
of 10™-6 and 107-7 are one example when it’s
difficult to tell the difference but important to the
final results. Even tough the results sometimes are
spread, one can sece if the risk would result in
catastrophic or minor accidents and also give a
hint of how probable this is.

Because of the uncertainty of the probabilities
LFV Teknik is recommended to complement the
results with a consensus group. The purpose of
this group is to analyse the results from this thesis
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and to find answers from the interviews that
are less reliable. An answer that sticks out
among the others may depend on if the person
who answered misunderstood the question,
didn’t have the right experience and
knowledge about the risk or his/her
perception of risk.

The definitions of the consequence axis in the
risk matrix contain quite a lot of indistinctness.
Among other things synonymous words are
used in the different classes of consequences
that allow free scope for the assessor to make
his own interpretations. Also, only possible to
assess risks associated with safety and health,
despite that LFV Teknik works according to
the environmental management system ISO
14001. Because of insufficient definitions the
risk matrix should be completed with numbers
and example of possible consequences for
each class on the consequence axis. This
would simplify the assessment and the
differences between the assessments would be
reduced.

Nevertheless this is going to be developed in
the organisation of the Swedish Civil Aviation
Authority and a new improved version is
going to reach the organisation within two
years.

Conclusions

A short summary of the conclusions of the
thesis:

An undesired occurrence, which occurs before
decision height, does not pose a threat for
flight safety.

An undesired occurrence, which occurs after
decision height, involves increased risk. The
probabilities of catastrophic occurrences are
nevertheless often very low.

The most critical light systems to go out is the
runway centre line and edge lights.

LEFV Teknik should compose a consensus
group to analyse the results of this thesis
because of the uncertainties of the low
probabilities.
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ABSTRACT
Up until 2012 the Swedish nuclear power plant
Ringhals AB will make extensive investments in its
the
investments it is of great importance to create a
Field

performed with the purpose to find strategies for

plant.  During projects following these

good safety culture. studies have been

creating a good safety culture during project
activities. The field studies consisted of interviews
with 13

Ringhals AB as well as in external and extensive

individuals involved in projects within

projects. The results stated in the report cover all

project phases comprising initiating, planning,

executing, monitoring and controlling, and closing
phases. Throughout the report quality and safety has

been regarded as inextricably linked.

INTRODUCTION

Since the middle of the 1990s some extensive
projects performed at the nuclear power plants
Ringhals and Barsebick have not held the quality
hoped-for which have led to delays and extra
costs. Internal investigations have been performed
resulting in some suggestions to improve the
project organization. Up until 2012 Ringhals AB
will perform extensive changes to the industrial
site. Thus, several projects will take place during
this period of time and this will involve the use of
many contractors. During the projects it is of great
importance to create a good safety culture, which
eventually also will contribute to a successful
result.

Ringhals AB is a part of the Ringhals Group which
is owned by Vattenfall (74,2 %) and E.ON (25,8
%) [1]. The nuclear power plant Ringhals is
located 20 kilometers north of Varberg on the
coast. Ringhals has four nuclear reactors, R1-R4,
of which R1 is a boling water reactor while R2-R4
are pressure water reactors. Every summer
Ringhals shut down the reactors to replace worn

135

out fuel and to do maintenance work on the
equipment.

The aim of the Mastet’s thesis has been to find
fundamental factors and strategies that
contribute to a good safety culture during
extensive projects.

THEORY
We have studied different literature about
safety culture by authors like Reason,

Roughton and Mercurio, Weick and Sutcliffe,
and International Nuclear Safety Advisory
Group (INSAG). Safety culture is not a
concept with a single definition. However,
some characteristics like  management’s
commitment to safety, attitudes towards safety
and a learning organization must be included.
A simple way to describe culture is “ir is the
way we do things around here” [2]. Weick and
Sutcliffe [3] uses the term High Reliability
Organizations, HROs, for organizations
operating under complex circumstances but
nevertheless have a relatively low rate of
accidents. Some nuclear power plants, air
traffic controls and nuclear aircraft carriers are
represented in this category. The relatively low
accident rate can partly be explained by the
term  mindfulness [3] which includes inter alia
preoccupation with failure and commitment to
resilience.

We have also studied pertinent literature
regarding interview techniques and how to
construct interview questions.

METHOD

We performed 13 interviews of which seven
were with Ringhals personnel involved in the
internal project organization. Five interviews
were performed with representatives of
extensive projects with an overall active safety
component, and one interview with a
researcher representing the National Institute
for Working Life. The external projects we
have chosen to study are Gotaleden, Sédra
Linken, Hogakustenbron, Citytunnelprojektet
and Gasoljeprojektet at Preemraff Lysekil.

When we created the interview questions we
tried to avoid yes/no-questions and delicate
questions. If a delicate question had to be used
we tried to tone it down with a well chosen
opening phrase [4].

Our first interview was with the researcher
from the National Institute for Working Life.
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A week before the interview we sent the questions
to the interview person in order to provide a
possibility for preparation of the answers. In spite
of this measure the interview matetial was too
extensive and after the interview we also
understood that the questions were too leading
and did not give the interview person a possibility
to speak freely about the subject. Therefore we
rewrote the questions and made them less leading
and less extensive.

During the interviews we both recorded and took
notes. Afterwards we listened to the interviews
and wrote down what was said but not word-for-
word. After that we summarized the texts and
made them more readable before we sent the texts
to the interview persons for their approval. By
doing this we minimized the possibility for
misinterpretations.

RESULTS

The results consist of one general part that should
be present throughout the whole project life cycle
and one part directed to each single phase in the
project life cycle. The partition of a project into
different project phases is based on A Guide to
the Project Management Body of Knowledge [5].
The phases are Initiating, Planning, Executing,
Monitoring and controlling, and Closing IPEMC).
The following results are just a selection of the
complete results stated in the main report.
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General results-Risk management

The top management’s commitment is
essential for the risk management in a project
organization, just as in every organization.
Without the top management’s support the
risk management process will be unsuccessful.
Furthermore, it is important for a project
organization to create a database of risks. Such
a database is useful for documentation and
evaluation of the project’s risks, and it is
convenient to connect the database to the
timetable. Regarding risk management it is also
important that the person responsible for an
activity also is responsible for managing the
risks connected to it

General results

The quality of the project will be enhanced if
the contractors that are hired are given a
chance to make a profit.

It is important to constantly keep the safety
message present, especially at the end of a
project when it is quite easy to relax and
accidents will happen as a consequence of this.
The project management must be committed
to and have an interest in the work of all
project team members. However, this
commitment and interest must not appear
through activities of a police character. The
project management also have to be visible in
the project organization and setve as a role
model for the personnel.

A sustainable reporting culture has to be based
on a no blame concept, although the
difference between acceptable and
unacceptable behavior has to be well-known
by all staff. If a project affects a line
organization it has to be in the line
organization’s interest to receive reports on
incidents and near misses.

Results according to IPEMC

Initiating

The orderer of a project must have a
commitment to safety from the initial phase of
a project. In order to achieve good conditions,
clear requirements of safety and working
environment have to be included already when
the orderer request offers and bids from sellers
and contractors.

Planning

In the beginning of the planning phase the
project  manager should  gather the



Safety Culture in Extensive Projects

management team to discuss all possibilities and
challenges of the project. It is convenient to
arrange such a gathering in a private and social
environment since it is beneficial to the
cooperation and communication between the
management team members.

Executing

During the executing phase of a project it is
important to support external resources such as
contractors. Contractors possess a lot of expertise
but they sometimes need help to make use of this
expertise if the project environment is complex.
Campaigns with alternating focuses are useful
tools in projects with long-term executing phases.
A campaign with an alternating focus works as a
forum for the most important activity at a specific
occasion.

Monitoring and controlling

Internal audits are useful to control the work of
the project management team. Internal audits
should be carried out by persons who have certain
knowledge about the project, although they should
not be fully involved.

Closing

After a project has been finished it is of great
importance to learn from the project. This
includes positive experiences as well as negative
ones. A concluding workshop is probably a better
way to learn from the project than a written and
extensive final report.

DISCUSSION

The following notes discuss the usefulness of the
report and its results. Literature about safety
culture is mainly directed to line organizations, not
dynamic and temporary projects with a high staff
turnover. Thus, it is difficult to connect the
practical results to the theory about safety culture.
Furthermore, we think that safety culture as a term
is not fully well-known in all line of businesses and
therefore the idea of the safety culture concept
and its expressions might have differed between us
and the interview persons. There is a possibility
that we and the interview persons have talked
about the same things in different words, and vice
versa.
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Abstract

The Swedish system for crisis management is
changing. Among other things, this has resulted in
the law (2002:833) concerning extraordinary events
in times of peace in municipalities and county

councils, which states that municipalities must
produce a plan for managing extraordinary events. In
this study, a hypothesis concerning how the plan can
be based on risk- and vulnerability analyses is
developed. The process described in the hypothesis is
compared to the current work in three studied
municipalities. We also discuss coordination of the
planning process with production of programmes of
action for civil protection according to the Civil

protection act (2003:778).

Introduction

Planning and preparation for crises in Sweden
have previously been focusing on everyday
accidents and situations of war. In order to include
serious events in times of peace, the /aw (2002:833)
concerning  extraordinary events in times of peace in
municipalities and county conncils, was made (authors’
translation). An extraordinary event is defined as
“an event that deviates from the normal situation, implies a
serions disruption or imminent risk_for a serions disruption
in vital societal functions and requires prompt actions by a
municipality or county councif’. The law requires
several actions in order to improve the municipal
handling capability. Municipalities must produce a
plan for managing extraordinary events. The law
also offers an opportunity to manage crises in a
faster and more efficient way by establishing a
crisis management committee, which has a
mandate to overtake decision making from other
municipal committees.

Currently, there are no detailed recommendations
as to how municipalities are supposed to develop
the plan concerning extraordinary events. The
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law’s preparatory work, however, states that
risk- and vulnerability analysis of all municipal
activities should be used as a basis for the
planning process (SOU 2001:105). This
recommendation is extended in a recent
agreement between the government and the
Swedish Association of Local Authorities
(Forsvarsdepartementet,  2004).  In  the
agreement, it is stated that risk- and
vulnerability analysis sha// be used as a basis for
the planning process.

Method

Research regarding the use of risk- and
vulnerability analyses in all phases of a crisis is

being  conducted  within = FRIV.A s
(Framework programme for Risk and
Vulnerability ~ Analysis) Subproject 3

(Abrahamsson et al, 2003). FRIIVA is a
framework research programme, funded by
the Swedish Emergency Management Agency,
which is being conducted by LUCRAM (Lund
University Centre for Risk Analysis and
Management). The work discussed in this
paper is a preliminary study within Subproject
3, with the ambition to develop ideas within
the subproject and to apply these to the
municipal planning concerning extraordinary
events. In order to do this, a hypothesis to
describe how municipal planning could be
conducted has been developed. Thereafter, a
comparison between the hypothesis and the
current work within three municipalities
(Malmg, Lund and Svedala) is made.

Developed hypothesis

The developed hypothesis (see figure below) is
based on risk- and vulnerability analyses. The
results from the analyses will be presented as a
list of events, for which probabilities and
consequences are estimated. The
consequences are a combination of all negative
effects an event gives rise to. The identified
events are presented in an event matrix.
Depending on an event’s position in the
matrix, an assessment of if and how each
event should be managed in order to improve
the safety within the municipality.
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Risk- and vulnerability
analysis

Selection of appropriate
measures

Selection of scenarios

Scenario analysis

e Analysis of needs for help
e Inventory of resources
e Priority of needs

Production of plan

Figure. Hypothesis

The events in the most serious class of
consequences in the matrix are comparable to
extraordinary events. Well-conducted risk- and
vulnerability analyses will be likely to identify
several such events. In order to be able to conduct
a deeper analysis of how these should be managed,
it is therefore necessary to make a representative
selection of suitable events. This selection should
be done in a way that gives a good variation in the
needs for help and the measures that are going to
be relevant in each case. After the selection, an
analysis is performed of the selected scenarios. We
believe that 5 — 10 scenarios yield a reasonable
workload for the municipalities and are adequate
to cover a relatively broad spectrum of possible
events. In the scenario analysis, a thorough
assessment of possible needs for help and the
resources required to respond to these is
conducted.

A plan which takes the important aspects from the
analysis into account should then be written. The
plan should be designed as a concrete support in a
crisis situation. Therefore, it must not be too
extensive or contain unnecessary information. It is
also important, however, that it is not so slimmed
that important information is left out. How much
information the plan should contain and how it is
designed are complex issues (Perry, 2004) and are
not discussed in detail in this paper. Instead, we
believe that these questions should be decided by
cach municipality in order to promote an
adjustment to local conditions.

Since the advantages of coordinating the
planning for extraordinary events and the
production of programmes of action for civil
protection according to the Civil protection act
(2003:778) is discussed in several documents
(see eg SOU 2001:105; Forsvardepartementet,
2004), we believe it necessary to discuss how
this could be done. The coordination is based
on the idea that the same risk- and
vulnerability analyses should be used as a basis
for total municipal risk- and  crisis
management. Information from the selection of
appropriate  measures can  be used when
producing the programme of action for
preventive work. It is also appropriate to use
information from the selection of appropriate
measures when producing the programme of
action for rescue services. In this case a
scenario methodology, similar to that in the
main hypothesis, is used.

Since there has been no time for implementing
the hypothesis in a municipality, the thoughts
regarding the applicability is purely theoretical.
The conclusions drawn from our studies are as
follows:

e The municipal planning process must
be changed

e There are no guidelines for the
planning process

e The suggested method would make
the planning more systematic

e Coordination of the planning is
improved

e The municipalities have different
opinions regarding the plan’s design
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Evaluation of the risk of contamination

Evaluation of the risk of
contamination - A proposal for
how to evaluate the risk of
contamination as a result of
emission from a road
construction

Karin Holmkvist

Abstract

To find the most suitable solution for a road planning
several aspects has to be taken into consideration.
Some of these are the design of the road, the impact
of the construction on the surrounding environment
and the technical properties of the materials used in
the construction. Another important aspect is the risk
of contamination as a result of emission from the
materials used in the road construction. This study
proposes a method on how to evaluate risk of
contamination as a result of emission from materials

used in road constructions.

Introduction

Natural materials are the most commonly
used materials in a road construction. The use
of natural materials has led to a decrease in
the supply of e.g. natural gravel in some
regions in Sweden [1]. This has caused a
search for new alternative materials.
Secondary materials from e.g. iron production
and waste combustion have shown good
technical properties that make them suitable
for road constructions. Some of the materials
contain substances that only occur in small
amounts in the environment. These materials
can therefore be a source of pollution. To
determine whether a material can be used for
a road construction the risk of contamination
to sutrounding environment has to be

evaluated.

The aim of the study is to present a proposal
for how to evaluate the risk of contamination
as a result of emission from materials used in
a road construction. The study will also
illustrate how

experts in governmental
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agencies, industries and universities

evaluate the risk of contamination.

Method

The study is based on literature studies, an
inventory and a questionnaire.

The purpose with the inventory is to
examine risk criteria and if the terms
‘minor risk’ and ‘significant risk’ of
contamination are used at evaluation of
risk. These terms atre studied since they
are used in the part of the Ordinance
(1998:899) concerning Environmentally
Hazardous Activities and The Protection
of Public Health regarding waste materials
[2]. The inventory is based on documents
about secondary materials collected from
material producers and governmental
agencies.

The purpose with the questionnaire is to
examine how experts in governmental
agencies, industries and universities
evaluate the risk of contamination. The
seeks the

questionnaire answers  to

following questions:

that have the same
the risk of

= Do experts
information evaluate

contamination equal?

= Do experts with the same profession
evaluate the risk of contamination
equal?

* Which aspects influence an expert’s
evaluation?

The

scenarios. Each scenario is presented with

questionnaire consists of four
a figure of the diffusion of one or more
substances with the ground water. The
concentration of the substances on three
distances from the construction is also
presented. In the first three scenarios
chloride, zinc and cadmium ions are
the

respectively. In the fourth scenario all

emitted from construction,
three types of ions are emitted. Each
scenario consists of two examples; the

first with a source of water supply 50
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meters from the road construction and the
second without a water supply. The task is to
evaluate whether the risk of contaminating
the groundwater is insignificant, minor or
significant. The term insignificant is used as a
complement to the other two terms described
in Ordinance (1998:899).

Results

The inventory indicates that guidelines for

evaluating the risk of emission from
secondary materials in a road construction do
not exist. The criteria used today, are for
Swedish  National ~Food

Administrations criteria for drinking-water

example the

and the Swedish National Environmental
Protection Agency criteria for contaminated
sites. The result of the inventory shows that
the risk critera used are worked out for other
purposes, as previously described by Visser
[3]. The inventory indicates that the terms
‘minor’ and ‘significant’ are only used in a few
of the documents.

The result of the questionnaire indicates that
the object to protect changes when there is a
source of water supply close to the road. If
there is a risk for humans to come in contact
with the water the risk of contaminating
emission from the road construction is
evaluated as a ‘significant risk‘. Suggesting that
the endpoint, i.e. groundwater, has changed to
humans, figure 1. Further, the questionnaire
indicates that experts at governmental
agencies, industries and universities evaluate
the risk of pollution differently and they seem
to take other factors than the risk of
contamination and the endpoint into account
at their evaluation. The conclusions of the
questionnaire are: that there is no common
way to evaluate the risk of contamination as a
result of emission from materials in the road
uniform

construction,  there is no

interpretation of the terms ‘minor’ and
‘significant’ risk of contamination and that the
evaluation is

subjective.
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Figure 1. The graphs present the result from the
scenario where chloride, ginc and cadminm are
emitted from the road construction. In the first
graph there is a source of water supply nearby and
in the second graph there is no source of water

supph.

Conclusion

A proposal for how to evaluate the risk of
contamination from materials in a road
construction based on the literature studies,
the inventory and the questionnaire.

*  Identify the endpoint to protect. To
whom or what in the system should
the risk of contamination be
acceptable? The selection can be
based on five principles; an
unambiguous definition, the effect on
the endpoint should be measurable
and the effect should be susceptible to
the exposure of substances. The
endpoint should have both social and
biological relevance, which means that
humans should value it and that it
should have an important role in the
ecological system [4]. These principles
will not point towards an endpoint
but they may decrease the number of
objects to chose from.
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= EHstimate the magnitude of risk of
contamination for the chosen endpoint
and use this as the starting point for the
evaluation. Base the estimations on the
probability of emission and its negative
effects on the endpoint.

= Set the risk of contamination in relation to
the benefits of the system. A risk
evaluation should not only be based on
the magnitude of risk but also in regard to
the benefits with the system [5]. The
benefits can be environmental, economic,
technical etc. When a secondary material
is selected in favour of a natural material
the benefits are a decreased use of natural
resources and a use of secondary materials

Table 1. Graduation of the risk of contamination.

that otherwise would have been
deposited. Other benefits could be a
simplified or a more durable
construction.

* What is the acceptable risk of
contamination?  Suggestively, the

answers can be divided into four
different levels that are connected to
criteria for control or reduction of the
risk. The levels can also be connected
to the part of the Ordinance
(1998:899) concerning
Environmentally Hazardous Activities
and The Protection of Public Health
that consider waste materials, table 1.

Level | Magnitude of risk re ductilsfll-(control Level of authority

Yes | Insignificant - -

Yes | Minor Documentation Notification to municipal board

Yes | Significant Control program Application to county administrative board
No | Not acceptable Change in the system | -

To make future evaluation processes easier and
more uniform a model of how to estimate the
magnitude of risk of contamination needs to be
established. Suggestively, risk criteria for certain
valuable endpoints have to be designed.
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How may experience from
accident investigations be of
benefit to society on alocal
level — on the basis of an MTO-R
(Men, technology, organisation
and risk management)
perspective

Carl Hakansson
Dan Svensson

Abstract

The theme in this report has been how to benefit
experience from accident investigations. The demand
on the municipality to perform accident investigations
is relatively new, and maybe they aren’t clear what
the demands means. This causes that there might be
a problem to benefit experience from accident
investigations, for improving the overall safety in the
municipality. The main purpose of this report has
been to clarify how experience from accident
investigations, can be of benefit to society on a local
level. This is done on the basis of a study of the
municipality. A further purpose has been to illustrate
for the reader, witch basic conditions that are needed
to create a learning organisation and further on a
safety culture. The last purpose has been to explain
how to improve the work with benefiting the

experience, when the basic conditions exist.

Introduction

On account of accident prevention legislation took
effect in January 2004 is it nowadays a duty for the
municipality to investigate accidents. This shall be
done in a reasonable extent and should give
answers to questions like — witch was the causes of
the accident, what were the course of events, how
the rescue service acted. The report also discusses
accidents that don’t cause the need of a rescue
service. The intention is that the municipality shall
be able to extract experience from every accident
or incident and later on use this experience to
improve the overall safety in the municipality and
a union. The experience can also be used in an
even bigger perspective, namely to achieve an
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improvement of the overall safety work in the
society.

The main purpose in this report has been to
clarify how experience from accident
investigations, can be of benefit to society on a
local level — on the basis of an MTO-R
perspective. The intention has also been to
compare if there is a difference in this work
depending on the size of the municipality or
the numbers of municipalities in a union. The
report will also illustrate the basic conditions
that are needed to make use of the expetrience
from accident investigations in an effective
way. In the end of the report we will give an
example of a work procedure that hopefully
will facilitate for the municipalities and the
unions in their work with experience from
accident investigations.

Method

The methodology that we used to produce the
report has been to first decide what objective
the report should have. The next step was to
formulate a discussion witch consider different
problems today in the matter of benefiting
experience from accident investigations.
Which things work well, what problems in this
work exists today and what could be done to
improve this work. Those were some
questions that we asked each other. This
discussion took place in the beginning of the
making of the report and was conducted in
association with the instructor. After that we
had a discussion with our assigner NCO,
National Centre for Learning from Accident
(witch is a part of the Swedish Rescue Services
Agency) , to be able to prepare the final
presentation of the problem.

In the feasibility study we studied different
scientific methods to finally be able to choose
a method for our study. This was done
because we wanted the method to reproduce a
description of how the municipalities and the
could handle the situation with
experience from accident investigations that is
as true as possible. For the main study, we
choose the method that describes the situation
in a subjective and a qualitative way. The study
itself is completely empirical. For us to be able
to assess and survey how the work with
experience from accident investigations and
MTO-R is carried out in the municipalities and
the unions, we choose to implement a
questionnaire. The questionnaire includes 15

unions
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questions witch are formulated so the respondent
are able to answer free as they like. The first 10
questions refer to survey how far the
municipalities and the unions have reached in their
work with experience from accident investigations.
The last five questions have the aim to sutvey how
far the municipalities with their administrations
have reached in their work with MTO-R.

An analysis over the numbers of the arrived
answers has also been made in the report. This is
done to get an opinion of how reliable the results
are. Due to the low answer frequency in the study,
it hasn’t been possible to compare the different
municipality groups or unions. It’s not either
possible to give a definite description of the
situations of how the work with experience from
accident investigations is carried out today in
Sweden’s municipalities. However it’s possible to
get a wide foreseeable description of the situation
of how the work with experience from accident
investigations is carried out today by them who
answered. Its possible to also get a comprehensive
description of the situation of different problems,
thoughts and ideas from the answers witch affects
the work with experience from accident
investigations.

Results with discussion

The most important results from the study that we
carried out were those that today the respondents
have reached furthest in their work with
developing routines for accident investigations and
reports of incidents and deviations. In general,
most of the respondents in the different
municipality groups or unions today have set up
routines to implement an accident investigation.

In the matter of routines for experience from
accident investigations only a few of the
respondents have indicated that they today have
started up the work with developing routines for
this. The reason why this work not has come any
longer is considered to depend on that the
respondents until now, has concentrated their
work to developing routines for accident
investigations, witch of course is excellent and a
natural first step. We consider that it is important
not to rush to fast in this work. Its better that you
try out an affective way to work with accident
investigations before you take a step further to
develop usefully routines for the work with
experience from accident investigations.

Almost all respondents in the study has answered
that the experience from accidents could be very
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useful and the experience could take part to
implement, partly to directly measures and
partly serve as the basis for long-term
measures. A recurring answer is however that
often there is a lack of time and resources to
carry on this work. The respondents also
mentioned that there is an ambition and will to
learn of  experience from accident
investigations. However there are some
differences in these ambitions between the
different administrations in a municipality, or
between municipalities that are members in
the union. We concerned that the differences
in the will to learn from experience, depends
mostly on the different traditions and attitude
to safety in the work with safety in the
different administrations in a municipality, or
in the different municipality’s that are
members in the union.

The respondents in the study has expressed
that there, in general, is a limited knowledge
about the concept of MTO-R. They also
expressed that today there is none active
MTO-R work in the municipality’s or unions.
However the answers tell us that there is an
ambition and willingness to be better in this
work. Accordingly to the study it shows that
there is some insight about the MTO-R
concept. We concerned that the respondent’s
can not see the connection between the
detailed parts. Because of this we think there is
a risk to miss the overall picture.

Our opinion with the overall picture is that
you shall not only look at the direct causes, but
also understand the behind and overall causes
of the accident. The purpose with this is to get
as valuable experience as possible, because the
municipalities with their often scarce resources
will provide the economic resource where they
create the most use. This to prevent that
similar accident not occurs again, or to relief
the consequences of a similar accidents.

To sum up we concerned that if the
municipalities and unions shall be able to
improve the overall safety it demands that they
strives to be a learning organization. This
means that there has to be a willingness and
ambition to learn about safety thru the
experience from accidents investigations, and
that those experiences shall be of benefit in
the best possible way.

With be of benefit we mean that the
experience from accidents investigations shall
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give the possibility to result in a change to suggest
to improve the municipalities overall safety. This
can result in that the safety increases for example
municipalities, different administrations, company
and organizations in the municipalities. And the
most important off all that the inhabitants of the
municipalities feel that they live in a safe and
secure municipality.

Conclusions

The conclusions of the report have been, that
today, very few of the respondents have legible
routines how to benefit experience from accident
investigations, and very few of them have
knowledge about the MTO-R concept.

General discussion

That the municipality have the ambition to
develop a learning organisation is one basic
condition to later on be able to achieve a good
safety culture. If a municipality or a union shall be
able to develop a learning organisation and a safety
culture, we mean that there has to be a
coordinating function witch has the time and the
involvement to handle safety matters. For example
an administration called the safety administration.

Regional level

National level, for example
-NCO

Municipality
level

Organizations/companies
in the municipality

Administration 1
— Person responsible
for safety matters

Administration 2
— Person responsible
for safety matters

The main reasons to develop a

safety
administration are, according to us, that it should
lead to more time and resources for the work with

Safety administration in municipality

Examples of employees:
Chief of rescue setvice
Safety coordinator
Risk manager
Rescue service

Administration 3
— Person responsible
for safety matters
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experience from accident investigations and
the overall safety in the municipality. The
safety administration should also have the
ambition to develop common routines for all
the administrations in the municipality for
them to make use of experience from accident
investigation. A further task for the safety
administration could be to achieve that the
municipality and the union to develop a
learning organisation and further on a good
safety culture.

To get a good communication between the
administrations in the municipality, one of the
first tasks for the safety administration should
be to create a network between all the
administrations in the municipality. This
network aims to create a channel for the safety
administration to reach out and spread
information and experience from accidents to
every other administration in the municipality.
But it should also be a channel for the
administrations to get in contact with the
safety administration.

Authorities, for example
- The National Road
Administration

Inhabitants in the
municipality

Administration 5
— Person responsible
for safety matters

Administration 4
— Person responsible
for safety matters

A union consists of a number of
municipalities. This means that there in each
municipality in the union will be a safety
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administration. We have the opinion that also in a
union there should be a network that aims to
create a channel for reaching out and spreading
information and expetience from accidents.

The reason that we suggest the municipalities to
create a network were the safety administration
has a coordinating role, is that there should exist a
good communication in the municipality and in
the union. The network gives the municipality and
the union the opportunity to benefit experience
from accidents and be able to upgrade the safety
directives.

At last we want to emphasize that there has to
exist a great involvement from the municipality
management in safety matters. Otherwise the
process with benefiting experience from accidents
will stop when the real enthusiast or the most
energetic person disappears from the organisation
(Inspiration from Akselsson, 2004)
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Audit systems — values and
suitable audit users

Emma Jdarund

Sara Radu

Abstract

This report aims to identify and categorize suitable
audit users and furthermore establish which values
these users experience. The aim of the report has
been fulfilled by analyzing interviews carried out with
several companies using audits as a part of their risk
management process. In addition to this, theories

concerning management have been studied.

Introduction

Audits have been used in different shapings and in
different areas for a long time. The suppliers of
auditsystems have, through experience gained by
cooperating with customers for several years,
gotten a sense of which customers are suitable
users of audits systems. Likewise they have an idea
of what values these users expetience. Aon
Sweden AB is one of the above mentioned
suppliers. Since they haven’t carried out any study
regarding suitable audit users and values connected
to audits so far the objectives of this report is to
establish which the suitable audit users are and
what values they experience.

Method

In otrder to fulfil the objectives interviews with
several audit users have been carried out. The
audit users represent the following companies:
Alfa Laval AB, Eka Chemicals, Gambro, H6ganis
AB, Molnlycke Health Care, Scania, SSAB
Tunnplat, Swedish  Match, Sydkraft och
Trelleborg. Parallel to the empirical work theories
have been studied. Besides this founders and
suppliers of auditsystems have been intervjued in
order to gain knowledge concerning the systems.
The systems studied in this report are: FRIME
from Aon, Aon Auditor, Willis Blue, Pandora
from Zurich, which are regarded as external
auditsystems since they are supplied as an external
service. Furthermore two internal audit systems,
SW.IRMA and SHE-audit from Kemikontoret,
have been studied. These are handled completely
within the company or enterprise.
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The report focuses on general approaches to
risks and management, which can form a base
for a healthy risk management culture and
thereby facilitate work with audit systems.

Theory

There are several theories that not only
support working with audit systems but also
have contributed to the result of this report.
One central theory is Double Loop Iearning,
which means that new information gained in
one division of the company is gathered up
and evaluated by a central function in the
company. Vital information can then be
spread to all divisions throughout the entire
company. Another theory that has been of use
to this report is Demings circle, also known as #he
PDCA circle.

-
s

CONSTANT
IMPROVEMENTS

\ CHECK | DO
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‘-\\‘-\_\-\_\-_'?/

Demings circle illustrates a way to achieve
constant improvements by planning, doing,
checking and acting. The key to this way of
work is to not stop after act but instead start
again from plan and see this way of work as a
continuous process that never ends.[1]

Results

Concerning external audit systems the authors
have, based on the interviews, come to the
conclusion that companies interested in
recieving an external examination and a
uniform assessment for the entire enterprise
are suitable audit users. For companies
interested in a uniform assessment internal
systems can also be suitable. However they do
not provide an independent examination. A
categorization of the suitable audit users has
been done based on the developement of the
organizational risk management work from
unstructured risk management in the ad hoc
phase through the centeralized phase with central
coordination to a decenteralized phase where risk
management has become a natural part of
everyday work.
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The aim of audit systems, external as well as
internal, is mainly to enable benchmarking. What
values audit systems generate, apart from this,
mainly depends on what working procedures the
company chooses. The following values should be
seen as a compilation of all identified values and
are not valid for all companies.

Actual values:

Benchmarking, internal as well as external,
is enabled

New risk areas can be identified with
strengthened safety as a possible
consequence

A better starting point for negotiations
with insurance providers can result in
decreased insurance premiums
Opportunities to get new assignments and
customers are created as the company
qualifies to participate in negotiations and
purchases

Values experienced by the companies:

Accomplished improvements can be seen
The structure of the risk management
work improves

The risks become more clear

That the risk management is handled in
compliance with policies is confirmed and
creates confidence

Credibility is created through external
examination

Image, internal as well as external, is
enhanced

A risk management policy can be created
ot, if one already exists, gain more focus
A motive force for systematical
improvement is gained

The risk awareness among employees is
enhanced

Motivation to excecute improvements is
gained by receiving the immediate
feedback that internet based audit systems
provide

Responsibility is delegated destinctly
Level for decisionmaking is clarified

Future values according to the companies wishes:
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Improved external and work
environment as a consequence of
including these areas in the systems
A connection between the cost and
effect of an improvement

Values experienced by the authors:

Possibilities for constant
improvements and learning through a
central gathering of both experienced
weakenesses and strengths are created
A channel for incident reporting is
created

Comparison of incidents is and
accidents is facilitated and accidents
can thereby be avoided

Through benchmarking lessons from
already occured near-accidents can
more easily be learned
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Municipal management of
environmental risks associated
with accidents
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Abstract

This article is an executive summary of a Master
Thesis in Risk Management and Safety Engineering.
The purpose of the project has been to investigate
how environmental risks should be incorporated into
the municipal management of accidents in Sweden,
and to evaluate the potential use of the program
Riskera in the

municipal management  of

environmental risks associated with accidents.
Riskera is a tool based on Geographic Information
System (GIS), which has been developed by the

Swedish Rescue Services Agency (SRSA).

Literature studies, interviews and observations have

resulted in a number of recommendations,

instructions and key factors regarding how to
incorporate environmental risks into the municipal
management of accidents. One very important factor

is a learning organisation.

Introduction

Accidents with consequences for different parts of
society occur on a daily basis in Sweden. These
consequences can affect different values and
according to the Ciil Protection Act (2003:778),
which was implemented on the 1st of January
2004, society has to prevent and minimise damage
on people, property and the environment.
Traditionally, environmental damage has not been
given much attention. This is now changing as
accidents have shown to have potentially very
large environmental consequences, which cannot
be neglected. Pollution of the environment also
has great impact on human health.

To enable a decrease in the number of accidents
that occur, as well as preparing to cope with the
consequences of the accidents, society has to work
systematically with risk management and civil
protection. Accidental risks have to be identified,
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analysed and evaluated, and actions,
contributing to improvement of society’s
protection against accidents, have to be taken.
Civil protection also includes effective
management of accidents that do occur in
spite of preventive actions, see figure 1.

Environmental risks have to be incorporated
into both accident risk management and civil
protection in the municipalities. Management
of accidents is in Sweden mainly performed at
local level, which makes the municipality an
important actor in this process. Moreover, the
municipalities often have to deal with the
consequences of accidents, and hence have
strong incentives to work with these issues.

SRSA has developed a tool, in order to
facilitate the daily risk management work of
the Swedish municipalities. The program is
called Riskera and is based on Geographic
Information System (GIS). At present the
program is only used by a limited number of
municipalities, but the intention of the SRSA is
to spread it to a considerably larger number of
users.

The purpose of this project has been twofold:
to investigate how environmental risks should be
incorporated into  the municipal management of
accidents, and to evaluate the potential use of the
GIS-based program Riskera, developed by the SRS A,
in this work. Theory, legislation, actors and
aids/tools of relevance for the purpose of the
project have been studied in literature, and
through interviews and observations. In
addition to these studies, information has also
been acquired concerning Canada’s work with
environmental emergencies, in order to add
another perspective to the analysis.

Results

The project has resulted in a number of
recommendations and instructions regarding
how to incorporate environmental risks into
the municipal accident management. These
have been structured on the basis of a
methodology combining risk management with
civil protection, see figure 1.

It is also suggested which actor should be
responsible for carrying out these recommend-
dations and instructions. The majority of these
actors are municipal ones, but also some
national authorities are referred to. This
structured advice
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is intended to support and inspire the important
actors, such as the Municipal Environmental
Agency and the Municipal Rescue Agency, in their
daily activities.

Such recommendations are for example to
perform first response exercises with more actors
than solely the Municipal Rescue Agency and to

Risk
management
A

Risk analysis

involve the Municipal Environmental Agency
in the process of auditing corporations’ risk
analyses in situations concerning for example
their establishment, in order to ensure a
sufficient coverage of environmental risks.
More recommendations are presented in the
report.

Risk evaluation v

Risk reduction/control

o Probability-reducing actions:
1. Prevention of accidents

Civil o Consequence-reducing actionss

protection < 2. Damage-reducing

actions

3. Response preparedness

4. Accident response

5. Post-accident actions

T

Accident

v

Time

Figure 1, Methodology for management of accidents combining risk management (vertically) and civil protection

(horizontally).
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Key factors

Apart from specific recommendations and
instructions some key factors have been
identified as being vital for acquiring good
municipal management of environmental risks
associated with accidents.

A learning organisation

A good municipal organisational learning is a
very important factor to assure an adequate
safeguard of knowledge and experiences in the
municipality. Knowledge about many different
aspects is required to integrate environmental
risks into the municipal management of
accidents. Without safeguarding the knowledge
within the municipality, the result of the risk
management process is at best inefficient, and at
worst hazardous.

An efficient organisation of the municipal
management of accidents

Hand in hand with improving the municipal
organisational learning with respect to accident
management goes an efficient organisation of
the actors involved. Societal risks are complex
and reliable management of these requires the
participation of a large number of actors. A risk
management  function at a  municipal
management level, such as a safety coordinator
or a safety group, is of great significance for all
these aspects. This is also of vital importance for
assuring that all the important aspects of
accident management in the municipality are
taken into account.

Awareness and knowledge among
involved actors

Another important factor is the awareness and
knowledge among the actors. For example
educating and training commanders in charge of
the first response on environmental issues is of
vital importance. Educating and training
personnel at the Municipal Environmental
Agency on management of accidents is also very
important.

Different basic data for decision-making, such as
programs, tools and databases, must be used at
several occasions when the decision-maker’s
knowledge is insufficient.
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Riskera as a tool in the municipal
management of environmental
risks associated with accidents

The program Riskera is an example of a tool that
can be used by decision-makers to acquire
additional information before making a decision,
mainly in risk management on a municipal
management level. It is mainly a tool for
assembling, presenting and analysing
information covering the entire municipality. An
actor at a central level in the municipality, for
example a safety coordinator, should perform
this task, if the environmental risks are to be
taken into account.

Currently the program is distributed as a part of
the database RIB (The Swedish Rescue Services
Information Bank), which is only used by the
Municipal Rescue Agencies, and therefore it
does not today reach the functions that could
use it in the way it is supposed to be used. For
Riskera to function as a tool for managing
environmental risks, it is also very important that
environmental sensitivity is included in the
features of the program.
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Risks associated with an automatic transportation system

Risks associated with
an automatic transportation
system

Cecilia Nilsson

Peter Svensson

Abstract
Today, an automated transportation system is
under construction by a Swedish company. No
similar systems exist to date, thus proactive risk
analyses have been made. Two risk analyses have
been performed; Task Analysis and Scenario

Analysis. To perform the risk analyses, other
transportation systems have been visited and
studied. Apart from the visits, studies of relevant
literature have been made to describe the
importance of the organization and the design

process.

Introduction

All over the world the demand for new means of
transportation systems is on the rise, and new
systems for personal traffic are beginning to
appear on the market. One new automatic
transportation system is under construction by a
Swedish company. This fully automatic system
will be a driverless mean of personal
transportation, and will be comprised of small
wagons that move on a track situated
approximately 4-5 metres above ground level.

The aim of this Master’s Thesis has been to find
the risk picture of this automated transportation
system. Today there are no such automated
systems in existence, hence no previous
experience from such systems exist. This is why
proactive analyses must be used when trying to
find the risk picture. Another aim of the thesis
has been to contribute to the creation of a safe
system by pointing out some of the factors that
are highly significant to the safety of the system,
such as organizational factors and the design
process.

Passengers’ opinion of automated
transportation systems

The conclusion of the literature study made, is
that people aren’t afraid to travel with driverless
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transportation systems. However, what seems to
affect the attitude of travelling is the feeling of
unsafety and the fear of being attacked, robbed
or raped. There is also the need for quickly being
able to get hold of personnel. Camera-
surveillance seem to dampen the passengers’
fear and make them feel safer.

Organisation

Throughout time, experience shows that the
organizational factors are the ones that have the
largest impact on the safety of a system or
company. Therefore, it is of great importance
that the organization around this type of new
personal transport systems is of a good kind.
Most of the faults in a company originate from
organizational ~ circumstances.  How  the
organization is built affects the local workplace
factors and if these aren’t good, human errors
may lead to accidents if the defence against
accidents is bad or inadequate. When working
with the organizational factors, some talk about
the concept of a Safety Culture. This concept
consists of some different components, for
example the informed culture - where the
organisation gathers data, analyzes this and
spreads it. It also means that the company
management are aware about the human,
technical, organizational and environmental
factors that affect the safety. (Reason, 1998) The
culture should also be a reporting one - to achieve
the necessary information, and flexible - so that
the employees can work outside their
assignments when needed. That the organisation
has a just culture is then of importance, so that the
employees dare to report. All of these factors
lead to the most important factor; a /fearning
organisation. This kind of organization learns
from its mistakes, and reforms are implemented
when needed.

Design

When accidents occur the human factor often
seems to be the causes, but human factors can
usually be traced back to bad design. If the
design had been properly made in the first place,
it wouldn’t have been possible to make errors at
all. To be able to develop a safe system the
design procedure is of utmost importance. A
method from Food and Drug Administration
(FDA) is being presented below. This method
consists of seven steps that will help to perform
a safe design, see figure 1.
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| 1. Identify and understand use-related hazard scenarios %

!

| 2. Prioritize and assess risks of use-related hazards ‘

!

3. Develop and implement mutigation and control. ‘

!

4. Verifvy mutigation and control strategies ‘

!

3. Risks resulting from use-related hazards acceptable? ‘

¢ Yes
Yes

| 6. New use-related hazards introduced?
¢ No

‘ T Validate |

Figure 1

To be able to design the system from “scratch”
gives a great opportunity to design a safe system
from the beginning. Getting everything “right”
the first time will save a lot of money in the end.
Otherwise changes may have to be made to the
system in a late stage, which can be very costly.

Valuation of risk

Most often there is no possibility to eliminate all
of the risks found in a system. Therefore the
risks must be evaluated before they can be
managed. Some risks generate more harm than
others, some risks may perhaps be acceptable
and preventive measures deemed unnecessary.
Decisions must be taken on what risks should be
eliminated, and the preventive measures should
be studied. Some measures are more effective
and cost-effective than others. These questions
are of importance when deciding which risks
should be attended to.

Risk analyses — Task Analysis, Scenario
Analysis

Two risk analyses have been performed; Task
analysis and Scenario Analysis. Both risk analyses
are qualitative risk analyses. The reason for this
is that the studied system is under development
and no systems like this exist today. Therefore
no accident data or statistics of such systems
exist.

The analyses were made by studying literature,
by visits to similar transportation systems, by
interviews and by brainstorming. The Task
Analysis was performed in such a way that a
passenger has been followed through a journey
in the system. In every step, (one step could be
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“enter the car”), the risks have been identified
along with suggestions to precautions. The
Scenario Analysis was divided into different
categories, e.g. Fire, Electricity, Climate Factors,
etc. Within each category different risks have
been identified and suggestions to precautions
have been made. The analyses are divided so that
risks/accidents occurring due to actions made by
the passengers are presented in the Task
Analysis and the other risks are presented in the
Scenario Analysis.

Visits and Interviews

Visits were performed at systems that to some
degree had similarities to the system that is
under development by the Swedish company.
The visited places are:
The  Metro  and
Copenhagen

The Subway (SL) in Stockholm

The Train Command Centre in Malmé

Orestadsselskabet  in

The results of the visits both contributed to the
risk analyses and to a certain chapter were the
experiences from the visited systems are
summarised.

Conclusions

The visits as well as the literature studies show
that the organization’s attitude towards safety is
of great importance, during the development as
well as during operation of the final system. It’s
of great importance that the board of the
company shows absolute interest in those
matters, otherwise no one else will eithet.

In the report the risks are being dealt with on a
general level. As the development of the system
continues and the technical solutions get more
detailed, the risk analyses should get more
detailed as well.

By working hard with safety during the
development process a lot of money can be
saved, for several reasons. If a correct and safe
construction is being made from the beginning
the construction doesn’t have to be changed
when it’s already completed. Also the risk of
“bad will” - that could affect the system in case
of an accident is - being reduced.
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Proactive Risk Management in
the City Tunnel Project. In-
service training and a model
for organizational risk
management.

Nils Rosengren

Abstract

This thesis project aims to develop and implement
an innovative curriculum, with corresponding
course material, for risk management within the
City Tunnel Project. Furthermore, this thesis
resulted in a method proposal for organizational
risk management. The model is based on the
organization’s current management systems and
presents a solution for the implementation of risk

management in the project.

Introduction

The City Tunnel is the last link in the railroad
connection across Oresund on the Swedish side.
The project includes a total of 17 km of railroad,
rebuilding of the Malmé Central Station as well
as the construction of two new train stations
along the railroad. The City Tunnel Project is
owned and operated by the National Railway
Association (NRA). The NRA has set forth a
separate organization for implementing the City
Tunnel Project; this organization is called the
City Tunnel Project (CTP). The CTP utilizes risk
management as a tool to accomplish the goals of
the project and other general requirements. Risk
management is utilized in this organization, yet
lacks in  documentation and systematic
implementation. This thesis aims to develop and
implement an innovative curriculum for risk
management within the CTP. Furthermore,
through this thesis, a proposal for an
organizational model for risk management will
be put forth for incorporation into the project.

Methodology

This thesis project will begin with an inventory
and assessment of the current knowledge and
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utilization of risk management principles in the
CTP, as well as any shortcomings in the
implementation of risk management on site.
Parallel with this inventory, comprehensive
research on proactive risk management and
cultivating a safety culture within a corporation
will be conducted. The initial inventory and
research will result in the development of a risk
management curriculum for the CTP staff with
corresponding course material. Before the
training sessions are catried out, the curriculum
and the course material will be tested in two trial
sessions. 'The course material will be further
developed with iterative design based on the
continuous evaluation of the training after each
training session. The Principal Investigator (Nils
Rosengren) and Per Akesson, the CTP Project
Coordinator in Risk Management, will carry
through the in-service training on four separate
occasions.

Following the conclusion of the training
sessions, analysis of the CTP’s and one
contractor’s management system will follow.
The analysis will be focused on implementation
of risk management and organization-specific
factors, as well as the cooperation between
orderer and contractor. The analysis builds on
continuous surveys within both organizations as
well as information from the discussions arising
during the training sessions.

Results of the assessment point out certain
problems and difficulties with risk management
in the City Tunnel Project. Risk management
work was well-received on the higher levels of
management, but has shortcomings on the
operative level. Due to these shortcomings, a
proposal for an organizational model for risk
management is proposed. The model is based on
the organizations’ current management systems
and presents a solution for the implementation
of risk management.

In-service training

The curriculum is divided into four parts, where
part one and two account for what risk
management is and why it is important to the
City Tunnel Project. Here theoretical concepts
such as safety culture and learning organization
along with models for systems view and
decision-making are explained. Part three
accounts for the internal risk management
process from the CTP management system. Part
four accounts for the contractor’s risk
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management process, i.e. how the contractual
demands placed on the contractors shall be
fulfilled. Furthermore, after every training
session some good discussions arose.

The course material contains several illustrating
examples, from the City Tunnel Project as well
as from other current, extensive construction
projects in the region such as the construction of
the Oresund Bridge and Turning Torso in
Malmé.

Model for organizational risk management

The project’s global policies and strategies for
risk management shall be based on strategic level
in the project plan.

The governing document on the tactical level
shall account for a global project risk analysis
with a low level of details. It shall also contain a
general program for control. On the tactical level
the project’s safety management system and risk

management process are usually described in a
separate document, here in the Project
Handbook.

On the operational level, more specific risk
analysis will be carried out for every working
feature. The continuous, documented process of
risk identification will contain identified risks
(hazards), early warning signals, proposed
measures, and proposed contingency plans.

On the operational level, specific work
instructions are  established in  detailed
performance plans for critical working features.
These documents are established in order to
spread information to the manual workers about
the construction types and methods. The
detailed performance plans will contain an
overall description of risks for the current and
nearby features along with implemented
measures and approved contingency plans. This
information comes from the continuous process

of risk identification and the projection report.

STRATEGICAL TACTICAL OPERATIONAL
LEVEL LEVEL LEVEL
PROJECT GENERAL o
PLAN PEREORM CE P DETAILED PERFORMANCE PLAN

STRATEGY & PLAN

SAFETY MANAGEMENT
SYSTEM and risk
management process

GLOBAL FROJECT EISK
AMNALYSIS with low level of
details

SPECIFIC RISK

WORK
PROCEDURE \
LY

ANSLYSIS”
CONTINUOUS GLOBAL RISKS for current
DOCUMENTED RISK  and nearby working features with|

IDENTIFICTAION with : . . . !
= identified early warming ugnals |

+ identified risks (hazards) . |
= implemented measures

* early warning signals |

KONTROL PROGRAMME 4 " contingency plan ‘
- s ures
PIDPD eC MEeASIE CHEC:‘G_.] STS
* proposed contingency FEEDBACK
plans 57_
KONTROL PLANS T
TOOLS J
PROJECTION REPORT /
documented risk management linked to * Briefing at toolbox

choosing construction types and methods talks

= Poster in the manual
workers site huot

In order to ensure that the information reaches
the manual workers the detailed performance
plans are to be briefed prior to the initiating of
the work feature.
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Project risk management

To achieve and implement effective risk
management in a project the safety
management system has to be well integrated
into the project’s other management systems.
To achieve and maintain a high level of safety
it is important to have a global approach
towards the project’s processes and not only
focus on details. This global approach can be
achieved by linking the risk management
activities to other areas such as quality
management, environment, and  work
environment.

To reach and maintain a good organizational
safety culture, the cooperation between
orderer and contractor is critical. Problems
arise because orderer and contractor have
different viewpoints of the same project, and
their opinions may differ. Therefore, it is
important that both parties work towards
ensuring the accomplishment of the same
goals, i.e., the project goals. In order to ensure
the successful implementation of risk
management, the cooperation between the
stakeholders must be given top priority.

Initially in a project the balance of
information is skewed towards the orderer
side. ‘This balance shifts towards the
contractor as the project proceeds. In order to
succeed in the interaction between orderer
and contractor it is of outmost importance
that the balance of information is even. This
can only be accomplished by open dialogue
and communication as well as thoughtful
progress, incident, and accident reporting
resulting in both parties sharing the same
information.

If the safety management lacks commitment
and motivation in the organization the safety
management activities can be temporarily
focused on the work environment. Safety in
the work environment is closely governed by
legislation and shortcomings in safety are
evident in the prevailing situation in the work
environment.
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Another method to improve the commitment
to and motivation for safety is to introduce
some kind of reward system for accident-free
performance.

Discussion
The next training activities are risk
management training for parts of the

contractor’s organizations in consultation with
the CTP’s work supervisors. These training
activities should be focused on spreading risk
awareness, the communication and the
interaction in and between the organizations.
It is important that the training has practical
application. To ensure this, risks and incidents
from the City Tunnel Project can be used as
examples.

The model presents a possible working
procedure and flow of information between
levels and activities in the risk management
process. A condition for the method proposal
to work is that the separate parts of the risk
management process are correctly performed.

A problem that derives from the above
mentioned reward system is that information
about incidents and accidents can be withheld
and not reported. Another approach is to
reward not incident-free performance but the
number of reported incidents. The number of
reported incidents can then be compared to
the number of occurred accidents. This will
increase the motivation to report incidents
and accidents and thereby facilitate and
improve the safety management.
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Index model as a basis for
risk assessment

Jakob Schlyter
Danzel Selvén

Abstract

The purpose of this Master’s thesis was to
investigate which factors that influence the size
of a loss that occurs as a result of fire or
explosion. The study is based on data supplied
by the insurance company If. Further on, the
results shall be implemented in risk assessment
reinsurance

when insurance premiums and

requirements are determined.

Introduction

For an insurance company it is of great
importance to assess the risk it bears when
insuring a client. If the client has insured great
economic values the importance increases
since an unforeseen risk due to an inadequate
assessment jeopardize the insurance
company’s existence. If target clients with a
turnover of more than 500 MSEK, resulting
in many cases of large and valuable buildings
needed to be insured. Therefore it is crucial to
get a proper understanding of the risks that
are insured.

can

At If a risk engineer describes the risk in an
industry building and estimates the biggest
loss that can occur in the building, ie. the
largest amount the insurance company might
be forced to pay at a single occasion (EML).
The risk description and the EML assessment
determine whether the risk (the building) is
interesting, and if this is the case, what
premium it corresponds to and if it should be
reinsured or not.

There are many difficulties associated with
such a risk assessment. Companies have
become more complex and value intensive as
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the technical development has progressed.
This results in high demands on the risk
engineers who are responsible of making as
accurate risk assessments as possible. If the
risk is overestimated the premium might be
too expensive and the customer chooses
another insurer, but if the risk s
underestimated the profit for the insurance
company will vanish. Today there are no
standardized ~ ways to  perform  risk
assessments. Every risk engineer does his own
individual assessment.

To facilitate the risk assessment for the
engineers, two different tools has been
developed as a result of this thesis. One
should be used to derive a value for the fire
frequency, while the other tool should be used
to estimate the fire spread potential in an
industry. These ate two key components in
the risk evaluation.

Method

An existing model has been used to derive a
value for the fire frequency in a buildingl.
This model does not take into account the
type of industry, only to the floor area in the
building. Studies have proved that the model
is useful for engineering purposesl. To get a
more object-specific fire frequency the
existing. model will be updated with
information from earlier fires in the object.

The second tool is a model that provides an
estimate the fire-spread potential within a
building based on eight different parameters
determined by the engineer.

The model was developed by using the
generalized procedure for ranking fire safety
parameters proposed by Watts2. Which
parameters that should be included in the
model was determined through a statistical
examination of If’s loss statistics combined
with literature studies.

Weights to the eight parameters were assigned
using Multiple attribute decision making
(MADM) methodology and by using an
expert panel. MADM is used to facilitate
decision making when the decision criteria are
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of different significance and are expressed in index for a fire’s potential to spread for a
different units3. given industry building can be calculated using

current conditions. The tables that are to be
By using a given set of decision criteria an used are presented below.

% it Weish B Survey items
_ urvey ems eight Grade Product for the parameter
for the parameter Building [A] 134 A*B= The stafF's possibilities to extinguish
Building class 034 Ability to infervens 035
Fire-cated wall 0.33 Fire fighting equipment 05
Area of fite compartment 032 Summa
Sum

Weight Grade Product

Bl A*B=
Building 0,16
Ventilation 012
Time to the fire brigade arrive 0,08

The staff" s possibilities to extinguish a fire | 0,00

Auntomatic Sprinkler 0,13
Detection system 0,09
Fire load 017
Eate of fire development 016
Sum
(1
Index for the potential for a fire to spread =51

Figure 1. Calculation tables for fire-spread index
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Before the index can be calculated the
parameters “Building” and “The staff’s
possibilities to extinguish a fire” need to be
graded by studying a number of predefined
survey items.

The index is calculated by grading all
parameters and summing up the products. To
make the index value logical, i.e. bad grades
on the parameters correspond to a high index,
the sum of the parameters should be
subtracted from 5.

The fire frequency is calculated by studying
the object’s total floor area. With information
of the number of fires that occurred during a
given time period, the frequency can be
updated using Bayes” Theorem. The
procedure are described below and the tables
that are to be used are presented in fig. 2:

1. Fire frequency is calculated

2. A continuous priori
distribution is assumed to follow a gamma
distribution

3. The parameters o and  are
calculated and updated
4. Finally the wupdated fire

frequency is calculated
Figure 2. Calculation tables for fire frequency

Figure 2. Calculation tables for fire frequency
Area

ey

Building

(Area) x (0,07 x (Area) ™

Y+ 6E" x (Areal”

To assess the usability of the ranking model, a
number of people tested the model on two
different objects. The aim of the case study
was to establish an understanding of the
precision of the model. The result from the
study indicated that the ranking model can be
used in practice.

Conclusion

To be able to assess the risk in an industry the
fire frequency and the fire spread potential
must be combined with expected cost of loss
for the industry.

In this thesis the two individual tools were
developed, however, to develop a model for
combining the two with industry data was
outside of the thesis’ scope.

As a result of this no complete quantitative
risk assessment model is developed within the
theses. However, a major step forward is
taken by developing the two tools; the first to
assess the fire frequency and the second to
determine the fire spread potential in an
industry building. These two tools can each be
used to rank different industries between
themselves.

Fire frequency
1

|

x0T x(__ =610 x ()=

COx(007Tx(_ ) 0+610°x ()=

Building Posteriori
Fire frequency Fire frequency
E(1) E(L1)
1 pxE(L)= a+i= B+t=_ al/p =
1 |
1 |
Fire frequency T=
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To improve the ranking model’s precision and
applicability further a separate model should
be developed for each industry, in order to be
able to take the industry specific parameters
into account. Furthermore, to assess the risk
in a specific industry in a better way and to
improve the basis for decisions regarding
premiums and EML, a model which accounts
for fire frequency, fire spread potential and
expected cost of loss for that industry needs
to be developed.
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Modelling of forest growth,
soil acidification and liming
in Asa Royal Park

Jonas Bavall

Abstract

Acidification of forests in Sweden may lead to
negative effects on tree health and tree growth.
Aluminium, that is released when soil
acidification occurs, is toxic to tree roots, where
the risk for effects on the trees is expressed by
the BC/AIl ratio. Forest limings can be made for
counteracting the acidification of forest soils.
The model ForSAFE is used for simulating
forests, and a subroutine for simulating limings
is attached to ForSAFE. Dissolution of the liming
mineral is modelled as deposition of calcium and
magnesium ions. Simulations of ten forest
stands in Asa Royal Park with and without liming
are made. According to the simulations the
BC/Al ratio was increased, and hence the risk
level for tree damages was lowered with the
limings. There was no risk for tree damages
when forest sites with liming were simulated.
Without liming one of the ten simulated sites is
exposed to a considerable risk for negative

effects on the trees.

Background

The forests are important natural resources
for wood production, but also for recreation
and other purposes. In this report
maintenance of the wood production will only
be taken into account. The forest industry is a
major industry in Sweden, and a change in
tree growth will affect the Swedish economy.
The value of standing timber and forest land
in Sweden is approximately 600 billion SEK.
Since large economical values are bound in
the forest an optimal management is crucial

167

for maintenance of the economical
development of the forestry industry.

The word risk can be used in different ways
depending on in which perspective the word
is used. In this report the definition of
business risk made by DeLoach is used.
Business risk “is the level of exposure to
uncertainties  that the enterprise must
understand and effectively manage as it
(DeLoach, 2000). In the
forestry there are decisions made concerning
economical values and risk management.

creates value”

Forests in Sweden are exposed to
acidification. The acidification of forest soils
decreases the pH in the soil solution and
increases the aluminium solubility. Increased
aluminium concentrations influence the health
of the forest and can cause damages to the

trees. Liming of soils and watersheds
counteracts the acidification (Warfvinge,
1997).

The BC/Al ratio is the ratio between the base
cation concentration and the aluminium
concentration. With a low BC/AI ratio there
is a risk for the status of the tree health due to
increased mortality of the trees from storm
fellings and disturbed nutrient uptake. In this
report the risk for damages is divided into risk
levels: high, intermediate, low and no risk.
There is a threshold value for the BC/Al ratio
corresponding to each risk level (Warfvinge
and Sverdrup, 1995).

Risk level BC/Al ratio
High 0.4
Intermediate 0.9
Low 1.5

Table: Threshold values of the BC/Al ratio for
risk levels

Obijective

The objective of the report is to determine
how the risk for negative effects on trees due
to acidification is affected by forest liming.
The risk is investigated with computer
simulations by studying the BC/Al ratio in the
soil solution. Simulations with ForSAFE are
made with and without liming for monitoring
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the forest status in ten test sites located in Asa
Royal Park. The simulation results are
statistically investigated and comparison is
made between the results with and without
liming.

Approach

The ForSAFE model (Wallman, 2004)
simulates forest ecosystems, and it is an
integrated model consisting of four sub-
models. The sub-model PnET-CN is
developed for simulation of tree growth, the
SAFE model describes the soil chemistry, the
model DECOMP simulates the
decomposition of litter and soil organic
matter, and a modified version of the PULSE
model is utilized for simulating the soil
hydrology. In ForSAFE the models are linked
together so the different parts of the model
interact with each other. The program is
written in the computer language Fortran 90.

When liming occurs solid liming mineral is
added to the soil. The mineral dissolves into
the soil solution, where the release of ions
from the mineral is simulated as deposition of
calcium and magnesium ions. The type of
added mineral, the particle size and the
concentrations of ions in the soil solution
determines the rate of dissolution. With the
routine attached to ForSAFE, dissolution of
the liming minerals calcite, CaCOs, and
dolomite, CaMg(CO3)z, can be modelled.

In the statistical examination of the tresult a
“student’s t-test” is used (Blom, 1970). With a
“student’s t-test it is possible to determine
with which probability a stochastic variable
adopt a value within a certain interval. The
explored stochastic vatiable is assumed to be
normal distributed. The t function is used in
the “student’s t-test”, and it is a continuous
probability function.

With a “student’s t-test” hypothesises can be
proved, proved or rejected. The
hypothesis states that the estimated value of a
stochastic variable is within a confidence
interval. The test is made on a certain degree
of confidence. If the tested value or values are
within the confidence interval the hypothesis

not
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is proved on the specified degree of
confidence (Blom, 1970).

Simulations

With ForSAFE ten sites in Asa Royal Park are
simulated. The input information to the
program specifies the condition of these sites
and the simulated scenario with and without
liming. Asa Royal Park (Swe; Asa Kronopark)
is an area with forest land located in southern
Sweden. Norway spruce is the modelled tree
species. The simulated time interval ranges
from 1800 to 2700, and a forest management
scenario for this period is simulated. The
nitrogen and sulphur deposition levels
increase from 1800 to 1980, and a decrease
occurs from 1980 to 2700. High sulphur and
nitrogen levels correspond to deposition with
high acidity. In ForSAFE hatvestings and
thinnings are simulated as biomass removal
from the forest. Each tested site is simulated
with and without dolomite liming. The time
interval between each liming is 50 years, with
the first liming occurring in year 2000.

Results

The ten simulated sites are in various extents
exposed to acidification. In the sites most
affected by acidification, the BC/Al ratio
decreases remarkably over time when no
dolomite is added. The BC/Al values are held
on a stable level in the other sites. According
to the BC/AIl criterion there is a risk for
effects on tree health in one of the ten
simulated sites. Site no. 10 is exposed to low
risk, and the other sites are exposed to no risk.
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liming.

The effects of all simulated sites show an
increased BC/Al ratio when liming mineral
was added, where the values of the BC/Al
increase are assumed to be normal distributed.
A student’s t-test is used for calculating the
probability that the BC/Al ratio is increased
more than 1.5 due to liming. The criterion for
the low risk level is that the BC/Al ratio
undergoes 1.5, so if the BC/Al is increased
more than 1.5 by adding dolomite, the forest
is exposed to no risk after the liming.
According to the student’s t-test, the
probability for a BC/Al increase more than
1.5 is in between 90 % and 95 %.

Conclusions and discussion

The BC/AI ratio increases when liming with
dolomite is made. Before liming the site no.
10 was exposed to a low risk for tree damages,
and the other sites were not exposed to a
considerable risk. In site no. 10, the risk was
lowered from low risk to no risk when the

limings were made. According to the
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simulation, liming was a successful method
for lowering the risk for negative effects on
tree health where a considerable risk occurred
before liming.

The precipitation and the deposition data are
general data valid for the area where Asa
Royal Park is located. In reality there are local
vatriations in these data between different
sites. Taking into account the local variations

of deposition and precipitation levels may
change the simulation result from the
investigated  sites. Deposition data are

generated from forecasts made for the years
from now wuntil 2700. The state of
acidification is much influenced by the
deposition levels, so with forecasts made on
so long time basis the uncertainty in the
simulation results are very high.

Only ten sites located in Asa Royal Park have
been simulated. The soil conditions, the
climate, and other conditions vary all over the
Asa Royal Park and even larger variations
occur in different parts of Sweden. Therefore
generalizations to local or regional level are
not possible to make.

The statistical calculations made in this report
utilize simulation results from a few points of
time in each simulation, even though the
ForSAFE simulations generate results for
each month from 1800 to 2700. Calculations
taking the BC/Al ratio of all simulated
months into account are required for a more
reliable risk classification of the sites. A
method for such calculations is not developed
in this report.
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Analysis of methods for
municipal risk analysis —
establishment of action
programmes according to the
legislation on accident
prevention and protection

Maria Cucas

Lisa Noppa

Abstract
According to the new legislation for accident
prevention and protection, which took affect

January 1st 2004, all Swedish municipalities

have to establish action programmes for
accident prevention and the fire service.
Municipal risk analysis should constitute the

foundations for these action programmes. The
purpose of this report is to describe and meet
the requirements on municipal risk analysis and
give proposals on the structure of these
This

interviews and by sending out questionnaires to

analysis. has been made by doing

a restricted number of municipalities.

Introduction

According to a new Swedish legislation for
accident  prevention  and  protection,
municipalities in Sweden have to establish
action programmes. These programmes shall
state the goals for the municipal undertakings
and present the risks of accidents that could
demand rescue actions from the fire service.
In accordance with an agreement between the
Swedish government and the Swedish
municipal association (Svenska
Kommunférbundet), potential risks should be
analysed to be used as a foundation for the
municipal undertakings. Municipalities in
Sweden today are in need of useful and
understandable tools to be able to create risk
analysis, which to an extent underlies the
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establishment of these action programmes.
The methods of risk analysis today is mostly
adjusted for the high risk processindustry.

To support the municipalities the Swedish
Rescue Services Agency has presented a
model as a support for the establishment of
the action programmes. However, this model
does not consider the design of risk analysis.

Methods

In this work, the requirements were described
regarding the design of municipal risk analysis
according to the new legislation for accident
prevention and protection, and on the basis of
the municipal need of support. According to
these  problems  proposals on  the
designprocess for municipal risk analysis are
given This master thesis in risk management
and safety engineering will also be included in
a course held by the Swedish Rescue Services
Agency called “Kurs A - Metoder f6r
Samhillsinriktat sikerhetsarbete”.

In order to analyse the cutrent situation
interviews and questionnaires have been
carried out. Due to the restricted time for this
project only a restricted number of
municipalities have been surveyed.  The
municipalities which were chosen are Laholm
and 19 municipalities in the region of Vistra
Gotaland

Identified problems

The problems which were identified were
divided into two groups: The structure of the
organization  (for  establishing  action
programmes and designing risk analysis) and
problems regarding methods for designing
municipal risk Some of the
identified problems were:

analysis.

e Coordination on local and
regional level between
administrations and
legislations

e The lack of competence for
carrying out risk analysis and
making decisions based upon



Master of Science in Risk Management and Safety Engineering, Lund University, Sweden

these analysis

e The lack of concrete methods
and useful tools for doing
municipal risk analysis

e To integrate the vulnerability
when doing risk analysis

Proposals on municipal risk analysis
structure

The group established for handling the
municipal safetywork which includes the
establishment of action programmes and the
design of risk analysis should consist of a
small group. Research indicates that the
effectiveness within a group decreases the
bigger the group gets. Therefore, six or seven
persons could be an optimal number. The
composition of this group should reflect the
current municipal structure. To achieve a
higher knowledge and new angles of
approaches it would be a benefit if as many
municipal administrations as possible are
included in the group. To fulfill these wishes
the group can, as a suggestion, be divided into
an inner group and smaller outer groups.

Due to the existing problem of finding
adequate competence within one single
person, a group is recommended. The
importance of education and continuous
training of the available personnel must be
pointed out. This training should also include
specific  education on  risk
methodology. Some municipalities can not
afford this, so it could be an alternative to
arrange some internal training.

analysis

The new legislation for accident prevention
and protection does not require the
vulnerability to be analyzed and the structure
of a vulnerability analysis is not outlined. If
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the vulnerability is not taken into account the
final action programmes will not achieve the
legislation goals, which states that citizens all
over the country hold the rights to satisfactory
and equivalent protection against accidents.
Therefore the action programmes always
should be based on the vulnerability and
needs of the municipal citizens.

Central risk- & sarberhetsanalys

Verksamhetsspecifik
sk & sarberhetsanalys

Verksamhetsspecifik
risk- & sdrberhetsanalys

Verksamhetsspecifik
risk- & sérberhetsanalys

Geografisk grovanalys
{riskuppskattning}

Verksamhetsspecifik
risk- & sdrberhetsanalys

Verksamhetsspecifik
tisk- & sarberhetsanalys

Verksamhetsspecifik
risk- & sarberhetsanalys

Figure 1. Proposal on how to organize nunicipal risk- and
vilnerability analysis

When designing the risk- and vulnerability
analysis the group should, by way of
introduction, carry out a rough analysis that
covers the current risk- and vulnerability
situation of the municipal in a comprehensive
way. In the next phase all municipal
administrations should carry out a specific
risk- and vulnerability analysis that covers
their respective sphere of activity. On the
basis of these two analyses the inner group
performs a common, coordinated and central
risk- and vulnerability analysis. The purpose
of this analysis is to combine and integrate the
results from the two analyses, which were
previous mentioned. If the risk- and
vulnerability analyses are structured as above
it will hopefully lead to a comprehensive
image of the risks and vulnerabilities in the
municipal.
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Figure 2. General sequence of work for designing risk- and vulnerability analyses
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A general sequence of work for designing risk-
and vulnerability analyses is presented on the
basis of two different models: IEC: s model of
risk analysis structure and four basic steps for
vulnerability analysis. The general sequence of
work is supposed to be able to be applied on the
municipal administrations specific risk- and
vulnerability analysis as well as on the common,
coordinated and central risk- and vulnerability
analyses
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A foundation to a Management
System aimed for the Wood
Industry — A systematic fire
protection tool

Henrik Edwall
Kim Wikborg

Abstract

The aim of this report is that the tool produced
shall make it easier for enterprises to start up and
get continuity in their fire protection. Not only to
comply with legislation and insurance related
demands but also, perhaps even more important,
in a longer perspective lead to a higher level of
safety. For this purpose a specific tool has been
created. The tool is based on the internal and
external demands that this type of industry is living
with. Also the specific needs and conditions have
been considered when developing the tool. The tool
contains eight main areas: objectives and policy,

documentation, action plans, organization and

responsibility, organizational learning, safety

instructions  and procedures, service and

maintenance procedures, control and follow up.
They all, together, contribute in developing safer

activities.

Background

The Swedish Civil Protection act has been
changed. This new act emphasizes the
individual’s responsibility for fire protection.
The municipality decides on how supervision is
to be conducted and how often written
documentation is to be submitted. This together
with the demands from If Insurance, to work
out a simple and practical tool that can be used
to facilitate the loss prevention, was the
background of this master thesis.

Safer activities

A study of actual literature, statements from
safety specialists within trade and industry and
Scientists at the Department of Fire Safety

Engineering was carried out. The study
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identified three main factors as most conclusive
when creating safer activities:

V' A continuons safety work,
V' A genuine safety culture and
V' A safe construction

A continuous safety work is important to make
it possible to identify new risks as well as on
how to maintain a high safety level. There might
be changes in the specific needs or conditions
present that have to be considered. Hopefully by
having a continous safety work this will be
brought to daylight and managed with a correct
approach. To make all employees involved and
interested in safety issues the creation of a
genuine safety culture is essential. By increasing
the awareness and commitment among the
employees they will play a important role in how
to create safer activities. Employees that are
aware and enthusiastic are vital in the loss
prevention. How to design a safe construction is
often regulated in the legislations. To limit the
impact of an accident or a near accident active
and passive technical installations and accurate
constructions are vital parts.

Management system

To interact these areas is difficult. Studies of
advantages and disadvantages in the work with a
safety management system pointed out that this
way of handling the problem was correct. By
working with a safety management system
coordination and control is made easier. And
this might facilitate the goal of achieving a high
level of these three areas. With all this as a base a
draft of a safety management system was
created.

Actual situation and needs

The next step was to form the system to fit into
the needs of the wooden industry. Visits with
interviews gave us a picture of what possibilities
and requirements the industry had to work with
this system. How the entity and its organization
were built up and also what type of risks they
had were important factors to understand their
situation. The questionnaire gave us a clear
picture of how far they had reached in their fire
protection until today, and what areas that needs
to be improved. With this new input the first
draft could be updated and the tool adjusted to
the actual situation and need. The tool that has
been created contains eight main areas: objectives
and policy, documentation, action plans, organization and



Master of Science in Risk Management and Safety Engineering, Lund University, Sweden

responsibility, organizational learning, safety instructions
and  procedures, service and maintenance procedures,
control and follow up.

Modification is needed

Important though, is to realize that the tool that
is created in the report it self does not lead to an
improved fire protection level. The tool has to
be adjusted to the specific situation at each site
and engagement in the work has to be achieved
before it is possible to reach any results. By
identifying and analyzing legally binding
legislation, specific physical and organizational
risks, the actual needs together with existing
conditions, personnel etc. the tool can be
adjusted to fit in to the actual organization.

Conclusions

Some major conclusions stood out throughout
the project. Most significant of how to success
showed out to be the level of management
commitment. Without an active management
involved in developing the systematic safety
work it is very difficult, if not impossible, to
succeed.

Also the level of competence and education
within all levels of the enterprise affects the
motivation that the employers have of safety
related issues. Education and training therefore,
according to us, should have top priority.

Another conclusion was that the documentation
has to be amended. Today the documentation
was very poor. This is important not only to
improve the internal communication, but also to
be able to measure that what is done really ends
up with the intended result. Today
documentation also is needed to fulfil the new
legislative demands.

During the visits a great need of guidelines from
higher levels in the company, alternatively from
external experts like insurance companies, was
noticed. Starting up or improving the systematic
fire protection requires resources that today did
not exist. With our tool, there now is support
that can satisfy this need.
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Disabled peoples risk in public buildings - evacuation

County action plan — A
guidance to the work of
accident prevention with focus
on rescue service

Magnus Kullstam
Andreas Nilsson

Abstract

Based on a new Swedish legislation for accident
prevention and protection, this report is thought to
be a guidance of making a county accident
prevention plan. This work is following the process
introduced by the Swedish Rescue Service Agency,

Raddningsverket.

Introduction

January 1st 2004 a new law came in order. The
purpose with the law is to stimulate the counties
and to give them an opportunity to create a
safety work out of their own ambitions. One
step in this direction is that the law stipulates
that the counties have to create an action plan
for their work with protection for accidents,
both concerning prevention and rescue service.
This plan should be based on the risks for
accidents that exist in the county.

The Swedish Rescue Service Agency has
presented one possible way to work, in form of a
process (see figure). That process creates a basis
for this project since several counties also will
use it in their work. This report is meant to work
as help in the work with protection for
accidents, with focus on accidents that involves
rescue service.

Follow-up and

N N Problem description
IMprotvement

=

, Priomities

Feasibility

study

~

Safety goals

Implementation ’

and result ] o
Undertaking Achievement goals

Decision

Figure: "The process”, by The Swedish Rescue Service Agency
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Feasibility study

The purpose of this first step of the process in
creating an action plan for protection against
accidents is to create a starting point for the
forthcoming work. This means that the ones that
are involved in the work should discuss the
definition of certain words, for example accident
and safety. They should also look how the
county’s development has been and thought to
be in the future.

Problem description

The county has to describe the risks of accidents
that occur and that may lead to a rescue effort.
This can be made in several different ways
concerning the risks complexity and the county’s
ambitions. Statistics and risk analysis are two
possible tools to use in the work of identifying
the different hazards. Statistics are more suitable
in finding the more ordinary hazards while risk
analysis is more suitable in the work of
identifying the larger and more rare hazards. The
risks of accidents have to be presented in an
understandable way. One tool to do this and to
describe the risks geographic position is to use
GIS (Geographic Information System).

Priorities

A priority among the identified risks has to be
done. For example is a valuation between life,
property and environment in place. When the
decision makers make the priorities they have to
consider the needs that the people in the county
have and also what demands other legislation
states. The decision makers should know that
different factors affect all peoples risk
perception. The reasons for this are found both
in the different persons personal backgrounds
and different experiences and in the risks
different characteristics, for example if the risk
can be affected or not by the person. This leads
to that no risk analysis be completely objective,
since the analyst also will be affected of these
factors.

The decision makers have to decide if different
risk or different groups in the society should be
prioritised, for example young people, eldetly or
the ones with lower social status. One tool that
can be helpful in this decision is a cost/benefit
analysis.
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Safety goals/Achievement goals

Besides describing the risks of accidents that
may lead to a rescue effort, the county has to set
goals for the activity and also state the county’s
ability to carry out rescue effort. The safety goals
should stipulate what the county would like to
achieve at the citizen and the achievement goals
should describe how the county plans to reach
the set safety goals. The use of a protection
analysis to identify the different prevention
measures can be a good help in this work.
Follow-up and improvement

To make sure that the development pushes
forward it is important to make sure that work
that has been carried out is evaluated. This is
possible to do in a number of different ways.
Depending on what to evaluate and which
method that chooses, the data needed can be
collected in different ways. One possible way to
evaluate the work that is carried out in the
counties concerning accident prevention is to
use a goal fulfilment method.

Conclusions

To identify the risks that exist in a county,
statistics and risk analysis should be used. By
combining these two it is possible to identify
both the ordinary and the more rare hazards. If
the accidents that happens today do not already
get registered this should be initiated to create
more reliably statistics in the future.

The decision makers should now that people’s
perceptions of risks differ among them. The
authors’ proposal is that the priority is made
combined with the acceptance of goals. This can
be done in the way that the employers present
several goals and the decision makers then make
the priority by accepting some of these.

The safety goals that should describe what the
county would like to achieve at the citizen
suggests to be joined for the two action plans —
prevention and rescue service (see figure).

Handlingsprogram for Handlingsprogram for
riddningstjanst forebyggande verksamhet

. l

Sakerhetsmal

| l

Prestationsmal fir Prestationsmal for den

raddningstjanstens forebyggande
operativa utforande verksamheten 1
kommunen
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The rescue services ability should be described in
the action plan and this should be done in terms
of time until the distressed is reached by a rescue
squad, the rescue personals knowledge and the
resources needed. The knowledge can be
described in a task catalogue to insure a high

quality.

The work with protection for accidents is meant
to be a systematic work and therefore always
lead to improvements. A suggestion is therefore
that the counties in the first round of the process
use existing statistics and combine that with a
Preliminary Hazard Analysis to identify the
largest risks. To get more reliably statistics in the
future, the counties should initiate registration of
all accidents, if that is not already the case. A few
of the risks that have been identified with
Preliminary Hazard Analysis can be examined
more carefully with some other kind of risk
analysis later on. The risks can preferably be
presented in a Geographic Information System.

Ability is tentatively described as time until a
rescue squad reaches the victim, plus knowledge
and resources at the rescue squad. The goals for
the rescue squad should therefore be formulated
in terms of how these factors will be improved
during a time period. The rescue squads
knowledge can be described with a task
catalogue. To «create a clearer connection
between made priority and expected result, the
priority should be done as the goals are
formulated and decided. The safety-goals that
the county has to stipulate suggest be
comprehensive and joined for both of the
programs, prevention and rescue service.

It is easily done that the focus of the work with
protection for accidents ends up on the written
document that is to be sent to concerned parties
for examination, when it in real is the actual
work to prevent and limit accidents that’s
important. This is one of the reasons why there
are big benefits with combining the two
programs into one. There are usually measures
concerning both prevention and rescue service
that can be done to reach a set goal.
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Mapping of the supply chains
to Malm6 University Hospital in
connection to risks and risk
management

- a case study on four supply
chains

Johan Nilsson
Mattias Skold

Abstract

Today’s hospitals in Sweden are all dependent of
large networks of suppliers of medical supplies.
These consist of many supply chains that are
regularly exposed to both external and internal
risks. One hospital affected by these risks is UMAS
(Malmo University Hospital). UMAS is dependent on
its supply chains to work without disruptions but it
is unclear what risks they might be exposed to and
how they can be managed.

This master thesis presents a mapping of these
risks. Four of the hospitals’ supply chains have
been analysed in a case study focusing on the
structure of the supply chains, their risks and
existing risk management. Based on the result of
the analysis, guidelines to future risk management

solutions concerning those risks are suggested.

Background

The concern regarding risks and how to handle
them is continuously evolving and has gradually
come to include more and more extensive areas
in society. Businesses and companies are often
part of larger networks, whose purposes are to
deliver a satistying product or service to the end
customer. These networks range from
production of raw materials to end customers
and are often called supply chains. If a supply
chain is to reach a satisfying result a number of
objectives has to be fulfilled. The product or
service has to be delivered at the right time, at
the right place, in correct form and in right
quantities. [1]

The supply chains are regularly exposed to a
number of risks that can prevent the reaching of
these goals. The risks can consist of external
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risks such as natural disasters or domestic
disturbances. They can also consist of internal
risks such as poor organisation, lack of trust and
communication problems. [2] To handle these
risks in an effective way the concept of SCRM
(Supply Chain Risk Management) has been
developed. To make SCRM work properly it
requires an amount of confidence and
cooperation between the different parts of the
supply chain and an understanding of the chain
as a whole. [3]

Today, many of the activities in the Swedish
public sector ate also part of supply chains. One
of these activities that are depending on the
supply chain to work properly is the healthcare
sector, especially larger hospitals. Within the
healthcare sector, objectives such as receiving
supplies at the right time and place cannot only
be viewed from an economic perspective. Some
products, such as surgical and medical supplies,
simply must always be available in order to give
patients proper care. They can even make the
difference between life and death. [4]

Problem discussion and purpose

This master thesis is assigned by the Supply and
Facility Unit of UMAS (Malmé University
Hospital), which is one of the largest hospitals in
the Swedish southern health region. UMAS is a
part of “Region Skane” which is a regional
public body responsible for health, medical and
dental services. Every year UMAS purchases and
orders medical supplies from thousands of
different suppliers to a cost of several hundred
million SEK. [5] The hospital is largely
dependent of the proper working and
effectiveness of its supply chains, and therefore
disruptions are not considered to be acceptable.
[6] They do however occur regularly in varying
frequency and magnitude. At present day there is
no existing statistical database or documentation
concerning disturbances in the supply chains,
which could have been a useful way of
identifying risks and pointing out their main
causes.

The purpose of this master thesis is therefore to
map the existing risks in the supply chains of
UMAS, and to suggest guidelines to future risk
management solutions of that area.

Methodology

The work was conducted as a case study,
following the principal rules of case study
methodology. To make a proper judgement of
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risks and risk management the study was
focused on a fairly detailed level.

Therefore four supply chains have been selected
to be studied, but on the basis of specific criteria
that will make it possible to generalize the results
and conclusions for all of UMAS” supply chains
to some extent. Each of the four supply chains
was studied as separate cases, in order to make a
cross-case comparison possible as well. Each
case was studied from a structural, risk and risk
management point of view, based upon
interviews, observations and documents.
Furthermore they were analysed qualitatively by
the use of existing theories of Supply Chain,
Supply ~ Chain ~ Management,  Logistics,
Purchasing, Risk, SCRM and Risk Management.

Empirical findings and analysis

The four supply chains that were studied are all
built up around the physical flow of certain
medical supply products, which are all vital to
the hospital activities. The four cases were
named after those products, as follows:

The glove chain

The infusion chain
The implant chain
The reactant chain

Examination gloves are widely used within all
hospital care activities. In the glove chain, the
supply chain of examination gloves to the
Emergency Clinic was studied, where they are
frequently used in every day work.

Central stock

Medical supply
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Belgium Sweden
rFY
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European stock]

ransportation

Third part

x

Medical supply

Medical supply company
company = ¥ Administration
Belgium Sweden

Europeoffice
Gloveproducel
Netherlands

Production Production Head office
| Gl aducer Gloveproducer
i countri usa
Asia other countries

Glove-

producer
Marketing
Sweden

In the infusion chain the supply of infusion
devices to the Anaesthesia Clinic were studied.
Infusion devices are, as the examination gloves,
used in large quantities in many different clinical
areas. These two products are manufactured by
two different large international companies, but
are both ordered and stockpiled at the central
storage of Region Skane, Skdneforridet.

In the implant chain the flow of orthopaedic
implants to the Orthopaedic Clinic was studied.
These are high cost and high technologic
products that has to be in hand at the exact right
time, place in correct quality, which poses special
requirements to the supply chain.

In the reactant chain, the flow of reactants for
analysing blood samples was studied. The
analysing process of blood is a vital support
function to other clinical activities, and the
reactants used require very specific qualities.
Information regarding these supply chains were
collected and structured for each actor and the
chains as a whole, based upon their structure,
risks and risk management. The mapping of
their structures after analysis resulted in maps
such as the one presented in figure 1. These
maps include the different actors, the physical
flow of the product and the information flow
between the actors.

The structure of the chain was analysed focusing
on contributing risk factors. Risks identified
during interviews were analysed and completed
with those risks further identified by the authors.
Finally the existing risk management of the
chains was analysed in connection to its impact
on the identified risks.

‘
[

Skaneforradet Emergency
Mregi | stocky-p{Transportation)— Clinic,
Lund UMAS

1
1
Purchasing !
Lund P

Physical flow

Flow of information

Figurel: The figure presents the mapping of the glove chain, clarifying the different actors of the chain, the physical flow of gloves and the
information flow between the actors. The grey parts represent that part of the chain especially studied in this case study
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The analysis is focused on the consequences and
causes of the identified risks and the present state
of risk management work. Probabilities are only
estimated roughly due to the lack of historical
data.

Results

The results from the analysis indicates a number
of concrete risks specific to those supply chains
studied. In brief, these risks consist of a too high
complexity in the communication and information
flows, lack of proper contractual agreements, loss
of experienced staff and quality sensitivity of
products. One of the most frequent occurring
consequences from disruptions was an added
workload to hospital staff that manages materials.
This was not considered as a risk by those
interviewed in the staff of e.g. the Emergency
Clinic or the Orthopaedic Clinic, but more as a
regular problem they had to accept in their daily
work.

A report from the US Institute of Medicine
suggests that such problems should not be taken
lightly. It estimates that 44,000 to 98,000
Americans die each year as a result of medical
errors and that the most common errors are:
distractions, too much work and inexperienced
staff. [x] It is possible that this could also be true
within the Swedish health-care sector.

The general conclusions concerning risks in
supply chains to UMAS as a whole indicate that
the overall risks are not of considerable
magnitude. On the other hand the existence of a
number of conditions that adds to the risk
exposure in the supply chains were found. In
“Region Skane”, UMAS and the supplying
company organisations the use of SCRM, or even
risk management, risk awareness and full-scale
thinking is absent. Risks in the studied supply
chains are managed mainly by the extensive use of
stockpiling and by relying on the few but
experienced and effective key-staff working close
to the physical flow of materials. Its possible that
this system is trusted too much, which is why
small but highly probable risks often are accepted
and larger risks are met with a “it won’t happen to
me” mentality.

Suggestions to future risk management

The results highlight some of the most significant
risks and problems concerning the supply chains
of medical supplies to UMAS. These results have
led to a number of suggestions to guidelines on
the development of future risk management
within UMAS and Region Skane. These guidelines
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are not meant to give a detailed description to
how specific risks can be managed, nor are
they covering all areas. They are, however,
meant to be a useful support in developing the
risk management work and to reduce the most
important risks identified in this study. The
suggestions are shortly as follows:

Develop a risk management policy
within Region Skine.

Implement methods of Supply Chain
Risk Management at Region Skine’s
purchasing organisation, MA-Skane.

Establish a function at MA-Skdne to
conduct continuous analyses on both
local and worldwide events affecting
the supply of medical materials to
Region Skane.

Set up clear and legally proper
contractual  agreements  with  all
suppliers and, if possible, reduce the
numbers of suppliers and develop
closer relations to the ones currently
used.

Develop and improve communications
channels and information flows in the
supply chains.

Hstablish a user-friendly system for
reporting and documenting disruptions
and incidents concerning the flow of
medical supplies to UMAS.

Develop a proper system for which
medical supplies to be prioritised in
times of general shortage or crisis.

Establish a central materials
management organisation at UMAS.

Establish a central risk management
unit at UMAS.

The authors hope that this master thesis will
be helpful in managing risks within the supply
chains of medical materials to UMAS and
Region Skine in the future, as well as
contributing to the general knowledge of risks
in supply chains in connection to hospitals.
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Comparison of different forms
of QRA and other methods for
risk assessments of process
industries.

Ulf Bergstrand

Abstract
When performing a QRA you have to consider a
number of accident scenarios. The chosen scenarios
should represent the total risk of the assessed
object. How many scenarios you choose often
determines the time and resources needed to
perform the QRA. The

possibility that a QRA can be performed using only a

report investigates the
few representative scenarios. Further it presents a
discussion on how these representative scenarios

should be constructed.

Introduction

QRA or Quantitative Risk Assessment is a
method to calculate risks from process industry
installations. When performing a QRA you have
to consider a number of accident scenarios. How
many scenarios you choose often determines the
time and resources needed to perform the QRA.
The purpose of this master’s thesis is to compare
methods with different level of detail aiming, if
possible, to find a few specific scenarios that can
represent the risk of a complete installation. The
purpose is also to discuss the concept of design
accidents (“dimensionerande skadefall’) and
compare the concept to QRA.

Method

First a case study in the form of detailed QRA was
performed. The QRA was applied on a heat
exchange system, containing pressure condensates
of propylene. The system is a part of Borealis
AB’s petrochemical industry in Stenungsund. The
case study followed the method presented in the
“Dutch Putrple Book” . The case study was then
analysed with the purpose to construct a few
accident scenatios that could represent all the
scenarios in the case study.
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Results

When performing a QRA according to the
Purple Book a number of “losses of
containments” must be considered for all the
equipment in an installation. This meant a long
list of scenarios that needed to be defined for
the heat exchange system. The case study
resulted in calculations of 137 different
accident scenarios.

In order to test if similar results in individual
and group risk could be achieved with a
reduced number of scenarios. Two
representative scenarios were constructed. The
scenarios were defined by looking at the
scenarios from the case study that resulted in
possible deaths of third party. Two types of
scenarios  resulted in  possible deaths,
instantaneous release of propylene from the
three largest tanks and continuous release
from ruptures of pipes. One instantaneous
and one continuous release scenario were
constructed following a statistical line of
reasoning. The amounts of propylene released
were calculated as an average and the
frequencies by adding frequencies of single
scenarios. The result of the consequence
calculation of the representative scenarios was
almost identical to the one in the case study.

The two representative scenarios were also
compared to two scenarios representing the
heat exchange system in another QRA-study,
performed by experts on the processes of all
the major chemical industries in Stenungsund .
For this study a pipe rupture and an
instantaneous release causing a BLEVE had
been chosen as representative scenarios. The
compatrison showed that a brainstorming
strategy, used in the Stenungsund study,
resulted in similar types of representative
scenatios.  Although both representative
scenarios constructed from the case study
following the statistical line of reasoning had a
larger amount of propylene released and a
higher frequency perhaps showing that the risk
of the heat exchange system could have been
undervalued in the Stenungsund study. The
experts could find the largest risks in the
system, but they presented no detailed
arguments on why the scenarios could be
considered representative.

A new method was presented in the rapport
showing how representative scenarios can be
constructed systematically. The method was
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based on the statistical line of reasoning from the
analysis of the case study. The method was also
influenced by AFD (Anticipatory Failure
Determination). The basic concept of the method
is to first choose the consequence of a
representative scenatio. The frequency is than
estimated by considering all possible accidents that
could lead to the given consequence.

Discussion

The analysis of the case study showed that QRAs
can be performed whit a few well-selected
scenarios. The result though is very dependent on
how these scenarios are chosen. If QRA is to be
used to present absolute risk measurements, as it
is in for example Holland, specific guidelines on
how to construct representative scenarios must be
produced by the government.

The method presented in the rapport, though
simple in theoty, is one way to produce scenatios
systematically. This makes different studies easy to
compare and easy to review by the authorities.

The use of design accidents can be considered as a
deterministic way of calculating risk. There is no
real consideration of the probability of the
accidents. The design accident should be
considered more as a possible sample of an
accident than a risk measurement. Companies and
authorities should continue to wuse design
accidents when planning for rescue operations and
when communicating with the public.
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Municipal inspection activities
according to the Civil Protection
Act —a proposal for a
systematic approach

Stefan. Andersson
Patrik Hakansson

Abstract

The new Civil Protection Act /1/ in Sweden takes a
more holistic view at accident prevention and
protection than previous fire and safety regulations
/2/. The level of detailed regulation has decreased
and national performance objectives have been
formulated instead. The main purpose of this paper
is to present proposals for how municipalities,
systematically and effectively, can plan and conduct
inspection activities. This has been achieved by
conducting literature studies and interviews with fire
and rescue services and other agencies. The work
has resulted in an illustrative model showing how
inspections may be used as a part of the preventive
activities in the municipality. The proposals are
based on a holistic approach to accident (including
fire) prevention, cooperation within the municipality,
and effective, risk-based, inspections. Continuous
evaluation, feedback and improvement are important
within all areas if the municipalities are to reach the

performance goals.

Introduction

The Civil Protection Act (CPA) /1/ came into
force in January 2004. With the implementation of
the new act the Swedish government has taken a
more holistic view at accident prevention and
protection than with previous fire and safety
regulations /2/. They have also decreased the
level of detailed regulation of the municipal work
with accident prevention and protection, including
fire and rescue services /7/. By doing this they
wish to let the municipalities decide for
themselves how to conduct their accident
prevention and protection activities based on
national performance objectives formulated in the
Civil Protection Act /1/. This paper describes a
proposal ~ for  how  the  municipalities,
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systematically, can plan and conduct their
inspection  activities effectively and in
accordance with the Civil Protection Act /1/.

Methods

In order to be able to compile and present a
suitable and practical model literature studies
have been conducted. The main part of the
studied literature is related to how other
agencies work with, the laws which they follow
and which aids they use to make their
inspections effective. In order to investigate
how municipalities’ view the new act
interviews have been conducted with 13
different fire and rescue services and three
other agencies.

Fire  safety = management and  the
responsibilities of the individual

An important part of the Civil Protection Act
/1/ is that it clarifies the responsibilities of the
individual /7/. According to the CPA
property owners and wusers shall to a
reasonable extent keep and maintain adequate
fire and life saving equipment /1/. They shall
also take necessary measures in order to
prevent fires and to limit the consequences of
a potential fire /1/. According to the Swedish
Rescue Services Agency (SRSA) property
owners and users need to work systematically
with fire prevention and fire safety in order to
fulfil this requirement /3/. In most cases this
also needs to be documented in a fire safety
documentation /3/.

In addition to this owners of buildings or
other sites where extra fire safety requirements
are considered to be called for are required to
submit a written form to the municipality
specifying  their, both  technical and
organizational fire safety measures a intervals
specified by the municipality /4, 5, 6/.

With regards to fire safety management one
may expect that different levels of maturity
will be common. Some, for example industries
who are used to work systematically with
safety, already have a fire safety management
programme and perhaps have integrated it
with other quality /8/ and safety management
activities /12/, whereas others may struggle to
get it going. Common for all is however that
work can be improved (according to the plan-
do- check-act principle /13, 14/) which the
person(s) conducting the inspections need to
consider.
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Due to this a principal scale for the level of
maturity has been developed and is shown in

figure 1. One should always strive upwards, but

the continuous line represents the minimum

requirements and the dashed line a
recommended level for the fire safety
management (FSM).

7) Total safety management /12/

&) Systematic accident prevention

5) Internal control and fire risk management /10/

N IS S S B S S S e e .
4) FSM works without major deficiencies

3) FSM exists, is partially decumented, but not fully functional

1) No FSM or systematic fire safety activities

2) Have started with FSM, but not documented it

Figure 1. Levels of maturity for fire safety management and accident prevention.

It seems reasonable that complicated high-risk
objects such as chemical industries and hospitals
should be high up, whereas simpler objects at
least should reach level 5. From a municipal
viewpoint encouragement of a holistic view at
accident prevention and an integration of fire
risk management and other safety related
activities /12/ should be in accordance with the
overall intentions of the Civil Protection Act

/1/.

Accident prevention responsibilites of the
municipality according to the CPA

The municipalities are required to take a
wholistic approach to accident prevention,
including, but not limited to, fire prevention /7/.
The requirements of the Civil Protection Act are
formulated as performance objectives on a
national level. These need to be broken down
into local objectives and implemented into
municipal accident prevention and protection
programmes based on the local risks /7/. The
municipality may choose to have separate
programmes for prevention and protection or to
have one complete programme /7, 14/.

The accident prevention and protection
programme(s) shall, at the least, describe:
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[l The municipal goals for their preventive
activities as well as for fire and rescue sevices

[J The accident risks present in the municipality
and which may require fire and/or tescue
services

[J How the municipal preventive activities are
arranged as well as how it is planned

J The fire and rescue abilities of the
municipalities as well as which resources the plan
to obtain

As a basis for the programme(s) the municipality
needs to identify and assess the accident risks
/10,11, 17/ in their area /7/.

Inspection requirements

In the Civil Protection Act /1/ the detailed
regulations for inspections from eatlier fire and
safety regulations have been completely removed
/7/. It is now up to the individual municipality
to decide which buildings or other sites they
wish to conduct inspections at /7/. The eatlier
system has been considered to be ineffective and
with the CPA it is to become based on the local
needs and hence allow for the municipal
resources to be used more effectively /7, 9, 15/.
Figure 2 shows the relationship between the
responsibilities of the individual and inspection
activities from the municipality /9, 15/.
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All should work with fire risk

Inspections may take place at
all sites, the municipality decides

MANAZEMENT

Some should document their fire risk
management activities

For some buildings or sites a written

| form describing their fire risk

management is required to be submirted
to the municipality

Figure 2. The relationship between individual responsibilities and inspections.

Inspections don’t always need to be conducted
as an on-site inspection. A review of the written
forms that some owners are required to submit
is also a form of inspection. One of the
expectations of the CPA /1/ is that the number
of on-site inspections will decrease /7, 15/.

A model for systematic planning and execution
of fire safety inspections as part of the municipal
work with accident prevention

The investigations have resulted in a model,
which illustrates a proposal for how the
municipal inspection activities principally may be
organised. The model, shown in figure 3, is a
proposal for how a municipality systematically
can work in order to reach the performance
objectives as specified in their Accident
prevention and protection programme(s) /7, 14/
and in accordance with the Civil Protection Act
/1/. The model also shows that inspection
activities  only  represent parts of the
municipalities’ work with accident prevention.

Although the model tries to give a complete
overview of the municipal work not all parts of
the model are covered since the report mainly
focuses on how the municipalities should plan
and conduct their inspection activities with
regards to the fire safety activities of property
owners and users. In the model it is shown how
the inspections ate a part of the municipal
accident prevention activities.

Figure 3. A model illustrating how the municipal
inspection activities principally can be organised.

187

A basis for the inspections, both with regards to
the planning of which buildings and sites to visit,
and with regards to the planning and execution
of the individual inspection are required. Here it
is recommended that basis consists of accident
statistics, general experience feedback, risk
assessments /10, 11, 17/, the written
documentation that some owners are required to
submit /4, 5, 6/, expetience from previous
inspections, and/or tip-offs from the public.

Based on this basis, suitable strategies for
preventive activities on part of the municipality
are selected and an inspection plan is developed
for the buildings or sites which are considered to
need inspection. In the inspection plan regular,
theme and/or event-based inspections may be
considered. Regular inspections take place in,
mote or less, fixed intervals, whereas theme
inspections may cover a specific area, fire
hazard, type of occupancy or other definable
objects. The event-based inspections ate
somewhat different in that they are a result of
actual fires, other events and/or tip-offs from
other authorities or the general public.

The dashed box in the model shows three
different forms of potential cooperation /7/
between different authorities in the municipality.
These forms of cooperation may result in an on-
site inspection or some alternative approach.
With regards to the approach at the on-site
inspections, an audit /8, 10, 12/ of the fire safety
management system on a suitable level for the
specific object is recommended.
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Continuous evaluation, feedback and
improvement /13, 14/ are important within all
areas of the municipal work with accident
prevention if the municipalities are to reach the
performance goals specified in their accident
prevention and protection programmes. The
loop from Evaluation, feedback and quality
control /8/ to the Accident Prevention and
Protection programme /14/, symbolize a seties
of smaller loops (not shown in the model),
meaning that evaluation, feedback and
improvements should take place on all levels.
One important conclusion is therefore that
quality control is what ties the municipal
accident prevention and protection activities
together and makes it performance-oriented.
What is not shown in the model, howevet, is the
need for competent personnel in order to be
able to work in accordance with the
performance-based principles of the Civil
Protection Act /1, 16/.

The purpose of the proposals is to give the
municipalities ideas that may be implemented in
their preventive activities. The proposals are
mainly based on a holistic approach, both with
regards to the perspective that the entire
municipality should be involved and utilized in
the accident prevention activities, and with
regards to the individual inspection of fire safety
in buildings or other sites.
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Abstract

The M.Sc. at Lund University is based on a multi-disciplinary approach to risk management
and has the objective of providing industry and the public sector with risk managers able to be
professionals in the following areas of risk:

e Safety risks
e Health risks
e Ecological/environmental risk

This paper gives a brief presentation of the structure and contents of the programme.

Introduction

Risk analysis and risk management are growing in importance. The reasons for this are the
rapid changes in society and social life, economic forces, technological development, and new
types of production systems and organizational structures. Information technology ties units
together in large complex and interdependent systems with short time constants, allowing
little or no time for the correction of mistakes or for counteracting effects due to unforeseen
circumstances. Boundaries between authorities are often vague. This is often also the case in
company subsystems, and all the way up to the global scale. The concentration of people,
dangerous chemicals, energy, information and other values is increasing, which may consid-
erably increase the effects of accidents. There are strong forces driving humanity and nature,
as well as organizations and individuals, toward a world of “produced uncertainty and organ-
ized irresponsibility”. Counter-forces have to be found and used as soon as possible.
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It will rarely be possible to eliminate risks entirely. All life involves some risk, and any inno-
vation brings risk as well as reward — so the priority must be to manage risks better. We need
to do more to anticipate risks, so that there are fewer unnecessary and costly crises, like BSE
or failed IT contracts, and to ensure that risk management is an integral part of all delivery
plans. But we also need to be sure that innovations are not blocked by red tape and risk aver-
sion, and that there is a proper balance between the responsibilities of government and the
responsibilities of the individual. Risk managers will always have to make decisions under
uncertainty with limited resources at hand.

Programme objectives

To meet up to the present and future demands of risk management, Lund University started a
two-year engineering programme leading to a Master of Science in Risk Management and
Safety Engineering in 2001. The programme places great emphasis on acquiring knowledge
on the different threats and risks present in society, during both normal activities and acci-
dents. The programme should, in particular, offer students the conditions to learn and apply
risk analysis as a systematic tool:

e To identify and assess risks.

e To implement measures to reduce risks with the objective of preventing, or at least
limiting, injury to humans, and damage to the environment or property.

e Based on the objectives of organizations and the requirements of society, to formu-
late and work with management systems, especially in the areas of safety, health and
the environment so as to establish a low level of risk with regard to finance and sus-
tainable development.

The main focus, with emphasis on safety, health and the environment, will be on accidents
defined as undesirable incidents having an adverse effect on people, the environment, equip-
ment, property and business. These incidents are usually of short duration, are unintentional,
and do not form part of the normal function of the system.

Other effects on health and the environment will also be considered, where the exposure is
long-term in character and is a result of the normal function of a system, or of a normal life-
style.

In particular, engineering education should provide the basis for the application of risk analy-
sis as a systematic work process according to Figure 1 in the following areas:

e Systematic collection and evaluation of risks and the ability to initiate measures to
reduce risks in order to avoid injury to humans and damage to the environment or to

property.

e To create processes, products, and working environments with consideration for the
requirements of organizations and society regarding safety, the environment, health,
conservation of resources, and economy.

The education should also increase the depth and breadth of knowledge, and create the capa-
bility of communicating and collaborating with many different categories of technical and
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non-technical individuals, as well as being able to work in risk management on the local, re-
gional, national and international scale.

( —> Risk Analysis )

e Scope definition
e Hazard identification
e Risk estimation

\ 4
—p> Risk Evaluation

~
Risk Assessment

< ¢ Risk tolerability
decisions
e Analysis of options )

I

Risk Reduction/Control

Risk Management

e Decision Making
<4 * Implementation
\ e Monetering

Figure 1. Flow chart for risk management [2, 3].

Programme structure and content

The programme consists of compulsory courses, elective courses, and senior thesis (M.Sc.
dissertations), see Figure 2. The compulsory course block covers 40 credits (one year full-
time studies). This block contains basic courses in the area of risk management, which
provide the basis for risk analysis, risk assessment and the development of risk-reducing
measures. The compulsory block starts with courses in basic methods and techniques in both
business administration and engineering. The basic knowledge obtained is then employed in
the next set of courses, which are more applied. The forms of teaching are both traditional,
with lectures, and project based.

In the end of the first year the students can start to extend and specialize their training
knowledge through elective courses and a senior thesis, to a large extent according to their
own interests. Their choice of elective courses should lead to both a broadening and
deepening of their knowledge, such that they are capable of taking responsibility for the
development of new techniques and methods.
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Senior Thesis 20 credits

Elective Courses 20 credits

Compulsory Courses 40 credits
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Figure 2. Content of the Master of Science Programme in Risk Management and Safety Engineering.

The programme is largely based on students themselves selecting the elective courses in order
to create a personal profile and specializing in one of the areas of safety, health and the envi-
ronment. This is based on trends in society towards a growing importance of individual
responsibility in terms of education, especially regarding flexibility and choice. It is also
important to recognize the different levels of risk management maturity in different
engineering disciplines. The approaches taken in different industry sectors are far from
harmonized [4]. It is impossible to cover all aspects of risk management and safety
engineering in a master’s programme, but it should provide the basis from which an overall
view of how risks affect organizations can be applied. Facility in assimilating new knowledge
is therefore an important quality, as well as being able to communicate this knowledge to
others.

Description of optional courses

Risk Analysis Methods
(Swedish credits: 10, ECTS credits: 15)

Upon completion of the course, the student should be able to provide support in risk analysis
for groups working with risk management. In the field of safety, the student should be able to
carry out a quantitative risk analysis for an industrial plant. In the fields of health and envi-
ronment, it should be possible for the student to perform a danger analysis. The analysis
methods with which the student should be familiar range from qualitative and semi-quantita-
tive to quantitative risk analysis methods. The management of uncertainty plays a central role
and is an important part of the course. Methods for the quality assurance of models and input
data with regard to analysis will be dealt with.
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Statistical Methods for Safety Analysis
(Swedish credits: 5, ECTS credits: 7.5)

The course aims to give the necessary knowledge of statistical methods for safety analysis and
to apply the methods to some scenarios. The following content forms the base of the course:
statistical tools for risk assessment, bayes' theory, Weibull distribution and other extreme
value distributions, event intensities and the Poisson process, statistical correlation and Monte
Carlo-simulation, use of means, standard deviations and quantiles for risk assessment, risk
computations, safety index and extrapolation of small risks.

Managerial Economics, Basic Course
(Swedish credits: 5, ECTS credits: 7.5)

The purpose of the course is to give basic knowledge in Managerial economics. In the course
the following issues are addressed: basic concepts, models and management control system,
product costing and capital budgeting techniques, profitability assessment, understanding of a
company’s annual financial report and accounting analysis, the external accounting systems
of industrial companies and marketing.

People, Technology, Organization and Risk Management
(Swedish credits: 5, ECTS credits: 7.5)

The course imparts knowledge about the role and function of people and organizations in
man-technology systems especially focusing on safety taking competitiveness and working
life quality into consideration. After the course the student should be acquainted with the ba-
sics of human errors. Furthermore the student should have the foundations for design and
assessment of man-technology systems, products and organizations for safety from an MTO-
perspective (MTO = Man, Technology and Organization). The student should also be ac-
quainted with the basics of risk management systems from an MTO-perspective.

In the course the following issues are addressed: Human factors and ergonomics, their role in
risk management. The Rasmussen model and a holistic view of risk management. The GEM-
model. Perception. Cognition. Memory. Learning. Human errors - taxonomy and theories,
latent errors, safety barriers, situational factors, Rasmussen's SRK-model. Stress, arousal,
Yerkes Dodson's law (inverted U), psycho-social and physical factors and risk. Decision
making including dynamic decision making. Team and team training. The remedies: selec-
tion, training and good man-technology systems. Product development and interface design
for safety, usability tests, standards and guidelines, scenarios, function and task analysis, heu-
ristic analysis, expert assessments, ‘walk-throughs'. Analysis of some major accidents with a
focus on MTO causes. MTO-risks in some branches. Risk management systems from an
MTO perspective. Safety Culture. Human and organizational factors in risk analysis.
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Safety, Health and Environmental Law
(Swedish credits: 5, ECTS credits: 7.5)

Issues regarding the handling of risks in the legal perspective are full of nuances and very
complex. The various areas are often covered by detailed regulations, which are updated
concurrently with developments. Special emphasis will therefore be placed on ensuring that
students are familiar with the legal system concerning safety, health and the environment. The
course covers learning to find and apply current regulations, as well as obtaining a more gen-
eral understanding of the system, which is important when solving practical problems. Some
international, mainly EU, matters will be dealt with

Economic Models for Risk Management
(Swedish credits: 5, ECTS credits: 7.5)

The aim of the course is to provide knowledge in economic theory and its applications and to
lay a foundation for the use of economic models in connection with risk and uncertainty. The
main areas of application are the calculation of investments, life cycle cost analysis (LCC)
and problems associated with decisions that have to be made in situations of risk and uncer-
tainty, for example, insurance.

The course includes the following: risk management in technical and economic systems (from
both industrial and societal perspectives), risk reduction, risk management in economic
documentation, efficient risk management, diversification/hedging/insurance, risk aversion,
problems associated with principal-agent relations, and economic evaluation of risks in in-
vestment calculations and national economic analysis.

Risk Management Processes
(Swedish credits: 5, ECTS credits: 7.5)

The aim of the course is to bring together and integrate elements in other courses. The general
goal is to provide knowledge on the methods and techniques used in the risk management
process. Upon completion of the course, the student will also be familiar with the basics of
project management, especially risk management projects. This knowledge will be applied to
a project, which forms part of the course. The course will bring together risk analysis, risk
evaluation and the reduction/control of risks to risk management, i.e. the student will practice
his or her ability to make decisions, in the project, based on the analysis and evaluation of
risks. The aim is also to create conditions for the reduction of loss, damage and injury, and
interruptions in operations in an optimal way for the organization (based on the analysis and
evaluation of risks), and to:

e transform uncertainty regarding undesirable events into more predictable, controlla-

ble and budgetable conditions,
e prepare an organization for that which is unlikely, but possible.

The knowledge gained during this course will facilitate communication with other parts of a

company or organization, and considerable emphasis will be placed on risk communication,
i.e. the communication of risk management to the public.
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Examples of elective courses

Applied Process Industry Safety
(Swedish credits: 5, ECTS credits: 7.5)

The magnitude of the risks in a processing plant is determined, to a large extent, during the
planning and design stages. It is therefore of great importance that those involved in risk man-
agement (in areas including safety, health and the environment) in the process industry have
knowledge concerning the basic technical issues. The goal is that students will gain basic
knowledge and sufficient knowledge regarding the important aspects of ensuring the safety of
a processing plant, in order to be able to apply risk management methods included in the Risk
Management Programme. This course is also suitable for students who have not studied pure
process engineering.

Emergency Management
(Swedish credits: 5, ECTS credits: 7.5)

The course is intended for those who have, or expect to have, leading positions in a) the man-
agement of accidents and/or b) planning for preparedness in the case of accidents. The actual
goals are:
e to provide insight into the effects of crises and accidents on socio-technical systems,
e to provide insight into the problems encountered in managing socio-technical sys-
tems that have been affected by accidents,
e to provide insight into strategies employed in managing various types of accidents in
socio-technical systems,
e to provide insight into how a state of preparedness can be developed for the manage-
ment of accidents in socio-technical systems.

Risk Based Land Use Planning
(Swedish credits: 5, ECTS credits: 7.5)

The aim is to provide the student with the basic knowledge required so that he or she can take
part in planning at an early stage, to ensure that risk analysis is included in a strategic phase of
land use planning (urban planning). To acquire knowledge on the basics of planning method-
ology: description of objectives, inventories, analysis and the development of a proposal. To
put this knowledge into practice in outline planning and detailed planning. Parts of the course
will also be dealt with on a more detailed level. Parallel with the land use planning part of the
course, another part of the course aims to provide knowledge on how various kinds of risks
can be dealt with in land use planning, based on risk analysis. This part of the course provides
insight into the use of legislation as a means of ensuring that risks are considered in land use
planning. The student will be expected to understand the points of view of various central,
regional and local authorities regarding risk consideration in land use planning”. The course
also includes lectures, seminars and literature that elucidate problems associated with the vul-
nerability of society and consideration of contingency planning in land use planning.
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Consequence Analysis
(Swedish credits: 5, ECTS credits: 7.5)

Upon completion of the course, the students should:
¢ have good knowledge of the properties of dangerous chemicals,
e Dbe conversant with the theory behind rescue operations following accidents involv-

ing chemicals,

e be able to carry out consequence evaluation following the accidental release of
chemicals,

e Dbe able to use GIS to plan operations following the accidental release of gas or lig-
uids.

Fire Chemistry and Explosions
(Swedish credits: 10, ECTS credits: 15)

Upon completion of the course, students will: be able to assess the risk of fire where the fuel
consists of gases, liquids or solids; be able to describe how the fire will develop regarding the
heat generated, radiation, smoke and poisonous gases; be able to assess the risk of personal
injury; have an understanding of the basic processes of heat transfer and be able to apply this
knowledge in practice in fire physics; have gained knowledge on the properties of materials in
relation to fire; be able to determine the causes of fires.

Senior Thesis
(Swedish credits: 20, ECTS credits: 30)

The senior thesis is intended to demonstrate the student’s ability to apply knowledge acquired
during the course of studies, and that the student is able to carry out a specific task in an inde-
pendent manner.

The thesis consists of work corresponding to twenty weeks of full-time studies, 20 credits and
should be carried out as the final part of the educational programme.

The work may be undertaken at the University, at an industrial site, in a municipality, or at a
research institute in Sweden or abroad. However, a faculty member from the University must
always act as the supervisor. The project work may be theoretical and/or experimental de-
pending on the student's background and interests. The project work is summarized into a
written thesis and presented at a seminar and published in full text on the programme web
site.

Experiences during a three year period
The experience so far, when almost 40 students have graduated and 70 students are in the
programme is that senior thesis is both well received by practitioners and also of high scien-

tific standard. Theses have already been presented at international conferences [5] and new
topics for master’s thesis are continuously received from the industry and the public sector.
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There is strong competition for access to the programme. The group of applicants consists of
highly motivated students with good examination results, which creates excellent conditions
for successful studies at University.

Students with different engineering backgrounds (bachelor degrees), are educated together,
but with the possibility of specializing and extending themselves in a range of different areas,
which results in a very interesting and varied range of competences and interests.

So far, students are employed even before graduating and the demand for well educated risk
management professionals seems strong both in industry and the public sector. Figure 3
shows in what sectors the graduating students have started to work.
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Figure 3. Sectors where the first graduate students have been employed.

Research umbrella

The multi-disciplinary knowledge base at Lund University has been a necessary condition for
the implementation of the programme. Lund University is currently undertaking a special
effort in the area of risk research. A multi-disciplinary risk research centre, LUCRAM (Lund
University Centre for Risk Analysis and Management) has been established.

Through a network of researchers at several different universities and organizations in the
Oresund region, LUCRAM is intended to contribute to developing and disseminating knowl-
edge of research and education in risk analysis and management. Nevertheless, to be able to
maintain a high quality master’s programme international collaboration and benchmarking is
necessary.
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