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Abstract: In this paper we describe a systematic study og-term evolution of
residential broadband Internet traffic coveringaeadar years from June 2007 to
May 2011. The traffic evolution is characterizedrbm the term of the total traffic
volume, as well as the traffic volumes and shaoedlifferent application categories
(file sharing, video streaming etc.), with the fe@n comparing the traffic on the per
IP user basis and among different broadband syiserigroups. The results show
that the average daily total traffic generated agheprivate end user increased only
by about 33 % during the past 5 years. Furtherrélelts show that the P2P file-
sharing has been dominating the network total itrafiut the daily file-sharing
traffic volume per end user largely remains the esaiso, the daily streaming-
media traffic volume per end user has increasethatiaally by over 500% during
the studied period of time. In the meantime, thi#ydeeb-browsing traffic volume
per end user has increased by about 300%. Firamafiyrther investigation among 4
different FTTH broadband subscription groups with1D , 30, and 100 Mbit/s
symmetric access speeds shows that the lower tessaspeed, the more diversified
the end user traffic tend to be.

Keywords:. Traffic monitoring, residential Internet traffic fparn, end user behavior,
long term evolution, file sharing, streaming media

1. Introduction

Internet has now become the global information and communication baseefgraspect
of people’s daily work and life. Even so, global Internet trafeeps on growing steadily
with the ever-increasing mainly video-oriented content distribuonkservices, as well as
with the ever-increasing new devices that are connected toetweork [1]. This puts
challenges for network operators and ISPs to deliver broadbandviPesethat meet the
guality-of-service (QoS) requirements of multimedia servicesiee to provide sufficient
guality-of-experience (QoE) to the end udeis

One important part in meeting this challenge is to understandnthmet traffic
characteristics, especially the Internet traffic patt@ingesidential end users. These users
have generated according[tj about 80% of the global IP traffic in the years 2010-2011,
and they are expected to have even larger total traffic gindine next few years. Indeed,
many research groups have so far published a large number oéirtaffic measurement
and analysis results. For example, in an early sf8dthe traffic statistics in the Sprint IP
backbone network were investigated regarding traffic workloadidrafiplications, packet
delay, TCP flow round trip times etc. The analyses were basestiatiterm (one week)



traffic measurement results and did not distinguish business anceproregumer traffic. In
the work presented if¥, § the residential traffic of 7 major Japanese ISPs were studie
based on up to 3 month long traffic data. However, in this investigatibntotal traffic
volume analyses were carried out.[6), user traffic characteristics of 20,000 residential
DSL customers in an urban area were reported, based on short-tetonluponsecutive
days) traffic measurements. They found that HTTP including vadeo-HTTP traffic
dominated the network (57.6%). However, the traffic analyzing tool eddptthis work
was not well capable of identifying peer-to-peer (P2P) tatience a large portion of
traffic were unclassified. IN7], Fiber-to-the-home (FTTH) customer activities were
characterized, based on up to 6 month traffic data for about 2500 endu§@rg traffic
characteristics of wireless networks were reported, which shalas even for wireless
networks P2P file sharing constitutes more than 50% of the total network traffic.

Despite the numerous publications so far in the context of Inteafet measurement
and analyses, there are few studies focusing on the long-tefim pi@ttern evolutions. In
[10] a 7 year long traffic investigation was reported. However, sdfiort, only 15 minute
traffic each day from 14:00 to 14:15 were recorded, and the tdaffecwere extracted from
the backbone of a Japanese academic network connecting only umigseasiti research
institutes. In another effort [11], focus was put on comparing spe&alP traffic during
years 2002-2004 on two OC48 (2.5 Gbps) links of Tier 1 ISPs. In another|p2peeek-
long residential traffic data sets from 2004 to 2008 (one weekdh gear) of 6 major
Japanese ISPs were used to study the traffic volume evolutiah trewever no further
results of traffic application breakdown were given in this worktHermore, apart from
research papers, there are also commercial reports publishgdoredne global Internet
traffic statistics [e.g. 1, 13, 14]. These reports usually focub@macro traffic application
shares and total traffic volumes over large geographic &éast Europe, North America
etc), but reveal little information on e.g. the actual end user nuamaebroadband access
speed distributions, thus lack the information of the traffic volumeagpdications on the
per end user and per access speed bases.

In this report, we describe, to the best of our knowledge, thdifirstsystematic study
on long-term evolution of residential broadband Internet IP traffic coveriaiehdar years
from June 2007 to May 2011. The traffic data were collected fromacium-sized Swedish
municipal network that has about 2600 end users, mainly using FTTidbaméd The
traffic evolution is characterized both in the term of the totdfit volume, as well as the
traffic volumes and shares for different application categorigbeietwork traffic (file
sharing, video streaming etc.), with the focus on comparing dffiecton the per IP end
user and per access speed bases.

2. Target network, traffic data collection and storage

The network, in which the measurements were performed, is a mediednhraunicipal
network in Swedelfi7]. There are approximately 2500 FTTH households connected to the
network, and a small numbell (00) of DSL lines and some enterprise and campus end
users. Further, the network is an open network, hence there are §&vsrd choose from,

and each ISP offers a set of subscription types with the maxsgyometric access speed

at 100Mbit/s.

The traffic data collection tool used in the study was PacketLPL) [15], a
commercial traffic management device. In PL, traffic isitdied based on packet content
(deeppacket inspection and deep flow inspection) instead of gedmitions. The device
can identify more than 1000 Internapplication protocols, and the signature database is
continuouslyupdated.The identification process connection-oriented, which means that
each establishecbnnection between two hosts is matched to a certain appligatitotol.
Using PL, for 90-99% of the traffic, a match was found duringdkatification period. PL



uses the traffic in both directions in the identification procesd, racords all the traffic
(both the inbound and the outbound) that pass through it every five-minute orriheff
the traffic volume, the traffic application, the actual timingd @ahe IP address for each
traffic record during the 5 minute period of time.

For collecting the traffic data, the PL was connected tan#teork via optical 50/50
splitters. The measurement point is the Internet Edge (IE) aggmegaoint, where the
service providers are connected to the netWdfkin order to enable long-term study of the
target network traffic statistics, a MySQL data base established to store the original
traffic records collected by PL. When transferring dateheoMySQL server, the IPs are
hashed, ensuring that no violation of integrity or law is done. In phrtde log data of the
DHCP server of the network are also stored in the same deta ae DHCP server log
contains information as timing, (hashed) IP address, broadband saubmeription type,
access switch and access port. Thus, in linking the two databse$ (PL record data and
DHCP log) in the same data base, each traffic record callésté’L can be traced to e.g.
the end user’s broadband subscription type, the access switchndtdy anatching the
(hashed) IP addresses of the two data sets, the traffic trehategenerated by private end
users can be excluded in the data analyses, as is the case in this study.

3. Traffic evolution over 5years

In this study, all the traffic analyses are based on théy*deaffic statistics. Here, ‘daily
traffic’ means that the stored raw traffic data of evemypibutes (with the time stamping
from kl 00:00 to kl 23:55) were summed up over every 24 hour period of tinmtbeln
meantime, the summed up daily traffic are also further grougeddifferent application
categories according to the following classifications:

* File Sharing including peer-to-peer (P2P) file sharing traffic and cliemtar file
sharing traffic, but not including HTTP-based direct download file sharafigc offered
by e.g. RapidShare and Megaupl¢afl;

» Streaming Mediaincluding both video and audio streaming traffic, such as flado
over HTTP (e.g. YouTube), HTTP media stream, real-timestiey protocol (RTSP),
and real-time messaging protocol (RTMP) family. P2P mediam is also included in
this category;

* Web Browsingtraffic generated by HTTP including its plugins. Note that th#i¢
generated by file hosting direct download services (RapidShazgalpload etc.) as
mentioned above is classified into this category (as HTTP download traffic);

» Unknown traffic that are not recognizable by PL;

» Others, including traffic categories ofFile Transfer Messaging and Collaboration
Entertainment Network InfrastructureBusiness SystemBemote Accessnformation
andMalware This is because that, as can be seen in the following sectitms péper,
the total traffic belonging to these application categoriemumted only up to a
maximum of 6% of the total network traffic during one calendar year periochef t

3.1 End-user number and broadband subscription distributions

As important background information, Fig. 1 shows the counted daily aatdeuger
number and their broadband subscription distributions for 3 periods at genibg,
middle, and the end of the studied period of time. One can see thatfrapathe end of
2007 to the early 2009 where the measurement was targeted cgtlgciio the small
amount of DSL end users, the measurement covered broadband subsatibérihit/s
up to 100 Mbit/s access speeds, among which the 10 Mbit/s subscriptibedmathe most
popular choice. In the meantime, there have been in average about t#@e{gy)
30 Mbit/s broadband subscribers and particularly about 75 (symmetric) Xfitis M
broadband subscribers that already from year 2007 have been connelstedetwork and



under the measurement coverage. Further, Fig. 1 shows that therdataenately a few
discontinuity periods of traffic data collection during the studiedodeof time. This is
partly due to administration reasons of the studied network, e.gedbefiguration of the
network, and partly due to the replacement of the measurement equipment.
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Fig. 1. Daily active end user number and their broadband subscripgtemistributions during the
selected 3 periods of time.
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Fig. 2. Daily network traffic evolution over the studied period per end user.
3.2 Dally traffic evolutions on the per end user basis

Fig. 2 shows the end user averaged daily traffic evolutions fanbweind, outbound, and
the total traffic, respectively, in the form of stacked tmaffolumes belonging to different
traffic categories. Note that in order for easy comparisony theis (traffic volume) scales
are the same. We can see that the average daily tofal p@f end user increased only by
about 33 % over the past five years, from about 3 Gbyte to about 4 @ytiay. In the
meantime, even though the P2P file-sharing remains the dominambrkebandwidth
consumer, the daily file-sharing traffic per end user largetyains the same and already
reached its peak at the beginning of the studied period of timgapad from year 2008
when only a small amount of DSL end users were under investigatem) suffered a
major drop from the first half year of 2009. This is attributed tdStivedish enforcement of
the European Union’s Intellectual Property Rights Enforcementctiiee (IPRED)
effective from April 1 20097], which has seen almost 50% drop of file sharing traffic on



April 1 2009 compared to the day before. On the other hand, the da&mstig-media
traffic per end user has increased dramatically by over 5008 the end of year 2008,
from about 0.06 Gbyte per day to about 0.5 Gbyte per day. As shown in Fig. 2, the
streaming-media traffic is inbound dominant. Even so, it can be notiaethth outbound
streaming media traffic has also gained significant growth fteeretd of year 2008, and

this is due to the dramatic growth of P2P enabled streaming nmalieaéions[17]. Also,

the daily web browsing traffic volume per user has increageabbut 300% over the past

5 years, from about 0.075 Gbyte per day in 2007 to more than 0.2 Gbyte per day in 2011.

3.3 Traffic application shares

Fig. 3 shows the traffic application shares of the total reconddfictdata during each
calendar year period. Note that apart from the period of 2008 during which thednaifes
are based on the traffic of about 100 DSL broadband subscribers, dihffie share
statistics are dominantly based on traffic of FTTH end useosn Fhis figure we can see
that, firstly, file sharing has been dominating both the inbound and outbound ketwor
traffic, even though the total file sharing traffic share thasreased from 86% in 2007 to
71% in the first five months of 2011. For the studied network, the filenghaaffic has
been overwhelmingly P2P based with just a very little amount iehteterver traffic
(< 0.1%), and BitTorrent has been the mostly used P2P file sharing protocol (augbomnt
over 90% of the P2P file sharing traffic). This is in conttasthat was stated ifi4] and
particularly in[1] that file sharing amounted to only 40% and 34% of global consumer
Internet traffic in year 2010 and 2011, respectively. One possible naxtigla of this
observation difference is that P2P file sharing, e.g. BitTorreay, tend to find local peers
within the same access network, hence a large amount of P2 @én&fkept flowing
among them and not visible at a higher level Internet exchange phistsuggests that in
order to have a full picture of the residential Internet usafidrcharacteristics, it is
necessary to do the traffic measurement as close to the endsupessible. The other
feature of file sharing traffic for the studied network ist e outbound traffic share has
been significantly more than that of the inbound traffic. This behavsowell known for
FTTH based networks where a P2P user with high uplink bandwidth idteémtée chosen
as a good peer acting as a virtual server for other P2P users.

Secondly, streaming media has emerged to be the second lewga#butor to the
traffic of the studied network, from amounting to only 2% of the to&ivork traffic in
2007 to up to 13% of the total network traffic in the first 5 months of 20%1staAted
earlier, the streaming media traffic consists of video, aadioyell as P2P streaming media
traffic. The dominant contributors to the streaming media traffithe network are not
surprisingly video applications consisting mainly of flash video ovefrPi{YouTube is
classified into this sub-category), HTTP media stream, and R&vhily that, for example,
amounted to 89% of the total streaming media traffic in May 2011lleviti the same
period of time P2P and audio amounted to 4% and 7% of the total stremmang traffic,
respectively. Hence, unlike file sharing that the uplink outbound trafficirddes, for
streaming media the downlink inbound traffic has a dominantly largee,sli@ounting up
to 26% of the total inbound traffic in the first five months of 2011.

Thirsdly, for web browsing, the traffic also features a maehdr inbound traffic share
than that of the outbound traffic. Apart from year 2007, the web bngwisaffic share
remains largely the same at the level between 11%-14% fankiband traffic, and 6%-8%
for the total traffic. Worth to note here also is that the ATdbwnload traffic within this
category has increased significantly from less than 30% in 2089 to over 40 % in
January 2011 of the total web browsing traffic. This is in accomdanit the observations
in [16] and attributed to the ever-growing popularities of one-click Hibsting direct
download services offered by e.g. RapidShare and Megaupload.
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Fig. 3. Total traffic application share evolution over the studied 5 yemdpa time.
3.4 Traffic evolutions of different FTTH broadband end users

As a further step, we investigated the daily traffic patteoiutions for different end user
broadband subscription groups. In this step, we have chosen the ISP of thé& tiedtvibas

the largest group of broadband subscribers. 4 groups of end users of twsréSselected,

with the symmetric broadband access speeds of 1, 10, 30, and 100 Mip#stively. For

the 10 Mbit/s and 30 Mbit/s broadband connections, the covered end user numbers under
the study period have remained at the level of 500 and 110, respeotdly for the 1

Mbit/s and 100 Mbit/s access speeds, the end user numbers weréegekiogé 100 and 50

at the beginning of the studied period in year 2007, and graduallasectdo the level of

200 and 100 since year 2011, respectively.

Fig. 4 summarizes the total (of both inbound and outbound) daily traffiatendd per
end user for the 4 different end user groups. Note here that thesYdaxoting the traffic
volumes have different scales due to the large (traffic volumé&relifces among them.
From this figure it is clearly shown that the traffic evaatdiffers significantly among the
4 end user groups. More specifically, first of all, the lower theesg speed, the more
diversified traffic evolution. For the first year of 2007, the blakgred file sharing traffic
exclusively dominated the total daily traffic for all the 4feliént subscription groups.
However, since the year 2009, the 10 Mbit/s and especially the 1 Mbd/sisers’ traffic



have tended to be more and more diversified, with the streaming nmatfia shares
reached to 15% and even up to 36% of the total traffic during #tdifie months in 2011,

for the two subscription groups respectively. In the mean timéléhsharing traffic ratio

has dropped to 71% and even down to 32%, for the 10 Mbit/s and 1 Mbit/s end users,
respectively. On the other hand, for the 30 Mbit/s and 100 Mbit/s end treefde sharing

has always been dominating their daily internet usage with owér @0the total traffic

share all the time throughout the studied period.

Secondly, apart from the 1 Mbit/s end users, the daily totaictredfume per end user
remains largely the same over the studied period of time. Thetdsfic volumes per end
user during the first five months of 2011 are 0.5, 3.2, 6.4, and 13.2 Gbytiee fby 10, 30,
and 100 Mbit/s end users, respectively

Thirdly, for the 1 Mbit/s end users, apart from streaming meldéaweb browsing and
messaging traffic also have significantly larger tra#fi@ares than those with higher access
speeds, suggesting these ‘lower end’ users may be more sodiatiyed. On the other end,
for those ‘higher end’ 100 Mbit/s users, apart from file sharingy thleo generate a
significantly larger amount of remote access and file tearigaffic, suggesting that at least
some of those 100 Mbit/s access lines are used for some kind of home enterprigesactivit
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Fig. 4. Total daily network traffic evolution per end-user ower $tudied period for 1, 10, 30, and
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4. Discussions and conclusion

In this work we carried out a systematic study on long-termuéwols of residential
broadband Internet traffic covering 5 calendar years from June 200aya2011. The
novelty of this work is that the traffic volume and traffic apdlma evolutions are
analyzed on the per end user and per access speed bases, whigrtent and inevitable
in understanding and predicting a network total traffic growth trenddbas the maturity
of the studied network (the increase rate of new end users, thgbbnohasubscription
distributions etc). In this study, we find that the average daid} traffic generated by each
private Internet end user has an annual growth rate of only 6%. Ordastonarawn from



this observation is that the major Internet traffic growth drivorgds are from the new end
users and new devices that are connected to the network. Anotharsgamchay be that
the customers in FTTH networks have reached a maturity in Inteonsumption much
before other users, and hence the growth rate has slowed doweemé#te/orks. It should
be noted here, that much of the traffic volume has been attributée stdiring traffic, and
that major changes in usage are seen due to legislative decisions. Théstaffend results
heavily. The other observation of this study is that even though tRdfile2sharing has
been dominating the network traffic, the daily file-sharing itaffolume per end user
largely remains the same. On the other hand, the daily streaneidi@ traffic volume per
end user has experienced a dramatic annual growth rate of4l86pyaind has now become
the second largest traffic application category. From this olgmmyane may conclude
that streaming-based new video and audio services such as YouTub® ®N-letc. are
indeed the driving forces for the increase of the total networkctigénerated by the end
users. A further investigation among 4 different FTTH broadband sptigorgroups with
1, 10, 30, and 100 Mbit/s symmetric access speeds shows that the lowecdhks speed,
the more diversified the end user traffic tend to be. This mayestdjgat online streaming
media services, though have enjoyed a dramatic growth in théepagears, are still not
mature enough to topple the P2P file sharing oriented online habitsiadlgptor heavy
Internet end users.
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