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Abstract

Accidents with vehicles happen more often than they should, whether it is by road traffic
accidents or maritime accidents out in the sea. One big contributing factor is human error.
Distraction, influence of alcohol/drugs, carelessness and speeding are examples of factors that
can lead to severe injuries for the passengers, the surrounding people and to infrastructure. By
transferring human maneuvers to a more autonomous operation, it is believed that safety will
increase. This is true for all vehicle types, such as cars, ships, drones and trains — which are the
vehicles the thesis is focusing on. Autonomous vehicles are developing fast, and it is also the
case of their risk assessment methods. Research in this field is new and a general applicable
method that works on most systems and situations does not exist. Not even the industries have
a clear image of how risk assessment should be done on such vehicles. At the same time, new
security risk emerges. When a technology becomes less human reliant and have fewer manual
functions, malicious attackers find new areas to strike. The risk assessment method must thus
cover both safety and security perspectives. The thesis’ aim is to increase knowledge about risk
assessment of autonomous vehicle and to analyze the found information in order to assemble
a holistic risk assessment framework. A Scoping Study and consultative interviews were
conducted to investigate the current knowledge about assessment methods and the results
formed the RAAV framework. The RAAV framework is based on a customized S&S model.
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1 Introduction

In this introductory chapter, the purpose behind the thesis and the overall approach are
described. The rationale and research aim are presented first, followed by the research
questions and objectives, and the chapter concludes with the thesis structure.

1.1 Rationale and Research Aim

Every 23 seconds, one person dies from road traffic according to WHO (WHO, 2018). It is not
only car users among these lost lives, but also cyclists, motorcyclists and pedestrians. One huge
contribution to the 1.3 million road traffic deaths per year is human error. Factors such as
speeding, alcohol influence, influence of other psychoactive substances, distracted driving and
carelessness lead to unsafe road conditions. (WHO, 2021)

Accidents in the marine are fortunately not as vast as for the road, but still significant. In 2019,
3062 causalities and incidents were reported to the European Marine Casualty Information
Platform. 54 percent of the contributing factors are due to human action. (EMSA, 2020).

Human influence on any traffic can thus be seen as a safety issue. Technology has for that
reason developed features that assist the human driver with maneuvering, monitoring and even
operating the vehicle. The US National Highway Traffic Safety Administration (NHTSA)
defines five eras of safety (NHTSA, n.d.), as seen in Figure 1, and we are now in the era of
Partially Automated Safety Features. Next phase would be going into full automation. This is
true for self-driving cars, but also for other vehicle types. For instance, research in autonomous
ship has increased significantly in the last few years (de Vos, Hekkenberga, & Valdez Banda,
2021), autonomous trucks are on their way (Fortos, 2017) and autonomous drones are
becoming increasingly popular (Allouch, Koubaa, Khalgui, & Abbes, 2019). In conclusion, all
types of vehicle are moving towards autonomous operations.

The benefits of autonomous vehicles are many. It can reduce lost lives, reduce pollution by i.e.
more efficient route planning, create more time for humans to do other practices during
commuting (Wang, Zhang, Huang, & Zhao, 2020), reducing human operation costs in i.e. ship
crew (Tam & Jones, 2018), accessing areas too dangerous for humans with i.e. autonomous
mining vehicles (Mining Technology, 2021), enhance transportation of goods with i.e. drone
transportation (Allouch, Koubaa, Khalgui, & Abbes, 2019), among others. Autonomy is not a
new concept but implementing the concept in vehicles forms new unpredictable hazards. It is
important that the risks will be identified, analyzed and then evaluated. It is especially true for
a new technology that might have a huge impact on the future transportation.

Autonomous vehicles are safety-critical systems, errors in the system can lead to fatal
consequences. The vehicle must be considered sufficiently safe before it can be commercially
or privately used. The contemporary research in that field is still struggling. For instance, there
are still uncertainty issues when it comes to machine learning for artificial intelligence, which
role is to identify patterns and make decisions (Shafaei, Kugele, Osman, & Knoll, 2018). The
vehicle must also be prepared for all traffic scenarios — and there are many — which is a struggle
for the testing phase (Wagner, Groh, Kiihbeck, Dorfel, & Knoll, 2018). Moreover, going fully



autonomous opens up another aspect for malicious attackers. Cyber risk, sensors being jammed
and hijacking the critical vehicular communication system, among others, are now an emerging
security issue (Tam & Jones, 2018; Bouchelaghem, Bouabdallah, & Omar, 2021). Ensuring
both safety and security are consequently a priority. How risk is assessed is an interesting and
crucial part of the manufacturing and development phase of these self-operating vehicles.

The technology of autonomous vehicles is developing rapidly and the end goal might be in the
close future. To stay up to date on the risk assessment development process which evolves
side-by-side the vehicle can be troublesome, when new information emerges all the time.
Currently, there exist no comprehensive overview of how risk should be dealt with autonomous
vehicles, only scattered contributions from different researchers. To process all new incoming
research and summarize it to something concrete can also pose as a challenge. This thesis will
try to tackle this problem.

The research aim of the thesis is twofold. The first aim is to is to increase knowledge about
how risks are assessed during the design and manufacturing phase of autonomous vehicle
production. The second aim is to analyze the gathered knowledge and to assemble a risk
assessment framework regarding autonomous vehicles that utilizes the compiled information
but in a more holistic manner. The framework can be used as a starting point when assessing
risk in autonomous vehicle and are in line with modern risk science.

2000-2010 2016-2025
Advanced Safety Features Partially Automated Safety Features
Electronic Stability Control Lane Keeping Assist
Blind Spot Detection Adaptive Cruise Control
Forward Collision Warning Traffic Jam Assist
Lane Departure Warning Self-Park
N ” \\\
. N\
‘\\\ \\\
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\\\
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\\\\“ y \
1950-2000 2010-2016 2025+
Safety/Convenience Features Advanced Driver Assistance Features Fully Automated Safety Features
Cruise Control Review Video Systems Highway Autopilot
Seat Belts Automatic Emergency Braking
Antilock Breaks Pedestrian Automatic Emergency Braking

Rear Automatic Emergency Braking
Rear Cross Traffic Alert
Lane Centering Assist

Figure 1: The five eras of safety, figure adapted from NHTSA (n.d.).

1.2 Research Questions and Objectives

The aim is met through three parts. First, a literary study is performed in order to find out the
current research development, then exploring how industries are working with this subject by
conducting consultative interviews, and lastly, compiling a framework of the discovered facts.
The research questions and objectives to meet the aim are presented below.

10



Research Questions (RQ):

1.

What is known in current literature and studies about risk assessment methods for
autonomous vehicles during design and manufacturing phase and the context in which
such methods are applied?

How do companies work with risk management regarding autonomous vehicles today?

How should the risk of autonomous vehicle be assessed during design and
manufacturing phase based on modern risk science and current approaches?

Research Objectives (RO):

1.

3.

To investigate the current literature about risks and autonomous vehicles during design
and manufacturing phase.

To conduct consultative interview with practitioners working with risk and autonomous
vehicles.

To create a framework that may be used in the industry.

A Scoping Study method is conducted as the literary study, where RQ1 is answered. Next, the
interviews give an insight to RQ2. These will then assist in answering RQ3 in the framework
compilation part. Each research objective is formulated for each of the three respective steps
in the thesis.

1.3 Thesis Structure
The structure of the thesis is as follows:

Chapter 2: Background

o Presents the current status of autonomous vehicles. The chapter also introduces
the concept of risk management. Finally, it ends with the thesis’ delimitations.

Chapter 3: Methodology

o Describes the methodology for the scoping study, the consultative interviews
and the framework compilation.

Chapter 4: Scoping Study Results

o The findings from the Scoping Study are presented as an overall analysis and
an in-depth analysis.

Chapter 5: Consultative Interviews Results
o The findings from the consultative interviews are presented.
Chapter 6: Framework Compilation

o The framework is presented.

11



e Chapter 7: Discussion/conclusion

o Summarizes and discusses key findings.

12



2 Background
This section provides a background on autonomous vehicles, risk management and the
delimitations of the thesis.

2.1 Current Status of Autonomous Vehicles

First of all, it is good to distinguish the word automated and autonomous, as they are oftentimes
used interchangeably. Automated vehicles are vehicles which can monitor the environment and
can operate by themselves most of the time but will need a human operator to regain control in
certain situations. Autonomous vehicles, however, do not require any human interaction at all
and could thus be considered as a higher level of automation. (Bouchelaghem, Bouabdallah, &
Omar, 2021) There exist several classifications of the level of autonomy, i.e. by Society of
Automotive Engineers (SAE) International (SAE, 2018), U.S. national Highway Traffic Safety
Association (NHTSA, 2016) and Pilot Authorization and Control of Tasks (PACT) framework
(Bonner, Taylor, Fletcher, & Miller, 2000). The classifications are constructed based on one
specific type of vehicle, but the general concept of the automation levels can be applied to any
vehicle.

On the topic of vehicle types, the Merriam-Webster Dictionary’s definition of a vehicle is “a
means of carrying or transporting something (planes, trains, and other vehicles)” (Merriam-
Webster, n.d.). Vehicle is thus not limited to motor vehicles like cars, but also other crafts such
as aircrafts, spacecrafts, railed vehicles and watercrafts. All these vehicle types are included in
the thesis but the main focus is on autonomous cars, ships and drones. This is due to the fact
that these vehicle types were most commonly mentioned in the literary study.

Automated vehicles already exist in the open traffic to some degree. In the aviation industry,
the autopilot function makes the operations highly automated, letting the human pilot have
more time and freedom to oversee the overall status of the flight instead. The autopilot can read
the environment, such as finding the current navigation position, and have actuators controlling
the movement. (FAA, 2009) Manned automated flights are thus common, full autonomous
operations are however not established yet (Johnsen & Evjemo, 2017). Automated functions
in modern cars have also become more and more common. Cars nowadays are equipped with
driving assistance such as lane keeping and cruise control (Maple, Bradbury, Le, & Ghirardello,
2019). Fully autonomous cars are in development right now, companies like Tesla (Tesla, n.d.),
Google (Waymo, n.d.) and Volvo (Volvo, 2020) are in the leading edge of that field
(Chakraborty, 2021), but not yet entirely ready. Autonomous vehicles are in other words up-
and-coming and will probably be released in the near-future.

Safety and security issues are contributing factors that hinders the development process of
autonomous vehicles (Wang, Zhang, Huang, & Zhao, 2020). Safety deals with accidental risk
that arises from the system. Safety issues affect the environment, the system itself and humans.
To create a safe system is done by reducing the risk of harm to an acceptable level. Security,
on the other hand, is about antagonistic attacks and malicious risk. The attacks on the system
are usually oriented from the environment, i.e. by an attacker. In order to become more secure,
the risk related to confidentiality, integrity and availability must minimize. Safety and security
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are of course interrelated with commonalities but also differences and are crucial for the
development process of the vehicles. (Amro, Kavallieratos, Louzis, & Thieme, 2020)

There are standards that regulate the safety and security requirements. Some standards are
broad and covers everything which is considered as a machine, which autonomous vehicles
are, some standards are especially developed to a certain vehicle type, i.e. cars. The contents
in the standards also vary from functional safety to cyber security. In Appendix Al, some
standards regarding safety and/or security relevant to autonomous vehicles are presented.

2.2 Risk Management

The science of risk management has evolved over the years. Traditionally, the performance of
risk analysis is based on probabilities, and those probabilities were acquired through historic
data and were the main source for deciding a risk level. This was especially true for the nuclear
plant industry and the traditional perspective has proven to be quite successful for the majority
of the time. However, when a set of worst case scenarios occur simultaneously, severe
accidents have taken place. In complex environments, with many systems tightly coupled,
disasters have found ways to creep in. Realizing that the traditional way of managing risk was
not enough, a new perspective has evolved. This new outlook is characterized by uncertainty
rather than probability, the definition of risk has broadened and the focus is not only on what
should be done to prevent risk, but also on how the operations are managed now. (Aven, 2018;
Tehler, 2020)

There are many varieties of definition of risk. The new risk perspective’s definitions normally
accentuate uncertainty and the severity of events or consequences. Probability, on the other
hand, is only one way of describing and quantizing uncertainty. Uncertainty is a situation where
true or false are unknown, in other words is that it is unknown if an event could possibly affect
harm or not. It also covers the unknown consequences and unknown severity. (Aven, 2018;
Tehler, 2020) With the modern risk perspective, risk scientists have found a distinction between
fundamental risk analysis and applied risk analysis. The fundamental can be considered as the
general type of analysis, where the practices are generic and are not bound to any subject or
situation. Conversely, applied risk is like having one foot in risk science and the other in another
science field and then combining them. Even though there is a distinction between the two
analysis fields, they have strong interaction with each other. The fundamental risk analysis
should assist in creating an applied analysis, and the applied analysis should provide with new
insights to develop the fundamental one. (Aven & Flage, 2020)

Two organizations that have high influence on risk management are the International
Organization for Standardization (ISO) and Society for Risk Analysis (SRA). ISO develops
and publishes worldwide technical, industrial and commercial standards, including risk
management standards (ISO, n.d.). SRA is a learned society for anyone interested in risk
analysis, where information and methodologies about risk are discussed, risk knowledge are
being promoted and collaborations about risk management between organizations are
encouraged (SRA, 2021).
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ISO defines risk management process as Figure 2. Risk assessment is a part of the whole
management and consist of three main steps; Risk Identification, Risk Analysis and Risk
Evaluation. These are to be performed iteratively and systematically. (ISO, 2018)

The aim of risk identification is to recognize hazards or undesired events that could hinder the
achievement of goals, in order to be able to further perform an analysis. Important to remember
during this step is to include all types of hazards, even seemingly insignificant ones, as it may
be difficult to determine the triggered consequences. (Coppola, 2011) Additionally, before
starting this step, the scope of the risk management activities should be decided, the context of
the system described and the criteria of what type of risks and the amount of what the system
can take should be specified. (ISO, 2018)

In the step of risk analysis, the purpose is to characterize risk. The characterization should
consider risk sources, consequences, scenarios, uncertainties, complexity, connectivity, and if
possible, likeliness. It is possible to conduct a solely qualitative analysis, or quantitative, but
could also be combined. (ISO, 2018) Conducting quantitatively usually expresses the risk as a
probability distribution, while qualitatively uses other types of qualitative measures, such as
characterizing risk into classes without using likelihoods or frequencies (Aven & Renn, 2010).

The last step of the risk assessment, as per the [ISO-standard, is risk evaluation. The evaluation
is performed in accordance with an established risk criteria and can lead to decisions such as
doing nothing further, treating risks or to reconsider objectives (ISO, 2018). Evaluation is the
last step before treating the risk, which concludes the risk management process.

Risk management is a time-consuming and extensive process. Not all new technologies have
been able to form an elaborate methodology for each step, which gives an insight to the
readiness of the product. The three risk assessment steps could be used as a landmark of how
far a technology has developed.
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Figure 2: Risk management process by 1SO, figure adapted from ISO (2018).

2.3 Delimitation

Autonomous vehicle have the possibilities of becoming a life changing technology that might
form new living conditions in the future. With that comes risks. Risks with autonomous vehicle
can stretch from the initial design phase to the testing phase, then the usage phase and even the
decay phase. Delimitations of risks that will be included in the thesis must be drawn. Only risk
that belongs to and arises from the manufacturing and design phase of autonomous vehicles is
considered. Risk about pollution due to a potential higher number of vehicles in use, job loss
for chauffeurs and pilots, laws and policies, economics and the creation of connected and smart
cities, which are all factors to be considered in the testing and usage phase, are beyond the
scope of the thesis.
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3 Methodology
This chapter explains the methodology behind the scoping study, consultative interviews and
the construction of the framework.

3.1 Scoping Study

Scoping study is a method for reviewing literature. It is especially adapted to search broad
topics to address what kind of papers and studies that exist within the subject. At the same time,
it is a tool for identifying research gaps in existing literatures. The aim of conducting such a
study is to gain a full systematic review on the topic. (Arksey & O'Malley, 2005) Arksey and
O’Malley (2005) presents a scoping study framework consisting of six steps. This thesis will
utilize the first four steps, which are described in the following subsections.

3.1.1 Step 1: Identifying the Research Question

The first step is to set a research question for the scoping study. It should be broad to not
exclude any useful information. (Arksey & O'Malley, 2005) The question the thesis research
is as follows:

What is known from scientific literature about risk assessment regarding autonomous vehicles?

It is important to clarify any ambiguous terms in the question (Arksey & O'Malley, 2005). Risk
assessment and vehicles may come across as ambiguous. The definitions of these terms are
described in chapter 2 Background.

3.1.2 Step 2: Identifying Relevant Articles

The purpose of this step is to identify articles that are relevant to the research question. This
could be done in two parts; database selection and search query identification (Beerens &
Tehler, 2016).

Database Selection

There are different sources to gather material, the most feasible for this thesis is using electronic
databases. Scopus, owned by Elsevier, is the sole database for the article search in the thesis
because of its wide range of research fields (Beerens & Tehler, 2016). No grey literature was
explored due to the suspicion of companies’ non-willingness to publish well detailed
publications about their up-and-coming driverless vehicles.

Search Query Identification

In order to perform an efficient search, a search string could be convenient. The search string
was based on a Boolean approach and included keywords and their synonyms (Beerens &
Tehler, 2016). Three main keywords were determined; “Autonomous”, “Vehicle” and “Risk”.
Together with their synonyms, the search string consisted of:
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1. Autonomous OR Self-Driving OR Driverless;
2. Vehicle OR Transport OR Craft;
3. Risk OR Safety OR Danger OR Hazard.

The three keywords and their synonyms were strung together with an AND operator. Initially,
there was a lot of different synonyms for “Vehicle”, such as automobile, ship, train and so on.
But after making a search with only the three words in the list above, it was found that it
generated a huge number of findings that also covered other vehicle types other than cars.
Satisfied with this result, all other synonyms were neglected.

It should also be pointed out that “safety” might not be considered as a synonym of “risk”, as
the word “risk” usually has a negative connotation. These words were paired anyway due to
the reason that they both could relate to risk assessment practices.

3.1.3 Step 3: Study Selection

With the search query identification, a total of 10087 documents results was found. Not all
documents were in English nor met the requirements of being peer reviewed, which is the initial
criteria. By being peer reviewed, the article can be considered as more scientifically valid and
is ensured to hold a higher standard (Moberg, 2015).

Initial Criteria:
e DPeerreviewed;
e English.

Duplicates, according to their title, were removed with the help of Microsoft Excel. Thereafter,
the title analysis could begin. To conduct the analysis, an inclusion and exclusion criteria were
formed and are presented below. The same criteria formed the basis of the next step, which is
the abstract analysis. Some documents were unable to open or obtain. The general steps and
findings are illustrated in Figure 3.

Inclusion Criteria:

e Article focuses on autonomous vehicle(s);

e Article addresses aspect(s) of risk assessment or identified risks.
Exclusion Criteria:

e Article emphasizes on risk outside the design and manufacturing phase of autonomous
vehicles, such as pedestrian movement, hazardous road routes or environmental
impacts;

e Article emphasizes on legislations or policies.

After the abstract analysis, 41 documents fit the scoping study’s research question. These were
categorized into two groups, group 1 and 2. Group 1 consists of articles that present any type
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of risk assessment model or presents identified risks that have a holistic view, whilst group 2
has articles that present risk assessment with specific functions or areas within autonomous
vehicles and are too detailed to be read as thoroughly as group 1, but still give insight to the
overall research field in the subject.

TITLE-ABS-KEY { autonomous ) OR TITLE-ABS-KEY ( self-driving ) OR TITLE-ABS-KEY ( driverless ) ) ) AND ( { TITLE-ABS-KEY ( vehicle ) OR TITLE-ABS-KEY ( craft ) OR TITLE-ABS-
KEY (transport ) )} AND (( TITLE-ABS-KEY ( risk) OR TITLE-ABS-KEY ( hazard) OR TITLE-ABS-KEY ( danger ) OR TITLE-ABS-KEY ( safety)

Initial Criteria
* Peer Reviewed « English

Remove Duplicates

* Inclusion Criteria * Exclusion Criteria

Abstract Analysis
Document not available: -14

Charting Data

Figure 3: The Scoping Study process.

3.1.4 Step 4: Analysis

The analysis is performed in two separate steps; an overall analysis and an in-depth analysis.
The overall analysis presents diagrams of interesting facts such as the articles publication year,
what type of vehicle they relate to, the risk assessment steps covered and more. It gives the
reader an overall insight of the findings from the articles. The in-depth analysis presents details
of risk assessment method steps and some identified risks.

3.1.5 Limitations of Scoping Study

There are certain limitations when conducting a scoping study. Human factor is one of great
importance. Which articles that are considered as relevant are based on the inclusion and
exclusion criteria written in 3.1.3 Step 3: Study Selection, yet due to the human factor, it is
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possible to miss relevant articles — especially when there are over two thousand titles to go
over. To combat this, the titles were checked twice and if a title was on the borderline of being
included or not, it would always pass forward to the next analysis phase just in case.

To filter documents based on their title is essential, it would otherwise be very time consuming.
Relevant articles may however get filtered out due to non-explanatory titles. Because of this
fact, short titles that includes at least one inclusion criteria, and none of the exclusion criteria,
got passed to the abstract analysis.

Charting the articles by their abstracts has shown to be challenging, a few were hard to be
defined into one group. Some adjustments and re-categorization had to be made after a
thorough read-through of the articles.

In the analysis step, some articles did not explain interesting details thoroughly and seem to
assume that the reader already has that knowledge. In those cases, external sources had to be
brought in. Thus, the scoping study results include some sources beyond the articles found
from the search in Elsevier.

3.2 Consultative Interviews

Two interviews were carried out. The interviewees were selected through personal connections.
One of the interviews was held through a phone call and was semi-structured. The other
interview was conducted as a written questionnaire, which the interviewee could elaborate the
answers further upon request. The interviews serve as an insight on how industries are assessing
risk on autonomous vehicles.

3.2.1 Limitations of Consultative Interviews

As the thesis was written during summer vacation period, it has been difficult to book
interviews. Several requests have been sent out but few replies have been received. The number
of interviews for the thesis is thus limited. This has led to more emphasis being placed on the
Scoping Study for the Framework Construction, whilst the interviews supports certain
segments. The interviews held are still answering RQ2 and achieve RO2, but to a slightly lesser
extent than initially desired.

3.3 Framework Compilation

The results from the Scoping Study and the Consultative Interviews were compared and
analyzed. The creation of the framework took inspiration of the results and the goal of the
framework is to be as comprehensive as possible.
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4 Scoping Study Results

This chapter presents the results from the Scoping Study. The subchapter Overall Analysis
examines articles from both Group 1 and 2, whereas the subchapter In-Depth Analysis dive
into risk assessment methods and identified risk found in Group 1 articles.

4.1 Overall Analysis

The findings from the Scoping Study resulted in 41 articles, of which 16 are from Group 1 and
25 articles from Group 2. Figure 4 shows the publication year of the articles. When performing
the search, no limitations of publication year was set. Even though, all of them are published
at present time, from 2016 and forward — showing that risk assessment for autonomous vehicles
is a relatively new field. The peak of the publication year is in the last two years and we can
expect that 2021 and the years ahead will continue to explore this area.

Publication Year

14
12

10

N

o . . I . .

2016 2017 2018 2019 2020 2021

HGroup 1 Group 2

Figure 4: The publication year for articles from Group 1 and Group 2.

Beyond the 41 found articles, other sources from other articles, documents and websites have
been added to the Scoping Study results. These are called external sources, as seen in Figure
5. The purpose of the external sources is to cover or reenforce the Scoping Study articles with
information they are considered lacking for the In-Depth Analysis and as a way to compensate
for the limited number of interviews. Some of the external sources were found through the
references of group 1 and 2 or through searching more information about a subject if it is
considered lacking in the original article.
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Source Type

m Groupl = Group?2 External

Figure 5: The three source types.

The overall analysis continues in the next subsections covering vehicle types addressed in the
Scoping Study articles, the risk analysis steps, risk types and which subject the articles from
Group 2 focuses on.

4.1.1 Vehicle Types

There were only four vehicle types that were brought up in the articles, the majority was cars.
The word vehicle is often loosely translated to automobile, which could be one of the reasons
behind it. Although, the search string also included “craft” and “transport”. When filtering the
articles, there seem to be a larger proportion of other vehicle types than cars compared to the
final findings, but not many got passed through the filtering due to their lack of focus on the
risk assessment process.

Autonomous cars could also be more popular, as they are more likely to be used in the private
sector than the other vehicle types. It does not necessarily mean that autonomous cars have
come further in the development process, just that they are a more interesting research topic.

The four mentioned types of vehicles were cars, vessels, unmanned aerial vehicles and trains.
How many of which are illustrated in Figure 6.
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Vehicle Type
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Figure 6: The four vehicle types found in Group 1 and Group 2.

Autonomous Cars

Some degree of automation in cars are already in the open road, such as cars with electronic
driver assistance system, advanced emergency braking system, adaptive cruise control and
automatic parking (Ivanov & Shadrin, 2018). Fully autonomous cars are however not quite
there yet, although they are emerging (Maple, Bradbury, Le, & Ghirardello, 2019). There are
several ways of classifying driving automation, however, the most common definition comes
from SAE. SAE International is a global association in the aerospace, automotive and
commercial-vehicle industries and classifies the driving automation in five levels, as seen in
Figure 7 (SAE, 2021).
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Levelo  [levell  |level2  |level3 _ |leveld _|lLevel5

No Automation Driver Partial Conditional High Full
Assistance Automation Automation Automation Automation
The human driver has control when the driver The vehicle has The vehicle has control when the
support features are engaged. control, automated driving features are
but the human ek
driver must take
over when
requested.
Examples of Driver Support Features: Examples of Automated Driving Features:
* Automated =+ Lane ¢ Lane * Traffic jam * Local * Features
emergency centering centering chauffeur driverless can drive
braking OR OR taxi everywhere
* Blind spot * Adaptive + Adaptive * Pedals/stee in all
warning cruise cruise ring wheel conditions
* Llane control control may or may
departure not be
warning installed

Figure 7: Levels of driving automation by SAE, figure adapted from Shuttleworth (2019).

The human driver is in full control in level 0, there are no automation in the vehicle. Level 1
and 2 have low driving automation, where the former only have some automated features and
the latter has combined functions. In these levels, it is the human driver that has the main
control. Level 3 and above are more autonomous. The third level controls the driving process
but expects the driver to intervene when required. Level 4 can continue driving even though
the human driver does not intervene when requested, although it still relies on having a human
driver. Finally, the car is in full control in level 5 and no human inputs into the driving system
are necessary. (Bouchelaghem, Bouabdallah, & Omar, 2021; Maple, Bradbury, Le, &
Ghirardello, 2019; Cui, Sabaliauskaite, Liew, & Zhang, 2019)

Autonomous Vessels

Not much knowledge about autonomous ship’s functional model exists. Traditional ships use
human controllers as well as automation systems to operate. The seafarers have a high level of
control because the operation relies on their inspection of different equipment and their
judgements on what to do next. They also navigate the ships depending on encountered
scenarios and vessel situations. Autonomous ships convey these human assessment and
decision-making into sensors and data processing. The International Maritime Organization
(IMO) requires autonomous ships to be at least as safe as conventional ships. (Chaal, et al.,
2020)

The advantages with autonomous vessels are many. For long distance surface vessels, it is
expected to reduce human errors and minimize the maritime risks for the seafarers (Chaal, et
al., 2020), also, it could become a cost-effective alternative to normal ships. The cost of the
ship-crew will be drastically reduced, and if the ship is unmanned then there is no need for
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facilities to support humans. Storage room for the transportation goods will thus increase. (Tam
& Jones, 2018)

Unmanned Aerial Vehicles

Unmanned aerial vehicle (UAV), commonly known as drones, are usually remotely controlled
by humans but could also be autonomous (Johnsen, Hoem, Jenssen, & Moen, 2019). Drones
have the potential to provide important applications to society, such as surveillance, medical
delivery, disaster management, patrolling and agricultural aid (Johnsen & Evjemo, 2017). To
date, autonomous UAV are still limited in use for civilian purposes, this is mainly due to safety
questions for people or properties. In addition, there is a lack of regulations and policies that
govern safe usage and operation. (Allouch, Koubaa, Khalgui, & Abbes, 2019) One security
issue UAV has that does not apply to other vehicle types is the sizing of the drones. They are
so small that it is possible to pick it up and steal it. (Johnsen, Hoem, Jenssen, & Moen, 2019)

Automated Train

Automated trains are rail systems which have no conductor nor any accompanying staff. It is
also called Unattended Train Operation (UTO). These automated trains have already been in
motion since 1980 and have 48 lines across 32 cities. They require substantial infrastructure
cost, but will in the long run lower operation cost, increase reliability, increase capacity and
are energy efficient. Data has also showed that they have exceptionally high safety, very few
incidents per person per kilometer have been reported and never any loss of lives or significant
harm. (Johnsen, Hoem, Jenssen, & Moen, 2019)

4.1.2 Risk Assessment Steps

As described in chapter 2.2 Risk Assessment, the risk assessment process contains of three
steps; Identification, Analysis and Evaluation. Figure 8 shows which part of the steps the
articles attended to. Some articles covered more than one step. As seen, not even one article
evaluated the analysis results. In a few articles, the word “risk evaluation” did occur, but their
definition of evaluating the risk did not include comparison to a risk criterion or propose any
method of charting the risk. Although, some articles did suggest treatment and mitigation
strategies for identified risk areas.

Seeing that no articles did ask the question if the risk is at an acceptable level or not, it indicates
that the risk management process in this field is not yet fully mature. Many systems of
autonomous vehicles are still new, to understand such a complex system and to identify all
potential risk takes time. The development of evaluation models might still need a little bit of
time.
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Figure 8: The three risk assessment steps covered in articles from Group I and Group 2.

4.1.3 Risk Types

Risk assessment on autonomous vehicles usually either focus on risk due to attacks or due to
accidents, called security risk or safety risk respectively. Sometimes articles also address the
connection between them. Both security and safety are of course vital for vehicle development.
Figure 9 illustrates which type of risk the articles from each group address, note that some
address both types. A total of 18 articles were about attacks and 24 about accidents.

Type of Risk
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Figure 9: The type of risk covered in the articles from Group 1 and Group 2.
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4.1.4 Group 2 Subject in Focus

Articles from Group 2 discuss one or more risk assessment steps for an autonomous vehicle,
what divides them from Group 1 is that they focus on one particular vehicular area. Group 1,
on the other hand, have a holistic view of the vehicle. Some risk assessment methods or
frameworks used in Group 2 are too specific to be used in this thesis, i.e. a model that treats
severity of information leakage and its recovery time due to cyber attacks (He, Meng, & Qu,
2020) and another about how well the perception layer for deep learning is working
(McAllister, et al., 2017). As the thesis’s aim is to have a holistic view of the risk assessment
process, the models in Group 2 are consequently considered to be beyond the scope of this

paper.

Nevertheless, the subject in focus in Group 2 are presented in Figure 10. Tactical Safety
Reasoning concerns the automated driving decisions and how to plan safe maneuvering
(Serban, Poll, & Visser, 2018). Within this category, the ethical aspects of decision-making are
also included. For example, some accidents will unavoidably cause harm to somebody or to
infrastructure, who or what the victim should be to harm is a moral dilemma. One risk analysis
method is using cost function algorithm. (Geisslinger, Poszler, Betz, Liitge, & Lienkamp, 2021)
Machine Learning is a part of artificial intelligence (Al), which is in turn a technology that will
become more widely installed in vehicles, especially autonomous ones. Its task is to learn from
data, identify patterns and make real-time decisions (Deng, et al., 2021). Autonomous vehicle
industry will need a lot of testing systems, and three articles from Group 2 addressed the
development and risk assessment of Testing. Other articles focused on crashing safely, which
is the category of Collision. Cyber Security is a hot topic, as becoming more autonomous opens
up more potential attack surfaces (Bolbot, Theotokatos, Boulougouris, & Vassalos, 2020). [oT
stands for Internet of Things, and is a network that connects vehicle components with each
over the internet and exchanges data (Le, Maple, & Watson, 2018). Cyber-Physical Systems
(CPS) is an engineered system which integrate software and hardware components to influence
physical processes (Guzman, Kufoalor, Kozine, & Lundteigen, 2019). The one article that
focused on Software particularly researched the integration of components’ software
(McAllister, et al., 2017). Communication System and Radar are components in autonomous
vehicles. The article about Societal Acceptance identifies the perceived risks the public feels
with autonomous cars (Howard, Kral, Janoskova, & Suler, 2020). The last category, Human-
Cyber-Physical system (HCP) is about the cyber-physical system’s interaction with humans
(Sadigh, Sastry, & Seshia, 2019).
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Figure 10: Subject in focus for articles in Group 2.

4.2 In-Depth Analysis

Articles from Group 1 did either treat risk identification or risk analysis, some included both.
Many also provided a system description of the vehicle. Creating an appropriate detailed
system description should be concretized before conducting a risk assessment. Figure 11 shows
the collected risk models found in Group 1. Some models are not as publicity available as
others, as those were a part of the authors own constructed frameworks.
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Figure 11: Risk models and frameworks presented in articles from Group 1.
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Some models included both risk identification and risk analysis, some even mentioned risk
evaluation even though none provided any method of actually evaluating the risk. Models can
thus be cross-sectional when it comes to risk assessment’s three distinguished steps. However,
analysis models either appear in safety analysis or security, if it does not explicitly say that it
is a combined method. Safety and security are almost always treated differently with different
methods. The following subchapters are hence divided according to safety risk methods,
security risk methods and combined methods. Before that, a chapter describing the context and
system of autonomous vehicle will be presented first.

Models which are included in safety risk methods are STPA, STECA, FTA, Functional Safety
Methodology and Bayesian Network. The security models that will be explained are ATA,
STRIDE, CVSS, Taxonomy and Defense Graph. The only combined method is S&S. The other
methods in Figure 11 which are not explained in detail in further subchapters will be provided
with a brief explanation below.

Literature Review is one of the most used risk identification method found in the research
papers. Authors have simply searched other literature to provide for their own studies. As this
method is quite fundamental, it will thus not need to be explained further. Hazard Identification
(Hazld), Hazard and Operability Study (HazOp), Failure Mode and Effects Analysis (FMEA),
Event Tree Analysis (ETA) and Cause-Consequence (CCA) were briefly mentioned by
Gleirscher (2017) as models that can be used to identify risk. Hazld is a well-known systematic
identification method which uses brainstorming in a multi-disciplinary team to find potential
hazards (Vista Oil & Gas, 2019), whereas HazOp identifies hazards through deviations from
the system’s design or operating intentions by using sets of “guide words” (PQRI, 2015).
FMEA is a step-by-step approach for identifying failures in a design, manufacturing or
assembly process. The FMEA method guides the performing analysis team to find functions
and their failure modes. (ASQ, 2021) An ETA is an inductive procedure that maps out the
possible outcomes resulting from an accidental event (Rausand, 2005) and the aim of a CCA
is to create a logical diagram of possible outcomes arising from a combination of selected input
events (Saud & Israni, 2012).

The last two models that this thesis will not cover is Hazard Identification and Risk Assessment
(HARA) and Dynamic Tactical Decision Making (DTDM). The basis of HARA is to identify
potential hazards and categorize them according to severity, probability and controllability
(Chomicz, 2017). DTDM is a framework based on HARA but with a more dynamic approach
(Khastgir, et al., 2017).

The reason behind that some methods are explained more and some less is based on their
relevance for the thesis and how well described they are in their respective article. Those not
included are either just briefly mentioned, are too fundamental or not relevant.

4.2.1 Context and System Description

There are several ways of describing the system and context. Many authors have different
names for this step of the risk assessment, i.e. reference architecture (Maple, Bradbury, Le, &
Ghirardello, 2019) and basic technical principles (Hu, 2020). All these, however, aim to
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describe autonomous vehicle systems in a tangible way by modularizing the system into
components.

When generating a system model, many authors collect clusters of components and form them
into subsystems. Each subsystem has a main function to provide to the vehicle. Bhavsar et al.
(2019) are classifying the system into four major groups; hardware, software, communication
and human-machine interface. Hardware includes all types of sensors in order to perceive the
environment correctly, this could be camera, LiDAR (stands for Light Detection and Ranging
and is an optical measuring instrument) and thermometers. Software consists of data collection
and processing procedures. Communication includes Vehicle-to-Everything (V2X)
Communication, which could for example be Vehicle-to-Vehicle or Vehicle-to-Infrastructure,
but also Wi-Fi and cellular communication. Lastly, human-machine interface consists of
personal assistant system, which could i.e. be voice recognition. (Bhavsar, Das, Paugh, Dey, &
Chowdhury, 2017; Maple, Bradbury, Le, & Ghirardello, 2019)

Hu (2020) and Wang et al. (2020) have three major levels; Perception Layer, Decision Layer
and Control/Action Layer. The perception layer includes all the components that make the
system possible to detect, trace and localize the vehicle itself and the environment around it.
This layer includes data receiving and data processing within software, but also sensors and
actuators. Next, the Decision Layer is the layer that plans the maneuvering, with i.e. steering
and acceleration, based on a situational assessment from the Perception Layer. Lastly is the
Control/Action Layer, which regulate actuators to throttle, brake, park, etc. (Wang, Zhang,
Huang, & Zhao, 2020; Hu, 2020)

Yet another way to define subsystems is made by Maple et al. (2019). They split the system
into seven categories; Functional, Communication, Implementation, Enterprise, Usage,
Information and Physical. The Functional subsystem regards the component’s tasks,
Communication about their interaction, Implementation is about the implementation of the
components, Enterprise regards the relation between organizations and users, Usage is about
the expected usage of the system, Information regards the information handled by the system
and Physical is about the physical objects in the system and their connections. Functional,
Communication and Implementation are the core categories when creating an overviewing
system description, as these cover the most essential measures for the system’s operations.
(Maple, Bradbury, Le, & Ghirardello, 2019)

As seen, there are several ways to describe a complex system such as an autonomous vehicle.
The tightly-coupled networks between components are another aspect which could be
necessary to incorporate into the system description, depending on the detailing of the risk
analysis. There exists no standard model for an autonomous vehicle, regardless if it is a car or
ship, it thus important to create one suitable for the risk assessment. Too detailed system model
could create confusion and making the risk assessment more difficult than it has to be, and too
little details could lead to an incomplete risk assessment that does not cover even the most
essential parts. Hence, the system description should be designed after the risk assessment
goals.
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Some articles presented their version of a system model. Those who are deemed as
multifunctional and have a holistic approach have been compiled and can be viewed in
Appendix A2. Furthermore, Table 1 includes a few autonomous vehicle components and
functions and their description of operation.

Table 1: Description of operation of some autonomous vehicle components and functions. This table is
summarized from Maple et al. (2019).

Component/Function Description of operation
Wireless Communications Vehicles could be equipped with antennas
for

1.  AM, FM and/or DAB radio
ii.  Wi-Fi
1.  V2X communications
iv.  Cellular communications
v. ToT
Wireless communications are vital for
cooperation with other vehicles and with the
vehicle’s users.

Physical Input/Outputs Consists of ports contained within the
vehicle, such as

i. USB
1i. OBD-II
iii.  Audio connections
Vehicle Sensors Used to obtain the state of the environment
and to build a model of the world. Example
of sensors:
i.  GNSS
ii. LiDAR

iii.  Wheel rotation sensors
iv.  Parking cameras

v.  Thermometers
vi.  Hygrometers

Data Storage For storing data such as

1. Firmware and software
ii.  Maps and navigation information
iii.  Music and videos for the
entertainment system
Usually stored in multiple locations locally,
but also utilizes the Cloud and the Edge.
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Data Analysis

Data acquired from sensors and to process
stored data will need analyzation. Some
parameters which will be needing data
analysis are:

1. Localization

ii.  Object identification
iii.  Sensor fusion
iv.  Action engine

Energy System

Charges energy and supplies it to the
vehicle. Ensuring that the vehicle’s batteries
are consumed safely.

Actuators

Components which actions impact the
physical world, such as

1. Applying the brakes
ii.  Operating air conditioning
iii.  Unlocking car doors

Monitoring

Verifies and analyzes different functions to
ensure adequate operations.

Infotainment

Manage the information and entertainment
system.

Human-Machine Interface

Devices that allows a person to actively
interact with the system, such as

1. Steering wheel
ii.  Brake or accelerator pedal
iii.  Dashboard controls

4.2.2 Security Risk Methods

This section describes the security risk assessment methods found.

Attack Tree Analysis

The vulnerable components are called attack surfaces and the actions of performing the threat
are attack paths (Bouchelaghem, Bouabdallah, & Omar, 2021; Maple, Bradbury, Le, &
Ghirardello, 2019; Sommer, Diirrwang, & Kriesten, 2019). One method to map out attack
surfaces for a potential threat is by creating an attack tree (Maple, Bradbury, Le, & Ghirardello,
2019). Attack Tree Analysis (ATA) is a Risk Identification method that traces the attack path
or a threat to specific components. Conducting an ATA consists of five steps, which is
illustrated in Figure 12 and explained below (Maple, Bradbury, Le, & Ghirardello, 2019):
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1. The basis of the tree is the attacker’s goal. This is the node that generates the whole
analysis.

2. The tree branches out to determine the attack functions, in other words the components
that ultimately need to be compromised for the goal to be achieved.

3. The next outbranching is to find the attack surfaces and entry points that the attackers
could exploit.

4. Determining the assets that could be affected is the next step. The possible attacks on
these assets should also be defined.

5. The last step is to consider the attackers capabilities, but also resources and presence.
If there are paths that are considered too unlikely to happen during the construction of
the tree, prune these branches. The tree should only include paths that have a chance of
happening.

Important to note when creating the attack tree is that a component is rarely attacked by itself,
but attacked simultaneously or being used as an aid to further attack other components (Maple,

Bradbury, Le, & Ghirardello, 2019).
Attacker Capabilities,
Attack Surface 1 el Attacked on Asset 1 Resources and
Presence 1
Attacker Capabilities,
Attacked on Asset 2 Resources and
Presence 2
Attacker Capabilities,
Attacked on Asset 3 Resources and
Presence 3

Attacker Capabilities,
e Attack Surface 3 Attacked on Asset 4 Resources and
Attack Goal Presence 4
Attacker Capabilities,
Attacked on Asset 5 Resources and
Presence 5

Attack Surface 4
Attacker Capabilities,
Attacked on Asset 6 Resources and
Presence 6
Attacker Capabilities,
Attack Surface 5 G Attacked on Asset 7 Resources and
Presence 7

Figure 12: A generic attack tree, figure adapted from Maple et al. (2019).

Attack Surface 2

STRIDE

A way to classify the threats of an attacker is by using STRIDE (Bouchelaghem, Bouabdallah,
& Omar, 2021). STRIDE stands for of Spoofing, Tampering, Repudiation, Information
disclosure, Denial of service and Elevation of privileges. Spoofing, in autonomous vehicles, is
when an attacker masquerades a legitimate vehicle and/or disseminates fake information. An
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attacker is Tampering when the messages exchanged between vehicle, sensor data and
electronic control unit’s firmware are being altered. If a vehicle falsely starts to deny having
performed a certain action or having been involved in a reported event, it has undergone a
Repudiation. Information disclosure when an attacker gets unauthorized access to exchanged
messages or to sensitive information. If sensor data acquisition or timely message
dissemination, i.e. warnings, are being prevented to performed, an attacker could have
performed a Denial of Service. The last classification, Elevation of privileges, is when
improper commands are being sent to the navigation system and the attacker gains unprivileged
access to the vehicle’s critical functions. (Bouchelaghem, Bouabdallah, & Omar, 2021).

STRIDE is usually used in the Risk Identification step. The aim of STRIDE is to define and
group similar attacks into classes.

CVSS

Common Vulnerability Scoring System (CVSS) is a risk estimation method within Risk
Analysis that quantifies and prioritize the risks of identified threats. It is based on six metrics,
which will be rated. The metrics are as follows (Bouchelaghem, Bouabdallah, & Omar, 2021):

e Access Vector — Regards the accessibility the attacker has to the attack surface. The
more remote an attacker can be, the higher the vulnerability score;

e Access Complexity — Regards the complexity required to perform the attack. The lower
the complexity, the higher the vulnerability score;

¢ Confidentiality Impact — Regards the impact on confidentiality of a successful attack.
The higher the impact, the higher the vulnerability score;

e Integrity Impact — Regards the impact on integrity of a successful attack. The higher
the impact, the higher the vulnerability score;

e Availability Impact — Regards the impact on availability of a successful attack. The
higher the impact, the higher the vulnerability score;

e C(ollateral Damage Potential — Regards the damage of the attack. The more life-
threatening and damage on property, the higher the vulnerability score.

Starting off with an identified threat, each metric will be rated from 0 to 10 when applied to
the threat. The average score of the metrics corresponds to a level of severity. Low severity has
scores ranging 0.0-3.9, medium between 4.0-6.9 and high between 7.0-10.0. (Bouchelaghem,
Bouabdallah, & Omar, 2021)

Automotive Security Taxonomy

After identifying security issues with the system, the research should be stored in a way that is
retrievable and contains all necessary information. Structuring the Risk Identification step in
an efficient way will decrease future work when this step needs to be revised. Automotive
Security Taxonomy is a classification method for filing existing attacks. A classification of
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attacks is valuable for conducting a security testing process and also for the development phase,
in order to have knowledge about past threats and attack paths. (Sommer, Diirrwang, &
Kriesten, 2019)

Figure 13 shows the categories that were suggested to be included in the taxonomy and an
explanation is provided for each category. The authors considered these categories as
comprehensive, all necessary information for future usage is covered within this taxonomy.
Furthermore, the authors assume that the accident to be documented is found by literature
reviews, hence the category Reference and Year. (Sommer, Diirrwang, & Kriesten, 2019)
CWE, which appears in the category Vulnerability, stands for Common Weakness Enumeration
and is a community-developed list of common software and hardware weakness types. It is
being used for categorizing vulnerability. CVSS is a way of evaluating the threat level of a
vulnerability, whilst CWE prioritizes them. (CWE, 2021)

Category Explanation
Description Short description of the carried out attack.
Reference Present the publication source.

Year Present the publication year of the source.

Attack Class Define the attack class by i.e. STRIDE.

Attack Base Describe the area on which the incident was based, i.c. software attack and Al attack.

Attack Type State whether the attack is a simulation, an actually executed attack or a theoretical consideration.
Violated Security Property Define the security property violated by the attack, i.e. confidentiality, integrity and availability.
Affected Asset Describe the asset affected by the incident.

Vulnerability Describe the vulnerability that made the attack possible, i.e. with CWE.

Interference Describe the interface that posed as an entry point for the attack.

Consequence Describe the consequence of the attack

Attack Path Describe the procedure of the attack in steps.

Requirement Describe the preconditions necessary for being able to carry out the attack.

Restriction Describe the restriction in place that are making the attack more difficult.

Attack Level Describe the level where the attack took place, i.e. remote and local network.

Acquired Privileges

Vehicle
Component

Tool

Attack Motivation

Entry in Vulnerability Database

Rating
Exploitability

Describe the privileges the attacker need to obtain in order to carry out the attack.

Should include relevant information from the targeted vehicle, such as vehicle manufacturer,
model, construction year and type.

Describe the targeted component for the attack.

Describe the tools used in order for the attacker to strike.

Describe the motivation of the attacker.

Specify the database if the vulnerability is already an existing entry.

Describe the risk value for the attack, i.e. by using CVSS scoring.

Describe the probability for occurrence, i.e. by using CVSS scoring.

Figure 13: An explanatory figure of what content the respective categories should include in the Automotive

Security Taxonomy, figure composed from Sommer, Diirrwang & Kriesten (2019).

Bayesian Defense Graphs

A Defense Graph is a representation of an attack and all paths through the system that lead to
a countermeasure. A Bayesian Defense Graph supplement further with likelihood estimations.
Creating one consists of three main steps (Behfarnia & Eslami, 2018):

1. Forming a defense graph — The vulnerable components, which are the ones that could
jeopardize the security of the vehicle, are to be defined. In order to prevent exploitation
of these components, a set of defense techniques are formed. Afterwards, a defense
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graph can be created. The attack surfaces should be equipped with defense techniques,
also called countermeasure, together with the elements which make the techniques
possible.

Threat identification and risk assessment — Even though countermeasures are
implemented for a vulnerable component, the component can still be successfully
exploited. It is therefore important to identify all threats. Risk assessment pursues once
the threats are identified. The two fundamental parts of a risk assessment, according to
the authors, are severity and likelihood of the threats. Severity is defined by the harm
of the stakeholders and likelihood is based on the probability of a successful attack.

Bayesian network analysis — It is a graphical method of probabilistic interference of
relationships between a set of variables, in this case the components and
countermeasures. A network of the countermeasures’ functionality and their cause-
effect relationships are captured, as illustrated in Figure 14. C is representing a
vulnerable component and A and B are countermeasures. To yield a successful attack
on C, the threat must bypass A and B without being detected first. Figure 14 indicates
a conditional probability table, where D stands for detected and ND for not detected.
True (T) signifies a successful detection and false (F) an unsuccessful detection, 6
stands for probability ranging from 0-1.

T
D 01 1‘91
N
ND 6, 1-6,
D 6; 1-6;
ND
ND 6, 1-60,

Figure 14: Bayesian network analysis, figure adapted from Behfarnia & Eslami (2018).

4.2.3 Accident Risk Methods
This section describes the safety risk assessment methods found.

Systems-theoretic process analysis (STPA) is a risk management framework. It has a systemic
outlook and is an iterative process, making it suitable for the vehicle’s development and design
phase (Chaal, et al., 2020). Its point of departure is in the accident scenario, the accident process
which includes design errors and component interaction factors in the analysis. Eventually, it
will lead to controlling the vehicle’s safety constraints. (Hu, 2020; Valdez Banda, et al., 2019)

36



A Unsafe Controlling
4 D Security
Bel ro, Py Constraints

Figure 15: STPA process steps, figure adapted from Hu (2020).

Figure 15 illustrates the steps of conducting a STPA and a brief explanation of the process is
provided below (Hu 2020; Valdez Banda, et al., 2019; Chaal, et al., 2020):

1.
2.

Accident — The specific accidents that will be covered in the analysis are defined.

Danger — The hazards which could lead to the accident are identified. There might exist
a certain set of conditions that are dangerous in that particular state. Severity and
consequences of the dangerous events should also be investigated.

System Safety Constraint — The system behavior requirements for it to avoid or mitigate
the identified hazards are defined. The mitigation actions can be divided into four
categories:

a. Attempts to reduce the consequences of the accident;

b. Attempts to reduce the likelihood that the hazard will turn in to an accident;
c. Attempts to reduce the likelihood of the hazard occurrence;

d. Attempts to eliminate the hazard occurrence.

System Control Structure — The control system is established and the controls that have
a significant effect on the safety of the vehicle are identified. The control structure is a
functional model of the vehicle, composed of control loops. There are five main
elements within the structure:

a. The controllers;

b. The controlled processes;

c. The control actions;

d. The feedback;

e. Other inputs and outputs from components.

Unsafe Control Behavior — The unsafe control behavior or unsafe control action (UCA)
that could lead to a hazardous state is detected.

Cause Analysis — Define why and how the UCA can occur.

Controlling Security Constraints — Ascertain how the control behavior could stay within
the established constraints and ensure that they are.
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STECA

In the early conceptual design phase when there is limited knowledge about the vehicle’s
functional system, it might be difficult to establish the system control structure as needed in
many risk assessment frameworks. System Theoretic Early Concept Analysis (STECA) is a
method attempting to tackle this issue. In a nutshell, it uses the Concept of Operations
(ConOps) document to create a safety control structure of the system concept. (Chaal, et al.,
2020) A ConOps describes the system’s operations and its characteristics from an operational
perspective, in order to facilitate an understanding of the system’s goals. The six steps of
STECA in Figure 16 should be done iteratively. Identifying system hazards is about mapping
out accident and hazards the system be found in. The system safety constraints that can be
violated through the hazards should thus be studied. Next, to identify the control concepts, the
ConOps document needs to be examined in order to establish the safety requirement for each
entity in the control loop. The step of identify hazardous scenarios and casual factors is to detect
all the paths the accident can propagate successfully through. Afterwards, it is not enough to
label components either as “safe” or “unsafe”, but to reason prevention and mitigation methods
for the identified hazardous scenarios. This is done when deriving refined safety constraints.
The last step, to refine, modify control structure is basically refining and modifying the system
based on findings from previous steps. (Fleming & Leveson, 2015)

Identify System Hazards

Concept Derive System Safety

Constraints

— ldentify Control Concepts

Identify Refined Safety
Constraints

Identify Hazardous
Scenarios and Casual
Factors

Refine, Modify Control
Structure

Figure 16: The steps of STECA, figure adapted from Chaal et al. (2020).

Fault Tree Analysis

Fault Tree Analysis (FTA) is a method of identifying the hierarchical failure of a system and
is used to estimate risk. The tree starts off with a top-level event and its estimated failure
probability, then it branches out and divides up the different factors, called basic events,
contributing to the top-level failure. Each step is provided with a failure probability. The
hierarchical sequence of events, that is the top-level event to one of the bottom-level events, is
a cut-set. These cut-sets and their probabilities could be ranked against each other to create a
risk hierarchy. Thus, it is a method for prioritizing areas in order to improve the safety
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performance. (Bhavsar, Das, Paugh, Dey, & Chowdhury, 2017) Figure 17 illustrates a basic

FTA.

A fault tree could be validated in two ways; qualitatively and quantitatively. The qualitative
method studies the basic events and their connection to the top-level event. The quantitative
method considers the failure probabilities, i.e. comparing it to real-world data. (Bhavsar, Das,
Paugh, Dey, & Chowdhury, 2017)

7
1 \
\ \
\l Top-Level Event Y
\
\ \

\\ \
Basic Event Basic Event \\ Basic Event \\ Basic Event
\ \
\

Figure 17: A generic Fault Tree without probabilities, where the dotted line marks a cut-set.

Functional Safety Methodology
The functional safety methodology is based on ISO 12100 and ISO 13849. The steps, which
are illustrated in Figure 18, are described below (Allouch, Koubaa, Khalgui, & Abbes, 2019):

1.

System Limits Specification — The first step of the risk analysis. The authors suggested
limitations such as physical, temporal, environmental, behavioral and networking
limits.

Hazard Identification — The hazards could be categorized as internal and external. It
could be constructed with the help of reactive methods, which are incident and accident
databases, survey or maintenance report.

Risk Estimation — Needs to be determined by severity and probability. There exists four
qualitative severity levels ranging from negligible, marginal, critical and catastrophic,
and five qualitative probability levels ranging from improbable, remote, occasional,
probable and frequent. Using a risk assessment matrix, an estimation of the risk can be
made, ranging from low, medium, serious and high risk.

Risk Evaluation — If all of the risks are acceptable, then nothing needs to be done. If
not, there is a need to proceed.

Risk Reduction Measures — To reduce the non-acceptable risks, three steps could be
followed:
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a. Inherently Safe Design — Follow safe design approaches to reduce risk to an
acceptable level in the design phase, including prototyping, verification and
inspection before usage.

b. Safeguarding and Protective Measures — If the risk cannot be eliminated,
measures should be implemented to mitigate the consequences of the risk.

c. Information For Use — This is a safety measure in the form of spreading
information about the potential risk to the user in order to keep it to an
acceptable level.

6. Safety Functions Identification — The safety function is best identified from the
previous step.

7. Performance Level Required Determination — The performance level required to attain
the risk reduction for each safety function. It is determined by the severity of possible
injury, frequency of exposed hazard and the possibilities of avoiding the hazard. The
performance level, based on the three parameters, can be graded a-e, see Figure 19. The
performance of the safety must be higher with higher risk.

System Limits
Specification

o

Hazard Identification

Risk Estimation

Phase 1 . :
1SO 12100 Risk Evaluation
NO
YES
Inherently Safe Design
Risk Reduction ,
Safeguarding and Protective
Measures Measures
Safety Functions Information For Use

Identification

Phase2

ISO 13849

Performance Level Required
(PLr) Determination

Figure 18: The steps of the Functional Safety Methodology, figure adapted from Allouch et al. (2019).
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PL,

Low risk
Calculation of performance level required (PL,): F1 P1 ’ a
S Severity of injury s1 P2
S1 Slightly (normally reversible injury) > b
S2 Serious (normally irreversible injury or death) £2 P1
F Frequency and/or exposure to hazard ._ P_z.
F1 Seldom to less often and/or exposure time is short F1 T’ C
F2 Frequent to continuous and/or exposure time is long >
S2 P2
P Possibility of avoiding hazard or limiting harm i > d
P1 Possible under specific conditions 2 [ p1 >
P2 Scarcely possible
P2
—
e
High risk

Figure 19: The calculation of performance level required, figure adapted from Allouch et al. (2019).

Bayesian Network
Bayesian Network (BN) is a quantitative risk analysis method. Steps are described below
(Allouch, Koubaa, Khalgui, & Abbes, 2019):

1. Topology — A BN is frequently represented with a target, observable and intermediate
nodes. The target node is the targeted accident (i.e. a crash), intermediate nodes are
clusters of main causes of the accident (i.e. crash due to external causes and internal
causes) and observable nodes are the directly observable faults (i.e. GPS loss, loss of
electrical power, component failure, weather, etc.) . Figure 20 illustrates a BN topology.

Observable

Node
Observable

Node Observable

Observable Node

Node
Observable
Node

Target

Figure 20: A Bayesian Network Topology, figure adapted from Allouch et al. (2019).
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2. Data Collection — Each observable node will have two states, YES or NO, measured by
a probability. YES corresponds to the fault is present, and NO to absent faults. This
step aims to collect the necessary data to assign the probabilities for each observable
fault. The intermediate nodes will then have a probability output of four states; frequent,
probable, occasional and remote. Lastly, the target node will have five states;
neglectable, low, medium, high and very high probability of occurrence.

No 79.98%
Yes 20.02%
No
No
Yes 20.02%
Yes41502%
Frequent 116.097%
Frequent ___16 097% Probable ]6812%
Probable _]6 812% Occasional :I 8.352%
Occasional {]] 8.352% Remote ] 68.739%
Remote | 68.739%

Figure 21: Probability for the nodes in a Bayesian Network analysis, figure adapted from Allouch et al. (2019).
Note that the probadbilities in the figure is just an example and the calculation is not true.

3. Updating Data — Data should be up to date and if the probability changes in any of the
nodes, the target node should also be updated consequently.

4. Scenario Analysis — By projecting different scenarios, like the accident is taking place
under a specific external condition, and changing probabilities for different nodes
accordingly, the parameters that have high impact on the risk can be identified.

5. Sensitivity Analysis — Sensitivity analysis is a great overview of the nodes that have the
highest contribution on the target node.
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4.2.4 Combined Method

In only one article did safety and security appear together in a model. All other models treated
them separately and was explicitly design for either accident or attack. Some models however,
such as attack tree and fault tree, are basically the same. Still, they are distinguished from each
other as they specialize in different fields of risk. This subchapter presents the only combined

method found about current research on risk assessment on autonomous vehicle.

S&S

Safety and Security Integration method (S&S) is a model which incorporates safety and
security in a risk matrix (Cui, Sabaliauskaite, Liew, & Zhang, 2019). The matrix, which is
illustrated in Figure 22, contains six hierarchies:

1.
2.

Functions (F) — The identified functions of the system.

Structure (S) — The identified components that form the system’s hierarchical structure.
Matrix SF corresponds to the relationship between the system’s functions and structure.
The marking on the SF matrix means that there is a relationship between the elements.

Failures (B) — The identified failures of the system. Matrix BS corresponds to the
impact of the failures on the structural component. The impact is regarded as high,
medium or none. Matrix BF can be obtained by BF=BS-SF.

Attacks (A) — The identified attacks that can lead to a system failure. Matrix AB
determines which failures that could outbreak due to a successful attack, also regarded

as high, medium or no impact. The attack’s impact on the structure can be obtained by
AS=AB-BS and the impact on the functions from AF=AS-SF.

Safety countermeasures (X) — The identified safety countermeasures that can prevent
or mitigate failures. Matrix XB corresponds to the failures that are covered by the safety
measures, the coverage is ranging from full, partial and none. The safety measure
coverage by attacks can be obtained by XA=XB-AB?, where AB! is the transposed
matrix of AB. The coverage of the safety measures on the structure can be obtained by
XS=XB-BS and the functions by XF=XS-SF.

Security countermeasures (Z) — The identified security countermeasures that can
prevent or mitigate attacks. Matrix ZX corresponds to the interdependencies between
the security and safety measures. There are three categories of interdependencys;
complement (one countermeasure complement or support another), conflict (one
countermeasure conflict or diminish another), independence (two countermeasures are
mutually independent). Matrix ZA corresponds to the attack that are covered by the
security measures, the coverage is ranging from full, partial and none. The coverage of
failures by security measures can be obtained by ZB=ZA-AB. The coverage of structure
by security measures can be obtained by ZS=ZA-AS and functions by ZF=ZS-SF.
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Figure 22: Safety and Security integration method matrices, figure adapted from Cui et al. (2019).

4.2.5 ldentified Risks

This subchapter presents the identified risks mentioned in the articles from Group 1. These
risks are also divided between safety and security risks. Safety risk usually originates due to
hazards or unwanted situations, the situations can elaborate and become accidents if there are
faults in the vehicle system or if the system is lacking the ability to properly manage the hazard
(Amro, Kavallieratos, Louzis, & Thieme, 2020). Table 2 lists identified hazard sources that
could take place during the design and manufacturing phase of autonomous vehicles and cause
accidents. All hazards described in Table 2 are generic, as it is very system dependent and it
thus hard to pinpoint the exact cause factor.

Table 2: Some hazard sources for autonomous vehicle, table adapted from Allouch et al. (2019).

Hazard Example

Mechanical hazard Mechanical fastener failure, motor failure,
actuation failure

Thermal hazard Freeze, explosion

Electronic hazard Power loss, saturation, overflow

Algorithmic hazard Verification error, decision-making error,

delayed responses

Technical hazard Battery depletion, loss of control, loss of
transmission
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Software Control system failure, autopilot error, bugs
in code

Hardware Sensor failure, processor failure

Interference Electromagnetic interference

Security risks are caused by incidents involving attackers. The attackers usually use a variety
of tools, locate an area that is vulnerable, and then perform a malicious action on a chosen
target (Sommer, Diirrwang, & Kriesten, 2019). Figure 23 presents roles of attackers, the
common tools used, vulnerability areas, attacker’s common actions and targeted areas, as well
as the results and objectives the attackers strive to achieve.
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Figure 23: A chart of a malicious incident’s components, figure adapted from Sommer et al. (2019).
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Security issues are more standardized than safety issues. As attacks are set up from the outside,
it can be performed in any vulnerable system. Safety issues, however, are harder to ascertain
until an accident takes place. (Amro, Kavallieratos, Louzis, & Thieme, 2020) Hence, there
exists a lot more documented potential attacks than potential accidents. A list of possible
attacks on different autonomous vehicle components can be viewed in Appendix A3.
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5 Consultative Interviews Results

Two interviews have been held, one with a consultant working with System Safety and one
with a senior advisor working with safety for governmental and industrial projects. One
interviewee has worked with Remotely Operated Underwater Vehicle (ROV) and Autonomous
Underwater Vehicle (AUV). Both ROV and AUV do not require a human operator in the
vehicle, as they are used to access difficult underwater areas. ROV can operate differently, one
way is to monitor the environment which the operator can see with the help of i.e. cameras and
then the operator maneuvers the vehicle through a console. Another way is by commanding
navigation points where the ROV will travel to. The other interviewee has worked with
autonomous functions and automated systems, which will execute operations that are pre-
programmed such as UAV navigating a route based on commands, but not with fully
autonomous systems.

5.1 Standards and Methods Used

The consultant stated that when working in System Safety, security issues are not considered
as this field is another department’s business. The safety risk methods and standards the
consultant has worked with regarding autonomous vehicles are US military standard MIL-
STD-882, the UK Ministry of Defense’s Defense Standard (Def Stan) 00-56, Swedish Armed
Forces’ Materiel Administration handbook of System Safety (H SystSék), the International
Electrotechnical Commission (IEC) standard IEC61508 for Functional Safety, Safety Integrity
Level (SIL) and regulations for CE marking. The first three standards and handbook can be
used as a guidance for developing and implementing a system safety program for military
purposes (DOD, 1993; Ministry of Defence, 2007; Forsvarsmakten, 2011). The IEC standard
covers electrical and electronic safety-related systems, of what should be considered when
those systems are in use in order to carry safety functions (SiS, 2010), and a CE marking
signifies that the product meets high safety, health and environmental requirements (EC, n.d.).
Last but not least, SIL is a measure of safety system performance and classifies safety into four
classes, where a high level represents high safety. The measurement of safety is dependent on
probability of failure on demand. (MSA, n.d.)

The senior advisor proposes STPA as a risk assessment method to work with complex systems,
as autonomous vehicles are, due to the fact that the method covers different safety perspectives
like the technical system, the autonomous control system, the environmental perspective and
human factor. Autonomous systems can learn and change through experience, to adapt to the
new situation or environment, which makes it hard to perform risk assessment on due to the
everchanging system. Normally, if an accident takes place, it is possible to backtrack and
realize where the mistake originated from, which is not as possible for a changing system. This
is something that STPA could cover.

To present results to the consultant’s clients, a Risk Matrix is normally used. The Risk Matrix
is composed of likelihood on one axis and consequences on the other. It is the clients that select
which combination that categorizes as “acceptable”, “limited acceptable” and “unacceptable”.
The consequences are usually based on the severity of afflicted harm to people, harm to
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properties and sometimes harm to the environment. Likelihood can be estimated qualitatively
or quantitively, Fault Tree Analysis is the primary quantitative method according to the
consultant.

5.2 The Risk Management Process

Being involved early in the product’s project plan is ideal, in order to influence the initial design
and concept according to safety concerns. Moreover, a safety management plan can be
implemented as well. Such a plan establishes a continuous safety management work, making
it possible to compile a risk log or hazard log and to follow up on safety measures.
Documenting in a risk/hazard log can be useful for other similar projects. Less time needs to
be spent on identifying risk from start, instead, the logs can be used as “Lessons Learned”.

However, not all projects are ideal. The consultant mentioned that they sometimes receive an
inquiry to perform safety check after a product’s release due to a hazard, even though it is not
as common. Widespread modifications are not possible at that stage. A few things that can
mitigate or reduce the identified risk is to i.e. include a warning segment in the product’s
manual, provide recommendations of the product’s usage (maximal depth and allowed sea
state) and if possible, make smaller design alterations.
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6 Framework Compilation
Safety and security risk are often divided as two separate fields, as seen in both scientific papers
and in the industry. But are they really that different from each other?

Traditional definition of risk is mostly based on probabilities and frequency — measurements
not quite suitable for describing a terrorist attack but works well for safety risk. Security risk
definition, on the other hand, rests in three factors; assets/values, threats and vulnerabilities. A
combination of the three creates a security issue. However, uncertainty is a component that
permeates all malicious attacks and is thus fundamental for security as it is for safety.
(Amundrud, Aven, & Flage, 2017) Uncertainty is, as mentioned in a previous chapter, the
foundation for the new risk perspective. The new definition of risk in SRA Glossary includes
both safety and security (SRA, 2018). Security and safety have been seen as separate fields
before but are nowadays considered interlinked due to the new risk perspective, they should
thus not be treated in isolation from each other. It is possible that a security issue originates
from the same problem area as another safety issue. Consequently, to perform a comprehensive
risk assessment in a system, the connection between safety and security must be present.

As seen from the results of the Scoping Study, the development of risk assessment methods for
autonomous vehicle is scattered. Many different methods were mentioned but none of these
appeared as an apparent option to use in this kind of context. From the SRA Glossary, modern
definition of risk is dependent on consequences, uncertainty and the background knowledge
for the risk (SRA, 2018). Some of these traits are not evidently included in the articles and
strong connection to risk science has not been found. Moreover, the risk assessment for
autonomous vehicle is an applied risk analysis, due to the fact that it addresses both risk science
and the science of autonomous vehicle, it should thus be supported by a fundamental risk
analysis and also provide back to it with new insights. This is not currently achieved. If a
framework could incorporate this and also include the three traits from SRA Glossary, a
stronger connection to modern risk science can be made. Establishing a strong connection to
risk science can in turn facilitate the integration with other risk management aspects, such as
risk aggregation (Bjernsen & Aven, 2019), continuity management (Hassel & Cedergren,
2019) and resilience (Aven, 2018).

This framework will treat both safety and security risk and have a more present connection to
risk science. It will also include all three steps of the risk assessment process per the definition
from ISO; Risk Identification, Risk Analysis and Risk Evaluation. One risk model that has the
potential to cover all these points is S&S. On that account, the S&S model will be set as the
point of departure for the proposed framework — with some elaboration and adaption, of course.

6.2 Customized S&S

First of all, countermeasures are regarded as a part of Risk Treatment according to ISO, it does
not belong in the Risk Assessment process (ISO, 2018). The matrices belonging to Safety
Countermeasures and Security Countermeasures are thus beyond the scope of the proposed
framework. Figure 24 is the result of this.
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Functions and Structures describe the context and system and are essential to have identified
before conducting the assessment. How the vehicle’s functions and structures should be defined
is based on the particular vehicle in question, there is no general rule. Some enlightenment of
how other researchers have done it and some components and functions to look after are
presented in subchapter 4.2.1 Context and System Description and in Appendix A2. Important
to note when mapping out the functions and structures is to be thorough, but at the same time
to filter out unnecessary details. The more important functions and structures identified, the
more comprehensive the assessment will be and also more time-consuming. It is a trade-off.
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Figure 24: The customized S&S matrices.

The proposed framework, which is the network of matrices in Figure 24, will focus on the
category Failures and Attacks and propose methods of identifying them and analyzing the
impact on the vehicle. When all components to the four categories in Figure 24 have been
established and the relationships within the matrices have been defined, the framework
proposes a way of evaluating the results.

6.3 The RAAV Framework

The Framework of conducting a Risk Assessment on Autonomous Vehicle (RAAV) consists
of 11 steps. An example of the framework being used can be found in Appendix A4. The main
structure of the RAAV Framework follows Figure 24. The steps are described below:

1. Identify Functions (F) — Identify the essential functions. Add as many as needed for the
assessment’s scope.

2. Identify Structures (S) — Identify the essential components that form the system’s
structure. Add as many as needed for the assessment’s scope.
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Create SF Matrix — If the function’s components and the structure’s components
influence each other, mark it in the matrix with a Connection dot, see Caption in Figure
24. The SF matrix facilitates the creation of the BF and AF matrices in the following
steps.

Identify Failures (B) — Failures in the system can be identified through different
methods. The framework proposes FTA, which is a safety identification method for
locating failures through accidents/incidents. Its advantages are that it is suited for any
system, the failures are identified through bigger events and the Fault Tree can be made
as broad and profound as needed. Other methods such as HazOp, CCA and FMEA can
also be used. They have a different approach than FTA even though they are also used
to identify safety issues, but they also have their own advantages and whichever that is
the most suited for the project can be used.”

Create BS Matrix — Find out which structure component might get affected by the
failures. Analyze the impact. The framework proposes PL: from the Functional Safety
Methodology for the analysis. Another method that can be used is Risk Matrix. Both
the PL; and Risk Matrix can be performed qualitatively and quantitatively, they can
cover a lot of aspects and can be used for ranking. The failures which affect the system
structure severely are marked with a High Impact triangle and with Medium Impact
triangle for less severe impact. It is possible to add additional impact levels if desired.
As autonomous vehicle is a new field and data required to estimate the impact levels
might be restricted, relying on assumptions and using other similar technology as a
benchmark might induce uncertainties. Uncertainty Analysis is recommended to
perform. Two uncertainty analysis methods suggested by the framework is Monto Carlo
simulation and Sensitivity Analysis (Rausand, 2011).

Create BF Matrix — Create BF matrix by BF=BS-SF.

Identify Attacks (A) — The framework proposes to use STRIDE to identify the attacks,
as this method is designed to cover different types of threats and Behfarnia and Eslami
(2018) claim that STRIDE has proven to work well for autonomous vehicle
(specifically cars).”

Create AS Matrix - Find out which structure component might get affected by the
attacks. Analyze the impact. The framework proposes CVSS for the analysis. CVSS’
six metrics are designed to cover the essential aspects of the definition of security,
which again are assets/values, threats and vulnerabilities. It can also be used for
ranking. Note that the AS matrix is independent of the AB matrix. The original S&S
method suggests to first create AB, which is the correlation between attacks and
failures, and then form AS matrix based on AB. This way, only the structures that are
affected by attacks which have a relationship with a failure will show. The attacks
which do not affect any failures and are marked as Ni/ in the AB matrix, but might have
high impact on the system structure, will thus be neglected. Consequently, the
framework suggests to form the AS matrix independently. As with step 5, uncertainties
in the selection of parameters for the impact levels might be present and Uncertainty
Analysis is again recommended to perform.

Create AF Matrix — Create AF matrix by AF=AS-SF.
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10. Create AB Matrix — Find out which failures that could be triggered through an attack.
Rate the impact level. The Framework proposes to base the rating on likelihood that the
attack could trigger a failure. Uncertainty Analysis is also recommended.

11. Evaluate Risk — Risk evaluation is asking the question if the risk is acceptable and
comparing it with a criterion. If there are several unacceptable risks, it is included in
the evaluation to determine which one that should be treated first. (Aven & Renn, 2010)
BF and AF are the two most important matrices to examine when performing the
evaluation, as these two cover consequences that affect both structures and functions of
the vehicle. To determine the most vulnerable functions, the two matrices can be added,
AF+BF. While there exists no collective risk standard for autonomous vehicle in order
to be determined as safe and secure, the framework proposes that the criterion for
acceptable risk should be set as “at least as safe and secure as a conventional vehicle of
the same type”. It is the same benchmark that IMO has set for autonomous ships. There
are various risk metrics to determine this criterion, i.e. with Fatal Accident Rate,
Expected Economic Loss or Individual Risk (Johansen & Rausand, 2014), to be used
to compare autonomous vehicle to conventional vehicle. With the criterion defined, the
matrix AF+BF can be evaluated if any risk needs further treatment or is considered
acceptable. The Uncertainty Analysis should also be included in the evaluation. If a risk
is considered unacceptable and the same function component is affected by both a
failure and an attack, those risks should be placed high on the prioritization list. AS and
BS are next to be evaluated and the unacceptable risks from the evaluation should be
added to the prioritization list as less pressing, as these risks only affect the structure
and not functions. The AB matrix is also helpful to the evaluation process. The attacks
which can trigger failures should be automatically be ranked as more pressing when
prioritizing than those attacks which have no correlation with any functions.

* Identified failures and attacks should be logged, the RAAV Framework proposes a registry
similar to the Automotive Security Taxonomy. Categories can be removed and added as it
deems fit. Moreover, categories should convert to fit safety concerns too. A taxonomy can be
a support for future work or for other similar projects.

6.4 Benefits with the RAAV Framework

The original S&S method was constructed for autonomous cars (Cui, Sabaliauskaite, Liew, &
Zhang, 2019). It has however been applied on other vehicle types by other researchers. Amro
et al. (2020) have used the S&S method successfully on an autonomous passenger ship to find
out the impact cyber security has on safety. The RAAV Framework is thus also tailored to work
on any autonomous vehicle. Additionally, as some industries separate security and safety into
two different departments, it is possible to divide the framework’s process to be worked on
separately. The safety department can identify failures and create the BS and BF matrices, and
the security department can do the same with attacks. Although the framework forces some
collaboration between departments, it is considered more as an advantage than disadvantage
for the vehicle’s development process.
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The RAAV Framework’s different matrices provide a thorough evaluation. The evaluation is
built on many aspects such as the vastness of impact, the impact’s snowball effect on the
systems various components and the snowball effect on safety and security. This can be
valuable during the next step of finding countermeasures and treatments.

Lastly, the framework has a stronger connection to modern risk science. The three traits from
the SRA Glossary’s definition of risk are all present. Background knowledge for the risk can
be found in steps 1-4 and step 7, where the context of the vehicle is examined. Steps 5-6 and
8-10 tie the background knowledge to the consequences. Within these steps, uncertainty is
present. Furthermore, the framework make use of other risk management aspects, such as
uncertainty analysis and risk metrics for evaluation. This argues for the framework’s attempt
at being more connected to risk science. Having a strong connection is advantageous, it will
facilitate the development of risk assessment for autonomous vehicles as it is has a link to up-
to-date risk science knowledge and can thus update according to it. Being an applied risk
analysis, it can provide back to the fundamental aspect of risk analysis with insights about
complex systems that constantly learn new things and evolves quickly.

6.5 Limitations with the RAAV Framework

The first limitation with the RAAV framework is of course that is has not been tried. It is
adapted from S&S, which has been applied on different autonomous vehicle successfully, but
the framework’s proposed identification, analysis and evaluation methods have not been tested
if they actually fit the customized S&S model. Another fundamental limitation is that the
framework requires a good understanding of the autonomous vehicle system in order to identify
the structures and functions needed. It might pose as a challenge if the development process is
still new. The framework is consequently not suitable for very early development phase.

Aspects such as the reason behind failures, in other words the hazard that causes failures to
erupt, are neglected in the framework. Same with the reason behind attacker’s attempts are out
of the scope of the RAAV framework. As important as the aspects are, they might primarily
influence the discovery of treatment and countermeasures. Aspects of this nature should
needless to say be included in the overall risk management process, but might not always be
needed in the risk assessment itself, except for using it as a starting point to identify i.e. failures.
It is recommended to not base the Risk Treatment process solely on the RAAV framework, but
also combine it with i.e. STPA, BN and ATA in order to identify attacker’s goal and
capabilities, as well as defining probability for a certain accident and to investigate if certain
set of conditions can outbreak an accident. The RAAV framework and the mentioned models
complement each other.

The criterion set for the evaluation, “at least as safe and secure as a conventional vehicle of the
same type”, is vague in details. Safety and security can be compared in different ways. Safety
can be measured in the numbers of errors, or human injuries, or crashes, and more. Security
can be hard to compare as new types of attacks have evolved to perform on autonomous vehicle
that would not work on conventional ones. The technical definitions for the criterion are not
provided in the framework.
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6.6 Recommendations for Future Development

To continue developing the RAAV framework, it has to be applied to a real case in order to
identify all shortcomings of the framework. Also, the technicalities of the risk criteria has to be
further developed, a more precise criteria must be defined. The criteria should be set according
to the industry’s objectives and be aided by research, but will have to follow legislations and
policies, required standards for product marking, environmental regulations, etc.
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7 Summary/Conclusion
This chapter concludes the thesis with a summary of findings and a conclusion.

7.1 Summary of Findings

The aim of the thesis is to increase knowledge about risk assessment of autonomous vehicle
and to analyze the found information in order to assemble a holistic risk assessment framework.
Three research questions and three research objectives were set in accordance with the aim. To
achieve RQ1 and RO1, a Scoping Study was conducted. Two interviews were held to answer
RQ2 and RO2, and lastly, a framework compilation have been made to meet the requirements
of RQ3 and RO3.

The Scoping Study gave a picture of how far the risk assessment for autonomous vehicle has
developed in the scientific research field. Identified safety and security risks were also
presented at the end. The results show that risk assessment for autonomous vehicle is still new,
the research in this area arose and grew in the last five years and has not been able to process
every aspect of the risk assessment steps yet. Several assessment models were presented but
none were recommended significantly more than others, indicating that a consensus has not
been reached about a well-functioning model. Again, this fact strengthens the theory of that the
research about autonomous vehicle and risk assessment is still in the initial phase and will
continue to be further studied. Many authors have however proposed models that are well
thought through. Interestingly, the models were explicitly separated into security risk models
versus safety models.

The two interviews gave an understanding of the industry’s risk management process with
autonomous vehicles. The number of interviews were limited, but the content was insightful.
It confirmed that the industry too separate security and safety, even though the two fields might
originate from common grounds or are able to influence each other. The interviews provided
several standards that formed the basis of their risk management work, mostly from a military
perspective. STPA got recommended. Even though the number of interviews held was few, the
information gathered has enriched the thesis and supported the thesis’ aim.

The last part of the aim of the thesis was met through a compilation of the RAAV framework,
where inspiration was picked up from the Scoping Study as well as from the interviews. The
framework based the method on the S&S model, customized it to only contain the three risk
assessment steps. Initially, the S&S model was presented in a generic tone. No suggestion on
how the identification step should be performed was made, nor for the analysis nor evaluation.
The framework proposed model(s) to each step and also made a more apparent connection to
modern risk science. At the end, the benefits and limitations were discussed.

7.2 Conclusion

Autonomous vehicle is an interesting and emerging technology which society will see more of
in the future. In order for this to happen, the vehicle must attain certain safe and secure
standards. The management and assessment of risk will have to continue to be researched and
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elaborated, as it is not at its peak at the moment. A lot of work has been put in already, it is
only a matter of time until autonomous vehicle will be the new means of transportation.
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Appendices

A1 Standards

Table Al is adapted and cited from Allouch et al. (2019) and Cui et al. (2019).

Table Al: Some standards related to autonomous vehicles and risk.

Standard Brief Description

IEC 61508 Functional safety of electrical/electronic/
programmable electronic safety-related
systems.

ISO 61511 Functional safety, safety instrumented
systems for the process industry sector.

EN ISO 13849 Safety of machinery, safety-related parts of
control systems, general principles for
design.

EN 954-1 Safety of machinery, safety-related parts of
control systems, general principles for
design.

EN 62061 Safety of machinery, functional safety of
safety-related electrical, electronic and
programmable.

ISO 26262 Road Vehicles functional safety, providing
an automotive safety lifecycle (includes
management, development, production,
operation, service, decommissioning) and
supports tailoring the necessary activities
during these phases.

ISO 121006 Applies to everything that is defined as a
machine under the European Machinery
Directive. It is used for machines for which
there is no standard dedicated to the specific
product or machine under consideration.

ISO 13849 Performance Level focused standard. It is a
standard that can cover most, if not all,
concerns of the machine manufacturer in
factory automation safety controls.

SAE J3061 A cyber security guidebook for vehicle
systems, which defines lifecycle process
framework and provides guiding principles.
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A2 System Models

Maple et al. (2019) present a system model as Figure A1l. The model displays components that
are in connection with the functional system and communication.

'
R = N "
| 0—0 :
| / \
' Cloud 3 party Vehicle Edge Environment and Infrastructure
| 1 4 ‘
I|| \
Devices and Peripherals / | Wireless Communications |<—_— '
I I ) / |
‘ Applications / Vehicle / FM/AM/DAB Radio “
\ Sensors
( Data Storage ' |
< Sensors / Internal|External " — ~ Driver ‘
Wireless / / \ P AN I
Communications / '\\ &1l S
Infotainment X HMI Passenger(s) [
Physical / ‘
Input/Outputs ‘./' \,\
]/ \
Data Storage )
g \ . ,/ \‘ Data Analysis
Physical |
.« > -
Input/Output Monitoring Localization
Object Ident.
Communication Sensor Fusion
e —
Actuators |« Action Engine
People Interaction .
Environment I —
Interaction/Sensing | Energy System |
Connected Autonomous Vehicle

Figure Al: A system model of an autonomous car, figure adapted from Maple et al. (2019).
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Hu (2020) presented a system model in accordance with Figure A2.

Cloud: Provide data, high-precision maps, algorithm
updates and background monitoring for cars

Historical map
2

Vision Sensor \ Historical map v v
\ 1
~ .
Multi- Scene
Communication Data Data sensor Static Dynamic Understandin Behavior Vehicle
Receiving Processing Data » Driving Driving and Processin: Decision- Path Planning —»| Control {»  Actuator
/ Layer Layer Fusion Pattern Pattern Method Making System
Positioning Sensor / vy <
/ [

Vehicle Posture Historical map
Sensor 9

5
Perception Layer Cognitive Layer Decision-Making Layer Control Layer
8
t

Figure A2: Another system model of an autonomous car, figure adapted from Hu (2020).

Chaal et al. (2020) presented a model of the control structure of an autonomous ship at a high
level of abstraction, see Figure A3. The shore-based control center supervises the autonomous
functions and can take control of the ship depending on the autonomy level. (Chaal, et al.,
2020)

[ Shore-Based Control Center (SCC) J

|

Autonomous Ship Controller (Virtual Captain)

) 1 1 ] 1

Stability and Integrity J Cargo Handling and ] Autonomous Engine [ Maintenance J

System Monitoring System Monitoring and Control System Planning System

) ; T T T ;
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Control and Fightin during Unloadi Steering Generation and

_ ghting Voyage nloading and axillary Distribution

Autonomous Navigation System

I | | | | I |

( Anchoring . . . Collision Dynamic Route Reporting and Weather Monitoring
. PNT Navigational Situation X . R o R
and Mooring Avoidance Positioning Planning Communication and Interpretation
System System Awareness System
N

System System System System System

; 3 I ,
Surroundings Object Object Dynamic
mapping Detection Identification Path
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[ Ship Body ]

Figure A3: A system model of an autonomous ship, figure adapted from Chaal et al. (2020).
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A3 Ildentified Attacks

Table A2 contains identified attacks found in articles from Group 1.

Table A2: Identified attacks for selected components and functions, table constructed from Maple et al. (2019),
Lima et al. (2016) and Bouchelaghem et al. (2021).

Component/Function | Attacks
Wireless e Eavesdrop
Communications e  MiTM Intercept

Incorrect handling of malicious packets (e.g., DAB) leading
to RCE

Context information leakage (e.g., location, identity)
Sybil attacks

Colluding to defeat agreement protocols

Wormbhole (relay) attack

DoS V2X communications

Replay

Forgery

Identity attack

Jamming attack on V2X communications

In-Vehicle Network

Eavesdrop
Replay
Spoofing
Theft

Cause injury

Physical
Input/Outputs

Cause electrical damage

Install malicious software (e.g., by firmware updates on
CDs or USB sticks)

Vehicle Sensors

Induce misleading readings (spoof, replay, delay)
Blind, jam
Tamper (disable, replace)

Data Storage

Violate integrity (manipulate data)
Violate confidentiality (extract data)
Violate availability (delete data)
Violate non-repudiation (delete logs)
Remote firmware update

Data Analysis e Induce bad analysis

e Obtain analysis

e Malicious input to put analysis into infinitive loop (DoS)
Energy System e Overcharge battery to damage it
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Drain power

Actuators Disable
Monitoring No longer forensically valid
Extract data
Infotainment Arbitrary code execution (via browser)

Arbitrary code execution (via crafted audio/video files)

Human-Machine
Interface/Mobile
Applications

Spoofing vehicle status
Intercept commands
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A4 Example of Using the RAAV Framework

Note that this example is made-up for illustrative purposes. The RAAV framework has not

been tried on an actual autonomous vehicle system.

Caption:
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Relationship:

@ connect

‘ High Impact
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';' Impoct
“dee NI

Functions (F)

| Find

ing navigational position |

Route planning

Figure A4: Three functions for illustrative purposes are identified first (Step 1).
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Figure A5: Three structure components are then identified (Step 2).
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Figure A6: Matrix SF is created and where the structure and function has a influence on each other, it is
marked with a Connect dot (Step 3).
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Figure A7: Three failures are identified, these in the figure are made-up but the framework has recommended
method(s) for identification (Step 4).
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Caption: Functions (F)
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Figure A8: Matrix BS is created. The framework has recommended method(s) for determining impact level.
Uncertainty Analysis is to be performed separately (Step 5).

Caption: Functions (F)
Relationship  Relationship: | Finding navigational position |
Matrix: H

[:] @ Comnect * High impoct Route planning

g Structure (5)
----- Nil edee NI H T
‘ | Advanced networking services [-------- £-{------ @i
I Switches - '
Router .
Failures (B) | — \ T

Advanced networking services failure I. (.

Switches failure ‘

Router failure A

Figure A9: Matrix BF is created through matrix multiplication (Step 6).
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Figure A10: Three attacks are identified, these in the figure are made-up but the framework has recommended
method(s) for identification (Step 7).
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Figure A1l: Matrix AS is created. The framework has recommended method(s) for determining impact level.
Uncertainty Analysis is to be performed separately (Step 8).
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Figure A12: Matrix AF is created through matrix multiplication (Step 9).

Caption: Functions (F)
Relationship  Relationship: | Finding navigational position |
Matrix: T
:] @ connect - High Impact Route planning
oy e Structure (5)
----- Nil e NI : -
‘ | Advanced networking services f-------- £-{------ R
| Switches  ---e ‘
| Router . -
Failures (B) - N =

| Advanced networking services failure l (.

Switches failure ‘ A :
Router failure A Aj -
Attacks (A) bkl : *
Tampering i 1\ 5 )
Information disclosure A k O - A
Denial of service ;

T (e

Figure A13: Matrix AB is created. Uncertainty Analysis is to be performed separately (Step 10).

The last step is evaluation the risk, which the Uncertainty Analysis contributes to (Step 11).
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