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Abstract

In this thesis, a fault detection and diagnosis system is developed for the Crazyflie
2.1 unmanned aerial vehicle. Different types of faults are investigated and suitable
methods and tests are implemented. The system is mainly developed for the light-
house positioning, but the tests and methods are generic and suitable for other parts
of the Crazyflie eco-system. For the faults investigated, different methods of bring-
ing the quadcopter to a landed state are explored. To keep user customizability high,
different default actions are available to specify for each type of fault. The different
actions are implemented as an extension of the onboard state machine and will cause
the Crazyflie to respond to a fault in a certain way. The results indicate promising
results for the developed control strategy but, because of simplicity, already imple-
mented strategies are preferred. Overall, the implementation is simple, flexible and
robust. Additionally, a propeller unbalance estimator developed in previous work
was implemented and evaluated. The estimator is able to identify the damaged pro-
peller and estimate the unbalance within the correct order of magnitude. It was,
however, deemed too model dependent and thus not suitable as a general service
indicator across different Crazyflie setups and configurations.
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1

Introduction

In the field of autonomous flight, robust identification and management of fault
conditions are crucial for the safe and reliable operation of unmanned aerial vehi-
cles. In autonomous flight, ensuring both the vehicle’s and its surrounding safety is
paramount. It is essential to identify and appropriately respond to erroneous con-
ditions, such as the loss of position data or anomalous sensor readings, to prevent
accidents and minimize potential risks. Sensors can sometimes provide inaccurate
or inconsistent data. This thesis aims to equip the Crazyflie 2.1 unmanned aerial
vehicle developed by Bitcraze AB with the capability to recognize abnormal sensor
readings and initiate controlled recovery mechanisms.

1.1 Goals and objective

The aim of this thesis is to investigate how erroneous states in the Crazyflie can be
detected, and how they should be handled. The aim of the thesis is to develop a sys-
tem to autonomously identify and manage erroneous conditions during autonomous
flight. The solution is intended to be implemented and evaluated on the Bitcraze
Crazyflie platform. An emergency control strategy is to be developed using only
IMU measurements, as it is the only sensor which is always available on the sys-
tem. The ultimate goal is for this solution to become a permanent part of the system.
Following the literature study in Section 2.1 the following is to be investigated in
this thesis.

Research questions.

* What strategies can be implemented to ensure autonomous isolation and han-
dling of errors in Bitcraze quadcopters during autonomous control?

* Which control strategies are most effective for different types of sensor faults,
and how can they be implemented?

* How transferable are the developed algorithms and methods to different quad-
copter models and configurations?



Chapter 1. Introduction

Delimitations

The sensor fault detection system will be developed with the assumption that only
one sensor fault will be present at a time, which for the realistic scenario, is a rea-
sonable assumption. The modular design of the Crazyflie’s expansions boards pro-
poses an interesting challenge in the realm of sensor fault detection. With different
configurations, different sensor measurements will be available to the system. This
approach limits the fault detection to errorenous states related to the lighthouse po-
sitioning system, but the approach is modular and thus acts as a proof of concept
directly applicable to other modules.

1.2 Thesis outline

In Chapter 2 a general introduction to fault detection and different approaches is
presented as well as a brief introduction on key components of the Crazyflie. Chap-
ter 3 presents a general framework for quadcopter modelling and contains results
needed for later chapters. In Chapter 4, motivation, discussion and implementation
details of the chosen approach are presented and in Chapter 5 the conducted experi-
ments and results are presented. The discussion in Chapter 6 is centered around the
presented results as well as the methods chosen.
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Background

2.1 Literature study

There is extensive literature on Fault Detection and Isolation (FDI) and Fault Tol-
erant Control (FTC) for quadcopters. Much of the focus in literature is on the iden-
tification and management of motor faults. However, there is less on sensor faults
and their management. Fault diagnostics as a whole commonly consists of two main
components, fault detection and fault isolation. These two together constitute Fault
detection & isolation (FDI). The basic concept involves using an algorithm that re-
acts to errors, determining their type and severity, with the goal of implementing
changes to mitigate their impact.

Fault detection can be achieved by means of hardware redundancy or analyti-
cal redundancy [Chen, 1995]. Hardware redundancy, as the name implies, relies on
having access to redundant sensors measuring the same states. Error detection can
then be carried out by means of comparing measurements from each of the sensors
to one another. Analytical redundancy instead relies on information, analysis and
usually the prediction of expected behavior of the system in question. Several meth-
ods of analytical fault detection exist which can typically be divided into the fol-
lowing categories, model-based methods, signal-based methods, knowledge-based
methods, hybrid/active methods [Han, 2021].

Model-based methods

Model-based fault diagnosis relies on a well-established mathematical model of the
system, derived from physical principles or system identification techniques [Han,
2021]. The principle idea is to run the model in parallel to the process with the
same inputs. In this way, a fault-free system (or nominal system) is created and
any deviation between the real process and the modelled one can be detected, and
thus indicate that a fault has occurred. This difference between the expected out-
put and the measured one is referred to as the residual. Residual generation is the
first part of model-based fault approaches. Common and well-known model-based
approaches for residual generation techniques include observer-based techniques,
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Chapter 2. Background

parity space approaches, and parameter estimation approaches [Khan, 2010][Han,
2021]. A general model-based fault detection scheme and its components including
a decision step is illustrated in Figure 2.1. Typical sources of errors could generally
be introduced in either the actuators, process or sensors as highlighted in the figure.

Ja T Js
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Input Output
Actuators Process Sensors

Mathematical
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Residual
generation

|

Residual .. Action
. Decision ——
evaluation

Figure 2.1 Model-based fault detection scheme including post processing and action out-
put.

Residual generation. In observer based fault detection, the idea is to generate
the residual by comparing the system outputs with their estimates. It is one of the
more commonly applied approaches in fault detection because of their flexibility
and simplicity. Different types of observers can be used depending on the situation,
for example can the traditional Luenberger observer be used in a deterministic set-
ting or the Kalman filter in a stochastic setting [Frisk, 2001] [Chen, 1995]. Different
nonlinear observers are also viable such as the Extended Luenberger observer, Non-
linear identity observer, Unknown input observer (UIO) or the Extended Kalman
filter [Khan, 2010].

Residual evaluation. Residual evaluation is the second part of model-based fault
detection. The residual should normally be zero or close to zero when no fault is
present, but distinguishable different from zero when a fault is present. However,
due to the presence of disturbance, noise, and modeled uncertainties, the residual is
almost never exactly zero. For stochastic systems specifically, the residual is typi-
cally very noisy. The residual generator is then often designed to specifically sup-
press the effect of this noise. A common approach is to use a Kalman filter-based
residual generator [Chen, 1995]. With the knowledge and assumption of process
noise in the model, the residual is often evaluated with statistical means such as the
weighted sum-squared residual (WSSR), x2, generalized likelihood ratio (GLR) or
using a cumulative sum (CUSUM) [Chen, 1995].

10



2.2 PID control

Fault tolerant control

Fault tolerant control (FTC) can be divided into two main categories, passive FTC
(PFTC) and active FTC (AFTC) [Ducard, 2007]. PFTC revolves around employing
inherently robust control strategies, which are largely unaffected and good at dealing
with large uncertainties. For PFTC, fault detection is often not considered as the
controllers are designed to cope with different types of faults on the actuators or
sensors. AFTC on the other hand involves switching control strategies when a fault
has been detected. The control strategy could then be better tailored to cope with
the detected fault but this solution requires more infrastructure and a well behaving
FDI. The general outline of an AFTC scheme is illustrated in Figure 2.2.

/
Ref;,@—, Cor}wﬁer System k
’_/

Controller
reconfiguration Fault Detection
& Diagnosis

l

Figure 2.2 Active fault tolerant control scheme.

2.2 PID control

Continuous form

A proportional-integral-derivative controller (PID controller) is a commonly used
control method used in control engineering [Astrom and Higglund, 1995]. It utilizes
feedback to control a measured control variable to a desired setpoint. It does this by
continuously calculating the error, ¢(7), between the measured value and the desired
setpoint. In the continuous case, the PID control signal takes the form of

de

o @2.1)

u=Kpe(r) —|—K,'/e(t)dt +Ky

where K, K; and K are the gains of the proportional, integral and derivative terms
respectively, which are all tuning parameters, that makes the controller behave dif-
ferently to disturbances, noise and reference changes.

11



Chapter 2. Background

Discrete form

To implement a continuous PID controller in a digital setting, for example in a
computer, the integral and derivative parts have to be discretized. The continuous
form of (2.1) then takes the form of (2.2).

u(k) = Kpe(k) + Kl (k) + K4D(k)
I(k)=I(k—1)+e(k)
e(k)—e(k—1)

h
where k denotes the time step and / the sampling period. The formulation of (2.2)
is generally not a sufficient implementation for a well functioning PID-controller
and several improvements are needed. The reader is referred to [Higglund, 2021],

[Wittenmark et al., 2002] or any other textbook on control theory for an in depth
derivation of the discrete-time PID control formulation.

2.2)
D(k) =

2.3 Crazyflie overview

The Crazyflie 2.1 is a small quadcopter developed by Bitcraze AB [Bitcraze,
2021a]. It is a versatile tool used by researchers and more ambitious laymen. The
project is entirely open-source, which enables full customization and modification
of the firmware. Onboard is a gyroscope, accelerometer and barometer.

Lighthouse positioning system

The lighthouse positioning system is a highly accurate indoor positioning system
developed by Bitcraze. It uses SteamVR Base Stations as optical beacons and
light receivers (photo-diodes) on the lighthouse deck, mounted on the Crazyflie
(or any other compatible device) to calculate its position with millimeter precision
[Bitcraze, 2023d]. The basestations spin drums with a laser to create a "sweep-
ing" effect around its environment. With the sweep information, the position and
orientation of an object can be computed if the corresponding basestation position
is known. Even though millimeter precision is possible, because of geometry, the
performance severely degrades whenever the receiving object comes closer than ap-
proximately 50 cm below the basestations. As it is an optical system, a clear line of
sight to at least one of the basestations is required. For lighthouse V2 the sweep rate
is approximately 50 Hz.

OW protocol

The one-wire protocol is as the name implies a single wire communication protocol.
The one-wire standard operates on a master slave configuration where up to 100
slaves can be connected on the bus [Agnihotri, n.d.] . The one-wire protocol is used
on the Crazyflie during startup to identify which expansion boards are connected.

12



2.4 Control structure

Figure 2.3 Lighthouse positioning deck [Bitcraze, 2023c].

After the connected boards have been identified, the correct drivers are loaded and
the appropriate estimator and controller is chosen.

freeRTOS

The Crazyflie runs freeRTOS, which is a free real-time operating system. It is
lightweight, fast and offers a multitude of synchronization primitives needed for
concurrent programming.

2.4 Control structure

The default control method on the Crazyflie is a set of cascaded PID controllers
that map the desired input to one another [Bitcraze, 2023a] as illustrated in Fig-
ure 2.4. The innermost controllers are responsible for attitude control and receives
measurements from the IMU and gyroscope. On top of this is the velocity controller
and position controller which maps a desired position or velocity to a desired roll
and pitch angle ugy, ug, which is fed into the attitude controllers. Depending on the
configuration, the xyz controllers can be bypassed by specifying a control mode in
the setpoint structure. The possible control modes include ModeAbs, ModeVelocity
and ModeDisable, which as the names imply, bypasses and selects which reference
and input to track as illustrated in Figure 2.4. All setpoints are generated by a high-
level commander which is then passed on to the control structure. If not specified,
the setpoints are in the global reference frame, and thus needs to be rotated to the
inertial frame through (2.3) using the current yaw orientation y. The z velocity con-
troller additionally encompasses a feedforward term according to (2.4) to improve
tracking and counteract gravity.

[u¢3] _ [—COS(W) —sin(w)} {%G} 2.3)

U sin(y)  —cos(y)] |ueg
Uthrust = Uff + Uz 249

13
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Figure 2.4 Crazyflie cascaded control structure including the different modes available to
select in the setpoint structure.

2.5 Supervisor and stabilizer module structure

The stabilizer loop is at the heart of the Crazyflie and coordinates everything from
sensor acquisition to control output [Bitcraze, 2023e]. The loop runs at 1 kHz and
processes and synchronizes different tasks in the system according to Figure 2.5.
Implemented in the firmware is also a supervisor that monitors against faulty be-
haviour and has full right to override any setpoint generated by the commander.
The supervisor includes a state machine, which enables easy error handling and ab-
stracts away key flight modes such as flying, crashed, preflight checks and more.
The current implementation overrides the setpoint of the commander and levels out
the Crazyflie whenever a setpoint watchdog, updated by external communication,
has failed to be reset. The levelout mechanism simply commands roll and pitch to
zero leaving the control mode and setpoint in the Z direction to whatever was previ-
ously commanded, control is then given back whenever communication is restored.

Output

Data State State State Cmds Power PWM

Estimator Controller Distribution

Sensors Motors

[ e

Setpoint nﬁ(
Supervisor Comrhander

Figure 2.5 Stabilizer loop, adapted from [Bitcraze, 2023e].
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2.6 Lowpass filter

2.6 Lowpass filter

A lowpass filter is a filter that only lets signal below a defined cutoff frequency
through, while suppressing signal with higher frequencies. A lowpass filter can be
implemented analog through special circuits or digitally by converting the analog
continuous version to a discrete digital version. A recursive filter is a popular and ef-
ficient way to construct a digital filter without having to perform long convolutions.
These filters are also generally known as infinite impulse response (IIR) filters. A
general N-order recursive filter takes the form of (2.5) [Wickert, 2022]

N M
ynl=— Z ayln—k|+ Z byxln—r) (2.5)
k=1 r=0

where y[n] is the output and x[n] is the n:th input sample and a; and b, are known
as the recursive coefficients. The relationship between the recursion coefficients and
the filter’s response is given by the Z-transform [Smith, 1999]. Consider for example
the general second order lowpass filter in the continuous s domain

1
H(s) = ——7— 2.
(s) s2+5+1 (2.6)
1z-—-1
= —— 2.7
ST K+l 2.7)

After substituting (2.7), known as the bilinear (or Tustin’s) transform [Redmon,
2003] in (2.6). We get following after some manipulation and further substitution

K> 42K%*;7 '+ K?772

H(7) = 2.8

& (K24 §+1) +2(K2 = 1)z '+ (K2 = § +1)z72 29
bo+biz ' +byz?

H(z)=—— = 2.9)

aot+aiz” ' +axz~
Comparing this to a Z transformed version of (2.5), that is (2.9), for N = 2 with
H(z) = ) we can identify the coefficients as

X(2)
2 » K
apg=1 a1:2(K —1) ap=K _é—‘rl (2.10)
by =K* by =2by by = by @2.11)
where K = tan(n%‘), F. is the cutoff frequency of the filter and F; is the sample

frequency. The structure of (2.5) is used in the Crazyflie to filter the accelerometer,
gyroscope and PID controllers output.
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Chapter 2. Background

2.7 Kalman filter

On the Crazyflie, an extended Kalman filter developed in the works of [Mueller
et al., 2015] [Mueller et al., 2016] is implemented. A Kalman filter is in the linear
case an optimal recursive filter that estimates states X; given a system dynamics
model and noisy measurements y; [Simon, 2006]. The extended Kalman filter is a
nonlinear extension of the original Kalman filter where the dynamics are linearized
around the estimate and the estimate is based on the linearized system [Simon,
2006]. Consider for example the following discrete nonlinear system model

X = f(x—1,ug—1) + w1

2.12
Yk = h(xg) + vk 12

where f(-) is the system equation and /(-) the measurement equation, both of which
are nonlinear functions and w, v are zero mean independent normal distributed
noises with constant covariance Q and R. Performing a Taylor series expansion
around x;_; = £;_; and wy_| = 0 for the system model and around x; = £; and
v = 0 for the measurement model results in a linear system of equations and the
standard Kalman filter formulation can be used to estimate the states according to
Algorithm 1.

Algorithm 1 EKF
EKF predict
k-1 = B tk—1,ua—1) (2.13)
Pri—1 = Fe 1Pyt Bl +Q (2.14)
EKF correct
& = Yk — h(Fx-1) (2.15)
Sy = HP;H! +R (2.16)
K; =Py H(S; ! (2.17)
Rk = k-1 + K& (2.18)
P = (I— KeHg) Pypp g (2.19)

where Fj, and Hy, are the jacobians of the functions f and & at sample time k.

F, = a—f (2.20)
ox |,
ol
H;, = % (2.21)
X Lrjk—1
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2.7 Kalman filter

The EKF on the Crazyflie has a nine dimensional state vector &:

£=(x,p,5) (2.22)

where X is the position in the inertial frame, p = R™'% the velocity in the body
frame rotated by using the rotation matrix R described in Section 3.1, and 8 an atti-
tude error representation [Mueller et al., 2015]. For a detailed explanation and full
derivation of the equations, the reader is refereed to the original paper and source-
code implementation. When the lighthouse deck is mounted, the EKF estimates
position and a heading error through the sweep measurements. The measurement
model can be found in [Bitcraze, 2023b]. As different measurements arrive at dif-
ferent time steps and depending on the configuration, different measurements may
be available to the system.

The implemented EKF is a scalar updated version different from the formulation
presented in Algorithm 1. The scalar implementation additionally removes a matrix
inversion in (2.17) as Sy is scalar, which can be beneficial for embedded real-time
systems. Additionally, to improve performance and decrease the risk of estimator
divergence, a Joseph correction step is integrated that ensures symmetry on the co-
variance matrix on each correction step. The interested reader is refereed to [Greiff,
Marcus, 2017] for the full formulation of the scalar updated Joseph-form EKF with
enforced symmetry.

In addition to the EKF, a complementary filter is available on the Crazyflie. A
complementary filter estimates roll, pitch and yaw through sensor fusion of the ac-
celerometer and gyroscope [Bitcraze, 2023f]. The complementary filter is efficient
and lightweight and is intended to be used for manual control.

17



3

Modelling

The following section introduces and describes the fundamentals regarding quad-
copter modeling and serves to give a deeper understanding as well as a mathematical
frame to stand on. First, concepts regarding reference frames and force interaction
are introduced, then rigid body dynamics based on Newton-Euler equations is de-
rived and finally, a brief discussion on numerical properties and parameters related
to the Crazyflie is presented.

3.1 Attitude angles and reference frames

The attitude of a vehicle describes how it is orientated in one reference frame with
respect to another one. There are several ways to represent the attitude of a vehi-
cle with Euler angles being one of the more common approaches. The coordinate
system used for the Crazyflie is in the east-north-up (ENU) convention [Bitcraze,
2023g] and the corresponding Euler angles, roll (¢), pitch (0) and yaw (y) are
illustrated in Figure 3.1.

The measurements of the sensors in the Crazyflie in its body reference frame
relative to the global inertial one can be described using Euler angles. By apply-
ing three consecutive rotations, the inertial frame, denoted ¢, is transformed to the
Crazyflies body frame, denoted . Denoting ¢; = cos(i), s; = sin(i), the rotation
matrices, in a ZY X configuration, equate to

cy sy O co 0 —sp 1 0 0
RZ(‘I’) = _SW C[Ij 0 5 R)(e) = 0 1 0 s RX((P) = 0 C¢ S¢
0 0 1 s9 0 cq 0 —s¢ cp

3.1

which leads to the following relation, transforming a vector from the inertial frame
(G) to the Crazyflies body frame (B).

CoCy SyCo —S9
Rgp = Rx(q))Ry(Q)Ry(l’lI) = [CySeSp —SyCp SySeSp +CoCy CoS¢p (3.2)
CySeCy +SpSy  SySeCp —CySp CyCo

18



3.1 Attitude angles and reference frames

G

»
>

AG

Figure 3.2 Quadcopter and inertial frame.

In the Crazyflie, Euler angles are not utilized to represent reference frames be-
cause of the computational overhead of evaluating trigonometric functions and the
potential for singularities during aggressive flights. This can be seen in (3.2) for
0 = (n+1/2)m, where ambiguity arises because of the inability to distinguish be-
tween rotations around the roll and yaw axes. This singularity is known as Gimbal
lock [Greiff, Marcus, 2017]. Instead, an attitude representation known as the quater-
nion is used. A quaternion is commonly defined as

Q=a+bi+cj+dk (3.3)
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Chapter 3. Modelling

where a,b,c,d € R and i, j, k imaginary units. In compact notation using polar co-
ordinates and Euler’s identity the definition becomes

qw
qx qw
= = 34
a= | = |%] G4
4qz

With the quaternion representation and its operators, the mapping between xg and
xg becomes

~1 0 0
xXG = RBG-XB = RGBXB = RngB |:_XG:| = (gBG ® |:.XB:| ®q26 (35)
where g* denotes the complex conjugate and ® the quaternion product and Rpg

ata—a -4 20@qy—qwg:)  2(9:q:+qway)
R = | 2(qxaqy +9wqs)  an—G+ay—az  2(qyqz —qwdx) (3.6)
2qeq: —away)  2aya:+awas) @ — 4 — G+ G

The quaternion representation eliminates Gimbal lock, has better numerical sta-
bility and reduces computational load as no trigonometric evaluation is needed. It
is, however, less intuitive and a requires a familiarity with quaternion algebra. The
interested reader is referred to for example [Greiff, Marcus, 2017] or [Diebe, 2006]
for a full derivation and explanation of the relations.

3.2 Forces and moments

The Crazyflie is an X-configuration quadcopter where two opposing propellers ro-
tate in a clockwise rotation (CW) and the other two counter-clockwise (CCW). Each
rotating propeller produces a force along the Zp axis of the quadcopter, this force is
given by

fi =k} 3.7)

where @ is the is the rotation speed of motor i, measured in [rad/s] and k; is a con-
stant depending on factors such as torque proportionality, surrounding air density,
air velocity, area swept by propeller and other unmodelled factors. The total thrust
along Zp is thus given by the sum of each motor thrust.

4
Tp=F =) ko? (3.8)

i=1
Apart from thrust, these rotational speeds also give rise to a torque acting on the
opposite direction of the rotation of ;. For example, a rotor spinning in the CW
direction will give rise to a moment in the CCW direction. The torques or moments

20



3.3 Dynamics

are denoted 7; and can similarly to (3.7) be modelled as proportional to the rotor
speed w12 scaled by a factor k,,

i = kn©F (3.9)

How the forces and torques act on the body is captured in Figure 3.3

S

Figure 3.3 Forces and moment acting on the quadcopter.

3.3 Dynamics

Quadcopter modelling has been studied extensively in literature. The dynamic mod-
els could be derived either using Newton-Euler or Lagrange dynamics. Here, the
dynamics are derived assuming a rigid body using the Newton-Euler equations
model. For a full derivation and a more in-depth description, the reader is referred
to [Luukkonen, 2011] or [Greiff, Marcus, 2017].

Newton-Euler equations

Following the assumption that the quadcopter is a rigid body, combining the total
thrust produced by the force of the propellers in (3.8) with the gravitational force
and Newton’s law gives

mpX = Re3Tg — mpg (3.10)

in the inertial frame for the translational motion of the system, where m;,, is the mass
of the quadcopter and R a rotation matrix from the body frame to the inertial one,
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Chapter 3. Modelling
for example (3.6). The above relation can be rewritten as follows
Lo
X¥=—Re3Tp—g (3.11)
ny,

which can be used to calculate the force required to produce an acceleration in
the inertial frame. In the body frame, the angular velocity @), of the Crazyflie and
angular acceleration @y, is a function of the external moments 7, and the quadcopters
moment of inertia I, according to Euler’s equation

Ty = I, + wp X (I 0p) 3.12)

which constitutes the rotational dynamics of the system.

3.4 Numerical parameters of the Crazyflie

Since the Crazyflie is a research tool, many studies of its physical parameters have
been conducted. To control the motors on the Crazyflie, pulse width modulation
(PWM), denoted D (an unsigned 16 bit integer on the Crazyflie 2.1), is used to set
the voltage across the motors and consequently its rotational speed. In the works of
[Bitcraze, 2021b] and [Honig, 2021], several relationships between the Crazyflie 2.1
and its physical parameters were established. These include PMW to thrust, PWM
to RPM and thrust to power. Since no feedback about the rotational speed of the
individual motors exist, which would for example enable the use of (3.7), these re-
lations act as a good open loop alternative whenever information about unmeasured
quantities are needed.

T, =1.65x107°D*+9.44 x 107°D (3.13)

In Table 3.1, a summary of physical properties used throughout the thesis is pre-
sented. The thrust coefficient ks was determined by averaging a hover PWM value
and utilizing the PWM to RPM relation (3.14) together with (3.7). How well (3.13),
which establishes the relationship between PWM to thrust in grams, Ty, tracks real
life dynamics is illustrated in Figure 3.4, where a comparison between (3.13) which
has been used to calculate the quadcopter’s accelerations through (3.11), and the
accelerometer output, which has been rotated to the world frame through (3.6) is
given.

RPM = 0.34D* +3302.63D (3.14)
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3.4 Numerical parameters of the Crazyflie

Table 3.1 Parameters of the Crazyflie quadcopter

Symbol | Description Value Unit
my, mass of the Crazyflie 34 [g]
p Propeller radius 22 [mm]
ki Thrust coefficient 3.38  [Ns?/rad’> x 1077]
= Commanded = Measured

0 20 40 60 80
Time (s)

Figure 3.4 Comparison between commanded and measured acceleration rotated to inertial
frame.
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4

Method

4.1 Residual generation

Residual generation is as mentioned in Section 2.1 the first step in model-based fault
detection. It is the base on which the detection algorithm relies, and thus it is of key
importance that anomalous behaviour is captured in them. Since there is already an
EKF implemented on the Crazyflie, it is naturally chosen as the source of resid-
ual generation. In principle, any output of the estimator that can be symptomatic of
a fault can be used as a residual. For example, elevated state covariance or states
that have exceeded a known physical property, like position or velocity. The resid-
ual, identified as the innovation in (2.15), is however the most typical source of a
residual. The innovation is then typically also transformed to a distance measure,
denoted s;, which together with a stopping rule is used to determine if a change to
the no fault hypothesis has happened [Gustafsson, 2000]. The choice of a distance
measure is dependent of what type of change one is trying to detect. If a detection
of change in the mean is of interest, the residual itself can be used, as in [Nilsson,
2020]. Other possible distance measures include a change in variance, change in
correlation or change in sign correlation.

An example of what a disturbance look like for the lighthouse system and what
is of interest to detect can be seen in Figure 4.1. This is a typical example of where
the Lighthouse system struggles to receive good measurements from the basesta-
tions. The position of the Crazyflie during time frames of large sweep measurement
errors are highlighted in red in Figure 4.1a, the corresponding timeframes and er-
ror spread is visualized in Figure 4.1b. This phenomenon occurs, for this particular
setup, at heights above 2.5 m and close to the edges of the flying area. Different
setups and configurations exhibit different behavior in various positions. However,
the lighthouse system commonly struggles when the line of sight is obstructed, the
drone is flying too high with respect to the base stations, the calibration is off, or
due to external disturbances such as reflections.

Normalized innovation squared. For this, a distance measure called the nor-
malized innovation squared is used [Dingler, 2022]. The normalized innovation
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4.1 Residual generation

Basestations

(a) (b)

Figure 4.1 Position coordinates visualized along with the corresponding sweep innovation
and covariance. The Crazyflies position in the highlighted time windows in (b) is highlighted
with red in (a).

squared, 1y, NIS for short, is defined as

m=¢g S, & 4.1
or in the scalar case 5
€
M= Tk 4.2)
Sk

where & is identified as the innovation in (2.15) and s; is the innovation covari-
ance (2.16). The normalized innovation squared essentially checks if the Kalman
filter is consistent and can easily detect filter divergence. This is easily seen in the
formulation since if the innovation is large relative to how certain the filter is, the
metric will be large, indicating that the measurement is not in good agreement with
the filter. On the contrary, if the filter is unsure of its estimate, a large innovation
will not inflate the metric. This property is specifically advantageous and appropri-
ate for the lighthouse system, as the measurements are prone to sporadic outages,
because of line of sight obstruction, where only the predict step in the Kalman filter
formulation, Algorithm 1, is ran. During the predict step, the system dynamics as
well as the covariance matrix is pushed forward, which increases the uncertainty of
the filter.

After an outage, the innovation will often be large because of the inability of
the underlying model to accurately capture real life dynamics for extended peri-
ods. In these scenarios the normalized innovation squared will put less emphasis
on the large error until the filter converges again, which typically requires a few
samples. This is illustrated in Figure 4.2 where the sweep innovation is showcased
together with the position variance of the filter and outages of different lengths are
highlighted.
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Figure4.2 Sweep measurement innovation and position state variance. Outages longer than
0.3 s (a) and 0.5 s (b) are highlighted.

4.2 Residual evaluation

As mentioned in Section 2.1, residual evaluation is the second step in the general
model-based fault detection scheme, Figure 2.1, and plays a significant role when it
comes to performance of the fault detection scheme. In the ideal scenario, the resid-
ual generator produces residuals which are different from zero only when a fault is
present, however because of unmodelled behaviour and process noise this is nor-
mally not the case. Residual evaluation in model-based fault detection is achieved
by applying an evaluation function together with a simple threshold. This evalua-
tion function must in an appropriate fashion deal with the noise in the residuals. The
evaluation function could be as simple as a test on the instantaneous or average of
the distance measure or be based on a statistical test such as described in Section-
2.1. Most importantly, the evaluation function must consider the trade-off between
fast and reliable detection.

CUSUM test. In this approach, a CUmulative SUM (CUSUM) is used [Granjon,
2013]. The cumulative sum is a commonly applied method to detect any shift in the
mean of a time series and is frequently used in fault detection. It fulfils many of
the demands required to be a viable option in an embedded real-time system and is
thus a suitable option. It is lightweight, simple, and easy to tune to either prioritize
fast detection or reliability. The original cusum formulation of [Page, 1954] is illus-
trated in Algorithm 2. In the formulation only a shift in the positive direction can
be detected, however, the formulation can easily be extended to include detection in
the negative direction as well. This is commonly referred to as the two-sided cusum
test, but is not used since the normalized innovation squared is strictly non-negative.
In the formulation, g; is an auxiliary test statistic that together with a threshold (or
stopping rule) is used to raise an alarm.

The main principle in a cumulative sum is to sum up the test statistic, g;, with
its input, s;, and raise an alarm if the metric exceeds a threshold. Given a white
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4.2  Residual evaluation

Algorithm 2 CUSUM
Input: s,

& =8&-1+ts—vV
thOIfg,<O
g =0if g > h > 0 and alarm

Design parameters: drift v and threshold &

noise input, the metric will drift much similar to that of a random walk. To pre-
vent this behaviour, a drift term v is subtracted at each evaluation but capped at
zero to prevent a drift in the negative direction. Several other variants of this origi-
nal formulation exists, which has usually been developed to incorporate some other
desirable feature. An example of this is the cusum recursive least squares formula-
tion [Gustafsson, 2000], Algorithm 3. This formulation combines a smoothing filter
to the input of the test statistic by applying a forgetting factor A. The assumption
is that during normal conditions, the input, y,, undergoes small changes, which is
caught by the forgetting factor, but occasionally undergoes abrupt changes, which
is expected behaviour in our case as can be seen for example in Figure 4.1.

Algorithm 3 CUSUM RLS
Input: y,

6 =261+ (1=2A)y

St =YVt — ét

g = max(g;—1 +s, —v,0)
Alarmif g, > h

After an alarm, reset g; = 0 and ét =y
Design parameters: drift v, threshold % and forgetting factor A

For the CUSUM RLS, the idea behind setting é, = y; after an alarm is that the
algorithm instantly forgets all previous information, while at the same time avoiding
bias and a transient [Gustafsson, 2000]. Worth noting is also that setting A = 1
reverts the algorithm back to the original cusum test according to Algorithm 2.

Change detection action

As recommended in [Gustafsson, 2000], an appropriate action whenever an alarm
has been detected is to reset the CUSUM and momentarily increase the process
noise covariance matrix, Q = aQ in the predict step of the kalman filter formula-
tion, Algorithm 1. This can be viewed as forcing the filter into the right direction
under the assumption that it is the model and not the measurement that is wrong.
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An example of this would be whenever the Flowdeck experiences a sudden altitude
change, as it is the relative and not absolute height that is measured. However, for
example with the lighthouse or any of the positioning decks any long-worthy el-
evated NIS level is in this context, best to be treated as the opposite, that is, that
bad measurements have been repeatedly fed into the EKF. A corresponding suit-
able action would then involve aborting the mission and trigger a descent. A more
elaborate discussion on change action is presented in Section 4.4.

For this scenario, the developed strategy to distinguish a true positive from a
false one, is based on empirically knowledge of the residuals. For example, the
residuals are prone to outliers often many magnitudes of order greater than the
nominal case. A sufficiently high threshold would of course compensate for this
at the expense of increasing the time to detection for other fault scenarios. But, as
a fast time to detection is of great importance during flight to prevent a crash and
under the assumption that outliers do not occur frequently, the approach is to re-
quire several violations in a given timespan to consider it a true positive. This is
commonly refereed to as a run test and is often used to to reduce false alarm rate
and increase robustness [Gustafsson, 2000]. An alternative would have been to sim-
ply filter out any NIS measurements above a certain threshold. But this, for obvious
reasons, would make the fault detection insensitive to large instantaneous faults.

Additionaly, due to the EKF not being an optimal state estimator, and the system
dynamics of a quadcopter being highly nonlinear, the residuals are expected to be
elevated during aggressive flight maneuvers. This is exemplified in Figure 4.3 that
illustrates how the sweep and heading residuals are affected during rapid acceler-
ation and deceleration. As can be seen, the NIS is increased during high velocity,
and so is the spread as can be seen in the plot on the third row, which shows a
0.5 s windowed standard deviation of the innovation including the process standard
deviation R that the filter has been tuned for.

Sweep X10-6 Heading
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Figure 4.3 Illustration of how sweep and heading measurement innovation, covariance and
NIS is affected during complex maneuvers.
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4.2  Residual evaluation

To compensate for this and allow for fast detectability for all flight maneuvers, a
linear adaptive threshold based on the current velocity magnitude ||v|, is applied

h=k||v||+m 4.3)

where £ is the threshold in Algorithm 3 and k and m is the slope and y-intercept
respectively. Since the NIS is not perfectly correlated to the velocity, but rather the
aggressiveness of the flight, the velocity magnitude is lowpassed filtered through
(2.5) to smoothen and capture the low frequency flight characteristics. The filter is
designed with a cutoff at 0.3 Hz and a sample frequency of 100 Hz coming from
the predict step in the Kalman filter. A summary of the approach discussed so far is
illustrated in Figure 4.4.

Rk
Yk EKF Sk Violation Alarm
—> CUSUM Runtest [——
Scalar update &

Figure 4.4 Change detection and run test using CUSUM on NIS interaction with the EKF.

Outlier filter

Due to reflections and noise, the lighthouse system is as previously mentioned sub-
ject to sporadic outliers. To account for this, all sweep measurements are passed
through an outlier filter. The current outlier filter implementation thresholds the
height error, that is /4 in Figure 4.5, which is calculated through (4.4) and (4.5) with
a fixed threshold 7.

r= /(5 —x0)+ (3 —30)° (4.4)
h=r-tan(6g) <T (4.5)
h
D C
(x0,¥0)
0, r
(xp:Yp)
A B

Figure 4.5 Current outlier filter strategy for the sweep measurements.
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The Mahalanobis distance is a test statistic commonly used for outlier detection and

is defined as

M; = (z—2) P (2 —2)

where z; is a point, Z; the mean of a gaussian distribution and P is a covariance
matrix [Jiang and Zhang, 2018]. It is often used in multivariate statistic to find mul-
tivariate outliers. The previously chosen residual generator, the normalized innova-
tion squared, has many similarities to the Mahalanobis distance, especially in com-
bination with the EKF. Both the Mahalanobis distance and the normalized squared
are 2 distributed with dim(z;) = n, degrees of freedom [Dingler, 2022][Jiang and
Zhang, 2018]. In the scalar case, this corresponds to a 7512 distribution. An illustra-
tion of how the sweep NIS measurements are distributed can be seen in Figure 4.7a,

(4.6)

where samples were collected between random points meant to be representative of
a varied trajectory and common use case illustrated in Figure 4.6.
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Figure 4.6 Path, error and position variance during flight with good line of sight. Axis

scaled to match that of Figure 4.2 for comparison.

As the normalized innovation squared metric provides some interesting character-
istics as described in the previous section, it is to be compared to the current out-
lier implementation. Illustrated in Figure 4.7a is the normalized innovation squared
from sweep measurements. As anticipated, it follows a 7612 distribution well. This
is, however, a representation of the behaviour during normal conditions and as dis-
cussed in the previous section and illustrated in Figure 4.1, this is not the case for all
trajectories and positions. Therefore, sweep samples were collected from three runs
where the Crazyflie was tracking along the border of the flying area. These mea-
surements were then post processed by removing samples deemed outliers, Figure

4.8.

The distribution of the collected samples was then analyzed using a kernel den-
sity estimation. A kernel density estimation (or KDE) smooths the observations
with a Gaussian kernel, which produces a continuous density estimate [Waskom,
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4.2  Residual evaluation
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Figure 4.7 Predicted and empirically derived statistical distributions of the NIS measure-
ments. Histogram, NIS measurements (a) and kernel density estimation (KDE), empirical
cumulative distribution function (ECDF) and 99:th percentile (b)

n.d.] Along the estimated density function, the ECDF was calculated and the cor-
responding 99:th, 98:th, 98.5:th and 97:th percentiles, which are thought to be used
as thresholds, were calculated and are highlighted in Figure 4.9.
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Figure 4.8 NIS samples from three flights for distribution analysis. Samples deemed out-

liers are highlighted in red.
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4.3 Emergency control strategies

4.3 Emergency control strategies

In this section, different explored methods for bringing the Crazyflie to a landed
state during an emergency situation is described. Since the Crazyflie is mainly a re-
search and teaching tool, users often deploy their own control strategies and target
trajectories, passive fault tolerant control is therefore ruled out as a viable option. In
addition, in the case of a fault, it is not of critical importance to continue to be able
to control the UAV to a certain destination or objective. In the presence of an error,
the UAV should preferably not cause any harm to itself or its environment, and to
its greatest ability neutralize itself. Therefore, an active control strategy where com-
plete control is taken over from the user is developed. Emphasis has been put on
the scenario where all external measurements have been lost and common across all
strategies developed here is the choice to split the strategy into two distinct phases,
similar to that of [Mueller and D’ Andrea, 2012]. As a first action whenever a fault
has been detected, the first phase of the strategy tries to get the Crazyflie to a stable
hover. Only leveling out, that is, setting ¢, 6 to zero using the complementary filter,
will make the Crazyflie continue its path as any directional velocity is carried along
with it. It is therefore not sufficient if a stable hover with zero velocity along all
axes is desired. In the second phase of the developed strategy, a descent is initial-
ized where the strategy tries to get the Crazyflie to a landed state in a safe manner.
These phases along with its transitions have been incorporated into the existing state
machine of the Crazyflie and the intricacies and design choices are further elabo-
rated on in the following sections.

Acceleration based PID control. As a first strategy, acceleration based PID con-
trol was theorized to be a viable option. The idea is to control the quadcopter by
making use of its onboard accelerometer. During an emergency situation, depend-
ing on what error has occurred, external or internal, it can be argued that it would be
wise to not rely on any external measurements or state estimations and only make
use of the resources onboard. The accelerometer is one of the few onboard sensors,
rendering it available at all times, no matter the situation, which could be valuable if
all other states are lost or deemed unreliable. The signal from the accelerometer is,
however, very noisy and contains high frequency components. The signals from the
accelerometer are therefore filtered through the structure described in (2.5) with a
cutoff of 1.3Hz and a sample frequency of 1000 Hz. This heavy filtering smoothens
out any measurement spikes at the cost of being rather slow.

An overview of the control layout is illustrated in Figure 4.10 and the three PID
controllers are implemented through the discrete PID equations (2.2). The levelout
and descent control logic is as follows. Whenever a fault has been detected, the latest
state is saved and the following is evaluated. In the initial transition to the levelout
state, the maximum velocity along any of the axes is determined. This velocity then
acts as the base in which the other velocities must adhere to. From empirical test-
ing, the maximum achievable acceleration was determined to be 3 m/s2. Whichever
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velocity along any axis is greater thus determines the maximum acceleration during
levelout. This acceleration is from here on now denoted a,,,,. The levelout timeout,
that is the duration in which the subsequent accelerations should be applied, is then
calculated according to (4.8). From this, the acceleration setpoints, including direc-
tions are calculated, (4.9). The principle idea in the 2-dimensional case is illustrated
in Figure 4.11. To increase performance of the controller, an additional feedforward
term to the x-y tracking is added as a static gain of 0.2. Additionally, a feedforward
term as in the velocity controller, (2.4), is added as a base to the Z PID controller
to increase performance and counteract the effects of gravity. All setpoints are cal-
culated in the inertial frame and subsequently have to be rotated to the body frame
using (2.3).

Vingx = Max(vy, vy, v;) 4.7
v,
Hevelout :| = | (48)
max
a=—2 4.9)
—Hevelout
3 Hardware
Acceleration PID Angle PID Rate PID |
100 Hz @ 500 Hz @ 500 Hz Motors
— Gyroscope
LP filter Sensor fusion |
1000 Hz G dy dy ‘
1 Accelerometer

Figure 4.10 Cascaded acceleration PID control structure.

Once the levelout timeout is triggered, the state machine transitions to the descent
state. During the transition, the descent duration is calculated using the snapshot
saved from the previous transition. In the initialization of the descent state the
Crazyflie is assumed to have reached zero speed along all its axes. A negative ac-
celeration of 1 m/s? is then applied for 1 second to, in an ideal world, make the
Crazyflie descend with a velocity of 1 m/s. The distances traveled during this decel-
eration period is calculated through the simple equation of motion, (4.10), where,
as previously mentioned, vg is assumed to be zero.

1
s =vot + Eatz (4.10)

34



4.3 Emergency control strategies

10 4
y

9 1

8 1

71 Vy

6 1

54 ax Vx

4 1 la ay

3

5 | L .

! path = Quadcopter

X

1 2 3 4 5 6 7 8 9 10
Figure 4.11 Principle sketch illustrating how the acceleration components are applied to
counteract velocity and bring the quadcopter to a standstill.

This distance is then subtracted from the state snapshot and the time to descend the
remaining height is calculated by t = s/v.

Strategy divison. The strategy of using the accelerometer is divided into two dif-
ferent strategies where the levelout phases are both identical. The descent phase is,
however, divided into two different ones. Since it is assumed that zero velocity have
been reached along all axis at the end of the first phase, using modeDisable and
commanding roll and pitch to be zero would not cause the Crazyflie to drift away.
Therefore in the first variant, the control setpoint is switched to keep 0, ¢ equal
to zero using the complementary filter and in the second variant, all accelerations
setpoints are instead set to zero.

Kalman velocity & position predict. As a second strategy, simply continuing to
control the Crazyflie based on the states estimated by the Kalman filter in the predict
step, (2.13)-(2.14) is explored. The filter will diverge from the true states but given
a short enough timeframe the estimates might be good enough to be able to make
a landing. The strategy is thus to levelout using the predicted states by the Kalman
filter, and commanding zero velocity along all three axes. As a simple rule, the
levelout timeout, that is the time the Crazyflie is given to reach zero velocity before
transitioning to the descent state, is simply calculated by a linear function of the
velocity magnitude (4.11), capped at 2 seconds.

1
Hevelour = max(i HV” +O3,2) 4.11)
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The descent timeout is once again calculated after transitioning by taking the alti-
tude state snapshot divided by the maximum allowed PID Z velocity. Once again,
the Crazyflie is assumed to have reached zero velocity along all its axes at the same
spot as where the fault was detected.

Kalman velocity levelout & roll, pitch hold with reduced thrust. Given a short
enough levelout phase and quick detection from measurement outage, it can, as pre-
viously argued, be valid to assume that the Kalman filter would not diverge to much
from the true states. The first phase of this strategy therefore uses the same levelout
technique as previously mentioned. In the second phase with the assumption that
the velocity along all axes are zero, the estimator is switched to the complementary
filter and roll and pitch is commanded to zero. Descent is initialized by setting u,
in (2.4) to zero and the feedforward term to a value which causes the Crazyflie to
descend. The descent timeout is then set to a fixed value.

4.4 Fault action and design

As a complete system design, all developed safety features are gathered in a separate
module. The module runs at a fixed frequency of 20Hz or whenever a scalar update
or velocity measurement has been received. It itself, communicates with the super-
visor via a queue, where all relevant setpoint modes and state transitions have been
calculated. The module is designed to supervise, monitor and react to the following
erTors:

¢ Run test error

¢ Scalar update frequency error
* OW error

e User defined error

Run test error.  As discussed in Section 4.2, the module monitors against repeated
CUSUM violations through a run test. All parameters and thresholds are stored in
the deck’s drivers and are loaded at startup. The innovations and innovation covari-
ance enter the module through a queue directly from the EKF scalar update. The
latest velocity is shared with the task at each Kalman predict step and utilizes the
same queue.

Scalar update frequency error. Drift and abrupt sensor fault is expected to be
captured by the previous method, measurement losses of a sensor will, however, not
be naturally captured by the fault detection as is. These faults typically arise from
bad solders, a bad pin connection, low battery level or because the line of sight from
the receiving sensors is obstructed. Therefore a simple tick monitor, which super-
vises the period of the latest update from every scalar is implemented. Whenever
a scalar update arrives, the monitor is updated with the current system tick. As the
module runs periodically, any outage is detected by comparing the current system
tick with the latest update. The period of which a scalar frequency error is defined
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as was chosen as a combination of the period of what the Kalman predict step was
still able to accurately capture the dynamics and from the longest recorded mea-
surement outage in which the Crazyflie regained measurements and successfully
regained control. This was recorded as approximately 3 s and is highlighted in red
between t ~ 9 s and ¢ ~ 12 s in Figure 4.2. As this was recorded during a hover at
a spot with a bad line of sight, the maximum allowed measurement blackout period
was reduced to account for potential velocities in real world use. The final period
was setto 1.1 s.

OW error. As all modules adopt the one-wire protocol, they have a dedicated pin
to allow the Crazyflie to know which modules are connected to it at startup. The
module checks that the connected modules still equal the number found at system
startup. The idea is to discover if the pins have been physically dislodged, which
is then indicative of a potential more fatal error. This situation can occur when the
battery swells or if the Crazyflie has crashed.

User-defined error. The module additionally checks an optional user-defined
function for each connected board. The idea is to let the user define how an error or
erroneous situation would be defined, and let the fault detection module handle it in
a generic way. For example, users might have developed their own breakout mod-
ules and want to create and define their own fault conditions. This is of particular
interest for modules that do not feed or are involved with the EKF. As deck drivers
are usually implemented as periodic tasks, the easiest mechanism would be to let the
task feed a watchdog which is then continuously checked for a timeout, but the cri-
terion could also vary depending on the module. For example could measurements
that are not part of the state estimation be thresholded or continuously checked. This
could, for example, be if gas, temperature or live video feed is measured by a board.

System interaction

All mechanisms previously mentioned and their interaction are captured in Figure-
4.12.

Fault action. To keep user customizability high, an action for each type of error
can be specified. For example could one user simply want to freefall whenever a
fault has been detected, whereas another might want to try and descend with avail-
able resources. For this there are several default actions available. The actions are
ordered in level of severity so that if multiple boards with different error actions fail,
the action with the highest severity level gets executed. The defined default actions
available include:

¢ No Action

Alert

Levelout

Levelout & (Descent or Transition)
Descent

Freefall
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Figure 4.12 Illustration of fault detection and diagnosis task interaction with the EKF and
complete test coverage with internal communication and decision making. Complete action
and transition information sent to the supervisor via a queue.

If No action is specified, the detected error is ignored whereas an alert gives a visual
LED fault pattern. A freefall triggers a system reset that will make the Crazyflie fall
out of the sky and a descent tries to land the Crazyflie based on the fault type. A
levelout only initializes the first phase in the emergency control strategy and tries
to keep it at a hover. Control is given back to the commander after a no error is
reported by the module but no earlier than 500 ms. The delay is applied to make the
Crazyflie not transition rapidly between setpoints, potentially making it unstable.
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Figure 4.13 Fault detection module layout and interaction with the stabilizer, commander
and supervisor. Crossed arrow illustrates that the crossing block has full right to override the
output of the crossed block.
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A levelout & (Descent or Transition) action initializes the first phase in the emer-
gency control strategy and transitions either back to the flying state, if the module
reports a no error, or to the descent phase if the error has not disappeared within a
time period. The levelout & (Descent or Transition) time period is longer than the
levelout timeout calculated in the Descent action, which is designed to bring the
Crazyflie to a landed state as fast as possible. The decision and execution flow is all
calculated in the fault detection module and is passed to the supervisor that handles
the interaction with the state machine. The transitions are added as an extension of
the onboard state machine and is illustrated in Figure 4.14. The added states are
highlighted in red and the existing transitions with blue. If a tumble is detected
at any point during the diagnosis or recovery phase, the Crazyflie transitions to the
freefall state to avoid any potential dangerous situation. The system interaction with
the stabilizer loop and commander is illustrated in Figure 4.13.

e E Error

FF Freefall

LO Levelout

LOD Levelout Descent
* D Descent

e NA No Action

Landed
Tumbled

Tumbled

» A (D|LOD
tevetour 1\ (D] )t>td\T bled

Descend
True

Figure 4.14 Subpart of the onboard state machine illustrating the states and transitions
added in this thesis.
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Chapter 4. Method

4.5 Propeller unbalance estimator

In this section, a vibration based propeller unbalance estimator developed in the
works of [Ghalamchi et al., 2020] is described. The estimator is thought to provide
a reliable health monitoring system to the Crazyflie and could act as an autonomous
service indicator if the Crazyflie is flying unsupervised for extended periods of time.
The method makes use of the accelerometer output and through correlation with the
commanded thrust, the magnitude of an unbalance in any of the propellers can be
detected. Presented below is a brief overview of how the estimator works and for a
full explanation, the reader is referred to the original paper.

Ty
—_—

ny
Figure 4.15 Propeller unbalance visualized in red.

The method presented assumes that an unbalance of mass m,,; at a distance r,;
from the center of rotation on propeller i is present as illustrated in Figure 4.15.
This unbalance then causes a radial force on the shaft which propagates to the body
of the quadcopter. This force can be expressed in the body-fixed coordinate system
as

cos 6; m .| €08 0;
fui = myiry;@F | sin; | = T fi | sin6; (4.12)
0 f 0

where ; is the angular speed of propeller i, 6; the corresponding angle of the un-
balance with respect to y, and (3.7) has been used in the second relation. The ac-
celerometer, which is fixed to the quadcopter frame, measures the acceleration in
the body frame and the measured acceleration can be related to the forces acting on
the vehicle according to

1

a= %<Z(fu,i+ﬁ€zb)+fd)) +Vq (4.13)
i

where v, captures the accelerometers additive noise, f; are external disturbances

and my, is the quadcopter’s total mass. Isolating the accelerometer ouput in the plane

of the propeller gives

m 1

ax_2<mu;€utfl Ose>+n1;,fd’X+va’x 4.14)
My itui . 1

ay = zl:( mblkf’,» fisin Gl) +m7bfd,y +Vay 4.15)
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4.5 Propeller unbalance estimator

For compactness, the additive disturbance and mass unbalance ratio can be grouped
together according to

1
dy= 7fd,x+va,x (4.16)
my,
My itui
Ay = Dl 4.17
Ky (4.17)
ax =Y Aificos6; +dy (4.18)
i

where the relation for a, follows similarly. The goal of the estimator is to estimate
the unbalance m,, ;r, ; without exact knowledge on the angle ; or the angular speed
;. The estimator does this by looking at the signal power in the accelerometer out-
put, which will spike during maneuvers requiring roll or pitch since the unbalance is
expected to cause the propeller to generate less thrust than its nominal counterpart.
The scalar measurement at time £ is thus defined as

y(k) = ax(k)* +ay (k) (4.19)
where the expected value is defined as

ZAZ fitk)* +E[d}])+E[d}] (4.20)

when utilizing the compact definitions of (4.16), (4.17) and (4.18). The unbalances
are then estimated through an (N, + 1)-state EKF, where N, is the number of pro-
pellers on the quadcopter. The unbalances are encoded in a exponential relationship
to ensure that the quantities stays positive. The first N, states x; relate to the unbal-
ances as

My iF i
= A 421
€ 0 myK; ( )
and the last to the additive noise according to
el = o, 0/ E[d?] (4.22)

where A, is an initial guess for all unbalances and 6,0 an initial guess for the
standard deviation of the additive noise. The measurement model is

N,
=Y filk)2ePiAF +2e" M oy (4.23)

and its jacobian defined as in (2.21) becomes

H;=2f(k)2*OAL fori €1,...,N, (4.24)
Hy, 1 = 4™ 1062 (4.25)
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Chapter 4. Method

The estimator then follows the standard EKF formulation presented in Algorithm 1,
where the commanded force is calculated for each motor by utilizing the PWM to
force relation found in (3.13) and the system dynamics are modeled as being driven
by zero-mean white independent noise. The forward propagation of the covariance
matrix in the predict step thus takes the form according to

Py(k) = P(k) +diag(q3. .- -, 43, q7) At (4.26)
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Results

5.1 Fault detection

To assess the performance of the chosen fault detection strategy, experiments in two
different scenarios were carried out. As shown in Figure 4.3, the NIS natural in-
creases during complex maneuvers and to increase sensitivity, a velocity variable
threshold was developed. Therefore, the experiments involve tracking a trajectory
with a default speed profile and a maximum velocity profile. The profiles along with
its velocities during the trajectory are illustrated in Figure 5.1 where the lowpassed
filtered velocity that acts as the gain in the linear function threshold is illustrated to-
gether with the true velocity. When the Crazyflie crosses y = 1.7 m in the trajectory,
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Figure 5.1 Experiment trajectory, velocity profiles and velocities.
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Chapter 5. Results

a zero mean white gaussian noise is injected in the angle measurement to simulate
a disturbance. The noise was injected outside the outlier filter and before the posi-
tioning and heading estimation. The injected noise level corresponded to 4,6 and
8 times the standard deviation of what the sweep measurement model is tuned for.
The experiment was carried out five times for each noise level and velocity profile.
A summary is found in Table 5.1, where the average of the experiments is found. Il-
lustrated in Figure 5.2 and Figure 5.3 is what the sweep and heading CUSUM looks
like for a common run for each noise level. Worth noting is that the same noise was
injected for all repeated disturbance levels.

The average incoming velocity, that is the velocity at disturbance injection, for
the default and high velocity profiles were 0.7 and 2.4 m/s, respectively. The run test
for the sweep measurement required two consecutive violations within a timespan
of 150 ms to be considered a true positive and three violations within a timespan
of 250 ms for the heading measurement, owing to the lower frequency and higher
magnitude outliers. As performance metrics, the average time to detection and the
average number of violations for the sweep measurement before a run test was trig-
gered is included. For the heading CUSUM, only the average number of violations
is included since this did not trigger a run test on any of the experiments.

Sweep Heading
—— CUSUM RLS Threshold == Noise insertion —— CUSUM RLS Threshold == Noise insertion

1000 L

750 4
500 4
250 4

04

1000 4

T

1

|

T

1

.' |

500 1
1

1

1

Vo v v v v v v v v

Time (s) Time (s)

Figure 5.2 Showcasing what a common Cusum RLS looks like for the different distur-
bance levels during the high velocity profile. Left and right column showcases the sweep and
heading residuals respectively. Increased noise level in the measurement decreases time to
detection for the sweep Cusum while the heading measurement model is unaffected.
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5.1 Fault detection

Sweep Heading
—— CUSUMRLS ~ —— Threshold == Noise insertion —— CUSUMRLS  —— Threshold == Noise insertion
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Figure 5.3 Showcasing what a common Cusum RLS looks like for the different disturbance
levels during the low velocity profile. Increased noise level in the measurement decreases
time to detection for the sweep Cusum while the heading measurement model is unaffected
by the injected noise and subject to false alarms sporadically.

Table 5.1 Fault detection summary across five runs of each disturbance level

Avg. N Ave. N
. . Velocity violations to AVE. Run test Avg. Time to
Noise scenario . violations . .
profile detection . triggers [x/5] detection [s]
Heading
Sweep
Default - 2.2 0 -
Nominal Highspeed - 3.0 0 -
Default 6.8 2.0 5 4.80
o, =40r Highspeed 8.0 1.2 2 6.10
Default 4.8 35 5 1.73
o, = 60 Highspeed 34 2.0 5 0.82
Default 3.8 1.0 5 0.82
o, = 80 Highspeed 2.8 2.0 5 0.39
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Chapter 5. Results

5.2 Emergency strategies

To benchmark the performance of the different strategies discussed in Section 4.3,
the Crazyflie was commanded to fly in a circle with a radius of 1.4 m at an altitude of
1.8 m for three different velocities. At time ¢, all measurements to the Kalman filter
are rejected, the safety module then detects the measurement outage and initializes
the emergency control strategy.

Ground truth. As ground truth, the crossing beam method is used. The crossing
beam method is an alternative method for positioning and directly calculates the
position of the Crazyflie using the intersection between two or more basestations.
In the investigative work of [Taffanel et al., 2021] the crossing beam method was
concluded to be a viable option to be used as ground truth and the performance is
on par with the EKF during nominal conditions. The crossing beam method does,
however, need direct line of sight from at least two basestations, and thus for ag-
gressive maneuvers, the incoming measurement frequency is often reduced. Even
during nominal conditions the measurements come in, although frequently, sporadi-
cally and at different periods. For this reason, the positioning data from the crossing
beam method is interpolated in post processing to be able to be compared to the
Kalman output at the same time stamps. A monotone cubic interpolation technique
was used, which is constructed to be only once differentiable, in order to preserve
the local shape, avoid oscillating and "overshooting" [Scipy, 2024]. For velocity
"truth", the interpolated positions were simply integrated. This, of course, is a very
rough estimate and should be taken with a large grain of salt, but is nonetheless
interesting when compared to the output of the Kalman filter.

Experimental setup. For each emergency control strategy, the same experiment
was repeated five times. As performance metrics, the average Kalman filtered and
interpolated velocities are calculated as well as the average distance from measure-
ment outage detection to final landed position. The latter performance metric is
visualized in red in Figure 5.4. Additionally, all events, states and phases includ-
ing a ground projection are color coordinated for illustrative purposes. Besides the
compiled 3D plots, a plot highlighting how the Kalman filter, crossing beam and
interpolated position and velocity states diverge and relate to one another during a
common representative case is provided, where the levelout state as well as the de-
scent phase is highlighted in red and orange, respectively. For the acceleration based
strategies, a common response for each initial velocity is also illustrated. Finally, a
summary of the performance metrics is presented in Table 5.3 as well as the final
acceleration PID parameters in Table 5.2.
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5.2 Emergency strategies

=== Normal === Levelout === Locked (Freefall)

—=~- Measurement outage Descent ~ —— Projection

Figure 5.4 Illustration of performance metric used, highlighted in red, including color co-
ordination of the different events and states throughout the experiments.

Table 5.2 Final PID controller parameters used in the acceleration based emergency control
strategy described in Section 4.3.

Controller | K, K; K; Output cut-off freq. (Hz)

X 150 0.04 1.0 15.0
y 150 0.04 1.0 15.0
z 120 0.01 1.0 15.0
=== Normal === Measurement outage === Levelout Descent === Locked (Freefall) —— Projection
1m/s 2m/s 3 m/s

[w] z

1.5
1.0
0.5
0.0

Figure 5.5 3D visualisation of the experiments using acceleration levelout and roll, pitch

hold with acceleration descent.
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Figure 5.6 Illustration of how Kalman filtered and ground truth position and velocity di-
verge during outage for acceleration levelout and pitch, roll hold with acceleration descent.
Each column represents the states for a given initial velocity.
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Figure 5.7 An illustration of what a common setpoint response looks like using the ac-
celeration levelout and roll pitch with acceleration descent where each column illustrates a
response for a given initial velocity. Scenario corresponding to the second row in Table 5.3.
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Figure 5.8 3D visualisation of the experiments using the Kalman filter estimates during
levelout and descent.
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Figure 5.9 Illustration of how Kalman and ground truth position and velocity diverge dur-
ing outage using the Kalman filter to descend. Each column represents the states for a given
initial velocity. Controllers accurately track to zero Kalman velocity as expected.
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Figure 5.10 3D visualisation of the experiments using acceleration levelout and descent.
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Figure 5.11 Illustration of how Kalman and ground truth position and velocity diverge
during outage for acceleration levelout and descent. Each column represents the states for a
given initial velocity. Slight improved performance of the "truth", interpolated velocity at the
end of the levelout phase compared to using the Kalman estimates.
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Figure 5.12 An illustration of what a common setpoint response looks like using the ac-
celeration levelout and descent where each column illustrates a response for a given initial
velocity. Scenario corresponding to the third row in Table 5.3.
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Figure 5.14 Illustration of how Kalman and ground truth position and velocity diverge
during outage for velocity levelout and roll pitch hold with PWM descent. Each column
represents the states for a given initial velocity.
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Table 5.3 Landing strategy summary. Each strategy presented in Section 4.3 with the av-
erage Kalman and interpolated velocity, v; for comparison as well as the average ground
distance performance metric illustrated in Figure 5.4.

Strategy Init. cond. v; Kalman v, Interp.  Avg. ground distance from
[m/s] [m/s] [m/s] detection to crash [m]

X, V, z v. levelout, 1.0 0.14 0.39 0.82
X,y v. descent 2.0 0.09 1.33 3.58

z pos. descent 3.0 0.38 1.85 5.88

X, Y, z acc. levelout 1.0 0.64 0.41 0.56
¢,0 =0 descent 2.0 0.83 0.48 1.47
z acc. descent 3.0 1.10 0.86 2.58

X, Y, Z acc. levelout 1.0 0.62 0.46 1.03
X, yacc. =0 2.0 1.05 0.57 1.37

z acc. descent 3.0 1.27 1.41 3.82

X, y, z v. levelout 1.0 0.11 0.19 0.31
¢,0 =0 descent 2.0 0.13 0.86 1.73
z pwm. descent 3.0 0.34 1.49 3.50
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5.3 Outlier filter

To asses the NIS outlier filter, four runs at different threshold levels corresponding
to different percentiles were carried out. The trajectory passed several identified
points where the line of sight to the basestations were poor and were meant to
be representative of a normal use case. The filter ran online on the Crazyflie and
samples classified as outliers were rejected from entering the Kalman filter. For
comparison, the current outlier filter ran concurrently and classified outliers on the
same samples. Measurements classified as outliers with the current implementation
were allowed to enter the Kalman filter, except, of course, if they were classified as
outliers by both filters. Figures 5.15-5.18 illustrates and compares the performance
of the two strategies when running along the same trajectory. A summary of the
results is presented in Table 5.4.
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Figure 5.15 Rejection comparison for sweep samples between NIS and the current outlier
filter, (4.5), at the 97:th percentile.

Table 5.4 NIS outlier filter summary, presenting the percentiles along with the scalar
threshold, number of rejected samples with the respective outlier filter strategy, rejections
as a percentage of the total samples and rejection overlaps.

Percentile | Threshold No. Rejected NIS % of tot. samples Overlaps No. Rejected Curr.

97th 51.3 238 0.993 31 45
98th 72.5 141 0.572 10 21
98.5th 96.0 33 0.137 2 7
99th 125.0 4 0.017 1 7
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Figure 5.16 Rejection comparison for sweep samples between NIS and the current outlier

filter, (4.5), at the 98:th percentile.
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5.4 Propeller unbalance estimator

The estimator is demonstrated by tracking random points illustrated in Figure 5.19a
for three different scenarios. In the first, all propellers are in nominal condition,
whereas in the two latter, a section was cut off at the tip as illustrated in Figure 5.19b.
The tip damage corresponded to an unbalance of approximately 15-20 mg. Two
runs were then carried out where the damaged propeller was swapped in between
the motors generating the forces f> and f; in Figure 3.3. An illustration of the three
runs is presented in Figure 5.20 where the unbalances have decoded through (4.21)
and the additive noise through (4.5).

05 L\
2 o0 =
[
—05

Time (s)

(a) (b)
Figure 5.19 Points tracked (a) and damage to propeller (b)

m;

Figure 5.20 A summary of the states from the three runs and scenarios including ac-
celerometer output. Top row illustrates the estimated unbalances decoded through (4.21) and
the bottom row the estimated additive noise decoded through (4.5).
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6

Discussion

6.1 Fault detection and trigger

The developed fault detection system is overall robust and works as intended. As
can be seen in Figure 5.2, Figure 5.3 and Table 5.1, the mechanism does not trigger
or cause any violation in the nominal case whereas several violations and eventually
a run test is triggered for all disturbance levels. For the lower noise injection level,
40p, the rather slow average time to detection might seem like an odd result but is
by design. For this noise level, the Crazyflie, although wobbly, is still able to carry
out flight. Even though a disturbance is present, causing a descent in this scenario
can be considered unnecessary, especially if the disturbance is temporary.

For the higher noise levels the time to detection significantly decreases. At these
noise levels, a crash is from empirical testing almost always imminent if no fault
detection system is active. The choice of the normalized innovation squared as
the distance measure is sound and the hypothesized benefits are clear. An inter-
esting finding is how the injected noise does not affect the heading estimation. For
the high-speed trajectories, the average time to detection decreases compared to its
low-speed counterpart for all disturbance levels. The fault detection mechanism de-
veloped is overall lightweight, easy to tune, maintain and is robust. If the system
is desired to be less sensitive, increasing the run test and time window to three vi-
olations and 200 ms was from empirical testing deemed a good choice. Increased
sensitivity can easily be achieved by simply increasing the time window in between
run tests, as even during lower disturbances, violations are frequent as seen in either
Figure 5.2 or Figure 5.3.

Fault action.  Although not thoroughly investigated, the descent strategy used in-
cluded switching to the complementary filter, holding pitch and roll while descend-
ing using a fixed PWM value. This approach proved to be an effective strategy
although the Crazyflie tended to drift significantly while descending. An alterna-
tive would have been to use the acceleration based PID controller but since the
disturbances would often cause the Crazyflie to wobble significantly, a more safe
approach was to use the former.
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6.2 Outlier filter

Comparing the previous outlier filter with the one developed in this thesis is a diffi-
cult task. At a first glance, the current outlier implementation more eagerly rejects
measurements that are "visual" outliers, that is measurements with a large mea-
surement error. This is of course not surprising as this is exactly what it is, a fixed
threshold test on an height error. The performance of the NIS outlier filter seems
to coincide with the current outlier implementation at a threshold level of 95.0,
which, according to the collected data set represents the 98.5:th percentile. An ob-
vious difference in the prioritization between the two is when the Kalman filter has
repeatedly been feed with measurements with a low absolute error level. The fil-
ter covariance then becomes drastically lower, meaning the filter is more and more
sure of its estimation. Receiving, not necessarily bad measurement, although with
a slightly larger absolute error, thereafter, causes a lot of rejections at a low thresh-
old, this is natural with the definition of the metric and is by design. This can for
example be seen at approximately after + = 84 s in Figure 5.15. Another difference
that highlights the advantage of using NIS is seen in Figure 5.16 at approximately
t = 60 s where after an outage, the current implementation would have rejected the
samples, whereas the NIS does not by definition of the metric.

Conclusion. The only conclusive assessment is to state that the two outlier fil-
ter are "different". Since they operate on different metrics, different prioritisation
is given to different types of misalignment between model and measurement. The
hypothesized benefits of the NIS outlier filter are hard to verify, but the result and
performance seem to be at least on par to that of the current implementation, as the
rejection overlaps are high when tuned to a suitable threshold. In the experiments
a fixed threshold was used but as in the CUSUM test case, a velocity dependent
threshold could be used to improve performance.

Recommendation. As a concluding remark and recommendation for the outlier
filter using the Mahalonobis distance, it would not be wise to use it on the sweep
measurements, as there is a high risk of filtering out too many measurements during
noisy periods, which would severely if not completely render the CUSUM test inop-
erable. Using it on the heading measurement does, however, make sense as spurious
outliers from empirical observation usually vary in the range 10-100 times that of
the nominal condition and no outlier filter exists. Proving a performance increase
is, however, difficult but the approach should prove useful.

6.3 Emergency strategies

Acceleration

The acceleration profile used to descend is not the fastest, it is although perhaps the
easiest and safest one. One could think of a multitude of other profiles. The profile
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which would bring the Crazyflie down to the ground with zero velocity would be
the trapezoidal rule. One could for example also just keep on accelerating down to
ground by applying a constant negative acceleration. The landing trigger could also
have been extended to include a threshold check on the accelerometer readings in
the positive Z-axis in addition to the calculated theoretical timeout. The success of
this "bump" check would depend on the impact velocity, but as can be seen in Fig-
ures 5.7 and 5.12 the accelerometer reading at touchdown is significant. As a further
discussion point, the assumption that levelout was achieved instantaneously when
calculating the descent timeout does not seem to impact performance negatively.
Overall the performance of the strategy seems promising and its major downside
lies in its ability to accurately track setpoints. The measurements were heavily fil-
tered, and the filter is rather slow, the controller also experiences oscillations and
has a hard time settling on a steady state when switching between setpoints as seen
in Figure 5.7. This was, however, a conscious performance trade off between rise
time and overshoot and as meeting the desired accelerations as quick as possible
was prioritised, this behaviour was expected and tolerable. Both strategies that only
relied on the accelerometer and gyroscope performed significantly better than just
using the Kalman filter for the two higher velocities when looking at the average
interpolated velocity and distance metric. Switching to the complementary filter in
the second phase performs better than continuing to control on acceleration in the
x-y direction. This is reasonable for two reasons: Firstly, if the assumption that the
Crazyflie has reached zero velocity after the first phase is true, then commanding a
roll and pitch hold for the second will not cause any major drift. Secondly, since the
controller gains in the x-y direction are quite aggressive, the overshoots will cause
unintentional velocities when switching setpoint in the descent phase.

Kalman filter based control

Continuing to control the Crazyflie by using the predicted states from the Kalman
filter in the case of an outage gives the worst performance for the higher velocities,
while being on par with the other approaches for lower velocity. As expected and
can be seen in Table 5.3, the average Kalman filtered velocity is close to zero at the
end of levelout. Looking at the interpolated velocities reveals another story though,
but should be taken with a large grain of salt because of the integration method
chosen. What is interesting is the ability of the estimated position and velocity to
accurately track the true values during steady state operation, that is when no out-
age is detected and tracking the circle. Looking for example at an average for each
velocity in Figure-5.9 (or any other of the common situations) reveals that until the
detection system initialises the descent strategy the crossing beam method and the
Kalman predictions align well. At the start of the first phase the positions clearly
start to diverge, and for the second phase predictions are nowhere close to truth.
The Kalman filter is essentially a double integrator with the accelerometer and gy-
roscope and during rapid maneuvers, such as with the levelout and descend phases,
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the noise and drift of the accelerometer integrations clearly adds up and severely
degrades the ability to descend while holding zero velocity in x-y. The Crazyflie
is despite this divergence steadily descending and is not at risk of tumbling, only
smashing into its environment.

Reduced thrust. Reducing the thrust to bring the vehicle to a landed state works
well overall. It is perhaps the easiest strategy and a very fault tolerant method as
it does not depend on any external measurements. The main flaw of this method
is if the chosen base thrust unexpectedly generates an upward thrust instead. This
can occur if the vehicle has been modified in any way, for example if the propellers
have been swapped out, motors changed, altered or if a more powerful battery is
mounted. The current state of charge of the battery also has an impact on the thrust
produced. An easy way to combat this is to simply choose a base thrust value way
below what upwards thrust any heavily modified Crazyflie would be able to achieve.
This is hard to predict as there are many Crazyflies out on the consumer market and
any such modification is hard to predict. Another downside would be the implica-
tions a severely reduced base thrust would have on any other non-modified version.
A too low base thrust would cause every other Crazyflie to simply fall out of the
sky or land with a potentially harmful velocity. The implemented descent timeout
was a fixed value and an approach would have to try to predict the descent time
required depending on the last altitude measurement or to stop based on a "bump
check" on the Z accelerometer reading as seen in either Figure 5.7 or Figure 5.12 at
touchdown.

Fault action and tests performed

Actions. The available fault actions and tests performed are all interesting options
but their usefulness differ and can be subject to modification. When the user selects
an action for a specific fault, consideration needs to be taken in regards of the ca-
pabilities. Choosing the levelout option for example in the case of an outage would
cause the vehicle to hover until the measurements reappear again. If this is not the
case, the Crazyflie will keep hovering only using the predict step which is not able
to keep it at zero velocity indefinitely. The drift would then most probably make it
hit its environment. Generally, it could be argued that if for whatever reason the de-
sired reference is needed to be overridden, the "mission" is simply over and trying
to re-track to the plan defeats its purpose. This is especially true for a small indoor
research quadcopter as the Crazyflie. This is where the Descent action shines. The
levelout & (Descent or Transition) action would be suitable in an autonomous situ-
ation with a long-term objective where sporadic erroneous behaviour is acceptable,
as for example in a demo scenario. From experience, the most important thing in
case of a measurement outage or other fault is to get to ground as fast as possible if
it is the desired behaviour. There is really no need of a levelout state and the stabi-
lization could be done while descending like what was done when performing the
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noise injection experiments. The alert option currently only shows the LED fault
pattern but could be extended to also send a status code to the user through the GUI.

Tests. The usefulness of the OW-test is arguably low. If the OW were to fail be-
cause of a connection loss while flying, something else has probably failed before
it. It could, however, be useful after a crash where the UAV looks intact but the pins
have been disconnected. Entering the locked state and preventing a takeoff would
then be reasonable and useful to prevent a more dangerous situation. The success
of the user defined test heavily depends on how the user defines it and thread safe
mechanisms need to be considered. The module simply calls a connected function
for each board connected, which needs to be defined by a user.

6.4 Propeller unbalance estimator

The unbalance estimator works as intended and no change to tuning parameters
used in the original paper was needed. The estimator can accurately predict the
unbalance to the correct order of magnitude and point out which propeller is prob-
lematic. Any effects of gravity or bias in the accelerometer was filtered out by a
second order high-pass filter with a cutoff at 1 Hz. The high-pass filter was con-
structed by the structure in (2.5) and utilizing the fact that high-pass and low-pass
filters are complements to each other. Different from the original implementation
is the exclusion of a time delay from commanded thrust to output, which does not
seem to negatively impact performance. It is easy to see the excitations that trigger
the unbalance estimation and it is not impossible some information is lost in this im-
plementation as the estimator runs at a fixed rate of 500Hz, while the accelerometer
sends measurements at roughly 1 kHz. Increasing the run period of the estimator
or running an accumulator and taking the average of the accelerometer output and
commanded thrust might further increase performance, but given the convincing re-
sults this was not explored. The implementation of the estimator is model dependent
as no measurement of the angular speed is available. In this approach the relation
between commanded thrust and PWM is utilized and as there are many different
propeller and motor variants out on the market, the approach is not suitable as a
general service mechanism for the Crazyflie.
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Research questions. Following the same methods presented, the developed
CUSUM mechanism is most likely directly adaptable to the loco positioning system
as well, but not to any modules that measure relative distance such as the Z-ranger
or Multiranger deck. The measurement outage system is, however, directly appli-
cable to all decks in the Crazyflie eco-system and so is the OW and user-defined
test. If the CUSUM mechanism were to be used in a configuration where multiple
decks measure different (or the same) states, no conclusion could be made to where
the error originates from. If fault isolation between boards is desired, the gener-
alized observer sceheme (GOS) or the dedicated observer scheme (DOS) [Chen,
1995] could prove useful as demonstrated in [Nilsson, 2020]. The main drawback
would be the added complexity and computational overhead as several observers
are needed.

The acceleration based PID control strategy proved to be an effective strat-
egy during an outage. It does, however, introduce added complexity, both in the
firmware structure and in the levelout and descent state compared to the other strate-
gies. When dealing with increased noise faults, the Crazyflie experiences severe
wobble which leads to the conclusion that switching to modeDisable, controlling
using only onboard sensors is the most suitable action.

The developed module, strategies and methods are applicable to any future ver-
sion of the Crazyflie. The CUSUM mechanism is lighthouse specific and the strate-
gies utilized already have platform dependent configurations applicable.

Concluding results. Following the findings in the results section the fuzzy logic
presented in Algorithm 4, see below, is implemented and suggested as strategies for
the levelout and descent state when handling different fault scenarios. The variables
s; and sy are the levelout and descent setpoint structures as described in Section
2.4 and the modes select the appropriate controller according to Figure 2.4. Hold-
ing roll and pitch during both the levelout and descent phase while commanding
a lower PWM frequency is the preferred option when a run test has triggered the
action as reasoned in Section 6.1. If an OW or user-defined error triggers the action,
all states should be available and thus commanding a descent using velocity is pre-
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Algorithm 4 Levelout and descent setpoint logic

Input: actionToExecute, errCode
Ensure: actionToExecute = levelout or descent

sp+0

s 0

if errCode = Run test then
Slmode.o,9 < modeAbs
S1.6,9 < 0

else
Slmode.x,y,z < modeVelocity
Slxyz < 0

end if

Sd.mode.z < modeAbs

Sq.+0

if errCode = Run test then
Sq < 8]
Sd.mode.; < modeRaw
Sq.; < baseT hrust

else if errCode = Scalar freq err then
Sd.mode.o,9 < modeAbs
Sd.0,p < 0

else
Sd.mode.x,y < modeVelocity
Sd.xy < 0

end if

ferred since this would result in a totally controlled landing. As an action whenever
an outage is detected, controlling on velocity is the chosen strategy. Although the
acceleration based control strategy performs better according to the conducted ex-
periments for the higher velocities using velocity to levelout and holding roll and
pitch with modeAbs in the Z-direction is the chosen strategy for two reasons. First,
states could only be temporarily obscured and thus might reappear and enter the
EKF, which would in that case cause a totally controlled levelout and descent if
chosen. Secondly, the EKF is good at tracking Z position as seen in any of the com-
mon comparisons between the EKF and crossing beam method. But as seen in Table
5.3, holding roll and pitch to zero gives better performance if measurements do not
reappear, which is the usual case.

Final remarks. Currently a fixed expected frequency rate is used to supervise if
all measurement rates are nominal. This could easily be extended to give individual
measurements different acceptable outage periods. For example if aggressive flight
is to be carried out or if the Crazyflie’s positioning system is expected to be obscured
for extended periods, a higher outage period might be acceptable for a specific mea-
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surement, but not for any other. What further needs to be taken into consideration is
what to do when flying in a swarm. Perhaps commanding all other functional UAVs
to stay put, leave space or just let the failing UAV fall out of the sky are all valid
options that need to be considered. The experiments were also conducted in a rather
spacious but nonetheless confined space. Further consideration or awareness from
the user in terms of the capabilities of the fault actions with regards to the available
flight space needs to be taken.
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