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Abstract

In the hardware development space, field programmable gate arrays (FPGAs) are
in a unique position as a result of their in-field re-programmability. In contrast
to the traditional design process of integrated circuits, FPGAs allow iterative de-
velopment workflows closely resembling software development’s sprint-based pro-
totyping. For this to work, efficient workflows for verification are key. Verification
can be done through simulators, but for complex designs with intricate depen-
dencies of surrounding hardware, these are not always sufficient. For such cases,
in-circuit debugging solutions can be utilized. These represent debugging cores
that are implemented on the FPGA silicon itself, capable of monitoring internal
signals during system runtime.

In this master’s thesis project, a debugging system has been developed. It
was designed to provide a convenient and resource efficient way to perform post-
implementation in-circuit verification of FPGA designs. The debugging system
was made to be configurable and controlled through a Python library, allowing
extensive scripting and unit-testing capabilities. The debugging system is ven-
dor and platform agnostic and easy to integrate into a pre-existing Python-based
verification workflow. We evaluated our system by comparing metrics such as ease-
of-use, functionality, and resource consumption against Xilinx Vivado’s Integrated
Logic Analyzer (ILA).
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Popular Science Summary

When building integrated circuits, it is important to have systems in place for
making sure that they work as intended. For this purpose, there exists computer
programs called simulators that can mimic the functionality of the circuit and show
how the internal signals react when exposed to different stimulus. Simulators are
very convenient to work with, controlled through intuitive user interfaces and gives
complete system observability. All problems cannot be solved through simulators
however, a tester needs to be able to see how the circuit behaves in the real world
and how it interacts with the hardware that it is connected to. One way to do this
is to install a so called embedded logic analyzer (ELA) inside the circuit itself. An
ELA can be seen as an advanced multimeter, it represents dedicated verification
hardware capable of monitoring signals inside the circuit. To some extent, the
goal of an ELA is to provide the functionality of a simulator but working on the
real implemented system rather than a software model.

This project is about implementing a custom ELA module written in the hard-
ware description language System Verilog. It is meant to be used for verifying a
type of programmable circuit board called FPGAs. There already exists commer-
cially available ELAs today, but the system that we have developed has a few
key features that distinguish it from these. Firstly, it is built to be completely
controlled and configured through the Python programming language. By wrap-
ping complex verification systems behind a user friendly Python library we aim to
create a streamlined verification process. Secondly, it is extensively reconfigurable
to fit a tester’s needs. Our design has systems in place for dynamically specifying
things such as which signals to monitor even after the circuit is fully constructed
and in operation. For popular commercial ELA solutions such as Xilinx Vivado’s
Integrated Logic Analyzer (ILA), these types of configurations usually have to be
done before they are built and placed in the FPGA circuit.

We have evaluated our test system against Vivado’s ILA in terms of metrics
such as how complex and resource intensive the systems are and how easy they
are to interact with for a tester. We found that our system presents some key
benefits, but also noteworthy drawbacks. On the one hand, our system proved to
be more resource efficient than Vivado’s ILA in many circumstances, in part due
to the dynamic reconfiguration feature allowing a tester to cover a large amount
of signals cheaply. On the other hand, Vivado’s ILA offers a greater breadth of
features as well as a more intuitive user interface.
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Chapter 1

Introduction

The ongoing development of 6G network equipment has shown a need for ded-
icated, fast, and modular hardware systems. Constantly changing requirements
and goals necessitate iterative workflows with continuous prototyping and testing,
where the traditional waterfall development model is too slow and costly. Field
programmable gate arrays (FPGA) have proven to be an invaluable tool in this
workflow. In the book FPGAs: Fundamentals, Advanced Features, and Applica-
tions in Industrial Electronics by Andina Rodriguez et al., the authors highlight
the FPGA’s role in the embedded systems market [1]. It is a sort of middle ground
between dedicated Application Specific Integrated Circuits (ASICs), with strong
performance and power efficiency, and general purpose micro controllers, with
flexibility and programmability. The authors point out that the FPGA’s char-
acteristics become especially beneficial in applications with diverse and dynamic
working environments, where requirements and specification such as communica-
tion protocols or hardware integration might be changing over time.

1.1 Importance of debugging

In the study FError Cost Escalation Through the Project Life Cycle, researchers
at NASA explore the economic consequences of errors in projects [2]. The study
focuses on how the costs of resolving errors relate to when in the project life cycle
the errors are detected, and they conclude that there is an exponential relation.
They define five project stages: Requirements, design, build, test, and operations.
The study showed that identifying a critical error in the operations phase, after
the system has been deployed, could cost up to 1000 times as much as during the
design phase. From this, the authors conclude that identifying errors as early as
possible is vital for a project’s success.

Modern embedded systems are exceedingly complex. They consist of a multi-
tude of interconnected hardware components that all need to work in tandem and
as complexity grows, so does the risk of errors - necessitating a robust verification
process.

In the case of integrated circuits, simulation software can be used during the
design phase to verify functionality. Software models of the circuit give full signal
observability in pre-programmed and reproducible testing scenarios, allowing early
detection of errors. When the circuit is implemented on real hardware, however,
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new errors could be introduced. Timing violations, faulty hardware, or environ-
mental conditions might cause a design that behaves correctly in simulation to
break post-implementation.

For an ASIC design, post-implementation errors are in many cases disastrous
— possibly requiring a complete re-spin, an extremely costly endeavor in terms
of both monetary resources and man-hours [3]|. If instead an FPGA is used, the
re-programmability facilitates ways to correct the errors seamlessly, in a process
closely resembling pushing a software patch. To do this, the exact source of the
bug needs to be identified, and for that purpose there exists post-implementation
debugging systems. These provide functionality similar to that of software sim-
ulators, allowing a tester to observe internal signal behavior, but in contrast run
the design on real FPGA hardware.

Furthermore, a strong post-implementation debugging system enables an agile
workflow for FPGA prototyping. The testing and verification phase, which for
ASICs necessarily needs to be extremely robust pre-implementation, can for FP-
GAs instead be done through a more iterative and efficient approach, shortening
time to market.

1.2 Scope

The scope of this thesis is to develop an in-circuit debugging system for FPGA
designs. The system should be capable of injecting test data and collecting signal
samples from a device under test (DUT) implemented on hardware. The solution
is built to be platform and vendor agnostic, with parameterization to fit a wide
range of designs.

1.2.1 Design overview

The test system consists of two components. Firstly, a hardware defined test access
point (TAP) written in System Verilog, connected directly to the DUT’s intercon-
nects. The TAP uses these connections to inject and sample data. Secondly, a
Python library running on a PC (a Raspberry PI zero 2 w) controlling the TAP
through a proprietary five-wire serial peripheral interface (SPI). An overview of
the system is shown in figure 1.1.

The test system is designed to allow post-synthesis reconfiguration of the de-
bugging setup. Using the Python library, named tap_lib, a tester can specify
where and what test data to inject into the DUT as well as which signals to sam-
ple. This approach allows for extensive and varied tests on the DUT without the
need for time-consuming re-synthesis and implementation.
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Figure 1.1: Block diagram of the TAP system.

1.2.2 Test system requirements

What follows are the core requirements for the debugging system, decided on in
collaboration with Ericsson and our supervisors:

e Using a custom made Python library, a user should be able to specify which
signals are to be observed and the test data that should be injected.

e The samples from the observed debug signals should be stored in FPGA
block RAM during test execution, and sent back to the computer through
SPI when the test finishes. SPI was decided upon because of its simplicity,
higher bandwidth protocols such as UDP over Ethernet would not give any

immediate benefit.

e The Python library should provide functionality for convenient visualization
and analysis of the sampled signals. We will take advantage of available open

source solutions for this.
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1.2.3 Thesis work

The thesis work consists of: (1) Designing the TAP using System Verilog, verifying
its functionality through simulations and test benches in Vivado. (2) Implementing
the Python library tap_lib and defining a communication protocol for PC to
FPGA SPI transactions. (3) Documenting an example of how the test system
can be used to verify a real FPGA design. (4) Evaluating the test system and
comparing it with Xilinx Vivado’s own debugging system, the ILA, in regards to
metrics such as e.g. silicon resource consumption and ease-of-use.



Chapter 2

Background and related work

2.1 In-circuit debugging

Debugging FPGA designs post-synthesis is an important tool in the verification
process. A tester cannot rely entirely on simulation tools as growing design com-
plexity leads to increasingly resource intensive simulation steps, and the tools can
never fully account for the FPGA’s final hardware integration [4], [5].

A common approach to in-circuit debugging is to use an embedded logic ana-
lyzer (ELA). This is a debug core implemented on the FPGA silicon that observes
internal signals and uses memory resources like LUT or BRAM to store signal
samples at runtime. Through some communication interface (e.g. SPI), the sam-
ples are transferred to a PC for analysis. In contrast to using an external logic
analyzer, the embedded approach consumes less 1/O resources and does not re-
quire dedicated sampling hardware. The drawback is instead an increased silicon
usage as the full sampling logic needs to be defined through state-machines and
memory blocks in System Verilog [4].

2.2 Integrated logic analyzer (ILA) by Xilinx Vivado

As in-circuit debugging is such a crucial step in the verification process, many
FPGA vendors provide standard debug cores for this purpose. For Xilinx Vivado,
their solution is called the Integrated Logic Analyzer (ILA) and this is what will
be used as a reference when evaluating our test system [6].

The ILA performs signal monitoring during DUT execution according to pre-
synthesis user configuration. A tester specifies which signals to monitor, resulting
in an ILA instance to be synthesized and implemented on the FPGA. The con-
ditions for when these signals should be sampled, the triggering conditions, can
be altered during runtime. The ILA stores its samples in FPGA memory and
continuously transmits these back to the PC over JTAG for monitoring in Vivado.
The extent of the debug core’s FPGA resource consumption will depend on factors
such as how many signals to sample, the memory depth, etc.
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The ILA is heavily integrated into the Vivado development environment. Pa-
rameterization, signal selection, and the viewing of the resulting signal traces are
all done in the Vivado interface. Importantly, a tester does not need to write
or modify any HDL code to accommodate the debug core. There are automatic
systems in place for instantiating an ILA inside the DUT according to the GUI-
specified configuration.

2.3 Limitations of ILA and runtime signal selection

The ILA is a common choice for in-circuit debugging, probably in large part be-
cause of the strong Vivado integration — making it easy to setup and work with.
Despite this, the debug core has some important limitations that make it unsuit-
able for some testing scenarios, especially in large complex systems.

The main reason for why the ILA does not scale well with system complexity
is its static pre-synthesis configuration. If a tester wants to change any of the
debug core’s parameters, such as e.g. which signals to monitor, the complete im-
plementation workflow has to be re-run (from synthesis to bit stream generation).
This can be a very time consuming process in complex designs [6], [7].

Reducing the need for re-synthesis in in-circuit debugging systems is a field
with a lot of active research and many novel approaches have been proposed. For
this master’s thesis, the work of Fiala et. al. presented in [7] is of interest. In this
paper, the authors describe a custom test system (called AID) that uses an exter-
nal PC to communicate with the FPGA debug core at runtime for dynamic signal
selection. The basic idea is that a tester will specify a large number of signals (up
to 300) to connect to the debug core pre-synthesis and then during runtime the
PC will be used to select a small subset (up to 4) of these for monitoring. The
monitored signals are continuously sent back to the PC via UDP over Ethernet, al-
lowing infinite signal monitoring without filling up FPGA memory resources. The
controller program running on the PC was implemented in C# and is interacted
with through a custom GUI.

There are two main principle differences between our system and AID. Firstly,
our system utilizes FPGA memory to store samples at runtime before sending
them to the PC. This allows for higher bandwidth, enabling us to monitor more
signals, but increases the FPGA resource consumption. Secondly, our system runs
through a scriptable Python library rather than a GUI, enabling better support
for reproducible test procedures and the ability to integrate the test system into
a larger Python-based workflow.

It is also important to note that our test system’s ability to inject test data
into the DUT is not a feature that most in-circuit debugging solutions support -
neither the ILA nor the one proposed in [7] have such capabilities.
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2.4 Scan chains

The debugging techniques mentioned thus far are all based on signal tracing, cap-
turing the behavior of internal signals at specific probe points. There exists other
approaches, however, that provide observability by recording system state instead
[8]. The goal of these techniques is to gain access to the DUT’s flip-flop modules
and one way to do this is through scan chain based state access as discussed by
Koch et al. in [9]. The idea is to chain the flip-flops together into a circular shift
register chain (the scan chain), using multiplexers to toggle the shifting operation.
With this setup, the full system state can be read non-destructively by shifting
through the scan chain.

Compared to signal tracing tools like ILA, the scan chain technique has some
key benefits. Firstly, the memory resource overhead can be made very small thanks
to the fact that it is utilizing the DUT’s own flip-flops. Because of this, it can be
possible to achieve a high degree of observability even in high utilization designs.
Secondly, the scan chain structure provides ways to manipulate the system state
through external stimulus. User-defined state data can be shifted into the scan
chain, giving controllability in a similar way to the data injection’s of our test
system [9], [8].

However, there are also severe drawbacks to the scan chain approach that
ultimately led us to pursue signal tracing for this project. Most importantly, the
basic scan chain design as presented in [9] severely reduces the execution frequency
of the DUT. Recording the system state requires a full rotation of the scan chain,
waiting for eg. an external PC to read each flip-flop value between shifts. In
contrast, the signal tracing of e.g. the ILA can be run in real-time without any
performance impact. Koch et al. propose shadow scan chains as a way to mitigate
the performance impact in situations where high frequency state recordings are
needed, but this instead requires duplicating all the DUT’s flip-flops, leading to
a large silicon overhead. That only the flip-flop states can be observed is another
intrinsic drawback of scan chains. In situations where observing signal values
within intermediate combinational logic is needed, the scan architecture fails to
provide the necessary visibility.

2.5 FPGA to PC communication
25.1 SPI

Serial peripheral interface (SPI) is a duplex, synchronous, serial communication
protocol originally developed by Motorola Inc. SPI follows a master-slave archi-
tecture, where one device (denoted master) controls communication between itself
and one or more devices (denoted slaves). Originally SPI used four logic signals:
MISO, MOSI, CLK and S5, this variation is often called four-wire SPI. Other
variants have also been defined throughout the years, such as three-, two- and
one-wire SPI, each with their own benefits and drawbacks [10].
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e MOSI (master out slave in), this pin is for data transmitted from the master
device to the slave devices.

e MISO (master in slave out), this pin is for data transmitted from a slave
device to the master device.

e CLK (clock), this pin is for the clock of the master, sent to synchronize
transactions.

e SS (slave select), this pin is used by the master to specify which slave device
to target.

The SPI communication is driven by the master device. The master uses SS
for transaction initiation and slave targeting while controlling the synchronization
and bit rate through C LK. During a transaction, the two devices each use a shift
register to shift out their transmission while at the same time shifting in the packet
being received from the other device.

In [10] Motorola defines the concept of clock polarity (CPOL) and clock phase
(CPHA), two configurations that together define the SPT mode. An SPI transac-
tion between two devices will only work if both are using the same mode. CPHA
specifies on which CLK edge the devices should sample and shift their registers
respectively. CPHA=1 delays the transaction by one CLK edge, as opposed to
CPHA =0 where the devices start sampling immediately at SS.

The SPI specification does not define any flow control mechanism for slave
devices. This means that in systems where a slave’s response time is unknown to
the master, one needs to design some novel approach for signaling that the slave
is ready for the next transaction [10].

2.5.2  Clock domain crossing

Signals passed between two registers operating on different clocks creates a condi-
tion called clock domain crossing (CDC) [11]. This situation occurs in SPI com-
munication, where register shifting and sampling is synchronized to the master-
controlled CLK signal rather than the devices’ system clocks.

If a CDC is left without a supporting synchronizer circuit, timing violations
can arise. In SPI for example, signals coming from the master device will be asyn-
chronous relative to the slaves’ shift registers, meaning that they might fluctuate
during the setup and hold period, thereby breaking the circuit logic. Asynchronous
signals causing register timing violations like this is an occurrence of metastability
[11].

There are multiple ways to design a synchronizer that avoid the metastability
issue. A popular solution is to let the asynchronous signals pass through a series of
flip-flops before routing them to the receiving circuit, where the flip-flops stabilize
the signal and reduce the risk of metastability [11].
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2.5.3 SPlin Linux and Python integration

The Linux kernel has support for SPI communication through the userspace API
spidev. This supports reading and writing to SPI slave devices through both
half-duplex and full-duplex SPI transactions. The driver follows the four-wire SPI
specification and can be configured to operate in any of the SPI modes mentioned
in section 2.5.1 [12].

To work with SPI in Python, one can use the py-spidev library. This is
capable of interacting with SPI controllers connected to the system through USB
or PCI buses. The library runs on API calls to the spidev driver [13].

2.5.4 Raspberry Pl and GPIO

Raspberry Pi is a computer manufacturer that makes single board computers. Im-
portantly, the computers are equipped with general purpose input/output (GPIO)
header pins. These can be controlled through Linux kernel drivers and have SPI
capabilities [14].

The Python library gpiozero can be used to control the GPIO header pins.
The library provides functions for reading pin values, waiting for a value change,
ete. [15].

2.6 Signal Tracing

2.6.1 Block RAM

FPGAs are made up of programmable logic arrays referred to as slices. These
slices can be used to define memory modules through e.g. flip-flops and lookup
tables (LUTS). As a circuit’s memory demand grows, however, using slices for
memory becomes increasingly inefficient. FPGA silicon that could have been used
for functional logic will be taken up by the memory modules, limiting the maximum
possible system size. To mitigate this problem, modern FPGAs contain dedicated
memory hardware modules called block RAM (BRAM). BRAM is more space
and power efficient than slice defined memory and can work at higher frequencies
without timing violations [16].

2.6.2 VCD file format and waveform viewer

Value change dump (VCD) is a file format commonly generated by logic simulation
tools to specify signal dump data. The file format is defined by IEEE in [17] along
with the Verilog hardware description language (HDL). Notably, the format defines
the signals’ timelines by including timestamps where value changes have occurred.

There are multiple available commercial and open source tools for viewing
VCD dump files. These tools are called waveform viewers, and in this thesis we
have been using the one integrated in Vivado as well as an open source solution
developed by Linkoping University called Surfer [18].
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2.6.3 Trigger condition

When tracing signals, care must be taken to conserve memory resources. If an
ELA were to sample every single signal change, all available memory resources
would quickly fill up, and important signal data might be lost. Therefore, ELAs
often have systems in place to ensure they only save signal values that are of
interest, reducing memory consumption and making later analysis easier. This
is generally called the trigger condition, a configuration made by the tester that
specifies when the probe points should sample their signals. The limitations and
granularity of the trigger condition will vary depending on ELA. For Vivado’s ILA,
a tester has a lot of control. Here, one constructs a boolean expression based on
all the monitored signal values. When satisfied, the ILA captures a snapshot of
signal activity from both before and after the event and saves it to FPGA memory
[6]. For an ELA designer it is important to consider how detailed of a trigger
condition is necessary as silicon consumption increases with added complexity.

2.6.4 Advanced Extensible Interface (AXI)

The Advanced Extensible Interface (AXI) from ARM is a high performance and
high frequency communication protocol for communication between on-chip mod-
ules. AXI is part of the Advanced Microcontroller Bus Architecture specification
(AMBA). AXI is a versatile protocol, adaptable for a wide range of applications
and use-cases through optional signals that can be included depending on design
requirements. Communication through AXI follows a master-slave architecture,
where the transmitting component has the role of master and the receiving com-
ponent the role of slave [19] .

AXIT contains a handshake system for the purpose of flow control. Both the
master and slave has the power to throttle the transmission speed through these
handshakes. The system is composed of two signals: VALID, sent from the master
and indicates that it is ready to send the next payload, and READY, sent from the
slave and indicates that it is ready to process the next payload. A transfer will
occur when both VALID and READY is held high, this marks a successful handshake,
and the master device can then start working on the next payload [19].
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Implementation

As discussed in the introduction, our test system consists of two distinct parts:
The Python library tap_lib running on a Raspberry PI and the HDL defined
TAP running on the FPGA. Our initial assumption was that the design of the
TAP would dictate the design constraints of the entire system. Because of this,
we chose to first implement the TAP and then design the library around it.

Our HDL development process was iterative in nature, slowly introducing func-
tionality and using Vivado’s simulation tools for continuous verification. The first
module designed was the TAP’s DUT interface and core sampling/data injection
logic. We then gradually moved outward towards the main tap controller modules
and the SPI driver.

When the first iteration of the TAP was feature-complete and thoroughly
verified through test benches, development focus was moved to the Python library.
It was important that the API was designed to be user-friendly, and the TAP easy
to integrate into the DUT’s system. We decided to use the Python library for
TAP configuration and TAP top module definition in an effort to streamline the
testing process. In the end, the test system was designed such that a tester will
more or less only interact with the Python library, requiring only minimal HDL
code modification in the DUT.

After implementing both the TAP system and the Python library, we tested
our solution on several different DUT configurations, comparing the functionality
and ease-of-use with Vivado’s ILA.

11
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3.1 TAP

This section will provide an overview of the TAP design, describing how it works
and what design choices were made. The TAP consists of four core modules:

e Stimulus Probe: The TAP’s DUT interface, sampling, and test data
injection are done through this module.

e Outpost: The master of a number of Stimulus Probes. Contains BRAM
for storing samples and test data.

e Base station: The master of a number of outposts. Organizes the testing
procedure based on commands received from the Raspberry PI.

e SPI driver: An SPI controller running in slave mode, handling packet
transactions between the base station and the Raspberry PI using a propri-
etary 5-wire SPI protocol.

An overview of the TAP module is shown in figure 3.1. The blocks A, B, and
C are example DUT blocks, P represents probes, O the outposts, and B is the
base station.

——> P > A —> P —>» B ~—>» P —> C > P —»

Raspberry PI

Figure 3.1: An overview of the TAP design.
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3.1.1 Stimulus Probe

The probe is the TAP’s interface with the DUT and is responsible for sampling
and test data injection, operating through commands from its parent outpost.
A block diagram of the Stimulus probe is shown in figure 3.2. The module
takes two input signals from the DUT: The s_bus, corresponding to the data
bus from which we want to sample, and the one bit wide manual_trigger which
can be used to specify when s_bus should be sampled. The probe has one output
into the DUT: The m_bus, representing the test data that we want to inject into
the system. Communication between outpost and probe goes through two data
buses with corresponding data valid signals denoted probe_outpost_bus with
sample_valid and outpost_probe_bus with do_inject respectively. When in-
jecting, outpost_probe_bus contains test data and is routed to m_bus. Otherwise,
DUT data coming into the probe from s_bus is passed through to m_bus. This
design allows the probes to remain non-intrusive when not in use.

The Stimulus Probe has optional AXI handshake support. When enabled, the
axis_ready and axis_valid signals will be used for the handshake mechanism
described in section 2.6.4. When injecting, the incoming axis_ready is sent to
the parent outpost through probe_outpost_bus to be used for injection data flow
control. Like for the other DUT signals, axis_valid and axis_ready is passed
through the probe without modification when not injecting.

As shown in the block diagram, the probe contains a sample_controller
module. This module is responsible for the sample trigger logic, for deciding when
the intercepted bus should be sampled based on probe configuration specified by
the tester. The controller has a burst trigger feature through the sample_burster
module where the tester can configure how many samples should be taken when
the triggering condition is met, like the shutter burst mode on a camera.

There are two ways a sample can be triggered: Either the one bit wide
manual_trigger signal is pulled high, this signal comes from the DUT and is
specified pre-synthesis by the tester, or there are bit changes in s_bus. The probe
contains an internal bit mask trigger_mask that denotes which of the bits in the
s_bus should be monitored for bit changes.

3.1.2 Outpost

The outposts are connected to several probes and are responsible for storing their
samples and feeding them injection data. Importantly, an outpost can only process
one probe at a time. This means that it can store samples or send inject data to one
of its children only, the probe_target. The reason for this design is to reduce the
outpost’s complexity and thereby reduce its silicon consumption. The mechanism
is a part of the TAP’s ability to re-configure post-synthesis, mentioned in section
1.2. The tester can specify each outpost’s probe_target through SPI commands
between tests.

Also specified post-synthesis is whether the outpost is used for injecting or
sampling. If the tester wants to use it for injecting, they transmit the test data
through SPI to the outpost’s memory module before the test starts. If no test data
has been received, the outpost defaults to sampling. The injection process works
by iterating over the data stored in the outpost’s memory module and sending it
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Figure 3.2: Stimulus Probe block diagram.

to its probe_target through the corresponding outpost_probe_bus. By default,
each sample will be sent for one clock cycle until the memory is emptied. If AXI
handshake support is enabled, however, each sample will be held until a valid AXI
handshake has been established.

In figure 3.3, a block diagram for the outpost module is shown. The commu-
nication between outpost and base station is done through two buses with corre-
sponding data valid signals: outpost_base_bus and base_outpost_bus. These
are marked Output to base and Input from base respectively in the diagram. The
signals denoted Input and output from and to probes are the previously men-
tioned Stimulus Probe buses probe_outpost_bus and outpost_probe_bus with
the probe_target state specifying selection.

As we wanted our outposts to be able to store as many samples as possible,
BRAM was chosen for their memory modules because of its high capacity compared
to other alternatives such as LUT RAM. To instantiate BRAM in FPGAs, one
can use a pre-existing licensed design. These are verified to work and probably
well optimized, but as a goal of this project was to create a vendor and platform
agnostic system, such designs were not applicable. Instead, we chose to write our
own BRAM module in System Verilog. As the synthesis engine ultimately decides
how our design is implemented, the module had to be written in such a way that
predisposes it towards synthesizing the memory as BRAM. To make the memory
easier to interact with, our BRAM module is wrapped in a simplified memory
controller which hides some of the hardware interaction details.
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Figure 3.3: Outpost block diagram.

Output to Base

The functions of the outpost are accommodated by a finite state machine
(FSM) of six states. The FSM is illustrated in figure 3.4 and the states are as
follows:

e IDLE_EMPTY: The outpost is idle and does not have data in its memory
module.

e IDLE_FULL: The outpost is idle but its memory module contains inject data.

e DUMPING: The outpost is dumping its memory content, sending it back to
the base station to then be transmitted to the Raspberry PI through SPI.

e PROBING: The outpost is listening for samples arriving from its probe_target
and storing them in its memory module.

e INJECTING: The outpost is sending inject data from its memory module to
probe_target.

e FILLING: The outpost is receiving inject data from the base station and
storing it in its memory module to be injected into the DUT at a later
stage.

State changes are triggered through three distinct event types: (1) Base sta-
tion commands arriving on the base_outpost_bus. (2) External data valid sig-
nals. These are either a probe’s sample_valid when in the PROBING state or the
base_outpost_valid when in FILLING. (3) Task completion checks, relevant in
the FILLING, INJECTING, and DUMPING states as these represent a finite amount of
work that should be completed. FILLING is deemed complete when the base sta-
tion has no more injection data to transmit, the end of transmission is marked by
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a one bit header on the base_outpost_bus. INJECTING is deemed complete when
all test data has been injected into the DUT, this is marked by an is_last_data
output signal from the memory module. DUMPING is deemed complete when the
memory module has been emptied and all data has been sent to the base station,
this is also marked by is_last_data.
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probe_target
. Command
Full line:
from Base
S |
- T Dotted line: ™. Denve.d
o ...” completion
- last_data_out >
(RCESREY Dashed line: * ] External
O_DUMP/dump() - ready
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Figure 3.4: The outpost’'s FSM.

3.1.3 Base Station

The base station represents the brain of the TAP and controls the outpost config-
urations and states through Raspberry PI commands received by the SPI driver.
In essence, the module works as a middle man between the SPI driver and the out-
posts. It contains no internal buffers or memory modules for data storage. Figure
3.5 shows a block diagram of the base station. The communication between the
base station and the SPI driver is done through two buses with corresponding
data valid signals: base_spi_bus and spi_base_bus. These are marked Qutput
to SPI and Input from SPI respectively in the diagram. The signals denoted In-
put and output from and to outposts are the previously mentioned outpost buses
base_outpost_bus and outpost_base_bus with the outpost_target state spec-
ifying selection.
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Input and output to and from Outposts

spi_base_valid

pi_tx_busy base_spi_valid

Input from SPI Output to SPI

Figure 3.5: The base station block diagram.

The FSM of the base station is shown in figure 3.6 and the states are as follows:

IDLE: The base station is idle and waiting for commands from the SPI.

FILLING: The base station is receiving inject data from the SPI and passing
this to its outpost_target.

EXECUTING: The base station is currently conducting a test, the outposts are
inject test data and sampling.

DUMPING_W_SPI: The base station is iterating through its outposts and
dumping their respective memory contents through SPI to the Raspberry
PI. Currently waiting for the SPI driver to be ready to transmit a new
packet.

DUMPING_W_O: The base station is iterating through its outposts and dump-
ing their respective memory contents through SPI to the Raspberry PI.
Currently waiting for targeted outpost to begin sending its dump data.

State changes are triggered through three distinct event types: (1) Raspberry
PI commands arriving on the spi_base_bus from the SPI driver. (2) External
data valid signals. These are either the SPI driver’s spi_base_valid when in
the FILLING state, an outposts outpost_base_valid when in DUMPING_W_0O, or
the SPI driver’s tx_busy when in DUMPING_W_SPI. (3) Task completion checks,
relevant in DUMPING_W_O and in FILLING. DUMPING_W_O is deemed complete when
the current outpost target has finished dumping its memory contents, indicated
by a one bit header on the outpost_base_bus. FILLING is deemed complete when
the SPI driver has transmitted the last test data sent from the Raspberry PI,
indicated by a one bit header on the spi_base_bus.
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Figure 3.6: The base station’s FSM.

As seen in the FSM, the base station can receive four different types of com-
mands from the SPI driver. Of these, only TARGET carries a payload. A targeting
packet looks like this:

CMD|OUTPOST_ADDR|PROBE_ADDR, (3.1)

where CMD identifies the command as a TARGET, OUTPOST_ADDR is the address of the
outpost of which the probe_target should be set, and PROBE_ADDR is the address
of the probe.

3.1.4 SPI driver

The SPI driver was implemented to follow the four-wire serial specification, as a
slave device running in the (CPOL, CPHA) = (0,0) SPI mode. The driver implements
full duplex transactions, but because of how the base station’s FSM is designed,
data will in practice only be transmitted in one direction at a time.

A block diagram for the SPI driver is shown in figure 3.7. The driver receives
the standard SPI slave input signals CLK, denoted master_clk in the figure,
MOSI, and SS from the Raspberry PI — which is configured as a master device
through spidev. It sends two signals back to the master, the standard MISO
together with a custom flow control signal data_ready. data_ready is used to
tell the master that new data is available.

The base station and the SPI driver are connected through five signals. These
are the main RX and TX buses spi_base_bus and base_spi_bus with corre-
sponding data valid signals and tx_busy specifying whether the driver is ready to
schedule a new packet for transmission.
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Figure 3.7: The SPI driver block diagram.

As shown in the block diagram, the SPI driver contains two shift registers, one
for receiving packets (rx_reg) and one for transmitting (tx_reg). These perform
serial-to-parallel conversion and parallel-to-serial conversion respectively. As de-
scribed in section 2.5.2, the signals coming from the SPI master must be treated
as asynchronous in the FPGA’s clock domain. To reduce the risk of metastability,
a three stage synchronizer circuit consisting of chained flip flops has been added
to master_clk and ss_n. All registers in the SPI driver runs on the FPGA’s clock
rather than master_clk and SPI events are identified through edge detection cir-
cuits comparing the synchronizers’ second and third stages.

Besides the two shift registers, the SPI driver also contains a tx_hold register
used for storing the next packet scheduled for transmission. In practice, this will
always be dump data from outposts that has been sent to the SPI driver through
the base station. The flow control signal data_ready will be held high when there
is new data in tx_hold and the master has not yet pulled ss_n low.
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3.2 tap_lib

This section will provide an overview of the Python library tap_lib. Its design
and features will be covered, as well as how to use it.

tap_lib has three core functions. Firstly, it contains systems for describing
a TAP configuration — specifying parameters such as the number of probes and
outposts, their bus sizes, triggering conditions, etc. Secondly, System Verilog gen-
eration methods that uses the TAP configuration to write a System Verilog file
containing the TAP’s top module as well as a package of constants describing
configuration derived parameterizations. Thirdly, a controller capable of commu-
nicating with the TAP over SPI to conduct tests on the DUT.

In the following sections, we will go through the steps a tester would take to
test a DUT using tap_lib.

3.2.1 Tap Configuration

To define the TAP configuration, a tester starts by describing all the probes that
they want to connect to the DUT. These are specified by the width of their s_bus
and m_bus, their trigger_mask, and a unique name used for referencing. Given the
probes, the desired outposts are described as the subset of probes that they control,
the depth of their memory modules, and a name. A complete TAP description is
made up of the outpost definitions together with the number of bits to use for the
sample timestamps and the number of pipeline stages to use for the data buses
between the base station and the outposts, as well as between the outposts and
their probes. An example TAP configuration can be seen in listing 3.1.

Listing 3.1: An example TAP configuration using tap_lib.

tap: Tap = Tap (
outposts = |
Outpost (
name="injector",
memory depth=4,
probes = |
Probe("injP", 3, 0b000)

)
burst duration=0

)

Outpost (
name="sampler" ,
memory _depth=4,
probes = |
Probe (" first", 3, 0b100),
Probe ("second", 3, 0b01l1)
I,
burst _duration=0
)
1,
config = Config(
timestamp size=20,
outpost probe pipeline stages=2,
baseiouitpost7Y)ipeline75tages:2

)
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3.2.2 System Verilog generation and DUT integration

There are two reasons why tap_lib was designed to be responsible for generating
the TAP’s top module. Firstly, so that the TAP configuration defined in Python is
guaranteed to match the actual configuration implemented on the FPGA silicon.
This is crucial as the controller would not be able to properly communicate with the
TAP otherwise. Secondly, to make it as easy as possible for a tester to instantiate
the TAP in the DUT. The TAP system is complex and depends on a large number
of modules, all extensively parameterized. By generating the instantiations, the
tester avoids the error-prone, time-consuming, and abstract work of doing this
manually. Also, the names associated with the outposts and probes can be utilized
to establish a shared naming convention between that TAP and DUT.

The module generation gives the tester the final, configuration specific, TAP
that they then should instantiate in the DUT. The module contains two different
types of signals. Firstly, SPI signals that should be routed to FPGA IO by spec-
ifying constraints. These are MISO, MOSI, SS_N, master_clk, and data_ready.
Secondly, the probe signals s_bus, m_bus, and manual_trigger for each probe
defined in the TAP configuration. The names for these will be based on the ones
defined in the configuration:

[signal name] _[outpost name]_[probe name]. (3.2)

3.2.3 Tap control and conducting tests

With the TAP implemented on the FPGA silicon and the Raspberry PI connected
to the constraints-specified IO pins, a tester can start running tests on the DUT.
A test specifies the targeting of each outpost, the test data to inject into the
system, the duration of the test, and a file path to where the dump file should
be stored. Listing 3.2 shows an example test definition where tap_config is the
current TAP configuration. In this case, the outpost called "injector" is specified
to be used for test data injection by passing the test data file "test data.csv" as
an additional parameter to its target. Test data is written in a one or two column
wide . csv format, with rows representing signal values to be injected consecutively.
Two columns can be used if the injection data is complex, which is marked by a
boolean parameter in the tap_lib.0Outpost constructor. If so, the first and second
column will represent the data’s in-phase and quadrature components respectively.
On the FPGA, this will correspond to the upper and lower half of the targets
probe’s m_bus. The signal values are formatted as unsigned integers, and it is the
corresponding raw bits that will be sent over the target probe’s m_bus. The dump
files are by default stored in the VCD file format, containing signal values and
timing information, with optional support for a simpler CSV format.
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Listing 3.2: An example test setup using tap_lib.

test: Test = Test (
name="myTest" ,
targets = {
Test. Target (
tap.outposts.injector.probes.injP ,
"test _data.csv"
)
Test . Target (
tap.outposts.sampler.probes. first
)

b

dump_path="my test.vecd",
tap = tap_config,
duration = 1

After the test is run, the tester can import the dump file into any VCD com-
patible waveform viewer. Figure 3.8 shows how this can look when a dump file
is loaded into the Link6ping University developed waveform viewer Surfer. Here,
the two variables inject and sample correspond to the memory contents of the two
outposts with the same name.

Surfer

An Extensible and Snappy Waveform Viewer

o 4 QAB WM« arH e

Figure 3.8: An example dump file imported into Surfer.

In addition to running singular tests, tap_lib also supports unit testing where
tests can be associated with an expected dump file for automatic validation. Using
this feature, a validation suite can be defined — a chain of consecutive tests that
can be run on the DUT without re-synthesis. Figure 3.9 shows what it looks like
to run the validation chain in the CLI.
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[ ] Jjonathanstenroos — thesis@thesis-rpi: ~fericsson-thesis/code/src — ssh thesis@thesis-rpi.local —...

validator.execute()
Running 2 tests!

Running test 1 - myTest

Controller >> targeting: sample.afterd

Controller >> targeting: inject.p

Controller >> filling target: examples/website/fill/test_data.csv

Filling | NN | 7/7 [18@%] in @.@s (1458.63/s
Controller >> Starting execution: 1 sec

Executing | EEEEEEEEEEEEEEEEEEEEEEEEEENNNNE | 100/100 [106%] in 1.8s (98.
Controller >> starting dump: examples/website/dump/my_test.vcd

on @: Controller >> finished dumping: sample

on 1: Controller >> finished dumping: inject

Dumping | INEEEEEEEEEEEEEEEEEEEEEEEEEERE | 2/2 [1eex] in e.@s (147.89/s)
Validator >> Comparing result with examples/website/expected/my_test.ved

Running test 2 - beforeDelayTest

Controller >> targeting: sample.afterA

Controller >> targeting: inject.p

Controller >> filling target: examples/website/fill/test_data.csv

Filling |HENEEEEEEEEEEEEEEEEEEEEEEEERNEENNNN | 7/7 [100%] in 0.8s (1564.25/s
Controller >> Starting execution: 1 sec

Executing | NN | 1¢6/100 [lee%] in 1.8s (98.
Controller >> starting dump: examples/website/dump/my_test_no_delay.ved

on @: Controller >> finished dumping: sample

on 1: Controller >> finished dumping: inject

Dumping | EEEEEEEEEEEEEEEEEEEEEENEERNNNNN, | 2/2 [100%] in @.8s (150.53/s)
Validator >> Comparing result with examples/website/expected/my_test_no_delay.vc

Results:
1. - myTest :
2. - beforeDelayTest :

Figure 3.9: An example of a validation suite in the CLI.

3.3 Reference model integration

When designing FPGA modules at Ericsson, the engineers often build an accom-
panying reference model written in Matlab or Python. The reference model is a
program that mimics the behavior and functionality of the FPGA module, and
it is used as a part of Ericsson’s verification process to ascertain that the design
works as intended. A tester can in a simulator feed both the FPGA module and
the corresponding reference model the same input signals and compare the outputs
to spot inconsistencies.

Because of our TAP’s data injection capabilities, it is possible to incorporate
the reference models into our in-circuit testing process in a similar way to what
is currently being done with simulators. This could provide a convenient way to
verify that the design still behaves correctly when running on real FPGA silicon,
allowing a tester to spot eg. metastability or hardware integration issues.

In essence, the idea would be to feed the DUT’s reference model the same input
data as that specified in a tap_1ib.Test and compare the reference model’s output
to the dump file generated from the in-circuit test execution. Ideally, we wanted
to integrate the reference models into tap_lib to make this process as convenient
as possible. We for example looked into the idea of passing the reference model
as a parameter into the tap_lib.Test constructor. When executing the test, we
could then run the reference model to automatically generate the expected output
and compare this to the resulting dump file. After analyzing how these reference
models were designed, it was concluded that such a strong tap_lib integration is
most likely not possible. The issue is that there is no standard for the reference
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model interface. Between projects, or even between modules in the same project,
the file formats and parameter structures on which the reference models operate
can look completely different from each other. This makes it impossible to design
a standardized system for how tap_lib should interact with the models. For each
project, there would have to be some degree of manual work to create a setup
where the reference models and the TAP output can be compared. This might for
example involve writing a script that translates the TAP input into a format that
can be parsed by the corresponding reference model.

Still, there are some characteristic that the reference models do have in com-
mon with each other. Based on these, some features have been added to tap_lib
to make it easier to synchronize the two systems. Importantly, there is usually no
timing information in the reference input and output, and the data is instead often
described as a list of two-dimensional vectors representing complex numbers with
in-phase and quadrature components. This is in contrast with the .vcd dumpfiles
that tap_lib generates, making direct comparisons between in-circuit measure-
ments and reference output difficult — especially if one intends to design some
automatic script for this.

To simplify this process, we have added support for a CSV-based dumpfile
format. Contrary to the VCD dump, this contains no timing information, and the
samples will simply be listed in the same order they were sampled. A separate
csv-file is generated for each outpost, containing the corresponding samples. For
complex outposts, the file will contain two columns representing the in-phase and
quadrature components respectively. An illustrative comparison between the two
dump formats can be seen in figure 3.10.

$timescale 1 ns $end

$scope module logic $end

$var logic 3 ! injector_i $end
$var logic 3 " injector_q $end
$var logic 3 # sampler_i $end
$var logic 3 $ sampler_q $end
$var logic 3 % samplerreal $end
$upscope $end

$enddefinitions $end

#0

$dumpvars
bl !

be "

bx

bx

bx

#1
bio !
bl "

(a) VCD file. (b) CSV file.

Figure 3.10: CSV dump for one outpost compared to the joint VCD
dump.
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Practical Application: Verifying the Xilinx
FFT LogiCORE IP

In this chapter we will go through an example verification scenario where we
document the steps a tester could take to verify the Fast Fourier Transform (FFT)
LogiCORE IP by Xilinx [20]. To highlight the post-synthesis configurability of
our test system, the DUT consists of two FFT modules connected together in a
cascade, performing the forward and inverse FFT transforms, respectively. The
modules are configured to use fixed point arithmetic, a transform size of 512 points,
and a data sample precision of 16 bits. They use AXI handshakes for flow control.
Figure 4.1 shows the DUT together with the TAP that will be used to test it.
Here, FFT and IFFT are the DUT blocks. The probes and outposts have been
given names that can be used later for referencing. As shown in the figure, the
TAP will consist of two outposts: Edge with two probes A and C, and Middle with
one probe B. Configuring the TAP this way allow two test cases. Firstly, time-
domain test data can be injected into FFT through probe A and the FFT output
sampled through probe B. Secondly, frequency-domain test data can be injected
into IFFT through probe B and the IFFT output sampled through probe C. The
point here is that the two test cases can be run consecutively, where the dump file
of the first test can be used as input for the second test. This gives strong signal
observability without having to probe more than two points simultaneously.

Probe Probe Probe
ﬂ o ﬂ—> - 4@

Outpost
Middle

Outpost
Edge

————  Basestation

Figure 4.1: The DUT and TAP.
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To specify this TAP configuration in tap_lib, we use the code shown in
listing 4.1. The outposts are configured to perform throttled injections with
AXI handshakes through the boolean axi4 constructor parameter. The probes’
trigger_mask parameters have all been set to zero as we want to utilize the
manual _trigger inputs to sample only on valid AXI handshakes.

Listing 4.1: The TAP configuration.

tap: Tap = Tap (
outposts = |
Outpost (

name="edge" ,

memory depth = 512,

probes = |
Probe("A", 32, 0b0),
Probe("C", 32, 0b0),

)
burst duration=0,

complex = True,
axi4 = True
)
Outpost (

name="middle" ,
memory _depth = 512,
probes = |
Probe ("B", 32, 0b0),
I,
burst _duration=0,
complex = True,
axi4 = True
)
I,
config = Config (
timestamp _size
outpost probe pipeline stages
base outpost_pipeline_ stages
)
)

[Tl
(o))

After defining the desired TAP configuration in tap_lib, we can now call
Tap.write_verilog() to generate the corresponding System Verilog TAP module
and then manually instantiate this into the DUT module. As described in section
3.2.2, the TAP instantiation involves quite a lot of manual signal routing to make
sure that the DUT and TAP are connected as desired. In this case, each probe
will contain the manual_trigger port, six AXI ports (the master and slave pairs
of READY, VALID, and LAST), and two data bus ports (s_bus and m_bus). All
of these will have to be connected to the corresponding DUT signals. To achieve
the desired sampling behavior, the manual_trigger signals will be mapped to the
logical AND of m_axis_ready and m_axis_valid — making sure that the probes
sample on successful AXI handshakes.

The next step is to define the two tests that were discussed earlier: (1) Injecting
time domain data into the FFT block through probe A, we call this test td_A. (2)
Injecting frequency domain data into IFFT through probe B, we call this test £d_B.
The two tests are shown in listing 4.2 and 4.3. The test data that will be injected
is specified in the two CSV files td.csv and fd.csv, containing complex reference
signal samples in time domain and frequency domain respectively.
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The samples are specified in 16-bit two’s complement fixed point form, with
the real and imaginary components split into two columns. A Python script has
been written to generate synthetic periodic time domain signal samples for td. csv.
These are shown in figure 4.2. If the FFT module works correctly, we expect to
get these signals back after passing them through the FFT and IFFT blocks. The
frequency domain samples in fd.csv come from the FFT output of td_A.

1.00 A
0.75 1
0.50 1 ‘
0.25 1 |
{f | {
0.00 4 |
I

—0.25 4

—0.50 4

—0.75 4
— Real

-1.00{ — Imag

T T
100 200

o4

T T T
300 400 500

Figure 4.2: The synthetic input samples.

Listing 4.2: td_A.

Listing 4.3: £d_B.

td_A: Test = Test (
name="tdA" ,

targets = {
Test . Target (
tap.outposts.edge.probes.A,
"td.csv"

)
Test . Target (
tap.outposts.middle. probes.B

)

}s
dump_path="dump" ,
csv = True,

tap = tap,

duration= 1

fd_B: Test = Test (
name="fdB" ,

targets = {

Test . Target (
tap.outposts.middle. probes.B,
"fd.csv"

)

Test . Target (
tap.outposts.edge.probes.C

)

Ix
dump__path="dump" ,
csv = True,

tap = tap,

duration= 1
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The forward FFT implementation from the SciPy library can be used as a
reference model for verification [21]. Running the Python implementation on the
synthetic signal samples gives a reference output for td_A that is compared to its
dump file. In figure 4.3, the output of the SciPy FFT implementation is shown
together with the td_A output. Clearly, the frequency bins match closely, and
therefore one can conclude that the FFT block seems to behave correctly.
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(a) SciPy reference. (b) TAP sample dump.

Figure 4.3: FFT outputs.

Figure 4.4 shows the output of £d_B. As expected, this closely resembles the
original input samples from figure 4.2. There are some minor differences in phase,
but one can assume that these come from rounding errors. In conclusion, our test
system has been able to successfully verify the FFT LogicCORE IP by comparing
the signal samples with a known good Python FFT implementation.
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Figure 4.4: The time domain output of test £d_B.



Chapter 5

Evaluation

To evaluate our test system, it will be compared with Vivado’s ILA. By identifying
key differences in regards to performance, functionality, and ease-of-use we aim to
get an understanding of the strengths and weaknesses of our system.

5.1 Methodology

The primary method of evaluation will be to instantiate either Vivado’s ILA or
our system on an FPGA together with a mock-up DUT. We will then use both
systems to conduct the same (or as similar as possible) tests and evaluate the
systems based on both quantifiable and qualitative metrics.

5.1.1 Metrics
Silicon overhead

The amount of FPGA resources a test system consumes has a great effect on its
practicality. A resource intensive ELA might take up too much space to fit on the
target FPGA together with a complex DUT. To measure our test system’s silicon
overhead, we will look at how the resource usage scales with the TAP configuration.
The following variables will be studied:

i. The number of probes.
ii. The number of outposts.
iii. The sample signal width.

The exact silicon overhead introduced by the test systems will depend on
multiple uncontrollable factors relating to Vivado’s implementation algorithms, so
these measurements will not be completely generalizable and should be seen as
pointers.

Observability and controllability

What DUT signals the test systems can monitor and control. What are the limi-
tations and are there situations where extra steps need to be taken to achieve the
desired functionality?
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I/O usage

In highly utilized FPGA’s, there could be a limited amount of I/O resources to
spare for a test system. This means that to make an ELA applicable to as many
projects as possible, one might want to minimize the number of I/O pins it uses.

Ease of use

A qualitative analysis of how easy and intuitive the test systems are to use for a
tester. We will compare the steps a tester needs to take to perform similar tests
on the two systems and discuss which process seems most technically demanding
and error-prone.

Equipment requirements

What, if any, special testing hardware does a tester need to perform tests on a DUT
using the test systems. Specialized hardware dependencies will affect whether an
ELA is practically usable in-field by technicians or if it is limited to lab-use. Such
dependencies can also negatively impact how easy an ELA is to adopt in a large
workforce.

Effect on DUT functionality

To what extent the ELA’s impact a DUT’s normal functions. A completely non-
intrusive ELA could for example be instantiated in system deployment, possibly
allowing convenient in-field verification without re-synthesis.

5.1.2 The DUT

The DUT that we will be using for test system evaluation is a pipelined fast
fourier transform (FFT) module published on Github under MIT license by user
nanamake [22]. We used this instead of the LogiCORE IP from chapter 4 as it
was easier to work with and configure. Pipelined means in this case that the FFT
computation is split into multiple submodules that can work in parallel, resulting
in a higher throughput. The FFT module works in fixed point complex numbers
of a parameterized width and has the following signals:

e di_en, data in enable.

e di_re, data in real part.

e di_im, data in imaginary part.
e do_en, data out enable.

e do_re, data out real part.

e do_im, data out imaginary part.

As the ILA does not support test data injection, we will use two counter
modules to generate arbitrary complex numbers for FFT input. To ensure that
the synthesizer does not optimize away FFT logic, the sum of do_re and do_im is
routed to arbitrary FPGA I/0.
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5.2 Hardware setup

For system evaluation we will be using a PYNQ-Z1 FPGA development board
with the Raspberry PI zero 2 w connected through one of the PMOD ports. The
hardware is shown in figure 5.1

(a) The Raspberry Pl and PYNQ-Z1. (b) The PMOD connection.

Figure 5.1: The hardware used for evaluating our test system.

5.3 Tests

A series of test setups have been designed. These will be used to take measurements
of the two test systems according to the metrics defined in section 5.1.1. The test
setups specify what signals to monitor in the DUT and are shown in table 5.1.
For all tests, the TAP will be configured with a 1024 bit memory depth, a 32
bit timestamp size, and its probes with a full trigger mask (meaning that all bit
changes in the intercepted bus will be sampled).

Table 5.1: The monitor tests.

Index | FFT width Signal monitor
1 8 do_re
2 8 do_re, do_im
3 8 do_re, do_im, di_re
4 16 do_re
) 16 do_re, do_im
6 16 do_re, do_im, di_re
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To explore the injection capabilities of our test system a final injection test is
specified in table 5.2. Here, we will by-pass the counter-based complex number
generator and insert custom FF'T input through tap_1ib instead.

Table 5.2: The injection test.

Index | FFT width | Signal injection | Signal monitor
7 16 di_re, di_im do_re, do_im
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Results

The chapter describes the quantitative results of our evaluation. For each test
specified in section 5.3, we will show the silicon consumption of our test system
and compare this to an ILA instance monitoring the same signals. We will also
show some examples of the resulting signal trace output from the two test systems.

Importantly, our test system’s runtime signal selection capabilities means that
there are more than one possible configuration of the TAP that can be used to
achieve the signal monitoring specified in the tests. If it is necessary to monitor
all signals simultaneously, one would need to assign one outpost to each signal. In
many cases, however, it could be sufficient to use only a single outpost and look
at one signal at a time — re-running the test with a new probe target between
traces.

To highlight this capability, each monitor test from section 5.3 was run four
times: (1) No ELA instantiated, a baseline. (2) Using Vivado’s ILA. (3) Using
our test system with a single outpost. (4) Using our test system with one outpost
for each probe. The monitor test results are shown in table 6.1. The resulting
waveforms for test 3 and 6 are shown in figure 6.1.

The injection test result is shown in table 6.2 and the waveform in figure 6.2.
Here the TAP was configured to use one outpost for each of the four signals. Two
for test data injection in di_re and di_im and two for sampling do_re and do_im.
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Table 6.1: ELA resource consumption.

ELA [ FFT_BITS | OUTPOSTS | PROBES | LUT [ LUTRAM | FF | BRAM | DSP | IO [ BUFG
Baseline
NONE 8 0 0 1120 40 356 1.0 0|6 1
NONE‘ 16 ‘ 0 ‘ 0 H 1020 80 ‘ 593 ‘ 0.0 ‘ 8 ‘ 6 ‘ 1
Test 1
ILA 8 0 1 2163 128 2147 15 0 6 2
OURS ‘ 8 ‘ 1 ‘ 1 H 1366 ‘ 40 ‘ 618 ‘ 25 ‘ 0 ‘ 11 ‘ 1
Test 2
ILA 8 0 2 2223 137 2267 15 0|6 2
OURS 8 1 2 1384 40 649 25 0 |1 1
OURS 8 2 2 1535 40 770 4.0 0 |1 1
Test 3
ILA 8 0 3 2276 146 2362 2.0 0 6 2
OURS 8 1 3 1390 40 685 25 0 |11 1
OURS 8 3 3 1735 40 929 5.5 0 |11 1
Test 4
ILA 16 0 1 2081 176 2457] 05 8 |6 2
OURS ‘ 16 ‘ 1 ‘ 1 H 1277 ‘ 80 ‘ 899 ‘ 25 ‘ 8 ‘ 11 ‘ 1
Test 5
ILA 16 0 2 2161 193 2601 [ 1.0 8 [6 2
OURS 16 1 2 1333 80 990 15 8 |11 1
OURS 16 2 2 1498 80 1163 | 4.0 8 |11 1
Test 6
ILA 16 0 3 2224 210 2744 ] 15 8 |6 2
OURS 16 1 3 1357 80 1058 | 15 8 |11 1
OURS 16 3 3 1732 80 1306 | 5.5 8 |11 1

Table 6.2: The injection test results.
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Figure 6.2: The waveform for the injection test.

6.1 Silicon overhead scaling analysis

From the measurements shown in table 6.1, we can analyze how the silicon over-
head scales with configuration for our test system and for Vivado’s ILA. We will be
using the baseline DUT measurements to get an approximation of how much extra
silicon usage the ELA’s introduce. As described in section 5.1.1, ELA overhead as
a function of the number of probes, outposts, and the sample signal width will be
studied. Linear regression will be used to identify resource trends for each variable.
For Vivado’s ILA, the number of signals selected pre-synthesis for monitoring will
be treated as our test system’s probe count variable. The outpost count variable
is not applicable to the ILA.

6.1.1 The number of probes

The probes’ effect on the silicon overhead can be seen by comparing the results
for the single outpost configurations of tests 1-3 (8-bit FFT) and tests 4-6 (16-bit
FFT) against each other. The comparison is shown in figure 6.3.
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6.1.2 The number of outposts

The outposts’ effect on the silicon overhead can be seen by comparing the results
for the single outpost configurations against the multi-outpost configurations of
tests 2-3 and tests 5-6. The comparison is shown in figure 6.4. In the graphs, the
bar colors represent a combination of the number of FFT-bits (denoted b), and
the number of signal probes (denoted p). The combination 16b, 3p means for
example 16-bit FFT with three probes — representing test 5.
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Figure 6.4: Our test system’s silicon overhead as a function of out-
post count.

6.1.3 The sample signal width

The effect of the monitored signals’ width on silicon overhead. We compare out-
post (o) and probe count (p) combinations between 8-bit and 16-bit FFT. The
comparison is shown in figure 6.5. The bar marked 20, 2p represent for example
the comparison between the two outpost configuration of test 2 against the two
outpost configuration of test 5. Note that as the outpost concept is not applicable
for Vivado’s ILA, there is only one configuration for each test and this is marked
as containing zero outposts.
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6.1.4 1/0 usage

As shown in table 6.1 our test system uses 5 additional I/O ports as opposed to
Vivado’s ILA.

6.1.5 Equipment requirements

Our test system is controlled through an SPI connection, requiring an external PC
capable of establishing this. Vivado’s ILA can run through the same cable used
for FPGA programming.

6.1.6 Effect on DUT functionality

Neither our system nor Vivado’s ILA have any effect on DUT functionality when
not operational.



40

Results




Chapter 7

Discussion

The goal of this master’s thesis project was to develop an in-circuit FPGA de-
bugging system configured and controlled through Python. This goal has been
achieved, we have a complete system that has been verified to work in real de-
bugging scenarios and that supports the required functionality specified in section
1.2.2. Extensive prototyping, testing, and debugging were needed to get to this
point and we believe that the final product can serve as a strong proof-of-concept
for how a Python-based in-circuit debugger can be designed.

The test system involves a large amount of sub-systems working in tandem
to execute the debugging tasks, designing this complex architecture proved diffi-
cult and we found that small design choices quite often turned out to have large
consequences down the line. When we started working on this project we had a
very limited understanding of in-circuit FGPA debugging, we had no experience
working with ELAs and therefore had a hard time figuring out what features were
important and how we would want our system to be presented and interacted
with by a tester. As a result of this, we had to perform quite extensive re-designs
of several components during development as we had realized too late that some
incorrect assumption had been made or important concepts misunderstood. With
the evaluation results in hand, however, we can conclude that the end result is a
competitively viable option with strong use-case arguments. Still, it has become
clear to us that there are improvements to be made in possible future iterations
of the design.

The following sections will cover the evaluation metrics defined in section 5.1.1
and we will discuss some key observations that we have made when evaluating our
system.

7.1 Silicon overhead

For all resources except BRAM (more on this later), our test system was signif-
icantly cheaper to implement in all configurations covered in our evaluation. We
consistently measured resource overheads as small as 50% or even 25% of the ILA
counterpart. This can for example be seen in the LUT consumption shown in
figure 6.3, where our system seemed to use around 300 LUTs and the ILA 1200.
As all configurations covered in our evaluation were rather minimal — the trend
curves in section 6.1, derived from linear regression, paint a better picture of the
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resource characteristics than these absolute values. When taking the trend curves
into account, it becomes obvious that our system does not outperform the ILA in
all situations. Which of the two systems are more resource efficient seems to vary
heavily depending on configuration.

On the one hand, the benefits of our system’s runtime signal selection capa-
bilities become apparent when the amount of outposts is kept constant. The more
probe points a tester adds, the more resources our system saves compared to the
ILA. This is shown in figure 6.3, where the ILA’s trend curves are steeper than
ours in every single metric. On the other hand, in situations where it is necessary
to monitor a large number of probe points simultaneously, our systems resource
scaling significantly worsens. In these situations, a tester would need to increase
the number of outposts and from figure 6.4 one can see that this is expensive. In
our system, to add a simultaneously observable signal one needs to add both a
probe and an outpost — the cost of which can be seen as the sum of the resource
curves in figure 6.4 and figure 6.3. Our system seems to scale around two to four
times worse in these cases, depending on the resource considered.

Besides the general trends discussed above, there are some interesting differ-
ences in regards to memory use that we think should be highlighted. Firstly, our
system does not seem to use any LUT RAM. This resource was never synthesized
in the evaluation configurations and presumably this could bring some advantage
compared to the ILA if resource availability is limited. Secondly, and more impor-
tantly, the measurements indicate that our system has significantly higher BRAM
usage compared to the ILA. Both the measured absolute values and trends are
worse. By comparing figure 6.4 and figure 6.3 we can see that our BRAM usage
seems to increase around four times faster. One possible reason for this is that
our solution does not fully consider the hardware design of the BRAM modules.
A BRAM address corresponds to a physical location in memory and as such is
not fully configurable, the number of bits that can be stored per address and the
number of unique addresses is set by hardware constraints. By not considering
these constraints, our system most likely severely underutilizes the BRAM hard-
ware. We might, for example, only use a fraction of the available bits per address
due to small sample sizes or use only a few of the addresses available. One way to
mitigate this problem could be to implement a more centralized memory system,
communicating with the probes directly and avoiding the outpost middle man.
A centralized system would have more complete information about total memory
usage and might therefore be able to make better decisions, allowing for more
efficient BRAM utilization through resource sharing.

Finally, it is important to consider how generalizable our measurements are.
There are two main factors that threaten their validity and that limit how certain
we can be of conclusions drawn from them. Firstly, the small scope of our tests. To
make the evaluation process more manageable, we had to limit the number of tests
to run, and because of parameter constraints in the FFT module we could only
test up to 16-bit sample widths. Secondly, the uncontrollable nature of Vivado’s
synthesis engine. The synthesis engine is in many aspects a black box. We do not
know how it chooses to implement the logic in our System Verilog modules nor
how this implementation could change depending on external factors such as syn-
thesis settings and Vivado updates. Importantly, our simple way to calculate ELA
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overhead by subtracting the baseline resource consumption is inherently flawed
because of this. We can not know for certain that the DUT implementation stays
the same between different test runs, Vivado might find a way to co-optimize it
with our test system somehow. This can for example be seen in figure 6.3, where
the BRAM usage decreases between tests in the 16-bit FFT case, contrary to what
is expected.

7.2 Observability and controllability

Our system offers both benefits and drawbacks compared to the ILA in regards to
observability and controllability. Neither ELA has any theoretical limitations in
what signals can be monitor, a tester is free to specify any number of probe points
in the DUT. In practice, however, the resource consumption must be considered
as it will create an upper bound for observability. As discussed in section 7.1 —
which of the two ELAs is more efficient, thereby allowing greater observability, will
depend on configuration. Importantly, as long as simultaneous signal monitoring
is avoided, our test system is significantly cheaper to implement than the ILA. We
can add more signal probes for the same resources, leading to higher observability
in this case.

The ILA’s advanced and highly customizable triggering system should also
be taken into account. In complex verification scenarios where a large amount of
signals are monitored and analyzed, defining a fine-grained filter for when sampling
should occur might be vital. For our TAP, a tester could utilize the probes’
manual_trigger input to in some degree mimic the ILA’s trigger system, but the
process would be cumbersome and still not offer the same set of features. One of
our reasons behind the probe’s simple triggering mechanism was to minimize its
resource consumption, which seemingly paid off.

The TAP’s unique injection capability makes it possible for a tester to control
the state of the DUT, which unlocks use cases that are not possible with the ILA.
The unit test system in tap_1ib is for example reliant on this feature.

7.3 1/0O usage

Vivado’s ILA has a key benefit here as it can be run through the same JTAG
infrastructure that is already used to program the FPGA. The five-wire SPI com-
munication that our system uses could be too expensive for highly utilized FPGAs.
If this turns out to be an issue, however, there are multiple ways to reduce the I/O
consumption of our design. One could for example either re-write the SPI driver
to follow a standard two-wire SPI specification instead, and utilize polling instead
of a dedicated flow control pin, or move away from SPI completely and run the
communication through e.g. Ethernet as was done in [7].
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7.4 Ease of use

It is not possible to make any objective arguments for which of the two systems
is easier to use for a tester. The verification workflows bear little resemblance
to each other and there are important differences in what features they support.
Still, the GUI-based configuration and viewing process provided by ILA with its
robust and seamless Vivado integration is, in our opinion, hard to compete with.
We have made great efforts to make our system easy to work with, hiding complex
configuration details behind high level API calls and utilizing automatic System
Verilog generation, but compared to the ILA the verification process still involves
significantly more manual, and sometimes unintuitive, steps.

Xilinx has managed to get ILA to a point where working with it is in many
regards very similar to working with a simulator. To specify what signals to mon-
itor, the tester is simply presented with an exhaustive list of all signals in the
design where they can freely select those that are of interest. To set parameters
such as trigger conditions, memory depths etc., the tester only needs to follow a
guided chain of GUI windows with built in value ranges and automatic assertions.
Importantly, at no step in the process do you have to make any manual modifica-
tions to either constraints files or modules to accommodate the ILA. Based on the
GUI-specified configurations, Vivado automatically instantiates the ILA, connects
it to the DUT, and re-writes the constraints file.

In contrast to this, the script-based approach of our system demands more
from the user. The TAP configuration as described in section 3.2.1 requires one
to carefully read and follow library documentation to ensure that it both compiles
and accurately describes the intended functionality. Then, actually integrating
this into the DUT’s project comes with further annoyances. Every probe point
needs to be connected to the correct place in the DUT, a top file either modified
or created, the constraints file changed, and potentially signals rerouted. Each
of these steps introduces additional complexity, increasing the risk of erroneous
configurations.

Still, there are clear benefits to our design in regard to reproducibility. The
way tests are defined through scripts and our capability to inject test data allows a
tester to perform fully deterministic and well-defined system tests that require no
user input besides script execution. A tester can create a fully reproducible test
suite consisting of any number of such tests, enabling automated, fast, large-scale,
and complex verification. Reproducing this in the ILA is not possible, especially
because of the lack of runtime signal selection necessitating re-synthesis between
tests.
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7.5 Equipment requirements

To interact with our test system, the tester needs to establish a SPI connection
between the FPGA and a PC running the tap_1ib Python library. For our project
work, this PC has been in the form of a Raspberry PI — so our setup essentially
involved two computers, one for reprogramming the FPGA through Vivado and
one for controlling the TAP. There is however no architectural reason for doing
it this way and one could instead use a single computer for both of these tasks.
The reason we chose to use a Raspberry PI was because of its GPIO, the pins
being controllable from Python libraries made it easy for us to set up the SPI
communication.

7.6 Effect on DUT functionality

As long as no timing violations appear because of the increased FPGA resource
consumption, neither our system nor the ILA is destructive. The DUT will keep
all of its functionality despite the signal probe connections and it should be able
to operate as normal. As a result of this, a possible use case could for example be
to add a TAP to final production-ready FPGA designs, allowing a technician to
utilize the test system in-field to e.g. identify hardware malfunctions.
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Chapter 8

Conclusion

The point of this master’s thesis was to develop an in-circuit FPGA test system. To
make it easy to integrate into a pre-existing Python-based verification workflow,
the test system needed to be controlled through a Python library. It was also
important that it was platform and vendor agnostic to make it applicable to as
many projects and situations as possible. To measure our success in building this
test system, we compared its design and user-experience against Xilinx Vivado’s
Integrated Logic Analyzer (ILA). From the discussion in chapter 7 we can draw
some conclusions about the project results.

Firstly, our measurements indicate that our system supports resource efficient
configurations through its runtime signal selection capabilities. In testing scenarios
that do not require extensive simultaneous signal monitoring, it is significantly
outperforming the ILA in terms of FPGA silicon consumption. Our system also has
a much smaller base cost than the ILA, in small configurations where a tester only
wants to look at a handful of signals, it can cost as little as 25% of a corresponding
ILA implementation. Where our system does not perform as well, however, is in
situations where a tester needs to monitor a lot of simultaneous signals. The TAP
scales poorly with outpost count and the ILA will, despite its higher base cost,
eventually outperform it. This issue is especially apparent in BRAM consumption,
as it seems like the memory controllers in our outposts are underutilizing this
hardware component.

Secondly, even though efforts were made to make our system easy to work
with, we conclude that the robust Vivado IDE integration of the ILA gives a
smoother and more intuitive user experience for a tester. Our system is built to
be interacted with through a command line while the ILA is GUI-based, one could
argue that this is an issue by itself but the approach also provide clear benefits in
terms of e.g. test repeatability as the Python library is completely scriptable. The
larger problem with our system is rather the amount of manual steps one needs to
take to use it. Importantly, the process involves some manual modifications of the
DUT modules where a tester needs to instantiate the TAP and connect its signals,
these steps are completely automated in the ILA.
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In summary, the result of our project is a functioning in-circuit test system that
that contains all components necessary for practical FPGA design verification. It
is proven to be resource efficient compared to commercial solutions and includes
additional functionality in the form of test data injections. We believe that our
project has served its purpose well as a design concept and could in its current
state serve as a real tool in a verification workflow. Still, there are many design
choices that could be reevaluated and there are some clear improvements that
could be made, especially in regards to user experience and project integration
aspects.
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