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Abstract

Power grid networks around the world face huge expansion plans as the demand
for energy is expected to grow each year. One critical perspective when develop-
ing modern power grids is network robustness. Adding new transmission lines to
improve robustness can be modeled as a graph optimization problem using edge
addition algorithms. The objective functions to optimize are often topological
and electrical robustness metrics. Two such metrics are effective graph resistance
and algebraic connectivity, that mostly have been studied on synthetic IEEE test
grids. Further research is needed to better understand the relationship between
graph connectivity and robustness against cascading failures. In this study, three
greedy edge addition algorithms were compared and evaluated under targeted
attacks and cascading simulations on a realistic Nordic transmission model. The
results indicated that both minimizing and maximizing algebraic connectivity
can increase power grid robustness against cascading effects in certain attack
scenarios. Minimizing effective resistance demonstrated varied robustness per-
formances for different graph structures. Results also showed how the algorithms
behaved differently depending on synthetic or realistic power grid data.

Keywords: Nordic power grid, Effective graph resistance, Algebraic connectivity, Ro-

bustness, Targeted attacks, Cascading failure
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Chapter 1

Introduction

1.1 Context and Problem

Electricity is a fundamental part of modern society and is closely linked to economic growth.
A stable energy source is critical for industrial and corporate development, aswell asa greater
willingness to invest. Therefore, power outages and power grid failures can be costly for busi-
ness and human life [I]. There are many different causes for outages and power failures such
as natural disasters, random failures or malicious attacks [2]. Both natural disasters such as
flooding and storms, and random failures often cause local malfunctions, but this can trigger
cascading events that can lead to more g]oba] outages [2, 3]. Targeted attacks by militants
and terrorists often target the most vulnerable points to create maximum damage [4].

Power grid networks around the world require rebuilding and expansion as the electricity
demand in society increases [5)]. The growing demand for energy is mainly due to the energy
transition of the industry and transport sectors, as well as an increased use of data centers.
Sweden’s transmission system operator Svenska kraftniit makes a similar assessment of the
need to expand the power grid in their network deve]opment p]an 2026 - 2035 [@]. The
security of the energy supply in Sweden for the next ten years includes the addition of new
transmission lines of around 2900 km [6].

There needs to be a bigger focus on robustness when developing modern power grids [5].
It is particularly relevant today, as some of the existing infrascructure approaches the end
of its lifespan [5], in fact 45% of all investment in Svenska kraftniit’s planned investments
are allocated to an aging power grid [6]. It is also worth considering the current unstable
political climate. For example, thus far in the Russian war against Ukraine, more than 50%
of the Ukrainian power grid has been destroyed [7]. When rebuilding and expanding, many
parameters must be taken into account, such as robustness, cost and geographic location. The
power grid of Sweden is designed under the N-1 robustness criteria, meaning the failure of
any one link will still ensure a secure supply of energy [8]. However, this is not sufficient for
withstanding larger disturbances such as cascading failure and targeted attacks [8]9].




1. INTRODUCTION

A power grid network consists of a high voltage transmission network that transports
clectricity from power stations to local distribution networks. The high voltage transmis-
sion lines reduce energy losses such as heat loss and keep power constant. These can be ei-
ther alternating current (AC) or direct current (DC) lines, depending on efficiency, distance
or system requirements. Transformer stations transform the voltage and safely reduce it to
medium and low voltage for the distribution network that supplies cities and industries [10].
In robustness studies, power grids are commonly modeled as a graph G = (V,E) [2] 1T} [12].
Transmission lines and transformation stations are modeled as edges (E) because they con-
nect two power stations (buses). Vertices (V) in the network such as generators and consumer
points are called nodes or buses. The network has loads which are energy consummation from
for example industries and houscholds. The generators are energy production such as nuclear
power and wind power. Not all nodes have power or demand and are simply transit nodes
that facilicates power.

The problem of optimizing transmission expansion can be modeled with graph modifi-
cations such as adding edges [T} 13]. An edge addition algorithm can optimize a robustness
metric with multiple constraints like budget of edges, economic and geographical constraints.
Some approaches to optimizing the robustness of a graph focus on topological metrics, while
others integrate electrical parameters to model real power flow or a combination of boch [2].
Identifying the optimal edge to add is computationally heavy for large graphs with many con-
straints. Therefore, heuristic algorithms and approximations are often required, as many of
the most common topology strategies are NP-hard [I4]. Efforts to address a combination of
all these factors are still an active research area, highlighting the need for further investigation
into optimization of robustness and edge addition methods.

1.2 Addressing the Problem

Much has been studied in the field of network robustness and a range of metrics have been
introduced. Two such metrics are effective graph resistance and algebraic connectivity, both
related to graph structure. These can be used as objective functions when optimizing edge ad-
dition strategies. Effective graph resistance is associated with power flow distribution which
can be an important aspect of robustness against cascading effects [15]. Algebraic connectiv-
ity indicates how well connected a network is and thus more difficule to disconnect under
failures or attacks [16]. However, a highly connected network could also facilitate the prop-
agatrion of overloads and cascading effects in power grids [[3]. The complete re]ationship
between connectivity and robustness against cascading failure in power grids appears to be
less studied. The trade-off between preserving connectivity to prevent island formation with
loads and no generation, while also wanting to decrease the risk of cascading failure could
perhaps benefit from more research. Our thesis contributes to this area by further investigat-
ing the minimization and maximization of connectivity and flow-based metrics, to compare
and evaluate with a different combination of topological and electrical robustness metrics
and attack scenarios within the same framework. Effective graph resistance and algebraic
connectivity were identified through a literature review of previous studies and selected for
this report because they capture different network aspects that may affect the propagation
of Cascading failures diﬁerent]y. We therefore compare the Following three edge addition
algorithms:




1.3 CONTRIBUTION STATEMENT

1. Minimizing effective graph resistance
2. Minimizing algebraic connectivity
3. Maximizing algebraic connectivity

Furthermore, most studies on the topic of power grid robustness are performed on IEEE
benchmark systems. These do not fully capture the real properties of power grids and there-
fore not the complexity of cascading events. This is due to synthetic data and lack of geo-
graphic information, resulting in all transmission lines being modeled with a uniform length
of 1 kilometer [17]. In this study we use an IEEE test grid as well as the Nordic power grid,
a larger and more realistic transmission model to reflect the complexity of electrical data
and geographic locations. Our contribution is thus to highlight different properties of real-
istic and synthetic test grids. Evaluating robustness metrics and attack scenarios under more
realistic conditions provide different insight into transmission planning.

In summary, three greedy edge addition algorithms were investigated and compared in
regards to power grid robustness under constraints. Two types of node attacks were selected,
degree node attack and electrical signiﬁeant node attack. These strategies were chosen be-
cause they required different information of the grid, such as topological and electrical data,
to simulate attackers with varying level of grid knowledge. We chose to focus on node at-
tacks as removing a node also means that all its connected edges get deactivated, which has a
larger structural impact on the network. This was then evaluated by two different robustness
metrics, largest cluster size and served power demand. While one captures purely topological
robustness, the other considers power flows and system function. We chose this combina-
tion of metrics because it allows the study of both the structure of the network and its ability
to deliver electricity after an attack. It was done on an open source PyPSA realistic Nordic
power grid model and a synthetic IEEE test grid. Our report attempts to answer the following
research questions:

+ RQ1: How do different edge addition algorithms differ in their ability to increase the
robustness of electric power networks under budget constraint of edges?

+ RQ2: Which of the edge addition algorithms is most suitable from a robustness per-
spective depending on the type of attack it is exposed to and the size of the graph?

The first research question addresses the problem of identifying an edge to add in regards
to a robustness metric, effective graph resistance and algebraic connectivity. The second
question aims to evaluate the algorithms through targeted attacks and cascading scenarios.

1.3 Contribution Statement

An important part of the research process consisted of an extensive literature review focused
on selecting relevant robustness metrics, as well as suitable approximation methods and al-
gorithms. The search effort was divided among both authors, where Gina focused on inves-
tigating power grid metrics and Sandra focused on analyzing different approaches. Together
we aimed to identify gaps in the current research and motivate the methodological choices
in our study.

9



1. INTRODUCTION

An additional big part of the project consisted of creating a custom graph structure that
directly interacts with the power flow calculation tool. It appeared to reduce computational
overhead otherwise caused by repeated conversions between a graph library and the power
system tool, as well as faster graph modifications. For this and for all of the project we used
pair programming, frequently alternating roles between driver and navigator. This approach
proved to be efficient for problem solving and allowed constant review of the code. Other
implementations includes the algorithms, robustness metrics, attack strategies and the cas-
cading simulation. Another significant part of the work consisted of constructing the Nordic
power grid dataset from the open-source PyPSA framework. Together we modeled, con-
verted and processed the Nordic power grid to fit the custom graph structure.

For the writing process, the workload was distributed equally. Gina was mainly responsi-
ble for writing the sections describing the robustness metrics, DC power flow and cascading
simulation. Sandra was mainly responsible for writing the sections describing the datasets,
attack strategies and network preliminaries. We both contributed to writing about the al-
gorithms and experimental set up. We were both responsible for conducting the simulations
and generating the experimental results. The result and discussion sections were therefore
produced together. Throughout the study we collaborated and discussed topics between us
when writing the report and reviewed and edited all sections together.

1.4 Report Outline

The report is structured as follows. Chapter 2 introduces edge addition algorithms, robust-
ness metrics and attack methods. Chapter 3 explains the experimental methodology for cas-
cading simulation and data processing. Chapter 4 presents the results and robustness evalu-
ation of adding transmission lines to power grids. Chapters 5 and 6 discuss the results and
conclude the study.

10



Chapter 2
Background

The expansion of power grids presents a complex challenge. It requires considering both
topological and electrical aspects, failure scenarios, and multiple constraints such as budget
of edges and geographical locations. This chapter covers the necessary concepts to under-
stand the prob]em and methodo]ogica] approach to add new transmission lines to a power

grid. Table[2.1|gives an overview of the terminology needed for a graph representation of the

problem.
Terminology
Term Graph model
Power grid A set of electrical stations connected by transmission
lines, modeled as a graph.
Graph A set of nodes connected by edges.
Bus A node in a power grid modeling generators, loads and
connections between transmission lines.
Transmission line Modeled as an edge connecting two buses.
Transformer Modeled as an edge connecting two buses with different
voltages.
Generator Modeled as a node in a graph.
Load Modeled as a node in a graph.

Table 2.1: Terminology used throughout the study.

11



2. BACKGROUND

2.1 Network Preliminaries

A power grid can be modeled as an undirected graph G(V,E), where power flow can easily be
redistributed both ways along an edge [18]. Transmission lines and transformation stations
are modeled as edges (E) because they connect two nodes. Vertices (V) in the network such
as generators and consumer points are called nodes. Matrix concepts and graph theory are
required to model the problem in this study as a graph and use network metrics for robustness
evaluation and attacks. A graph G(V,E) can be represented by an adjacency matrix A. Each
clement a;; is 1 or 0, indicating if there is an edge between node i and j or not. Networks
like power grids can be weighted graphs to represent grid properties, such as the ability to
transmit flow a]ong a line. Then a;j is an edge Weight Wi

G NeE
a;j = {WU’ it(@@,)) e (2.1)

0, otherwise
The diagonal matrix D contains the nodal degrees in the diagonal elements. This constitutes

the sum of the adjacency elements of all edges connected to node i: d; = ZIJV=|1 a;;. These two
matrices define the Laplacian matrix L of the graph as L = D — A:

d;, iti =7
Lij={-w;, if(i,j)€E (2.2)
0, otherwise

Figure 2.1: A graph with 3 nodes and 2 edges.

The Laplacian matrix represents how much a node deviates from the values of its neighbors
in the graph and is related to graph connectivity. As an example, the graph in figure has

the adjacency, degree, and Laplacian matrices given by:

010 1 00 1 -1 0
A=(1 0 1|, D=|0 2 Of, L=D-A=|-1 2 -1
010 0 01 0 -1 1

For an undirected graph, L is a symmetric [V] X [V| matrix with ordered real and non
negative eigenvalues: 0 = A3 < A < ... < Ay [19]. A connected graph has one eigenvalue
= 0. If a graph has n components, the multiplicity of eigenvalues = 0 is n [20]. A matrix
with eigenva]ues A1 =0is singular and therefore does not have a standard inverse matrix of
L. Instead a generalization of an inverse matrix is used, the Moore-Penrose pseudo-inverse

12



2.2 ROBUSTNESS METRICS

L* [19]. It is an approximation where the least square error is minimized, most often with
singular value decomposition [21]. These concepts are essential for computing effective graph
resistance and algebraic connectivity.

To reflect how connected a network is relative to its size, graph density GD can be used.
It is a metric of how dense a graph is and can be used to compare graph structures, even when
they have different number of nodes. A graph with GD = 0 has zero edges and a graph with
GD =1has all possible edges present in the graph. The graph density can be computed as [22]):

2|E|

= — 23
VIAV] = 1) =)

2.2 Robustness Metrics

Many robustness metrics have been studied in complex network theory to quantify a graph’s
ability to remain connected and functioning after failure or attacks [23]. The aim is to mini-
mize damage and loss in network functionality. These metrics can be used as objective func-
tions for optimization and to evaluate different graph modification algorithms. Topological
metrics study the graph structure and how it is connected through nodes and edges, such
as degree and betweenness centrality metrics [23]. Betweenness centrality measures the im-
portance of nodes based on how often they appear on the shortest paths between each node
pair [18]. These are often used when identifying vulnerabilities and critical components in
graphs. Spectral metrics study the adjacency and Laplacian matrix representations of the
graph using eigenvalues and eigenvectors, such as algebraic connectivity and effective graph
resistance [23]. The efficiency of these metrics to evaluate power grid robustness and capeure
both topological and electrical properties will be discussed in the section of edge addition
algorithms

Two metrics used in this study to evaluate power grid robustness after attack scenarios
are largest cluster size and served power demand. These were chosen because they capture
different power grid properties like the structure of the network and system function. The
following section describes the metrics used in this study.

2.2.1 Largest Cluster Size

From a topological approach, preserving graph connectivity can maintain network function-
ality. When a power grid is fragmented due to attacks or malfunction, the network forms
islands. Blackouts, frequency instabilities and overloaded lines cause loads to be disconnected
from generation. The ability to maintain network functionality could potentially be quan-
tified by the robustness metric largest cluster size ratio (LCS) [24] and is used in our study.
This is defined by the number of nodes in the largest component divided by the total number
of nodes, capturing network reachability and flow robustness [23]:

_ 1CCrax

LCS = ———
14

(2.4)
where |[CCpyx| is the largest cluster component. A connected power grid may still experience
line overload and voltage collapse. However, a bigger largest connected component value can
still suggest a less severe fragmentation and possibility of operational stability.

13
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2.2.2 Served Power Demand

In power grids, a primary quantity of interest is the ability to maintain acceptable operational
performance after a potential attack or malfunction. After cascading failure, this can be
quantified as the amount of served power demand (SPD) divided by the total power demand
in the whole network [12]:

served power demand
SPD = (2.5)

total power demand

This metric captures the generation and load demand dynamics that constitutes power grid
robustness. It accounts for the cascading failure and load shedding that occurs when demand
exceeds available generation. In our study, the DC power flow model is used to compute
served demand and will be discussed furcher in the method section 3l

2.3 Edge Addition Algorithms

One of the fundamental goals in network robustness is to find ways of improving or main-
taining graph robustness. Different methods such as edge rewiring, edge protection or edge
addition, aim to do this through optimizing a defined robustness metric 11} 19} 25]. Edge
rewiring means rep]acing or switching connection without Changing the number of‘edges in
the graph. Edge protection could mean identifying critical edges, whose removal would cause
big network failure and therefore must remain unchanged. Edge addition is chosen in this
study to model cransmission line expansion. Many graphs and robustness measures have been
proposed and evaluated along different types of defense and attack scenarios. The challenge
in adding a number Of‘edges toa graph in an optimal way is a combinatorial and computa-
tionally heavy problem. A common way to approach this problem and speed up computation
is by using greedy algorithms that iteratively choose local optimums to construct an approx-
imate solution [15]. At each iteration, all candidate lines are evaluated based on a robustness
metric. If multiple lines return the same value, a random line of these is chosen. However,
greedy algorithms do not necessarily guarantee an optimal solution [26].

The following section describes the three edge addition algorithms and their correspond-
ing robustness metrics studied in this paper. The three edge addition algorithms are:

1. Minimizing effective graph resistance
2. Minimizing algebraic connectivity

3. Maximizing algebraic connectivity

2.3.1 Effective Graph Resistance

One established robustness measure is effective graph resistance, Rg [15]. This metric tries
to capture both graph theory and power grid properties. By modeling the power grid as
an electrical circuit, effective resistance accounts for fundamental laws of power flows. The
effective resistance R;; between two nodes can be calculated as:

_ 7t + +
R; =L} -2L}+ L} (2.0)

14



2.3 EDGE ADDITION ALGORITHMS

where L* is the Moore-Penrose pseudo-inverse of the weighted Laplacian matrix L. The edge
weights are based on line impedances, reflecting electrical paths and power flow dynamics.
This will be further explained in the DC power flow section R;; represents the poten-
tial difference between any node i, where current is supplied, and node j, when current is
extracted. The power flow is thus modeled as electrical distances rather than physical dis-
tances, which means electrical paths might look different than the physical topology of the
grid [12]. The sum of all node pairs’ effective resistances is the total effective graph resistance,

R¢:

i v
RG = Z Z Rij (27)
i=1 j=i+l

It can also be computed through the Laplacian eigenvalues [12]:

Vi 1
k

Re=WVI1) — 2.8)
k=2

Rg is used to evaluate the robustness of a graph and constitutes the objective function of
the optimization probiem [15]. Minimizing (min) a graph’s Rg means more paths for power
flow and suggests a more robust graph against edge failures, such as exceeding line capacities,
because power can be easier redistributed [12} [15]. Adding a transmission line to a network
always decreases the Rg as adding a new parallel pach for flow reduces the effective resistance
between nodes [12]. This means the aim of the algorithm should be to select an edge that
maximizes the decrease of Rg.

Evaluating a candidate line means temporarily adding it to the graph and computing a
new pseudo inverse of the Laplacian matrix to be able to calculate the equation The
potential gain when adding a candidate edge (i,j) is gain(i,j))= R — Rg/, where R¢ is the
cffective graph resistance with the added edge (i,j). Instead of recomputing a new pseudo
inverse LE, for each candidate line, we simpiy update the Origina] graph’s pseudo inverse LE
using the Sherman—Morrison formula of a rank-1 update [15]:

Libb"L,
LE, =Li - —2—9% (2.9)
1/Wij + R,’j
where b is a unit basis vector ¢; — €;. The gain is then computed by:
L, i1 = LA 717
Ro - R = |V|H Gl il = L[, 7111 2.10)

1 +R;j

where the notation L[, i] means the iy, column of the pseudo inverse of the Laplacian matrix
of the original graph. R;; is defined in equation

The problem of adding k optimal edges to minimize effective graph resistance is NP
hard [T4]. One way to produce an approximate solution can be by using a greedy algorithm,
which have often showed a solution of high quality [15]. Algorithm 1 was implemented in this
report based on [15,[19]. The algorithm begins by generating a set of candidate edges (C) based
on the input graph and computing a weighted Laplacian matrix and its pseudo inverse. For
the addition of k edges, there are k iterations. The greedy edge addition algorithm computes

15



2. BACKGROUND

the gain(i,j) for each candidate line and selects the line with the biggest gain, in other words
minimizing the effective graph resistance. The selected lines are added to the graph. In
algorithm 1, the gain function is referring to equation m

The optimization problem of adding k edges to a graph, can be represented by a binary
choice variable x;; € {0, 1} that indicates whether or not the candidate edge (i;j) € C is
added to the solution. This formulation provides a definition of the objective of the edge
addition algorithm and shows the combinatorial nature of the problem with a large number
of candidate lines:

max Rg — Rg(x) (2.11)

st ) xip=k (2.12)
(@i.)eC

Xij € {0, l} (213)

Algorithm 1 Greedy minimization of effective graph resistance

edge addition

1: function EdgeAddition(G, k)

2: Input: Graph G = (V, E), number of edges to add k
3; Output: Updated graph G

4; C < CANDIDATEEDGES(G)

5 L «— COMPUTELAPLACIAN(G)

6: L* « COMPUTEPSEUDOINVERSE(L)
7. for step < 1,...,kdo

8: bestEdge < None

9: bestGain « —

10: for cach (7, j) € C do

11: gain «— GAINFUNCTION(L*, i, J)
12: if gain > bestGain then

13: bestGain < gain

14: bestEdge « (i, J)

15: end if

16: end for

17: add bestEdge to G

18: remove bestEdge from C

19: end for
20: return G

21: end function

2.3.2 Algebraic Connectivity

Another well established robustness metric is algebraic connectivity [25] 27, 28], which is
defined as the second smallest eigenvalue A, of the Laplacian matrix L of the graph. For an
unweighted graph, the Laplacian matrix is only reflecting the topology. Adding a transmis-
sion line to a network always increases the algebraic connectivity [27]. Maximizing (max)

16



2.3 EDGE ADDITION ALGORITHMS

the algebraic connectivity implies a more connected graph and thus more difficult to discon-
nect into components when attacked [25]. However, a highly connected power grid could
potentially suggests easier propagation of cascading failure [13].

Evaluating a candidate line means temporarily adding it to the graph and computing
a new cigenvalue. For a larger graph, one way to avoid recomputing the Laplacian matrix
and its eigenvalues, is a first order approximation of the increase in algebraic connectivity
when adding an edge. The normalized eigenvector to A is called the Fiedler vector v. By
differentiating the eigenvalue A2(Lg) with respect to a small perturbation of the Laplacian
matrix, an estimation of how much the cigenvalue A, changes when adding an edge is given

by (v; — v;)* [13,27]:
L(Lg) = A(Lg) + (vi — v;)* (2.14)

where v; is the iy, component of the Fiedler vector and A,(L¢) is the second smallest eigen-
value of the Laplacian matrix with an added edge. This result constitutes the objective func-
tion of the optimization problem, meaning that we want to add edges to the graph that
maximizes (v; — vj)2. The probiem ofoptimaliy adding a fixed number oi‘edges to maximize
algebraic connectivity is NP hard [29], however the greedy algorithm for this problem has
shown to be close to the optimal value [27]. To further study the relationship between con-
nectivity and robustness, both minimization and maximization of the increase of algebraic
connectivity were investigated. For simplicity, only the minimization case is described as the
corresponding implications also hold for the maximization case. The fo]]owing greedy a]go—
rithm was implemented in this report with the objective function being minimized in one
case and maximized in another. At each iteration, the greedy edge addition algorithm adds
the edge that minimizes (or maximizes) the increase of algebraic connectivity according to
(vi = v;)* 13, 27]. Algorithm 2 begins by generating a set of candidate edges based on the
input graph and computing the Fiedler vector for G. For the addition of k edges, there are
k iterations. The greedy edge addition algorithm computes the difference (v; — v;)? for each
candidate line and selects the line with the smallest (or largest) difference, in other words,
minimizing (or maximizing) algebraic connectivity. The selected lines are added to the graph.

The optimization problem of adding k edges to a graph can also be represented by a
binary choice variable x;; € {0, 1} that indicates whether or not the candidate edge (i,)) € C
is added to the solution of k edges. This formulation presents the minimization case of the
objective function of the edge addition algorithm. It shows the combinatorial problem with
a large number of candidate lines:

min  (v; —v;)? (2.15)

st > xy=k (2.16)
@i,))eC

Xij € {0, 1} (217)
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2. BACKGROUND

Algorithm 2 Greedy minimization of algebraic connectivity edge

addition

1: function EdgeAddition(G, k)

2: Input: Graph G = (V, E), number of edges to add k
3: Output: Updated graph G

4; C < CANDIDATEEDGES(G)

5: v < COMPUTEFIEDLERVECTOR(G)
6: for step «— 1,...,k do

7: bestEdge «— None

8: minDiff « oo

9: for cach (i, j) € C do

10: diff — (vi —v;)?

11: if diff < minDiff then

12: minDiff « diff

13: bestEdge « (i, J)

14: end if

15: end for
16: add bestEdge to G

17: remove bestEdge from C
18: end for

19: recurn G

20: end function

2.4 Attack Strategies

A common way of evaluating network robustness is to simulate natural failure and targeted
attacks [T} 24]. It is a way to further evaluate different graph modification algorithms and
robustness metrics. To simulate natural disasters or malfunction, random nodes are removed
from the graph and the damage is quantified. Such an approach is one way to estimate how ro-
bust a graph is against aging infrastructure and expected operational degradation. Malicious
attacks however, target the most vulnerable components to cause severe network disruption
and operational failure [18]. Power grids are one of the most critical infrastructure and signif-
icant power outages could cause societal collapse [I]. It can be simulated by stress testing the
graph with a series of targeted attacks on critical network components. Nodes or edges are
strategically removed based on a chosen metric to maximize damage to the network struc-
ture or ﬁmctionality. After each node is removed, the set of critical nodes is recalculated.
This adaptive attack was used in this study to make sure that the most critical component is
attacked at each step as the grid changes. The robustness was then evaluated under cascading
failures using the robustness metrics discussed in section

The attacker’s choice of strategy depends on the amount of available network informa-
tion. Operational data is often confidential due to security concerns and detailed grid infor-
mation can be limited [30]. However, any form of sensitive data can be Compromised due to
security leaks or attempts to gather information for foreign intelligence agencies. This po-
tential threat should be accounted for when building and expanding the power grid. In our
report, the attacker is assumed to work with varying levels of information about the network.
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2.4 ATTACK STRATEGIES

We chose one purely topological attack and one where electrical data was needed, to caprure
two of levels of information.

2.4.1 Highest Degree Node

Some transmission line layouts may be partially observable through analyzing, for example
online maps and field observations, which opens up the possibility of targeted topological
attacks. Power grid networks often possess scale-free characteristics. A scale-free network
has few nodes with many edges and many nodes with few edges, making the network espe-
cially vulnerable to attacks on nodes with many connections [2]. One strategy used in the
experiments is the attack on the node with the most neighboring edges, in other words the
highest degree d; node [23]B1]. The max degree dqx of a node is defined as:

arg max Z a;; (2.18)
b

where a;; is the element of the unweighted adjacency matrix A;;. The metric identifies the
most connected nodes that potentially constitute critical network components [18]. In the
degree node removal attack, each connected edge is deactivated and loses its ability to trans-
mit power flow.

2.4.2 Electrical Node Significance

Another strategy used in this study is especially designed for power grids and assumes knowl-
edge about power flows. The electrical node significance y; is a metric that identifies nodes
with large amounts of power distribution:

P;

Yi= S o (2.19)
Zj:l P;

where P; is a node’s injected power and levzll P; the total net injected power in the net-
work [12]. Consequently, this metric represents a ratio of the total network power distri-
bution contributed by node i and can identify nodes with more heavily loaded connections.
These nodes therefore have potentially a great influence on network flows. DC power flow
calculations were computed to obtain the power flows of the graph, see section Remov-
ing the highest electrical significant node y; causes the power to be redistributed in the grid.
This could potentially lead to overloaded lines and cascading effects [32].
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Chapter 3
Method

In this report, the effectiveness of edge addition algorithms was studied under different attack
scenarios. The transmission lines that were chosen by optimizing with respect to a robustness
metric, were evaluated by plotting and data retrieving. It was done by identifying and re-
moving critical components of the power grid and simulating cascading failures. Two power
grids were used in this study, the IEEE 118 synthetic test grid as a benchmark which is used
in many power grid studies [12], and a more realistic PyPSA Nordic graph with geographical
coordinates to compare to. The following section describes the methodological workflow of
the study.

3.1 Approach

The thesis process began with an extensive literature review to understand the problem and
find suitable methods and evaluation metrics. Based on the findings from the research, the
proposed approach was implemented. Firstly, we developed a custom graph structure in
Python to reduce computational overhead otherwise caused by repeated conversions between
a graph library and pandapower, an open-source Python tool to model electric power sys-
tems [33]. Our graph structure directly interacts with pandapower, enabling more flexible
graph manipulations during experiments. It also allowed us to have better control over the
graph representation, hand]ing the network data and retrieval of graph attributes. Selected
information was stored in the custom graph structure to avoid frequent access to pandapower
data structures. This design choice was motivated by empirical observations during develop-
ment, where direct access to the custom structure appeared more efficient for the required
operations. Furthermore, during edge addition algorithms, all candidate edges are evaluated
by temporarily adding them to the graph and then removing them again. To speed up compu-
tations, we implemented certain graph modifications at the Laplacian matrix level to provide
faster updates instead of updating pandapower data structures.

Next, we extracted the test grids from open source data such as buses, transformers,
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transmission lines and geographical coordinates. The IEEE test grid was obtained from pan-
dapower library and the Nordic grid from PyPSA. We processed this information to fit the
graph structure and a weighted graph representation of the power grid was created. There-
after, we implemented the edge addition algorithms, along with a random edge addition
baseline and robustness metrics, and applied to the test grids. Furthermore, we implemented
an attack and cascading algorithm to model DC power flow under different conditions. Fig-
ure il]ustrates a flowchart of the experiments. The experiment begins by creating a graph
representation of the power grid and then applies the edge addition algorithm, followed by
repeated attacks on the most critical nodes. After each actack, DC power flow calculations
identify if any lines are overloaded, in which case they are removed. If there are not, the stop-
ping criteria is satisfied and the power grid robustness is evaluated. The cascade terminates
when there are no more overloaded lines, and the whole process terminates when there are
no more attacks.

Lastly, we implemented a plotting and evaluation framework to obtain results and to
quantify the robustness of the power grid. It is visualized by a robustness curve, showing the
evaluation metric after each node removal as a function of the number of removed nodes. To
compare the robustness performance of the algorithms relative to the random edge addition
baseline, the area under the robustness curve in all p]ots were calculated with the trapezoidal
rule, a numerical integration technique. The area under the robustness curve represents an
overall performance of the network throughout the attack and cascading scenario. A large
arca would suggest that the network maintains a high served demand or largest cluster size
for along time, and thus a more robust power grid. The relative change in area was calculated
for each algorithm with:

A; = Apasai
AA (o) = =L Lbaseline 0 G.1)

baseline
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Figure 3.1: This figure shows the flowchart of the experimental

setup.

3.2 DC Power Flow

To simulate a power grid with electrical properties, power flow values were calculated using
pandapower. The injected power P; +jQ; at anode is the sum of active power P; and reactive
power Q;, where j = V-1 denotes the imaginary unit. Electrical supply or demand is set for
cach node in the graph and nodal power flow equations can then be solved. These are derived
from physical laws that determine electrical properties of the network, such as current and
power balance at each node. Transit nodes with no generation or load were represented as
demand nodes with no injected power. The DC power flow model is a linear approximation
of AC power flow and has a 5% line flow error margin [12,34]. It neglects reactive power and
assumes small variations of voltage magnitudes and voltage angle differences in all nodes.
These simplifications apply well to high voltage transmission lines [4] and enable a linear set
of equations, which speeds up computation time of power flows. pandapower’s DC power
flow solver is based on the Newton-Raphson method [33] and can be calculated by solving
the fo”owing nodal equations:

|E|

P,‘ = Z Yl](gl - 9]) (32)
Jj=1

where P; is the nodal injected active power and 6; is the nodal voltage angle. Y;; is the nodal
admittance matrix, which is the inverse of the impedance matrix Z;;. The impedance Z;; of
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a line between node 7 and j is the resistance R;; and reactance X;; of an alternating current:
Z;; = R;j + jX;;, where again j = V=1 denotes the imaginary unit. The nodal admittance
matrix is thus given by:

1
Yij= ——— (3.3)
Rij +jXij

In the DC approximation, R;; is assumed to be much smaller than X;;, resulting in neglecting
resistance. To reflect power flow in the grid, the edge weights for the Laplacian matrix was
therefore given by w;; = XLU and used when computing effective graph resistance [35].

In summary, DC power flow was used when modeling line overloads and cascade fail-
ures in this study. It allowed an efficient computation of nodal voltage angles and power
flows to determine the distribution of power, in particular when computing electrical node

significance attacks and served power demand.

3.3 Cascading Simulation

To evaluate the edge addition a]gorithms and model a power grid attack scenario, we imp]e—
mented a cascading algorithm in Python. The algorithm simulates an attack on a critical node
and removes potential overloaded edges. If the removal of these lines cause more overloaded
lines, a cascade has begun. If an actack resulted in multiple disconnected components, these
were identified using a NetworkX function. NetworkX is a Python package that can be used
for graph operations [36]. To solve the DC power flow equations, a reference point needs to
be assigned to a bus in the power grid. It is called the slack bus, as it balances mismatches
between generation and demand. It compensates for power losses along the transmission
lines due to impedance [37). If the slack bus was removed during an attack, or a component
of the grid gets disconnected from the slack bus, we assign a slack bus to a bus in each com-
ponent with a functional generator. The DC power flow equations can then be solved for
cach self-sufficient component.

To be able to run the DC power flow solver on each component, we created independent
sub grids and the islands’ served demand were calculated. This is the smallest value between
the sum of all loads in that island and the sum of all generators in that island. To get the total
served power demand of the whole grid, all islands’ SPD are summed.

The solution to the DC power flow was used to identify and remove edges that exceeded
line capacity, to simulate circuit breaks [38]. This happens as a result of the redistribution
of power from neighboring edges after an attack. We modeled the simulation as a while
loop and the DC power flow was applied at each island to recalculate the power flow. The
cascade continued until there were no more overloaded lines in the grid [32]. The power grid
robustness was then quantiﬁed by the remaining served demand after potentia] cascading
failures, as visualized in the flowchart

3.3.1 Cascading Risks

To further investigate the relationship between connectivity and cascading behavior, the
IEEE 118 test grid was attacked under two different cascading risks. Initial experiments on
the original IEEE 118 bus system did not produce any overloaded transmission lines, even
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under extreme attack scenarios. The power test grid to begin with is very robust, due to high
transmission capacity. It generally allows easy redistribution of power flow when component
failure occurs. To stress the power grid further, a second experiment was performed in which
line capacity limits were reduced by 97%. This increases the likelihood of overloads and thus
increases the cascading risk, simulating a grid with operational conditions closer to the limit.
The updated line capacity of IEEE 118 is then slightly below the line capacity of the Nordic
grid.

3.4 Datasets

In this section, the two power grid datasets used in our study are described.

3.4.1 IEEE 118

The [EEE 118 bus system dataset is a standard synthetic test power grid often used in power
network studies [12] for benchmarking. The dataset contains various different electrical and
structural information. In ﬁgurethe topology of the IEEE 118 network is visualized, where
the coordinates of the nodes are arbitrary. It has 118 buses modeled as nodes, 9 transformers
modeled as edges, 19 generators and 91 loads [39]. Nodes can have generation, load, transit
functionality, or a combination of these. Only 8% of the nodes are transit nodes, which is an
indication that generation and load are distributed across most of the power grid rather than
being concentrated to a small number of buses.

In addition, the network has 177 AC lines modeled as edges with line capacity of 16.57
kilo Ampere (kA) and 41.42 kA which are made up numbers according to the publisher of
the dataset [17]. The power grid is labeled as robust by the publisher [17]. It makes it im-
probable that the lines overload or that the graph would exhibit cascading failures. To also
investigate how different overloading risks impact the different edge addition a]gorithms,
the edge capacities were reduced to simulate higher load conditions and induce cascading
failures, thereby stressing the grid. Furthermore, the graph density for the IEEE 118 test
case is 0.027, calculated with the graph density cquation Coordinates are available, but
they are arbitrary and do not reflect geographic locations or physical information and were
only used for plotting reasons. This also means that all edges have the length of 1 kilometer
(km). The dataset is published by University of Washington and contains partial synthetic
clectrical data based on a power grid from 1962 [17]. The dataset was downloaded from the
open-source pandapower network calculation tool, released under a BSD license [33].
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Figure 3.2: This figure shows the spatial representation of IEEE 118
power grid graph.

3.4.2 Nordic Power Grid

The other dataset that was used is a transmission grid of Denmark, Finland, Norway and
Sweden, which will be called the Nordic power grid. In the ﬁgure the graph topology is
visualized using node coordinates that reflect their actual spatial positions and where edge
lengths represent the scaled distance between connected nodes. We placed the graph over
a free domain Nordic map. We generated the dataset using the open-source PyPSA frame-
work released under GPLv3 license, a tool for modeling energy systems developed at the
Technical University of Berlin [40]. More details of the implementation will be discussed in
Seetion They built the framework on public electrical information, maps and data to
simulate realistic grids and power system behavior. It is used in both academic research and
industry applications [40]. The tool allows for building the power system model on country
specific data. PyPSA also creates a time series but for the purpose of this study only one time
frame was used, 2013-01-01 to 2013-01-02.

The generated model has 459 buses modeled as nodes, 742 AC lines modeled as edges with
line capacity of 2.58 kA. It has 50 loads in the specific time frame and 182 generators with
generation from 12 different energy sources: combined cycle gas turbine, oil, offshore wind,
coal, nuclear, waste, lignite, biomass, solar, onshore wind, and hydroelectric. The table
shows the distribution of loads and generation in the different countries. It is similarly mod-
cled as in the IEEE 118 power grid where nodes can have generation, load, or both, while some
nodes are transit nodes. The Nordic power grid is significantly more sparse with generation
and load compared to IEEE 118 power grid with 50% of total nodes being transit nodes.
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Figure 3.3: This ﬁgure was produced by extracting and processing
data from the PyPSA network. It shows the spatial placement of the
Nordic power grid nodes according to their geographic coordinates,
overlaid on a public domain Nordic map [41].

Country Denmark | Finland | Norway | Sweden
Number of Loads 4 1 18 17
Load Demand (MW) 3339 9751 14741 14610
Nodes with Load (%) 13 5 21 13
Number of Generators 24 55 30 73
Generation (MW) 11974 22548 8025 35067
Nodes with Generation (%) 75 65 14 56

Table 3.1: This table shows the distribution of loads and generators
in the different countries.
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Additionally, there are 8 high voltage direct current (HVDC) links, 6 of them are un-
derwater links, such as the transmission line between Denmark and Norway. They are often
used to transfer power over long distances [42]. The whole network has a single voltage level
of 380 kilovolt (kV) and therefore contains zero transformers. The graph density is 0.0071,
calculated with the graph density equation Buses have geographic coordinates and all
clectrical components have information about which country they are located in and some
corresponding data.

3.4.3 Nordic Power Grid Dataset Conversion

We converted the PyPSA network, the Nordic power grid, into a pandapower network rep-
resentation to have a common tool for the datasets. In the conversion, we had to convert
units to fit pandapower needs. During the conversion between frameworks, model-specific
requirements and missing parameter values were encountered. Most adaptations (choosing
slack bus, missing values, power balancing and HVDC lines modeling) were based on meth-
ods reported in the literature, which will be discussed further in this section.

The graph has no islands. Loads and generators were assigned to buses based on their
country. Within each country, they were randomly allocated to available buses. This was
because there was no available information of exact location, only regions were specified.
Regions with more nodes were more likely to have a higher concentration of loads and gen-
crators. As it is a modeled transmission grid and not a distribution grid, the nodes with
loads can represent the demand of a city or area. Additionally, many of the generators had
no available data for efficiency and no net produced effect. Consequently, max capacity for
the generators was used and scaled to meet power balancing demands. This method has been
used in power grid studies, where generators are scaled to produce 90% of total load demand
as the rest is assumed to come from the slack bus [38]. This was achieved by scaling all gen-
erations by 0.62.

Furthermore, the PyPSA dataset did not provide a slack bus which is required to run DC
power flow calculations in pandapower. There exist many different strategies when choosing
slack buses which optimize for different objectives, such as minimizing approximation loss
or fast convergence rate [43]. We implemented the first perspective, thus the generator with
the highest generation was assigned as the slack bus.

Data for 8 lines in the PyPSA dataset for resistance and reactance were not available, so
the median values of the respective categories were assigned. We implemented the HVDC
lines as AC lines with 380 kV due to the lines having comparable characteristics, which was
also done in [44].

3.5 Candidate Edges

The set of possible candidates edges to add in the edge addition algorithms consists of all
possible bus combinations, excluding buses that are already connected. The IEEE 118 can-
didate set contains 5350 edges, and the Nordic power grid has 104524 candidate edges, not
including transformers.

The candidate lines which are added do not have electrical data and it is modeled with
the mean values of the already existing edges for each needed parameter. For example, the
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reactance value assigned to a new edge was set to the mean value of the reactance of all existing
edges in the network, which is a common way to model new edges in network studies [12].
The coordinates of buses are in longitude and latitude, thus we calculated the transmission
line distance in regards to the earth’s surface, not with the Euclidean distance.

3.6 Number of Added Edges

In our study, the number of lines to be added is defined before the start of the algorithm,
which means that a combination of more or fewer edges could potentially result in a more
or less optimal solution. From a robustness perspective, a cascade could be more severe if
too many lines are added [2], suggesting that there is a critical number of lines that would
be optimal to add. To find a good number of edges to add, edges were gradually added to
the graph and evaluated after 20% high degree node attacks. This simulation of edge addi-
tion followed by attacks was done for 20 different sizes of edge additions. The number of
added edges was spanning from 5% to 100% of the number of edges present in the original
graph, |E|. The number of added edges in this study was 15%, to represent a moderate gradual
expansion of the Nordic transmission network and a consideration of analyzing the results
of the robustness performance when adding more edges. As mentioned in the introduction,
around 2900 km new transmission lines are planned to be built in Sweden alone over the
next ten years. It constitutes 18% of the total amount of transmission line distance in Sweden

today [45].

3.7 Baseline

We implemented a random edge addition algorithm that selects random edges to add to the
graph, used as a baseline to compare and evaluate edge addition algorithms. This has simi-
larly been done in [13/46]. The algorithm performs k iterations, each time selecting a random
edge from the candidate list and adding it to the graph, where k denotes the number ofedges
to be added. Thereafter, an attack and cascade simulation is performed. After each node is
removed followed by a possible cascading event, a robustness metric is computed, resulting
in multiple discrete measurement points. The whole process was repeated five times inde-
pendently with five different seeds. The corresponding points from each run were averaged
to one robustness curve to establish a baseline. Furthermore, by comparing against random
edge addition with the same number of added edges, the effect of edge addition in itself can
be isolated from the potential general benefit or disadvantage of increased connectivity. Con-
sequently, the average performance of the algorithm’s result could provide a good baseline as
a point of reference.

The robustness curves produced by the random edge addition algorithm and attack sim-
ulation were somewhat smoother than those of the other algorithms and did not exhibit as
large drops as often in the corresponding metric values. This is due to it being the average
graph curve of five random seeds, that is, random edge addition also have significant drops
in performance but the averaging slightly evens out the curve.

Some previous research has suggested that random edge additions can have somewhat
strong robustness characteristics in certain network structures and scenarios [38/46]. Specif-
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ically, how a more random graph structure could be more robust against an outbreak of a
Cascading event. However, it further suggests that if'a Cascading event begins, avery random
structure may fragment faster than a more ordered structure [38]. Another study implied
that random addition was more robust compared to more targeted edge additions in some

network structures [46].
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Chapter 4

Results

This chapter presents the results and findings of the investigation of edge addition algo-
rithms and robustness metrics. These are evaluated through targeted attacks and cascading
events. The figures can be interpreted as follows. The figures show an evaluation metric from
section [2.2] as a function of fraction of removed nodes. After each node removal based on a
strategy from section a possible cascading event takes place after which the remaining
structure or function is evaluated. This results in discrete measurement points after each node
attack. The points corresponding to the random edge addition are obtained as explained in
section The line between the points is used only to visualize the overall trend.

4.1 IEEE 118 Graph Dataset

This section shows the results of edge addition algorithms and targeted attacks on the IEEE
118 graph dataset. The different algorithms demonstrate various performances. Overall, the
effective graph resistance edge addition perfbrmed the best and min algebraic connectivity
edge addition performed the worst.

4.1.1 Number of Added Edges
The results of adding more and more edges to the graph can be found in figure The

figure shows the evaluation metric SPD after 20% node removal, as a function of the fraction
of added edges, see section[2.2.2] It was run for 20 different sizes of edge addition, resulting
in 20 discrete measurement points. The resules indicate that adding more edges to the graph
can improve robustness in terms of how much electrical demand can still be served after
attacks, when the algorithm optimizes for minimizing effective graph resistance. However,
the improvement seems to stabilize after around 20% of edges have been added. Maximizing
algebraic connectivity shows the same initial behavior of increased robustness but decreases
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after a peak and never recovers again. Minimizing algebraic connectivity does not show an
increase in robustness until more edges are gradually added.

Effect of Edge Addition on Network Robustness

= Min Effective Graph Resistance Edge Addition
Min Algebraic Connectivity Edge Addition
—e— Max Algebraic Connectivity Edge Addition

0.6

0.5

0.4

0.3

Served Demand After 20% Node Attacks

0.2

0.1

0.2 0.4 0.6 0.8 1.0
Fraction of Added Edges

Figure 4.1: This figure shows the served demand after removing 20%
of nodes with node degree actack in the IEEE 118 graph against the
fraction of added edges.

4.1.2 Highest Degree Node Attack

The robustness improvement of the IEEE 118 graph after different edge addition algorichms
is evaluated after a node attack on the highest degree nodes. According to the topological
robustness metric LCS, the max algebraic connectivity edge addition algorithm performs
slightly better than the others, see figure When 20% of the nodes are removed, around
60% of its largest component still remains intact. Minimizing the algebraic connectivity on
the other hand, performed worse than random edge addition. When 20% of the nodes were
removed, only 20% of its largest component remained intact. Minimizing effective resistance
showed slightly better performance than random edge addition.

According to the electrical robustness metric SPD, the effective graph resistance edge
addition algorithm performed the best, see figure When 20% of the nodes are removed,
just under 50% of all power demand can still be served. While certain node removals cause
big drops in served demand for some edge addition algorithms, effective graph resistance
decreases more steadily.
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Figure 4.2: Four edge addition algorithms with 15% of total edges
added measured with the robustness metric largest cluster size with
highest degree node removal.
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Figure 4.3: Four edge addition algorithms with 15% of total edges
added measured with the robustness metric served power demand
with the highest degree node removal.
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4.1.3 Electrical Node Significance Attack

The robustness improvement of the IEEE 118 graph after edge addition algorichms was also
evaluated after a node attack on the most electrical significant nodes. According to the topo-
logical robustness metric LCS, effective graph resistance performs the best, see figure
When 20% of the nodes are removed, around 70% of its largest component still remains in-
tact. Min algebraic connectivity on the other hand performs way worse than random edge
addition.

According to the electrical robustness metric SPD, all a]gorithms strugg]ed to perfbrm
better than random and experience fast decline in served power demand, see ﬁgure How-
ever, when 20% of the nodes are removed, only effective resistance remain over 20% of served
demand with a less severe drop over fraction of removed nodes.

IEEE 118 Graph Robustness under Electrical Node Significance Attack
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Figure 4.4: Four edge addition algorithms with 15% of total edges
added measured with the robustness metric largest cluster size under
most electrical node significance removal.
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IEEE 118 Graph Robustness under Electrical Node Significance Attack
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Figure 4.5: Four edge addition algorithms with 15% of total edges
added measured with the robustness metric served demand under
most electrical node significance removal.

4.1.4 Increased Cascading Risk

Another experiment was conducted on the IEEE test graph. To simulate higher load condi-
tions for the IEEE graph and induce cascading failures, the edge capacities were reduced, see
figure and Min algebraic connectivity outperform outperform all other algorithms
for all of the attack progression in both the degree and electrical significance attacks. Max al-
gebraic connectivity experienced the biggest drop in served demand. Min effective resistance
performed slightly better than random for the node degree attack.

35



4. RESULTS

IEEE 118 Graph Robustness under Degree Node Attack with Increased Cascading Failure Risk
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Figure 4.6: Four edge addition algorithms with 15% of total edges
added, measured with the robustness metric served demand and
highest degree node removal, with increased cascading risk.

IEEE 118 Graph Robustness under Electrical Node Significance Attack with Increased Cascading Failure Risk
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Figure 4.7: Four edge addition algorithms with 15% of total edges
added, measured with the robustness metric served demand and
electrical significant node removal, with increased cascading risk.
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4.1.5 Network Findings

After the edge addition a]gorithms, the grids were attacked with mu]tiple node removals.
The removed node which caused the biggest drop in served power demand percentage points
for each algorithm and attack, can be found in table Consistent with the notation used
throughout this report, Rg denotes effective graph resistance and A,(L) denotes algebraic
connectivity since it is the second smallest eigenvalue. d; and y; respectively stands for degree
attack and electrical node significance attack. The column "Removed" shows the number of
removed nodes so far after the node from the column in "Node id" is removed. The results
show that both min and max algebraic connectivity experienced their biggest drop in SPD
much later than for the electrical node significance attack, which happened at the first and
second node removal. The column "Comp" shows the number of components in the grid after
the removal of the node. The algorithms had no overloaded lines, which shows that the IEEE
118 graph is very robust against cascades. The node id of the removed node is also shown
in the same table to reveal if any algorithm and attack scenario struggled with the same or
different nodes.

Algorithm | Attack | Removed (count) | Node id | Comp | Overloaded | SPD Drop (pp)
Min Rg max d; 1 48 1 0 14

Min A,(L) | max d; 16 24 12 0 30

Max (L) | max d, 28 24 20 0 19
Min Rg Yi 1 88 1 0 23

Min L) | 1 8 2 0 20

Max (L) | v 2 88 i 0 14

Table 4.1: This table shows graph data for the node that caused
the biggest drop in served power demand in percentage points (pp)
when attacked for the different algorithms. The table is for the IEEE
118 graph.

4.2 Nordic Graph Dataset

This section shows the results of edge addition algorithms and targeted attacks on the Nordic
graph dataset. The obtained measurements point for the Nordic figures are more closely
packed than for the IEEE results. It is due to it being a bigger graph with more nodes, thus
the same fraction of removed nodes constitutes more nodes, resulting in more data points.

4.2.1 Number of Added Edges

The results of adding more and more edges to the Nordic graph can be found in figure
The figure shows the evaluation metric SPD after 20% node removal, as a function of the
fraction of added edges, see section It was run for 20 different sizes of edge addition,
resulting in 20 discrete measurement points. Minimizing algebraic connectivity and effective
graph resistance show a slow increase of robustness as more edges are gradually added. Max
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algebraic connectivity shows one peak around 40% of added edges, then decreases and never

recovers again.

Effect of Edge Addition on Network Robustness

0.6 4 —— Min Effective Graph Resistance Edge Addition
—o— Min Algebraic Connectivity Edge Addition
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Figure 4.8: This figure shows the served demand after removing 20%
of nodes with node degree attack in the Nordic power grid graph
against the fraction of added edges.

4.2.2 Highest Degree Node Attack

The robustness improvement of the Nordic graph after edge addition algorithms is evaluated
after anode attack on the highest degree nodes. According to the topological robustness met-
ric LCS, the max algebraic connectivity edge addition algorithm performs the best, see fig-
ure When 20% of the nodes are removed, over 60% of its largest component still remains
intact. The other two algorithms perform worse than the random baseline edge addition.
According to the electrical robustness metric SPD, all edge addition algorithms per-
formed better than random for most pare, see figure They all experience an initial drop

of served power demand as the first node is removed.
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Figure 4.9: Four edge addition algorithms with 15% of total edges
added measured witch the robustness metric largest cluster size under
degree node removal on the Nordic grid dataset.
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Figure 4.10: Four edge addition algorithms with 15% of total edges
added measured with the robustness metric served demand under
degree node removal on the Nordic grid dataset.
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4.2.3 Electrical Node Significance Attack

The robustness improvement of the Nordic graph after edge addition algorithms was also
evaluated after a node attack on the most electrical significant nodes. According to the topo-
logical robustness metric LCS, all edge addition algorithms struggled to perform better than

random and min algebraic connectivity was way below, see figure

According to the electrical robustness metric SPD, max algebraic connectivity performed

better than the others in the beginning of the actack, see figure The other algorithms

show no improvement compared to random.
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Figure 4.11: Four edge addition algoritbms with 15% of total edges
added measured with the robustness metric largest cluster size under
most electrical node significance removal on the Nordic grid dataset.
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Nordic Graph Robustness under Electrical Node Significance Attack
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Figure 4.12: Four edge addition algorithms with 15% of total edges
added measured with the robustness metric served demand under
most electrical node significance removal on the Nordic grid dataset.

4.2.4 Network Findings

After the edge addition algorithms, the grids were attacked with multiple node removals.
The removed node that caused the greatest drop in served power demand percentage points
for each algorithm and attack, can be found in table The table can be interpreted as ex-
plained in section Minimizing algebraic connectivity experienced the biggest drops in
SPD. It can also be seen in the column "Removed (counts)" that max algebraic connectivity
experienced its biggest drop in SPD after many node removals, indicating that no specific
node was the most vulnerable. In the overloaded lines column, it can be seen that the cascad-
ing effects are very large, causing as much as 245 lines to be overloaded. The total amount
of lines in the whole graph is 742, which means that specific node removals disabled 33% of
the grid, which indicates that the grid has very vulnerable nodes. Additionally, the graphs
where the first node removal caused the largest drop in SPD consequently became severely
fragmented, as can be seen in the "Comp" column. Some of the graphs resulted in over 100
separated islands.
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Algorithm | Attack | Removed (count) | Node id | Comp | Overloaded | SPD Drop (pp)
Min Rg max d; 11 17 67 88 37

Min 4,(L) | max d; 1 272 86 190 52

Max A>(L) | max d; 1 272 51 153 32
Min Rg Vi 1 347 53 128 37

Min L(L) | 7 i 28 107 245 64

Max (L) | v 40 353 121 111 24

Table 4.2: This table shows graph data for the node that caused
the biggest drop in served power demand in percentage points (pp)
when attacked for the different algorithms. The table is for the
Nordic power grid graph.

4.3 Overview of Results

A summary and overview of the edge addition algorithm performances can be found in ta-
ble[d.3)andf 4)for casier comparison of the results. The table shows the relative improvements
of the area under the robustness curve compared to the random baseline according to for-
mula in regards to a certain metric and attack. Green indicates that the edge addition
algorithm performed better than random in terms of the robustness metric, and red indicates
the opposite. In both tables, the absolute performance levels of robustness vary across attack
scenarios and can instead be observed in the result plots.

Tab]eis structured in a hierarchical way. The first level separates the results into two
cases: the standard IEEE 118 network and the IEEE 118 increased cascading risk scenario.
Within each case, results are further divided by attack type, where max d; and y; respectively
stands for degree node attack and electrical node significance attack, see section[2.4] For each
atcack type, results are furcher divided by robustness metric: LCS and SPD, sce section [2.2]
Consistent with the notation used throughout this report, Rg denotes effective graph resis-
tance and A,(L) denotes a]gebraic connectivity. Effective graph resistance shows the overall
best performance in the IEEE test grid. Table 4.4]is scructured similarly except for the first
level of the hierarchical structure, which only contains the Nordic power grid. Max algebraic
connectivity shows the overall best performance in the Nordic grid.

Graph IEEE 118 IEEE 118 Cascading Risk

Attack type Vi Max d; Vi Max d;
Metric LCS | SPD | LCS | SPD | LCS | SPD | LCS | SPD
Min Rg +15% +32% +11% +26% +6% -11% +10% +37%
Max Ay(L) +12% | -64% | +23% | +3.4% +2% -31% +20% -15%
Min (L) | 33% | 25% | -18% | 25% | 33% | +53% | -18% | +150%

Table 4.3: This table shows a summary of the results of the relative
improvements of the area under the robustness curve compared to
the random baseline from the IEEE 118 graph.
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Graph Nordic
Attack type Vi Max d;
Metric LCS | SPD | LCS | SPD
MinRg | -75% | -23% | -10% | +23%
Max A, (L) +5% +52% +9% +50%
Min (L) | 34% | 7% | 27% | +28%

Table 4.4: This table shows a summary of the results of the relative

improvements of the area under the robustness curve compared to

the random baseline from the Nordic power grid graph.
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Chapter 5

Discussion

5.1 Minimizing Effective Graph Resistance

Minimizing effective graph resistance performed well across most attack scenarios and met-
rics in the [EEE 118 test grid, see table It also experienced the smallest drop in SPD
compared to the other algorithms, see table It supports the fact that effective graph re-
sistance captures both electric and structural graph properties. However, this trend did not
hold for the Nordic grid as it demonstrated worse or around the performance level of ran-
dom, apart from one experiment, see tablc A possible contributing factor to the poorer
results might be that the IEEE 118 power grid does not reflect geographical properties and
all edges have a distance of 1 km, affecting the weighted Laplacian matrix. In contrast, the
Nordic grid has realistic transmission distances and the computed edge weight reflects this.
Especially since the effective resistance algorithm is influenced by edge weights and path
lengths, it behaves very differently in the more realistic setting,

It might also be explained by a different load-node ratio. The Nordic graph has a much
lower load-node ratio Compared to the IEEE 118 graph. Since effective graph resistance on]y
accounts for line impedance values and does not consider actual load and generation values,
improving flow distribution through minimizing effective graph resistance did not necessar-
ily translate into improved load accessibility and served demand. Effective resistance edge
addition appears to fail to capture nodal importance and seems to be less suited for networks
with a smaller load-node ratio. This could be further studied by comparing graphs with the
same load-node ratio to possibly isolate the effect of load ratio.

Interestingly, the effective graph resistance algorithm was the best preforming algorithm
in the IEEE 118 graph against the electrical significance attack, see ﬁgurcand [t might
suggest that the grid can survive an electrical attack slightly better when the robustness is
optimized with electrical properties in consideration. However, extensive and real power
data is rarely publicly available information.
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5.2 Maximizing Algebraic Connectivity

As mentioned in the background, maximizing algebraic connectivity makes it harder to dis-
connect the grid. Consequently, more nodes needed to be removed to disintegrate the graph
into multiple components and decrease the largest cluster size, thus making it more robust.
The LCS metric reflects how the topology of the grid changes when attacked, but considers
no cascading effects. Max algebraic connectivity always outperformed min algebraic con-
nectivity in regards to LCS with both attacks, in all datasets. Max algebraic connectivity
was generally more robust compared to random against the high node degree attack than
clectrical significant atcack in regards to LCS in the IEEE graph, see table 4.1]and table
This is most ]ike]y due to it being topologiea] metrics and LCS not accounting for power
flow distribution. However, to draw any definitive conclusions, further validation would re-
quire experiments on graphs with more similar network properties, to isolate variations in
algebraic connectivity and the affect of the the remaining largest cluster size under different
attack strategies.

Maximizing algebraic connectivity generally performed low on SPD in the IEEE 118 test
grid but very high on the Nordic grid, see table and The worse performance could
suggest a lacking aspect of accounting for electrical parameters when optimizing based on
max algebraic connectivity. On the other hand, a better performance in the Nordic grid
could suggest structural differences in realistic and synthetic grids, such as more vulnerable
edges in the Nordic grid. This indicates that the Nordic graph perhaps had more room for
improvement in terms ofconnectivity than the already robust IEEE graph. The Nordic graph
is almost four times less dense than the IEEE 118 network, meaning that only a small fraction
of all possible edges are present in the graph, see equation[2.3] Maximizing algebraic connec-
tivity identifies edges that connect components, which might only have marginal gain in an
already better connected graph, compared to a random baseline. This seems to affect served
demand more than keeping the largest cluster size intact.

Increasing connectivity in the IEEE graph in regards to SPD showed worse performance
against attacks than random, suggesting high connectivity increased the risk of cascading
failures. However, it is hard to say if these results are topology-dependent or the effect of
interactions with other structural properties.

5.3 Minimizing Algebraic Connectivity

In the IEEE test grid, min algebraic connectivity showed poor robustness performance against
all metrics and actack scenarios. This could suggest that optimizing for low connectivity
makes the graph weaker against attacks. However, there were no overloaded lines or cas-
cading failures in the IEEE 118 test grid due to very high line capacity. Hence, the IEEE
118 test grid fails to capture real cascading effects and min algebraic connectivity instead
performed worse than the baseline. The more realistic Nordic grid on the other hand, ex-
perienced overloaded lines and cascading failure when attacked. The minimized algebraic
connectivity a]gorithm performed better than random against higbest node degree attack
in regards to SPD, see figure Since the served demand metric better captures robust-
ness against cascading effects than the topological metric LCS, it could suggest a potential
relationship between minimizing connectivity and mitigating cascading failure. To further
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investigate this, the line capacities in the IEEE test grid were reduced, in order to capture
more strained operational conditions, see section It resulted in cascading effects and
an overall fast degradation of the power grid, see figure and However, these extreme
operational conditions allowed for further insight into the behavior of the algorithms. It can
be observed that the algorithm that minimizes algebraic connectivity outperformed all other
algorithms against both attacks, in regards to SPD in the IEEE 118 with increased cascading
risk. This is unlike the known strong association between a highly connected network and
increased robustness. This could indicate that cascading events might be less severe in grids
with increased cascading risk, when optimizing for minimized algebraic connectivity.

In the Nordic grid, the min algebraic connectivity algorithm performs well in terms of
SPD under degree node attack, but poorly with respect to LCS, see table This could
suggest a trade-off between maintaining overall served power demand (the grid’s electricity
demand is met) and preserving network connectivity (how much of the grid actually has
power), under attack scenarios. It appeared like the algorithm prioritized keeping served
demand high in remaining connected regions at the expense of increased fragmentation of

the grid.

5.4 Baseline

Random edge addition was used as a baseline to compare the different edge addition algo-
rithms’ performances. Recall that adding edges to a graph always increases connectivity and
decreases effective graph resistance. As discussed in section random edge addition there-
fore allows the optimization strategy to be isolated from the effect of simply adding edges
to a graph. However, random edge addition contributes to creating a more random network
structure which in some cases seems to give around or even better performances than other
edge addition algoricthms, see for example figure It adds new pathways that sometimes
select edges with small and sometimes big connectivity gains, producing a mixture of possible
improvements. This suggests that random network structures, with no regard to power grid
properties, could add robustness against different attack and cascading scenarios. Another
reason for its good performance compared to the other algorithms might be explained by the
fact that the network may already possess sufficient connectivity, reducing the advantage of
targeted selected edge additions.

Furthermore, another interesting baseline to compare to would have been the optimal
edge addition, that is obtained from an exhaustive search. It would quantify how much per-
formance is lost by using a greedy algorithm. However, this is of course only possible for
smaller graphs due to it being extremely computationally heavy.

5.5 Adding More Edges

The results of increasing the number of added edges, show that adding more edges to the
graph can both improve and reduce robustness in terms of served demand in a power grid,
see sections [3.6) and [£.2.1] When the algorithm optimizes for effective resistance, no critical
number of edges seemed to be catastrophic for the first 100% of added edges in the IEEE
118 graph, see figure Recall that the percentage reflects the proportion of the number
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of edges present in the original graph, |E|, not the number of candidate edges. The same
increase in robustness was not seen in the Nordic graph, see ﬁgure This could be another
possible factor to why min effective resistance performs worse in the Nordic grid, as it seems
it would have needed more edges. Furthermore, maximizing algebraic connectivity decreased
severely in robustness after the addition of 20% of edges in the IEEE 118 graph. This suggests
that the number of added edges and graph connectivity, can have a critical effect on served
power demand. A possible reason for this is that the graph becomes too connected and high
degree nodes become extremely critical. Minimizing algebraic connectivity when adding
edges slowly increased power grid robustness in both graphs. Adding more than 100% of
edges to further investigate this behavior could potentially be interesting, but less realistic in
terms of power grid expansion. The addition of 15% of edges in the study was a reasonable
trade-off between robustness and a realistic budget in the IEEE 118 graph, but maybe should
have been bigger for the Nordic grid.

48



Chapter 6

Conclusions

In our study, three greedy edge addition algorithms have been compared and evaluated un-
der different robustness metrics and attack scenarios. DC power flow calculations allowed
cascading simulations to model overloaded lines and power grid disruption. The study was
conducted on a synthetic IEEE test grid and the Nordic power grid to provide a more real-
istic dataset that better reflect actual system conditions and power network behavior. This
study contributed with further knowledge about potential robust transmission expansion.
The obtained results allow the research questions to be addressed as follows.

+ RQ1L: How do different edge addition algorithms differ in their ability to increase the
robustness of electric power networks under budget constraint of edges?

The results showed that the number of added edges can both improve and reduce the robust-
ness of a graph depending on the metric that is being optimized, as well evaluation method.
This means that a thorough analysis should be conducted regarding the number of edges
to be added when expansion plans are made. Max algebraic connectivity showed to be the
most sensitive to this as adding more edges could severely decrease robustness in regards to
SPD. Minimizing effective resistance increased robustness across different scenarios, sug-
gesting good ability to exploit structural or electrical information of the network. However,
it possibly showed some weakness to a graph with low load-node ratio. Both minimizing and
maximizing algebraic connectivity showed potential to increasing robustness, depending on
the level of cascading risk. It suggests a complex relationship between connectivity and power
flow.

+ RQ2: Which of the edge addition algorithms is most suitable from a robustness per-
spective depending on the type of attack it is exposed to and the size of the graph?

Max algebraic connectivity increases connectivity and creates more pathways for power to
flow, resulting in performing well when evaluated on LCS and strength against node re-

moval of the highest degree nodes. This is true for the synthetic IEEE 118 graph which is
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less dense, has a higher node-load ratio and more arbitrary structure than the Nordic grid.
It can be observed that the combination of SPD and high cascading risk in the IEEE 118
grid is most robust against both attacks when minimizing algebraic connectivity. Min effec-
tive resistance showed best overall steady robustness across different attacks and metrics in
the IEEE 118 graph. Performing best in the bigger Nordic graph was max algebraic connec-
tivity, suggesting a better possibility of improving less connected networks. All algorichms
performed better than random baseline in the Nordic grid in regards to SPD when high de-
gree nodes were removed. In summary, algorithm performances seems to be influenced by
multiple factors and the most suitable algorithm from a robustness perspective would then
depend on its application context. The results of this study indicate that we might have to
be careful about generalizing results from synthetic test networks to realistic transmission
grids. The following section will furcher discuss the limitations of this study and the need
for future research.

6.1 Limitations and Future Work

The findings should not be interpreted as definitive but rather as indications of certain trends
within the scope of the experimental approach. Some algorithms showed only marginal im-
provement over random selection of edges in some attack scenarios, perhaps showing the lim-
itations of a greedy algorithm and approximations of robustness metrics. To further study
the nature of robust power grids, less approximate algorithms such as integer linear pro-
gramming could be applied, to capture the optimal combination of added edges. Another
limitation to this work could be the evaluation metric area under the robustness curve. It
gives an overall comparison to the random baseline, but may fail to capture important dif-
ferences through out the progression of attacks. Two algorithms may have the same area, but
one performs well in the beginning while the other is stronger in later stages.

Another limitation to this study is not being able to generalize the results to other grids,
due to the small number of datasets. It was therefore difficult to draw definitive conclusions
in regards to explaining the performance outcomes. One reason for that is that multiple
variables are studied at the same time. We can improve this by isolating certain variables and
further study the behavior of these algorithms. We would have to obtain or create graphs
with the same properties and structure, thus only looking at one network property at a time,
such as graphs with the same graph density, connectivity or load-node ratio. Furthermore,
we would improve the work by applying the experiments on more graphs, to obtain more
data and perhaps then be able to give more conclusive findings.

There were some possible threats to the validity of this study. One threat could be the al-
location decisions regarding location of generators and loads. The Nordic power grid dataset
had no available coordinates for generators and loads, only the regions to which they be-
10nged. They were therefore assigned random locations within their respective regions using
a fixed random seed. Consequently, their exact locations are artificial and may be different
from the real Nordic grid. This could result in the generators being more or less vulnera-
ble than in the real grid since now the topology is not necessarily designed to protect the
generators. Another possible threat to the validity is during the conversion of the Nordic
power grid, for details about the conversion, see section There was some handling of

missing values and framework specific choices were made, such as where to place the slack
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bus. Different choices could possibly slightly change the simulation results. However, most
decisions were based on how previous studies had approached similar situations.

Some other limitations to this study includes more realistic aspects such as economic con-
straints and addition of new generation, which are relevant in modern transmission planning.
Another example is security regulations like protection systems and operator response as real
time damage control of cascading events. These aspects are left for future work, to provide
further knowledge of power grid robustness.
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Robustare elnat med strategiska

forbindelser

POPULARVETENSKAPLIG SAMMANFATTNING Sandra Christoffersen, Gina

Christoffersen

Kraftnat runt om i varlden star infor stora expansionsplaner pa grund av det okade
energibehovet. Detta examensarbete jamfor olika algoritmer som stegvis lagger till
nya gynnsamma forbindelser for att skapa ett robustare kraftnat mot riktade attacker

och kaskadfel.

En stor utbyggnad av elkraftnétet forvintas i stora
delar av véarlden till foljd av ett vixande energi-
behov och ett féraldrat kraftnét. Robusthet &r en
viktig aspekt av det kommande planeringsarbetet
for en stabil energiférsérjning. Riktade attacker
fran frammande makter angriper ofta de mest kri-
tiska delarna av kraftnétet for att forstora sa myc-
ket som mojligt och utlosa stora stromavbrott. En
attack mot en viktig station innebéar att alla dess
direkt kopplade forbindelser sétts ur funktion och
flodet av el maste omfordelas. Detta kan orsaka
att ledningar blir 6verbelastade och skyddssystem
kopplar bort dem. Fel kan da sprida sig genom
nétet och skapa mer problem pa nya stéllen vilket
innebar att en kaskad har utlosts. Hur kan man
bygga elkraftnit mer motstandskraftigt mot den
typen av angrepp?

Det finns manga mojliga kombinationer for att
lagga till ett antal nya elledningar till elnétet.
Problemet kan modelleras som ett natverk, det
vill séga en graf av noder och ldnkar vilka repre-
senterar elstationer och elledningar. Uppgiften
ar da att hitta tva optimala noder att placera
en ny lidnk mellan. En metod &r att optimera
for ett robusthetsmatt; ett matt som méter ett
systems féormaga att uppréatthalla funktion efter

storningar eller attacker. Ett sddant matt &r
effektivt grafmotstand som beskriver hur vissa va-
gar i ett nédtverk har mer motstand mot energi-
fléde. Ett annat méatt dr algebraisk sammankopp-
ling som beskriver hur vil anslutet ett natverk ar.
Att lagga till fler lankar i en graf okar alltid hur
tatt ihopkopplat den &ar. Fragan &r: ska vi vilja
en lank som minimerar eller maximerar 6kningen
av sammankoppling? A ena sidan vill vi ha fler
kopplingar for att forhindra risken att nétverket
splittras upp i flera delar vid ett angrepp. A and-
ra sidan vill vi inte ha for manga forbindelser som
skulle kunna underlétta en potentiell spridning av
kaskadfel.

Vart examensarbete undersdker sambandet
mellan hur sammankopplad en graf dr, energi-
fléden och kaskadfel. Detta gor vi genom att
jamfora tre olika algoritmer som ldgger till nya
léinkar under olika attackscenarier. Vi model-
lerar det nordiska elnétet med realistisk data for
att hitta eventuella skillnader jamfort med syn-
tetiska ndt. Resultaten av var studie tyder pa
att bade minimering och maximering av nét-
verkets sammankoppling kan ¢ka robustheten i
olika attackscenarier, beroende pa grafstruktur
och niva av kaskadrisk.
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